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Quality assuranceand quality control (QA/QC)of analytical chemistry
laboratory activitiesare essentialto the validityand usefulnessof
resultant data. However, in themselves,conventionalQA/QC measures will not
always ensure that fraudulentdata are not generated. ConventionalQA/QC
measures are based on the assumptionthat work will be done in good faith; to
assure against fraudulentpractices,QA/QC measuresmust be tailoredto
specific analyses protocolsin anticipationof intentionalmisapplicationof
those protocols.

Application of specificQA/QC measures to ensure against fraudulentpractices
result in an increasedadministrativeburden being placed on the analytical
process; accordingly,in keepingwith graded QA philosophy,data quality
objectives must be used to identifyspecificpoints of concern for special
control to minimizethe administrativeimpact.
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INTRODUCTION

Analytical Lab Processesand Products

The data produced by contractlaboratoriesto supportU.S. Departmentof
Energy (DOE) waste site characterizationand remediationactivitiesare the
bases for scoping remediationprograms. These data are also the bases for
communicationand agreementbetween the DOE and the EnvironmentalProtection
Agency (EPA), and state and local agencies on the appropriatenessof planned
and actual characterizationand remediationactivities.

ContemporaryIssues

"Allegationsof fraud in certainenvironmentalanalyticallaboratories'cast a
shadow of doubt on EPA, DoD, and DOE cleanups of hazardouswaste sites....Data
alterationsto meet method/contractquality controlcriteria have caused the
authenticityto be questioned,and unethicallaboratorypracticeshave
compromisedthe data qualityrequired to supportcleanup decisions,_ the
agencies say.''_

Accordingly,measures must be establishedto assurethe desired levels of
quality of the analyticalprocesses and products (i.e., data) are achieved.

QA/QC of Lab Activities

Quality assurance (QA) programcoverage must be established,to the
satisfactionof the customerand before work starts,to provide the customer
with confidence that essentialmanagement controls exist to achieve
performanceobjectives. Quality assurancemeasuresmust exist for contractual
requirementsflowdown,data quality objectives,documentationof lab
procedures,sample and standardsmanagement, processconfigurationmanagement,
waste management,qualificationof procedures and staff, documentationof
analyses results, recordsmanagement,and data reporting.

Quality control (QC) measuresmust be establishedprior to the start of work
to ensure analytical processvalidity through in-processverifications,and
data validity through sample testing (e.g., blind and spiked samples, "round-
robin" testing).

PLANNING FOR SUCCESS

Requlatory Requirements

Several documents are used as environmentalanalyticalrequirementsources;
some of them were not initiallyintended for that purpose, but were pressed
into service in the absenceof suitable requirementsdocuments. The ambiguous
and sometimesconflictingelements of some these environmentaldocumentsare
subject to interpretationby the laboratories,customers,and regulators-

ISuperfundReport;AgenciesJoin Forces to Combat Contract Laboratory
Fraud, November 20, 1991
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often varying with the individualinvolved in quality achievementor
verificationactivities. These documents also tend to have a QC orientation.

Source requirementdocument_ used by the DOE and its prime contractors
generally have a QA (or processmanagement)orientation. Those responsible
for DOE quality achievementand verificationoften have a nuclearpower plant
experiencebase. Some documentsused as DOE source requirementdocumentswere
also originally intended as guidancedocuments, but were pressed into
"requirements"service in the absenceof suitable sourcedocuments.

The two sets of requirementsdocumentsuse sometimes inconsistentterminology
that requires interpretationsometimeprior to startingwork, if there is to
be an opportunityto achievethe desired level of productqualitywithout
controversy.

Customer Expectations

Customer expectationsmust be clearlyspecified and flowed down to analytical
labs contractually. The customermust award a contract based on criteria that
are consistentwith the desired product, e.g., valid data. Unfortunately,
many analyticalcontracts are awardedbased on "productionrate" criteria
which are weighted more heavilyin terms of the cost of numbersof samples
analyzed per unit time than in terms of the level of desired quality.

Also, as noted above, the availableenvironmentalanalyticalsourcedocuments
can be ambiguousand conflictingunless care is taken to specifyperformance
expectationsin the contract ratherthan imposing the set of requirements
documents by reference,withoutattempting to tailor them to the needs of
application.

Contract Requirements

The terms and requirementsof a contract with an analyticallab (or anyone,
for that matter) should be consistentwith the desired product,e.g., data
quality/validity. Data qualityrequirementsmust be specifiedin clear terms
that can be implemented,achieved,and verified without controversy.
Unqualified impositionof the environmentalsource documentscurrently
availablewill probably result in interpretiveimplementationand verification
that will lead to data credibilitychallenges.

Industrypractice appears to assignthe highest weight during award of an
analytical lab contract on cost per sample versus the qualityof the
deliverable. This practice has been classicallydemonstratedin other
industriesto encoura_geachievementof production rates to maximize profit at
the expense of product quality.

Qualitr Objectives

The need for developmentof productand performancequality objectivesprior
tG the start of work "isessentialfor success. For quality objectivesto be
effective,the customer must documentthe requirementsfor them in the
contract in terms that supporttheir development,i.e., what the data will be
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used for, accuracy tolerances,etc. The lab should translatecontractual
requirements into quality objectivesand document how to achievethem in
anayticalandadministrativeprocedures. Accurate records of performanceand
product qualityare needed to demonstratethat quality objectiveswere met and
requirementscon_pliedwith.

The labs need to conduct on-going self-assessmentsof performanceto assure
the quality objectivesare being or can be met. Although most labs have self-
assessmentmethods, they must document their resultsto strengthenthe
credibilityof their analyticalprocesses.

_Peopleand the QA Proqram

The best QA programwill be ineffectualunless people implementit properly.
To do so, staff must be qualifiedto do their assigned work throughjob-
specific trainingthat emphasizesthe importanceof developing and following
appropriateanalyticalprocedures,rigorous record-keeping,disciplined
operations - and an understandingof the civil and criminal consequencesof
real or perceivedfraudulent actions.

A conventionalQA program is based on the premise that people inherentlywant
to do good work. Quality verificationactions, such as audits,will typically
not detect fraud because they are after-the-factactions largelybased on
review of documentationand interviews,both of which can be falsifiedif the
intent to do so exists. Surveillanceis a performance-basedverification
activity more likely to detect intentionalanomalies,but only if the observer
is technicallyastute about the process being observed - and if the worker is
inattentiveto the presence of the observer.

Emphasis on productionrates and regulatory compliancerather than data
quality can lead to applicationof "accepted"managementpracticeswhich can
result in questionabledata quality. Such practicescan includeback-dating
receiving samplesand inappropriateuse of signatureson chain-of-custody
forms to "meet"compliancerequirements. From a QA standpoint,overt data
manipulationis much less of a problem and harder to detect than falsification
of records.

OperationalConflicts

Conflict betweenlab staff and customers (and regulators)about lab procedures
and data qualityexists largelybecause of the lack of, or poorly defined
quality objectivesand associatedprogrammaticcontrols.

Proper planningwill eliminate the source of conflict by specifying
performance expectationsand the methodologiesto be used to achievethem, as
well as communicationinterfacesand role expectationsfor lab staff, the
customer, and the regulators. This planningwill be best accomplishedif
based on clearlydefined contractualrequirements.

MANAGE FOR SUCCESS
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Instead of the current emphasisof concentratingon trying to discover
fraudulentpractices, it seems prudent to weight data quality expectations
_aigherthan cost/sampleproductionconsiderationsin the contractsawarded to
a_nalyticallaboratories. The contracts should specify the expectedQA
programmaticas well as applicableQC controls needed to achieve the desired
l(_velof data quality; requirementsshould be specified,not imposedthrough
r(_.ferences.

Site evaluations,on-site lab inspectionsand data reviews, and methods for
rE,assessmentof questionabledata to establish its validity,will still be
needed to verify productquality. However, questionsabout fraudulent
practices resultingfrom these after-the-factverificationactivitiesshould
be diminished as a result of programmaticcredibility and processquality
borne of a solid definitionof customer expectationsin the contract - and
app_rovalof the lab QA and QC programs prior to startingwork.
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