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Social Media in Full-Scale Exercises

* Objective

Discuss the use of social media as a tool during the
full-scale exercise Tremor-14 in Las Vegas, and to
examine Lessons Learned as a path forward in using

social media to disseminate Emergency Public
Information (EPI) on a regular basis.
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Social Media in Full-Scale Exercises
* One Year Ago

Boston Marathon Bombing

Discussion at EMI-SIG in Chicago
focused heavily on the role of
social media in EPI.

Twitter was used not only for
information — Boston Police
used it as a tool to gather leads
and track down suspects.
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Social Media in Full-Scale ExerC|ses

 Background

June 2013- DOE participates in ‘
Active Shooter exercise with North F&
Las Vegas Police |

- First use of Initial Response Team §
for Emergency Public Information

- First use of mobile JIC response resources to
interface with offsite agency

- Mock media elements facilitated using media liaison
at Incident Command
All of these resulted in information gaps
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Social Media in Full-Scale Exeruses

* Issues e
- NLV PIO using Twitter to send = o= m
messages from phone applications S

- City and County using Twitter on WebEOC
communicating information about joint resources

- City PIO emergency information process leans
strongly on social media channels for notification

- Other NNSA issues (i.e. Y-12 nun incident) fueled
social media rumors/not enough NNSA trained social
media monitors to respond
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Social Media in Full-Scale Exercises

* Solutions
Incorporate social media into all aspects of EPI process.

* Concerns

- How do you disseminate quick, timely social media
messages while ensuring appropriate reviews
(Classification, Senior Federal Officials, etc.)

- How do you include NNSA HQ with no existing policy
regarding coordination of social media messaging?

- Do you have the means to conduct social media

adequately?
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Social Media in Full-Scale ExerC|ses

* Existing ﬁ e

— Ty  NNSS CNNSANG: .
[] [ B Hope you like the video! MT @AtomicTstMuseum #NNSS - A PROUD
N N SS a I re a d y m a I nta I n S B pAST, AN EXCITING FUTURE: youtu.be/oW|7ZijwSc via
NNSANevada
D View media

Twitter/Facebook pages for g

=S | earn about NSSAB FY 2014 work plan and US DOE #NNSS clean-
EV up activities - Wed Sept 18 @ 4pm @AtomicTstMuseum. Info @

social media -

LosAlamosNationalLab
\(/ LANL News: Exploswes exhibit opens atthe Bradbury Science

- 186 Twitter followers SRR
- 1,613 Facebook “likes” (a0 s e

Can this provide means to
communicate EPI during
emergencies?

“nuAl y“
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Social Media in Full-Scale Exercises
* News Stations

Most major news outlets have their own Twitter and
Facebook pages.

m’J FOX5 Vegas KVVU 4
= mn Gloria Lee enters not guilty plea for fraud in pet store arson case. Details at

foxSvegas.com/story/25264495... pic.twitter.com/NI7iASbpa0

8 News NOW
8@ State says one or more adults at Matt Kelly Elementary School changed

IS answer sheets on standardized test. #BREAKING
8nn.tw/1jLeftL

CNN Breaking News
Source: ATF team that helped take down Boston bombing suspect
wmatsgo  [25DONAING to Navy Yard shooting. on.cnn.com/1gnGblm

(3 View summary +Reply t3Retweet HFavorite *=» More & Expand

How do you bridge the gap?

WUAL 2,
W &g,
> %,

JEVENTS:

# PREPAREDNESS National Conservation Training Center (NCTC)

Ly

April 22-25, 2014 « Shepherdstown, West Virginia PLANNING & s




Social Media in Full-Scale Exercises

* Introduce Social Media Writer in EOC

- Answers question of “timely”

- Works with PAO to gather information in real-time as
it comes from the field

- Writes Tweets and other messages
and coordinates approval with proper

channels (Classification, EM)

- Works with Media Monitors in the
JIC to ensure responses to specific
queries.
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Social Media in Full-Scale Exercises

 Refine Information Process

- Introduce “Twitter” board on WebEOC to assist with
screening of messages before dissemination.

/2 WebEOC 7.4 - Windows Internet Explorer i
WebEOC 7.4

Henry Pazos EOC Director

WebEOQC 7.4 Training - Do Not Modify/Delete

NINOAINFU SItREP Appioval
NNSA/NFO SitRep Draft

NNSA/NFO SitRep Published
NNSAI/NFO Situation Report

OCC Area Access Log

OCC Status and Shift Change

Phone Lists

Press Release Approval

Press Release Working

Press Releases

Protective Actions and Accountability
Significant Events
Situation Board

SP-11 Shipments

Test 5-18-11 Position Log
TestHand F

TOC Staff Positions
Twitter Board
WebEOC - Who's Logged In?

WebEOC Problem/Enhancement Reporting
Wide Load Movements

-lo x|
—— P

Log Off |

7~ Twitter Board Display - Windows Interne

G———

Date/Time:

09/23/2013 onda
08:23:07 =

Date/Time:

09/23/2013
08:21:53

Date/Time:

09/19/2013
14:30:04
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Social Media in Full-Scale Exercises

 Refine Information Process

- Use verbal notices and WebEOC chat function to get
approval/coordination with Classification and the JIC.

- During actual events, —_—
E=Bes The severe weather has caused some changes to the commute

We b EO C iS CO n n eCte d to :;ozrwwel;gzg/fgg\s/;o the NNSS. Employees commuting by bus...
O u tS i d e TW i tte r p a ge fo r Collapse 4 Reply 13 Retweet % Favorite e** More
immediate release upon

a p p rova | o NNSANevada
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Social Media in Full-Scale Exercises

. Reconflgure JIC to Support Social Media

- Add more social media monitoring
positions

- De-emphasize use of press releases

- Train news writers to coordinate
messaging thru social media channels

- Trained social media monitors to be more adept in
tracking and trending messages

- Give monitors authority to re-tweet approved
information to correct inaccuracies.
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Social Media in Full-Scale Exercises
3= ¢ Real-Life Scenario

Recent flooding in Las Vegas

- Public Affairs IRT issues public
and employee notifications
regarding road/site closures

- Messages are distributed via
. phone call out, e-mail and social
— media.

But how do you practice?
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Social Media in Full-Scale Exercises

* Exercises/Offsite Coordination

Several times a year, the NNSS conducts
Site and facility exercises, routinely
involving offsite agencies that already
use Twitter on a regular basis.

How can we exercise our EPIl in a
way that allows for adequate
coordination of social media
resources?
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Social Media in Full-Scale Exercises

Nevada Np!ional Security Site
 Tremor-14 (April 23, 2014) : 'ﬁ 4 1h
NNSS-coordinated FSE involving R
multiple agencies to demonstrate I

the Emergency Response
Organization’s ability to mitigate a
natural disaster.

More than 44 agencies involved:

e Clark County, Nye County, City of Las Vegas, State of
Nevada, Las Vegas Fire/Rescue, Creech Air Force Base
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Social Media in Full-Scale Exercises

* Social Media - EPI
Participating agencies =

The NNSANevada Field Office supports US nuclear securlty
programs at the Nevada National Security Ste.
Las Vegas, NV - nv.energy.gov

- Argonne National Lab

Tweets

B, NNss

== Hopeywlks(bevmc MT GA

= (CITING FUTURE: Sc v
. o
- a O &
I l j I I e e Learn about NSSAB FY 2014 work plan and US DOE SNNSS cean-
R0 Jo oo - E Up acties - Wed Sept 18.0.4pm CAMTSMuseur. nfo @
Annio Msc & gy.govinssab
$9)  roiow
essential mix M LosAlamosNationalLab
. w Follow RO LANL News: Explosives exhio opens a he Bradbury Science
Museum Sept 18 cortan goviahvery com/aceoumtan via

° -
| Loadstar
- City of Las Vegas .
& w Follow
' e Sandia National Labs
Bloscience, computing, energy and nanosystems among the

technologles featured at the recent *SRTSC bit.ly/185DIm! via
ABQBZFirst

- North Las Vegas

n I.I.Nl.
fusScience: 14 Immense Scientfic Instruments You Won't
3RAIWa via GG

Beleve Ave Real| odo

yOoesntLikeYou B LosAlamosNationalLab
S8 e dawn of computing, and the path o om nputers. . . whata

long, strange trp it's been. . .ow.ly

SRS News
@ RT GENERGY: What is 21,500 5q ft & will use up to 3 megawats of

power? The new @Stanford (cont) tL.gd/mipig

- Centennial Hills Hospﬂqtﬂgl
SEVERE )EVENTS
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Social Media in Full-Scale Exercises

* Offsite Coordination

Argonne creates bogus Twitter and Facebook pages
- Tightly controlled by placing filters on each page
- Only “Like” or “Friend” those playing in exercise
- Offsites also must use bogus logins or pages

- Mock media/public accounts used to generate SimCell
re S p O n Ses E“:a?;ﬁsfc:?;z::;::rﬁmm DOE JIC about what time news conference will be.

Expecting to have response officials from local/state/feds.

Nevada DoeEx
EXNewsMetwork Press conference at 2 p.m.
}ﬂuuu ;4,[]/
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Social Media in Full-Scale Exercises

i Exe rCise Play ;"‘ Sally Simeell

April 10 at 9:22am . |

- S OC | ad I me d | a p I aye IS | N S | m Ce I I Angela Bennett: Just heard that Oak Mtn Elem/Middle school students are

evacuating and being relocated due to a serious automobile accident on

use sc r| pte d | nJ e Cts/rea I _t | me | nJ e Cts Highway 119 just north of Oak Mountain Elementary School. All Oak

Mountain Elementary and Oak Mountain Middle school students and staff

b ase d on exerc | se p | ay are being relocated to other Oak Mountain schools.

- EOC writer uses hashtag
#NNSSEVENT to specify “official”
information

- Field “reporters” generate
additional social media

- Observer accounts set up for non-
players

Like - Comment - Share

MUAL g
W £¢, g -
Sy % Write a comment
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Social Media in Full-Scale Exercises

* JIC Coordination
- Messaging coordinated through NNSS JIC

- City of Las Vegas, Nye County, Centennial Hills
monitor/respond via e-mail and phone

- Clark County P10s on-hand in JIC for more direct
(o{0]0) rd | nat|0n Chuck Doe Tay.lor

Good morning @MNevadaDoeEx, conference call this morning?

ike - Comment - Share - @EXNewsMNetwork on Twitter
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Social Media in Full-Scale Exercises

al Security Site

* Preliminary Challenges e
Nevada NaU ion Centér

- Ensure ONLY exercise Joint informa
p I aye rs get a Ccess s sli;e(;ssrorr;igngll)il;’zojs;:gédcast as areal event.

. cise
ise —~EXercise Exer

he event

- Ensuring players understand prercss ~ 25
social media sources and site
limitations

- Additional training to ensure EOC social media
writer and JIC news writers can work together

- Classification approval during busy exercise play.
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Social Media in Full-Scale Exercises
e Results

- Exercise considered major success; o
social media flow was timely, fairly s
accurate

- JIC staff more than adequately

tracked information and reported
Inaccuracies

- EOC Writer/JIC writer together
efficiently controlled information flow

- Mock media appreciated feeling of
responsiveness
smn:@wms
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Social Media in Full-Scale Exercises

* Lessons Learned
ExerciseNewsNetwork & ! JIC Staff d|d not ((hlde” behlnd

@EXNewsNetwork [FoESHSNSH

**FOR EXERCISE PURPOSES ONLY***

These are simulated events - exercisenewsnetwork com SOCial mEdia, USing it aS reason not
to interact; but, there were
5T 5T % 2 jnstances when the JIC did not

Pl )
1‘#"‘ o Folic CLV | Exercise Observer, EX Simcell Public and 2 others

appear to have the most current
Tweets . .
information...

Possible that employees cannot reach loved ones because cell phones may not
work on site according to Nye officials

_ ie.Government coordinator
g e routinely had timelier and
S— more accurate information

Q KDWN: Live interview w/ Kristen Kellogg DOE. 6 injured at NNSS; other

emplyees accounted for; chioring & RadMat release but no impact to LV th an p h one te ams

swm% EVENTS:
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Social Media in Full-Scale Exercises

e Lessons Learned

- Without using press releases,
method for compiling news items
slightly more complicated

- News writers continuously updated
current information but even with
social media, the news was “old”
almost as soon as the phone teams
receive it

- Must find a better way to get
immediate information updates to

the media/public inquiry tear
SE\'EHE E\IENTS
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Social Media in Full-Scale Exercises
 Lessons Learned

- Questions about “quality”
“quantity”

8 - JIC must continuously assess
=== usefulness and understandability of
messages; not just volume

e - Twitter used more than
Facebook — JIC Managers should
think about strengths and
weaknesses of each application
and develop a strategy for posting
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Social Media in Full-Scale Exercises

e Lessons Learned

- Offsite agencies felt Twitter coordination across
agencies fueled additional responses

- Some locations had lost phones, computers (simulated)
during earthquake — how do you Tweet?

- As exercise wore on, social media coordination got
tired; third party “Tweeting” resulted in errors

Must ensure only one or two
writers have access
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Social Media in Full-Scale Exercises

e Conclusion

Social media is not only a viable way to disseminate EPI,
current media and public demands require it

- With some extra planning, social media can be
exercised in a safe and productive manner

- Coordination with other agencies who use
social media ensures NNSA sites are prepared

- Each Site’s needs may be different, but the end
results will be the same...
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Social Media in Full-Scale Exercises

* Social Media Aids in Getting the Most Current
Information Out in the Most Timely Way
Possible

e Social Media Allows for Quick Correction of
Inaccuracies and Misinformation

* Social Media Can Assist with Operational Issues
* Social Media is HERE and NOW!
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Social Media in Full-Scale Exercises

* For More Information

Contact Jeff Donaldson, NSTec Emergency Public
Information Coordinator at 702-295-3348 or
donaldjw@nv.doe.gov.
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