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Introduction

The Departmentof Energy(DOE)has establishedan IndependentValidationandVerification(IV&V)pro-
gramfor all classifiedautomatedinformationsystems (AIS)operatingin compartmentedor multi-level
modes. The IV&V programwas established in DOEOrder5639.6A [1] and describedin the manual [2]
associatedwith the Order.

This paperdescribesthe DOEIV&Vprogram,the IV&V processandactivities, the expected benefitsfrom
an IV&V,and the criteriaand methodologies used duringan IV&V.The firstIV&Vunderthisprogram
was conductedon the IntegratedComputingNetwork(ICN) atLos Alamos National Laboratoryand sev-
eral lessons learnedarepresented.

The DOEIV&V programis based on the following definitions.An IV&V is definedas theuse of expertise
- from outside an AIS organizationto conductvalidationandverificationstudies on a classifiedAIS. Valida-

tion is definedastheprocess of applyingthe specialized security test andevaluationprocedures,tools, and
equipment neededto establishacceptanceforjoint usage of an AIS by one or more departmentsor agen-
cies andtheir contractors.Verificationis the process of comparingtwo levels of an AIS specificationfor
propercorrespondence(e.g., securitypolicy model withtop-level specifications,top-level specifications
withsource code, or sourcecode withobjectcode).

DOE IV&V Program

The DOE IV&Vprogramis designedto provide an additionallevel of assurancefor automatedinforma-
tion systems (AIS) thathave a higher level of riskdue_9the sensitivityof informationbeing processedor
due to differencesin userclearances.This section will discuss the goals of the IV&V program,when an
IV&V is required,the outputsexpected from an IV&V,and the administrativeissues, such as funding,
organization,andmanagement.

The DOEprotectionrequirementsare arrangedin a hierarchicalmannerbased on the classificationlevel of
the information andthe clearancelevel of the AIS users.This hierarchy rangesfrom zeroto five andis
called a protectionindex.A protectionindexof zero corresponc_sto a dedicatedmodeof operation.A pro-
tection indexof one correspondsto the system-high mode of operation.A protection index of two

*This work supportedby the US Departmentof Energy,Office of SafeguardsandSecurity.



corresponds to a compartmented mode of operation where information is separated into one or compart- l

ments and formal access approvals are required for access to the information.

A protection index of three is loosely defined as "secure multi-lever' because all AIS users are cleared, but
there is at least one level of difference between one or more user clearance levels. For example, an AIS in
which some users have a DOE Q clearance (equivalent to a Top Secret clearance) and one or more users
have a DOE L clearance (equivalent to a Secret clearance) would have a protection index of three.

A protection index of five is a multilevel AIS where at least one access point, used by an uncleared person,
is located outside the security area and is authorized to process only unclassified information. An addi-
tional requirement is that all of the access points outside the security area must be located within the
boundary of the facility. No access is allowed from off site.

IV&V Proprarn Goalsv

The primary goals of the IV&V program areto

• support the objective analysis of security risks in an AIS operating with a protection index
greater than or equal to two and

• to facilitate the accreditation of AISs by providing assistance to the designated accrediting
authority (DAA).

These goals ensure that all AISs with an increased level of risk receive an independent review that is inte-
grated into the accreditation decision. Secondary goals of the IV&V program include

• providing technical input to the AIS certification,

• maintaining a technical library of the results of IV&V activities to reduce redundant activities
and to aid AIS developers,

• identifying any policy areas that should be considered for modification or addition to the DOE
policy for classified computer security, and

" • identifying areas where research and development is needed to enable DOE AISs to meet the
policy requirements.

A library of IV&V results should reduce the overall resources needed to conduct future IV&Vs by elimi-
nating the need to repeat previous analyses and reviews. This library is also expected to improve the secu-
rity of new AISs by allowing the AIS developer or integrator to apply the results of previous IV&V work.

When an IV&V is Reauired-

An IV&V is lequired for all AISs that have or will operate with a protection index of two or higher. The
IV&V process will begin when the tentative or actual protection index for the AIS is determined. The
IV&V process is initiated by the AIS security officer who documents the need for an IV&V and forwards
the request through the accreditation hierarchy. The security officer is also expected to simultaneously sub-
mit a funding request for IV&V support through the appropriate channels.

The actual IV&V activities are expected to start with the preliminary design of the AIS. The maximum
benefit will be gained by involving the IV&V team during the AIS design when changes can be made with
a minimum impact.



IV&V Outnnts

The outputsexpected froman IV&V aredividedaccordingto the phasesof an IV&V.Phaseone occurs
duringtheAIS preliminarydesignphase.Phase two occurs afterthe AIS hasbeenimplementedandduring
thesecuritycertificationtestingof theAIS.

The outputs requiredfor phase one of an IV&V are

• a reportdocumentingthe results of the analysis of the AIS preliminarydesign including any rec-
ommendationsforchanges and

• a descriptionof theexpected IV&Vphase two activities includinga plan formanagingthe
activities andtheestimated costs forthe activities.

The reportrequiredasoutputfrom phasetwo of an IV&V contains

• documentationof the analysisof the AIS SecurityTest Plan and the analysis of thesecurity test
results,

• any recommendationsfor changes in the AIS designor implementationor both,

• if necessary, recommendationsfor additionalsecuritytesting, and
• the IV&Vteam recommendationsforAIS accreditation.

Dependingon the results of the IV&V analysesof theAIS, recommendationsmay be madeto modify
or clarifycurrentDOEcomputersecurity regulations.The analyses may also identifyareas where new
or redirectedresearchanddevelopmentis needed to providecost-effective solutions to meetingDOE
requirements.

Fundin_ Organlzation. and Mana_,ementof an IV&V
w v

All fundingfor an IV&Vis providedby the organizationresponsible forthe managementand operationof
the AIS. Typically,the initial fundingis providedonly forthe phaseone activities.The additionalfunding

. necessaryfor phasetwo is suppliedafterthe IV&V team has completed the phase one activities.All esti-
mated fundingrequirementsmustbe reviewed and approvedby the accreditationhierarchybefore commit-
ringanyfunds.This review will ensurethatIV&V resources,such aspersonnel _ndmoney,areappropriate
to the requiredlevel of effort.Fundingforan IV&V for a very complex AIS shouldnot exceed $30,000
forphaseone and $60,000 for phasetwo. The values arethe maximumexpected for an A]S and will be
requiredonly when thenetworkinvolves a numberof differentcomputersystems andothernetworkcom-
ponentsthat all require extensive analysisand review.An IV&V on a typical local area network is
expected to cost $15,000 to $25,000.

An IV&V is performedby a team.The minimumcompositionof the teamis a coordinatorand at least one
otherindividual.Most teamsareexpectedto containa coordinatorand two individuals.The teammembers
arecontractorsfrom outside theDOE andDOEcontractororganizationsto ensure the proper indepen-
dence in the process.The official team coordinatoris the DOEComputerSecurityProgramManager
(CSPM)or a person designated by the CSPM.The CSPMis the DOEperson responsiblefor establishing
thecomputersecuritypolicies forclassifiedcomputingin theDOE. Otherindividualsmay be addedto the
team eitheras membersor as observersto representorganizationsthatmayhave an interest in the AIS.The
AIS organizationwill contributeat least one person who acts as the liaison between the IV&Vteam and
theAIS organization.All personnel who participatein the team activities areexpected to contributeto the
analyses, reviews, and reportpreparation.

The team activities are directedby the chairperson.The chairpersonis responsible forcoordinatingthe
team activitieswith the representativesof the AIS organizationandrepresentativesof the accrediting
authority.



IV&V Process and Activities

An IV&V is performed in two phases. Phase one is performed during the initial design and implementation
of the AIS. Phase two is conducted after the AIS has been implemented and is ready for security
certification.

Phase One Activities

Phase one activities include reviews of documents and interviews with AIS developers, AIS management,
and computer security people responsible for the AIS. Critical documents reviewed during this phase
include the AIS design specifications and descriptions, the AIS Security Plan, and the AIS Security Test
Plan (if it exists). During phase one, the team is guided by the criteria established for the validation phase.
These criteria, described in the following section, define the minimum requirements the AIS must meet to
comply with DOE regulations.

Phase one is concluded with reports prepared by the team and reviewed with the AIS personnel prior to
release to the DAA. The contents of the phase one report document the team's understanding of the AIS, a
description of the AIS Security Support Structure (SSS), the results of the team analysis, and the team's
initial assessment of the risks or vulnerabilities in the AIS.

The DAA, in coordination with the CSPM, reviews and accepts the phase one reports. The DAA may
accept the risks resulting from vulnerabilities or concerns identified by the team. The decision to accept
risks will be coordinated with the CSPM and documented by the DAA. Once the DAA accepts the phase
one report and documents the acceptance of any remaining risks identified by the team, phase two of the
IV&V can be scheduled.

Phase Two Activities

Phase two activities are not scheduled until the developers have implemented the AIS and prepared the
Security Test Plan. The first phase two activity is to review and comment on the AIS Security Test Plan.

• . This review is performed by the team members before it returns to the facility. After the team has reviewed
the Security Test Plan, the AIS developers and security people will perform the security tests. After the
security testing is completed, the team returns to the facility and reviews the results of the tests. This
review is focused on ensuring that the security tests are complete and that the results clearly indicate that
the tested function is implemented correctly. Depending on the results of the security tests, the team may
request additional security tests to address any anomalies in the testing or to address functions missed in
the original test activity.

During the review of the Security Test plan and test results, the team is guided by the verification criteria,
described in the following section, to ensure that all necessary tests are included in the test plan and that
each test adequately addresses the required security features.

After all testing is completed, the team will prepare the phase two report, which will document the team's
analysis of the AIS testing, the team's assessment of the AIS risks and vulnerabilities, and the team's rec-
ommendations to the DAA. The phase two report is reviewed with the AIS personnel to ensure accuracy
prior to release to the DAA. After the DAA has received the phase two report, the AIS organization, the
computer security personnel at the site, and the DAA are expected to address any security issues identified
by the team. The DAA may choose to accept the risk for any or all of the concerns identified by the team.



During eitherphaseof an IV&V,the teammay identify policy issues thatmayneed clarificationor modifi-
cation. The team may also identifyareasfornew or re-directedresearchanddevelopment.The team will
preparea reportdescribingthe issue orneed and a recommendedsolution and forwardthe reportto the
CSPM for consideration.

Iv&v Criteria

As mentionedearlier,the IV&Vteam is guidedby criteriaforvalidatingthe AIS design andverifyingthe
AIS implementation.These criteriahave beendevelopedto establisha baseline setof requirementsfor sat-
isfying DOEpolicy andto guide the reviews and analyses performedby the team.This section will
describethe generalapproachto developmentof the criteria,how the DOE criteriaare consistentwith ini-
tiatives by the US Government,the DOEprofiles definedby the criteria,and the structureof the criteria.

General Annroach to Develonment of the Criteria_ _

The criteria were developed to definethe minimumrequirementsnecessary to meet DOE policies forclas-
sifted computersecurity.The primarybase forthe criteriais DOEOrderand Manual 5639.6A. Additional
criteriathat exceeded theDOE Orderrequirementswere identifiedas desirableor recommendedpractices.
If a protection was identified asdesirablebut was not reflected in the DOE order,duringits development,
either the orderwas updatedor the protection was droppedfrom the criteria.Anotherconcern duringthe
criteriadevelopmentwas to ensure consistency between the DOE requirements,as expressed in the cri-
teria, andotherUS Governmentinitiatives in informationsecurity.

Conslstencv Between DOE Criteria and US Government Initiatives
=

A desired goal during development of the criteria was, where possible, to maintainconsistency with the
draftFederalCriteria(FC) for InformationTechnology [3] thenbeing developedby theNational Institute
for Standardsand Technology.The consistency wasdesirableto permit DOE to easily updateits criteria
when the FC were officially released.

Because the DOE requirementstake precedenceover the draftFC, we used DOEOrder 5639.6A as the
baseline.For each DOEprotection index definedin the Order,the FC components were mappedinto the
DOEprotectionrequirements.If necessary,the FCcomponentswere modifiedto meet the DOE require-
ments and environments.This mappingprocess resulted in a clear understandingof the differences
between DOErequirementsand the draftFC.This mappingprocesscreated a combinedset of require-
ments that met the DOEOrderandincorporatedthe FC. A by-productof the incorporationof the FCwas a
structuresimilarto the profile concept definedin the FC.

This "profile" developmentprocess is somewhatdifferentfrom the processdescribedin the draft FC but
has achieved the same results.The FCsecurityenvironmentandpolicy-requirementmappingdescriptions
areexpressedin the DOE Ordersthroughthe protectionindex structure.The DOE Order andManual
definedthe minimumsecurityfeaturesthat must be present foreach protection index. The requirements
aredefinedin very generalterms and allow an AIS developerto select andimplement the algorithmthat is
most appropriateforthe AIS mission. Incorporatingthe requirementsfromthedraftFC allowed a refine-
mentof the DOE Order without specifying a particularimplementationapproach.Once thegeneral

- requirementsweredefined,detailedcriteriaforeachrequirementweredevelopedandthecriteriawere
thencomposedintoDOE "profiles"foreachprotectionindex.



DOE Profiles

The DOE"profiles" have beendeveloped forprotectionindextwo (compartmentedmode), protection
index three("secure" multi-level mode), andprotectionindexfive (multi-levelmode). The profiles are
hierarchicalbeginningwithprotectionindextwo. Most of the differencesbetween the profilesarein the
expected strengthof the mechanisms.The DOEprofilescontainelementsthat describe the information
protectionproblemaddressedby theprofile;a rationalediscussionthat providesthe fundamentaljustifica-
tion for a profile,includingthe threat,environment,and usageassumptions;functionalrequirementsthat
establishthe protectionsthat mustbe providedby anAIS;and developmentassurancerequirementsforall
phasesof an AIS developmentfrominitialdesign throughimplementation.Evaluationassurancerequire-
ments from the draftFCwere not includedin the DOEprofiles.

The functionalrequirementcomponents in a DOE"profile"include
• IdentificationandAuthentication

• System Entry
• TrustedPath

• Audit

• Access Control

• ResourceAllocation(object reuse)

• SecurityManagement(securityofficer interfaceto the system)

• Reference Mediation(the involvementof theSSS in all accesses to objects)

• SSS Logical Protection(separateexecution of theSSS functions)

• SSS Self Checking(checks forconsistencyandintegrity of SSS components at startupand dur-
ing execution)

• SSS Startup and Recovery (checks to ensure that the proper SSS is executed at start up and that
the SSS always recovers to a secure state)

• SSS Privileged Operations (executions of SSS securityfunctions are restricted to privileged
components)

• Ease of Use (requirements for programming interface to SSS security functions)

The DOE "profiles" do not contain any requirement forcovert channel analysis because the threats to DOE
information do not justify the expenditure of resources necessary to identify and eliminate all covert chan-
nels. Some covert channels are identified indirectly as part of the development assurance component, such
as penetration analysis and functional testing.

The development assurance components in a DOE "profile" include

• Property Definition (description of the protection properties implemented by the SSS)

• Interface Definition (description of the interface to the SSS, including informal models of the
SSS)

• Modular Decomposition (description of the disciplines used during design and implementation
of the SSS)

• ImplementationSupport(descriptionof the configurationcontrolprocedures followedduring
implementationof the SSS)

• FunctionalTesting(descriptionof the SSS testingand the procedaresused to manage the test
activities)



• PenetrationAnalysis (descriptionof the processused to performpenetrationanalysisof the
SSS)

• User SecurityGuidance(descriptionof the AIS securityfunctionsfor the users)

• AdministrativeSecurityGuidance (descriptionof theAIS securityfunctions for the security
officer andsystem administrators)

• Flaw Remediation(descriptionof proceduresforreporting,tracking,andcorrectingflawsin the
sss)

• Trusted Generation (descriptionof proceduresforgenerating a knownversion of the SSS)

• Life Cycle Definition(descriptionof the proceduresand methods used to manage the SSS
throughits entire life cycle)

• TrustedDistribution(descriptionof proceduresused to ensureno unauthorizedmodifications
are madeto the SSS duringshipment)

• ConfigurationManagement(descriptionof the proceduresto manage the SS5)

The criteriafor each protectionare organizedinto two documents.The validationdocument defines the
requirementsandcriteriathat mustbe met forthe AIS to conform to DOE requirements.The verification
documentcontainsall of the validationinformationandaddsa generictest descriptionforeach criterion.

Structure of the IV&V Cl_iteriaD0cunlent_

Each IV&V criteriadocumentis organizedinto threesections. Section I describes the requiredsecurity
featuresandassurancesand the environmentaddressedby the criteria.Section 2 describes the expected
targetaudienceof the criteriaandthe contentsof the document.Section 3 contains the components that
mustbe satisfiedfor tbe AIS to successfullymeet the DOE requirements.Each componentdescription
contains

• a general descriptionof the component,

• the specific DOE requirement(s)directly relatedto the component,

• one ormore criteriathat mustbe met to satisfy the component,and

• for each criterion, a genericverificationtest description.

Each functionalrequirementor developmentassurancecomponent,such as auditor trustedgeneration, is
decomposed into one or more criteria thatmustbe satisfiedto ensurethat all of the requirementsfor the
componentaremet. Each criterionrepresentsa single concept or requirement.The generalrulefoUowed
duringthe developmentof the criteria was that the criteriamust be requiredor clearly implied by the com-
ponentand the criteriamust be easily tested.

Duringthe developmentof thegenerictest description,we requiredthateach test mustunambiguously
indicatesuccess or failure.If we wereunable to definea clear test description,we modified or split the cri-
terion until the test descriptionwas unambiguous.This guideline also requiredthat,while individual tests
may be basedon the results of previous tests, the test couldnot attemptto evaluatemore than one criterion
ata time.

Anotherrequirementfor the criteriawas thatthe statementof the criteriamust be independentof specific
computersystems or architectures.This approachrequiresthe IV&V team to interpretand applythe
criteriato a specific AIS. However,this interpretationis not difficultbecause DOE requires the specific



securitymechanisms in anAIS tobe describedin a documentcalled theAIS SecurityPlan.This document
providesthe details thatallow the IV&Vteamto applythe criteria.An examplecriterionfromthe criteria
forprotectionindex two is

The SSS shallend the attemptedlogin session afterthe userperformsthe authentication
procedureincorrectlyfor a numberof successive times.Terminationof the session, such
as lockout, shallbe recordedon the audittrail,the systemconsole, and the system admin-
istrator'sterminal.

An AIS implementationof this criterionwould be describedin the AIS SecurityPlan forthe system, using
language similarto the following:

The security softwarein this systemwill terminatean attemptedlogin session afterthe user incor-
rectlyentersa passwordfive consecutivetimes.Eachincorrectattemptis recorded in the system
audittrail.After the fifthunsuccessfulattempt,the session is terminatedby locking out the termi-
nal device. After the session is terminated,a messageis writtento the systemaudittrailand a mes-
sage is sent to theoperatorconsole.

Geperic Test Descrintion

The IV&V criteria documentsareintendedto provide a complete setof requirementsandcriteriaforeach
of the protectionindices.A generictest description,independentof any specific computersystem or archi-
tecture, is supplied as partof each criterion.The descriptionsaredesigned to be templates thatcan be used
by a test developerto guide the generationof system-specifictests andto aid the IV&V teamin evaluating
the test plans andtest results.Each test descriptioncontains

• TestPurpose(purposeof the test)

• ExpectedResult(results thatshouldbe producedby the tes0

• ControlledConfiguration(componentsof the AIS that shouldbe controlledto ensurerepeatabil-
ity of the tests and to minimize impacton AIS users)

• Test Equipment,Material,and Personnel Required(resourcesrequiredto perform the tes0

• InputUsed for Test(any special inputneeded duringthe test; forexample, during a test for SSS
self-checking, one of the SSS tables must be modified to introducean error)

• TestDescription(detailed sequenceof events:describes thewho, what,when,where, andhow
for the tes0

• Pass/Fail Criterion(criteriafor successfullypassing the test, dependson the AIS and the SSS
componentbeing tested; forexample, the pass/fail criteria fortesting _ authenticationprocess
that is basedon passwordswould include a descriptionof the rangeof acceptablepassword
lengths andthe rangeof unacceptablepasswordlengths)

Lessons Learned from First IV&V

We havecompletedthefirstphaseofthefirstIV&V conductedundertheDOE IV&V program.This
IV&V phase one review was perforated on the Los Alamos NationalLaboratoryIntegratedComputing
Network (ICN).This networkis being redesigned andupgraded to supportoperation atthe protection
indexthree("securemultilevel").PhaseoneoftheIV&V wasperformedontheICN designduring
February1994.PhasetwooftheIV&V willbeconductedduringthefallof1994dependingonthe
progresstowardimplementingthedesign.



ICN De_rintion

The ICN consists of several segments and separately accredited networks. The ICN backbone contains an
Fiber Distributed Data Interface (FDDI) ring and several routers. Users operate from one of several sepa-
rately accredited networks that operate in the system-high mode. These user networks are connected to the
backbone through the touters. The routers provide a primary control of messages and allowed communica-
tion paths.

Network servers, such as file storage, output services, and a CRAY YMP (rurmingUNICOS 8.0), provide
services to the users. All of the servers are designed to support multi-level operation. Other management
and security services, such as collection and analysis of audit trails and user identification and authentica-
tion are provided by a separate network connected to the backbone. These additional services operate in
the system-high mode because they do not allow user access or the execution of user processes. These ser-
vices are provided to all components of the ICN, including the user networks.

Lessons Learned

Early lessons learned from the IV&V phase one include several unanticipated or underestimated benefits.
In addition to the objective analysis and review of the ICN design, we identifi_l several areas where the

then draft DOE policy needed clarification and one area where the policy need some interpretation to
address state-of-the-art networking technologies. During our review of the ICN backbone and the servers,
especially the identification and authentication server, we learned that the traditional view of security
requirements for a complex network was difficult to apply to individual segments of the network.

When we attempted to review the ICN backbone, the traditional model of users as subjects acting on
objects did not apply. Within the ICN backbone, the routers and network control nodes make security and
routing decisions on message addresses. While the messages were being sent on behalf of users, there are
no "users" in the backbone. We were forced to adapt the normal definitions of subject and object to fit the
backbone. The definition we used was that a subject is a computer identified by a unique address and
objects are the physical or logical communications paths connecting the computers. This definition of sub-

" jeers and objects then allowed the team to adapt the IV&V criteria to allow analysis of the backbone. The
backbone analysis reqt_iredinterpretation of components, such as access control and audit, using the new
definitions of subject and object. For example, access control decisions in the backbone were based on
mediation of connection requests between the source and destination addresses. Discretionary access was

determined by administrative criteria expressed in the router tables. Mandatory access was determined
based on a priori knowledge of data sensitivity through the hard-wired ports on each router and the con-
tents of router tables.

Another segment of the ICN where the team experienced difficulty in applying the traditional view of
securi_y was the multilevel servers. For example, the ICN identification and authentication service is pro-
vided by the KERBEROS software operating on a platform isolated from the ICN backbone by a router.
This approach allows the service to be available to all users and nodes anywhere in the ICN while en_aring
that users arenot allowed to directly access or execute processes on the server. The traditional model of
security requirements is built on the assumption that users have (or may gain) the ability to execute their
processes on the system. By creating a distributed system with multiple layers of protection, the identifica-
tion and authentication server should not be required to meet the requirements necessary for a normal
multi-user computer system. During phase one of the IV&V, we decided to analyze these servers from two
perspectives. The first view was at the platform level. These platforms are located in an exclusion area, and
access is restricted to system administrators, operators, and development personnel. A platform in this
environment can operate in the system-high mode if there is adequate assurance that the interface between



the operatingsystem andthe applicationis sufficientlystrongto preventthe applicationactivityfrom
affecting the securityof the platform.

The secondview of the serverswas atthe applicationlevel. Manyof the serversin the ICN must operate
the applicationin the "secure" multi-level mode. Analysisof the applicationfrom this perspective focuses
on the security featuresof the protocolused to access the serviceand the interfacebetweenthe application
and the platform.Wearecurrentlydevelopingadditionalcriteriafor this view of networkservers.

Anotherunderestimatedbenefitof the IV&Vwas theinteractionbetween the ICN designersand the IV&V
team. Duringthe numerousdiscussionsand interviews, the team members were able to offer suggestions
to the designers to improvethe securityand informationflow in the ICN. Mostof the suggestions have
been adoptedin the ICN, andthe designers obtaineda betterunderstandingof the security needs and
requirementsfor the ICN.

Applicability to Other Environments

The IV&Vcriteria andprocessappearto be aviable approach toobtainingan objective analysisof an AIS
thatwouldworkfor any otherorganization.The overallmethodology is similarto the accreditationprocess
used in the Departmentof Defense with the additionof criteriato guide the team's analysis.

Although the IV&V criteriaarespecific to the DOE, the processused to develop thecriteria could be
easily appliedto other environmentsandorganizations.The DOEcriteriacouldbe easily adaptedto other
situationsbecause the criteriaaregeneric and independentof AIS architectures.

Conflusions and Future Work

The IV&Vprogramandcriteriahave beendemonstratedto be an effective techniqueforobjective analysis
of complex computersystemsandnetworks inthe DOE.The processprovidesdetailed objective technical
supportto an accreditingauthorityandwill reducethe residualriskin DOEAISs.

The initial IV&Vactivities have indicatedthatnew criteriaandapproachesare neededfor networkcompo-
nents, client-serverarchitectures, and distributedsystems.Weare currentlyworkingon developingnew
criteria forthese areas.
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