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Abstract

This report presents the proceedings of the

Specialist's Meeting on Experience in Aging, Maintenance

and Modernization of Instrumentation and Control Systems

for Improving Nuclear Power Plant Availability that was

held at the Ramada Inn in Rockville, Maryland on May 5-7,

1993. The Meeting was presented in cooperation with the

Electric Power Research Institute, Oak Ridge National

Laboratory and the International Atomic Energy Agency.

There were approximately 65 participants from

13 countries at the Meeting. The program chairman was

Jerry L. Mauck of the U.S. Nuclear Regulatory Commission,
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PREFACE

The InternationalAtomic Energy Agency (IAEA)Specialists'Meetingon
"Experiencein Ageing,Maintenanceand Modernizationof Instrumentationand
ControlSystemsfor ImprovingNuclear Power Plant Availability"took place in
Rockville,MD at the Ramada Inn, May 5-7, lg93. This Specialists'Group is
under the Nuclear Power Plant Control and InstrumentationInternational
Working Group. The InternationalAtomic EnergyAgency,the U.S. Nuclear
RegulatoryCommission,the ElectricPower ResearchInstitute,and the Oak
Ridge NationalLaboratorysponsoredthe meeting. Representativesfrom
Austria, Finland,Germany,Hungary, India,Japan, The Netherlands,Spain,
Sweden,Switzerland,United Kingdom, and the UnitedStates attended.

28 papers were presented. The openingpapers were presentedby
Dr. Andrei N. Kossilovof the InternationalAtomic EnergyAgency;Jerry L.
Mauck, U.S. NuclearRegulatoryCommission;C. Dan Wilkinson,ElectricPower
ResearchInstitute;and Dwayne N. Fry, U.S. Departmentof Energy- Oak Ridge
National Laboratory.

Many of the participantsarrived a littleearly and attendedthe U.S. Nuclear
RegulatoryCommission'slarge RegulatoryInformationConference(RIC) being
held across the street at the Holiday Inn Crowne Plaza from May 4-5, lgg3.
The "DigitalInstrumentationand ControlSystems"breakoutsessionat the RIC
held on May 4, Igg3 was of particularinterestto the group.

The highlightsof the IAEA May 7 banquetwere the presentationsby CarltonR.
Stoiber,Director,Office of InternationalPrograms,U.S. NuclearRegulatory
Commission,and WilliamT. Russell,AssociateDirectorfor Inspectionand
TechnicalAssessment,Office of NuclearReactorRegulation,U.S. Nuclear
RegulatoryCommission. The meetingconcludedFriday afternoon,May 7.
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Specialists' Meeting

on

EXPERIENCE IN AGEING, MAINTENANCE AND MODERNIZATION OF

INSTRUMENTATION AND CONTROL SYSTEMS FOR IMPROVING

NUCLEAR POWER PLANT AVAILABILITY

5 to 7 May 1993, Rockville, Maryland, USA

Welcoming Address

A. Kossilov

International Atomic Energy Agency

Mr. Chairman, Ladies and Gentlemen,

It is my pleasure to welcome you on behalf of the International Atomic Energy

Agency to this Specialists' Meeting on "Experience in Ageing, Maintenance and

Modernization of Instrumentation and Control Systems for Improving Nuclear Power Plant

Availability".

The meeting is being held within the framework of the programme of the International

Working Group on Nuclear Power Plant Control and Instrumentation and is convened with

the support of the US Nuclear Regulatory Commission, the Electric Power Research Institute

and the Oak Ridge National Laboratory.

Before continuing, let me first express the Agency's gratitude to the Government of

the USA for hosting this meeting, and for providing the opportunity to participants from all

over the world to exchange information and experience.

Automation of large, complex industrial processes is an established feature of modern

society. In the development of nuclear power plants throughout the world there has been an

increasing trend towards the use of automation. However, special features of nuclear power

plants require that increased attention be paid to important factors relevant to automation.

These factors include:
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- The need to achieve and maintain high levels of safety and reliability

- The need to increase the reliability of electricity production from nuclear

power plants

- The need to control plant operations (including maintenance) with increasing

optimization in order to improve plant performance and plant life

- Increases in plant size and complexity and hence capital investment, which

require increased levels of protection and assurance

- Requirements in monitoring and instrumentation technology, which generate

increased amounts of data and the consequent need to process and handle this

information.

Therefore the task you have before you this week - increasing understanding of the

proper role of instrumentation and control in nuclear power plants - is both important and

timely.

The advances in computer technology have been phenomenal in recent years. The

use of powerful personal computers and workstations is widespread in all sectors of industry.

In nuclear power technology computers are used in design, engineering, operation and

maintenance, and their role has grown steadily in the last decade. The use of computers has

been extended from its traditional role in the manipulation of large quantities of numerical

data and mathematical equations to its more current role of fast and accurate processing of

information and knowledge. Digital technology has been increasingly recognized as a

valuable tool for the support and enhancement of human capability in the areas of

monitoring, diagnostics, control, maintenance, surveillance and communication.

Many functions in nuclear power plants are performed by a combination of human

actions and automation. Increasingly, computer-based system: are osed to support operation

and maintenance personnel in the performance of their tasks. There are many benefits which
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can accrue from the use of computers, but it is important to ensure that the design and

implementation of the support system and the task to be performed places the person in the

correct role in relation to the machine; that is, in an intellectually superior position, with the

computer serving the human. In addition, consideration must be given to such important

factors as computer system integrity, software validation and verification and consequences

of error. To achieve a balance between computer and human actions, the design process

must consider each operational function as pertaining either to computer or to human

operation or, what is more common in nuclear plants, to a combination of human and

computer functions.

The impact of computer systems on safety must not be forgotten. The features that
I

produce the financial benefits may act either to improve safety, if correctly implemented, or

to reduce safety, if poorly conceived and executed.

Fortunately, many of the features of computerized process control systems can, if

properly designed and engineered, have a positive impact on safety. Calculations can be

performed in real time which enable safety margins to be determined more precisely. Plant

health monitoring can be integrated into the control structures. Unsolicited changes in plant

status can be detected. Many of these safety improvements flow from the increase in

information gathering and manipulation. With regard to the human operator, it is possible

to automate more of his tedious routine tasks or those tasks that require a rapid response

under difficult circumstances. A well-structured operator console with properly organized

data presentation will have a significant positive effect on safety.

The current IAEA programme on control and instrumentation, nuclear power plant

computerization and man-machine interface studies promotes technical information exchanges

among Member States with major research and development programmes, offers assistance

to Member States with an interest in exploratory or research programmes, and publishes

reports available to all Member States interested in the current status of development. The

IAEA activities are co-ordinated by the International Working Group on Nuclear Power Plant

Control and Instrumentation (IWG-NPPCI) which meets periodically to review the national

-3-



programmes of the countries, and to advise the IAEA on its technical meetings and activities

where current progress, problems and operating experience are discussed.

Since not all countries have adequate resources for work in the man-machine interface

field, it was recommended by the members of the IWG-NPPCI that the IAEA could provide

a great service by co-ordinating information on the topic. The hosting of conferences, the

convening of technical committees to analyse and summarize the state of the art and the

publishing of status documents would provide significant assistance to Member States. Such

information exchange would also help in reducing the duplication of efforts by Member

States.

In the past 15 years or so, there has been a steady increase in both the production,

reliability and safety of computer-based equipment used to automate plants. As a result,

there has been less resistance to the use of automation. By suitable design, using redundant,

diverse or distributed systems, design availability and reliability targets can be readily met.

Availabilities in excess of 98-99% are commonly achieved.

As digital technology becomes increasingly available and economical, there is a trend

by designers to produce more integrated systems which encompass many aspects of plant

monitoring and control. Additional operator support functions are being incorporated,

particularly to support fault identification and analysis and to extend critical function

monitoring and present procedures on graphical CRT displays. These developments are

taking place in many design organizations and utilities throughout the world and reflect a

desire on the part of all operating staff and managements to provide improved monitoring of

plant operations and added assurances regarding safety. Increased use is also being made of

robotics for maintenance activities, particularly in areas of the plant with arduous conditions.

The use of expert systems with artificial intelligence and techniques has become more

of a working reality. Many applications are employing such devices in non-critical

operational roles, such as personal advice consultation systems, diagnostic features, rule

compliance monitors, etc. In some cases, such devices are being evaluated in roles critical

for safety. Developments are expected to appear in areas such as rule-based monitoring and
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abnormality diagnosis, together with the creation of advanced information systems which

embody information filtering, reduction and processing features.

The increasing use of computer capability to enhance operator performance has led

to changes in the role of operating staff from the traditional role of equipment operator to

a new role of high-level information system manager. Computer-based support systems

provide increased operator support via improved information displays which aid the

perception of the operating state. Incorporating fast, real-time simulators into the normal

control interface is another possibility under consideration. This could make it possible to

predict the results of operator actions and thus, to improve the quality of decision-making,

particularly in complex situations.

A key feature of operator support systems is their ability to structure data to increase

its relevance to a given situation. This can improve the user's ability to identify the state of

the plant's functional systems and components, as well as to identify faults and diagnose

them. Operator support systems can also assist the user in planning and implementing

corrective actions. In addition to improving availability, operator support systems can be

increasingly used to improve safety. Also, applications are being developed to aid

maintenance and to extend the lifetime of the plant components.

Taking these developments and objectives into account, the Agency has started in

1992 the Co-ordinated Research Programme on "Operator Support Systems in Nuclear Power

Plants" which will provide guidance and technology transfer in the development and

implementation of operator support systems, including the experience with man-machine

interface and closely related issues such as control and instrumentation, the use of computers

and operator qualification.

The present situation it, the nuclear industry is characterized by a decreasing number

of new plants and an increasing amount of installations where backfitting measures are to be

expected. Instrumentation and control equipment in nuclear power plants have a special role,

because their technological life span is about ten years and the innovation time even shorter.

Considering the fact that the mechanical systems of the plant are designed for a lifetime of
J
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30 to 60 years, the instrumentation and control equipment, or part of it, has to be backfitted

or modernized several times in order to achieve the r_uired availability and safety.

The need for frequent backfitting of instrumentation and control systems arises from

specific conditions:

- Rapid obsolescence of technologies as a consequence of which new designs

with new operational characteristics have to be employed

- The high potential for improving and broadening I&C application to achieve

improved on-site operational benefits at relatively low cost.

- New regulatory requirements.

The main idea of upgrading the instrumentation and control systems in nuclear power

plants is to take advantage of modern technology to improve plant availability and to reduce

instrumentation and control's contribution to escalating operating and maintenance costs.

Modern instrumentation and control technology, using analog and digital equipment to the

best advantage, brings increased reliability and safety.

The IAEA programme intends to define the steps to be followed when modernizing

the instrumentation and control equipment and systems including the computers and software

used for data logging and information processing. This programme extends from planning

and organization to technical realization. Emphasis should be placed upon problem areas and

how they were solved, and on where and how improvements could be made by introducing

new equipment or systems.

The main objective of this meeting is to provide a forum for exchange of information

among the participating experts from member states through their interactions both at this

meeting and later through the publication of the meeting's proceedings which will reach a
J

much wider audience. I believe that the information exchange in the coming days will make

an important contribution to reaching our common goal of achieving a high level of nuclear
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performance and safety. The results of this meeting should help to clarify the main issues

for future work, both for y_u and for us in the IAEA.

Concluding, I wish to express our gratitude to the US Nuclear Regulatory

Commission, the Electric Power Research Institute and the Oak Ridge National Laboratory

for all arrangements which have been made, especially to the representative of the USA to

the International Working Group on Nuclear Power Plant Control and Instrumentation,

Mr. J.L. Mauck, also to Mr. C.D. Wilkinson of the Electric Power Research Institute, and

Mr. D.N. Fry of the Oak Ridge National Laboratory and their colleagues who all did an

excellent job in organizing the meeting.

And, to all of you, I wish a successful and productive meeting.

1993-04-28

AKossilov/jd/usa-wa
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IAEA
International Working Group on Nuclear Power
Plant Control and Instrumentation (IWG-NPPCI)

THE MAIN ACTIVITIES IN 1993

1. SPM on Experience in Ageing, Maintenance and
Modernization of Instrumentation and Control
Systems for Improving Nuclear Power Plant
Availability, 5-7 May, 1993, Rockville, Maryland,
USA

2. SPM on Operator Support Systems in Nuclear
Power Plants, 17-21 May, 1993, Moscow, Russia

3. SPM on Improvements in Nuclear and Radiation
Instrumentation for Nuclear Power Plants:
Impact of experience and New Technologies,
18-20 October 1993, Paris, France

4. Technical Committee (IWG) on Nuclear Power
Plant Control and Instrumentation, (Regular
Meeting of the IAEA IWG-NPPCI), 21-22 October
1993, Paris, France

5. Consultancy on Guidelines for validation,
verification and licensing of software related to
control and instrumentation, 14-18 June 1993,
Vienna, Austria
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IAEA iWG-NPPCI
THE MAIN ACTIVITIES IN 1993

6. Technical Committee Meeting on Reliability of
Computerized Safety Systems (in co-operation
with the Division of Nuclear Safety), 21-25 June
1993, Vienna, Austria

7. lnterregional Training Course on NPP Control
and Instrumentation, 19 April-19 May 1993,
Karlsruhe, Germany

8. Technical Committee Meeting on the Use of
Diagnostic Systems to Monitor Performance of
Safety Related Equipment ( in co-operation with
Division of Nuclear Safety), 11-15 October 1993,
Vienna, Austria

SPM - Specialists 'Meeting

For detailedinformationpleasecontact:

Mr. A. Kossilov
ScientificSecretary(IWG-NPPCI)
IAEA,P.O. Box 100
Vienna InternationalCentre
Wagramerstrasse5
A-1400Vienna
Austria
Tel: 1 2360ext. 2796 Telex: 1-12645
Fax: 1 234 564 E-mail:NEI@IAEA1
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COMPUTER SOFTWARE REVIEW PROCEDURES
J. L. Mauck

U.S. NUCLEAR REGULATORY COMMISSION
INSTRUMENTATION AND CONTROLS BRANCH

INTRODUCTION

Future trends are toward increased use of computer based designs to encompass more plant
instrumentation and control (I&C) functions and to ensure that the latest I&C requirements are
met. An important consideration for these applications is computer architecture designs that
permit easy change or addition, thus minimizing equipment obsolescence. These trends affect
both control and safety system functions in many applications in nuclear power plants. Plants
in the United Sates that have implemented computer retrofits are listed in the attached table.

With the proper hardware design, the use of software in instrument control can provide excellent
functional performance while allowing for rapid, minimum impact changes in instrument
function when needed. Incorporating new computer based technology within safety-related
system nuclear power plants introduces a positive potential for improving overall system
performance, while at the same time creating, a potential for introducing new system failure
modes within the computer software architecture.

The Nuclear Regulatory Commission (NRC) review performed on the hardware portion of the
computer is consistent with that which has been performed for past analog systems. That is, our
review of the computer hardware should lead to the a conclusion that the appropriate 10 Code
of Federal Regulation (CFR) 50 General Design Criteria (GDC) are met, including applicable
Institute of Electronic and Electrical Engineers flEEE) standards and the appropriate regulatory
guides. In particular, IEEE-279-1971 requirements have to be met including manual initiation
capabilities, control/protection system interactions, physical separation and independence and
testability.

The one area that is not sufficiently covered by the regulatory criteria used in past staff reviews
was the validity, qualification level, and reliability of resident software. Standards and
regulations have emerged which impose new guidance for independent V&V on software
intended to be used to perform safety related functions. Acceptable system V&V has been
recognized as a me".ns to bridge the gap between known hardware safety requirements and the
software qualification requirements needed for safety systems. A previously planned,
systematic, independent V&V effort integrated with system development offers a means for
formal documented developmental steps, better hardware and software interfaces, and a
configuration management of system documentation. These records will provide a mechanism
for regulatory review and approval.

DISCUSSION

The importance of digital systems reliability and in particular a strong software development and
maintenance program, cannot be over emphasized when considering the potential for software
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initiated failures. This presents a summary of the NRC criteria and review approach used for
digital retrofit reviews. This description is _aotall inclusive of the questions asked and material
reviewed and referenced, but does cover the major areas.

Currently, the NRC uses Regulatory Guide 1.152, "Criteria for Programmable Digital Computer
System Software in Safety-Related Systems of Nuclear Power Plants" and
ANSI/IEEE-ANS-7-4.3.2-1982, "Application Criteria for Programmable Digital Computer
Systems in Safety Systems of Nuclear Power Generating Stations" for guidance when performing
reviews of digital systems. Although other software standards such as ANSI/IEEE Std.
1012-1986, "IEEE Standard for Software Verification and Validation Plans," and ASME
NQA-2a-1990, Part 2.7, "Quality Assurance Requirements of Computer Systems for Nuclear
Facility Applications, American Society of Mechanical Engineers" are used for reference,
licensees are generally held responsible for conforming to ANSI/IEEE-7-4.3.2-1982.

The staff performs a detailed review of the system design process and the software verification
and validation program. At this stage, the staff is looking programmatically at the design
process and making comparisons to the applicable review guidance. The staff reviews available
information on the software and hardware history including previous software and hardware
failures. The staff reviews the specific plant application including any special features that were
required. The staff reviews the specific verification and validation (V&V) performed on the
software used in the application. This is a detailed review and includes (1) following the code
development, (2) examining the vendor/licensee interface and feedback process, (3) reviewing
software problem/error reports and resulting corrections, (4) comparing the V&V process to
ANSI/IEEE ANS-7-4.3.2-1982, (5) interviewing personnel involved in the process, (6) verifying
the independence of the software verifiers, (7) reviewing the development of the functional
requirements and subsequent software development documents, (8) reviewing software life-cycle
and future vendor/licensee interface, and (9) reviewing the verification and validation results.
The staff also performs a "thread audit" which consists of picking a sample of plant parameters
and tracing the software implementation of these parameters from the purchase specification and
development of the functional requirements to the writing and testing of the code. This review
includes (1) reviewing actual sections of the code on a sample basis, (2) examining the various
levels of software development documents and comparing them to the code, (3) examining
problem reports and verifying the corrections, (4) examining the engineering cross-discipline
interfaces to ensure that nuclear specific needs were correctly incorporated into the code, (5)
examining the licensee interface to ensure plant specific requirements are correctly incorporated,
(6) ensuring that the verification and validation process is followed according to the vendor's
plan, and (7) reviewing the final results of the process. Finally, the software and hardware are
reviewed as a system looking for potential timing and software/hardware problems. At the end
of the review, all of the information is collated to establish a benchmark for assessing the
software safety system performance and reliability.

1. Licensee/Vendor Interface

Experience with computer projects has demonstrated that the development of computer system
functional requirements can have a significant impact on the quality and safety of the
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implemented system. (ANSI/IEEE ANS-7-4.3.2-1982, Sec. 3) In fact, there have been recent
software failures attributed to software functional requirements and system specifications that did
not accurately reflect plant specific idiosyncrasies. This has placed additional emphasis on the
importance of the licensee/vendor interface during software development and is an important
factor when assessing software reliability and quality. The staff considers the correctness of the
funi:tional requirements by reviewing the process for the development of these requirements,
concentrating on the licensee/vendor interface, the changes that were made, and the
qualifications of the personnel involved. Personnel from all relevant disciplines should have
been part of the process.

2. Verification and ValidationOrganization

The verification group shall be independent of the design team and shall have technical
qualifications comparable to the design team. (ANSI/IEEE ANS-7-4.3.2-1982, See. 7.1) The
verification and validation (V&V) orglmization should be independent from the software
development group with separate supervisory engineers and composed of personnel with
comparable technical qualifications to the development group. The development group should
submit the code to the V&V group after writing and debugging the code. The V&V group
should then review the code according to the V&V plan and produces a V&V report.
Communications between the software development group and V&V personnel should be
documented in written, traceable reports. In order to be acceptable, the independence of the
V&V group and the V&V personnel should conform to ANSI/IEEE-ANS-7-4.3.2-1982.
Additional guidelines for this portion of the review can be found in ANSI/IEEE 1012, "IEEE
Standard for Software Verification and Validation Plans" and IEC 880, "Quality Assurance
Requirements of Computer System at Nuclear Facility Applications".

3. Verification and Validation Program Review

The verification and validation (V&V)of the digital system is a formalizexiprogram that includes
detailed procedures and policies for technical review and audit functions, software reviews and
audits, software test and analysis, dynamic system testing simulating norm_,land design basis
events, and an independent stage-to-stage verification performed by knowledgeable individuals.
(ANSI/IEEE-ANS-7-4.3.2-1982, See. 3.7) The vendors V&V program should be described in
documentation submitted to the staff. The V&V group should perform several tasks before they
approve the release of the software code including: (1) document code reviews; (2) test ease
development; (3) verification and validation testing; and (4) abnormal conditions review. After
the development group submits the code to the V&V group, each independent verifier should
receive one or more modules on which a document code review and evaluation is performed.
The evaluation is based upon the module's conformance to the functional requirements and the
design and coding standards.

Although the verifier's primary focus at this stage is a comparison between the functional
requirements document and the code, the software development documentation should also be
verified for consistency and integrity starting from the functio1:alrequirement and including the
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system design requirement, the system design specification, and the functional decomposition
document.

After completing the walk-through of the design documents and the source code walkthrough,
the verifier develops two types of test cases, i.e. verification tests and validation tests.

The method and rigor used for verification tests is a function of the safety classification of the
software module as defined by ANSI/IEEE Std. 603-1980, "IEEE Standard Criteria for Safety
Systems for Nuclear Power Generating Stations, Institute of Electrical and Electronic
Engineers." By this standard, software associated with the actuation and/or implementation of
reactor trips, engineered safety features, and information displays for manually controlled actions
receives the highest level of verification. The verification tests are further partitioned into
structural testing and functional testing. Guidelines for testing methods can be found in IEEE
829, "Software Test Documentation".

The structural testing (whitebox) ensures that all source lines meet the intended design
specification. To determine the rigor and method of this testing, the verifier follows an
established set of criteria based on the software ,miqueness and complexity. After applying the
criteria, the verifier should then read the code and derive the structural test cases that will
exercise all of the statements. Next the verifier performs either manual structural testing or
computer emulation. For bounded input values, the verifier chooses values to exercise the lower
limit, the upper limit and at least one random intermediate value. Particular attention should be
given to out-of-range and other abnormal input variables such as negatives and zeros. The
functional testing is similar to the structural testing except that the functional properties are the I

basis for the functional testing and are providedby the Design Specification.

When software errors or coding discrepancies are found, the verifiers should generate either a
Procedure Problem Report or a Generic Problem Report. Each software module contains several
procedures so that a Procedure Problem Report cog_cernsdefects in the smallest software unit.
A Generic Problem Report pertains to problems that cross module boundaries and involve
multiple modules. A log of the reports should be kept and their status tracked by the V&V
group. The developer has the responsibi!ity to resolve these reports and if a code modification
is required, the verifier performs regression testing until the module satisfactorily passes the test.
The Lead Verifier ensures that no problem reports remain open upon release of the module.

Once the verification results are accepted, the software is installed in the target hardware and
the verifiers should check hexadecimal and check sum values for consistency. The
hardware/software should then be validated.

The validation process emphasizes the system functionality of the target hardware/software. The
major phases of the validation testing are: (1) "top-down" functional requirements testing; (2)
Abnormal conditions review of the design and its implementation; and (3) specific MMI testing.

The Validation Test Engineer derives test cases from the decomposition of the functional
requirements into sub-requirements and looks for functional and abnormal conditions to test.
Once the tests are derived, a Validation Test Technician executes the tests on the verified
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softwarenow residing in the final targethardware. The ValidationTest Engineer then reviews
the test results.

An abnormalconditions review can also be used to ensure that the design operates properly
under abnormal-mode conditions and to ensure that the system rejects unpermitted inputs
(including out of range inputs). This review is primarily directedat the internal structureof the
system software and is used to complement the functional testing and evaluate integrated system
integrity.

As part of the programmatic review of the V&V program, the staff reviews software
development documents, interviews V&V managers, and reviews various V&V summariesand
reports. The staff also randomlysamples problem reports. In the reports reviewed, defects are
documented and analyzed for significance.

Based upon the above review and comparison of the V&V Process/Plan to ANSI/IEEE
ANS-7-4.3.2-1982, the staff confirms that the licensee/vendor program as reviewed, complies
with Regulatory Guide 1.152 and ANSI/IEEE ANS-7-4.3.2-1982. To obtain a benchmark for
evaluating V&V effectiveness and the licensee application, the staff then g._rformsa "thread
audit." Guidelines for this portion of the software review can be found in ANSI/IEEE 1012and
IEC 880.

4. NRC Thread Walk-through

The staff conducts a "thread audit" walk-throughof a chosen parameter. The "threadaudit"
traces the software development of the chosen parameters and includes reviewing the software
development documentation, sections of the code and comparing the software development
documentation to the code. The thread audit includes the validity test of the functional
requirementsand how they relate to the softwarerequirements. While performing this review,
the staff confirms that all errorshave correspondingproblem reports and appear to be identified
by the V&V process when applied to the functional code. If these problems are not identified
by V&V, they present the staff with two concerns. The first is a question regarding verification
thoroughness and effectiveness which is discussed in the defense-in-depth section below. The
second is whetherflawed development documents and commenterrors could misleada software
writer during future code revisions. Therefore, the staff should ask how these errors will be
resolved, and for an analysis of the root cause of the errors.

Basedon the "threadaudit"and the V&V programreviewed above, the staff confirms that the
licensee applicationcomplies with Regulatory Guide 1.152 and ANSI/IEEE AN-7-4.3.2-1982.

5. Configuration Management

All software code and software documentation should be kept under strict configuration
management control. Any software changes other than tunable parameters should be made
througha licensee controlled modification program that has a librarian to controlchanges to the

-15-



code. Whensoftware is changed, the licensee shouldexecute an analysis tool to determinethe
side effects resulting from code changes and to evaluate the impacton the code. Furthermore,
all modified code should be subject to verificationand validation as described above. The
configurations management plan should follow the guidelines of IEEE 828-1983, "Software
ConfigurationManagementPlans".

CONCLUSION

Based on the foregoing review, the staff will confirm that the licensee/vendorverification and
validation plan/program complies with Regulatory Guide 1.152 and ANSI/IEEF,
AN-7-4.3.2-1982 and that the licensee's application of the verification and validation
plan/programmeets its functionaland designrequirements.

-16--



The following are plants in the
United States that have performed

analog to digital modifications
for Safety Systems

PLANT SYSTEM VENDOR YEAR

Haddem Reactor Trip System Foxboro 1990
Neck Spec 200 p

Zion Signal conditioning Westinghouse 1992
and bistable portion of Eagle 21
Reactor Trip System

Watts Bar RTD Bypass Westinghouse 1989
Eagle 21

Sequoyah Signal conditioning Westinghouse 1990
and bistable portion of Eagle 21
Reactor Trip System

Turkey Emergency Diesel Allen Bradley 1991
Point Generator sequencer / Eagle 21

and RTD bypass

South Qualified Safety Westinghouse 1987
Texas Parameter Display

System

AN02 Core Protection Combustion 1990
San Onofre Calculator upgrade Engineering
Palo Verde
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The following are plants in the
United States that have performed

analog to digital modifications
for Safety Systems

(Continued)

Big Rock Neutron Flux General 1989
Point Monitoring Electric

NUMAC

Vogtle & Plant Safety Westinghouse 1987
Beaver Monitoring System 1989
Valley

Turkey Load Sequencer Allen Bradly 1992
Point PLC

Prairie Load Sequencer Allen Bradly 1993
Island PLC

Haddam Aux Feed Woodward 1992
Neck

Prairie Feedwater (trip Westinghouse 1989/
Island, Removal) / DPF 1993
Diablo
Canyon,
Ginna,
Salem
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The following are plants in the
United States that are performing ==

analog to digital modifications
for Safety Systems

D.C. Cook Signal Conditioning Foxboro 1993
and Bistable portion of Spec 200p
the Reactor Trip
System

Brunswick leak detection GE NUMAC 1993

Browns Radiation Monitoring GE NUMAC 1993
Ferry

Diablo Signal Conditioning Westinghouse 1994
Canyon and bistable portion of Eagle 21

the Reactor Trip
System

Kewaunee Radiation Nuclear 1994
Research

Watts Bar Signal Conditioning Westinghouse 1993
and Bistable Portion of Eagle 21
the Reactor Trip
System

Palo Verde DAFAS/ATWS Modicon PLC 1992
(Safety)
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The following are plants in the
United States ti_at have performed

analog to digital modifications
for Safety Systems

NO REVIEW PERFORMED

Numerous Rad Monitoring Unknown

Numerous ATWS Systems/Safety Westinghouse
NM-Safety Allen Bradly

Foxboro
Custom, etc.

Peach Signal Conditioning Foxboro
Bottom and Bistable Portion of

Trip Systems
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EPRIINPD

f
US Utility I&C Upgrade Initiative

presented to
IAEA Specialists Meeting

on
Experience in Ageing, Maintenance and

Modernization of I&C Systems
I

Rockville, MD
May 5, 1993

Dan Wilkinson
EPRI

Instrumentation & control j
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f EPRI/NPD
Background

• I&C Initiative-- Why?

- Address growing obsolescence

" - Improveavailability, reliability, safetyI

- Provide industry-focus on I&C

• Strategic Goal

- I&C modernization in 10 nuclear plants by year
2000

_- Instrumentation & control j
341V/CDW/LLW 4/19/93 Page 2



EPRIINPD

f Background (cont.) -_

Industry Benefits From This Initiative

• Coordinatedstrategy involving US utilities, vendors,
government, standards groups and foreign
participants

I

• Utility driven results in a timely manner

• Greater standardization of modern technology

• Lowercost to utilities (single vs. multiple users)

• Generic regulatory review to optimize cost and
schedule for acceptance

• More reliable vendor pool

_,_ Instrumentation & Control j
341V/CDW/LLW 4/19193 Page 3



EPRI/NPD

Integrated Instrumentation and Control
Overall • Instrumentation • Man/Machine • Maintenance
• SoftwareV&V • Control& Support |
• Communications Protection Systems

• Stds. & requirements _r _r• Integratedi&C plan

implementation Diagnosticdata
f

'_ Nuclear Sensors Control Engineering¢,.

' Power _ and _ Room _ and
Plant Instruments Operator Maintenance

Automatic
Control and
Protection

Plant Operation

Changes, Maintenance,Surveillance .__ Instrumentation & control j
341V/CDW/LLW 4119/93 Page 4



EPRI/NPD

I&C Upgrade

• Experience Evaluation

- NSAC 153, Vol. I, I&C Workshop

- NSAC 153, Vol. II, Recommendations
!

• Industry Plan

- NP7343, Rev. 3, Dec., 1992

• Upgrade Methodologies& Guidelines

• DemonstrationPlants

Instrumentation & control j
341V/CDW/LLW 4119/93 Page 5



EPRI/NPD

O/BdECTIV

• Addressobsolescence

• Improve reliabilityand functionality
• Plant-wide integration of modern technology and R&D

results

• Develop generic methodologies, guidelines, and
, information

O_

' • Demonstrate generic applicability - all four NSSS types
• Obtainfeedbackfor neededR&D projects
° Develop stable regulatory approach for digital

technology

Bottom Line'.
Reducecosts and shorten "learningcurve" for

_,_ modernizingI&C j.................... Instrumentation & control
341V/CDW/U.W 4/19/93 _ 7



EPRI/NPD ,,, ,............. ,.... ,...................................................

/,,..- Demonstration Plant Planning _'_

• Focusof upgradeplanning

-Life cycleplanning
-Communicationnetworkamhitecture

-System evaluation
I

-Generic and pecific licensing activities

-Plant specificupgradeplan

-Sharing lessonslearnedand methodologies

• Demonstrationplanttechnicalinteractiongroup

• Upgradeten plantsby2000

_%_ Instmmemtion & Control _.-J
34_V_N_LW__......."..... "'"' ' '.............. "' '...... Pages



I&C Upgrade MethodologiesOverview

!
Life Cycle _...................

Management Plan

_Plant Communl_tione_ !
--],I &Computtng _.................. !

_' | Aroh!!_urePllln |

e) ,
t

Upgrade Evaluation UpgradeEvaluation
Methodology RoporUI

t

FuncJional
RequirementsSpeD.

Methodology Funotlorml
Requlrememe

, Speclll_4dlon

! ! 8y|tem-llpeolltoii - 41 IFt

t ........ ....... /I ......._,'m.s_,,,, ! ,,u,,.-.,.
i FunctlomllReq.0POD. . :

SupportMethodoloo!eo II Ouldellnel _ i*

[........ I,°°,,,,'°.,.-.°,,t:
Oesigrl " ,'' Network I /' Network / : .)_

........... _- I' MMi ......... .]1_' MMI _ .:... Bld

.................... I i PLit'_IPnlrl I i P|e_rnll I I

oooo._,_,,,to. - kP'_"'C°"'°'t_.,., l P'_" co.o!e®,p,Ii i ii i.111ii i.iiiii . L] ....... [1111

Implementation Implementation

................. Quldeltnee Requirements
TestPlanning& - . Design • Design

Testing . DecumentaWn * Oocumentation
•=.=_ . TestPllmni_& Testing......... ]1) * TestPlanning& Testing "',. i i i iii ii

I * Conltgurs_nCon_l . C,ontigumOonCon_l
ConfigurationControl " . Vsnficuon& Vali_n •Veritictllon&Validabon

....... .... . l.ir.ens,ng . l.¢ens._l
_ * EMI/RFI * EMI/RFI,ll,i

I Verification& ,,, .............. -
Validation .................

.............. Plant-Specific System.Specific
Licensing

,,i _ ii

.. , ..... iiiiii ,.i

EM_FI "

Generic ,,c.....,,.,..

Shaded Areal IndicateMethodologiesNeeded For Developing: _ MainPith

i Plank AmhltemureOuldellneLandSystemDocuments ........ _ Output, lnput

[_ Vendorh'nplemmntatlonOuldelinn
-28-



: Life CycleMngt.Plan ............................................................................." O
PtlmlComrnun_llmn| &

Arm, Plan

Integrated I&C
Upgrade Process

SOveVelW_ae ' _ "........
iualxmReran i NormalOperltlOnai

i.......i
Mlinlenlnce& I
En_ncemerl ]

AWovst tOProoNd Phase If
rill i i ,i _ i
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EPRI/NPD ,,,,,,

Plant Communications and Computing
Architecture Plan Methodology

, , _mri'-__

ii i,

, WORKBOOK ,. m _ _
I T

_ "PLANT COMMIJ_ATIOI_ AND

aod_e COMPUTING

AR(_ITECTURE F".JU_,,, _A_)

GENERIC OUIlI-_INE _ (omonj help fromEPRI)

Uc_ade Evaluation BidS_

,, ,.... .............. Instrumentation & ,.vntrol
341V_)W/LI.W 4/19/93 Page 11



f EPRI_PD .......................................................................................... -__

Plant Upgrade Planning

• IVA- Browns Ferry 2 (GE-BWR)

• BG&E - Calvert Cliffs 1 & 2 (CE-PWR)I

i

• NSP- Prairie Island 1 & 2 (W-PWR)

• Entergy - ANO 1 & 2 (B&W-PWR, CE-PWR)

, Instrumentation &Control j
341VCDW4J.W4/19/93 Page 13



I:::DIDIIMDn,..r, ,u,.,,.- .............................. ..................

Fm Project Acti_ies.... ject Phases I DataC_qJons&A_,i_=s ......!.

Current Demo

Plant Planning I Upgrade Requirements Defin_ !

i Up.deA.e_a_vesSelec_I

EPRI/IJtility/Vendor ] Formal Detailed Requirements--Derma,, ,J
Strategic Alliance

IL
!

!

V&V

i LicensingDocumentation )

Commercialization ! Manufacture Produ_n System I
f

Training/lnstallation/StartupInstrumentation & control j
341V/CDWn_LW4/19/93 _ 14



fl_ PRI/NPD

emonstration Plant Strategic Alliances -_
Project Funding

Tailored Coll_oration
Cost Sharin(] EPR! Utility Vendor

Development
Specification -'--- 33.3% "_-_
Design ---_.. 33.3% ._--_

• Implementation ---.. 33.3% --_
I

_, Prototype
Qualification --_.. 33.3% ._'_
Verification& Validation _.-" 33.3% v--_
Licensing Support ---- 33.3% -_

Production Receive Quantity Pay
Royalty" Discount Royalty

Instrumentation & control j
34WtCDWCI.W,u1_3 Page 15



EPRI/NPD

/'_EEPRIStrategic Alliance Demo Plant Strateg
Benefits

DEMO UTILITY EPRI VENDOR
• Reductionof • Reduced R&D • Reduced

cost and risk base budget development cost
I

Increased/

standardization • Improved • Increased market
and user base commercialization potential

• Shorter

development • Fastertechnology • Fastertechnology
t_me deployment deployment

• Open system
compatible

• Addresses
licensing issues

Instrumentation & Control j
341V/CDW/LLW 4119/93 Page 16



AGING, MAINTENANCE AND MODE
INSTRUMENTATION AT THE ORNRNIZATIONHIGHFLUOF

ISOTOPE REACTOR

D. N. Fry

Reactor Systems Section

, Instrumentation and Controls Divisionco
L_
I

Presented to
Nuclear Power Plant Control and Instrumentation

Specialists Meeting

May.5-7, 1993
Rockville, Maryland



Aging of the Temperature Detectors in HFIR Is
Providing an Opportunity to Upgrade the System
De__e_ n

• RIDs originally installed are approaching the limit of their
useful lives

° The inventory of spare RTDs that resulted from
replacements of RTDs that failed over 30 years of
operation has been depleted

!
Lo

° Safety, reliability and continuity of HFIR operation are vital

- Replace old technology (3-wire system) with 4-wire
commercial grade system

- Improve RTD lifetimes by redesigning the assemblies
that house and protect the RTDs

- Improve ease of maintenance



ExistingResistanceTemperature
Device (RTD), ,3wire, Ni coil,

BridgeBalanceSystem

Q0

RTD welded
in place

J
Hot water
spray nozzle
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Aging of the Neutron Detectors for the HFIR Control
and Protection Channels Provides an Opportunity to
U__p_gradethe Detection System Design

• There is a need to have replacement ionizationchambersfor
thosethat haveeitherfailed inoperationor are approachingthe
end of theirusefullives

• Fabricationcapabilitiesand facilitiesare limitedand
manufacturingcostsare extremelyhighfor procurementof
ionizationchambersof the originaldesngn

- • Safety, reliability,and continuityof HFIR operationare vitalI

- Replacedcomplexdetectordesignhavingfour sensitive
volumeswitha simpledesignof twovolumes: one for
controland one for protection

- Eliminatedunnecessarysensitivevolumesdevotedto
gammacompensationand highvoltagemonitoring

- Designeda two-detectorsystemintothe same housingas
the originalusingcommercial,nucleargradeneutron
detectors
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HIGH FLUX ISOTOPE REACTOR PROTECTIONSYSTEM UPGRADE

pROBLEM: THE REACTORSUFFERS FROMSPURIOUS ROD DROPS
OCCURRING DURINGWEEKLYSURVEILLANCETESTING

THE HFIR USES COINCIDENCE MAGNETSFOR ITS 2/3
LOGIC

DUE TO THE MAGNET DESIGN,THE RELEASETIME OF THE
SAFETYPLATESIS APPROXIMATELY4 TIMES FASTER
WHEN ONE OF THE THREE MAGNETCOILS IS
DEENERGIZED
(NORMALCONDITION FOR SAFETYTESTING)

SOLUTION: PERFORM THE 2/3 LOGIC ELECTRONICALLYINSTEAD
OF MAGNETICALLY'TO KEEPTHE RELEASETIME
CONSTANTDURING ALLPLANTCONDITIONS

IMPLEMENTATION;

A NEW INSTRUMENTMODULEWILLBEADDEDTO EACHSAFETY
CHANNELTO PERFORM THE SYSTEM 2/3 LOGIC

TO AVOID ELECTRICALINTERACTIONBETWEENCHANNELSAND
POSSIBLEELECTRICALFAULTS,THE LOGICSIGNALSWILLBE
VISIBLE LIGHT TRANSMITTED THROUGH 1000 MICRON FIBERS

THE RELEASETIME OF THE MAGNETSWILLBE MAINTAINEDAT
4 MILLISECONDSFOR BOTH 2/3 AND 3/3 CONDITIONS

PROTOTYPE MODULES HAVE UNDERGONE6 MONTHS OF.TESTING
INCLUDING ENVIRONMENTALTESTING

INSTALLATIONOF THE NEW SYSTEM PREDICT'EDIN EARLY1994



SESSION1

STANDARDS

Ltcense Renewal

Cable Aging Tests

In-SJtu Measurementof ResponseTime of RTDsand Pressure Transmitters tn
Nuclear PowerPlants

-42-



!

LICENSE RENEWAL

SCOTT NEWBERRY
May 5, 1993



PURPO

PROVIDE AN OVERVIEW OF LICENSE RENEWAL

* WHAT IS LICENSE RENEWAL?
o

* SIGNIFICANCE OF LICENSE RENEWAL
I

I

* KEY ELEMENTS OF LICENSE RENE_A,I,AL
- 10 CFN PANT 54
- 10 CFR PART 51
- INDUSTRY REPORTS

* SUMMARY

1



REQUIREMENTS FOR LICENSE RENEWAL

STATE REQUIREMENTS:
- ENVIRONMENTAL
- PUBLIC HEALTH
- FINANCIAL

- OTHER FEDERAL AGENCIES:
I

- ENVIRONMENTAL
- PUBLIC HEALTH

NRC REQUIREMENTS:
i

10 CFR PART 54-- REACTOR SAFE'PC'
10 CFR PART51 -- ENVIRONMENTAL

2



WHAT IS LICENSE RENE  4AL?

ATOMIC ENERGY ACT - 40 YR LICENSE O OPERATE

ATOMIC ENERGY ACT ALLOWS RENEWAL

NEW LICENSE TO OPERATE FOR UP TO 20 YEARS
AFTER ORIGINAL 40 YEARS

I

O_
I

LICENSE APPLICATION & NRC APPROVAL

ALLOWS PUBLIC PARTICIPATION

REGULATIONS APPLICABLE TO LICENSE RENEWAL
- 10 CFR PART 54
- 10 CFR PART 51

13



WH,&TIS LICENSE RENE #/ ,L?

LICENSE RENEV_JAL

' VS
!

LIFE EXTENSION (PLEX)

4

I
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ENERGY PERSPECTIVE

100,000 MEGAWATTS OF NEW ELECTRICITY NEEDED
BY YEAR 2000 (U.S. DOE ESTIMATE)

FEW BASE LOAD GENERATING PLANTS ORDERED
; OR PLANNED, EITHER FOSSIL OR NUCLEAR

I

110 LICENSED NUCLEAR POWER PLANTS

* ABOUT 20% OF CURRENT U.S. SUPPLY

* LICENSES START TO EXPIRE IN YEAR 2000

6
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LICENSE EXPIRATIONS PER YEAR

# OF LICENSE EXPIRATIONS
12

10

8

6
I

Cn

I

2

0

2000 2005 2010 2015 2020 2025 2030

YEAR LICENSE EXPIRES

8



LICENSE RENEWAL TIMELINE

BEGIN CURRENT
APPLICATION OPERATING
PREPARATION LICENSE

SUBMIT EXPIRES
APPLICATION

RC DECISION

I
(El

?

20 5 10

YEARS UNTIL LICENSE EXPIRES

20 25 30 40

# OF YEARS OF OPERATION
. 9



LICENSE RENEWAL EFFORT

. Year Application Preparation Begins

# OF LICENSES
12

10

8

i 6

!

4

0

1980 1985 1990 1995 2000 2005 2010

YEAR

• lO



KEY ELEMENTS OF LICENSE RENEWAL
I

L,q

!

11



LICENSE RENEV'/AL ACTIVITIES

* 10 CFR PART 54 (TECHNICAL REQUIREMENTS)

- REGULATORY GUIDE DEVELOPMENT
- STANDARD REVIEW PLAN FOR LICENSE RENEWAL

, * 10 CFR PART 51 (ENVIRONMENTAL REQUIREMENTS)
L.rl
L_
I

- REGULATORY GUIDE AMENDMENTS
- ENVIRONMENTAL STANDARD REVIEW PLAN

* INDUSTRY REPORT DEVELOPMENT AND REVIEW

* LEAD PLANT REVIEWS

12



10 CFR PART 54
!

!

13



LICENSE RENEV'/ALPRINCIPLES

PHILOSOPHY FOUNDED ON 2 KEY PRINCIPLES:

1. REGULATORY PROCESS ASSURES THAT CURRENT
LICENSING BASIS PROVIDES AND MAINTAINS
AN ACCEPTABLE LEVEL OF SAFETY

- WITH THE POSSIBLE EXCEPTION OF AGE-RELATED
. DEGRADATION UNIQUE TO THE PERIOD OF

EXTENDED OPERATION

2. CURRENT LICENSING BASIS MUST BE MAINTAINED
DURING THE RENEWAL TERM

- THE INTEGRATED PLANT ASSESSMENT (IPA)
IS A DETAILED SYSTEMATIC REVIEW OF AGING
AND IDENTIFIES ADDITIONAL AGING
MANAGEMENT ACTIONS

14



REGULATORY GUIDANCE DOCUMEN S

REGULATORY GUIDE (DG 1009)

* LICENSEE GUIDANCE ON FORMAT & CONTEr_F
OF APPLICATION

* ASSURES QUALITY & UNIFORMITY OF
LICENSEE SUBMITTALS

!
u_
Go

' STANDARD RE_/IEW PLAN FOR UCENSE RENE--_/AL
(NUREG 1299)

* NRC STAFF REVIEW GUIDANCE

* FOCUSES REVIEW OF APPICATION &
ASSURES CONSISTENCY OF RE_JIEWS

15



FIGURE 1: INTEGRATED PLANT ASSESSMENT (IPA)

ALL PLANT EQUIPMENT

54.21 : SCOPE REVIEW -30-

, 54.21(a) (2) FUNCTIONAL RE_,'IE'V',,/ -,,,
,43

' 1
54.21(a)(3)-. UNIQUENESS REVIEW ,..,v°"

54.21(a)(5): EFFECTIVE
PROG POeMREVI_

_' "5%

16
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EXAMPLES OF PUBLIC PARTICIPATION

FEDERAL REGISTER NOTICES

- NOTICE OF "TENDERED APPLICATION"
- NOTICE OF DOCKETING APPLICATION
- NOTICE OF TIMELY & SUFFICENT APPLICATION
-ISSUANCE OF RENEWED LICENSE or DENIAL

PUBLIC DOCUMENT ROOM

- APPLICATION
I

,_ - FEDERAL REGISTER NOTICES
- CORRESPONDENCE BETWEEN NRC/APPLICANT
- SAFETY EVALUATIONREPORT
- ENVIRONEMNTAL IMPACTSTATEMENT

PUBLIC MEETINGS WITH APPLICANT

OPPORTUNITY FOR HEARINGS (10 CFR 2.758 & 54.29)

17



CFR PART 51

18



NATIONAL ENVIRONMENTAL POLICY ACT (NEPA)

* REQUIRES FEDERAL AGENCIES TO TAKE ENVIRONMENTAL
FACTORS INTO ACCOUNT IN THEIR DECISIONMAKING &
TO DOCUMENT THAT PROCESS IN A DETAILED STATEMENT

* NRC IMPLEMENTS NEPA THROUGH 10 CFR PART 51:
ENVIRONMENTAL PROTECTION REGULATIONS FOR

. LICENSING & RELATED REGULATORY FUNCTIONS

* 10 CFR PART 51 IS CONSISTENT WITH THE COUNCIL ON

ENVIRONMENTAL QUALITY (CEQ) REGULATIONS
IMPLEMENTING NEPA: 40 CFR PARTS 1500-1508

19



10 CFR PART 51

CURRENTLY REQUIRES THAT AN ENVIRONMENTAL
IMPACT STATEMENT (EIS) BE PREPARED AS PART
OF A LICENSE RENEWAL REVIEW

PROPOSED AMENDMENT:

* REVIEW UP FRONT AS MANY ENVIRONMENTAL
I

ISSUES ASSOCIATED WITH LICENSE RENEWAL AS
POSSIBLE (ENHANCE REGULATORY EFFICIENCY)

* DEFINE ENVIRONMENTAL ISSUES THAT NEED TO
BE REVIEWED AS PART OF PLANT SPECIFIC
LICENSE RENEWAL REVIEW

20



- INDUSTRY REPORTS

21



INDUSTRY REPORTS (IRs)

* INDUSTRY INITIATIVE TO EVALUATE DEGRADATION ISSUES

* 10 TECHNICAL REPORTS ON A VARIETY
OF STRUCTURES AND COMPONENTS

* ATTEMPTS TO EVALUATE ISSUES GENERICALLY

* IRs CONTAIN TECHNICAL INFORMATION THAT MAY BE
UTILIZED DURING THE INTEGRATED PLANT ASSESSMENT

* LICENSEES TO PROVIDE PLANT SPECIFIC INFORMATION
TO DEMONSTRATE THAT THE INFORMATION &
CORRESPONDING CONCLUSIONS CONTAINED IN THE IR
ARE APPLICABLE TO ITS FACILITY

22



INDUSTRY REPORTS (IRs)
-CABLE IN CONTAINMENT
- CLASS 1 STRUCTURES

- BWR REACTOR PRESSURE VESSEL (RPV)
- BWR RPV INTERNALS
- BWR PRESSURE BOUNDARY
- BWR CONTAINMENT

- PWR REACTOR PRESSURE VESSEL
- PWR RPV INTERNALS
- PWR REACTOR COOl_ANT SYSTEM
- PWR CONTAINMENT



LICENSE RENEWAL SUMMARY
I

0",
,.,,,j
I

24



LICENSE RENEWAL SUMMARY
* TWO MAJOR RULEMAKINGS

- 10 CFR PART 54

TO ESTABLISH PROCEDURES, CRITERIA, & STANDARDS
GOVERNING LICENSE RENEWAL FOR NUCLEAR PLANTS

- 10 CFR PART 51

, TO EVALUATE GENERIC ENVIRONMENTAL ISSUES &
OO

' DETERMINE THE ISSUES TO BE EVALUATED DURING
EACH LICENSE RENEWAL APPLICATION

* 10 INDUSTRY REPORTS

* ONGOING DISCUSSIONS WITH PUBLIC & INDUSTRY
-SECY-93-049: ISSUED MARCH 1, 1993
-SECY-93-113: ISSUED APRIL 30, 1993

25



Cable Aging Tests
I

o_

I

George Hubbard
Division of Systems Safety and Analysis

U.S. Nuclear Regulatory Commission

May 5, 1993



AGING, CONDITION MONITORING,
AND LOSS-OF-COOLANT ACCIDENT (LOCA)
TESTING OF CLASS 1E ELECTRICAL CABLES

NUREG/CR-5772

Purpose: Assess accident performance of cables aged slowly with
simultaneous thermal and radiation exposure.

I

I

Cables tested'.

• Crosslinked Polyolefin Cables (Volume 1)

• Ethylene Propylene Rubber Cables (Volume 2)

• Miscellaneous Cable Types (Volume 3)



NUREG/CR-5772
(Continued)

Pre -aaina'.

• Simultaneous thermal and radiation aging

* 9 Krad/hr (90 Gy/hr) dose rate, 100°C for 3 months, 6 months,
or 9 months (Arrhenius equivalent of 55°C for 20, 40, or 60
years)

I

. • Accident dose rate was 0.6 Mrad/hr (6 kGy/hr)

Aging time Approximate total dose

3 months 123 Mrad (1.23 MGy)
6 months 132 Mrad (1.32 MGy)
9 months 159 Mrad (1.59 MGy)

LOCA Test: Similar to IEEE 323-1974, Appendix A, accelerated
post-LOCA, no chemical spray



NUREG/CR-5772 RESULTS

Summary of Tested (T), Failed (F), and Marginal
Insulation Resistance (IR)* Cables

Cable Tvoe 20 T--F/IR 40 T--F/IR 60 T,-FIIR
ir w

Firewall III, M 3--0/0 3--0/0 6--1/0
Brand Rex, M 3--0/0 3--0/0 3--0/0
Polyset, M 3--0/0 3--0/0 6--0/0
Raychem, S 2--0/0 2--0/0 3--0/0
Anaconda, M 6--0/0 6--0/0 6--0/0
Anaconda, S 1--0/0 1--0/0 1--0/0
BIW Bostrad, M 2--0/2 2--0/2 4--0/4
BIW Bostrad, S 2--0/1 2--0/2 2--0/2
Okonite, S 3--0/0 3--0/0 4-- 1/0
Dekorad, M 4--1/0 4--0/0 4--2/0
Dekorad, S 2--0/0 2--0/0 2--0/0
Kerite, S 2--0/0 2--0/2 3--0/3
Coaxial, S 2--0/2 2--0/2 2--0/2
Silicone, S 2--0/0 2--0/0 2--0/0
* * Kapton, S 2-- 1/0 2-- 1/? 2-- 1/0

Totals 39--2/5 39-- 1/8 50--5/11

S Single conductor cables
M Multiconductor cables
* Minimum IR lower than 2500 ohm-1000 ft for Instrument cable, 500 ohm-

100 ft for control cable, or 10_ ohm-lO00 ft for coaxial cable.
** Failed cables in 40 and 60 were damaged prior to accident test.
? No IR measurements were possible
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NUREG/CR-5772 RESULTS
(Continued)

I
,.,,j
L_

!

• Cable type may be a factor in surviving LOCA test. Some types

showed no failures, even at 60-year equivalent aging, while other

types failed after only 20 years.



DAMAGED CABLE TEST

Pumose: Determine the minimum insulation thickness needed to
survive a LOCA test at the end of qualified life.

Cables tested:
I

1

• Ethylene Propylene Rubber with bonded Hypalon jacket

• Silicone Rubber with fiberglass jacket

• Crosslinked Polyethylene Rubber with no jacket



DAMAGED CABLE TEST
(Continued)

Radiation aging: 300 Krad/hr (3 kGy) for 433 hours, 130 Mrad
(1.3 MGy) total dose

!

_ Thermal aaina: 158°C for 336 hours

Arrhenius equivalent age: 40 years at 69°C

LOCA Test: Similar to IEEE 323-1974, Appendix A, accelerated
post-LOCA, no chemical spray

II IIII



DAMAGED CABLE TEST RESULTS

All bonded jacket cables failed during LOCA test

After thermal and radiation aging:
I

_j
o_
I

• Damaged bonded jacket samples had cracks through to the
conductor (away from damaged areas).

• No cracks on the undamaged bonded jacket cables.



DAMAGED CABLE TEST RESULTS
(Continued)

LOCA performance of bonded jacket cables:

• Insulation resistance was monitored continuously during the test.

I •

• Cables with through-wall cracks after ag,ng failed within five
days of the start of the LOCA test (IR decreased to 100 ohms).

• The undamaged cable failed earlier than many of the damaged
cables (6 1/2 hours after the start of the second transient).

After the LOCA test the insulation on all bonded jacket cable
samples had split down the length of the cable and bare conductor
was visible.



COMMUNICATION TO INDUSTRY

The NRC has recently issued the following information notices on
cable failures'.

I

13o

' • IN 92-81, "Potential Deficiency of Electrical Cables with Bonded
Hypalon Jackets"

• IN 93-33, "Potential Deficiency of Certain Class 1E
Instrumentation and Control Cables"



CONCLUSIONS

Failures of qualified cables raised concerns relative to artificial aging
methods and adequacy of qualification test results.

The tests do not prove or disprove the adequacy of current
qualification practices or requirements.

" As a result of these test failures, the NRC will review:_o
I

• Uncertainty in artificial aging for qualification

• Adequacy of Environmental Qualification requirements to ensure
that equipment will perform its safety function to the end of
qualified life.

• Condition monitoring to determine actual aging of installed cables



ENCLOSURE

UNITEDSTATES
NUCLEARREGULATORYCOMMISSION

OFFICEOF NUCLEARREACTORREGULATION
WASHINGTON,D.C. 20555

April Z8, 1993

NRC INFORMATIONNOTICE93-33: POTENTIALDEFICIENCYOF CERTAINCLASS]E
INSTRUMENTATIONAND CONTROLCABLES

Addressees

All holders of operating ltcenses or construction permits for nuclear power
reactors.

Purpose

TheU.S.NuclearRegulatoryCommission(NRC)is issuingthis information
noticeto alertaddressgesto a potentialdeficiencyin the environmental
qualificationof certainClassIE instrumentationandcontrolcables. It is
expectedthatrecipientswillreviewthe informationforapplicabilityto
theirfacilitiesand consideractions,as appropriateto avoidsimilar
problems.However,suggestionscontainedin this informationnoticeare not
NRC requirements;therefore,no specificactionor writtenresponseto this
noticeis required.

Descriptionof Circumstances

SandiaNationalLaboratories,undercontractto the NRC,testedcablesto
determinethe long-termagingdegradationbehaviorof typicalinstrumentation
andcontrolcabl_susedin nuclearpowerplantsand to determinethepotential
forusingconditionmonitoringfor assessingresiduallife. The resultsof
thistesting_re describedinNUREG/CR-S772,"Aging,ConditionMonitoring,and
Loss-of-CoolantAccident(LOCA)Testsof ClassIE ElectricalCables,"Volumes
I, 2, and3. The testswereconductedon cross-linkedpolyolefin/poly-
ethylene,ethylenepropylenerubber,and miscellaneousClassIE cabletypes.
Thetestprogramgenerallyfollowedthe guidanceof Instituteof Electrical
andElectronicsEngineers(IEEE)Standard323-1174,"IEEEStandardfor
QualifyingClassIE EquipmentforNuclearPowerGeneratingStations,"and IEEE
Standard383-Ig74,"IEEEStandardforTypeTest of ClassIE ElectricCables,
FieldSplices,and Connections."IEEEStandard323-1974is an industry-
establishedstandardendorsedby the NRC for qualifyingClassIE equipmentfor
nuclearpowergeneratingstations,and IEEEStandard383-1974is an industry-
establishedstandardfortypetestof ClassIE electriccables,fieldsplices,
andconnectionsfor nuclearpowergeneratingstations.

Thetestprogramconsistedof twophases;both phasesusedthe sametest
specimens.PhaseI consistedof simultaneousthermaland radiationagingof
thecablesat approximatelyI00 "C (211"F) and 0.I0 kGyper hour (I0kilorads
perhour),respectively.Threedifferentsetsof cablespecimensweretested
in thisphase: onewas agedto a nominallifetimeof 20 years,a secondto
40years,and a thirdto 60 years. PhaseII was a sequentialaccident
exposureconsistingof II00kGy (II0megarads)of high-dose-rateirradiation

9304230163

- -81-



IN g3-33
April 28, 1993
Page 2 of 4

at the rate of 6 kGy per hour (600 kilorads per hour) followed by a simulated
exposure to LOCAsteam. The test profile was similar to the one given in IEEE
Standard 323-1974 for "generic" qualification. The cables were energized at
110 V dc during the accident simulation. Insulation resistance was measured
on line throughout the test. No chemical spray was used during the steam
exposure, but a post-LOCA submergencetest was performed on the cables that
were aged to a nominal equivalent of 40 years.

Cable types that failed during the accident tests or that exhibited marginal
insulation resistances were Rockbestos Firewall III, BIW Bostrad 7E, Okonite-
Okolon, Samuel Moore Dekoron Oekorad Type 1952, Kerite 1977, Rockbestos
RSS-6-]O4/LE Coaxial, and Champlain Kapton. The list of cables included in
the test program and a summaryof the test results from NUREG/CR-5772are
shownin Attachments ] and 2, respectively.

In addition, the Sandia National Laboratories (under contract to NRC) has also
tested cables in a separate program to determine the minimum insulation
thickness necessary for installed cable to perform its intended function
should the insulation be damagedduring installation, maintenance, or other
activities. During LOCAtesting, all 10 of the Okonite-Okolon cable samples
failed. The results of this test program are summarized in NRC Information
Notice 92-81, 'Potential Deficiency of Electrical Cables With BondedHypalon
Jackets," issued on December 11, ]992.

Discussion

The Sandia National Laboratories test results from NRC-sponsoredprograms
raise questions with respect to the environmental qualification (EQ) of
certain cables that either failed or exhibited marginal insulation resistance
values. The staff reviewed the test data and noted that cable types
identified as Firewall ]]], Okonite, Dekorad, and Kapton failed during the
simulated accident exposure, while BIW Bostrad, Rockbestos Coaxial, and Kerite
exhibited marginal insulation resistances. It should be noted that the
insulation resistance of the Rockbestos coaxial cables may be too low to met
specifications for use in General Atomics radiation monitor circuits,
depending on the environment to which the cable will be exposed. The low
insulation resistance of these Rockbestos coaxial cables was the subject of a
]0 CFRPart 2], "Reporting of Defects and Noncompliance," notification by
General Atomics dated March 28, 1989.

As part of the NRC-sponsoredaging research program, the Sandia National
Laboratories searched licensee event reports (LERs) to find LERs that might be
related to cable aging. In NUREG/CR-546], "Aging of Cables, Connections, and
Electrical Penetrations Assemblies Used in Nuclear Power Plants," the Sandia
National Laboratories concl_ded that although cables are highly reliable
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devicesundernormalplantoperatingconditions,withno evidenceof
significantincreasesin failureratewithaging,theperformanceexperience
withthesecomponentsunderactualaccidentconditionsis small. The current
LERdataprovidea verylimiteddatabaseforthispurpose.The only
significantdata forcablessubjectedto design-basiseventscomesfromEQ
testing.

Dependingon the application,failureof thesecablesduringor following
design-basiseventscouldaffectthe performanceof safetyfunctionsin
nuclearpowerplants. NRC GenericLetter88-07,"ModifiedEnforcementPolicy
Relatingto I0 CFR 50.49,'EnvironmentalQualificationof ElectricEquipment
Importantto SafetyforNuclearPowerPlants',"providesrelevantinformation
on dealingwithpotentialEQ deficiencies.InGenericLetter88-07,theNRC
stated,inpart:

Whena potentialdeficiencyhas beenidentifiedby theNRC or
licenseein the equipment(i.e.,a licenseedoesnothavean
adequatebasisto establishqualification),the licenseeis
expectedto make a promptdeterminationof operability(i.e.,the
systemor componentis capableof performingits intendeddesign
function),take immediatestepsto establisha planwith a
reasonablescheduleto correctthedeficiency,andhavewritten
justificationfor continuedoperation,whichwillbe availablefor
NRCreview.

Thelicenseemay be ableto make a findingof operabilityusing
analysisand partialtestdata to providereasonableassurance
thattheequipmentwill performitssafetyfunctionwhencalled
upon. In thisconnection,it mustalsobe shownthatsubsequent
failureof theequipment,if likelyunderaccidentconditions,
willnot resultin significantdegradationof anysafetyfunction
or providemisleadinginformationto theoperator.
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This informationnoticerequiresno specificactionor writtenresponse. If
you have any questionsaboutthe info_ationin this notice,pleasecontact
one of the technicalcontactslistedbelowor the appropriateOfficeof
NuclearReactorRegulation(NRR)projectmanager.

BrianK. Grimes,Director
Divisionof OperatingReactorSupport
Officeof NuclearReactorRegulation

Technicalcontacts: PaulShemanskl,NRR
(301)S04-1377

AnnDumer, NRR
(301) 504-2831

Satish Aggar_al, RES
(301) 492-3829

Attachments:
1. "Cables Included in the Test Program"
2. "Summaryof Tested, Failed, andMarginal Insulation

Resistance Cables'
3. Ltst of Recently Issued NRCInfomation Notices
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CABLESINCLUDEDIN THETESTPROGRAM

_ . _
i i [LU II I IlllllIllllll Jl I I I

Suoolier Descri ot ion

1. Brand Rex 30 mtl XLPEInsulation, 60 mtl CSPEJacket, 12 AWG,3/C,
600 V

2. Rockbestos Firewa11 III, 30 mtl XLPEInsulation, 45 mtl Neoprene
Jacket, 12 AWG,3/C, 600 V

3. Raychem Flamtrol, 30 at1 XLPEInsulation, 12 AWG,11C, 600 V

4. Samuel DekoronPolyset, 30 at1 XLPOInsulation, 45 st1 CSPEJacket,
Moore 12 AWG,3/C andDrain, 600 V

S. Anaconda AnacondaY Flame-GuardFR-EP, 30 ell EPRInsulation, 45 mtl
CPEJacket, 12 AWG,3/C, 600 V

5a. Anaconda* AnacondaFlame-GuardEP, 30 eil EPRInsulation, ]5 e11
Individual CSPEJackets, 45 mil Overall CSPEJacket, 12 AWG,
3/C, 1000 V

6. Okonite Okontte-Okolon, 30 mil EPRInsulation, 15 mil CSPEJacket,
12 AWG,1/C, 600 V

7. Samuel DekoronDekoradType 1952, 20 rail EPDMInsulation, 10 rail
Moore Individual CSPEJackets, 45 mil Overall CSPEJacket, 16 AWG,

2/C TSP, 600 V

8. Kerite Kertte 1977, 70 ell FR Insulation, 40 etl FRJacket, 12 AWG,
I/c, 6oov

8a. Kerite Kerite 1977, 50 rail FR Insulation, 60 at1 FRJacket, 12 AWG,
1/c, 600v

9. Rockbestos RSS-6-JO4/LECoaxial table, 22 AWG,1/C Shielded

10. Rockbestos 30 rail Ftrewa]l Silicone Rubber Insulation, Fiberglass
Braided Jacket, 16 AWG,1/6, 600 V

1]. Champlain 5 mil Polytmtde (Kapton) Insulation, UnJacketed,12 AWG,1/C

12. BIW** Bostrad 7E, 30 mil EPRInsulation, 15 ell Individual CSPE
Jackets, 60 mil Overall CSPEJacket, 16 AWG,2/C TSP, 600 V

* This cable wasonly used for the multtconductor samplesin the 3-month
chamber.

** The IR values tn 81WReport B915are approximately oneorder of
magnitudehigher than the values observedduring the Sandti National
Laboratories testing. -85-
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Summaryof Tested (T), Fatled (F),
and Rargtnal Insular|on Resistance (IR)e Cables

Pre-aged 20 years 40 years tSOyears
Cable Type T--F/IR T--F/|R T--F/|R

Ftrewa11 IZl M 3--0/0 3--0/0 6--1/0

BrandRex M 3--0/0 3--0/0 3--0/0

Polyset H 3--0/0 3--0/0 6--0/0

Raychem S 2--0/0 2--0/0 3--0/0

Anaconda H 6--0/0 6--0/0 6--0/0

Anaconda S 1--0/0 1--0/0 ]nOlO

BIWBostrad M 2--0/2 2--0/2 4--0/4

BIWaostrad S 2--0/1 2--0/2 2--0/2

Okontte S 3--0/0 3--0/0 4--1/0

Dekorad M 4--1/0 4--0/0 4--2/0

Dekorad S 2--0/0 2--0/0 2--0/0

Kerite S 2--0/0 2--0/2 3--0/3

Coaxial S 2--0/2 2--0/2 2--0/2

Stllcone S 2--0/0 2--0/0 2--0/0

Kapton** S 2--1/0 2--1/? 2--1/0

Totals 39--2/5 39--1/8 50--5/11

* Htntmum]R lower than 2500 ohm-lQO0ft for |nstrument cable, SO0ohm-
1000ft for control cable, or 10" ohm-lO00ft for coax|al cable.

** .Fatled cables that were pre-aged to 40 and 60 years were damagedprtor
to accident test.

? No IR measurementswere possible.

S Single conductorcables

M Hulttconductor cables
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LIST OF RECENTLYISSUED
NRCINFORMATIONNOTICES

ImnformmimtJ'()_h........................... Date-Of ..............
Notice No. Subject Issuance Issued to
,i ,i .... rl ill ,rl,,i ,, ,,.,,,,,,,,,,,.-,.,,,,,,,,,,,,,, ,,,. , . ,iiiii iii.i,,iii i I ,iii mill i ii I ]

93-32 Nonconservattve inputs 4/21/93 All holders of OLsor CPs
for BoronDilution for pressurized water
EventAnalysis reactors (PWRs).

93-31 Tratnin9 of Nurses 04/13/93 AllU.S. Nuclear Regulatory
Responsible for the Commissionmedical
Care of Pattents wtth licensees.
BrachytherapyImplants

93-30 NRCRequirementsfor 04/12/93 AllU.S. Nuclear Regulatory
Evaluation of Wipe Commissionmedical
Test Results; Call- licensees.
brationof CountRate
SurveyInstruments

93-29 Problemswith the Use 04/12/93 All holders of OLsor CPs
of Unshtelded Test Leads for nuclear power reactors.
in Reactor Protection
SystemCircuitry

93-28 Failure to Consider 04/09/93 All holders of OLsor CPs
Lossof DCBus in the for nuclear powerreactors.
EmergencyCore Cooling
SystemEvaluation Hay
Leadto Nonconservattve
Analysis

93-27 Level Instrumentation 04/08/93 ' All holders of OLsor CPs
Inaccuracies Observed for nuclear powerreactors.
during Normal Plant
Depressurtzat ton

93-26 GreaseSolidification 04/07/93 All holders of OLsor CPs
CausesHo]ded Case for nuclear powerreactors.
Circuit Breaker
Failure to Close

93-25 Electrical Penetration 04/01/93 A11 holders of OLsor CPs
AssemblyDegradation for nuclear powerreactors.

OL'- operating License
CP- Construction Permit
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AB_RACT

Response time measurements are performed once every fuel cycle on most safety-related
temperatureand pressuresensorsin a majorityof nuclearpower plants In the United States.
Thls paper providesa revlew of the methodsthat are used for these measurements. The
methods are referred to as the Loop CurrentStep Response (LCSR) test, which is used for
responsetlme tastlng oftemperaturesensors,and nolseanalysisand power Interrupt(PI) tests,
whlch are usedfor responsetlme tsstlng of pressure,level,and flowtransmitters.

1. INTRODUCTION

This paper presentsthe principleof the moderntechniquesfor testing the responsetime of
ResistanceTemperatureDetectors(RTDs),and pressure, leveland flow transmittersin nuclear
power plants. The significanceof these techniquesis that theypermittn-sltutestingat process
operatingconditionsand therebypruvidethe actual In-serviceresponsetimesof the sensors.

For _Ds, a method called the LCSR test has been developed and validated for remote
measurement of responsetime whilethe RTDremainsinstalledin an operating process. The
LCSRtest is basedon applyinganelectriccurrentto the RTD'sextensionleadsto produceJoule
heating(I:R) inthe sensingelement. This heatingproducesan internaltemperaturetransientin
the RTD that can be analyzedto providethe RTDresponsetime.

The validity of the LCSR methodhas been establishedthrough laboratory researchand the
method has been used extensivelyin the nuclearpower industryfor the last fifteenyears. To
date, about sixtynuclearpower plantsIn theUnited Statesandseveralplantsinothercountries
depend on the LCSRmethodfor RTD responsetlmemeasurements.These measurementsare
usuallyperformedonceevery fuelcycleto verifythatthe safetysystemRTDsmeet the response
time requirements.

Forresponsetimetestingof pressuretransmltters,a methodcallednoiseanalysiswas developed
and validated. The methodIs basedon analyzingthenaturalfluctuationsthatexistatthe output
of pressure transmitterswhile the plant is operating. These fluctuationsare analyzed in the
frequency domain by a fast fouriertransformanalysis or In time domaln by eutoregrasslve
modelingto givethe responsetimeof t_,etransmitters.

In addition to the noiseanalysistechnique,a methodcalledthe PI test is availableforresponse
timetastlng of pressuretransmitters. However,thismethodis applicableonly to force-balance
transmitters. The PI test is based on analyzingthe output of the transmltterafterthe power to
the transmltterhasbeen switchedOFF andthen ON. Uke the LCSRtestand noiseanalysis,the
PI method has been validatedfor use in nuclearpower plants.

2. RTD RESPONSE TIME TESTING METHODS

The responsetimeof an RTDcan be measuredina laboratoryu._inga methodcalledthe plunge
test. The test providesa baselineresponsetimevaluewhichis usefulfor comparinga groupof
RTDsorthermowellsto ensurethattheyprovidecomparableand consistentresponsetimes.The
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plungetest is also usefulfor testingthe responsetimesof RTDs of differentdesignor
manufacturersto dstarmlnewhlchdaslgnormanufacturerprovidesa betterresponsetlme.

TheplungetestresultshaveverylittleboarlngontheresponsetimeofanRTDafterIt IsInstalled
Inan operatingprocess.Duoto theeffectofInstallationandprocessconditions,theresponse
tlmoof an InstalledRTDcanonlybe Idontlflodby In-sltutastlnguslngthe LCSRmethod. The
prlnclplosofthe plungeand LCBRtestaarecoveredInthefollowingsoctlons.

2.1 Plunoe_TNt

The responsetlmoof atemperaturesensorIs classicallymeasuredina laboratoryonvlronment
usinga methodcalledthe plungetest. Inthlstest,thesensorIsexposedto a suddenchange
intemperatureanditsoutputIs recordeduntilItreachessteady-state.Theanalysisof a plunge
testto obtainthetlmeconstantof asensorIsslmple.Forexample,Ifthesensoroutputtransient
Is recordedona stripchartrecorder,thetimeconstantis identifiedby measuringthetimethat
correspondsto 63.2percentof thefinalvalue)FlgureI.

It shouldbe notedthat althoughthe definItionof timeconstantas illustratedin FlguroI is
analyticallyvalldonlyfora firstordersystem,It IsconvenUonallyusedforempiricallyestabllshlng
theresponsetlmeof mosttemperaturesensorsregardlessofthedynamicorder.Therefore,all
referencesto the terms"responsetime"or "timeconstant"In this papercorrespondto this
deflnItlonregardlessofthetypeorsizeofthesensor,thetestcondition,orthetestmethodbeing
used)whetherIt Istheplungeorthe LCSRtest.

The time constantobtainedby the plungemethodis a relative!ndexwhich shouldbe
accompaniedby a descrlptlonof thetestcondItions.ThisIs importantbecausethe response
timeoftemperaturesensorsIsstronglydependentonthepropertiesofthefinalmedlumInwhich
theyare plunged. The type of medium)air, water,etc. and Its velocity,temperature,and
pressuremustalwaysbe specifiedwiththe responsetimeresults.ThefluidvelocityIsusually
themostImportantfactorfollowedbytemperatureandthenpressure.Theseparametersaffect
thefilmheattransfercoefficientonthe sensorsurfacewhichIs relatedto the responsetime.
HigherfluidvelocitiesIncreasethefilmheattransfercoefficientonthesurfaceofthe sensorand
reducethe responsetime. Temperature,however,has a mixedeffect. On the one hand,
temperatureacts In the samemanneras fluidvelocity,I.e., it Increasesthe filmheattransfer
coefficientandreducestheresponsetime. Ontheotherhand,hightemperaturescanaffectthe
materlalpropertiesInsldethe sensorand eitherIncreaseor decreasethe responsetlme.
Pressuredoesnot usuallyaffectthe sensorresponsetime exceptfor Its effecton the fluid
propertlesthatcontrolthe surfaceheattransfercoefficient.In additionto processeffects,the
responsetimeof RTDsusuallydependson installation,especiallywhenthesensoris installed
intoa thermoweU.Figure2 showstheresponsetlmeoftwodifferenttemperaturesensorsasa
functionoftheflowrateandtemperatureofthe medlaInwhichthesensorsweretested.

Becauseoftheeffectof processconditionsonresponsetime,a standardhasbeendevisedby
the AmericanSocietyfor Testingand Materials)ASTM for the laboratoryplungetestlngof
RTDs.(I) ThestandardspecifiesthatlaboratoryplungetestsshallbeperformedInwaterflowing
at 3 feetpersecond)approximatelyI meterpersecondat ambienttemperatureandpressure
conditlons. Referredto as ASTMStandardE644,the standardIs Intendedto ensurethat
laboratoryresponsetlmemeasurementsareperformedIna uniformsetofconditionsthroughout
the Industryto provldea baslsforcomparingtheresponsetlmesof variousRTDsfromvarlous
manufact_Jrers.
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of Temperature Sensors.
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2.2 LCSR Test

Since the response time of a temperaturesensor is stronglyaffected by process conditions,
laboratorymeasurementssuchas plungetestsin a referenceconditioncannotprovideaccurate
informationaboutthe "in-service"responsetime of the sensor. Therefore,an in-situmethodthat
can be implementedat processoperatingconditionsmust be used. The LCSR method was
developedto providethe in-situresponsetimetestingcapabilitythat is needed to measurethe
in-serviceresponsetimesof RTDs.

The LCSRtest is performedby connectingthe RTD to one arm of a Wheatstone bridge and
changingthe bridge currentfrom a few milliamperesto a level of about 40 to 80 milliamperes
(Figure3). The step change in currentproducesJouleheatinginthe RTDelementand causes
its resistance to increase in proportionto the RTD's ability to dissipate the heat to the
environment. The transientchange in RTD resistanceproducesa transientvoltage signalat
the output of the Wheatstonebridgewhich is referredto as the LCSR transientor the LCSR
data for the RTD. Thistransientisthen analyzedto providethe responsetimeof the RTDunder
the conditionstested. The analysisinvolvesfittingthe LCSRtransientto a heat transfermodel
to transformthe internalheating data to yield the transientresponse time of the RTD as if it
was exposedto a sudden change in the surroundingtemperature. The details of the LCSR
transfunctionare coveredin Reference2.

The advantage of the LCSRtest isthat it permitson-linetestingof installedRTDsfrom outside
the reactor containmentand providesthe actual "in-service"responsetimes of the RTDs. The
testaccountsfor all installationeffectson the RTDtimeconstant. This includestheeffectof the
thermowellif one is used,the fit betweentheRTDandthe thermowell,and all processcondition
effectssuch as the processtemperature,pressure,and flow.

The accuracy of the LCSRresultsis better than + 10 percent for RTDs which meet the LCSR
assumptions. (2)

2.3 LCSR Validation

The validity of the LCSR test depends on two assumptionsabout the physical location of the
sensingelement inthe sensingtip of the sensor. The two assumptionsare:

1. The heat transfer between the sensor and its surrounding fluid must be one
dimensional (radial).

2. The sensing element of the sensor must be locatedat the center of the sensor
assemblyor there mustbe little heatcapacitybetweenthe sensingelementand the
centerlineof the sensorassembly.

These assumptionsmust be satisfiedfor the heattransferto and from the sensing element to be
unidirectional and for the LCSR transient to be transformable to the plunge test transient. The
only reliable and practical method to ensure that these assumptions are adequately satisfied and
that the LCSRtest is valid for the RTDis to perform experimental measurements. The validation
should involve a plunge test followed by a LCSRtest performed under the same test conditions
on each RTD design to be validated. The LCSR data is then analyzed, and the response time
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result iscompared with that of the correspondingplunge test result to establish the validity and
determinethe accuracyof the LCSR methodfor the sensor design being validated.

Table1 presentstypical validationresultsforrepresentativeRTDstested inthe laboratoryinroom
temperaturewater at a flew velocityof 3 feet per second (--1 meter/second). The reasonable
agreementbetween the plungeandthe LCSRtest resultsshownin thistable indicatesthat the
sensorsshown are in-situtestableby the LCSRmethod.

Table 1

LCSR Validation Results for RTDs in Room
Temperature Water Flowing at 3 feet/second

RTD Response Time (sec) Percent
Number Plunge LCSR Difference

1 7.1 7.2 1.4
2 6.3 6.6 4.8
3 4.9 4.9 0.0

4 5.2 5.3 1.9
5 2.8 2.6 -7.1
6 3.1 3.1 0.0

7 0.38 0.42 10.5
8 4.8 4.5 -6.3
9 4.6 4.2 -8.7

10 2.0 2.1 5.0
11 3.5 3.4 -2.9
12 2.7 2.9 7.4

13 11.7 12.3 5.1
14 2.0 2.1 5.0

The above resultsinclude various models of RTDsmanufactured by Conax, RdF, Rosemount,
and Weed. Thesefour manufacturers provide almost all the RTDsthat are used for safety-related
temperature measurements in the U.S. nuclear power plants. LCSR validation tests have also
been performed on RTDs used in nuclear power plants outside the U.S. An example is the
Degussa RTDsused in severalplants in Europe. Two models of this RTDhave been successfully
validated for LCSR testability.

In addition to the laboratory validation tests described above, the LCSR method has been
validated in a test loop that simulated the conditions of a Pressurized Water Reactor (PWR)I
Sample results of these tests are shown in Table 2 for four RTDsof the types used in nuclear
power plants. (3} The results listed under plunge test in Table 2 were actually obtained by
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suddeninjectionof cold waterupstreamof the RTDsas installedinthe test loop. A high speed
referencethermocouplewas attachedto the tip of each RTD,and its outputwas used as the
timing signal for the injectiontests. The water in the test loop duringthe LCSR validation
experimentswasat atemperatureof about536oF(280° C), a pressureofapproximately2,320 psi
(160 bars), and a flow velocityof approximately16 to 20 feet per second(approximately5 to
6 meter/second).

Table 2

Sample LCSR Validation Results
for RTDs in PWR Conditions

RTD Time Constant (sec) Percent
Number Plung_e LCSR Difference

1 6.2 5.9 -4.8

2 4.1 3.7 -9.8
3 8.8 8.4 -4.5
4 0.14 0.13 -7.1

3. RESPONSE TIME TESTING METHODS FOR PRESSURE TRANSMITTERS

The responsetimetestingmethodsfor pressuretransmittersmay be dividedintotwo groupsof
tests as follows: 1) on-line methodswhich are based on new technologiesdeveloped or
validatedin the last five years, and 2) conventionalmethodswhich have been used since
testingbegan abouttwenty yearsago. Boththe on-linemethod3andconventionalmethodsare
currentlyused in both PWRsand BWRs.

The advantageof the on-linemethodsis thattheypermit remotetestingof pressuretransmitters
at normal operating conditionswhile the conventionaltests require physicalaccess to each
transmitterand cannot usuallybe performedwhilethe plant is operating. The disadvantageof
the on-line methodsis that they require sophisticatedcomputer-aideddata acquisition,data
analysis,and interpretationtechniquesas opposedto the conventionalmethodswhichprovide
the responsetimeof the transmitterdirectly. A descriptionof theconventionalmethodsandthe
on-linemethodsfollows.

3.1 Conventional Methods

The conventionalmethodsfor responsetime testing of pressuretransmittersusuallyinvolvea
hydraulicpressuregeneratorto producea test signal in the form of a step or ramp. The ramp
test is more commonlyusedthanthe steptestbecausedesignbasisaccidentsin nuclearpower
plantsusuallyassumepressuretransientswhich approximatea ramp.
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Figure 4 showsa simplifieddiagram of a hydraulicpressuregenerator. The pressure test signal,
as generatedby this equipment,is appliedto the transmitterunder test and simultaneouslyto
a high speed referencetransmitter.The outputsof the two transmittersare recordedon a dual
channel stripchart recorder or a similardevice and usedto identify the responsetime of the
transmitter. Figures5 and 6 show photographsof commercialequipmentusedto performthe
ramp test. The first photographis that of the originalequipmentdeveloped under a research
projectsponsoredby the ElectricPower ResearchInstitute(EPRI) about twenty years ago.141
The secondphotographisthatof a newlight-weightmodeldevelopedin responseto thenuclear
industry'sneed for a more portableunit. Thisequipmentcan produce pressuresignalswhich
range from inchesof water to severalthousandpsi.

Although, plants have been switching from conventionaltests to on-line tests, there are
transmittersin nuclear power plants which cannot be tested with the on-line methods. For
example,thecontainmentpressuretransmittersinPWRscannotbe testedon-lineusingthenoise
analysis technique because there is no process noise to drive the transmitter. If these
transmittersare force-balance,then theycan be tested on-lineusing the PI methoddescribed
laterinthispaper. Otherwise,the testsmustbe performedusingthe conventionalrampor step
tests. Plantsalso use the conventionaltest methodsto bench test a replacementtransmitter
before it is installed.

Figure7 showshow the responsetime(r) of a pressuretransmitterisdeterminedfromthe ramp
test data. Thisresponsetimevalue issometimesreferredto as the asymptoticramptime delay.
In practice,however,the responsetimeof a pressuretransmitteris usuallydefinedas the time
delay between the responseof the referencetransmitterand the test transmitteras they pass
througha setpoint. Thisresponsetimeshouldhave nearlythesame valueas the responsetime
showninFigure7, providedthatthe transmitteris linearandhasa nonoscillatoryresponse. For
step tests, the responsetime is determinedin eitherof two ways: 1) the time requiredfor the
transmitterto passthrougha setpoint,inwhichcase the responsetime is referredto as 'time to
trip", or 2) the time required for the transmitter output to reach 63.2 percent of its final
steady-statevalue. The latterdefinitioncorrespondsto the responsetimeof a firstordersystem,
and is used in defining the step response of pressure transmitters,even though pressure
transmittersare not necessarilyfirst order.

3.2 On-Line Methods

Two methods have been developed and validated for response time testing of pressure
transmittersas installedin operatingprocesses. These methodsare referredto as the noise
analysisand powerinterrupt(PI) tests. The noiseanalysistechniquecan be used for response
time testing of most pressuret;ansmitters,but the PI test is applicable only to force-balance
pressuretransmitters.Force-balancepressuretransmittersarealsotestablebythe noiseanalysis
technique,butthe P!test is moreoftenusedthan noiseanalysis.This is becausethe PI testis
a simplertest,and usuallytakes lesstimeto performthan noiseanalysis,exceptfor when noise
analysistestsare performedon severaltransmittersat a time. A descriptionof the noiseanalysis
and PI tests follows.

3.2.1 Description of Noise AnalysisTechnique

The noise analysis technique is based on analyzing the natural fluctuations that exist at the
outputof pressuretransmitterswhilethe plantis operating.These pressurefluctuations(noise)
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Figure5. OriginalVersionof PressureSignalGenerator.
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are usuallydue to turbulence inducedby the flow of water in the system,random heat transfer
in the core, and other naturallyoccurringphenomena. The noiseis superimposedon the DC
output of the transmitteras shown in Figure8. It is extractedfrom the transmitteroutput by
removing the DC component of the signal, and amplifyingthe AC component. The DC
componentis removed by passingthe sensoroutput througha high-passfilter, or adding a
negativebiasto the output. This leavesthe AC componentwhichis amplifiedand then passed
through a low-pass filter for anti-aliasingand removal of high frequency electricalnoise and
interferences. The signal is then digitizedby an analog to digitalconverterand subsequently
analyzed. Figure9 shows a photographof the AMS noisetest equipment. This equipment
consistsof a multichannelsignalconditioningunitanda dataacquisitionand analysiscomputer.
The signalconditioningunitcontainsa signalisolationdeviceanda programmablefilter/amplifier
system. Severaltransmitterscan be testedat a time usingthisequipment.

The noiseanalysistechnique is advantageousin nuclearpower plantapplicationsbecause it is
a passivetestthat can be performedremotelyfromthe controlroom,doesnot interferewithplant
operation,does not invo!veradiationexposureto the test personnel,and can be performedon
severaltransmittersat a time. The test requiresapproximatelyone hour for each group of
transmitters regardless of the number of transmitters in the group. Figure 10 shows the
equipmentset-up for testingof each transmitter. Figure11 showsa 50 secondtrace of a raw
noise data recordfor a pressuretransmitterin a nuclearpower plant. Foreach transmitter,30
to 60 minutesof such noisedata is recordedand analyzedto obtainthe responsetime of the
transmitter.

The analysisof noise data is performed in the frequencydomain and/or time domain, and is
based on the assumptionthat the dynamiccharacteristicsof the transmitterare linear. The
frequency domain and time domain analyses are independent methods for response time
determinationof pressure transmitters,and it is usuallyhelpfulto analyzethe data with both
methodsand averagethe results.

For frequencydomainanalysis,the PowerSpectralDensity(PSD)of the noisesignalis obtained
througha Fast FourierTransform(FFT)algorithm.Anappropriatemathematicalfunctionisthen
fit to thePSD fromwhichthe responsetimeof the transmitteris calculated.The PSDsof nuclear
plant pressure transmittershave various shapes depending on the plant, the transmitter
installationand service,the processconditions,andothereffects. Figure ; 2 showsthree PSDs
of theshapes usuallyseen in nuclearpowerplants.

In the time domain analysis,the raw noise data is processedwith a univariate autoregressive
(AR) modelingprogramto obtain the impulseresponse (i.e., responseto a narrow pressure
pulse)and then the step responseof the transmitterfrom whichthe transmitterresponsetime
is calculated.After the data is analyzedinthe frequencydomainandtimedomain,the response
time results are averaged, and the average value is reported as the response time of the
transmittertested.

The in-plant noise tests for each transmitterare often repeated for three frequency bands from
near DC to 10 Hz, 100 Hz, and 1000 Hz to cover the entire frequency spectrum over which the
sensor response time may lie. The data for each of the frequency bands are analyzed
separately, the outliers are rejected, and the remaining results are averaged to provide a single
frequency domain and a single time domain result. These two resultsarethen averaged together
as appropriate to give the response time of the transmitter.
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Figure 9. Integrated Equipment for Noise Data Acquisition and Data Analysis.
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The validity of the noise analysis technique has been examined by laboratory testing of
representativeBarton, Foxboro,Rosemount,Tobar (Veritrak),Fischer& Porter, Schlumberger
(Bailey), and Statham (Gould) pressure transmittersof the types used in nuclear power
plants,is,s) Basedon theresultsof the laboratoryvalidationtests,the noiseanalysistechnique
has been found to be generally successful in providingthe response times of pressure
transmittersto within better than +0.10 seconds of the results that are obtained by the
conventionalramporsteptests. Forin-planttests,experiencehasshownthatthe noiseanalysis
methodgenerallyprovidesconservativeresponsetimeresults,providedthat the processnoise
that excitesthe transmitteris free of interferingresonances. In some situations,the bandwidth
of the process noise that drives the transmittersmay be much smaller than the frequency
responseof the transmitter. Inthese situations,the PSDof the transmitternoisesignalwould
be dominated by the process bandwidth and would therefore result in an excessively
conservativeresponsetimevaluefor the transmitter.

Priorto any time domain or frequencydomain analysis,the suitabilityof the noisedata for a
reliableanalysismustbe examinedby a computerscanningandscreeningof the rawdata. This
is accomplishedusing data qualificationalgorithmsthat check for the stationarityand linearity
of the data. This includesplottingthe AmplitudeProbabilityDensity (APD) of the data for
inspectionfor skewnessand nonlinearityas well as calculatingthe skewness,flatness,or other
descriptorsof the noisedatarecordto ensurethatthedatarecordhas a normaldistributionand
doesnot containsaturatedblocksand otherundesirablecharacteristics.Figure13 showstwo
APDs for a normal and a skewed noise signal. A large skewness is usually indicativeof
nonlinearityof the transmitteror the noisedata.

3.2.2 Power Interrupt Technique

The power interrupt(PI) test is a method for in-situresponse time testing of force-balance
pressuretransmitters. The test is based on a momentaryinterruptionof the electricalsupply
power normallyused to activatethe transmitter. It is performedby turningthe power to the
transmitterOFF for a few secondsand then ON. Assoon as the power is turned off, the lever
systemin the transmitterdeflectsuntilit comesto a physicalstop insidethe transmitter. When
the power isturnedON, theforce motorbringsthe leversystembackto theequilibriumposition.
While the system is returningto the equilibriumposition,the transmitterwill output a transient
signalwhich can be analyzedto givethe responsetime of the transmitter. Thisresponsetime
correspondsto the responsetimewhichwouldbe obtainedusingthe conventionalstepor ramp
tests.

The PItransienttypicallybeginswithswitchingspikesfollowedby a rampoutputwhichlastsuntil
the force motorhasbuiltup enoughforceto movethemechanicalsystemof the transmitteraway
fromthe stop and back to the equilibriumposition.The rate of this rampsignal is referredto as
the criticalramp rate.

The ramp output of a transmitterin the PI test is followedby a transientwhich containsthe
responsetimeof thetransmitter.Thistransientisseparatedfromthe rampoutputbya numerical
algorithm. It is then analyzedby a mathematicalfittingprocedureto givethe responsetimeof
the transmitter.
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Figure14 showsthree commonlyencounteredPItransientswe haveobservedto date in nuclear
power plants. The three PI transients includeone that is clean and free of any noise or
fluctuations,one that containssome low frequencyoscillations,and onethat has an overshoot.
The effectof the noise and fluctuationscan often be reducedby repeatingthe PI tests several
times,analyzingthe individualtests,andaveragingthe results. Inthe standardprocedureforthe
PI test, the test is usuallyrepeatedten timesfor eachtransmitter,and the responsetimeresults
of the individualtestsare averagedto givethe responsetimeof the transmitter.

The PI test accounts for the response time of both the mechanical and the electronic
components in the transmitter and thereby gives the response time of the complete
electromechanicalsystem of the transmitter. The validityof the PI test has been examinedin
laboratorytests by comparingthe resultsof the PI testwiththose of the conventionalramp or
step tests performed on a number of force-balancepressure transmitters. The laboratory
validationtestshave shownthatthe PI methodisgenerallysuccessfulinprovidingthe response
timeofforce-balancepressuretransmittersto withinbetterthan + 0.10 secondsof corresponding
responsetime valuesobtainedfrom the conventionalmethodsprovidedthat: 1) the dynamic
characteristicsof the transmittersare predominantlylinear,and 2) the step or ramp pressure
signalsusedinthe conventionaltestsarenotso large as to causethe mechanicalsystemofthe
transmitterto come to a physicalstop insidethe transmitter. The second assumptionmay be
restatedas follows: the PI test resultscorrespondto the r=sultsof the conventionaltestsfor a
ramp inputpressurewith a ramp rate that is lessthan the criticalramp rate of the transmitter.
More specifically,in expressingresponsetime resultsfrom the PI test, it is assumedthat the
responsetimeof interestinmeetinga plant'stechnicalspecificationistheresponsewhichwould
be obtainedusingan inputramp signalwith a ramprate that is less than the criticalramp rate
of the transmitter.

4. CONCLUSION

The response times of temperature and pressure sensors in nuclear power plants can be
measuredremotelyfrom the controlroomarea whilethe plant is operating. The test methods
whichcan be usedfor thesemeasurementswere describedinthis paper. Thesemethodshave
beenvalidatedandcommercialequipmentandserviceshavebeen developedforroutinetesting
in nuclearpower plants.
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RTD Time Constants With
and Withou__t Thermowell

Time Co.E_I._I_.(_..¢_
RTD I.D. No Well Well #1 Well #2 Well #3

1 1.7 4.8 5.2 6.0

2 1.8 3.6 4.1 4.6

3 1.9 4.4 4.9 5.9
..

Note: Above results are for three identical RTDs tested in three
identical thermowells.

-119-



AMS-DWG RTD027A

Thermowell

---- Air Gap

-120-



ResponseTime
Changes in Well-Type RTDs

Gap Size Time Constant
(mm) (Seconds)

iii

0 6.3
0.006 7.1
0.010 8.0
0.016 ; 8.9
0.022 9.5
0.035 10.5

iii

In water @ 1 meterlsec.
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LaboratoryValidation
f ¢'. - _

Percent
RTD Model Plunge _ Difference

176KF 0.38 0.42 + 10.5

104ADA (no well) 3.1 3.1 0.0

104ADA (well) 7.1 7.2 + 1.4

104VC (no well) 2.3 2.1 - 8.7

104VC (well) 5.3 5.5 +3.8

Sostman8606 2.0 2.1 + 5.0

177GY (El. 1) 5.8 6.2 +6.9

177GY (El. 2) 6.1 6.3 +3.3

Reference:....................EPRIReport ......No. NP i486 .....................................



AMS_PM3 PCR024

inmr_l I I1! I[ . I1 I III!11 I I IIII HalrHflRI I[ _ I_ III i
|

Examples of LCSR
Validation Results

II[JL ..... ii1_1 iiiiiii ii II II] III I Ilfll ..... I ..... ii |1111111111

Rosemount - - t( Percent

_aboratory Conditions

104AFC 5.3 5.2 -1.8

104 & NS 3.9 3,9 0.0

177HW 11.7 12.3 +5.1

176KF 0.42 0.41 -2.4

I

)

104AFC 6.2 5.9 -4.8

104 & NS 4.1 3.7 -9.8

177HW 8.8 8.4 -4.5

176KF 0.14 0.13 -7.1
JI I IIIIIII III I I II1! I II I II II ..... |llmll[

Reference: EPRI Report No. NP.1486
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LCSR Validation Results

u

1 6.8 7.0
2 6.3 6.6
3 7.3 7,6

I ]1 ..... I .... I IIII I i iii i I iiiiiiiii ii[i i ii i - i] i[111:

4 4.9 4.9
5 5,2 5,3
6 4,6 4.7

.......7 .......................................2,8 .........................2'6
8 2.7 2.4
9 2.6 2.5

!0 _........................................................................3,5 3'2
11 2.9 2.7
12 3,5 3.3

J$ i ....... ..... L ii-_ ............................. __ i [ I

13 4.8 4.5
t4 4.6 4.2
15 2.0 2,1

iii - - . !l . I II IIIllllllll I ............ I IIIII I

16 3,5 3.4
17 2.7 2.9
18 6.6 6.3
19_.....................................4.6 -- I I I 51.0
20 5,9 6.1

Above_ults includevariousmodelsof RdF,Weed,
Conax,andSostmanRTDs. ReferencesareAPS8402,
DPC8702,PGE7/88Notebook,LPLS302& 862,
MILS801,PSG8803,ConaxFile,etc.
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Procedure
- IIIIIBIII I IHII II III IIIIBII I IIIIII I I IIII III I II I __ IIIII II I III I IIIIBII IIIII I

• Valve-off the sensing lines

• Inject a test signal to the transmitter

• Measure the transmitter delay

with respect to a high speed
reference transmitter
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ON-LINE METHODS

POWE R INTERR U I:)T TEST

Applicable to force balance
transmitters. Have been
validated for Foxboro and Fischer
& Porter transmitters.

NOISE ANALYSIS

Applicable to all transmitters.
Results include any delays due to
sensing lines.
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Fluctuations
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ANALYSIS OF NOISE DATA
TO OBTAIN RESPONSE TIME

Time Domain

• Data Qualification
• Autoregressive Modeling (AR)

requenc!t Domain

• FFT
• PSD
• Function Fit
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VALIDATION PROCESS -
H II IIIIII ] III IIIIIIII I IIII III . I II I I I I IIII]1111 _1 I

• Laboratory Validation

• In-Plant Implementation

• Equipment/SoftwareValidation

• Documentation

• Routine In-Plant Measurements
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HOST UTILITY PLANTS FOR
FIELD VALIDATION OF

NOISE ANALYSIS
_.UIIII_I II .... U II i I Ill[ I I Ill .... I II III II II _IIIIIIIIIIIIHI IIIIIIIIIIIIIIIIII

• Catawba I

Catawba II

l

Byron i

Byron II

-139-



AMS-E)WG PXTCI76A

In-Plant Validation

: : Process: ' ''" _ ...... ,',"il.... i i iii i iiii ¸ i ijll

...... Sensing Line

m / m _ m m m m

/
|

i iii ii i, , . i i,, . i i i i IIIL _ ii..... ,, ,, I ii i 1,1ii ii i L __ ILJ___J_

Plant Reference
Transmitter Transmitter

.... , ...........
i,, ,, ii, ill ,lllj jl , i ......... __:_j
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EXAMPLE OF IN-PLANT
NOISE ANALYSIS

VALIDATION RESULTS

IIIIIIIIIIII1[11 I III IIIIIIIIIII II IIIIIIIIIII IIIII II IIIIIII _ IIIIII lUII II

Response Time (sec)Transmitter ,, _,......................................
Mloufaglur._ _

Rosemount 0.06 0.08

Veritrak 0.11 0.11

Rosemount 0.13 0.11

Veritrak 0.27 0.13

UlIIIIIIIIIIII!1 IIIIIII IIIIII IIIIIIIIIII!11III I I HIIHIIIIIIII I II I1111IIII I IIIIIIIII
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POW IN RRUPT ST
(PI)
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PI Test Setup
I

i

_ ...........
__ _ _ -

...........................-..................... Power
Transmitter ____,, R Supply

¢ i ........ VVV_ ..............

S ,i : _

t Signal.
Conditioning

i lllflJLJ J i

Test Signal
, -, ,,, _...... ,,, ,,,,,,, i .

-145-





IAEAI-g

CONCLUSIONS
I IIIIIII I iiii

• Response Time of RTDs and
Pressure Transmitters can be
Tested Remotely While the Plant is
Operating

• The On-Line Testing Techniques
have been Validated for use in
Nuclear Power Plants

• LCSR Test is used in About 60
Plants in the U.S. and Several
Plants in Other Countries

• The Noise Analysis and PI Tests
are used in About 30 Plants in the
U.S. and a Few Plants in Europe
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AGEINGANDMAINTENANCE

Pilot Studiesof Managementof Ageing of NuclearPower Plant Instrumentation
and ControlComponents

Effectsof Normal Aging on Calibrationand ResponseTime of NuclearPlant
RTDs and PressureSensors

Validationof On-LineMonitoringTechniquesfor In-SituTestingof Calibration
Drift of ProcessInstrumentationChannelsin NuclearPower Plants

-14a-



PILOT STUDIES OF MANACENENTOF ACEINC

OF NUCLEAR POKER PLANT INSTRUMEIFfATION AND CONTROL COMPONENTS

For Presentation at the IWG/NPPCI Specialists Meeting on

Experience in Ageing, Maintenance and Modernization of

Instrumentation and Control Systems for Improving

Nuclear Power Plant Availability

5-7 May 1993, Rockville, Maryland, USA

S.G Burnay 1• , K. Simola 2, A. Kossilov 3 and J. Pachner 3

1 AEA Technology

Harwell Laboratory, B 401.8

Didcot, 0xfordshlre, 0Xll 0RA, UK

2 Technical Research Centre of Finland, VTT

Laboratory of Electrical and Automation Engineering

P.O. Box 34

SF-02150 Espoo, Finland

3 International Atomic Energy Agency

P.O. Box 100

Vienna Internatlonal Centre

A-1400 Vienna, Austria

-149-



PILOT STUDIES ON MANACEMENTOF AGEING OF

NUCLEAR POWER PLANT INSTRUMENTATION AND CONTROL COMPOREIqTS

INTRODUCTION

Agelng I in NPPs must be effectively managed to ensure that required

safety margins are maintained throughout plant service life, including any

extended llfe. Many organizations in Member States are developing the

necessary technical basis for managing nuclear powez plant ageing.

To facilitate the exchange of information and collaboration among

these organizations the IAEA initiated in 1989 work on pilot studies on

management of ageing of NPP components. In November 1989, a methodology

for performing ageing management studies [l] was developed, four safety

significant NPP components were chosen for the studies, and common

technical issues to be addressed in the pilot studies were identified. The

four NPP components representing different safety functions and materials

that were selected on the basis of their safety significance and their

susceptibility to different types of ageing degradation are the primary

nozzle of a reactor vessel; a motor operated Isolatlng valve; the concrete

containment building; and instrumentation and control cables within the

containment.

1
In this paper ageing is used to mean the process by which the physical

characteristics of a component, system or structure change with time

or use; this process may proceed by a single ageing mechanism or by a

combination of several ageing mechanisms.
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The objectives of the pilot studies are, for each component to

identify dominant ageing mechanisms, and to identify or develop an

effective strategy for managing ageing effects caused by the identified

mechanisms.

The pilot studies are being implemented in two phases using the

methodology for ageing management studies documented in [1]. Phase I pilot

studies (i.e. interim ageing studies) were completed through Technical

Committee Meetings of November 1990 and October 1991, and Phase II studies

(i.e. comprehensive ageing studies) are being implemented through IAEA

Co-ordinated Research Programmes (CRPs).

Work performed in Phase I consisted of a review of current

understanding of ageing and methods for monitoring and mitigation of this

ageing for the four selected NPP components, and identification of relevant

knowledge and technology gaps, and a formulation of recommendations for

follow-up work in the form of a work statement for Phase II studies.

Results of this work are presented in [2]. Together with results to be

obtained from Phase II studies they will provide the technical basis for

managing ageing of the selected NPP components.

PILOT STUDY ON MOTOR OPERATED ISOLATION VALVES

Motor operated isolating valves perform an essential safety function

in nuclear power plant safety systems under accident conditions. Both the

motor actuator and the valve itself are susceptible to several types of

ageing degradation. The aim of the pilot study on motor operated isolation

valve is to improve the understanding and management of M0V ageing and thus

to help assure required M0V performance.

In Phase I of the MOV ageing management study, the current

understanding of MOV ageing and methods for monitoring and mitigating the

ageing gaps were recognized and a research plan for Phase II study was

prepared based on these findings. The results of Phase I are documented in

[2]. The objective of the Phase II study is to fill the knowledge and

technology gaps identified in the interim ageing study.
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As there are various types and manufacturers of MOVe_ it was decided

that the pilot study would not be addressed to any specific valve design

and no Joint testing or laboratory research work was planned for the pilot

study. The aim is rather to develop generic guidelines for NOV aseinj

management with appropriate monitoring techniques and maintenance

procedures. The objectives and tasks of the pilot study are shortly

described in the foliowins:

Understandin_NOV aaeina

The first objective in the study is to improve understanding of MOV

ageing mechanisms and effects, and thus help assure functionality of MOVe

under both normal operating and accident conditions. This task will be

addressed by the exchange of information of laboratory tegtiv4 and plant

operating experiences. The need of a common database on ageing experiences

should also be discussed in the early stage of the research programme.

Monitorir_z of MOVaRein_

The aim is to identify effective and practical methods for monitoring

of NOV ageing capable of timely detection of MOV anomalies attributable to

age related degradation. Information on current testing and inspection

methods will be exchanged in the early stage of the pilot study. The work

should be focused on the evaluation and development of diagnostic systems

for early detection of degradation and identification of the probable cause

of degradation.
[

Risk and reliability assessment

Guidelines for risk and reliability assessment of NOV ageing should be

developed. Probabilistic ageing models, that take into account the effects

of maintenance, can be used in the planning of maintenance schedules and in

the prediction of MOV performance. Statistical analyses of operating

experience require data of good quality. It is thus important to evaluate

the current data collection systems to identify whether they fulfill the

requirements for the model applications. Age-related NOV reliability data

can also be used in time dependent probabilistic safety evaluations of the

plant.
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Oualification methods

The objective is to improve NOV qualification methods and formulate

NOV qualification guidelines. In the information exchange on qualification

practices, the emphasis should be put on techniques used to account for NOV

ageing. It would be desirable to determine by qualification test whether,

after actual in-plant ageing, the ageins degradation has affected the

original qualification.

Maintenance procedures

The last of the five objectives is to establish guidelines for

effective MOVmaintenance to alleviate ageing effects and concerns.

Information should be collected on valve maintenance practices and methods

and experiences on maintenance optimization. The maintenance guidelines

will conclude the findings of the above-mentioned four other tasks with the

intention to summarize enhanced methods and practices for mitigatin_ agein8

degradation.

The five objectives described above are addressed in parallel in the

beginning of the pilot study. Dependin6 on the specific areas of interest

of the participants, the pilot study may be focused on some selected

topics. It is desired that the research programme would have participants

from utilities, manufacturers, regulatory bodies, and research laboratories.

During the first year of the three-year research programme, the

participants are pursuing their individual research plans. In the first

Research Co-ordinated Meeting to be held in October/November 1993, the

participants will present the progress of their work. This meeting will

focus on the exchanse of information on the five topics, and the proceeding

of the pilot study will be discussed and agreed.

Organizations from Canada, Czechoslovakia, Finland, India and Russia

have submitted proposals for research agreements. Organizations from

France, Germany, Sweden and the USA have indicated their interest in the

research progra_ne. Other Member States Organizations are invited to

participate in the pilot studies.
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PILOT S_DIES ON IN-CONTAIN'etENT I&C CABLES

Cables are vital components of instrumentation and control systems in

nuclear power plants in that they are the linkin| elements between sensors,

actuators and their associated control and monitorin6 equipment. Cables

can be located both inside and outside containment and are required to be

qualified for use under both normal service conditions and under accident

and post-accident conditions, but the majority of I&C cables used

in-containment are baaed on polymeric materials.

Phase I of the pilot study on I&C cables has summarized the current

state of knovledse on the de6radation of polymeric cable materials and

identified technolo6y and knovledse saps relatin4 to mana|ement of I&C

cables. Durin8 this phase of the pilot study, a plan of research to fill

these 6aps has been found! this plan is the basis for the Phase II studies.

Because of the wide range of polymeric cable materials in use in NPPs,

it is not feasible to carry out _he Phase II studies on all of the types.

To brim6 the overall programme to a manageable sizej the work has been

restricted to 3 polymer types, representin8 the cable materials most

commonly in use world-wide. These materials are - XLPg (cross-linked

polyethylene), EPR (ethylene propylene co-polymers) and EVA (ethylene vinyl

acetate polymers).

The objectives and tasks in Phase II of the pilot study on I&C cables

are summarized in the followin& section:

Ob_4ectives

The objectives listed below were identified by the working sroup in

Phase I as being most important in the management of cable seeing.

1) To validate predictive cable aaein8 models which can take into account

synergistic effects which take place when long-term radiation and

thermal asein8 of cables occuri; in real plant environments.

2) To provide practical &uidelines and procedures for assessin_ and

manaain41 aseins of I&C cables in real plant environments.
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The foZlovtns tasks have been identified in the Phase II pro|rums and

viii spread be.roan the participants in the CRP. There are ave main

strands to the pro|rsmme which viii run in parallel durins the first 2

years of the prosrmme.

1) Cable teatina prosramme:

a) Saeplee of real-time seed cables of the types identified above

are to be procured from NPPs. The data on actual environmental

conditions to which these cables have been exposed will also

need to be knows i.e. temperature, dose rate, total dose,

humidity_ rresence of chemicals etc. In addition, unased cables

of the same materials viii need to be procured. These reference

cables may come from the original manufacturerp from stored

material or from a very mild environment ares in the NPP, such

as a control room area.

b) The reference cables viii be subjected to a ran6e of sequential

and combined environment tests to obtain data for comparison

vith the real-time abed cables. Measurements rill include both

electrical and mechanical properties.

c) The data from both the real-time a6ed and laboratory abed cables

rill be used to evaluate currently available lifetime prediction

models and assess their suitability for use in cable mana6ement

pro6rammeo.

2) D_ta collection:

a) Data on the dearadation of XLPE, EPR and EVA cable materials

under conditions relevant to NPPs rill be collected from the

literature vorld-vide. Participants rill be encoura6ed to

include unpublished data and operatin_ experience from their own

countries in the data collection.
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b) Where possible, the collected data viii also be used in

assessment of lifetime prediction models for these materials.

3) Guidelines development:

Using the data collected on the three materials from the literature

and operating experience, combined with the data from the comparison of

real-time abed cables with accelerated testing, a suidelines document will

be produced. This document will aim to provide 8uideltnes for the

assessment and msnasement of I&C cables and include practical test methods

for the prediction of cable lifetimes.

At present, the pilot study on Z&C cables has participants from UE,

Germany, Canada and Indi&| in addition, orsantzations in Russiae France,

Hungary, USA end Sweden have indicated an interest in Joining the

prosrsmme. Additional participants in this ares would be welcome.
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Resistancetemperaturedetectors (RTDs)and pressure,level,and flow transmittersprovidea
majorityof the vital signalsfor the controland safety of nuclearpower plants. Therefore,it is
crucialto ensurethat the performanceof thesesensorsare maintainedat an acceptablelevel
while the plant Is operating.

Since aging has the potential to _use performance degradation in RTDs and pressure
transmitters,several research projectshave been sponsoredby the U.S. Nuclear Regulatory
Commission(NRC)to studytheaging characteristicsof thesesensorsand en,_urethat adequate
test methodsand test frequenciesare followedby the nuclear Industryto ensure safety. The
detailsof theseprojectsare summarizedinthispaper.

1. INTRODUCTION

This paperpresentsthekey resultsoffourexperimentalresearchprojectsconductedfortheNRC
on aging of safetysystemRTDsand pressuretransmittersin nuclearpowerplants. Each project
wasconductedintwo phases. A Phase Ifeaslbllltystudyfollowedbya comprehensiveresearch
and developmenteffortin Phase II. The resultsof these projectsha'/e been publishedin the
followingNRC reports:(1,2,a,4)

i. NUREGICR-4928,"Degradationof NuclearPlantTemperatureSensors,"
June 1987.

2. NUREG/CR-S560,"Agingof NuclearPlantResistanceTemperatureDetectors,"
June 1990.

3. NUREG/CR-5383, "Effect of Aging on Response Time of Nuclear Plant
PressureSensors,"June 1989.

4. NUREG/CR-5851, "Long Term Performanceand Aging Characteristicsof
Nuclear PlantPressureTransmitters,"March 1993.

The overallpurpose of these projectshas been to determineIf the currentnuclear practiceof
response time testing and calibration performed once every fuel cycle is adequate for
managementof aging of the safety-relatedRTDs and pressuretransmitters. In addltlon,the
responsetlme and calibrationtestmethodsfor RTDsand pressuretransmitterswere evaluated
and validatedas necessary. The projectssummarizedin this paper were performed undera
special U.S. governmentprogram thst promotes the commercializationof federally-funded
research and development efforts. As such, commercialtesting services and integrated
equipmentand procedureswere developedduringthe courseof these projectsto providethe
nuclearindustrywith a reliablemeansoftestingfor anyagingdegradationthat may occurinthe
RTDs or pressuretransmitters.
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2. AGING CHARACTERISTICS OF RTDs

2.1 Definitionof Pgrforman¢a

The performanceof an RTDis characterizedby its accuracyand responsetime. Accuracyis a
measureof howwell the RTDmay Indicatea statictemperatureand responsetimedefineshow
qulcklythe RTD may detect a temperaturechange, The accuracyand responsetime of RTDs
are generallyindependent.

The deteriorationof accuracyis calledcalibrationdriftor calibrationshiftand the deterioration
of responsetimeis calledresponsetimedegradation.Accuracycan be restoredbyrecalibratton
if the RTDis stable, but responsetime is an intrinsiccharacteristicthat cannotbe alteredonce
the RTD is manufactured. In the case of thermowell-mountedFFTDs,however, responsetime
degradationdue to movementsof the RTD in its thermowellcan sometimesbe reversed.

2.2 Definitionof AQInci

The termaging used inthispaper refersto decalibrationor responsetime degradationof RTDs
withtimein normalenvironmentsand undernormaloperatingconditionsinthe primarycoolant
systemof PressurizedWater Reactors(PWRs). These conditionsare summarizedinTable 1,

Table 1

Normal Aging Conditions for Primary Coolant RTDs In PWRs

i iiiii i i i ii ii i ilr111ii [! ," ..............................

TemperatureRange 300 to 320oc

TemperatureCyclingConditions Shutdowns,Start-ups,PlantTrips

TemperatureFluctuations =t:0.5oC

ContainmentTemperatureRange 50 to 60oC

StorageTemperature AmbientTemperature(approx.20oC)

ContainmentHumidityRange 10 to 90%

VibrationSources FlowInducedVibration
Vibrationof Nearby Machinery

Sourcesof MechanicalShock Shockin Shipping,Handling,
Installation,and PlantTrips

, ii i II,,|HI IJH, I I , LI I I I,IJl I I

The definitionof aging mentionedabove is based on NRC's definitionof aging which ts, '1he
cumulativedegradationthat occurs with the passage of time in a component, system, or
structurewhichcan, if unchecked,lead to lossof functionand impairmentof safety". Sincethe
performanceof RTDsis testedperiodically,thedegradationdoesnot accumulate.Therefore,the
wordcumulativewas deleted in ourdefinition. Furthermore,we concentratedon the agingthat
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occurs in an 18 month period, the lengthof a typicalPWR fuel cycle and the period of time
betweenperiodicresponsetime andcrosscalibrationtestscurrentlyperlormedinnuclearpower
plants.

2.3 Effects of Aging on Performance

Normalaging of RTDsoccurs from long-termexposureto any combinationof heat, humidity,
vibration,temperaturecycling, and mechanicalshock. Nuclearradiationcan also affect RTD
performance,butthiswas notstudiedto limittheprojectscopeand concentrateon aging effects
that arebelievedto have majoreffects. SinceprimarycoolantRTDsareremotefrom the reactor
core, they are normallyunaffected by nuclearradiationexcept for gammawhich may cause
degradationin the insulationand otherRTDmaterials.

2.3.1 Effects of Aging on Calibration

A significantcalibrationshift shouldnot occurin an RTDas long as the sensingelement is not
stressedor contaminatedafter calibrationand the insulationmaterialis kept in place and dry.
Any new stress,contamination,or metallurgicalchangesin the sensingelementor moisturein
the insulationmaterialcan cause a calibrationshift.

Stressresults from any combinationof heat, vibration,temperaturecycling,and mechanical
shock. The effectof temperatureisthe mostimportant.This is becausetheRTD materialshave
differentthermalexpansioncoefficientscausingthe elementto experiencestresswheneverthe
temperaturechanges.The resistanceofthesensingelementincreaseswithtensionstressesand
decreaseswithcompressionstresses.Forsmalltemperaturevariations,thestressreversesitself
butfor large ones,the effect isnot reversibleexceptby annealing. Chemicalcontaminationand
oxidationof the sensingelementresultsfromlong-termexposureto hightemperatures.To avoid
oxidation,RTDsmay be built with reducingatmospherein the sheath. However,this leads to
contaminationdue to migration of m6t_l ions from the sheath to the sensing element at
temperaturesabove 500oC.

Metallurgicalchangessuchas graingrowthoccurattemperaturesabove420oC. Cold working
(or work hardening)results from vibrationand mechanicalshock and can be eliminated by
annealing,whichrequiresheatingthe RTDabove 400oC.

The insulationresistanceof an RTD decreasesas moistureenters the sheath. The electrical
resistanceof an RTD is a parallelcombinationof two resistances:the sensingelementand the
insulationresistance(Figure 1). The insulationresistanceis normallyhighcomparedto that of
the sensingelementand has a negligibleeffect on resistancemeasurement. However, with
moisture, the insulation resistance decreases and causes the RTD to indicate a lower
temperaturethan normal.

Athightemperatures,moisturein the RTDis not normallya majorconcernbecausewatervapor
is likelyto diffuseout of the RTD. However,sinceat hightemperaturesthe insulationresistance
significantlydecreases,any remainingmoistureinthe RTDmay havea significantimpacton the
insulationresistancevalue.
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Figure1. ElectricalResistancesof an RTD.
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2.3.2 Effects of Aging on Response Time

Responsetimedegradationresultsfrom changesinthe heat transferpropertiesofthe insulation
material. Gaps and cracks which may develop in the insulationmaterials from long-term
exposureto high temperature,vibration,and temperaturecycling are detrimentalto dynamic
performance. If moistureenters the RTD, the responsetime may decrease at the cost of a
calibrationshift. Althoughimprovementin responsetime with age is possible,an RTD whose
responsetimecontinuesto decreasewith age couldbe sufferingfrom degradationof insulation
resistance.

A majorcause of responsetime degradationin nuclearplant RTDs is due to changesthat can
occurinthe RTD/thermowellinterfaceinthermowell-mountedRTDs. Experiencehasshownthat
airgapsin theRTD/thermowellinterfaceplay a majorrole incontrollingthe overallresponsetime
of the RTD (Figure2). Changesof as littleas a few hundredthsof a millimeterinthe size of the
air gap caused by vibration,shock, and other mechanicaleffects during plant operation,
installation,handling,or dimensionaltoleranceswillchange the responsetime significantly. If
the RTDisspring-loadedintothe thermowell,mechanicaleffectsmay changethe insertionlength
or the contact pressure, increasethe size of the air gap in the thermowell,and result in a
responsetimeincrease.

2.4 Aging Test Results

The firststep inperformingthe RTDaging projectwasto setup a laboratorywithcalibrationand
aging equipmentand to obtain nuclear grade RTDs. The project was started with fifty-one
nuclear grade and seventeencommercialgrade RTDs. The commercialgrade RTDs were
includedfor comparisonpurposes. Of the fifty-onenucleargrade RTDs,twenty-onewere dual
elementprovidinga totalof seventy-twoindependentRTDelements. These RTDswere used in
one or moreof the fiveagingcategories:thermalaging,vibrationaging,humidityaging, thermal
cycling,and high temperaturetesting. The project focussed on the effects of aging on RTD
calibration more so than RTD response time. As such, the results presented hei'e are
concentratedon the effectsof aging on calibration.However, in presentingthe conclusionsof
the RTDaging project,the responsetime issueis also included.

Next, a computer-basedautomatic calibration and monitoringsystem and procedure were
developed. The RTDswere calibratedand placedin two furnacesat approximately320oC, the
primarycoolanttemperaturein most PWRs. The RTDswere monitoredin the furnacesusing a
computer scanning system which measured and stored their loop resistance, insulation
resistance,open circuitvoltage, and lead wire resistance.These measurementshelped identify
and characterizethe failureswhentheyoccurred. Onceeveryone ortwomonths,theRTDswere
removedfromthe furnacesandcalibratedto quantifyany drift. The thermalaging processwas
continuedfor 18 months,equivalentto a typicalPWRfuel cycle. Of thirtyRTD elementstested
for thermal aging, two failed,six showed drift in the range of 0.6 to 3.0°C, but the remaining
twenty-twodriftedlessthan0.2 oC overtheentirethermalagingperiod.The averagepositiveand
negativedrift of the unfaUedRTDsas a functionof calibrationintervalisgivenin Figure3. Each
calibrationintervalcorrespondsto one to two months. The resultsshowthat after an apparent
burn-inperiodwhichlasteduntilthe fifthcalibrationor approximatelyninemonthsintothe aging
process,the RTDsstabilizedin a driftband of + 0.2°C. Note that the resultsare presentedin
terms of an average drift band rather than a drift rate because the calibrationchanges as a
functionof timewere randomand notsystematicandwe could notthereforearriveat a drift rate.
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Figure2. A Typical RTD in Thermowell Installation.

-163-



-8-

DDBOOIA.OSB
0.5

0'41

0.3

i 0._

0.1 mm • u • • •
• i

Q _ 0 Q r_
n

-0.1 m m
L_

,_ m m
_0@ 2

r-1
C:]

-0.3-

-0,4 o

-o.s i _ _ _, _ _ "_ _ _ 1'o 1i 1_
Calibration Interval

• PositiveDrift D NegativeDrift

Figure 3. Average Drift of the Test RTDsas a Functionof Time in the
Aging Furnace.

-164-



-9-

The RTDswerethenstoredat roomtemperature,pressure,and humidity,and periodicallytested
for shelf-lifedrift. The resultsshowed that the RTDs are not immuneto degradation during
storage. Thisproblemcan be resolvedby recalibratingthe RTDsshortlybeforetheyare installed
inthe plant.

The aging of the RTDswas continuedto identifythe effectsof vibration,humidity,mechanical
shock, hightemperature,and thermalcycling. These effects couldnot be combinedand were
performedindividuallyon a groupof RTDsata time. Thesetestsresultedin threemorefailures,
butdid not increasethe averagedriftof the RTDsbeyondthat ofthermalaging. The resultsare
summarizedin Figure4 along withthe durationof each test. Althoughthe durationof the tests
other than thermalaging were short, a thorough analysisof the data indicatedthat the drifts
wouldprobablyplateauatthe averagevaluesshownin Figure4. Furthermore,itwas determined
that the aging effectsare interactiveratherthan accumulativeand that if the aging effectsare
combinedina singletest,the resultswouldnothaveexceededthedriftbandsshownin Figure4.

In addition,a numberof RTDs removedfrom operatingnuclearpower plants after 2 to 5 years
of servicewere tested to determinethe driftof naturallyaged RTDs. The resultsare shownin
Figure5. The drift resultsare mostlywithin ± 0.2oC which is consistentwith the laboratory
aging test results.

2.5 Testing Intervals and Replacement Schedules

The current industrypractice for verifyingadequate RTD accuracy and response time is to
performon-linecrosscalibrationandresponsetimetestingat leastonceeveryfuelcycle. Inlight
of the resultsgenerated in the aging projectdiscussedhere and elsewhere,this practiceis
reasonableunlessthere are plantspecificproblemsrequiringmorefrequenttestingor the RTDs
are suspected of deficienciesin design,fabrication,or installation.For example, in one plant,
a smallmarginbetweenthe requiredresponsetimeand the nominalresponsetime of primary
coolantRTDs,inadditionto a historyof responsetimeproblemsdueto degradationof a thermal
compoundusedinthethermowell,requiredperiodicresponsetimetestingto be performedonce
every one or two months.

The data availableon driftand responsetimedegradationof RTDsincludingthose discussedin
thispaper are so randomthat a reliablerate of changefor eithercalibrationor responsetimeof
RTDs can not be established. Therefore,RTD replacementschedulesshould be based on
performanceproblemsidentifiedduringthe periodicin-planttests. Forexample,an RTDthathas
consistentlyshown measurablemonotonicdriftin either positiveor negativedirectionsshould
be replaced. AnyRTDthat has suffereda shiftof morethan 1oC shouldbe replaced. Anymajor
change or consistentincreasesin responsetime of well-typeRTDsshould be followedby an
attemptto cleanand reseatthe RTDinthe cleanedthermowell.Thismay or maynot resolvethe
problem. If not, the RTD and sometimeseventhe thermowellmay have to be replaced. Any
directimmersionRTDthat has beenfoundto have an unacceptableresponsetime shouldbe
replacedas there is no otherwayto restorethe responsetimeof direct immersionRTDs.

Those RTDsthat consistentlypass responsetimeand calibrationtestingcan be kept and used
in the plantfor theirdesign lifeas specifiedbythe manufacturer.Typicaldesign life of nuclear
grade RTDs is 10 to 40 years dependingon the type of sensorand conditionsof use.

i
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2.8 Concluslons on Aolno of _e

The calibration and response time of l:TrDs ire affected by aging even it normal operitlng
conditions. However,the agingismanageableby periodictestsperformedonceeveryfuelcycle.

If in FrI"Dhas been in storagefor more thin two years, It should be recalibritod before it is
installedinthe plant, The same argumentapplies to FITDsthathavebeen inactivesuchas those
installed in • non-operatingplant for a period of more than two years. The stabilityof these
FITDsmay be improvedif they are firstannealedand then calibrated,

The driftof nucleargrade RTDs was foundto generallylie in 8 ± 0.2oC band. A driftband is
used insteadof a dr_ rate because the drift of FffDs doesnot occur in a monotonicfashionto
providea uniquevalue for calibrationchanges as a function of time.

3. AGING CHARACTERISTICS OF PRESSURE TRANSMITTERS

Aging degradationmay occur in • pressuretransmitterwhenthe materialin the transmitteris
exposedto a stressfor a periodof time. Typicalaging mechanismsthat can cause a material's
mechanicalstrengthor pnysicalpropertiesto degrade includethermal,mechanical,or electrical
fatigue,wear,corrosion,erosion,ernbrittlement,diffusion,chemicalreaction,crackingor fracture,
surface contamination,etc. These degradationsmay resultfrom exposureto any combination
of the followingstressors: heat, humidity,vibration,radiation,mechanicalshock,thermalshock,
temperaturecycling,pressurecycling,testing,electromagneticinterferences,etc.

Examplesof how agingstressorsmay affectthe integrityof a pressuretransmitterduringa period
of normalplant operationare presentedbelow:

• Radiation. Ionizingradiationplaysa role inaging of equipmentthat is locatedinthe reactor
containment. Materialssuch as organicfluids, elastomers,and plasticsthat are used in
constructionof sometransmittersareespeciallysusceptibleto radiationdamage. Radiation
can cause embrittlementand crackingof seals,especiallyinthe presenceof heat;increase
the viscosityof fill fluids;and affect the transmttter'selectronics,especiallythe integrated
circuitcomponents.

• Temperature. Temperature is one of the dominant stressorsin pressure transmitters.
Temperaturepredominantlyaffectsthe transmitter'selectronics. The ambienttemperature
in the reactor containmentis about 120OF ±20oF (about 50oC ±10oC) during normal
operatingconditions. Longtermexposureto such temperaturesis detrimentalto the life of
the transmitter. Temperaturealso affects other stressors.For example,detrimentaleffects
of humidityare often increasedat higher temperaturesbecause of higher diffusionrates.

• Pressure. Pressuretransmittersare continuouslyexposedto small pressurefluctuations
during normaloperationand large pressure surges during reactortrips and other events.
Waterhammer,forexample,isa well-knownphenomenoninnuclearpowerplantswhichcan
degrade the performanceof pressuretransmitters. Other pressure-induceddegradations
occur during calibrationand maintenancewhen transmittersare inadvertently
overpressurizedorcycledwithpressuresthatareaboveorbelowtheirnormalrange,Cyclic
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pressuresacceleratethe normalwear and looseningof parts in the mechanicalsystemsof
transmitters.

• Humldltv. Humidity affects the operatlon of a transmitter's electronics and can cause
corroslon In other parts of a transmitter. Molsturesources and sinks exist withinthe
transmitterand are thereforeunavoldable, The humld_ levels insidereactorcontalnment
are in the rangeof I0 to I00 percent, The hlgherhumiditiesareencountereddue to leaking
valve seals or broken water or steam lines. Some molsture wlll leak into :ransmltters
becausethe organicpolymerseals usedIn mosttransmitterscannot provideperfectseallng
under long-termexposureto the temperaturesthat exlst around pressuretransmitters.A
significantdegradlngeffect of humidity is short circuits In the transmitterelectronics, In
addition,moistureweakensthe dielectricstrengthof insulators,

• _. Vibrationgeneratedby nearbymachineryduringplant operationIs transmittedto
pressuretransmittersthroughthe bulldlngstructure. The vibrationof concerninthls aging
projectwas not that of seismic events whlch are addressed during the qualificationof
pressuretransmitters. Normal vibrationcan produce mechanlcal fatigue and loosen or
dlslntegratethe transmittercomponents.

• Maintenance. An exampleof a malntenanceinducedproblemthat occaslonallyoccursin
pressuretransmittersis withtest pressuresthat are inadvertentlyappliedto thewrongside
of the transmitterduring calibrationactivities. Another example is when Isolationand
equalizingvalvesare not manipulatedin the correctsequence to preventexposureof the
transmitterto sudden changesIn pressure. Furthermore,excessivecalibratlonand other
maintenanceactivitiescan contributeto the wear andtear of transmittercomponents. For
example,calibrationpotentiometers,and othercomponentson circuitcards maywear-out
aftera few years of servicedue to periodiccalibrations.

3,1 Effects of Aalna on Cailbratlon and Resvons9 Tlme

The stressesexperiencedbynuclearplantpressuretransmittersduring a long periodof normal
plant operation can cause performance degradation In the mechanical and electronic
componentsof the transmitterand result in steady-state(calibration)and dynamic(response
time) performanceproblems. A few examplesof potentialeffectsof someof the mostdomlnant
stressorsare listedin Table 2 and discussedbelow.

3.1,1 Aging Effects on Mechanlcal Components

Some examplesof the mechanicalcomponentsof pressuretransmitterssusceptibleto aging
degradationduringnormaloperationincludethe following:

• Permanentdeformationof sensingelementsdue to pressuresurgesduringreactortrlpsand
maintenance.Thiswillaffectboththe calibrationandresponsetime of pressuretransmitters.

• Failureof the bellows: Bellowscan ruptureand cause leaks resultingin false pressure
indicationsor totalfailureof transmitters,

• Degradatlonor leakage of fill fluid' The fill fluid (usuallyoli) in pressuretransmitterscan
sufferdegradationdue to radiationandheator may leak out. Ifthe degradationaffectsfluid
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properties, ahangu in response time will result. Any leakage of the fill fluid may be
accompanied by changes in both responsetime and Pa!lbrstlon.

• Degradationof diaphragmdueto workhardening.Workhardeningmay Pausecracksinthe
diaphragmand change itsstiffness.This willresultin responsetimechanges andPan also
affectthe transmittercalibration.

• FrictionIn mechanicallinkagesdue to corrosioncan Pauseresponsetimedegradationand
mw also affect the transmitterPalibrstion.

• Failureof seals. Seals Pan hardenor crackallowingmoistureto leak intothe transmitters
and affectthe transmittercalibration.

• Loosening of mechanical components in force-balance transmitters due to pressure
fluctuations,surges,and mechsnlcelvibrationcan result In calibrationand responsetime
problems.

• BlockagesinPapillarytubes andotherpassagewaysrestrictingthe flowof fillfluid in oilfilled
systems.

8.1.2 Aging Effects on Electronics

The electroniccomponents of pressure transmittersinclude numerousresistors,capacitors,
diodes, and integrated circuitsthat ere used for signal conversion,signal conditioning,and
llnearlzationof the transmltter'soutput, In some transmitters,I0 to 20 resistorsare used to
maintainthe linearltyof the transmitteroutput in additionto resistorsand capacitorsto control
the transmitter "zero"and "span." Almost all these components are affected by long-term
exposure to temperature, humidity and radiation. Any significantchange in the value of
electroniccomponentscan cause calibrationshiftsand in somecasesresponsetimechanges.

3.2 Aolno Tut Results

The effects of normal aging on the performanceof representativenuclear plant pressure
transmitterswere studied in e series of laboratorymeasurements. The transmitterswere first
calibratedand responsetimetested,then aged insimulatedplantconditionsfor up to oneyear.
Followingthisaging,the calibrationandresponsetimetestswererepeatedandthe resultswere
comparedwiththeoriginalunagedtest resultsto determineifsignificantchangesor failureshad
occurreddueto the aging. The resultsof the agingtestsare presentedhere in termsof aging
effectson complete transmitterassemblies.

The project involvedfifty-sevenpressuretransmittersrepresentingeight manufacturers. The
agingprocessesincludedheatandhumiditylevelscorrespondingto normaloperatingconditions
of nuclearpowerplants,heatandhumiditysimulatingtheextremesof normalconditions,normal
vibration,pressurecycling,and overpressurization.The aging testsconducted in thisproject
were focused on determininggross malfunctionsmore so than identifyingsmall changes or
verifyingmanufacturer'sspecifications.The goal was to determineif pressuretransmittersare
resilientenough to justify the testingfrequenciesof once everyfuel cycle or every 18 to 24
monthsthat are currentlypracticedby the nuclearpower industry.
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81noethe project focused on determininggross and unusual transmitterbehavior, instead of
presentingthe results in terms of numericalchanges in zero, span, and response time of the
transmitters,the followingqualitativecriteriawere usedto presentthe results.

1. For the steady-stateresults,the transmitterinstabilitiesor theirdeviationsfrom a reference
transmitteror a normalvaluewerecategorizedu"HIgh", "Medium"and"Low"corresponding
respectively to gross malfunctionor failure, degraded but acceptable performance, and
readilyacceptableperformance.

2. Forthe responsetimeresults,the degradationswerecategorizedagain as"High","Medium",
and "Low"correspondingrespectivelyto more than 50 percent increaseIn responsetime,
20 to 50 percentincrease,or lessthan 20 percent increase. The responsetimesof nuclear
plant pressure transmittersare usuallyvery small (30 to 300 milliseconds). Therefore,
increasesof up to 50 percentmay correspondto a verysmall change in actual response
time. In addition,the Inherentrepeatabilityproblemswithresponsetimetestingof pressure
transmittersusuallymakeit impracticalto distinguishdifferencesof lessthan 20 percentfor
thosetransmitterswhich havea smallresponsetime.

The aging test results are summarizedin Table 3 in terms of the aging conditions,the aging
periodsand percentagesof transmittersthat were affected,not affected,or falleddue to aging.
The results Inthe lastsix columnsInTable 3 were averagedas shownIn the results sectionat
the bottom of the table. Both straightand weighted averageswere calculated. The straight
averagesuse thesum ofthe percentagesin eachcolumndividedby six. The weightedaverages
arecalculatedas follows:multiplythepercentagesbythe correspondingnumberoftransmitters,
sum the resultsfor each column,and dividethe sum by 74. Note that sometransmitterswere
exposedto morethan one stressor. That is, the total numberof transmittersinvolvedwas less
than 74.

The results inTable3 alsoincludethoseof the PhaseI projectperformedon seventeenpressure
transmittersas documentedin Reference3.

The resultsin terms of weightedaveragesare shown graphicallyin Figure6. Overall,5 to 7
percentof the transmittersfailedfrom a calibrationstandpointdue to aging, 35 to 40 percent
were affected by agingbut not severely,and 55 to 58 percentwere not affected by aging at all.
The effectsof agingon responsetimewere even lessthan the effectson calibration. Lessthan
fivepercentfailedfroma responsetime standpolnt,12 to 14 percentwere moderatelyaffected,
and 83 to 84 percentwere unaffected.Althoughthe numberof transmittersand the durationof
the agingtestswere limitedandno radiationeffectswereincluded,the resultsobtainedhereare
consistentwith the experienceof the nuclearpower industry. The experienceof the nuclear
powerindustryis documentedin Reference4 in termsof a search of the LicenseeEventReport
(LER)database, a search of the Nuclear PlantReliabilityData System (NPRDS)database, and
a surveyof the Instrumentationand Controlpersonnelintwenty-fournuclearpower plant units.

3.3 Aalno of preu_re 8enslna urle_

A potentialproblemwiththe performanceof pressuresensingsystemsthat was discoveredin
thls projectis the effectof sensingllne blockageson responsetime due to gradualbuildupof
boron, crud, and other particles in the reactor water. Figure 7 shows how sensing line
blockagesmay affectthe responsetimeof some of the mostwidelyusedpressuretransmitters
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&Hcank_
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NormalHeat &
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",4
I e
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Cydes
5. Overpressudzat_ 0.5 1000psi 8 75% 25% 0 100% 0 0

6. Phase I Results see _ 3 17 58% 23% 18% 88% 12% 0
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Sb'aigl# Average 55 40 5 83 14 3
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in the nuclearpower industry. These resultsare from laboratorytestsperformedin thisproject
usingtwo differentsnubbersto simulateblockages. Notethat due to a differencein the design
of the two snubbers,the responsetimeresultsfor the same percentageof blockageis different
for the two snubbers. More specifically,snubbernumber 1 has a pistonthat slidesin and out
in order to dampen the pressurefluctuations,while snubber number 2 only simulatesa local
reductionin the sensinglinediameter.

The effectsof sensinglineblockageson theresponsetimeof pressuresensingsystemsdepend
predominantlyon the complianceof the transmitter. If the transmitterhas a large compliance
value,then itsresponsetimewillbe greatlyaffectedby anyblockageinthesensinglinethat can
restrictthe flow of fluid to the transmitter. Otherwise,sensingline blockagesare not a major
concern unlessthey are advanced to more than 90 percent of the original diameter of the
sensing line. A comprehensiveoverviewof the effectsof sensing lineson responsetime of
pressuretransmittersis givenin Reference4.

3.4 Conclusions on Aging of Pressure Transmitters

The agingtest resultspresentedin earliersectionsof thispaper have shownthatthe calibration
and response time of pressure sensing systems in nuclear power plants are subject to
degradationfrom normalaging, and mustthereforebe tested periodicallyto ensureacceptable
performance. The questionis howoften the transmittersshall L;etested or replacedand what
is the useful lifeof the transmitters. These questionsare addressedbelow.

3.4.1 Testing Intervals

Typicalnuclearindustrypracticesfor themanagementof aging degradationof pressuresensing
systemsare as follows:

• Calibrateall safety-relatedtransmittersonce every fuel cycle.

• Responsetimetest the transmittersin one safety-relatedchannelonce every fuel cycle.

• Blow down or purge the sensing lines as needed if there is reason to believe that
blockagesare present.

Discussionsof whether or not the above practices are adequate for aging management of
pressuretransmittersare providedbelow.

TransmitterCalibrationIntervals.Thecalibrationsof about60 percentofthe transmitters
investigated in various aspects of the project reported herein were found to be
unaffectedby normalaging. Of the remaining40 percent,about 5 percentdriftedout
of toleranceandthe restwere onlymoderatelyaffectedby theaging testsmeaningthat
theircalibrationswere stillacceptable. Other agingdata includedsearchesof the LER
and NPRDS databaseswhich showed about 1 to 3 percent calibrationfailures in a
typical fuel cycleof two years, anda survey of the nuclearindustrywhich showedthat
although up to about 20 percent of pressure, level,and flow transmittersexperience
some drift, less than 5 percent actually drift out of tolerance requiring a new
calibration._41 With this information,it is reasonable to conclude that the current
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calibrationinterval of once every fuel cycle is adequate for the managementof the
effectsof aging on calibrationof pressuretransmitters.

ResponseTimeTestingIntervals. Accordingto the resultspresentedinTable 3, aging
producedless degradationin the responsetimesof pressuretransmittersthan in their
calibrations. The responsetime of 84 percentof the transmitterstested in this study
were unaffectedby aging. Of the remaining16 percentthat sufferedresponsetime
degradation,onlyabout4 percentfailedfroma responsetimestandpoint. Furthermore,
the searchof the LERand NPRDSdatabasesdidnot showmuchevidenceof response
time degradation except in the case of the oil loss problem in some models of
Rosemounttransmitters. The results of the survey of the nuclear power industry
indicatedthat responsetime problemsare not prevalentand pressuretransmittersare
onlyrarelyreplaceddue to responsetimefailures. Basedon thisinformation,response
time testing intervals of once every fuel cycle are adequate if all safety-related
transmittersare testedas opposedto testingonlyone channel.

Testingonly one pressuretransmitterchannel (out of three or four) per fuel cycle leads
to testingintervalsof sixto eightyears. Althoughresponsetimeproblemswithpressure
transmittersare notcommoninnuclearpowerplants,the safetyimportanceof pressure
transmitters and recentlydiscovered problems such as the oil loss in Rosemount
transmitterssuggestthat a testingintervalof sixto eightyearsis too long unlessother
means such as on-line monitoring techniques that can reveal response time
degradationsare implemented. Many plantshave recognizedthe fact that testingone
safetychannelper fuelcycle is nonconservativeand are thereforetestingthe response
times of alltheir safety-relatedtransmittersonce everyfuel cycle.

3.4.2 Replacement Schedules and Useful Lifeof Pressure Transmitters

The useful life of pressuretransmittersdepends on the conditionsin which they are used.
Transmittermanufacturersusuallyprovidethe useful life of theirtransmittersas a functionof
environmentalconditions,especiallytemperature.Basedon typical lifeversustemperaturedata
publishedby manufacturers,the usefullife of mostpressuretransmittersusedin typical nuclear
plantoperatingenvironmentsvariesbetweenten and twentyyears.

The life of the electronicsin pressuretransmittersis the dominatingfactor in determininghow
longa transmittermay be used in a plant. In mostcases,a transmittercan be rejuvenatedby
replacingits electronics.

The test results in this projectsuggest that in light of the regulartesting and maintenance
activitiesin nuclear power plants, pressure transmitterscan be used safely for as long as
specifiedby themanufacturer.This isprovidedthatthe transmitterhasnot shownsustaineddrift,
responsetime degradation,or otherproblems.
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RESEARCH OBJECTIVE
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Quantify the Effects of Normal
Aging on Performance of RTDs
and Pressure Transmitters,

• Identify objective testing
intervals and replacement

frequencies

• Establish acceptable test
methods
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PROCESS CONDITIONS
THAT CAN AFFECT

SENSOR PERFORMANCE
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• Heat

• Humidity

• Vibration

• Mechanical Shock

• Overranging

• Cycling

• Radiation
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EXAMPLES OF POTENTIAL

CAUSES OF
RTD DECALIBRATION
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• IR Failure Due to Seal Failure

• Changes in Resistivity of Platinum
Sensing Element Due to:

Strain

Interactionwith support material
Metallurgical changes
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emper;]ture Cycling

• Expansion and contraction of
sensor materials resulting in stress
on the sensing element.

Heat

• Affects material properties. RTD
seal may dry out, shrink, or crack
and let moisture in.

Humidi

• Reduces the insulation resistance
and causes calibration error and a
noisy RTD output..
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Thermal Aging Results
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Summary of Aging Test Results
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Drift of NaturallyAged RTDs

GROUP 2

T_T_&g Drift (°C)

57 0.07
85 0.04
86 1.13
75A 0.02

76C O.O3
36 -0.01
37 0.09
38 0.12

i

Average 0.19
i ii. .

@3oo°c
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Short-Term Storage Drift

Drift (°C)
Tag One Day One Week

15A 0.009 0.O6
15C 0.011 0.06

16A 0.OO4 0.O6
16C 0.005 0.05

17A 0.008 0.02
17C 0.009 0.03

Average 0.008 0.05
i

@ 300°C

-192-





IAEA1-22

I

ON-LI NE TEST METHODS
FOR RTDs

II I IIII I I I I

Response Time LCSR Test

Calibration Cross Calibration

Test Frequency Once/Fuel Cycle

III II I 11111

-194-



IAEA1-26

Aging Tests of Pressure Transmitters

, , ii i,ii i i |

Number of
Duration Aging Transmitters

Stressor (Month) Conditions Involved
i i ,

Normal Heat & 6-12 110 oF, 65% RH 23
Humidity

Extremes of Normal 3 150°F, 90% RH 11
Heat & HumidityI

_O

Vibration 2 3 mils at 20 Hz 7

Pressure Cycling 2 50% of Span: 8
100K to 500K

Cycles

Overpressurization 0.5 1000 psi 8

Phase I Results 17



IAEA1-27

SUMMARY OF AGING TEST RESULTS

Aging Test Results

Effect on Calibration Effect on Response Time

Not Moderately Not Moderately
Stressor Affected Affected Failed Affected Affected Failed

Normal Heat & 61% 35% 4% 87% 4% 9%

Humidity

Extreme Heat & 73% 18% 9% 64% 27% 9%!

Humidity
I

Vibration 0 100% 0 57% 43% 0

Pressure Cycling 63% 37% 0 100% 0 0

Overpressurization 75% 25% 0 100% 0 0

Phase I Results 59% 23% 18% 88% 12% 0

Ii 58% 35% 7% 84% 12% 4%Averages !1
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POTENTIAL EFFECTS OF.AGING

' j ResponseDegradation Potential Cause Calibration Time
i , i,

Partial or total • Manufacturingflaws _/ _/
loss of fill fluid • High pressure

Degradationof fill fluid • Viscositychanges due to V'
radiationand heat

Wear, friction,and stickingof • Pressurefluctuationsand surges
mechanical linkages(especiallyin • Corrosionand oxidation
force balancetransmitters) _'

Failureof seals allowingmoisture • Embrittlementand crackingof
intotransmitterelectronics seals due to radiationand heat -V'

Leakage of processfluid intocell • Failureof seals
fluid resultingin temperature • Manufacturingflaws _/ V'c._

changes in sensor,viscosity • Ruptureof sensingelements
changes in fillfluid, etc.

Deformationof sensingelement • Pressurecycling
resultingin changes in stiffness • Overpressurization -V' _/

• Vibration

Changes in valuesof • Heat, radiation,humidity
electroniccomponents • Changes in powersupply V'

voltages
• Maintenance

Changes in spring constantsof • Mechanicalfatigue V. V
bellowsand diaphragms • Pressurecycling



Oil Loss in Rosemount Transmitters
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LER Results
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LERs Reporting Pressure
Instrumentation Failures (excluding

pressure switches)
1,866 (-5% of all LERs)

i |

Personnel Error Age-Related Problems Other Causes
587 (31%) 662 (36%) 617 (33%)

Testing/Surveillance26% Drift/Calibration74%

DesignError20% Worn, Bent, Broken22%

!

Maintenance 14% Water Sway, Row =,lockageC_
o_ 19%I

C-I_r_:_ns 14% Vibr_on/Fatigue 5%

Administrative8% Corrosion/Erosion2%

Installation7%
(Thesepercentagesadd up to more than 100% becausesome
of the same LERsare includedin more than one category.)

Fabrication6%

Other/Unknown5%

Construction2%



LERs Reporting
Sensing Une Problems

551.

! I
Personnel Error ! Age-Related Problems Other Causes

65% I 30% 5%

Blockage, Freezing,
, Voids, etc. 67%

O

!

Sensing line Problems Aff_--'ling
Transmitter Calibration 13%

Worn, Bent, Broken,or
Damaged 13%

Vibrationor Fatigue 5%

Corrosionor Erosion 2%



CONCLUSIONS
ill III ........... IIIII IIIIIIIl I I [I RIllll

• Aging can Adversely Affect the
Performance of Nuclear Plant
RTDs and Pressure Transmitters

• Current Testing Interval of Once
Every Fuel Cycle is Adequate for
Aging Management

• In-Situ Response Time and
Calibration Testing Methods have
been Developed and Validated for
Nuclear Plant RTDs and Pressure
Transmitters
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_BSTRACT

This paper reports on the progress of a research and development(R&D) project which is
underwayto providean assessmentof the validity of the on-line monitoringtechniques for
instrumentcalibrationreductionin nuclearpower plants.

Bothlaboratoryand in-plantvalidationworkon typicalnuclearplantinstrumentationchannelsare
being conductedunderthisproject. The laboratoryvalidationtestsare performedin a test loop
in whicha numberof nucleargradetemperatureandpressuresensorshavebeen installedand
connected to a Westinghouse Model 7300 instrumentationsystem of the type used in
PressurizedWater Reactors(PWRs). The loop is used to determine if simulated drift in the
sensorscan beeffectivelydetectedby on-linemonitoringmethods. It is alsousedforverification
andvalidationof on-linemonitoringsoftwarepackagesbeingdevelopedas a part ofthisproject.

The in-plantvalidationworkisbeing performedat theMcGuireNuclearPowerStationwhere170
processsignalsare beingmonitoredundernormaloperatingconditions.The signalsare being
recordedfor an entirefuelcycleand analyzedto identifyany channelsthat may have driftedout
of tolerance duringthe fuel cycle. The resultsof thisworkwill be comparedwiththe resultsof
the conventionalhands-oncalibrationsthat are normallyperformed at refuelingoutages. This
comparisonwillhelp determineif on-linemonitoringtechniquescan identifythe same drift that
is detectedby conventionalcalibrations.

The resultsof the laboratory and in-plant research completedto date have shown that on-line
driftmonitoringshould be a successfultool for isolatingthe instrumentchannelsthat must be
calibrated. Thiswill help limitthe calibrationactivity to only those channelswhich need to be
calibratedas opposedto calibratingall safety-relatedchannels,as is presentlybeing done.

1. INTRODUCTION

Processinstrumentationchannelsinnuclearpowerplantsarecalibratedatevery refuelingoutage
and surveillancetested onceeverymonthor once everyquarterdependingon the plant. These
activitiesusuallyemployhands-onprocedureswhichinvolveextensivemanpowerand personnel
radiationexposure, and have the potentialof producingmaintenance-inducederrors,reactor
trips,and wear and tear of the plantequipment. A search of the LicenseeEvent Report (LER)
databasehas shown (Figure1) that a notablenumberof instrumentationproblemsand plant
tripshave beencaused by hands-onmaintenanceand testingactivities. Furthermore,a review
of historicalcalibrationand surveillancedata from nuclearpower plants has revealedthat less
thanfivepercentof instrumentchannelsarenormallyfoundto driftoutof toleranceovera typical
fuel cycleof eighteenmonths. That Is, a majorityof the effortcurrentlyspent on calibrationof
instrumentchannels may not be necessary if a means can be establishedto identifythose
instrumentchannelswhichdriftor otherwiseneed calibrationor maintenance.

2. TECHNICAL BACKGROUND

Followingthe 1979 accident at the Three Mile Island Nuclear Power Station Unit 2, the U. S.
NuclearRegulatoryCommission(NRC) implementeda numberof new requirementsto ensure
that the reactor operators are provided with accurate,timely, and reliable informationabout
the statusof the plant undernormaland accidentconditions. In response,the nuclearindustry
began upgradingthe controlroomsof the plants using state-of-the-artcomputertechnology,
colormonitors,and digitaland analog displayequipmentto providethe operatorswith a great
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Figure 1. Results of Search of tim LER Database (the LER Numbersin this Diagram are
Roundedto Simplifythe Presentation).
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dealofqualltativeand quantitativeInformationatthetouchofafewbuttons.The displayswere
designedand locatedinthecontrolroom accordlngtohuman factorprlnclplestomake iteasy
fortheoperatorstodeterminethestatusoftheplantata glance,An exampleofan important
operatoraldthatIncorporatesthesenew developmentsIstheSafetyParameterDisplaySystem
(SPDS)whichIsusedtoassessthesafetystatusofthereactorand crlticalcomponentsofthe
plant,Thlssystemusestheexlstlngslgnalsfromsome oftheprocessinstrumentatlonchannels
todisplaythepresentand paststatusoftheplantIntermsofcolorgraphsandslmplecharts,

To ensurethat reliable signalsare used in operatoraids,the ElectricPower ResearchInstitute
(EPRI) initiatedresearchand developmentactivitiesin the early 1980s in an area that is now
knownas "signalvalidation.''"_ Signalvalidationtechniqueshave been used previouslyin the
aerospace and aviationindustriesfor flightcontroland spacevehicleapplications.

Signal validationconsistsof a variety of signal processingtechniquesimplementedin nuclear
power plants to ensure that sensor drift, response time degradation,bias, noise, and other
sensoror systemanomaliesdo not misleadthe reactoroperators. Signalvalidationdepends on
the redundancyof sensorsin nuclearpower plantsand the physicalrelationshipsbetweenthe
processparametersto checkthe consistencyof themeasurements,predictthe expectedvalues
of process variables, and detect, isolate, and characterizeany significantanomaly in the
instrumentchannel.

EPRI'seffortsinthesignalvalidationarea havenotonlyproducedimprovementsInoperatoraids,
but also have laid the foundation for the development of on-line methods for testing the
calibrationof instrumentchannels. In fact, the outgrowthof signal validationtechniquesfor
instrumentcalibrationtestinghas overshadoweditsapplicationto SPDSand otheroperatoraids.
In addition to EPRI, a number of national and internationalresearch and development
organizations,universities,nationallaboratories,andutilitieshaveworkedinthesignalvalidation
area. As a result,numeroustechniqueshave been researchedor developedand documented
undera variety of names. A few examplesof these techniquesare describedbelow.

2,1 Like Signal Comparison

This method is also referredto as cross calibrationor DC signal comparison. It involves
scanningthe output of a numt_erof instrumentchannelsthat are measuringthe same process
parameter and determiningthe deviation of each channel from the average of all channels
(excludingthe outllers). This method is popular in PWRsfor on-linetestingof calibrationof
temperaturesensors at isothermalconditions. The principleof this method is illustratedin
Figure2. A problemwith the like signal comparisontechniqueis that it may not accountfor
common mode drift unlessa newlycalibratedsensoris included in the comparisonand/or a
method such as analyticalredundancy,as defined below, is used to providean independent
estimateof the processparameter.

2.2 Analytical Redundancy

This method isusedwhenan adequatenumber of physicallyredundantchannelsisnot available
for intercomparisonand when an independentmeasureof a processparameteris needed to
accountfor commonmode drift. As itsname implies,analyticalredundancydependson theory
to produce fictitious sensors or instrument channelsto increase the redundancy. More
specifically,it uses a group of diversesignalsas the inputto a physicalor empiricalmodel to
produce a new signalthat has a relationshipwith the group. Analyticalredundancyis also
referredto as diverse signal comparison. The principleof the methodis illustratedin Figure3.
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2.3 paritv Space

This method is usedto determinethe consistencybetween a group of redundant signals. The
common componentsof the signals are subtracted out and the remainingcomponents are
compared,two at a time. Basedon the differencesbetweenthe residualcomponentsin each
pair, an inconsistencyindexis generatedand used for diagnostics.This indexis also usedas
a weightingfactor inweightedaveragingof redundantsignals. Signalswith low inconsistency
indicesareweightedmorethan signalswith high inconsistencyindices.

3. CURRENT NUCLEAR INDUSTRY PRACTICE

The nuclearpower industrycurrentlypracticesa very conservativeapproachwith respect to
performancetestingof safety-relatedprocessinstrumentationchannels. In most plants,these
channelsarequalitativelycheckedthreetimesa day, surveillancetested everymonth, and fully
calibratedat every refuelingoutage andwhenevera componentis replaced.

Thereare somevariationsintestingpracticesthroughoutthe nuclearpower industryand some
differencesin the terminologiesused for the tests. For example, the monthly or quarterly
surveillancetestsare referredto as functionaltests in someplantsand are performedaccording
to a differentset of proceduresand acceptancecriteriathan the surveillancetests. These
variations make it difficultto provide a general picture of the nuclear industry's practices.
Nevertheless,we have attemptedto presentin the followingsectionsa representativeoverview
of the bulkof currentpractices.

3.1 Daily Channel Checks

The safety-relatedinstrumentchannels in most plants are qualitativelychecked by the plant
operatorsonce everyshift. The operatorslook at the indicatorsin the control roomto ensure
that the redundantchannelsagree with one anotherwithina certain tolerance. The resulting
informationis recordedinthe plant'sdailylogsand any problemto be correctedis reported to
the maintenancestaff.

3.2 SurveillanceTests

Surveillancetests are usuallyperformedon all safety-relatedinstrumentchannelsonce every
monthwhilethe plant is operating. The purposeof the surveillancetests is to eitherverifythe
trip setpointsor test the functionalityof the instrumentchannels.

The surveillancetestsare performedat the instrumentracks,and includeall the componentsof
the instrumentchannelexceptforthesensor. Thesensoris locatedinthe fieldand is notusually
tested duringplantoperationexcept for in-situresponsetime testingdescribedin Reference2.
There is someconcernas to whetheror notitmakessenseto testan instrumentchannelwithout
thesensor. The sensoristhecomponentof the channelthatis mostsusceptibleto performance
problemsbecauseit is locatedinthe harshenvironmentsof the plantas opposedto the rest of
the channelwhichis locatedina mildenvironment.Anon-linemonitoringsystemas a substitute
for the surveillancetests,as contemplatedbythe nuclearindustry,hasthe advantageof testing
the whole channelincludingthe sensor. In addition,on-linemonitoringis a completelypassive
approachincontrastwiththe surveillancetestswhichrequirephysicalinteractionswiththe plant
equipment.
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3.3 Full.Channel Calibration

All safety-related instrument channels are fully calibrated during refueling outages. The
calibration procedures are almost identical to the surveillance procedures except that they
include the sensor. Furthermore, in executing calibration procedures, all instrument deviations
are usually zeroed, if possible, whether or not a channel meets its acceptance criteria.

The full-channel calibration practice seems to be uniformthroughout the nuclear industry except
for what is done with the sensors. More specifically, the channels (excluding the sensors) are
fully calibrated in all plants and all problems are usually resolved at every refueling outage. In
addition, all safety-relatedpressure and differentialpressuretransmitters (including leveland flow
transmitters) are calibrated in all plants and all problems are resolved at every refueling outage.
Thermocouples and neutron detectors are rarely calibrated, except for comparing neutron
cilannel outputs to heat balance data, and the practice is sporadic with respect to resistance
temperature detectors (RTDs).A few plants periodically remove and recalibrate their RTDs,some
plants periodically install new RTDswith fresh calibrations, many plants perform cross calibration
at hot standby conditions, and other plants do not calibrate their RTDs at all. The number of
RTDsthat are calibrated and the frequency of the calibration are also sporadic across the nuclear
power industry.

4. VALIDATION OF ON-LINE MONITORING TECHNIQUES

The nuclear power industry has been interested in implementing on-line monitoring techniques
to extend the frequency of calibration of process instrumentation channels in nuclear power
plants. Although a lot of effort has been spent on development of on-line monitoring equipment
and techniques in the last ten years, a systematic effort is yet to be completed on validation of
these equipment and techniques. The research and development effort reported in this paper
is the first systematic attempt in determining the feasibility and accuracy of on-line monitoring
techniques for instrument calibration reduction in nuclear power plants. To date, a Phase I
project has been completed by Analysis and Measurement Services Corporation (AMS) and a
Phase II effort is underway. The Phase II effort is a two year R & D project to be completed by
October 1994.

The resultsof the Phase I efforthave been documented inthe NUREG/CR-5903,which has been
written by AMS under a contractwith the NRC. (3_ This report documentsthe initialefforts
involvingboth laboratoryand in-plantvalidationresearchconductedunder a joint R & D effort
betweenAMS, NRC, and DukePower Company. The Duke PowerCompanyis participatingas
the host utilityfor the projectwith its McGuirenuclearpower plant as the site for the in-plant
validationresearch. The NRC is providingpartial funding for the projectunder a special U.S.
governmentprogramthat is intendedto meetthe governmentresearchneeds and promotethe
commercializationof federally-fundedR & D projects.The followingsections provideexamples
of the resultsof the laboratoryand in-planttestsperformed in Phase I.

4.1 Laboratory Test Results

The feasibility of on-line monitoring Lechniquesare being studied through a series of experiments
performed on representative temperature and pressure sensors and associated signal
conditioning equipment installed in a laboratory test loop. Figure 4 shows the type and location
of the sensors as installed and tested in the loop. This includes pressure sensors designated
as PT, flow sensors designated as FT, thermocouples designated as TC, and RTDs designated
as TE.

-215-



Figure4. Temperature,Pressure,andFlowSensorsInstalledinthe LaboratoryTestLoop.
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An empirical model of the laboratoryloop was developed and validatedwith data from the
sensorsin the loop. Representativeresultsare shownin Figure5 intermsof timehistoryplots
fora temperaturesignal. Theplotshowsthemodelpredictionandthe correspondingmeasured
data. It is apparentthat the model predictionagrees wellwiththe measureddata indicatingthe
validityof the model. As shownin Figure5, the signallevel was changed severaltimesduring
the tests to help identify the parametersof the model. The same type of comparisonfor a
physicalmodelisshowninFigure6. Thisdata representsatransienttemperaturesignalinduced
by a cool down of the test loop. The differencebetweenthe model predictionand the actual
temperature is also shown. The differencesthroughoutthe data are small (less than I°F)
indicatingthe validityof the physicalmodel. Anotherexampleof transienttemperaturedata is
shownin Figure7 for four thermocouplestested inthe loop from startup throughsteady-state
conditions.The modelpredictionis not showninthis figurebutthe actual looptemperatureas
measuredwith a calibratedRTDis shown. Followingthe initialtransientsduringthe loop start
up,the thermocouplestrackthe actualprocesstemperatureto withinabout 1°F as showninthe
deviationplotof Figure7. The deviationplotrepresentsthe differencebetweeneach signaland
the averageof all signals in the group. The significanceof these plots is that they provide
confirmationthat the tests, data acquisition,and data analysis algorithmsdevelopedfor this
projectare performingas expected.

Figure8 showstimehistorytracesforthreeflowtransmitters,witha drift intentionallyinducedin
FT-I-1 to showhowthe driftmanifestsitselfinthedeviationplot. Notethatthe driftin the FT-I-1
causesallthreesignalsto exhibitdriftbehaviorinthe deviationplot at thebeginningof the data.
Also, note the sudden shift in the deviationtraces at about 600 minutes into the data. This
occurs because FT-I-1 is excludedfrom the averageat this point in time when its deviation
exceedsa presetcriteria. Thiscausesall threesignalsto exhibita stepchange in the deviation
plot.

Itshouldbe pointedout thatthe purposeof the projectforgeneratingthe data andthe plotsof
the types discussedabove is to providea databaseof informationto serveas a learningtool in
developingtheexperiencethatisnecessaryto interpretthedriftbehaviorofvariouscombinations
of signals.

4.2 In-Plant Test Results

The in-plantvalidationof on-line monitoringtechniquesis the most important aspect of this
project. The in-plantvalidationworkis being conductedat the McGuireNuclearStationUnit2
where 170 signalsfrom the primary and secondary systemsof the plant are being monitored
continuously,includingwhentheplantisatcoldshutdown.ThemonitoringbeganinMarch 1992
at the beginningof the plant'seighthfuel cycleand willcontinuefor two completefuel cycles.
A listingof thesignalsbeing monitoredisgiveninTable 1. This includesbothsafety-relatedand
non-safety-relatedsensors. An attempthas been made to use all the redundantsensorsfrom
each service,but in somecasesonlytwo out of a groupof three or four sensorswere available
for monitoring. It shouldbe pointedout here before proceedingto present in-plantresultsthat
theworkatthe McGuireplantandthe test resultsgivenhereare of a preliminaryresearchnature
and shouldnot be used as a basisfor any conclusionswithoutfurther investigation.

Figure9 showsa blockdiagramof a typical instrumentloop for a flowtransmitterand howthe
flow signalis connectedto theon-linemonitoringsystem. It isclearthatthe monitoringincludes
not onlythe sensor,but alsothe instrumentloopelectronics.Howeverthe logicandtripcircuitry
are not includedinthe monitoring.
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The malnpurposeof the in-plantvalidationeffortis to determineIf the on-linemonitoringsystem
is able to identifythe faultychannelsthatarenormallyidentifiedby regularsurveillancetestsand
off-llnecsllbratlons. A fault could be due to an erraticbehaviorsuch as large spikes,noise, a
sudden shift,or a callbratlondrift. Aninherentproblem(froma researchpointof view)with any
In-plantvalidationof this type is thatthere areveryfew instrumentchannelsin a nuclearpower
plant that show significantdriftor degradationdurlng a fuel cycle. More specIfically,there are
very few faultsto be detectedbythe on-linemonitoringsystemand usedfor the validationtests.
Typically,of a hundredchannelsthat are tested periodicallyin a nuclearpower plant,less than
ten are foundto be out of toleranceor have any fault. As a matter of good practice,however,
planttechniclansoften nullany deviationobservedduringthe surveillanceand calibrationtests
even Ifthe deviationiswQllwlthlntheacceptanceband. ThispointismanifestedIna comparison
betweentheon-linemonitoringresultsandthe surveillancetest recordsat McGulre(Figures I0
and 11). The data In Figures 10 and 11 show that the on-line monitoringsystem has been
successfulinrevealingthe channelsthat had drifted.

Comparisonsof the types discussedabovewillbe performedthroughoutthe in-plantvalidation
tests, especiallywith data from full channelcalibrationsperformedduring refuelingoutages to
assess the feasibility of on-line drift monitoringas a substitute for some of the hands-on
calibrations.

The next interestingpoint about the in-planttests is related to the core exit thermocouples
(CETs). Thesesignalscan be consideredas redundantbecausetheyshouldbe measuringthe
same temperaturewiththe exceptionof anytemperaturestreamingdue to the water not being
well mixedas it exits the core. We comparedthe thermocouplesaccordingto their locations
abovethecore. Assumingthatthewatertemperaturearoundallthermocouplesineachquadrant
is the same, we obtainedthe resultsshownin Figure12 forgroupsof thermocouplesineach of
the four quadrants.

The thermocouplemonitoringtests includeda periodwhen the plantwas shut downfor a few
weeks. Duringthis shutdownperiod,thedeviationsof the outllersin each quadrantdecreased
to around zero indicatingthat the thermocouple errors are temperature dependent. This
conclusionIs consistentwith temperaturesteaming effectsand the common knowledgethat
faultytemperaturesensorsoftenshowrelativelysmallerrorsat lowtemperaturesandlargererrors
at hightemperatures.A plotofthedeviationsof fourthermocouplesas a functionof temperature
is shown in Figure 13. The group includesone good thermocouple (DO7) and three bad
thermocouples (J10, G12, and J02). Note that the deviationof the good thermocouple is
Independentof temperature,whilethatof the three bad thermocouplesincreasesignificantlyas
the temperatureis increased.

The deviationsofthe McGuirehotleg RTDsareshowninFigure14. Theseresultsrepresentthe
deviationsof the individualRTDsfromthe averageof all twelve hot leg RTDs;three in each of
the plant's four loops. The same type of data is shownin Figure15 for the four cold leg RTDs
along witha plotof the temperatureindicationof the RTDs. Nosignificantdrift is apparentin the
hot leg or cold leg RTDdata duringthe monitoringperiod. The reasonfor the large spikes in
the cold leg RTDsis not known. It appearsthat the spikesare not from the RTDs. They could
be due to _urvelllancetests duringwhich the RTDs were temporarilyremoved from service.
Exceptfor _hespikes, the cold leg RTDs have normalbehaviorand agree well with each other
to withinI °F. This compareswith4°F for the hot leg RTDs. The reasonthat the hot leg RTDs
havelargerdeviationsis probablydueto thetemperaturestratificationwhichis a moresignificant
problemin the hot legsthan the cold legs.
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TemperatureDeviationvs AverageCoreExitTemperature DWM116A-O2A
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Figure 13. Deviation of Selected Thermocouples as a
Function of Temperature.
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Figure 14. Hot Leg RTDDeviationsin All Loops.
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T Cold RTDs(McGuireUnit2) KMP162A.O2A

564
NCRD8160

NCRD8310I.L.

° i(1)

a

o. NCRD8260

0 17 34 118 178 232

Days(March 1992to December 1992)

T Cold RTDs(McGuireUnit 2) KMP162A-OIA8

I NCRD8160 / I
ii

NCRD8310

121
c $

.__ /

- /
NCRD8260a

I NCRD8210

II

0 17 34 118 178 232

Days (March 1992 to December 1992)

e

Figure 15. On-Line Monitoring Results for Cold Leg RTDs.
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In addition to the use of drift and cross calibrationanalysis methods, empirical modeling
techniqueswere usedto model processconditionsat the McGuireplant. Ingeneral,empirical
modelingwas performedusinga fittingalgorithminwhichmany datapointswere recordedfrom
severalindependentprocesssensorsandthen analyzedto developan equationdescribingthe
sensoroutput. These typesof modelsare particularlyeffectivein detectingcommon-causeor
unidirectionaldrift withinredundantsignalgroups. More specifically,if all the signalswithina
redundantgroup of sensorshaveexperiencedthesame drift,modelingof theprocesscondition
providesthe meansto detectthis errorwhereasotherdrift analysisor cross-checkingmethods
may not. Several process conditionsat McGuire have been modeled using the empirical
techniques. Figures 16 and 17 illustratethe resultsof this modelingfor reactor power and
pressurizerlevelduringa reactorpower ascensiontransient. In each of thesefiguresthe model
predictionand the actualmeasuredvaluesfor the processconditionsareshown. The empirical
equationsusedto generatethe model predictionarealso given. As seen inthese figures,there
is close agreement betweenthe model predictionand the actual measuredvalues for these
sensors.

5. CONCLUSION

A feasibilitystudywas successfullycompletedon the validityof on-linemonitoringtechniques
for remotetesting of calibrationof process instrumentationchannels in nuclearpower plants.
Thisworkinvolvedresearchwithtemperatureandpressureinstrumentationinsimulatedreactor
conditionsin a laboratory,and in-plantvalidationworkat the McGuire Nuclear PowerStation,a
four-loopPWR. Representativeresultsof thisworkwere summarizedin this paper.

The effortdescribedin thispaper hassuccessfullylaidthe foundationfor an in-depthstudythat
is underway to quantifythe accuracy and reliabilityof the on-line monitoringtechniquesfor
instrumentcalibrationreductionin nuclearpower plants.

6. REFERENCES

1. C.H. MEIJER and J. P. PASQUENZA, On-Line Power Plant Signal Validation Technique
UtilizingParity-SpaceRepresentationand AnalyticalRedundancy,ElectricPowerResearch
Institute,EPRINP-2110 Palo Alto, California,(1981).

2. H.M. HASHEMIAN,et al., LongTerm Performanceand Aging Characteristicsof Nuclear
Plant PressureTransmitters,NRC Report Number NUREG/CR-5851, Nuclear Regulatory
Commission,Washington,D.C. (1993).

3. H.M. HASHEMIAN,etal.,Validationof SmartSensorTechnologiesfor InstrumentCalibration
Reduction in Nuclear Power Plants, NRC Report Number NUREG/CR-5903, Nuclear
Regulatory Commission,Washington,D.C. (1993).

-230-



- 23-

Reactor Power Level
McGulreUnit2
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RP=Axl =+ Bx1+Cx z+D

RP = Reactor Power Level (N43 AVG)
xl = Cold LegTemperature(NCRD 5860)
x2 = Hot LegTemperature(NCRD 5900)
A = 0.00113412
B = 0.27325183
C = -1.17652811
D = 147.7985

Figure 16. EmpiricalModelingResultsfor ReactorPowerLevelat
McGuireDuring PowerAscension.
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PressurizerLevel
MoGulreUnit2
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2_ ' _23 ' o_5 ' o3727' '
Year (1992)
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PL : Ax4 + Bx 4 + Cx 2 + Dx_ + E

PL = PressurizerLevel(NCLT5150) A = 0.12053496
x1 : PressurizerPressure(NCPT5160) B = 0.07323886
x2 = Cold LegTemperature(NCRD 5860) C = 0.94069032
x3 = Hot LegTemperature(NCRD5900) D = 0.38394097
x4 = Reactor PowerLevel(N43 AVG) E : -550.0212

Figure17. EmpiricalModelingResultsfor PressurizerLevelat McGuire.
i

-232-



- 25-

FIGURES

Figure I. Resultsof Searchof the LER Database(the LER Numbersare In this Diagram are
Roundedto Simplifythe Presentation),

Figure2, lllustrationof Principleof LikeSignalComparlsonTechnique,

Figure3, Principleof AnalyticalRedundancy.

Figure4. Temperature,Pressure,and FlowSensorsInstalledInthe LaboratoryTest Loop,

Flgure5, AgreementBetweenResultsof EmplrlcalModel and ActualTemperatureData,

Figure6. AgreementBetween Resultsof PhysicalModel andActual TemperatureData.

Figure7, AgreementBetween Five TemperatureSensorsMonitoringthe LoopTemperature
from StartUp to Steady-State,

Figure8, Blas and Driftin TransmitterSignals,

Figure9. Placementof the On-LineMonitoringSystemin an InstrumentChannel.

Figure10. Detection of a Deviatlon in a Steam Pressure Slgnal that was Nulled During a
SurveillanceTest.

Figure1I. Detectionof a Deviationin a PressurizerPressureSignalthat was Nulled Duringa
SurveillanceTest.

Figure12. Cross CalibrationData Trendingof CoreExitThermocouplesat Full Power.

Figure13. Deviationof Selected Thermocouplesas a Functionof Temperature.

Figure14. Hot LegRTD Deviationsin All Loops.

Figure15. On-LineMonitoringResults for Cold LegRTDs,

Figure16, Empirical Modeling Resultsfor Reactor Power Level at McGuire During Power
Ascension.

Figure17, EmpiricalModeling Resultsfor PressurizerLevelat McGuire.

-233-



ANALYSISAND
MEASUREMENTSERVICES

i CORPORATION
AMS 9111CROSSPARKDRIVE/KNOXVILLE.TN37923USA (615)69t-1756

f, H

iAIr_i,1

VALIDATION OF ON-LINE MONITORING
TECHNIQUES FOR IN-SITU TESTING OF

CALIBRATIONDRIFTOF PROCESS
INSTRUMENTATION CHANNELS IN

NUCLEAR POWER PLANTS

PresentedAt

IAEASpecialistsMeeting
Ramada Inn at CongressionalPark

Rockville,Maryland
May 5-7, 1993

-235-
P



IAIM,!4

VALIDATION OF ON-LINE MONITORING
TECHNIQUES FOR IN-SITU TESTING OF

CALIBRATION DRIFT OF PROCESS
INSTRUMENTATION CHANNELS IN

NUCLEAR POWER PLANTS

'I

Jerry Mauck
NRC, NRR

Presonted At

IAEA Specialists Meeting
Ramada Inn at Congressional Park

Rockville, Maryland
May 5-7, 1993

-230-



CURRENT PRACTICE
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• Dally Channel Checks

• Monthly or Quarterly Surveillance
Tests

• Full-Channel Calibration Performed
Every Fuel Cycle

.....
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PRINCIPLE OF
ON-LINE MONITORING
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• Sample DC Output of Redundant
and Non-Redundant Instrument

Channels During Plant Operation

• Identify the Channels that are
Drifting or have Abnormal Behavior
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QUESTIONS
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1. Does method have adequate
resolution to replace conventional
calibrations ?

2. What are its uncertainties?

3. Will common mode problems be
effectively detected ?

4. If not able to replace hands.on
calibrations, can it be used to
extend calibration intervals or as a
substitute for surveillance tests ?

• IIIII I I [ I1[11111IIII _ II I III] III I] . I n
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ADVANTAGES OF ON-LIN
MONITORING TECHNIQUES

• Provides Early Warning of Drift and
Incipient Failures

• Provides the In-Service
Performance of Instruments

• Provides a Means to Includethe
Sensors in the SurveillanceTests

• Provides Diagnostic Capabilities
Beyond that of Conventional
Calibrations
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VALIDATION OF ON-LINE
MONITORING TECHNIQUES

Joint Project InvolvingAMS, NRC, and
Duke Power Company

• LaboratoryValidation

• In-PlantValidation

Results are published in NUREG/CR-5903
entitled, "Validation of Smart Sensor
Technologies for Instrument Calibration
Reduction in Nuclear Power Plants,"
published January 1993.
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Total LERs
" 1980 to 1992

(40,000)

I& C Problems
(20,000)

I

Sensor and ,' Maintenance t
Indicator Problems Induced Problems Other Problems

(4,000) (6,000) . (1O,000)

!
Plant Trips

Drift 1,000 (5%) Due to Tests
. 1,000 (5%)

LER Numbers are Rounded
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Microprocessor
• Sensor Linearization 4-20 mA
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DESIRED DIAGNOSTIC CAPABILITIES

Diagnostics
Measurement Application

i i ,.,,,i ii.

Loop Resistance Circuitcontinuitytest

InsulationResistance Test of insulation
Capacitanceto Ground breakdownand moisture

ingress

TDR Test of cablesand
connectors

Limit Checking and Screening test of DC
Auctioneering signals

Mean, Variance, Qualify AC and DC signals
Skewness, and Flatness

,ll i i , i

Like Signal Comparison Drift Monitoring
, i

Analytical Redundancy Drift Monitoring for
(Empirical and Physical Non-Redundant Signals
Modelinj)
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Survey Results (NUREG/CR-5851)

Question Remarks

1. Should calibration intervals be 50 % Yes 50 % No
extended?

2. During transmitter calibrations:

a) % found out of tolerance ? 1 to 5%
I

t,o
¢,.

b) % found to have drifted but are 10 to 20%
still in tolerance ?

3. What are the most typical problems ? Electronics Drift (--70%)
Mechanical System
Malfunctions (30%)

4. What is the most desirable Easier to calibrate, use
improvement in transmitters? smart or digital transmitters.
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LaboratoryLoopTemperatureSignal
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Time

Actual D Model

T = Ax= + Bx2x 4 + Cx21 + Dx 1 + Ex# + Fx 1x s + Gt

T = Low Velocity Leg Temperature A = -9.53777622
x l = Heat ExchangerAir Temperature B = 0,07970169
x = = Heat ExchangerInletTemperature C = 0.03950938
x s = Heat ExchangerOutletTemperature D = -5,41944437
x4 = Elbow#1 D/P E = 0.05727450

F = -0.00188462
G = 667,1906
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McGuire PressurizerLevel

65 JPr_l.

5 ' I I I

03/25 ' ' '03/21 03/29
Year (1992)

---- Actual n Model

PL = Ax 4 + Bx I + CX 2 + Dxs + E

PL = Pressurizer Level A = 0.12053496
x_ = Pressurizer Pressure B = -0.07323886
x 2 = Cold Leg Temperature C = 0.94069032
x 3 = Hot Leg Temperature D = 0.38394097
x 4 - Reactor Power Level E = -550.0212
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Temperature Deviationvs AverageCore ExitTemperature
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ANSTM-8

CONCLUSIONS
II I III I 111111II II I I IIII II1

• On-Line Monitoring can Help
Segregate the Channels that Need
Calibration from Those that Do Not

• Validation Tests are Underway to
Establish the Uncertainties of

On-Line Monitoring
(NUREG/CR-5903)

• Benefits are: Reduces Radiation

Exposure, Outage Manpower, and
Maintenance-Induced Problems
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ABSTRACT

Conditionmonitoringtechniquesarefindinggreateracceptancewithinmanypowerplant
maintenanceorganizationsasplantoperatorsdeveloppredictivemaintenanceprograms.This
paperdesc_besa provenconditionmonitoringtechniqueandit'sapplicationin anelectrical
circuitpredtcuvemaintenanceprogram.The u_chniqueperformsa seriesof standardelectrical
measurements,undercomputercontrol,usinga pre-definedtestmethodology.The testdatais
evaiuatedby utilizingstatisticalanalysismethodsandby comparisonsthroughgraphicalrepre-
sentations.Thesemethodsallowcomparisonswithdatafromsimilarcircuttsor withbaseline
measurements.Circuitandcomponentdegradationappearsasa changeinoneor moreof the
measuredelectricalparameters.Trendingtheseparametersovertimeprovidesforearlyidenti-
ficationof circuitdegradation.Incorporatingthis techniqueintoa plantpredictivemaintenance
programwill switchmaintenancepersonnelfroma reactivetoproactiveposition.

i. INTRODUCTION

Conditionmonitoringtechniqueshavebeenrecently,integratedintomanypowerplantmainte-
nanceorganizationsas plantsstriveto developeffictentpredictivemaintenanceprograms.
Nuclearand fossilplantsalikeare utilizingthese techniquesto maximizemaintenanceefficien-
cy, increaseoverallplantavailabilityandto extendoperatinglife. The nuclearindustryis also
viewingthesetechmquesnecessaryto improveoverallplantsafetyandto providedatain
supportof operatinglicense renewal.

In 1987, theECADSystem1000was introducedasa commercialconditionmonitoringsystem
to addresstheneedto monitorandtrendtheconditionof an entireelectricalcircuit(including
thecables,connectors,penetrationsand instrumentation)fromone location[1] [2] [3]. This
paperdescribesthe useof ECADforpredictivemaintenancebypresentingboththe testand
analyticalmethodologiesused to monitorthe conditionof electricalcircuits. Resultsfroma
laboratorycircuitmodelandan actualpowerplantcircuitare presentedtodemonstratethese
methodologies.The paperconcludesby discussingfuturedirectionsfor enhancementof the
technique.

2. SYSTEMDESCRIFFION

ECAD'sapproachto conditionmonitoringof electricalcircuitsis totreatthecircuitasa paral-
lel wiretransmissionlineconnectedtoa load. These canbe thoughtof as adistributedcircuit
elementwith a certain resistance,inductance,capacitanceand conductanceper unit length.
Examplesof parallelwire transmissionlines includetwo wiresin a multiconductorcable, a
wire over a groundplaneand a coaxialcable.

The ECADSystem 1000performsboth lumpedand distributedcircuit measurementsduring
each test. The lumpedmeasurementsare conductedby treatingthe circuit as a networkof
simplecomponents(combinationsof resistors, capacitorsandinductors). Three basictypesof
measurementsare performed to acquire the lumpeddata. The DC resistance,or loop resist-
ance, is measuredand representsthe total resistanceof the circuit. The AC resistanceand
reactanceare measuredat ninediscrete frequenciesbetween100Hz and 50 kHz; theseare
then convertedto impedanceandphaseangle. From the impedancemeasurements,the circuit
maybe characterizedas being eithercapacitiveor inductiveover the frequencyrange. The
dissipationfactor and quality factorare calculatedand can be used as a "purity" factor,a
measureof howclose the circuit is to beinga pure capacitoror inductor (no resistivelosses).
An insulationresistancetest is performedto characterizethe DC loss propertiesof the circuit's
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insulatingmaterial. The lumpeddatameasurementsof the standardcircuit parametersprovide
the best andearliest indicationof degradation. Identifyinga change in these measurementsis
important, however, it _salso desirable to determinethe locauon of the change..A technique
knownas Time-Domain.ReflectometryCI'DR)!s used to accomphsh this. TDR revolves propa-
gating anciec._omagneticpul._ between two wlres and analyzingthe reflected energycaused
by dlsconunmues along the wlres. By correlatingthe lumped and distributedmeasurement
results, the natureandlocation of the change may be determined.

A key in anypredictive mainten.ancepro,gramis to incorporateconditionmonitoringtechniques
that have the ability to acqmrehlghqualityda..ta. The ECAD System I000 rehes on computer.
control to ensurebo_ accuracyand repeatability. The.computer and assocmtedsoftware
controlseach of the instrumentsthroughan _EE-4.88 interfacebus. The test sequencein-
cludes.measuring.A.Cand DC voltage, DC loop ressstance,AC resistanceand reactance, the
TDR ssgnatureand insulationresistance. After the compleuon of each test, the resultsare
automaticallyplaced into a database...The manipul.a._onand analysis of thisdatabaseutilizing
special methodologies extends the predsctavecapabflltiesof the ECAD technology.

Analysis of the ECAD data is based on establishinga referenceby which all futureaging,
degradation,and changes can be compared. Any inconsistenciesthatare observedare the
result of changing _nditions and are not due to opera!oror equipment errors. Giventhe high
level of confidence m the data, mimmal acceptancecntena maybe established throughtheoret-
ical analysis or by using data acquiredfrom similarcircuits. Data analysis (by eitherdirect
comparisonor statisticalmethods) is performed so that adverse trendsmay be observed.

3. LABORATORY EXAMPLE

This example is based on a model resistancetemperaturedetector(RTD) circuitconstructedin
a laboratory.The purposeof this example is to demonstratethe ECAD System 1000 methodol-
ogy and to presenta sampleof the dataobtained. The circuit used for this example is shownin
F_gure1.

Term ina I June1; ion
B lock Pene_rat ion Box

zt _- ............../ \ :" / \ ,:- J yJ"RTD

4 _ , _ : t, .! .........
%_/

Shld -

Grid .

' Figure 1. Diagram of RTD Circuit.
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To completely ch.arac.terizeth.iscircuit, a totalof nine,tests (or configurations)are required.
TableI containsa bnef descnption of eachconfisurauon.

T_Io X

DoHrLptLon of Tests for R_

||ilBHtDi|Dt|a|Hga|tJg||ni|iBn|ng|iil|BJtigugi|Bl|gHgBg|RB|ingin

Con£1guration DesorLption
el i i In

A Aoroee Compensating Leads (Pina i and 2) •
B Across Element (P_ns 1 and 3)

C Across Element (PLns 2 end 3)
D Across Componsating Leads (Pins 3 and 4)

i g Lead to Shield (Pin 1 and Shd)
F Lead to ShLeld (PLn 2 and Shd)
G Lead to Sh£eZd (Pin 3 and $hd)
H Lead to Sh£eld (Pin 4 and $hd)

I Shield to Ground (Shd and and)

The model RTD circuit was tested twice as shownby the datain Table II. The first test ob-
tainedthe baseline data (data which is dated 07/13/89). The circuitwas then retestedwith a
degradedconnection inserted (data which is dated 2/24/92).

Table IX

ComparAson of Data fronModel RTD circu£t

IIIBRBRHBRBIHIRBIIBRBIIRBRiIIIIImDIDHRRRRBRIBBIRBBHRRIIBBRIIR

LOOP AC RESISTANCE REACT_CE
CODE CFG DATE RESISTANCE I I kHz § 1 kHz

1TEl01 A 07/13/89 1.84 fl 1.86 fl ii0.00 .U_

ITEI01 A 02/24/92 11.78 fl 12.63 fl 152.83 m_

1TEl01 B 07/13/89 195.76 fl 196.42 n -758.60 nU_

ITEI01 E 02/24/92 205.55 fl 206.27 fl -794.48 mn

ZTEI01 C 07/13/89 195.82 fl 196.50 fl -759.20 tuff

ITEI01 C 02/24/92 195.69 fl 196.42 fl -759.03 nU_

ITEI01 D 07/13/89 1.82 fl 1.83 fl 112.00 nU_

1TEl01 D 02/24/92 1.85 n 1.85 fl 112.00 nU_

The b.aselinedata(1989) shows resultstypicalof a four wireEYD circuit. Both of the com-
pensatinglead configurations(Cfg A and D) have almost identicalvalues of loop resistance,
AC resistanceand reactance. Additionally,configurationsB and C, which test across the
element, have similarresults.

When the circuitwas retestedin 1992, and the resultscompared to the baselinedata, some
significantchanges can be observed in the configurationA and B data. However, a compari-
son of configurations C and D does not show anyappreciabledifferences. Basedon these
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comparisons,theaffectedleadcanbedetermined.Tab,eI showsthatconfigurationA uses
pins1 and2 andthatconfigurationB usespins1and3 (pin 1beingcommontobothconfigura-
tions). Sincenochangeswereobservedin thedatafromconfigurationsC andD, theleadsconnectedtop
ehmmauon,we concludethata changehasoccurredin theleadconnectedto pin 1.

To furtherunderstandthenatureof thechange,a graphicalcomparisonof theconfigurationA
results wasperformed. F!gure2 presentsa graphof AC reslstanceversus frequencyfor the
1989 and.1992 configurauonA tests. It can easily be seen thatthe AC resistancevalues
acquiredm 1992 areapproximately11 ohms larger than the 1989 results. A change is also
seen when thereactancevalues are examined as shownin Figure3. From Figures2 and 3, we
conclude that the change is primarilyresistive with only a small change in reactance.

Once the natureof the change is understood,the next stepis to determinethe location. From
TableII, we deduced the ch_ge was presentin the lead connectedto pin I. The TDR sigrsa-
tures are then used to detern_..methe location. Figure4 is an over!.ayof the 1989 and 1992 TDR
signaturesfor the configurauonA tests. The TDR signaturesindicatethe model circuit is
approximately90 feet in length. However, the 1992 configurauonA TD.Rsignatureseparates
from the othersignatureapproximately10 f_t from the end of the circuit. The fact that this
signatureseparatesand remains separatedindicatesa resistivechange broughton by connector
degradauon.

4.0 CASESTUDY

This case studyinvolves dataobtainedfrom a fourwire RTD circuitin an operatingpower
plant. The circuit was only tested once, however, duringthe analysis of the baselineda.ta,an
anomaly was discovered. The schematic of this circuitis the same as the circuit shown m
Figure 1, except thatno junctionbox is present. The configurationsshown in TableI were
used to characterizethe circuit. A sampleof the acquireddatais shown in TableIII.

Table Ill

Comparison of Data from Plang Circuit

tm_nSnmUn_aiSSlliRIRSSBSIBmZISlmg_llmiBllilmlIiBlSi_US_BmSIBS

LOOP AC RESISTANCE REACTANCE

CODE CFG DATE RESISTANCE @ I kHz @ 1 kHz

TE1328 A 11/08/91 7.%6 fi 8.88 fi 812.53 m_

TE1328 B 11/08/91 117.27 fi 118.30 fi -654.45 ._2

TE1328 C 11/08/%1 115.71 n 116.75 fi -664.71 nu2

TE1328 D 11/08/91 5.27 fi 5.28 fi 768.00 m9

TE1328 E 11/08/91 1.06 Gfi 37.47 fi -1.88 _

TE1328 F 11/08/91 1.08 Off 36.02 fi -1.88 kfl

TE1328 G 11/08/%1 1.15 Off 36.00 fi -1.88 k9

TE1328 H 11/08/91 1.27 Gfi 38.13 fi -1.88 k_

TE1328 I 11/08/91 9.18 M9 799.11 fi -3.59 k_

In this case, the baseline data indicates an imbalance between the two compensating lead con-
figurations (Cfg A and D). A similar imbalance is observed when the tests across the element

are compared (Cfg B and C). Expected data from a t_ical four _i.re RTD has balance be-tween configurations A and D and between configurauons B and
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To determinethe natureof'the imbalance, the same analysis methodology,as describedin the
laboratoryexample, can be applied.. Since both configurationsA.and D areessentially the
same, ashort circuit, the configurationwith the smaller loop reslstancewill be used as a refer-
en.ce. Similarly, in comparingconfigurationsB._d C, the configuration.withthe smaller loop
reslstancewill serve as the reference. By examiningTableIII, we determine that configura-
tions A and B are suspect. As in,the laboratoryexampleand by using the process of elimina-
tion, we concludethe imbalance _son the line connectedto pin I.

Todetermine the natureof the imbal.ance,a graphicalcompari'sonof the damfrom configura-
tions A and D is required. Figure 5 is a ._raphof _e AC resistanceversusfrequency for
configurauons.A and D. By examiningFigure 5,, is apparentthat the AC reslstancevalues
for configurationA areapproximately3 ohms largerthan tho_. from conflgurauon D. Figure
6 containsa graph of reac._ce versus frequencyfor ._nfigurauons A and D. The reactance
values for these configurationsvary slighUyat the hlgher frequencies. FromFigures 5 and 6,
as in the model circuit, we conclude the imbalance is primarilyreslstive in nature.

With the natureof the imbalanceunderstood,the TDR signaturesfor configurationA and D
are used to determinethe location. Figure 7 shows both of the TDR signatures. The signa-
turesoverlay untilthe end of the circuit (approximately600 feet) and thenbegin to separate,
Th.is separationindicatesa resistive change at approximately600 feet from the beginning of the
clrcuit (most likely at or nearthe RTD element).

5.0 CONCLUSIONS

The use of the ECAD.System 1000 in an electricalcircuitpredictive maintenanceprogram is
straightforward. Criticalplantcomponentsare selected based on plant safety and functionality
criteria. Once plant procczluresare established, the condiuon monitoringtechniquecan be
applied. Standardcircuit parametersare monitoredto determineif any changes due to degra-
dationare occurnng. Whentrendsare identifiedusing the dataanalysis methodologies, the
surveillanceinterval may be increasedor, if necessary,correctivemaintenanceperformed.

The establishmentof circuit functionalitycriteriabased on the standardcircuit parametersis
providing the directionfor furtheradvancement. Overthe past seven years, a large generic
databasehas been developedcontainingtest results from manypower plants. This databaseis
organized by circuittype whichallows for detailedcomparisonsand determinationof common
trendsbetween similarcomponents.

As a paralleleffort, several theoreticalmodels arebeing considered for use in establishing
acceptancecriteria in terms of the standardcircuitparameters. Development of these models
will automatedataanalysis and provide _mprovedfailurepredictioncapabilities.

-268-



7

RE_CES

mT_T_:D _,.,_.,.t n WEIR Thomu J. "AdvancedTechnologiesfor MaintenanceOf
[I] "''':"' ......... ' ' ' ' vannahRiver Site Defense WasteProcessingElectricalSystems and Equlpmentat the Sa . ........

Facility(U)", Proceedings from the InternationalConferenceon Nuclea1't,l_ t.1_Le-
Extens_o'n,'Upgrading,Repair, Refurbishment,Upratingand Ageing (1991), 26'7-277.

[2] P_COST, Lloyd, andWEIR, ThomasI., ".Eiecu'i.c_lConditionM_o_n!ton_.ng_d
Troubleshootingat San OnofreNuclearGene.n.ung5tauon using .me_C:ADlest
System", Pr_ings from the EPRI 4th InclplentFailureDetecuon _onterence
(1990).

[3] ST. OI",IGE,g.J.: "Cableand Electrical A.p,=pasatusMonitoring Programat SanOnofre
NuclearGeneratin_Station(SO.NGS) Umt 1 , Proceedings. EPRIWorkshopon Power
Plant Cable CondiUonMomtonng (1988).

-269-



ECADSystem2000OotoAno]ysis

ACResistoncevsFrequency
14-

I _ --I-----" _I I-----------4I-- .... _ i-'--'-'---'---I

]2-
!

10-

_ ,,

E

|

-.4
0
I

- 1 _, .; :_ " _; _'- :: "

"1

.,,- I I ,

I00 1000 i0000 i00000

Freq (Hz)

[]ovicm lade [fn not# Timo] ]ovico [ado [Ca_l]nto_ Timoi

lE]O] A"O7/]3/8g ]5"39 0 "IIEIOI A 02/24/92 ]6"56 0

0

Figure 2, AC Resistance vs. Frequency for Model RTD Circuit



Cl.

C
¢,.__

C_ __c:::oc::o
I I I I I I I C_ .....----_---,

CO l_r') -',,::t"c"o ['xJ _ cz_ ''-'_ > L._L._Q I-.--I.---.,

SWblO ®®00

-271-



].0-

0.8- ' <......gOft.-.....>,I!

0.6-
|' <.....80 ft.-....>,I

0.4-

A net.rotion ]992Con£iq.k

, __: 0.0- 4_'----_---_ Modelc_c
q_ -0.2- 30ft.T_stL_od

• -0.4- 19_gconfig.^ "_
TOR5ignoture

-0.6-

-0.8- I
--i. 0 --Lm ..... __ __ ___,, ,.......... ,

Figure4. TDR Signaturesfor ModelRTDCircuit



EEADSystmm2000OotoAno]ysis

AE R_sistonc_vs Frequency

iB- I
14- I ,/'

. I /

,' 12- ' /
_10 .... _ "

c::D j _ j
I /

M --

i I

• 6 _ _, L !_, : =.... _e-""-
I I ,
I 4- " , , '
, 100 lOOO I0000 100000

I Freq(Hz)
I

Oovico[ode Efo Boto Timoi ]ovico Cado Efn n.to Timo!

g TEI32B A°11/08/91 12:28 0 oTE1328 B 11/88/91 12:34 0

g °0

Figure 5. AC Resistance vs. Frequency for Plant RTD



ECADSystem2800OotoAnolysis

Reactonc_vsFre_

40 I i
3?

24
or)
E

_.K2

I

_ 8 I

' !
J

I I I
I

lO0 1000 10000 lO0000
Freq (Hz) ..

Tim_! _ Oovic_[nap [f_ Nntp Timp]B_vic_ End_ Efn Bnt_

_TE]328 A_11108/9112:28 ©TE1328 D ll/08/gl 12:34 0

0

Figure 6. Reactance vs. Frequency for Plant RTD Circuit



0.8-

0.6-
' <---600ft--->'

O.4- ' 'Locationof3 ohmimbo]once
/

0.2- \
I

r-° 0 O- Penetrotion
I

-0 2- 30 ft. Test Leod Seporotion due to 3 ohmimbolonce• /

-0.4-

-0.6- ,

Figure 7. TDR Signatures From Plant RTD



THE EFFECTS OF AGING ON ELECTRICAL AND I&C COMPONENTS:
RESULTS OF U.S. NUCLEAR PLANT AGING RESEARCH*

by
Satish K. Aggarwai

United States Nuclear Regulatory Commission
Washington, DC 20555

and
William E. Gunther

Brookhaven National Laboratory
Building 130

Upton, NY 11973

* This work done under the auspices of the U.S. Nuclear Regulatory Commission.

-277-



ABSTRACT

The U.S NRC's hardware oriented engineering research program for plant aging and
degradation monitoring has achieved results in the area of electrical, control, and instrumen-
tation (ECI) components used in nuclear power plants (NPPs). The principal goals of the
program, known as the Nuclear Power Plant Aging Research (NPAR) Program, are to un-
derstand the effects of age-related degradation in NPPs and how to manage and mitigate them
effectively. This paper describes how these goals have been achieved for key ECI components
used in the safety systems of NPPs. The status of relevant on-going and planned research
projects is also provided.

1. INTRODUCTION

The application of ECI components in NPPs requires that they be extremely reliable throughout
the life of the plant. Studies of ECI components have revealed that degradation due to aging
can detrimentally affect their life, and their ability to operate under normal and abnormal
operating conditions. Through the U.S. NRC's NPAR Program, degradation mechanisms and
aging management techniques are being or have been evaluated for bistables, switches,
transmitters, inve:ters, I&C modules, and isolation devices. In addition, the ECI components
associated with systems such as the Emergency Diesel Generators, Control Rod Drive Systems,
and Emergency Core Cooling Systems have been assessed for their aging degradation with time.
An evaluation of the operating experiences of these components and systems, coupled with a
determination of the materials of construction, operating and environmental stresses, and
failure modes, causes, and effects have provided the NRC with the technical basis required to
assure the continued safe operation of present reactors. An additional benefit of our aging
research program is the application of its lessons learned to the advanced reactors program to
assure the longevity of these proposed new designs.

Examples of the specific research results applicable to the objectives of this meeting are
provided in the paper. These results include a description of aging issues, as well as the
recommended solutions for managing aging. As pointed out in this paper, degradation of
certain subcomponents, such as electrolytic capacitors, fuses, or power semiconductors can effect
the operation of various ECI equipment. Similarly, aging degradation associated with the
mechanical properties of elastomers, connectors, and fuse holders can also result in ECI
failures. To a large degree, the detection and mitigation of this degradation is accomplished
through a comprehensive maintenance program which incorporates predictive and condition
monitoring techniques, in addition to the testing and calibration procedures typically associated
with instrumentation and controls. Current maintenance practices successfully employed by U.S.
utilities are also summarized.

2. DISCUSSION

One of the initial tasks of the NPAR Program was to identify and prioritize components,
systems, and structures whose degradation due to aging would have risk significance.
NUREG/CR-3385 and NUREG/CR-4144 provided risk-based inputs to the selection process,
and were instrumental in establishing various electrical and instrumentation and controls (ECI)
components as topics for study in the NPAR Program. The importance of ECI components
such as transmitters, switches, batteries, inverters, circuit breakers, and relays to the successful
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operation of safety systems was clearly identified in these evaluations. Based on these early
studies, work which focussed on the aging susceptibility of these components was completed in
many of these areas. Table I identifies the reports related to ECI which have been published or
will be published shortly. NUREG-1377, Rev. 2 is a completelisting and summary of all of the
reports issued on plant aging through June 1991. The subsequent paragraphs describe some of
the important findings related to this work which should be of interest to ECI designers,
operators, and maintainers.

2.1 I&C PowerSources

in a nuclear power plant, power conditioning equipment such as battery chargers and inverters
are the sources of power for the instrumentation buses, namely the vital ac bus (typically 120
Vac) and the essential dc bus (typically 125 Vdc). A high reliability for these components is
important to assure that instrumentation and controls needed for the safe operation of the plant
are available. An assessment of the operating experience, materials of construction, and
application of battery chargers and inverters revealed that sixty.five percent of inverter failures
are due to hardware degradation. NUREG/CR-4564 reported that components such as electro-
lytic capacitors, thyristors, and fuses are susceptible to aging and that their failure directly
resulted in an outage of the inverter, and in many eases, a plant transient including a reactor
scram. As illustrated in Figure 1, the analysis of the operating experience indicates that
overheating, electrical transients, and errors by plant personnel are the leading causes of
inverter failures.

Overneeting

 oo,,oooo.o,,ooNIIIIIIIIII   N

GlluSONOt iOentetieO
30

Figure 1 Percent of Failures (LERs 1984-1986)

Further study performed on inverters, including testing of a naturally aged inverter from the
decommissioned Shippingport facility and completion of a comprehensive survey of U.S. utili-
ties, revealed that means exist for detecting and managing the effects of aging on inverters. For
example, the following improvements in the design have been demonstrated by some U.S.
utilities to be effective means for managing inverter aging:

1. Installing forced air cooling rather than natural convection cooling tends to reduce the
cabinet temperature, and protect those components vulnerable to overheating.
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2. The introduction of higher voltage and temperature rated components, especially ca.
pacitors and semiconductors, makes these components less sensitive to operationally
induced failures (electrical transients).

3. The use of an automatic transfer switch, which senses an inverter failure and switches
to a backup power source, can be useful in mitigating the effects of an inverter failure.

Similarly, maintenance, inspection, and testing methods have been identified for use in
managing the aging of inverters in nuclear power plants. Recommendations from NUREG/CR-
5051 in this area follow:

1. Since overheating is an important cause of stress, it is prudent to periodically monitor
the internal cabinet temperature.

2. Cleaning can also minimize the risk of overheating; the wiping of thyristor heat sinks
and ventilation flow paths improves the heat transfer away from temperature sensitive
components.

3. Capacity testing is recommended, especially for standby inverters. This verifies that the
inverter can supply design loads, and permits inspection monitoring techniques to be
applied at rated load.

The same reports, NUREG/CRs-4564 and 5051, contain similar evaluations and recom-
mendations for battery chargers. In general, however, the failure of an inverter was more
dramatic than a battery charger failure since the battery immediately picks up the dc loads,
thereby minimizing the immediate plant impact resulting from the loss of the charger. On the
other hand, degradation of the charger as indicated by an increased ac ripple on its output,
could impair the instrumentation and controls supplied from the dc bus. Many of the findings
associated with the study of battery charger and inverter aging apply to power supplies in
general. Failures of electrolytic capacitors used for filtering, and overheating of electronic
components are two examples of pertinent information related to ac and dc power sources used
in instrumentation and controls.

2.2 Process Instrumentation

Research on aging has also been completed for process instrumentation used in nuclear power
plants. NUREG/CR.4257 describes the types of pressure transmitters commonly used in
nuclear power plants according to their application. The most common effects of the aging-
related stresses on the transmitters are calibration shifts. The specific stresses that most often
affect these transmitters are:

• ambient temperature
• humidity
• radiation
• process medium pressure and temperature

Based on the evaluation of operating experience and the assessment of the materials used, it is
suggested that a combination of operability monitoring and ,:ondition monitoring be used to
improve the probability of successfully mitigating the aging process. To this end, it is pointed
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out that the evaluation of calibration data alone will not ensure that the transmitter is capable
of operating under accident conditions. If, with time, steam or moisture penetrates the
transmitterhousing, the electronics may become inaccurateand fail. Therefore, the integrity of
the housing seal must also be evaluated periodically to be able to predict continued performance
capability.

A follow-up study on pressure sensors with an emphasis on the effects of aging on the
instrument's response time was reported in NUREG/CR-5383. Laboratorytesting was per-
formed on the effects of various operating stresses on the dynamic response of pressure sensors.
The significant findings from this work were:

I, The exposure of transmittersto heat, humidity, and vibration resulted in an increase in
response time and a calibration shift, with the latter being the more pronounced prob-
lem.

2. Five effective methods are available for response time testing. Two of the methods
(noise analysis and power interrupt test) have the advantage of providingon-line mea-
surement capability at normal operating conditions.

A two phase study was also completed for temperature sensors, with the emphasis of the second
phase placed on resistance temperature detectors (RTDs). The work involved laboratory testing
of 72 nuclear grade RTD elements representing several from each of four U.S. manufacturers.
Thirty were subjected to simulated reactor conditions which resulted in the failure of five and a
calibration shift in six others. Two failures occurred during thermal aging, one in humidity
aging, and one in thermal cycling. The remaining RTDs performed well during the aging tests,
maintaining a drift band of 0.2 degrees C.

The results of the research showed that managing the aging of RTDs can be accomplished by
periodically verifying their accuracy and response time, combined with a strong program for
minimizing deficiencies due to design, fabrication, or installation. It was found that the average
response time and Stability of nuclear grade RTDs is about twice as good as that of commercial
grade RTDs.

The NPAR Program has continued to devote research efforts to process instrumentation. A
recent study, NUREG/CR-5700, discusses the aging susceptibility of six generic instrumentation
modules: indicators, sensors, controllers, transmitters, annunciators, and recorders. Selected
conclusions, observations, or recommendations derived from this study include:

1. Consideration should be given to methods that would be helpful in reducing the inci-
dence of infant mortality, particularly for indicators and sensors, which dominate aging-
related I&C module malfunctions and failures.

2. I&C modules make a modest contribution to safety-significant events. For example,
17% of the LERs issued during 1984-1988dealt with malfunctions of the six I&C mod-
ules studied, of which 28% were aging related.

3. Systems that monitor voltages or waveforms internal to electronic devices may be use-
ful in predicting imminent circuit failure.
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2.3 ElectricalDevices

The NPAR Program hasalsoaddressedtheagingofcircuitbreakers,relays,terminalblocks,
electricalpenetrations,and solenoidvalves.As indicatedinTableI.reportshavebeen issued
on thesedevicesinthesame contextas hasbeen previouslydiscussedforchargers,inverters,
and I&C components.Thatis,theoperatingexperienceisreviewedtodeterminethetypesof
failuresbeingencountered;thefailuremechanismsand modes areidentifiedand evaluated;and
thefailureeffectsareassessedtodeterminetheirsafetysignificance.From thisstructured
approach,an understandingor"agingisachieved,and themeans tomanage itseffectsare
developed.

Examplesofthisincludethefollowing:
I

NUREG/CR-4715: Normallyenergizedrelayssufferfrom more rapid
deteriorationthando deonergizedrelays.These failureswere largely
attributedtodeteriorationofthecoil.changesindimensionsofcertain
organiccomponents,and changesinthecharacteristicsoftimingdiaphragms
from thermaldeterioration.

NUREG/CR-5534: Cables,connections,and electricalpenetrationsarehighly
reliabledevicesundernormalplantoperatingconditionswithno evidenceof
significantincreasesinfailureratewithaging.Furthertestingisbeing
conductedtoevaluatetheeffectsofag/ngunderpostulatedaccident
conditions.

NUREG/CR-4819: OperatingexperienceshowsthatSOV malfunctionshave
beencausedbothby electricaldeter/orationof thesolenoidcoiland itslead
wiresand by mechanical,chemical,and radiationdegradationofcertainvalve
internalparts.Severalinspectionactivitieshavebeen identifiedasbeing
usefulindetectingand mitigatingtheeffectsofaging.

NUREG/CR-5844: Commonly usedinstrumentssuchasbellows,diaphragmsand
Bourdon Tubes areaffect_ciby similaragingmechanisms.These processesleadtoloss
ofcalibration,spurioussignals,orfalsealarms,or eventuallytocompletelossof
instrumentfunction.Theseinstrumentsaresusceptibletodamage from pressure
surgesorpulsationswithinthesystemtheyaremonitoringand theiroverallservicelife
isgenerallylimitedtoa finitenumber ofoperatingcycles,primarilydue tofatigue.

NUREG/CR-5762: The conclusionsofthisreportstatethatwhilecurrentnuclear
plantinspection,surveillance,and monitoringmethodsareeffectiveatdetectingand
mitigatingsome ofthedegradedconditionscausedby aging,improvedmethodsare
available.For instance,formoldedcasecircuitbreakers,themethodsofinfrared

temperaturemeasurementand vibrationtestingarerecommended. Additionally,itis
recommended thatthecurrentpracticeofinstantaneoustriptestingbe modifiedto
assurethattheinstantaneoustripoccurswithintheinstantaneousrangeby testsbelow
and abovethetriprange.
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TableI-NPAR ProductsRelatedtoECI

iiiiii i ii_ ill iiii ii Iii illli lli iiillsii i [ _ i i i SiS

ECI Component Reports
I I I I II II ] I 1 It IHIIITIr] ]llll |]l lilt[ [JlIV

i.BatteryChargersandInverters NUREO/CR-4564 (PhaseI)
NUREG/CR-5051 (Phase2)
NUREG/CR-5192 (Testing)

....................................... II ...............

2. CircuitBreakersandRelays NUREG/CR-4715 (PhaseI)
NUREG/CR4762 (Phase2)

-- . l_iflllll][i liiiii III I l _

3. l&C Components NUREOICR-5700 (PhaseI)
ii i i I iili[i ..............................

4. Reactor Protection System NUREG/CR-4740 (Phase 1)
I I 1!! I ..........

5. Solenoid Operated Valves NUREG/CR-4819, Vols. I & 2 (Phase
I)
NUREG/CR-5141 (Phase 2)

ILl III IIIII II I I I I I iiiiiiiiiii • . -- _ II

6. Batteries NUREG/CR-4457 (Phase 1)
NUREG/CR-5448 (Seismic Testing)

.... iiiiiiiii1[11 I IIIll II I I I !

7. BistableslSwitches NUREG/CR-4992
(Multi-stage switches only)
NUREG/CR.5844

nlnll ]1 IIIIII I I I I i ]ITI

8. Pressure Transmitters NUREG/CR-4257, Vol. 2
ii iii ii ii iiiiiiiii ii I I I i[i ]1 iiiiiui i i

9. Electrical NUREG/CR.5334 (Testing)
Penetrations/Connectors, Cables NUREG/CR-5461

I1[ _ I illl

10. Pressure Sensors NUREG/CR.5383
Jl[lllll I I I IIIIII II I i i iiii iiiiiiii I III II II iiiiiiii iiiiiiiii I i

11. RTDs/Temperature Sensors NUREG/CR-4928 (Phase 1)
NUREG/CR-5560 (Phase 2)

_ "_" iii i ii ii i IIill ......

3. CONCLUSION

This paper has described the work that has been completed through the U.S. NRC's NPAR
Program for electrical, control, and instrumentation (ECI) used in nuclear power plants.
Examples of the specific research results applicable to this meeting have been provided,
recognizing that each of the studies associated with the various ECI components contains a
large amount of information. The results of this research, however, has indicated that the aging
process is significant for ECI devices and must be aggressively managed in nuclear power plants
to maintain its required high reliability. Means for detecting, monitoring, and mitigating the
effects of aging are available and have been identified through this research program.
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HISTORY

In April 1989, the NRC issued InformationNotice89-42, "Failureof Rosemount

Models I153 and I154 Transmitters,"to alert the industryto a seriesof

reportedfailures of these pressureand differentialpressuretransmitters

manufacturedby RosemountIncorporated. Rosemountdeterminedthat the failure

mode was due to a gradualloss of fill-oilfrom the sealed sensingmodule of

the transmitter. On March 9, 1990, the NRC issuedBulletin 90-01,which

requestedthat licenseespromptlyidentifyand take appropriatecorrective

action for Models I153 seriesB and D, and Model I154 transmitters

manufacturedby Rosemountthat may be, or have the potentialfor leakingfill-

oil. During the summerand fall of 1990, the NuclearManagementand Resources

Councilsurveyed the industryto gatherdata on all installedRosemountModel

I153 and I154 transmittersand safety-relatedModel ll51 and I152 transmitters

at commercialnuclearfacilities. NUMARC also requesteddata on all suspected

or confirmedfailuresof Rosemounttransmittersattributedto a loss of fill-

oil from these same facilities. The NRC issuedthe Supplementto Bulletin90-

Ol on December 22, 1992.

NRCSTAFFACTIONS

The NRC staff reviewedthe Rosemounttransmitterloss of fi_I_il issu_ by

analyzingdata gatheredfrom (1) licenseeevent reports, (_')the iJ,:nsee's

responsesto NRC Bulletin90-01, (3) technicalinformationpw_o_.;!,_by

Rosemount,(4) site visits, {5) NUMARC Report91-02, "SummaryReport of NUMARC

Activitiesto AddressOil Loss in RosemountTransmitters,"and (6) numerous
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meetingswith representativesfrom the industry,NUMARC,and Rosemount. The

NRC became concernedabout this complextechnicalissue becausethe failureof

the transmittercould occur and remainundetectedwhile the transmitterwas in

serviceand could be a commonmode failure. Documentationindicatedthat the

transmitterfailuresresultedfrom a failureof a glass-to-metalseal inside

the sensorwhich allowedfill fluid to leak out of the sensor at a very slow

m rate. When this conditionoccurs,the transmitterperformancegradually

deterioratesand may lead to failure.

The staff has reviewedlicenseeresponsesto NRC Bulletin90-01 and concluded

that the actionstaken as a resultof the bulletinhelped to improvethe

safety of operatingreactorsby reducingthe susceptibilityto Rosemount

transmittersdue to a loss of fill-oil. This was accomplishedmainly by

promptinglicenseesto remove Rosemounttransmittersthat were installedin

the reactorprotectionsystemsor engineeredsafetyfeature actuationsystems

that the manufacturerfound to have a high failurefractionresultingfrom a

susceptibilityto a loss of fill-oil. The licenseealso was to evaluate

againstappropriateoperabilityacceptancecriteriathose transmittersthat

were suspectedof exhibitingsymptomsof a loss of fill-oilwhen reviewingthe

plant'shistoricalrecordson the calibrationof these transmitters. The

licenseesestablishedenhancedsurveillanceprogramsby consideringvarious

diagnosticproceduresincludingtrendingcalibrationdata, trending

operationaldata, revie_ingtransmitterperformancefor sluggishtransient

response,and conductingprocessnoise analysis.

During the licenseeresponseperiodto Bulletin90-01, NUMARC surveyedall
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utilitiesto collectdata on all installedRosemountModel 1153 and 1154

transmitters,and on RosemountModel 1151 and 1152 transmittersinstalledin

safety-relatedsystems. The staff reviewedthe data collectedby NUMARC and

two of the objectiveswere to evaluatesurveillanceissues regardinglicensees

responsesin implementingthe enhancedsurveillanceprogramrequestedby the

staff in the bulletin,and to determineif any other insightscould be drawn

from this data. BrookhavenNationalLaboratory(BNL) assistedthe staff in

evaluatingthe data by assessingthe failurerates for varioustypes of

transmittersby operatingpressure,time in service,and suspector nonsuspect

lot classification.BrookhavenNationalLaboratory(BNL) providedthe staff

with the report, "Evaluationof Surveillanceand Technical IssuesRegarding

RosemountPressureTransmitterLoss Fill-OilFailures,"December20, 1991. In

addition,the staff consideredthe effectsof the various failurerates on the

potentialfor anticipatedtransientswithout scram (ATWS).The staff concluded

that estimatedunavailabilitiesand the associatedimpact on ATWS frequency

could be very sensitiveto changes in the transmitterfailurerate.

In evaluatingthis issue,the staff confirmeda relationshipbetweenoperating

pressure,time-in-service,and failurerate. A high operatingpressurewas

the most dominant factor leadingto a loss of fill-oil.

With respectto time-in-service,it was seen that transmittersthat had been

in servicefor less than 60,000 psi-months,exhibitedhigher failurerates

than transmittersthat had been in servicefor more than 60,000psi-months.

Transmitterlots were classifiedas suspector nonsuspect. All suspectlots
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as defined by Rosemountcontainedat least one confirmedfailureand possibly

more, dependingon the size of the lot. If all other factor_were assumed

equal, suspectlots had higher failurerates than nonsuspectlots. However,

when pressure applicationor time-in-servicewas considered,the

classificationby suspector nonsuspect lot was of lesser importance.

Throughoutthis evaluationperiod,the staff found that the number of Model

1151 and Model 1152 transmitterswhich were confirmedas failingdue to a loss

of fill-oil,was very small given their operatingexperience,and thereforeis

sufficientlylow to be of minimumconcern.

The staff concernthroughoutthe evaluationof this issue is the need to

determinewhetheror not the Rosemounttransmittermeets currentcriteriaas a

reliablecomponentfor which failurescan be readilydetected.GeneralDesign

Criteria21, "ProtectionSystem Reliabilityand Testability"in AppendixA to

Part 50 of Title 10 of the Code of FederalRegulationsrequiresthe protection

system to be designedwith high functionalreliabilityand with a capability

to permit periodictestingof its functioningwhen the reactoris in

operation. This requirementensuresthat the licenseecan readilydetect

failuresof subcomponentsand subsystemswithin the protectionsystem and can

readilydetect loss of the subsystemswithin the protectionsystem and can

readilydetect loss of the requiredprotectionsystemredundancywhen it
i

Occurs.

In I0 CFR 50.55a(h),the NRC requiresthat protectionsystemsmeet the

Instituteof Electricaland ElectronicsEngineersStandard,"Criteriafor
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ProtectionSystems for NuclearPower GeneratingStations", IEEE-279. In

IEEE-279,the Standardstatesthat means shall be providedfor checking,with

ahigh degree of confidence,the operationalavailabilityof each input sensor

during operation. To achievea high functionalreliability,a transmitter

must have a low probabilityof failurewhile it is operating. Furthermore,

failuresshould be readilydetectable,commensuratewith the safety function

whi]e the transmitteris in operation.

Upon reviewingthe analyses,evaluations,and historicaldata on the loss of

fill-oil,the staff concludesthat actionsrequestedby the pr_viou_bulletin,

90-01 were not extensiveenough to ensurecompliancewith the regulations

requiringthat the transmittersachievethe desiredhigh functional

reliability. Hence, the promulgationof the Supplementto Bulletin90-01,

puttingforth the followinglicenseerequestedactions.

REQUESTEDLICENSEEACTIONS

All holdersof operatinglicensesfor nuclearpower reactorshave been

requestedto act upon two major actionitems.

The first action item requiresthat the licensee"review plant records and

identifyany RosemountModel 1153 Series B, Model 1153 Series D, and Model

1154 transmittersmanufacturedbeforeJuly 11, 1989, that are used or may be

used in the future in either safetyrelatedsystemsor systems installedin
i

accordancewith 10 CFR 50.62 (theATWS rule). Associatedwith this action is

the responsibiltyto:
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a. Expeditiouslyreplace,or monitorfor the life of the transmitteron a

monthly basis using an enhancedsurveillancemonitoringprogram for

transmittersthat have a normaloperatingpressuregreaterthan 1500 psi and

that are installedin reactorprotectiontrip systems,ESF actuationsystems

or ATWS systems.

b. Replace or monitorfor the life on a quarterlybasis using an enhanced

surveillancemonitoringprogram,any transmittersthat have a normal operating

pressuregreaterthan 1500 psi and that are used in safetyrelated

applicationsbut are not installedin reactorprotectiontrip systems,ESF

actuationsystems,or ATWS systems.

c. Replace or monitorusing an enhancedsurveillancemonitoringprogram,until

the transmitterreachesthe appropriatepsi-monththresholdcriterion,any

transmittersthat have a normaloperatingpressuregreater than 500 psi and

less than or equal to 1500 psi, that are installedin reactorprotectiontrip

systems,Esf actuationsystemsor ATWS systems.

The thresholdcriterionis 60,000psi-monthsor 130,000psi-monthsdepending

on the range code of the transmitter.

d. Replaceor monitor,using an enhancedsurveillanceprogramuntil the

transmitterreachesthe appropriatepsi-monththresholdcriterionrecommended

by Rosemount,any transmittersthat have a normal operatingpressuregreater

than 500 psi and less than or equal to 1500 psi and that are not installedin

reactorprotectiontrip systems,ESF actuationsystems,or ATWS systems.
o
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e. At licenseediscretion,excludefrom the enhancedsurveillanceprogramany

transmittersthat have a normal operatingpressuregreater than 500 psi and

less than or equal to 1500 psi that have reachedthe appropriatepsi-month

thresholdcriterionrecommendedby Rosemount.

f. At licenseediscretion,excludefrom the enhancedsurveillanceprogram any

transmittersthat have a normal operating pressureless than or equal to 500

psi.

The second action item requiresthe licenseeto; evaluate the enhanced

surveillancemonitoringprogramto ensure that the programprovides

measurementdata with an accuracyrange consistentwith that needed for

comparisonwith manufacturerdrift data criteriafor determiningdegradation

caused by a loss of fill oil.

Additionally,the followingreportingrequirementsare requiredfrom the

licensees.

ReportingRequirements

Within 60 days followingreceiptof the Supplementto Bulletin90-01, a

responsefrom the licenseecontainingthe followinginformationwas required:

I. A statementas to whetheror not the licenseewill take the actions

requested.

2. A list of the specificactionsthat the licenseewill complete for
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operatingreactors,includingjustificationsas appropriate,to meet action

item one, as previouslydiscussedin the the requestedactionssection.

3. The schedulefor completinglicenseeactionsto meet action item one of

requestedactions.

4. When completed,a statementconfirmingthat the requestedactions for

operatingreactorshave been completed.

5. A statementidentifyingthose actionsrequestedby the NRC that the

licensee is not taking and an evaluationwhich providesthe bases for not

taking the requestedactions.

The NRC staff is engaged in an on-goingprocessof reviewingthe responses

from the licenseesas they are received.
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ACTIONS
Analyzed Data Gathered From Various Sources

- Licensee Event Reports

- Licensee Responses to NRC Bulletin 90-01

!

-Information Provided by Rosemount

.- Nuclear Management and Resources Council
(NUMARC) survey

- Brookhaven National Laboratory (BNL) data evaluation



Relationship Between:

Operating Pressure
I

Time-In-Service

Failure Rate
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STAFF CONCERN

Need to determine whether or not ,,
transmitter meets current
criteria as a reliable component
for which failures can be readilyI

bo
o

'_ detected

- General Design Criteria 21
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REQUESTED ACTIONS

Non-Mature Replace or monitor with an enhanced surveillance

RPS/ESF/ATWS program on a monthly basis

Non-Mature Replace or monitor with an enhanced surveillance

Non-RPS/Non-ESF program on a quarterly basis

" Non-ATWS
O
t-..=

I

Mature Replace or monitor with an enhanced surveillance

RPS/ESF/ATWS program on a monthly basis

Mature Replace or monitor with an enhanced surveillance

Non-RPS/Non-ESF program on a quarterly basis

Non-ATWS

For operating pressure greater than 1500 psi



REQUESTED ACTIONS

Non-Mature (BWR) Replace or monitor with an enhanced

RPS/ESF/ATWS surveillance program on a monthly basis

(PWR) Replace or monitor with an enhanced

surveillance program at intervals no greater than

24 months

Non-Mature Replace or monitor with an enhanced surveillance

? Non-RPS/Non-ESFINon-ATWS program at intervals no greater than 24 months

Mature Enhanced surveillance program discretionary

RPS/ESF/ATWS Maintain ability to detect failures

Mature Enhanced surveillance program discretionary

Non-RPS/Non-ESF/Non-ATWS Maintain ability to detect failures

P

For operating pressure greater than 500 and less than or equal to 1500 psi



Non-Mature Enhanced surveillance program discretionary

RPS/ESF/ATWS Maintain ability to detect failures

Non-Mature Enhanced surveillance program discretionary

Non-RPS/Non-ESF Maintain ability to detect failures

Non/ATWS
!

O
(_
!

Mature Enhanced surveillance program discretionary

RPS/ESF/ATWS Maintain ability to detect failures

Mature Enhanced surveillance program discretionary

Non-RPS/Non-ESF/Non-ATWS Maintain ability to detect failures

For operating pressure less than or equal to 500 psi



REPORTING
REQUIREMENTS

Within 60 days:

A statement indicating whether licensee will take requested
actions

A list of specific actions that licensee will completeI
Lo
C)

I

The schedule for completing licensee actions

A statement confirming that Requested Actions have been
completed
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MODERNIZATION

Account of Requirements for Modernization in VPBER-600Enhanced Safety
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Regulatory Requirements for Replacement of Analog Systems With Digital
Upgrades
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Account of Requirements for Modernization
in VPBER-600 Enhanced Safety Reactor
Instrumentation and Control System

Development

Shashkin S.L., Pobedonostsev A.B., Drumov V.V.,
OKBMechanical Engineering, Nizhny Novgorod,

Russia
_hudin A.G.

Ministry of Nuclear Energy of Russian Federation,
Moscow, Russia

Abstract

Nuclear power plant (NPP) with VPBER-600 reactor is a
station of new generation. The specified term of reactor plant
operation is 60 years and taking into account that the proposed
term of starting the first power unit is on the turn of centuries
one can definitely state that for Russia conditions VPBER-600 is a
plant of 21.century. Such far removed term for NPP now in the stage
of development as it can seem does not not put the problems of
modernization as first order tasks. But "...who does not think
about future lives in the past". It is that NPP
instrumentation and control (I&C) system_ are in the
most degree subjected to the influence of factors which favor
their modifications. These factors can be arbitrarily divided

| into two groups:

- inner factors, i.e.changes (failures, aging, etc) in I&C
components as well as changes dictated by technologial
reasons (change of equipment composition, control algorithms,
operation modes);

- outer factors, i.e.intensive development of
information technologies and rapid improvement of electronic
components.

Arbitrarily,in the capacity of some stabilizing
factors,a constant of its kind, the requirements can be
accepted for I&Cs with account of safety codes.

The project of I&C for NPP with VPBER-600 is
developed with account of above circumstances. Such
approach somewhat enlarges the definition "modernization" which
is conventionally interpreted as change, improvement meeting
modern requirements, as of something obsolete and/or failured.
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For new projects of NPP I&C systems to which number, without
doubt, VPBER-600 refers it is proposed to extend the term
"modernization" to project stage also. This is actual with
account of real terms of designing new generation plants
requiring large volume of R&D.

Besides, with account of NPPs operation and age
factors of I&C components it is necessary to account also tor
conventional (traditional) interpretation of the term
"modernization".

In combination, I&C system modernization tasks for VPBER-600
are determined as specifications for the system which were
formulated already on initial conceptual studies of the project (See
Fig.l). Let us consider them in more detail.

i. Requirements to Modernization of I&C on Design Stage

A set of requirements to modernization of VPBER-600 new
generation plant during design stage forsees the possibility of the
system change and making improvements - control algorithms which
should be intoduced into the project subsequent to the results of
development of equipment, specifying the composition and operation
modes of NPP. These requirements are oriented, in general, on the
desingers of the system, on software - hardware, means and
technology of I&C designing "Simultaneously, these requirements and
their realization already on initial stages of the project have real
influence on solutions which are accepted and laid into the basis of
the project.

The main engineering solutions assuring the possibility of
realization of improvements on design stages are connected with
formulation of requirements for wide use of digital control means,
principles of block-module hardeware shaping, use of universal
(non-standard) interfaces and high level languages. These are
traditional requirements to I&C. The main task which is solved by
the set of requirements is the assurance of possibility of
realization of improvements by changing software without changing
hardware in combination with capabilities offered by decentralized
I&C grid structures.

Another set of requirements is oriented to the choice of I&C
system structure connected with decomposition of the system into
control complexes oriented on control object technological system.

Together with requirements concerning the possibility of
partial change of I&C system structure in the framework of
hierarchical and decentralized system architecture and "autonomy" of
controlling safety systems in the requirements are formulated in the
project for realization of reserves on computing capabilities,
number of in-outputs, and arrangement of additional hardware and
cables. Not less than 10% reserve is envisaged for the enumerated
components.
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For facilitating the changes in the system on the design
stage the task is set to use on different stages of control and
monitoring technical means' lines unified in respect to software
and hardware.

Among the requirements to I&C in NPP incorporating
VPBER-600 the task is formulated for compilation and realization of
a kind of "standard" of software independent I&C functioning
description. Simultaneously, for the stages of detailed
desinging in the framework of the project an attempt is made
to realize such approach for designing which would allow to
assure the unity of software-hardware means of desinging and
operation, an ideal result of which would be the transfer of
carrier information about software means - from designer to
NPP without recompilation, debugging and other procedures
concerning the software.

The corresponding requirements envisage obligatory
on plant verification of main solutions concering I&C.

As already noted, a set of requirements enumerated
in this Section is assigned to ensure making inprovements in
I&C project on design and commissioning stages before
putting NPP with VPBER-600 into commercial operation.

2. Requirements to I&C Modernization on Operation Stage

The requirements to modernization of I&C system are directed
towards assuring the possibility of the system change during
operation for realization of the following tasks:

- replenishment and replacement of technical means having
limited lifetime;

- improvement of I&C due to change in operation
procedures, modernization of operation and control
technology;

- replacement of failed and outdated equipment and
electronic components of I&C.

Reqirements to modernization of I&C for the time of
NPP with VPBER-600 operation are directed towards the
alleviation of operation conditions, planning of running
replacements, repairs and reconstruction of separate
elements and replacement of entire system as well.

For assuring replenishment of technical means having
limited lifetime the following is envisaged:

* choice of I&C equipment resources to the cycles
of I&C object functioning ; for example, divisible by the
transitions between reactor refuellings; this circumstance
is specially actual for control system sensors placed inside
containment and quard vessel;
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* changing non-detachable cable connections for
detachable ones; unification of signals' input/output of
sensors and secondary apparaturs;

* realization of metrological service by NPP
operating personnel in operating plant or in rigs and
fixtures.

For realization of improvements due to change of operation
procedures and equipment composition with the aim of optimization of
technico-economical indexes and introduction into the

operation praxis of novations the approach is envisaged
analogous to the approach considered in Section i.

Besides, it is envisaged that I&C system program and
technical complex, its technical and structural realization must I
provide for stage-by-stage realization by:

* changing separate instruments and blocks in
cabinets for new ones having large functional capabilities
without variation of cabinet design, inside wiring and
external interfaces;

* development (addition) of the systems composition,
modernization of its structure, arrangement of additional
equipment rooms reserved for this end.

For realization of basic I&C systems structure
necessitated by failures and aging processes technical
requirements are developed which take into account
many years unique experience of successful operation of
control systems in nuclear power plants of "Russia",
"Arctica" and other ice-breakers, where total operation
time of the control systems exceeds i00 reactor years.

It is envisaged that calculation for spares should
be done according to techniques having experimental
verification and taking into account statistical data
concerning aging and failures.

The ordering of spares should be done for the entire service
life and taking into account that element base of I&C has
limited production time a stock of spares should be
provoded.

It is envisaged also that aiming at lowering the possibility
of undetected failures the hardware diagnostics must be done
including interchangeable typical replacement element.

For planning future reconstruction and doing
statistical records the maintenance of automated data bases
for hardware failures and replacements is envisaged.
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3. Conclusions

The questions of I&C system of NPP with new generation
VPBER-600 are defined as specifications and cover both design stage

and period of coming operation.

These requirements are formulated with account of positive
operation experience of analogous and prototype systems and
are called to account for the peculiarities of creation and

operation of I&C systems for NPP.

All requirements accounting for the problems of
modernization in enlarged wording with covering design phase find

steady and purposeful realization in the project of NPP I&C for
enhanced safety VPBER-600 reactor.

Proposals for Future

In many aspects the tasks of modernization which the
I&C designer must solve are determined by correct and

error-free choice of software-hardware having steady line of

development, succession of various generations of the means.

This problem in turn, is closely associated with
multi-profileness of supplier and availability of wide I&C
realization markets what is absolute stimulus for

"suscessive" modernization and facilitating introduction of

innovations concerning I&C for NPP

Thus, the task of formulating technical requirements

accounting for I&C modernization already on the stage of NPP with
VPBER-600 control system designing in its complexity and importance
is near to the tasks which one has to solve at

scientific-engineering prognostication.

Therefore, in conclusion of the report for
generalization of I&C development experience, consideration

of promising solutions and prognostic estimation concerning

I&C development for NPP it is possible to recommend a series

of specialists' meeting under IAEA auspicies for
prognostication of I&C development for NPP. The following

questions are proposed for discussion:

- procedures for compilation prognoses, generalization of

experience and statistics, promissing development trends,

international standards applicability estimation,
international cooperation.
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I Modernization Requirements

_ For desing stage _ _ For operation stage

Use of digital Choice of lifetimecontrol technique divisible by of
plant functioning

Hardware-software Detachable cable Replenishment at

block-module connections limited lifetime
construction

-_ Inferfaces' Metrglogicalstandartization provlslon

_ Use of high level Modifications 1

programming in software
languages instead of in ---7

hardware
Partial
improvements

Software changing AdditionalMgK-880 standard places for I&C
extenisions

Input/output Accounting forreservation operation
experlence

_ Operation on I I

hardware lines I&C calculation
(unification) reconstruction

Order of I&C
Hardware "for stock"
independent
description of
functioning Automation of
Pecentralized data bases for
strucure failures and

replacements

-_ Possibility of
grid gain

_ Unity of

hardware means
of designing
and operation

Fig.l Structure of Requirements
for Modernization of I&C system for
New Generation NPP with VPBER-600
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REGULATORY

REQUIREMENTS FOR

REPLACEMENT OF

ANALOG SYSTEMS WITH

DIGITAL UPGRADES

Paul J. Loeser

NRC, USA
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OPERATING PLANTS ANALOG TO
DIGITAL RETROFITS

• The following is a sample of plants which have
implemented analog to digital replacement under
10 CFR 50.59:

Haddam Neck - full RPS/ESF changeout
Peach Bottom - Signal conditioning (processing)

portion of the RPS
Zion - Signal conditioning (processing)

portion of the RPS/ESF

• We believe a number of other plants are
performing similar modifications of varying
magnitudes under 10 CFR 50.59

• The following is a sample of plants that have
performed analog to digital modifications and
requested staff review:

Watts Bar - RTD Bypass
Sequoyah - RPS/ESF signal conditioning

(processing)
Turkey Point - EDG sequencer and RTD bypass
Haddam Neck - Aux. Feed controller
South Texas - Oualified Safety Parameter

Display System
ANO2 - Core Protection Calculator
Prairie Island - EDG sequencer
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WHY ARE PLANTS CONVERTING FROM

ANALOG TO DIGITAL SYSTEMS

• Analog systems are experiencing excessive drift

because of aging

• Vendors are discontinuing analog product lines

• Difficulty in obtaining product support for existing

systems, i.e., replacement components and service

• Some plants want to take advantage of digital

system flexibility
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ADVANTAGES OF

DIGITAL I&C UPGRADES

• Replace Aging I&C Systems

• Improve Surveillance Capabilities

• Improve Information for the Operator
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SAFETY CONCERNS

THE PRINCIPAL SAFETY CONCERN IS THE POTENTIAL

FOR UNDESIRABLE AND UNPREDICTABLE EFFECTS

ON DIGITAL SAFETY EQUIPMENT PERFORMANCE AS

A RESULT OF"

• PLANT ENVIRONMENT DURING NORMAL

OPERATION, ACCIDENTS, AND POST-

ACCIDENT CONDITIONS

• SUSCEPTIBILITY TO THE AMBIENT EMI/RF

ENVIRONMENT, OR BY EMISSIONS FROM

INSTALLED EQUIPMENT
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10 C.F.R. 50.59

(1) The holder of a license authorizing operation of a
production of utilizing facility may

(i) make changes in the facility as described in the
safety analysis report,

(ii) make changes in the procedures as described in
the safety analysis report, and

(iii) conduct tests or experiments not described in the
safety analysis report,

without prior Commission approval, unless the
proposed change, test or experiment involves a change
in the technical specifications incorporated in the
license of an unreviewed safety question.

(2) A proposed change, test or experiment shall be
deemed to involve an unreviewed safety question

(i) if the probability of occurrence or the
consequences of an accident or malfunction of
equipment important to safety previously evaluated
in the safety analysis report may be increased; or

(ii) if a possibility for an accident of malfunction of a
different type than any evaluated previously in the
safety analysis may be created; or

(iii) if the margin of safety as defined in the basis for
any technical specification is reduced.
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PROBLEMS INHERENT IN
DIGITAL SYSTEMS

• Due to the increased complexity of computer
system tasks it is much more difficult to verify
correct task performance under all possible
circumstances.

• Due to the increased complexity of computer
system software it is much more difficult to verify
freedom from programming error.

• Computer systems hardware uses a large variety
of very small but rather complex components
whose failure behavior is difficult to detect and
localize.

• Computers normally take advantage of some
standard tools such as their operating systems or
compilers, both during on-line operation or during
development; it is more or less impossible to get
such tools error free.

• Due to the complexity of computer system
software it is virtually impossible to demonstrate
high reliability of a software system.
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TECHNICAL CONCERNS WITH
DIGITAL SYSTEMS

• Common Mode Failure by Software: Similar or
identical software running on identical hardware in
multiple trains of redundant instrumentation.

• Sensitivity of digital based systems to plant
Environments:
• EMI
• RFI
• Temperature
• Power quality
• Grounding

• Effect on Safety Margins through input
consolidation.

• Possible lack of On-site experience
• troubleshooting
• problem recognition
• assimilation in plant

• Commercial Dedication
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PROPOSED STAFF POSITION

• All Digital Upgrades will require an

10CFR 50.59 Evaluation.

• Staff expects that items above the

threshold will fail the 50.59

evaluation, except in unusual

circumstances.

• Items below the threshold may or may

not pass 50.59 evaluation, based

upon merits of case.
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THRESHOLD SAMPLES

Above= • Reactor Trip System

(Prior NRC • ESF Actuation/Control System

Approval • PAM's (CAT 1)
probably

required)

• Staff Review Process Streamlined

• Topical Report Approval

• Previously Approved System
11_ IIInllll[I I I '11111.... I IIIIIIIIIIIIII .......... !.....IIIIIIIIIIIIIIIl/I

Below: • Non-Safety Systems

(Standard • Reactor Building Ventilation System

50.59 with Analog Backup
procedure.

• Modification to previously approved
Approval may

or may not be Digital system
requlred.) • PAM's (CAT 3)

• Balance of Plant Control Channels

(e.g.) water tank level and Feedwater

Control
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NRC STAFF REVIEW APPROACH

• Detailed review of system design and
Verification and Validation Program.

• Review of information on the software and
hardware history.

• Review of the specific nuclear plant
applications.

• Specific and detailed review of specific V&V
performed on software, including comparison
to ANSI/IEEE-ANS-7-4.3.2-1982.

• Thread audit of sample plant parameters.

• Software and Hardware systems review for
timing or Software/Hardware interface
problems.
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TECHNICAL CONCERNS WITH
DIGITAL SYSTEMS

• Common Mode Failure by Software: Similar or
Identical software running on identical hardware in
multiple trains of redundant instrumentation.

• Sensitivity of digital based systems to plant
Environments:
• EMI
• RFI
• Temperature
• Power quality
• Grounding

• Effect on Safety Margins through input
consolidation.

• Possible lack of On-site experience
• troubleshooting
• problem recognition
• assimilation in plant

• Commercial Dedication
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PROPOSED STAFF POSITION

• All Digital Upgrades will require an

IOCFR 50.59 Evaluation.

• Staff expects that items above the

threshold will fail the 50.59

evaluation, except in unusual

circumstances.

• Items below the threshold may or may

not pass 50.59 evaluation, based

upon merits of case.
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THRESHOLD SAMPLES

Above: • Reactor Trip System

(Prior NRC • ESF Actuation/Control System

Approval • PAM's (CAT 1)
probably

required)

• Staff Review Process Streamlined

• Topical Report Approval

• Previously Approved System
IIIII

Below: • Non-Safety Systems

(Standard • Reactor Building Ventilation System

50.59 with Analog Backup
procedure.

• Modification to previously approved
Approval may

or may not be Digital system
required.) • PAM's (CAT 3)

• Balance of Plant Control Channels

(e.g.) water tank level and Feedwater

Control
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NRC STAFF REVIEW APPROACH

• Detailed review of system design and
Verification and Validation Program.

• Review of information on the software and
hardware history.

• Review of the specific nuclear plant
applications.

• Specific and detailed review of specific V&V
performed on software, including comparison
to ANSi/IEEE-ANS-7-4.3.2-1982.

• Thread audit of sample plant parameters.

• Software and Hardware systems review for
timing or Software/Hardware interface
problems.
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SESSIONS

MODERNIZATION

Addressing the Susceptibility of Dtgttal Systemsto Electromagnetic
Interference

Ltfe Extension Activities and Modernization Strategies for Instrumentation
and Control Systemsof Research and PowerReactors tn Indta

Regulatory Perspective on Dtgttal Instrumentation andControl Systemsfor
Future AdvancedNuclear PowerPlants
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AJ3STRACT

Thispaperdiscussesthedevelopmentof the technicalbasisfor acceptancecriteriaapplicable
to the immunizationof digitalsDtemsagainstelectromagneticinterference(EMI). The work is
sponsoredby the U,S. NuclearRegulatoryCommiuion andstemsfrom the safety-relatedissues
that needto be addressedasa resultof the applicationof digital instrumentationand control
systemsin nuclearpowerplants. Dcaignersof digitalcircuitsare incorporatingincreasinglyhigher
clock frequenciesandlowerlogiclevel voltages,therebyleadingto potentiallygreater
susceptibilityof spuriousinterferencebeingmisinterpretedas legitimate logic. Developmentof
the technicalbasisfor acceptancecriteriato applyto thesedigital systemscentersaround
establishinggoodengineeringpracticesto ensurethat sufficientlevelsof electromagnetic
compatibility(EMC) are maintainedbetweenthenuclearpower plant'selectronicand
clcctromcchanical systems. First, good EMC design and installation practices arc needed to
control the emissionsfrom interferencesourcesand therebytheir impacton other nearbycircuits
andsystems.Second,a verificationandvalidation(V&V) programisneededto outlinethe EMI
teststo be performed,the associatedtestmethodsto be followed,and adequateacceptance
criteriato ensurethatthecircuitor systemundertestmeetsthe recommendedguidelines.V&V
shouldbe followedbyperiodicmaintenanceto assesswhetherthe recommendedEMi control
practicescontinueto be adheredto as partof the routineoperationof the nuclearpowerplant.
By following these steps, the probabilityof encountering safety.related instrumentation
susceptibility attributable to EMI will be greatly reduced.

1. INTRODUCTION

Instrumentationandcontrol(I&C) systemsin advancednuclearreactorsareexpectedto marc
extensiveuseof digitalequipmentandwill besignificantlydifferentfrom the currentanalog-based
designs.Digital signalscancarryanincreasedamountof informationasopposedto analog
signals,anddigitalequipmentgenerallyhasa muchfasterinformationprocessingcapabilitythan
itsanalogcounterpart. Thus,thewidespreaduseof digitalI&C systemsin the designof
monitoring,control,andprotectionsystemsis inevitableand,when properlyused,canbe expected
to improvebothsafetyand performancein nuclearpowerplants.

SeveralU.S. nuclearpowerplantshavereplacedselectedanalogsystemswith digitalsystems;
however,the completereplacementof all analogsystemsir_a plant hasnot beenperformed.
With the limitedoperationalexperienceof thenuclearindustrywith digitaltechnology,the full
extentof the susceptibilityof digital[&C systemsto electromagneticinterference(EM]) is
unknownandhenceof concernto the U.S. NuclearRegulatoryCommission(NRC). This
concernissafety-relatedand,therefore,is consistentwith the issuescitedin SubpartB of Part 52
of Title 10 of the Code of Federal Regulations (10 CFR Part 52). This issue has led the NRC
Office of Nuclear Regulatory Research to sponsor a research program for developing the
technical basis for acceptance criteriaspecific to the electromagnetic compatibility (EMC) of
digital I&C systems.
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2. OVERVIEW OF TECHNICAL BASIS

Digital technologyisconstantlyevolving,andmanufacturersof digital systemsare
incorporatingincreasinglyhigherclockfrequencies,fasteroperatingspeeds,and lowerlogic-level
voltagesinto theirdesigns.Recentexperiences(Hyne 1984;Oranchaket al. 1980;Hanson1989)
haveshownthat industrialsystemsusingthe fasterdigitallogicfamiliesgenerallyhavea greater
susceptibilityto the effects of EMI and, therefore, must be protected so that extraneous noise is
not misinterpreted by the hardware as legitimate logic signals. This _ue has led NRC to the
conclusion that acceptance criteria are needed to ensure that EMI problems are minimized in
nuclear power plants. The need for research was cited in Section 9.d of Enclosure I (List of
Research Needs that Require Early Attention) to the NRC Policy Issue SECY-91.273, "Review
of Vendors' Test Programs to Support the Design Certification of Passive Light Water Reactors."

Oak Ridge National Laboratory's (ORNL's) assistance in establishing the technical basis for
acceptance criteriato address the susceptibility of digital systems against EMI has thus far focused
on two primary areas: EMC practices and EMI verification and validation (V&V) techniques.
The development effort first concentrated on EMC design and installation practices to ensure
operational safety in equipment and then on EMI verification techniques to verify that the EMC
practicesdo indeedachievetheirintendedpurposc.A thirdarea,surge-withstandcapability
(SWC),isalsobeinginvestigatedtoensurethatdigitalI&C systemscanwithstandthetransients
typicallyencounteredinthenuclearpowerplantenvironment.However,theSWC investigation
isstillinthepreliminarystageandsowillnotbediscussedinthispaper.The end resultwillbe
recommendationsforacceptancecriteriaintendedtohelptheNRC staffestablishthepractices
andtechniquesacceptableforcomplyingwithNRC regulations.

For maximumbenefit,acceptancecriteriashouldfirstconcentrateon the establishmentof
goodengineeringpracticesthat will ensurethat sufficientlevelsof EMC aremaintainedbetween
thenuclearpowerplant'selectronicandelectromechanicalsystems.The goalhere is to reduce
the impactof interferencesourceson nearbycircuitsandsystems.Second,acceptancccriteria
shouldemphasizethe importanceof implementingwell-foundedV&V techniquesto demonstrate
that the engineering practices used are adequate to meet the desired design criteria. These
techniques should center around an EMI V&V program consisting of test criteria, their associated
test methods, and adequate acceptance criteria. With nuclear power plants' incorporation of good
EMC practices, followed up by EMI V&V, the probabilityof encountering safety-related
problemsassociatedwithEMI shouldbegreatlyreduced.

The research effort began with reviewing the EMl-related guides and standards currently in
widespread use for their applicability to digital systems. Also, a literature search was conducted to
ensure that all relevant information was included in the process. The ORNL investigators found
that the Institute of Electrical and Electronics Engineers, Inc. (IEEE) Standard 1050.1989, Guide
for Instrumentation and Control Equipment Grounding in Generating Stations--lor the most
part-does an adequate job of specifying EMC design and installation practices that are applicable
to the nuclear power plant environment. However, after uncovering some anomalies, exceptions
were taken to portions of IEEE Std. 1050-1989. Because the U.S. military branches regularly
incorporate digital systems into their hardware, Military Standard (MIL-STD)-461C,
Electromagnetic Emission and Susceptibility Requirements for the Control of Electromagnetic
Interference, and MIL-STD-462, Measurement of Electromagnetic Interference Characteristics, were
found to be reasonable points from which to begin an evaluation of relevant test criteria and methods.
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3. EIVICDF_IGN AND INSTALLATION PRACTICES

It is the opinion of the authors that the technical bMis for EMC design and installation
practicesshouldbe foundedon thosepracti_ outlinedin IEEE Std. 1050.1989.This standard
wwJldevelopedto provideguidancespecificto a powergeneratingplantfor the designof
groundingsystemsfor I&C equipment. This standardwu sponsoredbythe EnergyDevelopment
andPowerGenerationCommitteeof the ]EEE PowerEngineeringSocietyandapprovedbythe
]EEE StandardsBoardon February2, 1989. It shouldbe noted that the tern_ standardand8uide
are usedinterchangeablyin ]EEE Std. 1050-1989andstandarddoesnot implythat the practices
are to be required,as in its usualconnotation.

_,l Review of IEEE Std, 1050,1989

IEEE Std, 1050-1989 comprises eight sections, and the applicable technical content is
containedprimafllyin Section4 (Deaip Comidcratiomfor ElectricalNobc Minimization),
_tion 5 (Grounding), and Section 6 (Typical Grounding Requirzmcnla for Oenzmting Station
Appllcatiom). Ancillary information is contained in Sections I and 2 (Scope and Intnatuction),
Section 3 (Definitions), Section 7 (Tearing), and Section 8 (Bibliography). IEEE Std. 1050.1989
is comprehensive in that it covers both the theoretical and practical aspects of grounding and
EMC. Consequently, it can provide useful guidance to design engineers who lack an extensive
background in grounding and noise-minimization techniques. The authors of the guide do a
thorough job of describing EMI in the power generating plant environment.

IEEE Std. 1050-1989 is directed specifically toward grounding and noise-minimization
techniques for I&C systems in a generating station environment. Section 4 covers the gamut of
possible interference g_urces and the mechanisms by which noise can couple into equipment and
systems. Section 5 gives the reader background information on the fundamentals of a grounding
system, and Section 6 outlines the problems associated with designing typical grounding systems
for the power plant environment. Also included are references to practices specific to the
treatment of digital systems, which is of special concern to NRC. In particular, Section 6.6
addr_ the grounding of control circuits on the basis of their susceptibility to EMI. The
grounding and shielding practices for digital systems are described, along with the rationale used
in their selection.

3.2 _mplcnncnta_ _uments

IEEE Std. 1050-1989 is intended to be complementary to and complemented by IEEE
Std. 518-1982, IEEE Guide for the Installation of Electrical Equipment to Minimize Noise Inputs to
Controllers from External Sources, and IEEE Std. 665.1987, IEEE Guide for Generating Station
Ground/n$. These guides are referenced throughout IEEE Std. 1050-1989. Like IEEE
Std. 1050.1989, IEEE Std. 665-1987 was also sponsored by the Power Generation Committee of
the IEEE Power Engineering Society and identifies the grounding practices that have been
generally accepted by the electric utility industryand provides guidance in designing a safe and
effective groundingsystem. It is particularlythorough in its treatment of electrical bonding.
Sponsored by the IndustrialControl Committee of the IEEE IndustrialApplications Society,
IEEE Std. 518-1982 provides guidance for installing controllers and control systems to ensure
proper operation in their intended environment. In addition, the guide thoroughly covers

' ishield ng, grounding, and bonding techniques used to minimize noise on signal cables.
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IEEE Std. 518-1982 and IEEE Std. 665-1987 offer even greater detail and more effective
explanations than does IEEE Std. 1050.1989 on some topics. For example, Sections 4.3.3 and 5.4
of IEEE Std. 1050.1989 describe the grounding requirements for signal cable shields in a
somewhat incomplete style, whereas Section 4.4 on page 64 of IEEE Std. 518-1982 explains this
subject matter more effectively. Also, the treatment of bonding (i.e., the interconnection of
conductive parts so u to maintain a common electrical potential) is not concise in IEEE Std.
1050.1989; references to bonding in the discussions on groundingsystems are vague and lack
sufficient detail. Fortunately, Section 5.2 of IEEE Std. 665.1987 coven the subject in
considerably greater detail.

3.3 FjrtdinD on IEEE Std. 105o.1_

The ORNL investigaton found that IEEE Std. 1050.1_or the most pan.-_ accurate in its
treatment of EMC design and installation practices and applicable to the nuclear power plant
environment. Some exceptions have been taken, and these will be reviewed thoroughly before
final recommendations are made. Several enhancements have also been suggested to improve the
understanding and usefulness of IEEE Std. 1050-1989. The enhancements are meant to be
helpful but are by no means necessary. The particularsof the exceptions and enhancements will
be discussed in NUREG/CR-5941 (Ewing and Konah), which will cover the activities of the
entire development effort and is scheduled to be published in June 1993. Associated guides, like
IEEE Std. 518.1982 and IEEE Std. 66.5.1987,may also be helpful but should be used only in a
manner consistent with acceptance criteria based on IEEE Std.1050-1989.

4. EMI VERIFICATION AND VALIDATION

It is the opinion of the authon that MIL.STD.461C, Electromagnetic Emission and
Susceptibility Requirements for the Control of Electromagnetic Interference, and MIL-STD.A62,
Measurement of Electromagnetic Interference Characteristics, are applicable to the needs of the
nuclear indmtry. MIL-STD-461C and .462 were developed for me by U.S. Depanm,:nt of
Defense agencies to evaluate electromagnetic compatibility. Applying to both equipment designs
and procurement specifications, the purpose of the standards is to ensure that equipm_:nt and
subsystenu are compatible with their intended electromagnetic operating environment and that
EMI effects are considered early in the design process.

4.1 l_eview of MIL-STDS

MIL-STD-461 and -462,tint i.ued in 1967, were intended toconsolidate the requirements
and teat methods for the Army, the Navy, and the Air Force. The tri.services have since revised
MIL-STD.461 such that it has become three separate documents under a single cover. The first
two revisions, MIL-STD-461A and MIL-STD-461B, were _ued on August 1, 1968, and April 1,
1980, respectively. They focus on establishing separate test requirements for each military service
branch. The third and most recent revision was released on August 4, 1986, as MIL-STD. 461C,
This revision updated the standardto include electromagnetic pulse (EMP) requirements and
changed the test limits for some existing requirements.

MIL-STD-462 has aho been updated. Because each ofthe service branches adopted separate
test requirements, modifications of the MIL.STD-462 test methods soon followed. To date, the
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original version has been superseded by six "Notices" designed to modify MIL-STD-462 to the
unique requirements of the Army, the Navy, and the Air Force. Notices i and 2 were released by
the Air Force on August 1, 1968, and May 1, 1970, respectively. Notice 1 corrected grammatical
errors and modified the structure of the document. Notice 2 made changes to some of the test
procedures and redefined the applicabilityof others. Notice 3 was released on February 9, 1971,
by the Army as a complete, stand-alone document to meet their requirements. Notice 4 was
released by the Navy on April 1, 1980, to adda test method for evaluating the susceptibility of
equipment to common-mode currents, The most recent releases were issued as Notice 5 on
August 4, 1986, for the Navy and Notice 6 on October 15, 1987, for the Air Force. Notices 5 and
6 include the new EMP test methods, along with changes to existing test methods.

MIL.STD.461C establishes the emission and susceptibilityrequirements for electronic,
electrical, and electromechanical equipment and subsystems. The standard ensures that control of
both conducted and radiated interference are addressed over the frequency range 30 Hz to
40 OHz. It also provides a basis for evaluating the electromagnetic characteristics of equipment
and subsystems by setting operational test limits. The requirements of MIL-STD-461C are
typicallyapplicable only as specified in the contractingagreement between a private enterprise
and the government. MIL.STD.462 establishes the procedures to be followed in making test
measurementsto determinethe electromagnetic characteristicsof the equipmentor subsystem
under test. MIL-STD.462 also specifies the test equipment, setup, and grounding configuration
requirements to ensure meaningful and repeatable test data.

Unless explicitly stated otherwise, the applicabilityof the MIL-STD-461C test requirements
depends on the class designation assigned to the equipment or subsystem under review.
MIL-STD-461C consists of 10 parts that describe the requirements for different classes of
equipment and subsystems according to their mission, platform, and intended environment. Part 1
of MIL-STD-461C establishes the general documentation and design requirements, and Parts 2
through 6 cover the requirements for equipment andsubsystems installed in critical areas. Parts 7
through 10 cover support and miscellaneous general.purpose equipment. The equipment and
subsystem class designations and their applicableparts in MIL-STD.461C are shown in Table I.

The MIL-STD.461C test requirements are specified by alpha-numeric codes, as shown in
Table If. The first designation declares the requirementas either radiated (R) or conducted (C)
and the second designation specifies whether it covers emissions (E) or susceptibility (S). A
unique method (UM) assignment is given to requirements that do not fall into these predefined
designations. The alphabetic notation is followed by a numberingsystem that is specific to the
particular test requirement. The test methods corresponding to the MIL-STD-461C requirements
are described in MIL.STD-462 and are designated by the same alpha-numeric codes.

4.2 Findings on Test R©ouirementsandTest Methods-

MIL-STD-461C and .462 were developed as measures to rate the required electromagnetic
compatibility of equipment and subsystems accordingto their intended electromagnetic
environments. The standards have been used successfullyby the military for many years and are
commonly referenced in commercial applications as well. As related to the needs of NRC, the
scope of the ORNL development effort has focused on only the susceptibility test requirements in
MIL-STD-461C and their associated MIL-STD-462 test methods, shown in Table Ill.
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TableL MII_S'IT)-461Cequipmentand subsystemclassesvsapplicablepans
,, , .......................

Class Description Applicable
parts

i i ii .... i ii i iiiiiiii i ii itlll iiiiii ii iii + : iiiiiii iii 11111111

A Equipmenlandsubsystemswhichmustoperatecompatiblywheninstalledincritical
areas,suchasthefollowingplatformsandinstallations:

t iii i ii 14 i! i i i iii

A[ Aircraft (includingassociatedgroundsupportequipment) ..... 2 +iii i

A2 Spacecraftandlaunchvehicles(including_ated groundequipment) 3i l llll ill lltl llllll TFL:I II l!l l]l[lJ l Ill l lllllll IIHIlIII I : I lllllll I 111 1111 .... 111

A3 Groundfacilities(fixedandmobileincludingtrackedandwheeledvehicles) 4
...... i]iiii i iiii i ii ii ii llfllllllll llllm llllr[llliii i i ii i ii]ii+[ Nil iii ii i iiii I

I

A4 Surfaceships 5
iiii i i i i _ :± i [ i ii iii iiiiiiii _ iii ii iiii i i i i i i ( i_ - :_ i _jrj : - j_j]

A5 SubmaIines 6
] _. i ii i iii i i t ....

B Equipmentandsul:_stemswhichsupporttheClassA equipmentandsubsystemsbut 7
willnotbephygcallylocatedincriticalgroundareas.Examplesareelectronicshop
maintenanceandtestequipmentusedinnoncriticalareas,theodolites,navaids,and
similarequipmentusedinisolatedareas.

C Miscellaneousgeneralpurposeequipmentandsubsystemsnotusuallyassociatedwith
a specificplatformor installation,suchasthe followingspecificitems:

ii ii iiii iiiii L ii i i i • i JEtt 11111 r

CI Tacticalandspecialpurposevehiclesandengine.drivenequipment 8
r

C2 Enginegeneratorsandassociatedcomponents,uninterruptiblepowersetsand 9
mobileelectricpowerequipmentsupplyingpowerto orusedincriticalareas

ii i, !, i i ii iiii i !111 ull,i iii!1 ii i i i1_111!11 iii ii i

C3 Commercialelectricalandelectromechanicalequipment 10
................... iii iiiii i mllll

Some of the MIL-STD-461C susceptibility test requirements were found to be directly
applicable to digital equipment. Tabular information characterizing the applicability of the
MIL-STD-461C test requirements venus equipment and subsystems is available in two formats,
according to the different classes of equipment and subsystems. Data entries are sometimes

presented in tables that compare the applicability of the test requirements to an entire class of
equipment or subsystems. Conversely, the data are sometimes tabulated in a manner that
compares the applicability of the test requirements to specific types of equipment within a class.
For the sake of this research effort, the second format proved to be the more useful because
"digital equipment" was one of the types of equipment being compared to the requirements.

The information in MIL-STD-461C specifically pertinent to the susceptibility test
requirements for digital equipment can be extracted and compiled for four classes of equipment
and subsystems: platforms for aircraft (A1), ground facilities (A3), surface ships (A4), and
submarines (A5). Although the resemblance of these platforms to a nuclear power plant is not
immediately apparent, a comparison of their test requirements gives some insight into the
commonality of specific test requirements for digital equipment.

Table IV summarizes the susceptibility requirements in MIL-STD.461C that apply to
particular classes of digital equipment. The entries in the table denote the relationship between
the classes and the requirements. Depending on the type of entry, the extent to which any given
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Table IL _IC emission and susceptibility requirements
,,

Requirement" Description

CE01 Conducted emissions, power and interconnectingleads, < 15 kHz

CE03 Conducted emissions, power and interconnecting leads, 0.015 to 50 MHz

CE06 Conducted emissions, antenna terminals, 10 kI-Izto 26 GHz
i

CE07 Conducted emissions, power leads, spikes, time domain
,i

CS01 Conducted susceptibility, power leads, 30 Hz to 50 id-Iz

CS02 Conducted susceptibility, power and control leads, 0.05 to 400 MHz

CS03 Intermodulation, 15 kI-Izto 10 GHz

CS04 Rejection of undesired signals, 30 Hz to 20 GHz

CS05 Cross-modulation, 30 Hz to 20 GHz

CS06 Conducted susceptibility, spikes, power leads

(2SO7 Conducted susceptibility, squelch circuits

CS09 Conducted susceptibility,structure (common mode) current, 60 Hz to 100 kHz

CS10 Conducted susceptibility, damped sinusoidal transients, pins and terminals,
10 id-Iz to 100 MHz

,,

CSll Conducted susceptibility, damped sinusoidal transients, ca01es, 10 kHz to
100 MHz

RE01 Radiated emissions, magnetic field, 0.03 to 50 kHz

RE02 Radiated emissions, electric field, 14 kHz to 10 GHz

RE03 Radiated emissions, spurious and harmonics, radiated technique

RS01 Radiated susceptibility, magnetic field, 0.03 to 50 kHz

RS02 Radiated susceptibility, magnetic and electric fields, spikes and power frequencies

RS03 Radiated susceptibility, electric field, 14 kHz to 10 GHz
, ,i i

RS05 Radiated susceptibility, electromagnetic pulse field transient

UM03 Radiated emissions and susceptibility, tactical and special purpose vehicles and engine-driven
equipment

UM04 Conducted emissions and radiated emissions and susceptibiliLy,engine generators and associated
components, uninterruptible power sets and mobile electric power equipment

UM05 Conducted and radiated emissions, commercial electrical and electromechanical equipment

"C = conducted, E = emission, R = radiated, S = susceptibility, and UM = unique method.
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Table HI. _-461C suscepu'bility requirements

Requirement' Description

CS01 Conducted susceptibility,power leads, 30 Hz to 50 kFlz

CS02 Conducted susceptibility, power and interconnecting control leads, 0.05 to 400 MHz

CS03 Intermodulation, 15 kI-Iz to 10 GI-Iz

CS04 Rejection of undesired signals, 30 Hz to 20 GHz

CS05 Cross-modulation, 30 Hz to 20 GHz

CS06 Conducted susceptibility, spikes, power leads
,,

CS07 Conducted susceptibility, squelch circuits

CS09 Conducted susceptibility, structure (common mode) current, 60 Hz to 100 kHz

CS10 Conducted susceptibility, damped sinusoidal transients, pins and terminals, 10 kHz to 100 MHz ,,,,

CSli Conducted susceptibility, damped sinusoidal transients, cables, 10 kHz to 100 MHz

RS01 Radiated susceptibility, magnetic field, 0.03 to 50 kHz

RS02 Radiated susceptibility, magnetic and electric fields, spikes and power frequencies

RS03 Radiated susceptibility, electric field, 14 kHz to 10 GHz

RS05 Radiated susceptibility, electromagnetic pulse field transient

UM03 Radiated emissions and susceptibility, tactical and special purpose vehicles and engine-driven
equipment

,,=

UM04 Conducted emissions and radiated emissions and susceptibility, engine generators and associated
components, uninterruptible power sets and mobile electric power equipment

C = conducted, R = radiated, S = susceptibility, and UM = unique method.

Table IV. _-461C requirements vs classes for digital equipment"

Susceptibility
requirement" Aircraft Ground facilities Surface ships Submarines

CS01 YL YL Y Y

CS02 Y Y Y T

CS03

CS04
,,,

CS05

CS06 Y Y Y Y

CS07

CS09 YL YL YL

CS10 T T T

CSll YL YL

RS01 YL Y Y
,

RS02 YL Y Y

RS03 Y Y Y Y

RS05 YL Yr.,

"Y = applicable, YL = applicable with limitations, and T = tailored on a case-by-case basis.

C = conducted, R = radiated, and S = susceptibility.
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requirement is applicable and the level to which the associated test limit will be imposed can vary.
A Y entry denotes that the requirement is applicable and the limit shall be met by using the test
method described in MIL-STD-462. A YL entry denotes that there are limitations in the
applicability of the test requirement, and a T entry denotes that the applicability of the
requirement will be determined on a case-by-case basis. Absence of an entry means that the test
requirement is not applicable.

With the evaluation criterion that a requirement must be applicable to multiple classes of
equipment before it can be termed generally applicable, the susceptibility requiremerts in
Table IV can be narrowed. The test requirements listed in Table V meet this evaluation criterion
and are suggested for consideration as test criteria to evaluate the susceptibility of digital
equipment in nuclear power plants. The rationale for the selection of the susceptibility criteria in
Table V is that NRC can take advantage of the tri-services' experience in evaluating digital
equipment. A critique of the test criteria indicates that they are applicable to a nuclear power
plant environment and also address the specific concerns of NRC. These susceptibility criteria
cover conducted and radiated interference, transients, exposure to both electric and magnetic
fields, and noise entry through the power and control leads. By specifying these susceptibility
criteria and their associated test methods, a conclusion can be reached as to whether equipment
and subsystems can be expected to function properly in their intended electromagnetic operating
environments.

The test methods specified in MIL-STD-462 are applicable to the evaluation of the
susceptibility of digital systems in nuclear power plants only to the extent that they follow the test
requirements; they are just the means by which compliance can be demonstrated. The
MIL-STD-462 test methods have become well developed through the years and are generally
accepted in industry. This acceptance would make their adaptability to a V&V program relatively
easy and inexpensive because many laboratories already have the necessary test equipment and
are familiar with the test procedures.

4.3 Findings on Acceptance Criteria

The acceptance criteria in MIL-STD-461C are specified according to the particular application
and the expected electromagnetic environment in which equipment and subsystems must operate.
This environment mayvary from low-interference levels at ground-based locations to extremely

TableV. ApplicableC susceptt_oilitycriteriafor digitalequipment

Requirement" Description

CS01 Conducted susceptibility, power leads, 30 Hz to 50 kHz

CS02 Conducted susceptibility, power and interconnecting control leads, 0.05 to 400 MI-lz

CS06 Conducted susceptibility, spikes, power leads

RS01 Radiated susceptibility, magnetic field, 0.03 to 50 kHz

RS02 Radiated susceptibility, magnetic and electric fields, spikes and power frequencies

RS03 Radiated susceptibility, electric field, 14 kHz to 10 GI-lz

"C = conducted, R = radiated, and S = susceptibility.
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harsh levels on the decks of aircraft carders. In past surveys of nuclear power plant environments
(Cirillo and Prussel 1986), the levels of radiated emissions from most equipment were found to be
moderate or below. Nevertheless, equipment was identified that could not operate reliably in its
intended environment. From the results of these surveys, it is reasonable to assume that a
nuclear power plant can be categorized as an industrial environment, with its electromagnetic
ambient being considerably less harsh than a typical military environment.

In areas where digital systems will be installed, the radiated and conducted emission levels
should be measured and the susceptibility criteria established accordingly. Acceptance criteria
that are less stringent than those specified in MIL-STD-461C will allow the avoidance of
unnecessary test costs and modifications in equipment designs. The acceptance criteria for the
nuclear power plant environment should be based on susceptibility levels developed from radiated
and conducted emission profiles anticipated at various sites. The profiles will provide an
assessment of the ambient electromagnetic environment; a safety margin can then be added to
ensure the operability of the equipment and subsystems. This type of approach will help in
establishing acceptance criteria that are both appropriate and realistic.

Of the environments described for the classes of military equipment and subsystems, the
noncombat ground facilities environment most closely resembles that of a nuclear powex_plant.
Thus, the MIL-STD-461C acceptance criteria specified for noncombat ground facilities (or some
variation thereof) could be used in the interim for nuclear power plant environments until
acceptance criteria ba._ed on actual nuclear power plant profiles can be established. These
acceptance criteria were found to be representative of the criteria already informally accepted in
the nuclear industry, and are at least equal to or slightly more stringent than the proposed
American National Standards Institute (ANSI) C63.12 (ANSI 1987) immunity criteria in the areas
common between the ANSI standard and the MIL-STDs.

5. SUMMARY

This paper has detailed the effort to date to develop the technical basis for evaluating the
susceptibility of digital I&C systems to EMI. To summarize, IEEE Std. 1050-1989, with minor
exceptions, was found to provide good EMC design and installation practices. As an added
precaution, periodic maintenance checks would ensure that the EMC design and installation
practices continue to perform their intended function. Specific MIL-STD-461C test criteria and
their associated MIL-STD-462 test methods were found to form the basis for an EMI V&V
program. Also, interim acceptance criteria based on the MIL-STD-461C criteria for noncombat
ground facilities could be established for the test criteria until adequate measurement data can be
compiled to profile the electromagnetic ambient environment in nuclear power plants. By
following this approach, we believe that a greatly reduced probability of encountering EMI-
associated problems with upgrades to digital I&C systems could be realized.

0
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ABSTRACT

Basedon threeandhalfdecadesof experiencegainedin theoperation andmaintenanceof
InstrumentationandControl Systemsof nuclearreactorsin India.specificinvestigationswere madeto
understandvariousaspectsof aging.The analysisof the failure ratesof variousinstruments,plantoutage
figuresandobsolescenceof componentshavenecessitatedthe replacementof instrumentation to
improvethercliabiltyandperformancc.Thcagingmodclsavailablcwcrc uscd[o dctcrmincthe extentof i
performancedegradationandto formulatemaintenancestrategies.Thenuclearinstrumentationof the
agingresearchreactorsat BhabhaAtomic ResearchCentre (BARC) hasbeen replacedwith high
reliabilityequipmentusingmodernintegratedcircuits.This hasrcsultcdin animprovementin the mean
time betweenfailure(MTBF) bya ['actorof five.The ncutronicinstrumentationof Fast BreederTest
Reactor(FBTR) atMadrasiscurrentlybeingupgradedwith the introductionof microprocessorbased
safetyunitsfor reactvitycomputationandonline testingof safetylogicwith Fine ImpulseTechnique.
The operatingexperiencehasalsoindicatedthe necessityof developingonline surveillancemethodsand
statusmonitoringof varioussystemsto detectaging.Online cableinsulationmeasurementtechniqueand
noiseanalysismethodsfor vibrationmonitoringhavebeendeveloped.Campbcllmethodof signal
processinghasbeensuccessfullyusedin extendingthe useful life of LocalPowerRange monitorsin the
BoilingWater ReactoratTarapur. In order to improvereliability,accuracyandprovideefficient man
machine interface, microproccssor based systems with online testing features have been installcd in
power reactors. These include the high performance reactor regulating system and centralised radiation
monitoring systems commissioned at Kakrapara power station. The paper describes the above systems

and the modernisation strategies for nuclear instrumentation and control.
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I AGING D__ON :

1.1 Assessment

The agingassessmentandm_Jclling uredone by :

a) Analysisof the opcr;itingexperiencercg;irdingthe failurer;ltc andperf()rm.nce dcgrad;ttion
of components.

b) Reviewingthedesignfeaturesof anagingcomponentin termsof the const4uction material
used,the qualitycontrolmeasuresadoptcdduringfabrication,impactof the stre_,_esto which
it isexposedundernormaland .ccitlcntal conditionsandinvestigationof the usageof the
component asper its specification.,;.

c) Conducting accelerated_tgingtestst_)predict,idcntil'yantich_lracterizcthe failuru.

d) Implementationol'onlinc diagnosticmethodsto momtor degradationin performance.

In additionto studyingagingeffects on natundlyagedinstrumentation,acceleratedlife testswith
respecttostressfactorssuchastemperature,humidityandraditltion dctcrmincthe vulnerabilityof
equipmentto agingstresses.The acceleratedlife testsonlyconfirmthe near time reliabilityand provide
comparativeanalysisof altern;=tivenmterials;roddesigns.Arrheniusmodelhasbeenmostwidelyused

predi lion= . Someoffor thermalagingstudies.Manystatisticalfailure modelsare availablefor life c --Ill
thembeinggamma,exponential,normal,log normal_lndwcibull,These failure modelsare not basedon
thephysicalmechanismsof degn_dationbu= iJrovidcconsistentmathematicalstructureto predict the
systemreliability,

Constantfailurerate model wasused Foran;dvzingthc reliabilityof electronicequipment which

hasundergoneinitial burn-inand canbe thc(_rclic;_llyc_limatedby usingvariousdatabasesavailable.
The failurc ratc of thecomponentsusedin thermli;iti(m monitoringinstrmentso1"researchreactor
Dhruva at Bombayw;=scalcuhltcdusingthcd;=t;=;,,,;fil;d_lefrom MIL-HDBK-2ITE 121and comparcd
with thepracticallyobservedfailure rate. Table I. sh()wstheseresults.

Table 1 : F;_ilurcr;=tcsol the ct.ul':mcnts

Component observed 'calculated
I';lilurc ratc/llPhls Ihilurc r;itc/llPhrs

-Linear l.(J ii'2() ........... 0.60
Transistors 0.078 0.(167

Electrolytic capacitors
Tantalum 0.()()7 ().1112
Aluminium 1.0 ().75

* Quality fimtor ;lssumctl w_s _ll higher sitlc ill vit,w(_1tlill'crcrllgrmlcs ()1"c(mq_()ncnts used.
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"l'hi._d,I, h,._hccu cxtlcmcly usclul iu Lcll_,illci.111_,.iclitrcld.CClllClilSwilh high qu,lity
MIL-S83 B sere©nedcoinponcnts for intcgrnlcd circuits _mdJAN screenedh)r semiconductor
components. In viewof highf.ilurc rtltc of Alumi.=um dielectricelectrolytic capacitors,thescarc being
replacedevery5 years.

The time dependentincrca.scin fi.lurc ,.Ic clmraclcrized by linear rate failure modelis
applicableto componentssuchasrchlys.Moh)r Opcr;tlcd Vaivcs, Gcncr.iors. andcertainelectronic
componentswhicharc sensitiveto humidityandrmli_lti_m.Acccicr.tcd Icstsl_.41with exposureof
componentsto thermalcycling,radiation,humidityand vibration havebeen conduclcdat BARC for
components._uchaselectrolyticc;_p;.:itc_rs,m,,lti.lml c, .lnCCttlrs. ,cudswitches, rubber insulatedcahlcs.
crosslinkedpolyethylenecaldc.s,miucral iusuh,lcd_;11_1¢_etc. These .gi.g studies Ilull)cd inqualilying
the componentsfor usein classIE equipment8_1tcach)rs.

1.2 Detection

In order to dctect agingandpredict failu,c re;myon-linc diagnosticmethcxlswere developed.
Someof themare InsulationRc_ist_lncemonitoringtd"incorencutrondetectorsandassociatedcables,
powerspectraldensitymeasurement,ff noisesignld[rom incoreneutrondetectorsfor vibration
monitoring.

The techniquedcvelopedfor monitoringinsulationresistance(IR) of Self PoweredNeutron
Detectors (SPND) with integralMineral ]nsuintcdCable assemblywasprimarilynecessitatedaslarge
numberof LocalPowerRangeMonitors (LPRM) were showinglowIR value at BoilingWater Reactor
at Tarapur. The investigationon thcsedetectorsindicated[nilof IR ducto failingof ceramicto metal
sealat thecoldendof the Mineral Insulatedcableand ingressof moisturewhichresultedin loweringof
insulationresistance.An amplifier isdevelopedfor measurementof incoreneutron flux for the future
500MW reactorsfor the purposeof fluxmopping,zonal powercontrolandreactorprotectionsystem
andprovidesonlinemesurcmcntof IR value.The Idt)ck di.gram isshownin fig. 1.

C3 VolteOe prop_t_l to
SeI_ Powered ,,(I _ k_utron Irlux

Neutron Detector _ Phslle Detector/

_ I ,._/_:_I, ...... -'L---_

$ '. [ "#", _ \ I , _ Acc_,s,smn
RI I. C! _re lumped .L .L. J'C8 I _ \ k._--,,,,,,,_ _ i (Cot'_irsto")System

[qulvaien* Of Detc*or _ _" 1" R IZero (;:ross "over II __ "

L _ _ I co,.m_r_'_o,"II ./ ! "'" ! I _ t.oo¢ozp

Csbte Assee_biy _ I1 1 / _"_ I _ _I/ - Cot _¢r.
--l" _ 1_ _ / I I I I "" s.m,,_:_

,-mo H._ .L" _ r-I/ I

L_ .J

Fig. 1 Simplil'icdschemeI_r _m-linci,_suh,ti,m m_nitoring ()1"SPND & cableassembly

The principle consists of SUl_criinp,_sing;, sinus(tidal sign;d V l at the input of amplifier and
detecting its phase shift at the (_utl_ut _d'al_lldil'icrsshi_'h is a functi_n of detector I R and capacitance.
Tile frequency of sinusoid w;_s_l_timizcd It) i_:(lI!/;_ml ;it this l'rctlucrlcy, the tlctcct()r and caldc cau be
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lumlxcdasR1 (representingthe IR vitluu) in l_Stl_dlt'l_.ith C I( total u.plicit.ncu o1'cszhlu.nd detector).
The phasedetectorouzputisconvertedinto. d.c.v.luu whichisa functionor R i, el, frequencyand
othercomponentsin the circuitandisredto n comparatorwith a set thresholdvaluecorrexpondin8 to
the normaldetector, This dcsignalisalsogiven to a computerfor monitoringthe changesin the IR
valueandcablecapacitancewith respect[o time. temperatureandabsorbedradiationdose.

2.REPLACF._ENT & PREVENTIVE MAI_NANCE STRATEGIES & EXPERIENC_

2. l Replacementstr.tc_ic_

The replacementslrtllclZicswurch_lscd,m Ihc I,_lh_wing[_lclors:

a) Effecton the availahilityandsnl'ctyo1'rc_lctorduc to ohservcdfailureratc.q,
b) Obsolescence,nonltv_dhlhilityo1"Sl_lrcp_!rls.nd dilTicultyof maintenance.
c) Availabilityof latest technologywith hil_hcrreliabilityandenhanceds,.:etyI'¢atureswithcost

benefit.

Unreliability(l'ractiono1"time zminstrument isnot capableuf performingthe Functionrequired
by it) figureot'10'3wasaimedfor sal'ctysystempl. With n 2 out o1".tcoincidencelogicand frequencyof
t_ting of onceinn month,the_iuCcl_laideuns_dci_dlururateof over.II systemdemandeda MTBF o[
greater than five years.

Neutronic instrumentationof APSARA _mdCIRUS reactors(commissionedin 1956and1960
respectively)showedincreasein lailurc ratesin the c_lrlyscventicsand t.hle 2 showsthe overallfailure !
rates(unsafeandsafe)obscrvcd:

Tablc 2: F_lilururateso1(::ii,_t.IS& APSARA instrumentation

,, ,,, ...................

System MTBF (inhours)
.... ...........

Reactorstuartup instrumcn¢_tiL_n 2800

Overpowertrip(linczirch_mncl) 4"7(XJO
Period trip channel 2300

Scrvoch_tnncl(powerrc[_uhllin[_ch_mncl) 2250
................... , i , ,

This instrumentation w_ts¢_1"_hsolctcv=lcuumtuhcdesign_zndsp==rupartswerenot available. In
viewo1'above{'actorsdecisionw_=st_=kcnfor complete replacementoFthe neutronicchannelsand new
systemswithimprovcdsafetyfeatureshasedon s_lidsh_tctechnologywerecommissionedin 1985. The
failuredatao1"thencwcquipmcn, incliczltcd_mdimpr,wcmcnt I_y=,I'i_ctoro[ 5 duringthc first threeyears
andsubsequentlyno [,ilurcs hi=rehccn reported. "l'hcnewdcsignsincorporateMIL screened "
componentsandextensivequzdi_ycontrol tests,thvrmzd=rodseismic=_gingtestswereconductedat
dil'fcrcn!st=lgcsof I';d_ric=lli()npri(_rI()c()mmi,ssi_)nin_.

-353-



2,2Sm'vcillanccinsLrum©ntmion:

In order to reducethe uns,!'c I+ailurcratu t_ a valuemuchlessthan 0.2/year.additionalfeatures
havebeen incorlx)ratcdto de|co! and tinnullciMvulls;oi¢f.ilurc_ in thenculronic instrumentation._)mc
of them are:

1) Scanningo1'the outputsand thresholdv, lucs()r the lriplic,lcd safetychannelsandienarate
di_ordance trip or alarmbysurvciilancccomputer+

2) On line line impulsetesting(FIT): This mclh,_th.s bccnusedto detectanomaliesin the
performanceo1'sal;.:tylogico1'rcaclor protcctiqmsy_lcm.The trip circui|sand the _)lid at.to safetylogic
arecontinuouslycheckedbysuperimposingtwomillisecondwidetestpulsesover theanalogsignalsfrom
differentsat'crysyslcmsconncclcdIt+theIriI)circuit.Theselustpuiscs,reRcncrntcdhyn micro

computerina scqucn|i,lnmnncrevery3_cc_mdstold_mtputoI'powergatesfor,cluntingtheshutdown
systemarcverilicdagainstthenormalCXl_ctcdvalues.Industrialgradepersonalcomputer

connectedtothemicrocomputcrlo_sthedart1amlaidsinidentifyingthefaultycomponent.The block

diagramofthesystemisshowninfig.2.

Te_Oteetu_,_----1 _ Detectm I

...."troJ, :•:...., ]c..,.Sl
! I i I+- Lt
I l " holtSoelr.,

.__.
tlerllOltlb| ! ....... .J iDpmtm+!

COIqI_Itinl, I "_ "_:+".... _l

Fig. 2 Fine Impulse Test System

3) Detection of discontinuitybetweenthe detector,cableandthe instrument:Fig.3 showsthe
principleof operationfor overpower trip generatingchannelusingBoronCoatedIon chamberfor
measuringneutron flux.

A sinusoidal signal of 4 KHz is superimposed over high voltage supply. This a.c. signal gets
coupled to the signal elctrode of the detectordueto inter-electrodecapacitanceC andisconverted into
d.c.voltage and fed to a comparator. Comparatoroutput levelindicatesdiscontinuitybetween detector,
cableandinstrument.
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2.3 UoErada;ion 'v" '|1(;|1 l|lCS.

The aging neutronk:instrumentation()1"F_I BrucdcrTest Rca,:t,)r (FBTR) at Madrasdesigned
in 1970iscurrentlybeingupgradedwith designsI_;iscdemtechnok)gical,dvancesin the field. Industry

standardcomponentsscreenedt_ MIL.883 andsupl_vtcd hy multiplemanufacturersandvendorsare
chosen. Microprocessorbaseds=tl'ctysystemssuchasrc;_ctivitymonitors,standaloneFine ImpulseTest
s._t,,:mswith felt"test[facilitiesarc introduced[forimpr¢)vingreli.billy. The agingcablesare alsobeing
replacedwithsuperscreenedr.di_ltionresistantc==blc,_t¢)reduceEicctroMagnetic Interference,

i,

The ion chamber _lmplil'i_Jr,_u._cdl'_r r_..=lcl_rl_wcr rt:i_uhlti¢m.nd protcctk)nsystem_)1"
RajasthanAtomic PowerStation (RAPS) cxhibit_:dtligh [failurer.tc due to inndequatcinput protection
andcomplextemperaturecompensationmeth¢_.l,_inL:orporatcd.Thesehavebeenreplacedwith
improveddesignhavinglowcomponentcountand_implificdtemperaturecompensation.

Someof the other issuesconsidered[forperl'c)rmanceupGradationare:

a) Review andapprovalof new designsat the systemlevelandcircuitrylevel to ensure
i) Failsafeoperation
ii) Lowstressfactor for individualcomponent

iii) Fool proof input andoutput protection
iv) Easeoffmaintenanceandtesting.

b) So[[twareValidation=rodvcri[ficationt() ensuresafety,nd reliability.Validation testsarc=
per[formedbyanindependentgroup[fromregulatoryteamto avoid anycommonmode
(systematic)errorsin implementation.

3.PREV"_N'ITVE MAINTENANCE STRATEGIES :

With primary goalel"increasingplantrcli_bilityandavailability,the preventivemaintenance
activitywasbasedon:
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a) Oblerved failurest_n¢lpcrfc)rmtmccdcgn_dalion
b) Systematicanalysisof the failuredatt_,idcnlil'icationof "wcak components"and

replacementof theseon regularbasisat intervalsdeterminedbyoperationalexperience.
c) Developingcontrolmethodsfor reducingstressfactorscausingperformance

degradation.

Elaboraterecordkeepingmethodologyi_ intr()duccdto determinecauseof failure andit._
influenceon the plantreliability.The informationt_)burecordedis:

Reactorstatusprior t() fault _mdafter liiull, Syslum_alTcctcd,Problem dcscril)tion,
Details of thecomponentl'ailcd,Modeof f.ilurc, Type of l'ailurc,
Date andtimeof occurrenceof fault,Dale _mdtime of detectionof fault,

Date andtimeof normalizmionof system,Dct_dl,_of correctivere:lion,
Probable causeof failure,

The different categoriesfor failurecau,_cinvc,_figatcdare :

A) _ B)

Not designedto theol_rating condili()n_ Imldcqu=_[cOuatitycontrol
Often goesout of tolerance. Inadc¢lU=itcstandards
Inadequatemargin InadequateTesting

C) Oncration& mnint_c:,n._!nc_:; D) Envin)nmcnt_!;

Operationbeyondstipulatedlife Corrosion
Imperfectprocedures Temparaturc
Failure to follow procedures Humidity
Imperfectcalibration Vibration
Imperfecttest/repair Radiation

4. MODERNIZATION STRATEGIES

With the operatingexperiencesand upgradationwork carriedthe needfor developmentwork to
improveinstrumentationreliabilityandsafetyof rcact()rwithreduceddown time hasbeen taken as a
primarythrustarea. Availabilityof lowcostmicropr()ccssors,microcontrollersandfault tolerant
hardwarearchitectureshasgivengreat impetusfor dcvclc)pmcnto1"automated controlsystems.The
primarygoalsfor the modernizationprogrammeattempted are to :

a) Enhanceplant safetymargins.
b) Increasemeasurementaccuracyandimplementcomplex calculations.
c) Performmore effectivetestingandsurveillanceto detectany performancedegradationand

aging.

d) Eliminationof manualdatalogging,performanceanalysisbyexpertsystem.
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[') Minimize the mctmtim(.:It) detect ;ind IL,i);lir ;i I'_ult _mdinclc_ls_.:du;_._e()1"m,intcn,ncc.
g) Improving availability l'ilctor usin_fl_ult h_icrilnt architccturu.
h) Addressobsolescencelind ._pnrcp;_rti.ivcntclrycontrail proidems.
i) E/itabiishtcchnklucst(_in_rca._clil e _1ihc L'quil)mcnl.

The modernizationwork carried out at D,\RC h_ishecn_u_c¢._sfullyapplied to ._upportthe
nuclearpower programmeo1"India and manyc()mpulul ha_cdsystumshlw¢bccncommissionedat
PressurizedHeavyWater Reactors;it Naror;i and K;_kr_q)ara.These havebeensubjectedtoextensive
softwarevalidationandverificationtestspri_r |o in_tall;_tionandhavebeenfunctioningsmoothlysince
pasttwoyears.These includeReactor PowerR_:puhdingSystem.CentralisedRadiation Data Acquisition
System.Stackactivitymonitoringsystem.Mh:r_pr¢_.v_.x¢)rhi=sudReactivitycomputationunit whichforms
a partof reactorprotectionsystemhasbeendc:vch)p_:d,,n similarlinesfor FBTR.

The microcomputerI'mscdreactorpower regulatingsystemgeneratesregulatingsignalsto drive
the adjusterrodsandcontrol actuali)(_wcrcqu,I h, the demand i.)wcr in the range¢)1"1l)-_ t() l(X) % ()[
full power. The overalltrans[crI'unctiono[ the regulatingsystemhasbccn thcorcticidlyanalyzedandthe
digital computationhasresultedin excellentclosedh)opstability with l'nstresponse.
Blockdiagramof thesystemisshown6=fig.4.

Neutro. t_etec%o,'i C_¢=r_,et D ....... > To Regu|_t_@
| [tee tro_cs _ To Regu|at,_l

_-_$yste_ Cham'_et ]l

Tr_9_lcc_te_ _net C

Temperature
(Ac_'oSs Bo_leP) Cho,_et A

_._ Trens_tters

I /uP _gSed

R$_c_o_ Po.er .......

..... Meci,an ReCur c=1_u_g _ ............. j
_ySte_-A

L RR$-_

' 0_. l_.t D.,,=,_po..," jTI' • L  °,oooooo°,_em=e. I ITr4_, Se_l=ock, rost ul_

$_0,_a15 L_.--._ _=s_Ioy Of
_'rO_ AC tu_l PoweP,
ChGh_ei a.C _e-(;_d Power

Hed,_n FPo_
( RR$- D

........ Med_o_ frO_

Fil_.4 Reactor p(_cr r_cgulatingsystem

Actual poweriscalculated(romthe ()ut (>tcore neutrondetector signalsanddit'ferential
temperaturesignalsacrossthe hoih:r. The actuali._v.:r signal iscomparedwithdemandpowerset
throughconsoleand the erior sil_n,I;=lterc(,nl)un.s;iti(ml'orfeed hack stability isusedfor drivinggroups
of adjusterrods.The reguh_lingsystem aru tripli_';_=ud_=ndeachch,nncl generatesregulating signaland
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also compares it with regulating signals generated by other two channcls and a median is selected in
participating in control action. The design employs the novel technique of reactor power control based

on the linear neutron flux signal which is corrected continuously by the boiler differential temperature
signal in order eliminate the unintended power changcs due to disturbances in the secondary system and

achieve better transient response.

The micro processor based system installed at Narora and Kakrapara offers following features :

1. Accurate implementation of transfer function through digital computation eliminating
the drifts associated in conventional analog systems.

2. Enhanced flcxibility to modify and tune the system performance to meet field
requirements.

3. Improved man m_chine intcrfacc and guidance to thc operator for effecting any power
change.

4. Self check and diagnostic fcaturcs to ensure reliable performance and fault isolation.
5. Ease of maintanance and minimum Calibration requirements.

6. Fault tolerance due to triplicated systems with median selection.

4.2 Reactivity Monitor

Reactivity monitor computes reactivity from neutron flux signals by solving inverse kinetic

equations and is configured around Intel's 8088 CPU with numeric co-processor 8087. These channels
are triplicated and generate a reactor trip signal al'tcr 2 out of 3 voting when reactivity computed exceeds
a preset value. The software has bccn developed in accordance with IEC-880 document. The block

diagram is shown in fig. 5.

SignaLs [ 1

I_e_ee'¢or I Converters (;=x16 LINE LI_-I31
Signal / _l Conver_;er

(C°_pensa';ed I _T. I Processing IVI o( Log $ I

B-10 I__ iEtec_tron,cs/Ionch=mber) IINT R I

I " I DPXO _ Relay
LooI¢ putseg " IIs°Lat°r/ Corttac:::_;IFor
From Fine lml:)UtSe AtQrm

Tesl: Sys't;em [H=nd herdI Annuncla'tlon
I Terminal J For

L°gl_o°/P_ ' FIpTO I -0 An,,tog o/pox Re¢_ctlvlty 1 _ec°rder
SaFe_ay Log,cllSotatorl --.--o Analog o/poESet Thresh hotd_l_t,[Logging

" gomputer

Fig. 5 Reactivity monitor
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4.3 Centralized Radiation Data Acquisiticm System

Fig. 6 shows the block diagram of the distributcd data acquisition system developed to monitor
the different radiation levels in the reactor contaimncnt building, alarm any excessive radiation levels and
perform certain dedicated control actions such as switching solenoid valves for sampling air to measure
tritium concentration.

!FU-I'_ An°'i°Q''ridc°n't_c't,npu'tFro_ RBI ?letd

_L Inpu'tFro_ RB2

0FU ""_SS_ Dlgrl;,-,tcon'toc'tou'tpu'ts

I He s'l:

, Fig. 6 Radiation Data Acqusition System

The system is built around ruggedised industrial Personal Computers(PC) with fault tolerant
features. The system is connected to external units via eight R8422 serial links. Two of the serial links

are used for acquiring pre-processed field instrument data from inleiligent field units (IFU-1 & IFU-2)
scanning the analog signals and system status contacts of the radiation monitors. One link is used for

field alarm actuation through an Output Interface Unit (OFU). The remaining five serial links are used
for providing the information regarding the radiation levels (formatted as trend display, history display

and current radiation levels in engineering units) and alarm status to various intelligent interactive user

terminals (UCRT) located in the different places outside the containment building. Some of the features
are :

1. Dual computer architecture for fault tolerance.

2. Diskless PC with ROM and battery backed RAM for improving reliability.
3. PC based terminals to fight obsolesccncc and facilitate ease of maintenance

4. Reduced cabling and error free data transmission.

5. Multitasking real time kernel for supcrvising tasks such as data acquisition and processing,
alarm generation, repc_rt generation and ccmsole commands.

6. VME based modular hardware architecture lk)rfield interface units for future expandability.
7. Menu driven, user friendly interacticms wilh terminals for improved man-machine

communication.

4.4 Stack release monitoring systcm

Microprocessor based stack gas nlonitoring system measures the release rate and cumulative
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release of radioactive isotopes such as Iodine-131, Argon-41, Strontium-90, and other gaseous fission
products through stack of the nuclear reactor. Thc salient features are:

- Use ofmultichannel analyzcr tcchniquc

- Spectrum analysis incorporating smoothing, peak validation, tracking in the region of
interest, background subtraction, online change of acquisition interval to optimize on

standard deviation and fast response.
- User friendly operator interface

Fig. 7 shows the pictorial view of the standardiscd radiation monitor which can be reconfigured
for measuring different types o1"r_ltli_ti¢)nthrough st,f tw0,re change. With suitable detectors it can be

used as a) neutron flux monitor for reactor power regulation regulation,flux mapping, failed fuel
detection system, b) alpha and beta contamin_tion monitor, c) area gamma monitor, stack activity release
monitor

Fig. 7 Standardised radiation monitor

This system has network interface card to connect to a proprietary Local Area Network(LAN)

and can perform dedicated control actions and self test operations on command either locally through a
hand held terminal or from host computer located in control room connected through the LAN.

5. LIFE EXTENSION ACT/VITIES

As a part of development of techniques to extend life of instrumentation system inclusive of the
sensors, Campbell method of signal processing has been applied to extend the useful life of in-core

miniature fission chambers for measuring neutron flux of the order of 10_3nvin presence of gamma of

109 R/hr. The Local Power Range Monitors (LPRM) at Boiling Water Reactor at Tarapur are used for
measuring neutron flux by measuring the d.c. signorifrom the detector. The prolonged exposure to high

neutron flux results in the burn-up of U-235 atoms in the detector and sensitivity reduction.The detector
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is replaced (normally once in two years) when the neutron induced current falls to a value comparable to
current produced by gamma. The neutron to gamma current ratk) of the order of 40 for a new detector

and is replaced at a time when the ratio falls to 5. By processing the signal in mean square voltage (MSV)
mode based on Campbell technique the initial neutron to gamma signal ratio is enhanced to 200(XIas

signal is proportional to square of charge produced in the detector and the time required for this ratio to
fall to 5 is of the order of 6 years. Thus the useful life is extended by 4 years resulting in cost effective
benefit and reduced radiation exposure due to lower frequency of LPRM replacement. The new

method is also advantageous in operating the detcctors with lower insulation resistance (up to 1 Mega
ohms) as the d.c. leakage current does not contribute significant error in the a.c. signal. Though

regenerative type detectors with coatings of Uranium-234 and 235 are currently are employed 6 for longer

life,the MSV technique extends the useful life of the old detectors with marginal extra expenditure due
to replacement of electronics.The Dctailed testing of the new systcm has established the feasibility of this

technique and about 12 nos of detectors are being operated with the new instrumentation at TARAPUR
and performance is found to be vcry satisfactory. Fig. 8 shows the hlock diagram of the amplifier

developed:

DC Output

MInI__uPe ------O PPopOrtlono I To

FIsSIon Neutrol_ F luK
Chamber

, I I I' Irter i i i t 1 I I T o_ Neutron F|uw

/

BIo s ]I (lOOvolt._ De)

For

Detector ,

Fig. 8 LPRM amplifier

The fluctuating component t)l"the signal Ir¢)mthe detector has a constant power spectral density

for frequencies above 500 Hz and its mean square value (MSV) is proportional to the neutron flux. This

noise signal is fed to a band pass filter (1 KHz to 2 KHz) and output is squared and averaged as an
indication of mean neutron flux. The card devclopcd has provision of both MSV & d.c. signal processing

simultaneously and can be easily retrofitted in thc cxisting General Electric make chassis for LPRM

system with minor modifications.

6. CONCLUSION

Many techniques have been developed to detect aging of electronic instrumentation for nuclear
power plants. Failure data analysis and accelerated life test programs arc continuing for estimating

performance degradation and effect (_n plant rcliahility. The intr()ducti()n of micro processor based
systems has resulted in enhanced system perl'c_rmancc, reduction in operator errors due to humafi
engineered interface and enhanced sell" testing capabilities. Distributed Digital Control systems with

token bus networking architecture arc being planned for the futurc I&C systems of power reactors.
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REGULATORYPERSPECTIVEON
DIGITAL INSTRUMENTATIONANDCONTROLSYSTEMSFOR
FUTUREADVANCEDNUCLEARPOWERPLANTS

MATTHEW CHIRAMAL
INSTRUMENTAION AND CONTROLS BRANCH
U.S. NUCLEARREGULATORYCOMMZSSION
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+ THE CONSENSUS OPINION OF THE NUCLEAR INDUSTRY
AND U.S. NRC STAFF IS THAT THE USE OF DIGITAL
TECHNOLOGY IN I&C SYSTEMS PROVIDES THE POTENTIAL
FOR IMPROVEMENTS IN THE SAFE AND RELIABLE
OPERATION OF NUCLEAR POWER PLANTS. THIS
POTENTIAL IS ACHIEVABLE THROUGH THE
IMPLEMENTATION OF HIGHLY RELIABLE DIGITAL
E(IUIPMENT.

+ DIGITAL COMPUTER-BASED I&C SYSTEMS DIFFER
SIGNIFICANTLY FROM ANALOG SYSTEMS - THE DIGITAL
SYSTEM HAS A GREATER DEGREE OF SHARING OF DATA

TRANSMISSIONI FUNCTIONSI AND PROCESS E(IUIPMENT.
O ALSO RELIANCE ON SOFTWARE

+ SECY-91-292 IDENTIFIES THE GENERAL REGULATORY
APPROACH FOR APPLICATION OF DIGITAL COMPUTER
TECHNOLOGY FOR ALWRs

o USE EXISTING REGULATORY RE(IUIREMENTS
O STAFF PARTICIPATION IN NATIONAL AND

INTERNATIONAL CODES AND STANDARDS
COMMITTEES. DEVELOPMENT OF NEW
REGUIREMENTS AND USE OF NEW STANDARDS

0 LESSONS LEARNED IN THE U.S. AND OTHER
COUNTRIES THROUGH TECHNICAL INFORMATION
EXCHANGESI CONFERENCES AND MEETINGS

0 INPUT FROM RESEARCH EFFORTS AND FROM
EXPERTS

0 USE THE GUIDELINES PROVIDED IN THE EPRI
UTILITY RE(IUIREMENTS DOCUMENT

+ THE STAFF HAS THE SUPPORT OF A MULTI-
DISCIPLINARY CONTRACTOR TEAM WITH THE REQUISITE
TECHNICAL EXPERTISE TO ASSIST IN THE IDENTI-
FICATION AND RESOLUTION OF DIGITAL SYSTEM ISSUES
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ISSUEOF COMMON-HODEFAILUREIN DIGITAL SYSTEMS

0 DIGITAL SYSTEMS USE IDENTICAL PROGRAMS AND DATA
BASES (SOFTWARE) AND PROCESS EOUIPMENT
(HARDWARE) IN REDUNDANT CHANNELS

0 0UANTITATIVE ESTIMATE OF RELIABILITY OF I&C
SYSTEMS BASED ON SOFTWARE SYSTEMS CANNOT BE
EASILY DETERMINED

i

0 A HARDWARE DESIGN ERROR, A SOFTWARE DESIGN i
ERROR, OR SOFTWARE PROGRAMMING ERROR MAY RESULT
IN A COMMON MODE OR COMMON CAUSE FAILURE OF
REDUNDANT EGUIPMENT

O CURRENT REGULATORY REQUIREMENTS DO NOT
SUFFICIENTLY ADDRESS THE POTENTIAL SAFETY
CONCERNS ASSOCIATED WITH DIGITAL I&C SYSTEMS -
PARTICULARLY THE SOFTWARE GUALITY AND COMMON
MODE FAILURE CONCERN, AND THERE ARE NO CONSENSUS
STANDARDS FOR CERTIFYING THE DESIGN OF DIGITAL
I&C SYSTEMS FOR APPLICATION IN NUCLEAR POWER
PLANTS
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DEFENSEAGAINSTCOMMONMODEFAILURES

0 DEFENSE AGAINST COHMON MODE FAILURES:

0UALITY AND DIVERSITY

o 0UALITY

- FoRSPECIFIC ALMRPROGRAMMABLEDIGITAL Z&C
SYSTEM DESIGNS, THE STAFF HAS PROPOSED A
PLANNED SOFTWARE-HARDWARE INTEGRATED
DEVELOPMENT METHOD TO ENSURE QUALITY OF
SOFTWARE AND HARDWARE THROUGHOUT THE LIFE
CYCLE. THE PLANS SHALL ALSO DEFINE METHODS
FOR AUDITING AND TESTING SOFTWARE AND
HARD_*ARE DURING THE DESIGN, ZMPLEHENTATION,
INTEGRATION, INSTALLATION, OPERATION, AND
MAINTENANCE PHASES. THE PLANS COMPRISES OF:
O MANAGEMENT PLAN
O CONFIGURATION MANAGEMENT PLAN
O VERIFICATION AND VALIDATION PLAN
O SOFTWARE0UALITYASSURANCE:PLAN
O SAFETY PLAN

o DIVERSITY

- BASED ON (1) RECENT ASSESSMENTS OF INTEGRITY
OF SOFTWARE APPLIED TO VARIOUS SAFETY-
CRITICAL FUNCTIONS COVERING A BROAD RANGE OF
APPLICATIONS WHICH INCLUDE COMPUTER-BASED

MEDICAL TREATMENT FACILITIES, COMPUTER-BASED
FLY-BY-WIRE AIRCRAFT CONTROL SYSTEMS, AND
NUCLEAR POWER PLANT PROTECTION SYSTEMS, AND
(2) OPINIONS AMONG EXPERTS, THE STAFF
RECOMMENDED THE POSITION THAT APPLICANTS
ASSESS THE DEFENSE-IN-DEPTH AND DIVERSITY OF

I&C SYSTEMS, DEMONSTRATE ADEQUATE DEFENSE
AGAINST CMF, AND PROVIDE INDEPENDENT BACKUP
MANUAL CONTROLS AND DISPLAYS FOR CRITICAL
SAFETY FUNCTIONS
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THEPOSITIONONDEFEESE-IN-DEPTHANDDIVERSITY

1. THE APPLZCANT SHALL ASSESS THE .......DEFENSE-ZH-DEPTH
AND DZVERSZ_ OFTHE PROPOSED ....ZNSTRUMENTATZON
AND CONTROL SYSTEM TO DEMONSTRATE THAT
VULNERABZLZTZES TO COMMON-MODE FAZLURES HAVE
BEEN ADEQUATELY ADDRESSED. THE STAFF COHSZDERS
SOFTWARE DESZGN ERRORS TO BE CREDZBLE COMMON-
MODE FAZLURES THAT MUST SPECZFZCALLY BE ZNCLUDED
ZN THE EVALUATZON. AN ACCEPTABLE METHOD OF
PERFORMZNG ANALYSES ZS DESCRZBED ZN NUREG-0493,
"A DEFENSE-IN-DEPTH AND DZVERSZTY ASSESSMENT OF
THE RESAR-414 ]NTEGRATED PROTECTZON SYSTEM,"
HARCH1979. OTHER METHODS PROPOSED BY AN
APPLZCANT b/ZLL BE REVZEWED ZNDZVZDUALLY.
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2. IN PERFORMING THE ASSESSMENT, ....THE VENDOR, OR
APPLICANT SHALL ANALYZE EACH POSTULATED
COMMON.MODE FAILURE_ FOR EACH EVENT,,, THAT IS
EVALUATED IN THE ACCTDENT ANALYSIS ....SECTION
OF THE SAFE_ ANALYSIS REPORT (SAR). _HE
VENDOR OR APPLICANT SHALL DEMONSTRATE
ADEGUATE DIVERSITY WITHIN THE DESIGN FOR
EACH OF THESE EVENTS. FOR EVENTS POSTULATED

IN THE PLANT SAR, AN ACCEPTABLE PLANT
RESPONSE SHOULD NOT RESULT IN A NON-COOLABLE
GEOMETRY OF THE CORE I VIOLATION OF THE
INTEGRITY OF THE PRIMARY COOLANT PRESSURE

BOUNDARY, OR VIOLATION OF THE INTEGRITY OF
THE CONTAINMENT.
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3. IF A POSTULATED COMMON,MODE FAILURE COULD
DISABLE A SAFETY FUNCTION. THEN A DIVERSE MEANS,
WITH A DOCUMENTED BASES THAT THE DIVERSE MEANS
ZS UNLIKELY TO BE SUB3ECT TO THE SAME COMMON-
MODE FAILURE, SHALL BE REOUIRED TO PERFORM
EITHER THE SAME FUNCTION OR A DIFFERENT
FUNCTION. THE DIVERSE OR DIFFERENT FUNCTION
MAY BE PERFORMED BY A NON-SAFETY SYSTEM IF THE
SYSTEM IS OF SUFFZCIENT OUALITY TO PERFORM THE
NECESSARY FUNCTION UNDER THE ASSOCIATED EVENT
CONDITIONS. DIVERSE DIGITAL OR NON-DIGITAL
SYSTEMS ARE CONSIDERED TO BE ACCEPTABLE MEANS.
MANUAL ACTIONS FROM THE CONTROL ROOM ARE
ACCEPTABLE IF TIME AND INFORMATION ARE AVAILABLE
TO THE OPERATORS. THE AMOUNT AND TYPES OF
DIVERSITY MAY VARY AMONG DESZGNS AND WILL BE
EVALUATED INDZVZDUALLY.
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4. A SET OF SAFETY-GRADE DISPLAYS AND CONTROLS
LOCATED IN.. THE ....MAIN CONTROL ROOM SHALL_ BE

PROVIDED F..OR MANUAL, SYSTEM-LEVEL ....ACTUATION OF
CRITICAL SAFETY FUNCTIONS AND MONITORING OF
PARAMETERS THAT .....SUPPORT THE SAFETY FUNCTIONS.
THE DISPLAYS AND CONTROLS SHALL ....BE INDEPENDENT
AND DIVERSE FROM THE SAFE_ COMPUTER SYSTEM
IDENTIFIED IN ITEMS 1 AND 3 ABOVI THE SPECIFIC
SET OF EOUIPMENT SHALL BE EVALUATED

INDIVIDUALLY, BUT SHALL BE SUFFICIENT TO MONITOR
THE PLANT STATES AND ACTUATE SYSTEMS REGUIRED BY
THE CONTROL ROOM OPERATORS TO PLACE THE NUCLEAR
PLANT IN A HOT SHUTDOWN CONDITION AND INTENDED
TO CONTROL THE FOLLOWING CRITICAL SAFETY
FUNCTIONS: REACTIVITY CONTROL, CORE HEAT
REMOVAL, REACTOR COOLANT INVENTORY, CONTAINMENT
ISOLATION, AND CONTAINMENT INTEGRITY.

THE DISPLAYS AND CONTROLS SHALL BE HARDWIRED IN
THE SAFETY COMPUTER SYSTEM ARCHITECTURE TO THE
LOWEST LEVEL PRACTICAL. TO ACHIEVE SYSTEM-LEVEL
ACTUATION AT THE LOWEST LEVEL IN THE SAFETY
COMPUTER SYSTEM ARCHITECTURE, THE CONTROLS MAY
BE HARDWIRED EITHER TO ANALOG COMPONENTS OR TO

SIMPLE, DEDICATED, AND DIVERSE SOFTWARE-BASED
DIGITAL EOUIPMENT THAT PERFORMS THE SYSTEM-LEVEL
ACTUATION LOGIC. THE SAFETY PARAMETER DISPLAYS
MAY INCLUDE DIGITAL COMPONENTS EXCLUSIVELY
DEDICATED TO DISPLAYS. THIS RE(IUIREMENT WOULD
PROVIDE FOR AN INDEPENDENT AND DIVERSE CONTROL
LOGIC FOR MANUAL SYSTEM-LEVEL ACTUATION OF THE
SAFETY FUNCTION THAT WOULD BE CONNECTED
DOWNSTREAM OF THE LOWEST LEVEL SAFETY SOFTWARE-
BASED COMPONENT WITHOUT AFFECTING THE HARDWARE
(INTERCONNECTING CABLES AND INTERFACES) BETWEEN
THE LOWEST LEVEL ELECTRONIC CABINETS AND THE
PLANT'S ELECTRO'MECHANICAL E(IUZPMENT.
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HUMANEN_ZNEERING PRZNCZPLES AND CRZTERZA SHALL
BE APPLZED TO THE SELECTZON AND DESZGN OF THE
PARTZCULAR DISPLAYS AND CONTROLS. THE DESIGN OF
THE DZSPLAYS AND CONTROLS SHALL ENSURE THAT THE
HUMAN SYSTEM INTERFACE SHALL BE ADEQUATE TO
SUPPORT THE HUMAN PERFORMANCE REQUIREMENTS.

THE HARDWZRED SYSTEM-LEVEL CONTROLS AND DZSPLAYS
PROVZDE THE PLANT OPERATORS UNAMBZGUOUS
ZNFORMATZON AND CONTROL CAPABZLZTZES. THESE
CONTROLS AND DISPLAYS ARE REQUIRED TO BE ZN THE
MAZN CONTROL ROOM TO ENABLE THE OPERATORS TO
EXPEDZTZOUSLY MZTZGATE THE EFFECTS OF THE
POSTULATED SOFTWARE COMMON MODE FAZLURE OF THE
DZGZTAL SAFETY I&C SYSTEM. THE CONTROL ROOM
WOULD BE THE CENTER OF ACTZVZTZES TO SAFELY COPE
WZTH THE EVENT WHICH COULD ALSO ZNVOLVE THE
ZNZTZATZON AND IMPLEMENTATION OF THE PLANT
EMERGENCY PLAN. THE DESIGN OF THE PLANT SHOULD
NOT REQUIRE OPERATORS TO LEAVE THE CONTROL ROOM
FOR SUCH AN EVENT. FOR THE LONGER TERM RECOVERY
OPERATZONS, CREDZTMAY BE TAKEN FOR ACTIONS FROM
OUTSZDE THE MAZN CONTROL ROOM, WHEN THE
EMERGENCY RESPONSE ORGANZZATZON ZS FULLY BRIEFED
AND ZN PLACE TO TAKE SUCH ACTZONS.
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CONCLUSION

THE NRCSTAFF RECOGNIZES THE POTENTIAL FOR ENHANCED
SAFETY AND RELIABILITY THAT DIGITAL COMPUTER SYSTEMS
BRING TO THE NUCLEAR POWER INDUSTRY.

THE NRCSTAFF ALSO RECOGNIZES THE CHALLENGES TO
SAFETY THAT ARE UNI(IUE TO DIGITAL SYSTEMS, AND HAS
PROPOSED PRUDENT MEASURES FOR THEIR APPLICATIONS IN
FUTURE ADVANCED NUCLEAR POWER PLANTS.
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ABSTRACT

This paper describes a recently completed project to install a micro-

processor-based reactor protection system on a twin reactor station in the

United Kingdom. This represented the first application of digital techno-

logy as part of such a system in the UK. The background of the application

and details of the chosen solution are provided. The experience gained

during the installation, commissioning and early operation of the equipment

is reviewed by the operator. Interactions between the utility and the

regulatory body are outlined and the impact of the regulatory process on the

utility's resources and the project timescales are discussed.

i. BACKGROUND

Dungeness 'B' was the first of the Advanced Gas-Cooled Reactor stations to be

ordered by the Central Electricity Generating Board (now Nuclear Electric

plc). Construction was started in the late 1960s but suffered delays during

construction. The station was designed to have an output of 660 MWe from

each of the graphite-moderated CO 2 gas-cooled reactors. Each reactor has 408

fuel channels containing 7 fuel elements. The fuel elements consist of

graphite sleeves holding 36 stainless steel clad uranium dioxide fuel pins.

The fuel in each channel is attached to a plug unit which acts as a closure

to the reactor pressure boundary. When in operation coolant gas flows up

through the fuel and the lower section of the plug unit. Gas flow in each

channel is controlled by the action of a motor driven sleeve valve (referred

to as a "gag"). The flows are adjusted to maintain constant channel gas

outlet temperature across the core.

In the original design assessment it was considered that the integrity of the i

plug units and associated gag mechanisms was sufficiently high to support

claims of very low probability of gag failure or spurious closure. In the

mid-1980s it became apparent that the integrity of the gag mechanism could no

longer be justified. Fault studies conducted at the time indicated that

closure of a gag at full power (CGOT of 675°C) could result in an unaccept-

able release of activity. The studies indicated that for gag failure a

system providing rapid shutdown initiation, of the order of ten seconds,

would be required. Until this could be implemented operation was limited to

a temperature of 590°C representing a limitation to around 400 MWe

Compliance with the temperature limit was based on alarm indication from the

existing data processing system, the reactor protection system and a

temporary data logger. The Safety Case during this period was based on

operator action to shutdown the reactor within 30 minutes of a gag failure in

response to high temperature alarms. The financial penalty of this

limitation provided considerable pressure on the installation of the

protection system.

2. SYSTEM REQUIREMENTS

i The requirements of the system were determined to be as follows:

• To monitor the installed pair of thermocouples in each of the 408

fuel channels.
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• To compare the signals from the thermocouples to a preset

high trip level.

• To initiate a reactor trip demand via the existing four

channel reactor protection system in the event of a high

temperature in any single channel.

• To have a reliability of the order of 10 -3 failures per

demand whilst maintaining a low spurious trip rate (the

initiating failure rate being 10 -4 per annum).

The above requirements were interpreted as requiring a four channel

protection system monitoring the two existing thermocouples. The trip system

logic required was to trip the reactor if the four protection channels

provided a majority (any two channels) demand for trip with respect to any

single fuel channel, the required system was thus to be effectively 408

parallel sets of 2-out-of-4 tripping logic.

At an early stage it was determined that buffering would be required between

the channels sharing the same thermocouple and also between the existing

equipment that used these thermocouples. Such an arrangement represented a

departure from general UK practice for a protection system but was supported

by detailed examination of the possible failure modes coupled to the imprac-

ticality of providing additional sensors.

Whilst not written into the contract requirements, an important feature of

the project was the perception of the maintenance burden that would have to

be accepted by the station. This would always have been a secondary concern

with respect to the considerable financial benefits of installing the system,

however the requirement to minimise maintenance costs deeply influenced the

station staff's view of the system.

3. THE CHOSEN SYSTEM

Having determined the overall requirements of the project the job of design-

ing, installing and commissioning the system was placed out to tender to

several companies.

In the end two options were considered; one essentially analogue, the other

digital. The contract was awarded to AEA Technology to provide a system

based on their ISAT _I digital technology.

The choice of a digital system for use in a reactor protection role was a

significant step for Nuclear Electric. The system represented the first

application of digital technology for reactor protection and there was

considerable concern over the problems to be faced both in assessing the

system within Nuclear Electric and in convincing the regulator, the

Nuclear Installations Inspectorate (NIl), of the adequacy of such a system.

i. ISAT is a trademark of AEA Technology
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4. SYSTEM ARRANGEMENT

The Single Channel Tripping System (SCTS) installed on the two Dungeness 'B'
reactors is a fail-safe computer-based protection system supplied by AEA

Technology and based on their ISAT TM digital technology.

The SCTS monitors two thermocouples from each of the 408 fuel channels in

each reactor. The protection system is sub-divided into two (north and

south) sets of four identical safety channels. Each set operates on a two-

out-of-four basis with each thermocouple being duplicated to two channels.

Hence, whilst any single thermocouple recording out of range will invoke a

trip, failure of any electronic module, such as the isolation amplifier, will

not generate a trip. A schematic diagram of the system is shown in
Figure i.
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Figure 1

Schematic Diagram of the SCTS

The key element of the ISAT TM system is the use of interleaved test signals.

These are generated as simulated thermocouples, which are scanned in exactly

the same way as real signals. If these test signals are correctly scanned,

they will generate a trip demand in the Trip Algorithm Computers which is

passed via the vote computers to present a unique pattern of trip and healthy
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signals to the Pattern Recognition Logic. This unit checks the voted output

data stream for the correctness of the pattern. Any failure to match with

built-in reference patterns collapses the square output provided by the PRL.

Thus a healthy signal is an alternating square wave while a genuine reactor

trip condition or a failure of a PRL board produces a static output.

The output square wave from each of the four safety channels is cabled as an

alternating signal to the reactor safety trip system. At that point the

alternating signal is passed through a pulse to d.c. converter to provide the

necessary d.c. excitation current to the existing magnetic logic circuits.

If and when the alternating output from the PRL goes static, the d.c. output

current from the pulse to d.c. converter collapses initiating a reactor

trip.

An administratively-controlled key system is included to permit a by-pass

(veto) on selected channels where a failed thermocouple exists.

An important feature of the ISAT TM dynamic protection system is the

provision of powerful diagnostics. A second output data stream is taken from

the DCS and this, together with data supplied from the VAC computer, is

passed to two ring buffers. Each holds 20 seconds worth of data. This data

is then transmitted via Industry standard Ethernet to a monitor computer in

the Control Room. This computer monitors the state of the equipment, alarms

if an instrument fault occurs and indicates which module is faulty. A

printer logs all faults giving time of occurrence and time of return to full

service. The system also logs all by-passes put on and taken off, the plant

data and the state of the RPS. Following a genuine reactor trip the

20 seconds leading up to the trip is available for analysis via the monitor

computer. This can greatly speed up determination of the cause of the trip

and hasten the return to Dower process.

5. PROJECT MANAGEMENT

The task of managing the provision of the new system was allocated to the

Projects Division of the CEGB. Generation of the Safety Case was provided by

the utility's Technology Division.

AEA Technology were given the contract to design, install and commission the

new system. A condition of the AEA contract was to provide all supporting

material required to allow the utility to assess the performance and saf3ty

aspects of the system and thus generate the Safety Case.

6. THE ASSESSMENT PROCESS

6.1 B_ackgroun_

In the UK nuclear utilities operate within a regulatory regime that devolves

considerable regulation to the utility itself. This regime of self-

regulation has two important implications. The regulator largely places the

onus for assessment and approval of modifications to the plant onto the

utility itself, with the regulator retaining a role of carrying out
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independent assessment to a breadth and depth dependent on the significance

of the perceived hazards. Secondly, the regulator generally acts in a non-

prescriptive manner. Guidelines describing overall targets for attaining a

satisfactory level of safety are provided but details on how to design or

assess plant are not.

In all cases, the individual Station Manager has the prime responsibility for

maintaining safety. Changes to the plant that have a significant impact on

nuclear safety or involve changes to the principles on which safety arguments

have been based have first to be approved by HSD, then by the Nuclear Safety

Committee, a body formed of suitably competent individuals (some independent

of the utility). Finally, this level of change is assessed independently by

the regulator.

For this type of project the normal practice would have been for the design

of the system to be verified by the contractor under the appropriate QA

procedures. The system design and the other wider safety implications would

have been assessed by the utility personnel creating the Safety Case. On

completion the Safety Case would have been assessed within the company and,

when considered satisfactory, passed to the regulator. Both the design

assessment and the Safety Case arguments would normally be closely based on

previous experience on similar systems.

6.2 Assessment of this Project

For this project the financial pressures warranted commencement of system

design and manufacture prior to completion of the Safety Case. Early contact

was made with the regulator and the project aims and general safety arguments

were outlined. Agreement was reached on the level of preparatory site works
that could be allowed.

The initial safety arguments were based on the approach that the self-

checking nature of the system and the very small quantities of safety-

critical software involved would allow a Safety Case to be generated without

reliance on formal assessment of the software. This approach was supported

by AEA and an independent assessment of the reliability of the system was

commissioned with the Safety and Reliability Directorate of AEA. This

assessment was based on Failure Mode and Effects Analysis (FMEA) of the

hardware, the software being judged to be of sufficient integrity when

coupled to the self-testing hardware configuration as to not significantly

degrade the hardware reliability.

As a result of the complexity, novelty and overall time constraints a

decision was taken that the Safety Case assessment within the utility would

be supported by an assessment to be undertaken by an independent
contractor.

As the production and assessment of the Safety Case progressed, it became

clear that the original concept of not formally assessing the software would

create problems when attempting to present the safety and reliability

arguments to the regulator. To overcome this the software of the TAC, VAC

and HIDAC scanners was assessed using the static analysis tool MALPAS. This

assessment showed the system to be free from any significant problems and
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formed an essential feature in convincing the regulator, however, the late

decision to undertake this work did affect the project programme.

7. INSTALLATION AND COMMISSIONING

7.1 Installation

Installation was carefully planned to be integrated within the planned

duration of the first available statutory outage on each reactor. Wherever

possible, preparatory work was completed prior to commencement of the outage.

In this way significant amounts of cabling and termination work was completed

early.

On the first reactor the equipment was installed in advance of completion of

the assessment of the Safety Case. This philosophy was agreed with the

regulator in the clear knowledge that if the equipment had not completed its

safety assessment by the end of the outage, then it would not be connected

into the existing protection system.

By the end of the outage the assessment had progressed to the point of

acceptance of the system as a replacement of the existing high temperature

alarm system, but not as a qualified protection system. The reactor was

returned to power with the SCTS operational but driving an alarm rather than

the protection system. This allowed a period of trial operation to generate

confidence in the system whilst the assessment process came to a conclusion.

Following a period of almost 6 months of passive operation the system was

connected to the reactor protection system. Completion of this stage allowed

reactor temperatures to be increased from 590 to 650°C.

On the second reactor the system had gained approval of the regulatory body.

Installation was completed within the planned timescale with no significant

problems.

7.2 Commissionin_
I

Careful consideration was given to the principles to be applied during the

on-site commissioning. Given the very large number of analogue measurement

channels with the associated voting provided by the computers, simplistic

channel by channel testing of both the analogue measurement accuracy and the

majority voting was seen as a considerable threat to the timely completion of

the project.

Each system was built within the factory and comprehensively tested. The

testing demonstrated accuracy of all analogue channels and the functionality

of the trip and vote computers.

Following installation at site the system was powered up and test run with no

thermocouples connected. This had the benefit of allowing the system to run

for some time during the outage. The self-testing nature of the design

demonstrated that the system components had been successfully interconnected
on site.
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Given the arrangement of the system, with a trip demand being generated by

any two signals with the same input address being found to be above the trip

level, it was essential to demonstrate that the analogue signal paths were

correctly connected from the pre-existing thermocouple wiring through to the

input to the SCTS scanners. Many potential faults were considered where

these potentially threatened the correctness of the signal paths. For

example, the individual isolation amplifier chassis could be installed in the

wrong order, however, this would be revealed by the system tripping from

displacement of the test signals. These self-testing features of the ISAT TM

design were invaluable in reducing on-site testing time.

In order to achieve the required functionality great care was taken to ensure

correct connection of the plant signals. The procedure adopted was to take

each signal one at a time and carry out an injection test. This would then

result in the high temperature being indicated by the two SCTS channels

sharing that signal, with the signal being checked to ensure that it was seen

by the same input address on the two SCTS channels. The plant wiring was

then connected to the existing thermocouple signal and the correct reactor

temperature confirmed. This procedure was repeated for each and every

signal.

8. OPERATIONAL EXPERIENCE

Following the successful conclusion of the assessment of the Safety Case by

the NII, the system was commissioned on both reactors.

The first reactor was connected into the guardlines in March 1992. The

second has run with the SCTS in service since the beginning of September
1992.

8.1 System Operation

To date, two spurious trips have occurred due to the SCTS. The first

resulted from an open circuit thermocouple signal, eventually traced to a

suspect crimp termination. The second trip occurred due to a human error in

carrying out fault investigation on other protection equipment connected in

parallel to one of the CGOT thermocouples. Both of these types of trips were

expected. Early in the project it was decided to modify the design of the

trip system software to introduce a delay of several hours into the low trip

algorithm and thus ameliorate the effects of such faults. This work was

postponed in preference to early completion of the equipment in its original

configuration. This work has now been completed satisfactorily on both
reactors.

8.2 Maintenance Aspects

Maintenance of the system centres around the monitoring system. The monitor

provides alarms to warn of system component failure and also allows the

operator to examine all analogue and trip demand signals within the system.

The maintenance requirements were expected to be dominated by the random

failure rate of the large number (1700+ per reactor) of isolation amplifiers

and the 400+ buffer amplifiers used on the shared signals. Whilst a number
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of these have been changed, some have since proved to be healthy, the fault

actually being traced to a suspect connection or faulty scanner. Failure

rates of the isolation amplifiers has remained lower than predicted.

Some problems have been experienced with the HIDAC scanners. A high turnover

of scanners has been traced to very infrequent intermittent faults on two

individual units. The diagnosis of these failures occupied an extended

period due to the very infrequent nature of the fault. These have now been

satisfactorily repaired and the failure rate has dropped to a very low level.

Even with the above faults included, the scanner performance has so far

exceeded that predicted by the manufacturers.

The Intel single board computers have proven to be highly reliable; to date

only one board has been changed.

Given the quantity of equipment involved the maintenance burden has so far

proved to be surprisingly low.

The extent of routine in-service testing required to confirm system

functionality and accuracy is comparatively low. Testing of the trip

function from the VAC through to the existing guardlines is accomplished

using push buttons that enable the serial input links to the VAC to be

interrupted. The cessation of any single serial line should not initiate a

trip on the VAC if the remainder of the system is healthy. The operation of

any two push buttons causes the VAC to trip. This is confirmed on each

channel for every 2 out of 4 combination every 3 months, this interval is in

line with the routine proof-testing of all existing protection equipment.

Testing of the analogue measurement channels is performed by regular and

routine comparison of the four available measurements of the two thermo-

couples in each fuel channel. This comparison is performed by a PC-based

system that monitors the data available on the Ethernet link to the main

system monitor. This task is undertaken weekly to satisfy the Safety Case,

although more regular checks are currently performed in order to gain

experience of both system and thermocouple performance.

The comparison check is proving to be an essential tool in monitoring the

operation of the system. The comparison system provides a printout of the

total spread in the readings of the four measurements associated with each

fuel channel. These four readings come from the two thermocouples and thus

it is possible to discern both drift in the measurement accuracy of

each SCTS channel and the potential drift of one thermocouple with respect to

the other.

At present the comparison only provides a measurement for the single scan of

data at the instant the comparison programme is run. Originally it was

expected that small channel to channel variations would be masked by the

ran_r_ variations of several bits due to system noise (approximately 0.5°C

per bit). Experience shows that it is proving possible to discern very small

deviations between either the SCTS channels or between thermocouples.

Figure 2 shows a typical graph of the overall measurements from a single fuel

channel with no apparent problems. Figure 3 shows a larger overall spread

which in Figure 4 is seen to be due to a varying deviation between the two
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sensors. Evaluation of this data is providing confidence that incipient

faults will be revealed before they compromise system operation.

It is now intended that the monitoring function described above should be

provided as a continuous on-line monitoring function. This "Health

Monitoring" system will be connected to a spare port on the installed

Ethernet. The configuration of the trip system with uni-directional fibre

optic links to the Ethernet allows such additional monitoring facilities to

be added without risk of compromising the trip system reliability.

9. CONCLUSIONS

The use of the novel ISAT TM digital technology has allowed Nuclear Electric

to successfully implement a majority voting trip system of unusually large

size. The provision of this system has allowed a significant increase in the

availability of the affected plant.

The system architecture has allowed the in-service test burden to be

minimised whilst maintaining system reliability.

The use of a programmable system has allowed changes to the system

functionality without significant changes to the hardware.

2o
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Figure 2

' Variation in Spread for Thermocouples A and B

R21 - fuel channel B14
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LIST OF CAPTIONS

Figure I. Schematic Diagram of the SCTS

Figure 2. Variation in Spread for Thermocouples A and B R21
- fuel channel BI4

Figure 3. Spread of CGO Thermocouple Readings for R21 - fuel channel S12

Figure 4. Spread of CGO Thermocouple Readings for R21 - fuel channel S12
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INTRODUCTION

The majority of the existing control and protection systems in

nuclear power plants use old analog technology and design

philosophy. Maintenance and the procurement of spare parts is

becoming increasingly difficult. In general there is an age

degradation concern.

Ageing degradation in nuclear power plants must be effectively

managed to avoid a loss of vital safety function, shutdown of the

station, a reduced power generation, or any failure leading to

expensive repair.

Even with the best efforts in developing realiabale and long life

I&C systems for nuclear power plants it is expected that these

systems for most plants will require replacements during the life

of the plants. The instrumentation and control system of the

nuclar power plants designed during the ?o-s and constructed in

the 80-s went out-of-date since the nuclear safety is not a

static concept and the digital computer technology had undergone

rapid improvements during the ?o-s and 8o-s. Simultaneously the

operation and the maintenance of the I&C system of those plants

described above becomes more and more difficult and expensive. In

this context the pure quality of the former Soviet designed

process instrumentation system increases the needs of upgrading

this system, i

In our presentation first I would like to review the main design

characteristics of the reactor safety instrumentation of the Paks

NPP. Further on I will try to convey to you our view on upgra-

ding the reactor safety instrumentation as seen by the HAEC and

its Nuclear Safety Inspectorate.

H A E C
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1. Design and Structure of the Reactor Safety Instrumentation

and Control

The I&C systems of the VVER 440/V213 design have been mentioned

several times to be one of the weakest points o[ design. One of

the main arguments supporting this opinion is that neither

fulfilment of the single failure criterion nor redundancy and

diversity of systems have been analyzed formerly in a fully

consistent manner. Another one is the deficiencies in

manufacturing and in quality assurance.

In the following the basic design concept for the systems, struc-

tures and components of the Reactor Safety Instrumentation of Paks

NPP will be described. One of the main feature of Reactor Safety

Instrumentation as it will be shown , that the different functi-

ons of the system (Control - Limitation - Protection ) are not

separated entirely.

Defense in depth

Reactor
Control Power

Regulator Reactor

Limitation

System

Uv-4

Protection by

Limitation UV.3 _ _ + | technological

--_ parameters

Ov-2 -

Neutron

Protection Uv-1 flux

measurement

, H A E C
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Reactor safety instrumentation

Reactor protectection including:

- Protection by technological parameters (RTV)

- Neutron flux measurement system (NER)

- Central protection panels (PAZ)

Rod movement control system (SZBVR)

Reactor limitation system (RTK)

Reactor power regulation (BTSZ)

Emergency core cooling system (ZUHR) including:

- high pressure injection system

- low pressure injection system

- box spray-in system

- hydroaccumu}ators (passive)

Actions of the reactor protection systems

Action are divided into 4 classes:

(OV: abbrevation for Emergency Protection)

0V-4: Inhibit for withdrawal of the rods.

(interruptable)

0V-3: Insertion of the rods with normal speed and in

normal sequence. (interruptable)

OV-2: Insertion of the rods with high speed and in

normal sequence. Startup of the boron injection

pumps. (interruptable)

UV-I: Insertion all of the rods together with high

speed (releaseing all drives). Startup of the

boron injection pumps. Turbine trip.

(uninteruptable)

H A E C



Analog input signals for the reactor protection

UV-1

- Pressure at the core outlet Pcore out

- Pressurizer level Lpress

- Overpressure in the box Pbox

- Pressure step on the core dPcor,

- Pressure decreasing rate in the

steam collector dPst,am/dt

- Stem generator levels Lsg

- Neutron £1ux Nflu×

- Period of the neutron flux Tr_ux

(IV-2

- Pressure at the core outlet Pcore out

OV- 3

- Pressure at the core outlet Pcore out

- Temperature in the hot legs Tleg

- Stem generator levels LSg

- Temperature step on the core dTcore

(through the Limitation System)

- Neutron flux Nrlux

- Period of the neutron flux T_tux

Ov- 4

- Pressure at the core outlet Pcore out

- Temperature in the hot legs Tleg

H A E C
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Reactor Power Limitation System (RTK)

Function: To limit the reactor thermal power

according to the number of

MCPs in operation

MCPs in operation Maxlmum allowed power

6 I03 %

5 86 %

4 69 %

3 50 %

2 or less 0 % (0V- I)

Controlled parameter: Temperature difference between

the cold and hot legs dT

Auxiliary supporting parameter: neutron flux

Action: 0V-3 Redundant construction: 2x3 channel

Majority logic: 2 x 2 out of 3

Reactor Power Regulator (BTSZ)

Functions:

Neutron flux regulation: (basic mode)

- Keeping the flux by control rods within the dead-

band (+1% of the setpoint)

- Keeping the main steam pressure by turbine valves

within the deadband (44 +0.5 bar)

Main steam pressure regulation (in case of sufficient

power variation)

- Keeping the main steam pressure by control rods

within the deadband (44 +0.5 bar)

H A E C
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Events and actions of the emergency core cooling system

Small leak

-Opening of the valves of the high and low pressure

injection systems

-Switch off the grid circuit breakers

Large leak

-Opening of the valves of the high and low pressure

injection systems

-Closing of the box isolation valves

-Switch off the grid circuit breakers, iniclation of

the Diesels start up program

High box internal pressure

-Opening of the valves of the low pressure injec-

tion and the box spray-ln systems

-Closing of the box isolation valves

-Switch off the grid circuit breakers, iniciation

of the Diesels' startup program, startup all of

the emergency core cooling pumps

Hain steamline rupture

-Startup of the emergency feed water pumps

-Opening of the valves of the emergency feed water

pumps

-Switch off the grid circuit breakers, iniclation

of the Diesels' startup program, startup all of

the emergency core cooling pumps

H A E C
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Input signals for the emergency core cooling system

- Overpressure in the box Pbo×

-- Pressure at the core outlet Pcore out

- Pressurizer level Lpress

- Pressure decreasing rate in the steam

collector dPsteam/dt

- Temperature in the hot legs Tteg

- Stem generator levels Lsg

Control rod banks

37 control rods divided into 6 banks

For shutdown: 5 banks, 6 rods in each. These rods

are fully withdrawn from the core during normal

operation

For fast power regulation: 1 bank, including 7 rods.

These rods are particullary inserted into the core

during normal operation

Rods belonging to the same bank are moving together

during normal operation

Two kind of movement for each rod:

- Normal speed: 25 mm/s (up and down, active

movement by the rod drive)

- High speed: 250-300 mm/s (the drive is switched

off, the falling rod is braked by a hydraulic

brake)

Rod movement sequence:

- Up: banks No. 1,2,3,4,5,6
- Down: banks No. 6,5,4,3,2,1
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Emergency core cooling system.logic structure

I Lpres$<170 mm ll

...............
} Y,,g> 150' aC (2 out.of 6) j ..... . I [ Small leak ]

i Lpress<470 mm [
[ Pc:ore out< I 17 bar j

[ Pcore out<gz bar } _ ! Large leak[ Ties> 255 OC (7. out of 6) } ' . .. . ] I.

[ Pbox> i 00 mbar ] I Box pressure high ]

dPsteam2/dt>0.46 bar/s I Main steamllne ]

Irupture

[ Lsg< -400 mm (2 out of 6)
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4. Safety iela_ed Systems

Procu_s Computlng

Replacing computer by computer: the early third generation techno-

logy computerized data aquisition systems will be upgraded and
i

replaced by 1,_te third generation technology.

The early third generation data aqulsitlon computers could privlde

simple presentation and display of technological parameters.

The early solutions provided alphanumeric displays and limited

capability of archlved data. Modernizing Is going on contlnously,

nowadays coloured shemes of technology with correct data pre-

sentation are available In the controll rooms. The reactor core

is represented with a three dimensional temperature and neutron

Flux modell demonstrating the load of every fuel element and

the axial power distribution. This system will be upgraded second

time next two years.

aeneral problems

A very important task in handling digital systems is the qualifi-

cation of Firms which prepare themselves for designing, For manu-

Facturing and software developing. The qualifying procedure must

be carried on the representatives o£ the home industry.

There are special conditions in the home economy. Big hungarian

Firms including the electric and electronical industry, now are

not able to ensure the quality is desired nowadays in NPP.

On the other hand, engineers, experts and well qualified co-wor-

kers established new Firms are ready to win tenders with

low prices in the NPP.

One can see, they have no manufacturing background, no capital,

and no goodwill. The nuclear regulator has the task to carry on

the qualifying procedure.

H A E C
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1. Introductlon

The introductionof digitalinstrumentationand controlsystemsin nuclear power
plants is characterized by the need to satisfy the requirements of safety,
reliabilityand man-machineergonomics.Today digital I & C systems meet
these requirementsand the trend in Europe(See Fig. 1) is towards full digital
based nuclearpowerplantcontrolsystems.

This paper describesSiemens(KWU) experience in nuclearpower plants and
development in trends within Europe.Topics which are the subject of major
concernto NPP operatorsaddressedinthispaperare:

Human PerformanceFactors- Man- Machine Interface

OperatingPhilosophy

Safety,Availabilityand Reliability

Other aspects addressedare: Siemens"defensein depth"concept,description
of Siemens digital i & C systems,safety requirementsand systems, I & C
qualification,control room ergonomics, informationsystems and retrofitting
experience.
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2.1 I & C Trend in Nuclear power,plants

in the past Siemens has employed hardwired controlsystems together with
conventionalcontrolroomdesignprovidinga hardwiredparallel interfaceto the
process(see figures5 and 6). In additioncomputerbased informationsystems
have been usedto provideadditionaldata via visualdisplayunits(CRT's), Use
of digitalcontrolsystemsin the field of e.g. operationalreactorcontrolhas been
implemented,Todate mostretrofitshave been hardwiredsystems.

One main advantage of the hardwired solutionsis the very high availability of
these ! & C systems, i.e. a very small contribution of the
I & C systems to the average unavailability of SIEMENS-KWU's nuclear power
plants as shown in figure 7.

Today and for all future nuclearpower plants digitalcontrolsystemstogether
with the use of display based control rooms will be implemented. Future
upgradeswillbe withdigitalbasedsystems.

2.2 Defense in Deoth Conceot

All sectionsof safety I & C are designed along an advanced philosophy of
"Defensein depth". This means that all disturbancesand faults are fought by
suitablecountermeasures.The safety I & C reacts in time and withthe optimal
intensityonany deviationsfromthe normalcondition.In mostcases the system
is successfulin returningthe plant into normal operationwithoutdisconnecting
the plant.

Thanks to the smoothtransientsresultingfrom thisapproach severe stressing
of the mechanical componentsisavoided. This philosophyis one of the reasons
that KWU NPPs havea very lowreactortrip frequency.

Within this philosophyoreventionof faults is given higher prioritythen removal

The figure No. 13 explains the concept of "Defense in depth". During normal
operationthe variablesvary withinthe range controlledby operational I & C.
One recognize

- the setpointand
- the deadband.
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Within the deaclbandthere is no intervention of I & C. If variables exceed the
deadbandthey are returnedtowards normalvaluesby means of operationali &
C. If theseshouldnotbe successfuland majortransientsor disturbancesoccur
in the plant, the core orotection systems will take action with increasing
intensity.One will recognizethese intensitiesas indicatedbythe linesat various
levels.

The core protectionsystemsreturnthe transientsintothe normalrangewithout
requiringa trip. Temporary load reductionsmay be necessaryhowever. After
the planthas returnedto normaloperation,full load operationmightbe feasible
again.

If a transientcannotbe stoppedby the coreprotectionsystems,a faultcondition
mightdevelopto an accident. Continuedexcursionwould bringthe plant into
dangerous conditions. The [eactor....trio system will then trip the plant.
Subsequentlythe reactortripsystemwill returnall variablesintoa safe range.

3. Siemens Digital I & C In Nuclear Power Plants

3.1 Policy for New Dioltal I & C Systems

For digitalsystem applications,continuousenhancement of safety, availability
and cost-effectivenessis likewisethe primarygoal. Developmentof new I & C
systems must also allow for the continuous process of improvement to
advancedlight-waterreactors.

Fundamentalgoalsare as follows:

o safety standard mustbe maintainedor improved even further

o simplificationof plantoperation
- by increasedautomation
- by improvedinformationsystemsas decision-makingaids

• inupsetoperation
• forearly detectionof incipientdamage

o incorporationof furthersafety marginsintothe mechanicaland I & C
systems

0 maximumpossibleuse of standard I & C productsto achieve
- high reliability by the use of proven hardware and the associated

in-depth standard training package for the maintenance personnel
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- high cost-effectiveness

o derivation of consistent verifiable engineering documents
- by the use of computer-aided planning and design tools

o improved plant maintenanceto minimize radiation exposure to personnel
and to minimize the personnel requirement during outages
- by plant components which allow automatic testing
- by use of computer aided tools

Some constraints related to the properties of digitaldevices must be observed:

o increased information density within single devices and thereby greater
consequences on device failure

o serial processing of programswithan impact on reaction time

o communication via local area networks

o modifiedenvironmental requirements

o large-scale data storage and data consistency throughout

o storage of a large amount of data which needs to be updated on device
restart.

3.2 .Categoriesof I & C Tasks in a Nuclear power Plant

To give a harmonious and integrated overall concept for the digital
I & C, the tasks of the I & C are subdivided into various categories in line with
the importance to safety and operation of the nuclear power plant.

Category Sl: I & C tasks that automatically initiate countermeasures in
responseto accidentswherethese countermeasuresare requiredin the short-
term to prevent inadmissibleactivityrelease to the environment,particularlyby
preventingcoredamage.
Main requirement: toleration of common-mode failures by diverse, prompt
accident identificationplusfulfillmentof the singlefailurecriterion.

Category $2: I & C tasks that automatically initiate countermeasures in
response to accidents where failures of these tasks can only result in
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inadmissibleactivity release or inadmissiblecore damage in the long term, but
where these countermeasures are nonetheless initiated in the short term to
minimize activity release to the environment.
Main requirement: toleration of common-mode failures by implementation of
manual actions diverse to actions initiated by the automatic systems plus
fulfillment of the single failure criterion.

Category $3: I & C tasks for manual or automatic process control for
preventive and long-term assurance of safety functions and to assure functional
capability of the safety systems•
Main requirements: fulfillment of single failure criterion.

Category BI: I & C tasks required for control of safety variables, for monitoring,
testing, on-line diagnosis and for accident review and documentation, as well as
other I & C functions with high reliability requirements.

Category B2: I & C functions for processcontrolin normaloperation.

Besides the main requirements each category is allocated specific design
criteria.The appropriatequalificationeffortdemandedfor licensingis graded in
line with the importanceto safety in accordancewith nationaland international
rulesand standards(e.g. K'IA 3501, IEC 880, IEC 964, IEC 987).

3.3 Structure of an integrated, digital I & C System

The I & C in nuclear power plantsis subdividedon the basis of the dedicated
technicalrequirementsintotwo maincategories,the safety
I & C andthe operationali & C (s. Fig.14).

The safety I & C serves primarilyto protectpersonneland environmentagainst
radiation exposure. The systems concerned essentially perform no actions
undernormalconditionsbutare requiredto operate on demand.The safety I &
C essentially consist of the safety automation systems for reactor trip,
engineeredsafetyfeatures, core protectionand radiationmonitoringas well as
the control room back up and the processinterface.

The operational I & C comprises all equipment required for process control
during normal operation and anticipated operational occurrenceS:

. the control room with the process control systems and the control room
backup

• the process information system
• the non-safety automation systems

i
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. the plant bussystem.

Safety I & C and operational I & C systems are of redundant configuration and
have dedicated process interfaces. Mechanical equipment with both safety and
operational functions are actuated by both types of I & C. Appropriate priority
logic ensures that protective actions with extremely high reliability take priority
over operational actions.

Signal exchange between safety and operational I & C is performed via a two-
channel redundant plant bus system. The safety I & C has multi-channel fiber
optic bus systems for signal exchange between the four redundant systems as
well as to the processing interface and to the plant bus. Due to the conflicting
requirements that it shall not be possible to disable the safety system manually
but at the same time still be possible to implement severe accident
management procedures, provisions will be made in future plants for severe
accident management procedures from a central point, but with the actions
possible limited to an absolute minimum.

To allow safe shutdown of the plant in the event of inaccessibility of the control
room, a reduced size screen-based control console along with a safety
information and control panel are fitted at the remote shutdown station.

4.  f.etyt &C

4,1 Design Requirements

The Reactor ProtectionSystemcoversthe Reactor Trip Systemas well as the
EngineeredSafetyFeaturesActuationSystem:

The mostimportantof theserequirementscan be summedup as follows:
I

i) at least two mutually independent criteria (diversity)shallbe usedto
initiatea safetyaction;if this is technicallyimpossible,at leastdifferent
typesof sensorequipmentmustbe usedfor signalacquisition.

ii) the scopeof automaticactionstakenbythe reactorprotection
systemshallbe suchthat no manualinterventionis requiredwithin
the first30 minutesafter the onsetof an incident.

iii)the mutuallyredundantsafety I & C subsystemsof the reactor
protectionsystemshallbe physicallyseparated.
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iv) it shallbe possibleto keepan incidentundercontroleven if two of
the followingthreesituationsplustheir respectiveconsequential
failuresoccursimultaneously:

(1) common-causefailure,
(2) randomfailure,
(3) testing/repair/maintenance.

Simultaneousoccurrenceof a common-causefailure witha random failure need
notbe postulatedto occurwithinthe first 100 hoursof repairs.

v) the reactorprotectionsystemshallnotgovernthe unavailabilityof
the safety action.

vi)the reactorprotectionsystemshallbe designedto be largelyself-
monitoring.

vii)safetyactionsshalltake priorityovernormaloperationcontrol
actions.

These requirementsform the basis for certain fundamentalapproachesto the
implementationof a Germancomputer-basedreactorprotectionsystem.

4.2 Strategy to Safety Grade System Replacement.
Case History: Upgrade to Muenleberg (Switzerland) NPP Reactor
Protecstion & Containment Isolation Systems.

Due to repeatedequipmentfailuresand ever increasingdifficultiesto obtainthe
necessaryspare parts,the ReactorProtectionSystem(RPS) was slatedby the
customerto eitherbe replacedor be upgraded. Becauseof considerablerisks
and prolongedoutage time, total replacemntwas rejected. Even the upgrade
was consideredas a formidabletask to be realizedwithinthe scheduledoutage
time. EuropeanNPP's generallyhaveshort scheduledrefuelingoutages of 30
to maximum40 dayswhichwas the case with MuenlebergNPP in Switzerland.
Therefore, a preciseupgradestrategyhadto be developed.

The customerstipulatedthat the existingprotectionsystemdesignconceptand
level of redundancybe retained. The improvementsshould be achieved by
providing the state-of-the-art I&C concepts regarding improved withstand
capabilitiesto earth quakes, lightningand internalsystem faults. The goal was
to achieve longerintervalsbetween inspectionsby use of the latest qualified
and type tested I&C equipment which had to include active failure mode
capabilities and processing of analog variables. Above all RPS
monitoring/supervision/inspectionneededto be improved.

KWUL111/SPC-L PageNo.9 Date:05119/93
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To achieve all this, a "Feasibility"of project study has to be conductedto
produce an accurate prediction of the entire project duration, costs,
manufacture, factory tests and factory pre-starting including installation,
commissioningandstart-up,and finallythe acceptanceby the customer.

The obvious strategy Siemens has taken to accomplishthe objection of the
projectscan be depictedfromthe time scheuldeillustratedin Fig.#21•

Fig. 19 and 20 depict some of the improvementsresulted from the project
upgrades. The original relay based, fault prone RPS cabinets were grouped
together in one location. A new rowof I&C cabinetsfor RPS "C" & "D" groups
have been installedin another locationseparated by a wall from the original
RPS. Since the entire system was pre-tested/pre-startedupin the factory
before shipment, the plug in cables used during pre-startup have been laid
down inthe existingcable trays. New RPS groups"C" & "D" have been erected
during the "partial installation"time shown in Rg. 21 duringwhich time the
originalRPS was still fullyfunctioning. Later,duringthe final 40 daysscheduled
outage, new RPS groups "A" & "B" cabinetshave been installedin itsplace.

The project was accomplishedon time provingthat ourstrategywas correctand
shouldbe consideredforfuturejobsas well.

5. Ot3erational I & C

5.1 Systgm Concept

The overallstructureof the operationalI & C can be representedby a pyramid,
thisconsistingof 5 superimposedlayers. Each layer constitutesa hierarchical
level which is to a large extent independentof the other layers. Autonomous
communicationmodulesare used to interconnectthe separate levels. In the
event of a faultat a highlevel,functioningof the lower levels isto a largeextent
unaffected. Autonomous communicationinterfaces also serve to reduce the
expenseassociatedwithtechnicalinnovationwithina singlelevel,as
each level can essentiallybe withdrawnas a whole and replacedby a new one
(modularupgrading).

The five levels of the systemare as follows:

• Processcontrollevel
• Communicationlevel
• Groupcontrollevel
• Couplingcontrollevel
• Individualcontrollevel

KWUL111/SPC-L PageNo.10 Date:05119/93
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Mimic diagram displaysserve for sequential operator controland observation
on plasma displaysdrivenby high-performanceoperationprocessors(type BP).
Manual commandsare input withthe aid of a touchframe whichuses infrared
lightto detect finger movementson the display,whichthe operationprocessor
convertsintocommandsto the groupcontrollevel.
Operator actionsare carriedout intwostages:

o selectionof an itemof equipmentsuchas a valveby touchingthe
appropriatesymbolon the flowdiagramon the display,

o operationof the itemby touchingthe softkey onthe display
simultaneouslywithgivinga releasecommand(two-handoperation).

5.2 Desian and En_aWeerina

Cost-effectiveand high-qualityprocessingof large-scaleI & C projectsis only
possible with uniform use of computer-aided design and engineering tools
(CAD, CAE). These must include all design phases, from planning to
commissioning. High-performance CAE tools are used for software
development for the new digital I & C system. On the one hand, these are
workstations on which function diagrams are generated graphically and
translated automatically into machine code. On the other hand, high-
performance programming devices using the language STEP 5 and
incorporatinga comprehensivelibraryof standardfunctionblocksconsiderably
lessen the programmingeffort. The workstationsand programmingdevices
provideautomated retrospectivedocumentationof the programsinput intothe
automationsystem.

Programscan be loadedeither centrallyvia the plantLAN or decentrallyvia a
programmeror by pluggingEPROM modulesintothe groupand
couplingcontrollevel devices.

5.3 Functional and physical decentrallzatiml

The functionallydecentralizedstructureis obtainedby assigningthe individual
programmable controllers and the associated coupling processors to the
functionalgroups and complexes in the process.As a consequence,largely
autonomousislandsof automationare establishedper programmablecontroller
communicating with each other by means of the redundantplant LAN. This
structure is further decentralized by assigningcouplingprocessorsystemsto
specific sub functions of a functionalgroup. Hence the coupling processor
systemsare the smallestsubpyramidsformingthe islandsof automationwhich
in turn formthe overallpyramid.

KWU L111/SPC-L Page No. 11 Date: 05/19/93
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Processand groupcontrollevel equipmentis installedin a centralelectricaland
I & C building.The couplingand individualcontrol levels are installed in the
centralelectricaland I & C buildingand also in all other process buildings.For
thispurpose, local, controlled-environmentelectricaland I & C centers (I & C
compartments) are provided. Auxiliary and supporting systems in further
buildingsare connectedto the centralplant I.AN usingsingle-channelLANsand
non-interactiverepeaters.

Implementationof a physicallydecentralizedconcept does not always meet the
fullacceptanceof the operationspersonnelbecause, due to the longdistances,
maintenanceand serviceoperationscan involvemoreeffort than in completely
centralizedconcepts,butgivesthe benefitof reducedcablingcostsusingserial
linksfor datatransmission.

5.4 Apl;llicatlonof operational I & C In Staudinaer5

The describedoperationalI & C systemwas implementedin the 500 MW fossil
firedpower plantStaudingerunit 5. Based on the highdegree of automationin
this plant with more than 1200 remote controlled actuators, 260 open loop
controlsand 180 closedloopcontrols,a "CockpitControlRoom" conceptwas
implementedwhich meansthat the plant is operated by one operator with the
use of screen based control room equipment only (i.e. sometimes called
"Joystick"controlphilosophy).

To fulfill this concept an advanced philosophyto structure power generating
processes by the employmentof "functionalchains" was developed. This
philosophycan be applied to NPPs as well and allows a more clear and
transparentautomationstructurethanbefore.

The implementationof the operationalI & C systemin Staudinger plant is part
of Siemens qualificationprogramfor the applicationof this I & C system in
nuclearpowerplants.

The first connectionto the grid was in June 1992 and the hand over to the
customeris scheduledforend of 1992.

6. Qualification

In the Federal Republicof Germany,qualificationof modern I & C systems for
use in nuclear plants is performed to the "safety standards" of the Nuclear
TechnologyCommission(KTA). The specifiedprocedurescompriseeither type

KWUL111/SPC-L PageNo,12 Date:05119/93
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tests or the documentationof operating experience. For type testing an
independent expert checks the qualificationdocumentation provided by the
manufacturerand checksproperperformanceof practicaltests. The resultsof
the tests are documentedin a testcertificate.A large numberof the proventest
proceduresused to date (suchas failureeffectanalyses)are not applicablefor
digital I & C systems.For thisreason,an appropriatequalificationc.,o.nceptwas
developedfor BELT-D inconjunctionwiththe independentexpert (TUV-Bayern)
commissionedby the licensingauthorities.

The basisfor thisis a newconceptfor subdividingthe functionsof the I&C into
variouscategoriesin line withtheirsignificancefor the safety and operationof

a nuclear power plant as shownin chap. 3.2. The qualificationstrategy was
specifiedon the basisof thesecategoriesforthe functionsof BELT-D:

o qualificationof hardwareby type testingconsistentwithNuclear Safety
Standard KTA3503,

o qualificationof softwareinparallelwithdevelopmentproperon the basisof a
"procedure model".

The proceduremodel requiredstep by step progressin development with the
definitionof processphaseswithmilestonesand reviewsfor release of the next
phase. Major phasesare:

o definitionof productspecificationsfor hardwareand softwarepreparationof
productrequirementspecificationsforhardwareand software

o hardwaredevelopment(prototype)
o softwaredevelopment(basicdesignand implementation)
o preparationof testspecifications
o componenttests
o systemtest

Before the start of developmentthe manufacturer prepares work instructions
and qualityassuranceprocedureswhichgive detailedand bindingdescriptions
of allprocessstepsofthe proceduremodelandof the associatedprocedures.

The procedure model is based on the results of detailed review of the
milestonesby reviewteamscomprisingrepresentativesof boththe independent
expert and the manufacturer.The task of this team is criticalanL_lysisof all the
product and product requirement specifications against the conceptual
formulationand the productimplementationenvisaged.The team also checks
for completeness,correctnessand consistencyhere. The independent expert
additionally checks the documents for compliance with applicable rules,

KWU L111/SPC-L Page No. 13 Date: 05/19/93
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regulationsand standards(for example KTA, IEC, IEEE, IAEA, s. fig. 15) and
withthe qualityassuranceprocedures.

As a rule, it takes several review meetings for each developmentstep and for
eachproductand productrequirementspecificationuntilthe productconcerned
isacceptedbythe reviewteam after a step-by-step
interactiveoptimizationprocess.

After this, approval for the next phase is given. Development and
implementation documentation generated in the course of software
developmentare likewise reviewed using review methods optimized for the
scopeof documentationand amountof detailsinvolved.

After successfulperformanceof all the above tasks, the independentexpert
then draws up an appropriate test/examination certificate which documents
qualificationof the system tested for use in nuclear plants in line with the
categoriesmentionedeadierand confirmsthat the system meets the applicable
rules,regulationsandstandards(s. Fig.23).

7. Control RoQmEraonomics

In accordancewith German standards for the safety designon NPP's, human
factors play a more important role within the list of safety provision and
requirementsthan for example redundancyor diversity.Mainlydue to the TMI
event, the control room design for NPP's which were in operation as well as
those under constructionwere reviewed in detail and careful considerationof
humanfactorswas taken intoaccount.

For the design of the Convoi NPPs a detailed specification for the layout,
labeling, location of control and informative elements and mimics was
developed in conjunctionwith German research institutesand KWU design
departments.One of the manycontrolroomdesign principleswas the universal
application of homogenous hardware. Based on numerous case studies
performedin a full scalecontrol roommockup the suitabilityof the controlroom
conceptwas proventothe licensingauthorities.

An additionalimportantfeature affecting the control room ergonomicswas the
inclusionintothe controlroomdesignof a screenbased informationlevel driven
by the process informationsystem PRISCA as already mentioned. For this
informationsystemdetailedtechnical/scientificresearchwas carded outintothe
subjectof graphicdisplayswhich has resultedin basic principlesnow adopted
as standardsin Europe.For examplethisstudy coveredsuchaspects as color,
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structure and arrangements of graphic display elements, use of icons,
abbreviationsanddynamicdata displays,

Inconnectionwiththedevelopmentofthecockpitcontrolroom forthe PP
Staudinger5 similarinvestlgationstothoseintheConvolplantswere performed
fora fullyscreenbased one man controlroom. By using22 pre-clefined
operatingcases(normaland disturbed)thedesignwas verifiedanclvalidated.
Aftersome designchanges togetherwiththe developmentof additional
softwareforinformationevaluationand informationcompression,inorderto
reducethementalburdenfortheoperator,Itwas proven(tothecustomer)that
thedesignmeetsandcomplimentstheoperatorsrequirements.

These above mentioned investigations,which will be continuouslymonitored
and verifiedduringnormalplantoperation,formsa reliablebasis for the design
of a screenbased controlroomfor KWU-NPPs.The basicdesignprinciplesare
based on the process management concept and the distributionof tasks
between man and control system. KWU's philosophy concerning this is
describedin figure5.

The licensingproceduresare describedaccordingto the German Standard KTA
3904 and in the IEC 964. The ongoingqualificationwork by KWU includesthe
developmentof all requiredspecificationand QS documentstogether with each
step taken and its associated evaluation and confirmation using a plant
simulatorwhichis alreadyin operation.

We are therefore confident that with this approach we will meet the
requirementsof German NPP operatorsfor a screen based control room in
time.
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KWU has built a large numberof NPP's as turnkeyprojects.Due to this, KWU
has the complete know-howfor the designand applicationof I & C in NPP's
including special areas like human factors, qualificationprocedures and
reliabilitycalculations.

Based on Siemensexperiencewithhard-wiredi & C systemsfor nuclearpower
plants and the demonstrated high availabilityof these systems Siemens
develops digital I & C systems followingthe trend to use digitalsystems for
both, operationaland safety applications.The main advantages of the digital
systems are found in the higher degree of automationtogether with more
sophisticated control strategies and in the improved MMI features. The
installationof digitai I & C systems in nuclearpowerplantsis not only planned
for new plantsbutalready practicedfor retrofitsand replacements.
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In the past :

o Useofhardwlredcontrolsystems

o Useofhardwlredcontrolroomequipmentfor
operation(controltiles)andmonitoring(indicators)

It

J

o Useofdigitalinformationsystemswithvisual
displayunits

o Useofdigitalcontrolsystemsforspecialtasksonly
(e.g.operationalreactorcontrol)

o Retrofitsmostlywithhardwiredsystems

Basis: highlyreliable,qualifiedI & C systems

Today and In future:

o Useofdigitalcontrolsystems

o Use ofdisplaybasedcontrolrooms

o Modernizationmostlywithdigltalsystems

Basis: faulttolerantstructurestomeetthereliability
requirements and qualificationof software

_ (o)_i,4 twoAI
POO._JKWU111/USA/I NPO/OT.07._lr

I&C - Trend in Nuclear Power Plants
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Important design crlterla of safety systems l&C :

2 - failurecriterion ---- degreeofredundancy/ diversity

30 minutesrule --- automaticcountermeasuresofsafetyI&C

defence-In-depthconcept --- staggeredcountermeasuresof limitations

' Importantdevelpomenttasks of digital safety I&C :

Qualificationofhardware -.--. off-the-shelfhardware

Qualificationofsoftware ---. off-the-sheffoperatingsystems
andcommunicationservices

Generationofhigh-quality ----, formalizedspectflcationand
I&Capplicationsoftware automaticcodegeneration

BasicdesignprinciplesofdigitalsafetyI&C

-438- Fig
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Error distribution for extended conventional programmed systems
Source • TUV Norddeutschland [_

Achievable error density 2, 10 -3 errors/statement coding 27%
Source • Electrical and control aspects of the sizewell B PWR. Int.Conf. Sept. 15, 92

By use of partially formalized coding methods error density [_
can be limited to 3. 10- 5 errors/statement

Source " Electricaland controlaspects of the sizewell B PWR, Int. Conf. Sept. 15, 92
coding 0.5%

i

By use of rigorous formalized coding methods error density [_
' can be limited to < 1.10"6 errors/_atement

Source •SILTdevelopment

coding f}.O09°_,

EQUIPMENT DIVERSITY IS NOT ADEQUATE TO COPE WITH SOFTWARE ERRORS.

CODING ERRORS CAN BE NEGLECTED BY USE OF FORMAL METHODS.
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- all tasks are runningcyclicallyOperating System

- all messagesare transmittedcyclically
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,_ Methods to avoid common-mode failures
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ABSTRACT

Digital technology has been applied to all non-safety grade instrumentation and

control (l&C) systems in the latest Japanese PWR plants, and has achieved more

reliable and operable systems,easier maintenanceand cable reductions. In the

next stage APWR plants, the dlg!tal technology will be also applled to a11 the

I&C systems including safety grade systems.

Parallel to the above efforts, many backfittingprograms in which the digital

technology is applied to operating plants are under way to improve reliability

and operability. The backflttingprograms for operating plants are proceeded in

the following two phases, synthesizingvarious utillty's needs to improve plant

availability and operability,improvementof digital technology,and complexity

of the practicablereplacementprocedures.

- Phase I ; Partial applicationof digital technology

The digital technology is partially applied based on the following methods:

(a) replace several analog circuit cards with one board digital controller

(b) add d_gital control systems to analog control systems as backup controls

(c) apply digital control systems to auxiliary control systems

All above methods have been already applied to several operating plants and

planned to be applied to many other plants. The following items are examples

applied to the operating plants:

•Improved main feedwatercontrol system

- automatic correct input selection from redundant input signals

- automatic digital backup control systems for analog control systems

- automatic transfer of redundantpneumatic subsystems

•Advanced feedwater bypass control system

- continuouslychanges control constants following plant operating power

•Radio-activeWaste ProcessingSystem

- Phase 2 ; Complete applicationof digital technology

The digital technology is completely applied based on the following methods;

(d) replace analog non-safetygrade I&C systems with digital systems

(e) replace all analog I&C systems including safety grade with digital systems

Above method (d) and (e) are not yet applied to operating plants, but a basic

design stage of the method (d) for several operating plants has been finished

and a feasibilitystudy of method (e) has been just started. In the design stage

and the study, effectiveprocedures and techniqueof replacement and schedule

of developmentand applicationwill be discussed, consideringthe digital I&C

system of APWR and digital technologyof other industries.

This paper presents examples of the partial applicationof digital technology

i to operating plants, and the contents of basic design for the complete application

of digital technology.
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1. INTRODUCTION

In Japanese operating PWR plants except the latest plants, the instrumentation

and control (I&C) system consists of conventional analog computing modules and

electro-magneticrelays, etc. Analog computing modules are periodically replaced

with new modules to prevent them from aging degradation. Particularly, old box

type analog computing modules which were applied to the first generation plants

have been almost al! replaced with card type analog computing modules because it l

is very difficult to keep spare parts.

Operating experiencesat these plants are satisfactory. However, their design

practices are now ten to twenty years old, and it is difficult to satisfy various

utility's upgrading needs.

,improve plant availabilityand reliability

,improve plant control capability

,improve maintainability

Also, it will becomedifficult to keep spare parts of card type analog modules

same as old box type modules in the future. Furthermore, digital I&C systems are

widely used and are the main trend in most industries, in order to fulfill these

requirements, a completelydigitized I&C system is adopted to non-safety grade

I&C system in the latest PWR plants.

According to these trend,many backfitting programs for applying the digital

technology to the operating plants are proceeded in the following two phases:

- Phase I ; Partial applicationof digital technology

- Phase 2 ; Complete applicationof digital technology

Transition from analog technologyto digital technology is shown conceptually

in Appendix A.

2. PARTIAL APPLICATIONOF DIGITAL TECHNOLOGY (PHASE I)

Considering complexityof a complete application, digital technology has been

partially applied to operating plants in the first step. Typical methods of the

partial applicationare as follows:

(a) replace several analog circuit cards with one board digital controller

(b) remain existing analog control systems and add digital control systems as

backup control systems

(c) apply digital control systems to auxiliary control systems

In order to improve the operabilityand reliability of operating plants, the

above methods have been already applied to several operating plants and planned

to be applied to other operating plants. Appendix B shows partial applications

of digital technology planned and those applied to operating plants. Examples

applied to operating plants are as follows:

-465-



-4-

(I) From the viewpoint of operability:

One board digital controller is selected to improve control capability with

a smaller taumberof additional equipment. This digital controller is designed

to install easily in the analog control rack, _.e. composed in the same size

card as the analog card, can use same power supply for the analog cards, etc.

This digital controller can be partially applied to specific functions which

are desired to improve control capability. Figure i shows the architecture of

advanced feedwater bypass control system which is a example of application.

This control system has improved the control capability to continuously change

its control constants according to plant operating power.

The feature of one board digital controller is as follows:

•One board type ; including single CPU, memory, and process i/O

•S_ze ; same as analog card

•Software ; single task, no interaptlon, constant time interval

•Self-diagnosls ; watch dog, memory cneck, range over, etc.

•Process :I0 ; maximum 8 A/Is, _ A/Os, 8 D/Is, 8 DlOs

•Sampling time ; minimum 100 msec.

•Interface level ; 0--.I0VDC

•Maintenance ; connect lap top maintenance tool

(2) From the viewpoint of reliability:

A digital control system is additionally applied to an analog control system

as a backup control system and a diagnostic system. The target of the backup

control system is selected based on operaticna! experiences and a reliability

analysis. A rack mounted type architecture is selected to the digital control

system which performs backup and diagnostic functions. This digital control

system consists of card frames and support equipment, and these equipment are

mounted in a rack independent of the analog control system. A simple software

architecture (such as, single task, constant time interval, minimum functions,

no interaption,etc.) is developed and applied to easily verification. Typical

application examples of the digital control system are as follows:

Process sensor level

A digital diagnostic system is applied to automatically select a correct

input signal from redundant process sensors.

Control system level

A digital control system is applied as backup controls which automatically

overrides control functions at the failure of main analog control system.

(_ Actuator level

A digital diagnostic system is applied to automatically select a correct

subsystem from redundant pneumatic subsystems of one control valve.

The digital control system has been applied to the improved main feedwater

control system. Figure 2 shows the conceptual block diagram of the main and

backup control systems of improved main feedwater control system.
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3. COMPLETEAPPLICATIONOF DIGITAL TECHNOLOGY(PHASE 2)

Digital technology is completely applied based on the following methods:

(a) replace non-safety grade I&C systems wlth digital systems

(b) replace all safety and non-safety grade I&C systems with digital systems

Above methods are not yet applied to operating plants, but basic design stage

of (a) has been finished and feasibilltystudy of (b) has just been started.

The contents of basic design {i.e.method (a) i are shown below:

. Investigation
• Basic design for application of digital control system

• Practical replacement procedures

3._ Investigation

On-site investigation of the followingitems is intensivelymade in order

not to cause critical problems: i

• Rack arrangement

• Interface between digital control systems and other systems

. Dismantlement and installation of racks

• Cable routing

. Electric power capacity

3.2 Basic design for application of digital control system

3.2.1 Digital control system architecture

(]) Design Principles

Considering features of digital technology, the digital control system

applied to the I&C system of operating plants has been studied based on

the following design principles:

• Plant safety

Any plant transient oonditlon caused by a single random failure in

this system should not exceed design base transients.

• Plant availability

To improve the plant availability in the order of one, a MTBF (Mean

Time Between Failure) target is chosen to be longer than 100 years.

• Plant control capability

The system should be able to obtain higher control capability than the

analog control system, and meet the needs of plant automation.

• Maintainability

A system MTTR (Mean Time To Repair) target is chosen to be less than

30 _i_utes. This target assumes that the maintenance personnel stands by

with tools and spare parts. Furthermore,a software maintenance tool that

the I&C maintenance personnel can easily use should be available.
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. System flexibility

The system should provide appropriatemargin for the increase of plant

equipment and functionalmodifications in the future.

(2) Conceptual design

The following shows the conceptual design of the Reactor Control System,

which is a typical example of defining system architecturebased on the

design principles:

(a) Plant safety

One microprocessorprocesses as many I&C channels as possible from the

economical standpoint.Therefore, in case of failure, all channels in

the system loose their functions and a multiple transient may be caused.

The distributed system architecture has been adopted in order to prevent

multiple transients (which exceed the design base transient), according

to the conception of group-distributionshown in Figure 3. Furthermore,

the distributed system architecture should be considered and required as

not to relocate channels in racks as possible.

(b) Plant availability

Each control subsystem should have a redundant architecture in order

to prevent plant trip or transient caused by a failure of the digital

control system. A duplex redundant system architecture with automatic

switching by self-diagnosticfunctions has been selected.

(c) Plant control capability

• Sampling time of digital control system

As a result of simulation test for main control systems, a sampling

time of less than one second was enough to apply the digital control

system to the reactor control system of the PWR. Taking account of this

result and a selected hardware processing capability, the sampling time

was finally decided to 0.3 seconds for the reactor control system.

• Improvement of control functions and plant automation

It is easier to add many functional improvementsand new automatic

control functions by digital control system. The following functional

improvement items were planned to be applied to operating plants:

- Improvement of individual control functions (10 items are planned)

such as, Main Feedwater Control, Letdown Line Pressure Control,

Main Steam Dump Control, PressurizerPressure Control, etc,

- Automation of local controls

- Automatic control system for plant heat up and cool down

- Automatic daily load follow operation

(d) Maintainability

In order to accomplish the design target (MTTR is less than 30 min.),

the following should be considered:
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. Immediate identificationof a failed portion

In case that a failure occurs in a system, the failed portion should

be identifiedby means of online self-diagnostlcfunctions and alarm

informationshould be transmittedto the main control room in order to

request maintenancepersonnel to repair the system, in the main control

room, alarm informationshould be classlfied into some groups according

to operator's reactions. In the instrumentationrack room, maintenance

personnel needs more detailed alarm information,which should be broken

down into a each module level. These detail information are displayed

on a plasma display on each rack ard LEDs in each module.

, Easier maintenance

The failed system is repaired easily by replacing a failed card or

a component by a spare card or a component under online condition.

To repair the duplex portion of the system, the failed subsystem is

overridden by backup control system while the total system can keep its

automatic control funotlon. To repair the slngle portion of the system,

related control function must be manually operated.

Furthermore,a software maintenancetool is available. It provides

a powerful graphical interface, and shows the application software in

graphic block diagram form. Therefore,maintenance personnel, who are

not a computer expert, can easily maintain the system.

(e) System flexlbility

Replacement of main control boards, plant computers and relay racks,

and functional modifications have been adopted or planned for operating

plants. Therefore, the system should provide appropriatehardware and

software margin and flexibillty.Design target is that a mounting rate

of card is less than 80% and a CPU load factor is less than 80%.

3.2.2 Hardware architecture

A duplex system is adopted as a basic architectureof the digital control

system for the complete applicationphase. The conceptual architecture of

the duplex digital control system is shown in Figure 4.

Figure _ shows one set of digital control subsystem. The digital control

system is composed of the distributeddigital control subsystems. In case of

the reactor control system of operating plants, the digital control system

is distributed into 5 to 8 subsystems. ( 5 is for the two loop plant and 8

is for the four loop plant. )

(I) Rack and card arrangement

Considering the results of the investigationSection 3.1 and the basic

design for application of digital control system Section 3.2, arrangement

of racks and cards has been studied based on the following practices:
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(a) The number of new racks should not exceed the number of conventional

analog control racks.

(b) Main control functions should be arranged based on the optimal group

distributionsuch as shown in Figure 3.

(c) In order to use existing cables efficiently, the other controls should

not be relocatedfrom the arrangement of the analog control system.

(d) In case that some controls are moved to other racks by practice (b),

wiring terminals should be provided in existing rack for cable routing.

Their existing cables are connected with their wiring terminals and new

cables are installed from existing rack to other rack.

(e) The system should provide appropriate margin for the future increase

in plant equipment.

(f) The size of racks for the digital control systems should be the same

as that of existing racks for analog control systems.

(2) Periodic system test

Periodic system tests of the digital control system in plant shutdown

schedule are much simpler than that of the analog control system, as the

integrity of digital system is continuously checked by self-diagnostic

functions during its operation. The following are minimum testing items

of periodic system test for the digital control system:

• maintenance of electric power

• checking of automatic transfer function in the duplex system and

signal selectivefunction

• checking and calibrationof the portion of analog input/output

3.2.3 Reliabilityof digital control system

It should be confirmed by means of FTA that the reliability ( plant trip

probability ) of digital control system is improved compared with that of

analog control system. In case of a typical two-loop plant, the plant trip

probability is improved about I/8.

3.3 Practical replacementprocedures

The practical replacementof digital control system is planned based on

plant shutdown schedule,considering the following procedures:

• Experiences acquired in the latest plants which adopt digital system.

• Transmitters and I/P converters should be replaced with 4-_20mA types

and also on-site practical investigation should be finished before the

replacementof digital control system.

• Functions, which have to control and monitor plant during plant shutdown,

should be installed on temporary racks.

• Existing cables are sufficiently taken care and used again.

-470-



-9-

4. CONCLUSION

Applicationsof digital technology to operating PWR plants have been started

now and expanding from partial to the entire I&C systems.

In partial applicationsof digital technology, for example, a digital backup

control system applied to the improved main feedwater control system was first

implementedin 1991, and it is being backfitted and planned to many operating

plants. Further, the one board digital controller which has been applied to the

advanced feedwater bypass control system and other partial control systems will

be implementedin 1994.

The complete applicationof digital technology will be implementedin the near

future. In case of the replacement of analog non-safety grade I&C system with

digital system, basic design stage has been already finished. Futhermore, the

study of application of total digital I&C systems including safety grade systems

to operating plants has just been started. (This system was originally developed

for APWR plant. )

5. REFERENCES

i ) TAGUCHI,S.,et ai., " Improvement on Reliability of Control System in PWR

plant, " IAEA Specialist's Meeting, Apr. 1984.

) UTSUMI,M., NAKAO,T., " Backfitting of The Improved Feedwater Control

System in Japanese PWR Plant, " IAEA Specialist's Meeting, Nov. 1987.

) TAKASHIMA,M.,et al., " Microprocessor-basedReactor Protection System for

PWR Plants in Japan, " IAEA Specialist's Meeting, May. 1988.

iv) NAGAI,T., et al., "Application of Integrated Digital I&C System in Japanese

PWR Plants", OECD/NEA-IAEA International Symposium on Nuclear Power Plant

Instrumentationand Control, May. 1992.

-471-



Figure 1 : Archi tecture of One Board Digital Control ler



-11-

PROCESSSIGNALS REFERENCE SIGNALS
, ,, _ _• .... j

X X_ Y, 'r'2 X_., Y_.,

t Jl
....... _ ...... II ,,J...... '

Ti.....!...........................................................................' , I "',,,'i! ....

ANALOG DIAGNOSTIC CONTROL
COTROL

M0 DU L E S FUNCT I ON FUNCT I ON
,

i '
Tz_

ANALOG
CONTROL

DIAGNOSTIC

0 0 I , FiNCTION

..... " " ' I ': '

(VALVELIFT)

_,__ I_-_ ,,_:_c_,c,_+,c_+
P/P: PI_TIC POSITIOI_

MAIN FEE_ATERcoNmoLVALVE

Figure 2 : Improved Feedwater Control System Architecture

-473-



Figure 3 " Concept ion of Group Di s t ribut ion
(Exam[c 1 e of Two Loop Plant)

Optimal GroupDistribuion

Gr.1 _[l

CauseControlof Exoessive 1 -RodControlSystem

I

• Rod Control System Signal Ccntrol "--=--bystem

•5_raticn& Dilution -M.S.D_ Contr_lSystem

ControlSys. , •
I

PRINCIPLE-I

(_3tN]_%St_E ' "Boratien& DilutienI

Prev_tCombinationof PRINCIPLE-2I ControlSystem
FollowingEssentialTransients- j •DivideM.S.ReliefValve -LoopNo.1 M.S.Relie£

KeepTransientinthe Controlinto2 Groups ValveControlSystem

(_)ExcessiveReactorPower CauseControlofSeoondary SafetyAnalysisAssumption -DivideControlFunction I I
Increase Gr.2 SystemMalf_ction (DLimitSp_-iousopento andInterlockFLl_ction

: •M.F.WCantrolSystem --_ OneM.S.ReliefValveor _ intodiff_t Groups I

._ (_) Primary System • M.S. Relief Valve OneM.S. D_.mpValve for M.S. [km_pValve -H.S. DtmpInterlock
"4
._ Depr_ssurization ControlSystem _)LimitSpuriousopento •DivideM.F.W.Control _ SignalControlSystem

' "M.S.D_ ControlSystem OneLoopofM.F.W into2 Groups I "LoopNo.1M.F.W.Control

ControlValve I System
@ _ Syste_ ........

Mal_tion M.S.:MainSteam

(M.F.W.:MainFeedWater)

1 1 - LoopNo.2 M.S. Relief
Distributeto3 Groups (P'zer:_izer) / ValveControlSystem

RUNCIPLE-3]
CauseControlof Primacy -DivideOmtrolFLrction

SystemDepresmmization (D LimitSpuriousopento andInterlockF_ctien

•P'zerPressureControl OneP'zerReliefValve into DefferentGroups -LoopNo.2M.F.W.Control

System or forP'zarReliefValve System

One P'zerSprayValve andP'zerSprayValve -P'zerPressControlSys.



PROCESS

INDICATCRS . ..... -
MAIN

_ ,,

E5
1

..................... _ L- _:,,,,,,, : .... _,,. ,,, , ....., , ,;- , ..... _-,;

........ \t _

ANALOG ANALOG
INPUT INPUT
(A/D) (A/D)

CPU SHAREDFMEMORY /_/ I SHARED IIMEMORY ' - CPU

!

sYsTEM I I SYSTEM 1

MEMORY ......... ;_ MEMORY

'',,.MONITOR MONITOR' DUPLEX SYSTEM
ANALOG MANAGEMENTUNIT ANALOG
OUTPUT OUTPUT

MAIN (D/A) I1 (D/A) _

SYSTEMCONTROL II -- --- SYSTEM:= , r............... |

0

S/C • SIGNALCONDITI_
A/M STATION A/M ' A/MSTATIONINTERFACE

MAIN

[ R0_CONIROL] _ I/P. ELECTRIC/Pr,EUMATICcoNVERTER

CONTROLVALVE
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Appendix B - Pratial Appl icat ion of Digital Technology

0" installed in someplants

O" plannedto apply

/x,-proposed only

!
OneBoardDigital Controller , BackupControl System Auxiliary Control System

(AppIication--(a)') (Application --(b)') (Application --(c)')
....

O AdvancedF.E BypassCont. Sys. • ImprovedMain F.E Cont. Sys. O Boric Acid Evaporator

O AdvancedMain F.E Cont. Sys. - automatic correct input selection from O WasteDisposal

O ReactorMake-upWater Flow Cont. Sys. redundant input signals Evaporator
I

O Reactor Vessel Level Indication Sys. - backupcontrol systemat the failureI

_ of min control system (::)Spent Resin Disposal i

, /k Letdo_mLine Press. Cont. Sys. - automatic correct subsystem selection from Sys.

/kLetdown _ _ Outlet Letdown Line Temp. Cont. Sys. redundant pneumatic subsystems of a valve

A RCPSeal Injection Flow Cont. Sys. - automtic transfer logic between F._
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A P'zr.Press.Cont.Sys. Valve
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* Application - (a) • replace several analog circuit cards with oneboard digital controller

- (b) " add digital control systems as backup control systems

- (c) " apply digital control systems to auxiliary control system
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_e_R_c_,,,,of t_e Boresele NPP Reactor Protecti_ STstm

Introduction

Since a few years the obligation to evaluate the safety level periodically
against the state of the art is established in the licences of nuclear
power installations in The Netherlands. This was leading to backfitting
progran_nes for both nuclear power plants in this country. These programmes

are in an engineering phase these days.
One of the plants to be backfitted is the Borssele NPP. This is a 450 MWe

PWR, in operation since 1973. Design and construction is from Siemens/K_.
Its concept is from an earlier date than for instance the K_-Konvoi design
and thus shows more ramification and less separation in process, electrical
and instrumental redundancies than more recent plant types.
To combat dependencies in failure modes an additional bunkerized civil
structure, Building 33, had been already erected in 1985. This building
meets redefined requirements for flood, gas cloud explosion and external
fire. It provides space for the functionally and physically separated
redundancies of emergency suppletion systems for the primary as well as the
secondary loop. Independency has been acquired by its own power supply.
These systems provide a certain back up for the primary volume control, the
core injection system and the auxiliary feed water supply in case of an
external event.

The present backfitting programme is also utilizing the design consider-
ations of these Bld.33 systems.

Plant backflttlng programme

The plant backfitting programme is based on a re-assessment of the existing

safety systems and a probabilistic safety analysis. An extension of the

list of design based accidents has been incorporated. Deviating from the

original design base, external accidents like earth quake and airplane

crash are now being considered.

Important backfitting items are z

- increasing the number of emergency cooling water (VF) pumps
from three to four,

- increasing the number of nuclear intermediate cooling (TF)

pumps from three to four,

- addition of a spare well cooling system (VE) to have a back up

if the emergency river water intake (VF) might be blocked,

- upgrading of the steam blow-off systems (RA),
- renewal of main steam lines in the containment,
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- increasing secondary spare suppletion capacity (RS),
- renewal of the primary relief valves (PORV's),
- replacement of emergency dieselgenerators, increasing capacity

with approx. 75 Z

Within the scope of the backfitting project also a lot of upgrading will be
executed on the electrical and l&C systems. Examples are s
- replacement of the process presentation computer system,
- new control panels in the control room,

- a spare control room in a bunkerized building.

Shortcomings exteting reactor protection system

In view of this plantwide backfitting programme the existing RPS exhibits

the following shortcomings.

- the location of cabinets in Building 05 provides insufficient

protection against the newly defined external events (ref.
fig.1.),

- incomplete physical separation of electrical redundancies,

- too less space for extension of cabinets inside the existing
room,

- only partly self-testing,

- the number of operational bypasses can hardly be diminished,
- economical obsolescence.

Removal to the protected area

The backfitting programme comprises an evaluation of the RPS-process logics
as well as the location of the cabinets.

With respect to the accident resistance the backfitting programme divides
the plant systems and components in EVI- and EVA/EVI-resistant.

The expression EVl (Einwirkungen yon innen) reflects accidents and distur-

bances with an internal origin, for instance LOCA. EVA/EVI (Einwirkungen
yon aussen und yon innen) comprises also the external events fire,

explosion, aircraft crash, flood and earth quake.

As EVA/EVl-resistant civil structures are specified the containment

(Bld.01), the secondary containment (Bld.02), the emergency suppletion

building (Bld.33) and a planned extension of the latter (Bld.35). EVA/EVl-

resistant systems are the passive part of the primary circuit and its

safety relevant active components, a part of the secondary systems and some

safety systems, e.g. aforementioned emergency suppletion systems.

The EVA/EVI-resistant envelope is reflected by fig.l.

That specific part of the SCRAM-action which reacts fail-safe on any loss
of power remains in its non-EVA/EVl-resistant room, but will be renewed on

a components or parts level. The major part of the reactor protection

system will be completely new erected within the EVA/EVI-resistant civil
structure.

Architecture

The RPS is based on hardwired logic. The system architecture, which is

basically shown in fig.2 remains unchanged.

Most safety systems have been arranged in a 1:2 redundant configuration,

which is a part of the original plant design concept.
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Both process redundancies hereby shom_ are activated by a 2z3 voting logic.
Three analogue trains, containing sensing, transmitting and arithmetic,

provide the input to binary trains being composed of limit value monitors,

comparison elements and said voting logic.

In the analogue trains the mA-signals are transducQd to a VDC level. The

signals are elaborated by a Siemens Teleperm Cg000R system. Said binary

trains are provided by a Siemens EDM dynamic magnetic core system, The
connection between this dynamic pulse logic and the motor control centres

c.q. component actuating devices is mainly provided by Siemens Iskamatic B

logic boards. The dynamic pulse outputs are transduced by special actuation

formation modules (RAG Abschlussglieder).

Fig.2 also shows the physical separation of redundancies and levels in

signal elaboration inside the EVA/EVI-resistant structure.

An exception is formed by the SCP.AM-division of the reactor protection

system. This is consisting out of two partsz

- a part activated by essentially the N-flux signals,

- a part activated by other process conditions.

The N-flux part remains located in the vicinity of the control room in the

non-EVA-resistant Building 05. This is allowed because of its failure safe
features due to loss of power.

Its architecture is presented in fig.3.

Analogue elaboration of signals is executed in the cabinets AT 1 u/t 4

(Siemens Teleperm B'). The binary outputs from the limit monitors are

presented to three logic trains, each with 2z3 voting logic. Each train

provides a triggering signal to two relay 6-contacts systems. Such a relay

6-contacts system also shows a 2z3 voting configuration. Deactivation of
one relay 6-contacts system is already sufficient to generate a reactor

trip.

The cabling between this part of the RPS and the control rods is running in
two concrete tunnels.

That part of the SCRAM action which is activated by other conditions than
the N-flux, will be established in the EVA-resistant area (bld.33 and 35).

Two blocks of three signals each, coming from corresponding 2z3 voting

systems in EDM logic, are tieing into the aforementioned relay 6-contacts

systems. Reference is given to fig.3 and 4.

Priority control

Safety relevant components in the plant (pumps, valves, etc.) may be
activated from the following levels.

- the reactor protection system,

- the control room, including its manual and automatic control
facilities,

- a smaller spare control room in the new EVA-resistant building

35, which might be used in case of un-inhabitability of the
main control room after an external event.

Mutually conflicting conmmnds are excluded by priority control modules (

Siemens Iskamatic B type AV 31) which provide the final commands to the

plant components. These modules assure under all circumstances the highest
priority to signals from the RPS.

The AV 31 module provides several opportunities for a hierarchical struc-

ture. Configurations applicable to NPP Borssele are presented in the

preliminary Options A up to E, shown in respectively fig. 5 up to 9.
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Some of these options show connections with the following central operator

key con,hands.

- manual RPS-command YZ 01 (BUMS PrUfung), to be operated from

the main control room to allow component testing from the main

control room (Options B and E), simultaneously blocking the

manual operation of some of these components from the spare

control room (Option E),

- manual RPS-conmand YZ 02 (BUMS), to be operated from the spare

control room to block the actuation of specific components from

the main control room (Option C and D), simultaneously allowing

the manual operation of some of these components from the spare

control room. (Option C).

The Options A and B are referring to EVI-resistant plant components, the

Options C, D and E are applying to EVA/EVl-resistant components.

Physical separation and isolation

The reactor protection system layout is based on the German rule KTA 3501,
which prescribes availability of the system during defined combinations of
failures. One of these is the common cause failure together with a random
failure.

As a common cause failure may be presumed the internal area event, leading
to unavailability of all electric components in the applicable room. The
configuration shown by fig.2 applies to this requirement.

KTA 3501 par.4.7 requires separation of the RPS from other systems. This
leads to the definition of "fire" rooms wherein decoupling modules are to
be located. A fire room provides a barrier to prevent any higher voltage
from outside entering a room with electronic RPS cabinets. (for instant 220
VAC from the main control room)

Examples are given in fig. 5 u/t 9.

Galvanic separation is established by isolation devices from the Siemens I

Zskamatic B series. I

Interfaces

Since 1988 a process presentation system is in operation which presents
operational and safety relevant process information to the control _oom.
During the last years the system has been expanded a.o. with connections to
staff departments.
The equipment will be replaced because the extension required by the
backfitting programme is not possible within the existing computer system.
The backfitting progrannne requires also a new control room panel layout.
The renewal of the panels will be based on modern ergonomic principles.

Testin8, maintenance and qualification

In the existing system the 2_3 voting elements are part of the static logic

behind the RAG actuation formation modules (ref. fig.2). As contrasted with

the dynamic logic this part of the existing RPS is not self-testing. In

1987 a special system (YT) has been developed to test RPS channels during

operation of the plant.
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The new configuration makes this test system superfluous because the
dynamic logic will include said voting systems. The other new systems like
Iskamatic provide improved diagnostic and failure warning features.

The applied I&C systems are qualified according KTA-rules.
In the N-flux part o£ the SCRAM action the older Siemens DM and Simatic P
will be maintained after a thorough revision on parts level.
Suitable parts from the dismantled RPS will be revised and kept in stock on

the plant. Appointments with the supplier have been made to maintain
services and deliveries.

Conclusion

The backfitting programme removes the aforementioned shortcomings in the
reactor protection system. _proved and more recent I&C systems from the
same manufacturer will be applied. The programming will remain hard wired.
A hierarchical architecture is designed by using priority voting modules.

The original location of the RPS in the civil structure of the plant does
not provide the opportunity to meet to-day's requirements for separation of
redundancies, The latter will be acquired by locating the new system in

protected buildings forming a part of the external events resistant
envelope,
This approach also provides the opportunity to a systematic implementation
of the new I&C and a relatively short outage time for making connections to
the plant.
The conceptual design of the reactor protection system has been accepted by
the Netherlands nuclear regulatory body.

The Hague, 29 April, 1993
Y.van der Plae
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Fig.3. SCRAM-action, initiated by N-flux
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Fig.7. Option C, priority selection for EVA/EVI components with FIg.8. Option D, priority selection for EVAIEVI components vlth

manual command YZ 02 for switchln 8 the operation manual command YZ 02 for blocking the operation
from main control room to spare control room. from main control room.



Fig.9. Option E, priority selection to test from main control

room those EVA components which are normally operable

from spare control room.

BL I&C normal operation
AS command module

AV 31 priority selection module

FT decouplin S
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THE ROLEOF INTERNATIONALSTANDARDSIN THE DESIGNOF
MODERNI&C SYSTEMSFORNUCLEARPOWERPLANTS

,,

BY
JOHN M. GALLAGHER

CHAIRMAN, IEC SC 45A (_

(1) MR. GALLAGHERIS NOW EMPLOYED BY THE U.S. NUCLEAR
REGULATORY COMMISSION IN THE INSTRUMENTATION AND
CONTROL BRANCH OF THE 0F'FICE OF NUCLEAR REACTOR
REGULATIONS.THe MATERIAL IN THIS PAPER IS A FACTUAL
PRESENTATION OF ACTIVITIES RELATED TO MATTERS THAT
INVOLVE THE IEC AND DOES NOT REPRESENT ANY SPECIAL
ENDORSEMENT BY THE NUCLEAR REGULATORY COMMISSION.
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HISTORYOF IEC AND IS0

IEC

NEED FOR AN INTERNATIONAL ORGANIZATION TO DEVELOP
STANDARDIZED FEATURES OF ELECTRICAL EQUIPMENT TO ,
PROMOTE INTER.NATIONAL TRADE AND COMMERCE WAS PROPOSED
AT THE ST LOUIS EXPOSITION IN 1904.

THE INTERNATIONAL ELECTROTECHNICAL COMMISSION (IEC)
WAS ESTABLISHED AND STARTED OPERATION IN 1906 WITH
LORD KELVIN AS THE FIRST PRESIDENT.

THE TECHNICAL COMMITTEE FOR NUCLEAR INSTRUMENTATION,
TC 45, WAS CREATED IN 1958.

TWO SUBCOMMITTEES WERE CREATED AT THE FIRST TC 45
MEETING IN 1960.

• SC 45A: REACTORINSTRUMENTATION

• SC 45B: RADIATIONPROTECTIONINSTRUMENTATION,

FIRST SET OF IEC SC 45A STANDARDS WERE ISSUED BETWEEN
1966 AND 1977 AND DEALT WITH;

• GENERAL PRINCIPLES OF NUCLEAR POWER REACTOR
INSTRUMENTATION EQUIPMENT AND SYSTEMS

AND

• COVERED BOTH DESIGN REQUIREMENTS AND GENERAL
SAFETY PRINCIPLES FOR THE INSTRUMENTATION SYSTEMS.
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ISO

THE INTERNATIONAL ORGANIZATION FOR STANDARDIZATION
(IS0) WAS FOUNDED IN 1946 BY 25 NATIONAL STANDARDS
ASSOCIATIONS.

THIS WORLDWIDE SPECIALIZED ORGANIZATION FOR
STANDARDIZATION IS THE LARGEST OF THE MANY VOLUNTARY
GROUPS FOR INDUSTRIAL AND TECHNICAL COOPERATION.

ISO BRINGS TOGETHER THE INTEREST OF BOTH PRODUCERS AND
USERS AND ITS WORK COVERS ALMOST EVERY AREA OF
TECHNOLOGY.

• MAOOR EXCEPTION IS THE ELECTROTECHNICAL AREA,
WHICH IS THE RESPONSIBILITY OF THE IEC.

Tele IS0/IEC AGREEMENT OF 1976 FORMED A SYSTEM OF
INTERNATIONAL STANDARDIZATION. AFTER SEVERAL YEARS OF
EFFORT IS0/IEC DIRECTIVES ARE NOW IN PLACE COVERING;

• PART _: PROCEDURES FOR THE TECHNICAL WORK

• PART _: METHODOLOGY FOR THE DEVELOPMENT OF
INTERNATIONAL STANDARDS

• PART 3: DRAFTING AND PRESENTATION OF INTERNATIONAL
STANDARDS

AN IS0/IEC 3OINT TECHNICAL PROGRAMMING COMMITTEE WAS
ESTABLISHED FOR THE PURPOSE OF AVOIDING OR ELIMINATING
OVERLAP IN THE TECHNICAL WORK OF IS0 AND IEC. CLOSE
LZAXSONBETWEENIEC TC 45 AND IS0 TC 85, NUCLEAR
ENERGY, IS MAINTAINED TO AVOID OVERLAP IN THE AREAS OF
RADIOACTIVITY MEASUREMENTS AND RADIATION PROTECTION.
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COOPERATIONBETWEEN IAEA AND IEC

IN 1976 THE INTERNATIONAL ATOMIC ENERGY AGENCY BOARD
OF GOVERNORS APPROVED THE PUBLICATION OF IAEA SAFETY
STANDARDS AND IAEA SAFETY GUIDES.

• THE SAFETY STANDARDS COMPRISE THE AGENCY'S BAST C
SAFETY STANDARDS, SPECTALTZED REGULATIONS AND
CODES OF PRACTICE AND ARE MANDATORY FOR THE
AGENCY'S OWN OPERATIONS AND THE AGENCY-ASSISTED
OPERATIONS.

,.

• THE SAFETY GUIDES SUPPLEMENT THE SAFETY STANDARDS
AND RECOMMEND PROCEDURES THAT HIGHT BE FOLLOWED IN
IMPLEMENTING THEM.

I

REVIEW OF THE EARLY ZAEA DRAFTS OF SAFETY GUIDES FOR
DESIGN SHOWED SIGNIFICANT DUPLICATION TN THE WORK OF

THE IAEA AND IEC SC45A, ESPECIALLY TN THE AREA OF I&C
SYSTEMS IN PROTECTION, CONTROL AND MONITORING
FUNCTIONS FOR NUCLEAR POWER PLANTS (NPP's).

AN AGREEMENT BETWEEN THE IAEA AND THE IEC ON A
COOPERATIVE ARRANGEMENT TO MINIMIZE THIS DUPLICATION
WAS REACHED IN 1981. THIS AGREEMENT STATES:

® THE IAEA IS RESPONSIBLE FOR THE DEVELOPMENT OF

SAFETY PRINCIPLES FOR INSTRUMENTATION, CONTROL AND
ELECTRICAL SYSTEMS IN NPP's

• THE IEC IS RESPONSIBLE FOR THE DESIGN REQUIREMENTS
THAT REALIZE THESE SAFETY PRINCIPLES.

• THE IAEA Is INVITED TO PARTICIPATE IN IEC TC 45
AND SC45A MEETINGS

• THE IEC IS INVITED TO PARTICIPATE IN THE
DEVELOPMENTOF RELEVANTIAEA SAFETYGUZDES.
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RESULT OF THIS AGREEMENT WAS THE IEC DECIDED NOT TO
REAFFTRM THE EARLIER SET OF IEC 231 STANDARDS THAT
DEALT WITH PRINCIPLES OF I&C SYSTEHS BUT INSTEAD TO
DEVELOP STANDARDS BASED ON PRINCIPLES GIVEN IN SAFETY
DESIGN GUIDES, ESPECIALLY:

• 50-SG-D3, 1980, PROTECTION SYSTEH AND RELATED
FEATURES IN NPP's

• 50-SG-D7, 1982, EMERGENCY....POWER SYSTEHSAT NPP's

• 50-SG-D8, 1984, SAFETY.RELATED INSTRUHENTAT!ON AND
CONTROL SYSTEHS FOR NPP's.

THZS DECISION FORHED A HAOOR THRUST FOR THE
DEVELOPMENT OF ZEC SC 45A STANDARDS FOR HODERN I&C
SYSTEHS AS WILL BE SEEN BELOW.

-493-



IEC SC 45A PUBLICATIONSRELEVANTTO MODERNI&C
TECHNOLOGIES

o APPLICATIONOFDIGITAL COMPUTERSYSTEMS

THE FIRST Y.EC PUBLICATION DEALING WITH THE APPLICATION
OF DIGITAL COMPUTERS TO NPP's WASIEC 643-1979,
TO THE .APPLICATION OF DIGITAL COMPUTERS TOp NUCLEAR
REACTOR INSTRU_MENTATION AND CONTROL.

THIS WAS IN THE FORM OF A GUIDE RATHER THAN A STANDARD
BECAUSE OF THE OPINION OF SEVERAL NATIONAL COMMITTEES
THAT THE TECHNOLOGY WAS TOO NEW TO BE A SUBOECT FOR
STANDARDIZATION.

THE FIRST DRAFT, WRITTEN BY UK AND GERMAN EXPERTS, WAS
SUBMITTED IN 1972 AND WAS PRIMARILY BASED ON THE
EXPERIENCE IN THE UK WHERE THE SOPHISTICATION OF PLANT
PROCESS COMPUTERS IN NPP's HAD ADVANCED TO THE
INCLUSION OF OPERATOR AIDS SUCH AS:

• ALARM ANALYSIS FUNCTIONS

• SPECIAL CALCULATIONS FOR MONITORING SELECTED
PHYSICAL PROCESS BEHAVIORS.

WHILE THE MAJORITY OF THE COUNTRIES THAT WERE ACTIVE
IN THE DEVELOPMENT OF NUCLEAR POWER WERE APPLYING
DIGITAL COMPUTERS TO MONITORING, AND IN SOME LIMITED
CASES CONTROL TASKS,

• ALMOST ALL OF THE APPLICATIONS WERE OUTSIDE THE
PURVIEW OF REGULATORY AUTHORITIES

• A STANDARD ON THE SUBOECT WAS VIEWED AS AN
IMPEDIMENT TO CREATIVE APPLICATIONS, SINCE
DEVIATIONS FROM THE STANDARD MIGHT BECOME A SOURCE
OF CONTENTION.
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THE ATTITUDE AMONGST NATIONAL COMMITTEES FOR THE NEED
FOR A STANDARD FOR THE APPLICATION OF DIGITAL
COMPUTERS CHANGED IN THE MID TO LATE 70'S, ESPECIALLY
IN THE U.S. AND FRANCE, WHEN DESIGNS USING DIGITAL
COMPUTERS IN THE SAFETY SYSTEM WERE PROPOSED.

THE U.S. INCREASED THE ACTIVITY IN LATE 70'S TO
DeVeLOP A STANDARD BY FORMING A JOINT IEEE/ANSWORKING

GROUP, WHXCHPRODUCEDANSI/IEEE-ANS-7-4.3.2-1982,
STANDARD _ CR!T,,,,ERZAFOR DIGITAL COMPUTERS ZN,,,_SAFETY
,,SYSTEMS OF,NUCLEAR,, POWERGENERAT.._NGSTATIONS.

THE DECISION WAS MADE TO LIMIT THE CONTENT OF THIS
STANDARD TO GENERAL TOP LEVEL REQUIREMENTS FOR:

• THE COMPUTER SYSTEM

• SOFTWARE DEVELOPMENT

• VERIFICATION AND VALIDATION.

THE INITIAL IEC DRAFT STANDARD, PREPARED BY A GROUP OF
U.S. EXPERTS IN THE LATE 70'S, EXPANDED THE PROPOSED
CONTENT BEYOND THE U.S. STANDARD TO INCLUDE MORE
DETAILED REQUIREMENTS, AS REQUESTED BY THE EUROPEAN
MEMBERS OF THE IEC, ESPECIALLY FRANCE, GERMANY AND
ITALY.

EARLY IN THE DEVELOPMENT OF THIS STANDARD MEMBERS OF

_ SPECIAL EUROPEAN STUDY GROUP FOR SAFE SOFTWARE, TC-, REQUESTED AND WERE PERMI'rTED ACTIVE PARTICIPATION
zN IEC SC45A/WGA3.THEY HAD DEVELOPEDDETAILED
RECOMMENDATIONS FOR:

• DESIGN AND CODING OF SAFETY RELATED SOFTWARE

• LANGUAGE, ITS TRANSLATOR, LINKAGE EDITOR, ETC.

• SOFTWARE TESTING
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SOME OF THESE DETAILED REQUIREMENTS WERE INCORPORATED
INTO THE BODY OF THE DOCUMENT HOWEVER THE MAJORITY
WERE PLACED IN APPENDICES.

THZS STANDARD WAS FINALLY PUBLISHED IN 1986 AS IEC

880, S0.FTWARE FOR COMPUTERS IN THE SAFETY SYSTEM OF
NPP's

THE STANDARD HAS BEEN USED AS A PRINCIPAL REQUIREMENTS
DOCUMENT FOR NUCLEAR POWER PLANT PROJECTS IN THE UK,
FRANCE AND ITALY (THE PUN PROJECT, WHICH WAS
TERMINATED).

WHILE IEC 880 MADE REFERENCE TO IAEA 50-SG-D3 IT WAS
RECOGNIZED THAT A COMPANION DOCUMENT WITH REQUIREMENTS
FOR THE HARDWARE FOR COMPUTER SYSTEMS IMPORTANT TO
SAFETY WAS NEEDED AND WORK ON THIS SUBJECT WAS
INITIATED DURING THE FINAL PHASE OF APPROVAL FOR IEC
880.

THE SCOPE FOR THE COMPUTER SYSTEM WAS EXPANDED TO

INCLUDE BOTH THE SAFETY SYSTEM, AS DEFINED BY IAEA 50-
SG-D3, AND SAFETY RELATED SYSTEMS AS DEFINED BY IAEA
50-SG-D8.

THE DOCUMENT ALSO INCLUDES REQUIREMENTS FOR OFF-THE-
SHELF AVAILABLE EQUIPMENT, E.G. HARDWARE WITH BUILT-IN
SOFTWARE, THAT PROVIDES AN ALTERNATIVE TO IEC-880.

THE STANDARD WAS PUBLISHED IN 1989 AS IEC 987,
PROGRAMMED DIGITAL COMPUTERS IMPORTANT TO SAFETY FOR
NPP's.
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SUPPLEMENT TO IEC 880; THIS IS THE FIRST OF AT LEAST
TWO SUPPLEMENTS PLANNED FOR IEC 880 FOR THE PURPOSE OF
INCORPORATING REQUIREMENTS FOR DESIGN MATTERS THAT
HAVE DEVELOPED SIGNIFICANTLY IN BOTH IMPORTANCE AND
MATURITY OVER THE PAST SEVERAL YEARS. THIS FIRST

SUPPLEMENT ADDRESSES;

• DIVERSITY AGAINST COMMON MODE FAILURES

• FORMAL SPECIFICATIONS AND DESIGN METHODS

• AUTOMATIC TOOLS

• USE OF PRE-EXISTING SOFTWARE

IN ADDITION THE ScoPe OF THIS SUPPLEMENT WILL INCLUDe
SAFETY RELATED SYSTEMS, BASED ON IEC 1226, AS WELL AS
SAFETY SYSTEMS.

THERE ARE ALSO TWO ADDITIONAL STANDARDS UNDER
DEVELOPMENT THAT ARE PRIMARI LY RELATED TO THE
APPLICATION OF DIGITAL COMPUTER BASED SYSTEMS:

• FUNCTIONALREQUIREMENTSFORMULTIPLEXINGSYSTEMS
,IN,, NPP's

• METH(}DS AND CRITERIA FOR ELECTROMAGNETIC
INTERFERENCE IN NPP's

f
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o CLASSIFICATIONAND GRADED REOUIREMENTSFOR l&C
SYSTEMSIMPORTANTTO SAFETY

THE MOST RECENT COMPLETED IEC STANDARD IN THIS GENERAL
AREA OF I&C SYSTEMS IMPORTANT TO SAFETY IS IEC 1226,
THE CLASSIFICATION OF INSTRUMENTATION AND CONTROL

SYSTEMS IMPORTANT TO SAFETY FOR NPP's. THIS STANDARD
WILL BE PUBLISHED IN 1993. THE STANDARD DEALS WITH THE
DIFFICULT AND OFTEN CONTROVERSIAL SUBJECT OF
CLASSIFICATION AND GRADED REQUIREMENTS FOR I_C

FUNCTIONS, SYSTEMS AND EQUIPMENT (FSE) BASED ON THEIR
IMPORTANCE TO SAFETY.

THE SAFETY PRINCIPLES FOR THE STANDARD WERE TAKEN FROM
IAEA 50-SG-D8 WHERE THREE CATEGORIES OF IMPORTANCE TO
SAFETY ARE DEFINED, IN ADDITION TO A CATEGORY THAT HAS
NO DEFINED SAFETY ROLE.

THE STANDARD ESTABLISHES A METHOD OF CLASSIFICATION OF
THE INFORMATION AND CONTROL FUNCTIONS FOR NPP's AND
THE INSTRUMENTATION AND CONTROL SYSTEMS AND EQUIPMENT
THAT PROVIDE THOSE FUNCTIONS.

THE CATEGORIZATION METHOD IS BASED ON QUALITATIVE
CRITERIA AND DOES NOT REQUIRE RISK ASSESSMENT RESULTS.
THE RESULTING CLASSIFICATION THEN DETERMINES RELEVANT
DESIGN CRITERIA. THE DESIGN CRITERIA ARE MEASURES OF
QUALITY BY WHICH THE ADEQUACY OF EACH FSE IN RELATION
TO ITS IMPORTANCE TO PLANT SAFETY IS ENSURED, NAMELY:

• FUNCTIONALITY

• RELIABILITY

• PERFORMANCE

• ENVIRONMENTAL DURABILITY

• QUALITY ASSURANCE (OA).
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o DESIGNOF THEMAIN CONTROLR00M

AN AREA NOT USUALLY ASSOCIATED WITH I&C SYSTEMS, BUT
OF EOUAL IMPORTANCE FOR THE SAFE OPERATION OF NPP's zs
THE MAIN CONTROL ROOM.

IEC SC 45A UNDERTOOK THE DEVELOPMENT OF A STANDARD FOR
THE DESIGN OF CONTROL ROOMSOF NPP's XN 1982.
BACKGROUND MATERIAL FOR THIS WORK INCLUDED VARIOUS
IEEE NPEC SC-7 COMPLETED AND DRAFT DOCUMENTS AND
NUREG-0700.

IN ADDITION FRANCE, THE UK, GERMANY AND _APAN, WHO
PROVIDED THE SECRETARY FOR THIS COMPLEX ACTIVITY,
SUPPLIED A SIGNIFICANT AMOUNT OF MATERIAL FOR THE
DEVELOPMENT OF THE STANDARD.

THE STANDARD IEC 964, DESIGN FOR CONTROL ROOMS OF
NPP's WAS PUBLISHED IN 1989. THE APPLICATION OF THIS
STANDARD WAS PRIMARILY FOR NEW CONTROL ROOM DESIGNS.

THIS STANDARD ESTABLISHESREQUIREMENTSFORTHE:

• MAN/MACHINE INTERFACE IN THE MAIN CONTROL ROOMS OF
NPP's

• SELECTION OF FUNCTIONS

e DESIGN CONSIDERATIONS AND ORGANIZATION OF THE
MAN/MACHINE INTERFACE

• PROCEDURES TO VERIFY AND VALIDATE THE FUNCTIONAL
DESIGN.

i

THE REOUIREMENTS REFLECT THE APPLICATION OF HUMAN
ENGINEERING PRINCIPLES AS THEY APPLY TO THE
HAN/HACHINE INTERFACE DURING NORMAL AND ABNORMAL PLANT
CONDITIONS.
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AN EXTENSIVE APPENDIX IS PROVIDED TO EXPLAIN THE
CONCEPTS USED IN THE STANDARD INCLUDING THE BASES FOR
THE FUNCTIONAL DESIGN OF THE CONTROL ROOM AND FOR THE
DEVELOPMENT OF THE FUNCTIONAL DESIGN SPECIFICATIONS.

A NEWIEC STANDARD, 0P,,ERATOR CONTROLS ....IN NP...P's,HAS
RECEIVED FINAL APPROVAL AND WILL BE PUBLISHED IN 1993.
THIS STANDARD EXPANDED ON GUIDANCE GIVEN IN THE
APPENDIX OF IEC 964 AND PROVIDES REOUIREMENTS FOR THE
DESIGN OF CONTROL STATIONS IN THE MAIN CONTROL ROOM
APPLICABLE TO BOTH NEW DESIGNS AND RETROFITS TO
EXISTING CONTROL ROOMS.

OTHER CONTROL ROOM STANDARDS THAT ARE UNDER
DEVELOPMENT INCLUDE:

• VDUAPPL_I.CATIONS TO MAI.N CQ.NTROL ROOMS IN NPP's;
THIS STANDARD IS SIMILAR TO THE OPERATORS CONTROL
STANDARD IN THAT IT EXPANDS ON GUIDANCE GIVEN IN
THE APPENDIX OF IEC 964 AND PROVIDES REOUIREMENTS
FOR THE DESIGN OF VDU DISPLAYS IN THE CONTROL ROOM
AND IS APPLICABLE TO BOTH NEW DESIGNS AND
RETROFITS.

e VERIFICATI0,N,,AND VALIDATION OF CONTROL ROOM,,DESZGN
OF NPP's; THIS STANDARD ALSO EXPANDS ON GUIDANCE
GIVEN IN THE APPENDIX OF IEC 964, USING EXPERIENCE
RECENTLY GAINED IN SEVERAL COUNIRIES, TO PROVIDE
REOUIREMENTS FOR THE VERIFICATION AND VALIDATION
OF BOTH NEW CONTROL ROOM DESIGNS AND MODIFICA'fIONS
TO EXISTING DESIGNS.
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o ADVANCEDMEASUREMENTAND MONITORINGSYSTEMS

IN ADDITION TO THE GENERAL STANDARDS THAT DEAL WITH
MODERN DIGITAL COMPUTER BASED I_C SYSTEMS, STANDARDS
FOR SPECIAL MODERN INSTRUMENTATION AND CONTROL SYSTEMS
HAVE ALSO BEEN PUBLISHED OR ARE UNDER DEVELOPMENT.
PUBLISHED STANDARDS INCLUDE:

• IEC 911 (1987), MEASUREMENTS FOR MONITORING
ADEOUAT .E...... CORE COOLING WITHIN THE CO,.RE OF
PRESSURIZED LIGHT WATER REACTORS

• IEC 960 (1988), FUNCTIONAL DESIGN CRITERIA FOR A
SAFETY PARAHETER DISPLAY SYSTEM FOR NPP's

• IEC 988 (1990), ACOUSTICMONITORING5ySTEHS FOR
LOOSEPARTS DETECTION- CHARACTERISTICS,DESIGN
CRITERIA ANDOPERATIONALPRO.CEDURES.

STANDARDS UNDER VARIOUS STAGES OF DEVELOPMENT INCLUDE:

• _EASUREMENTS FOR MONITORING ADEOUA',T.E COOLING
WITHIN THE CORE OF BOIliNG LIGHT WATER REACTORS,
THE SCOPE OF THIS PROPOSED STANDARD IS SIMILAR TO
IEC 911.

• MONITORING OF INTERNAL STRUCTURES IN PRESSURIZED
WATER REACTORS

• MONITORING OF POWER OSCILLATIONS IN BOILING WATER
REACTORS

• NUCLEAR INSTRUMENTATION AND ELECTRICAL SYSTEMS FOR
THE SAFE OPERATION OF RMBKTYPE REACTORS. THIS IS
A JOINT PROJECT WITH THE IAEA AND THE COMMISSION
OF EUROPEAN COMMUNITIES.



SUMMARY

IN ADDITION TO THE ABOVE IEC SC 4SA HAS DEVELOPED MANY
STANDARDS FOR RADIATION MONITORING SYSTEMS FOR NPP's
COVERING THE RANGE OF NORMAL OPERATION AND BOTH
ACCIDENT AND POST-ACCIDENT CONDITIONS.

THE MAIN COMMITTEE, TC 45, HAS BEEN A LEADER IN THE
DEVELOPMENT OF STANDARDS FOR SPECIAL MEASUREMENT
SYSTEMS USING GENERALIZED MODULAR AND DISTRIBUTED I_C
SYSTEM TECHNOLOGY SUCH AS THE CAMAC AND FASTBUS SERIES
OF STANDARDS.

THE INTERNATIONAL ELECTROTECHNICAL COMMISSION IS

DEVELOPING A _LASTERPLAN; THE IEC STRATEGY FOR THE
FUTURE. THE INTRODUCTORY STATEMENT TO THIS PLAN
PROVIDES A GOOD CLOSING STATEMENT FOR THIS PAPER.

"THE IEC zs THE ORGANIZATION RESPONSIBLE FOR
DEVELOPING INTERNATIONAL ELECTROTECHNICAL STANDARDS BY
THE VOLUNTARY CONSENSUS PROCESS.

IT HAS A CURRENT CATALOGUE OF MORE THAN 100,000 PAGES
OF STANDARDS - IN THE COMPLETE DOMAIN OF ELECTRICAL,
ELECTRONIC, COMMUNICATION AND RELATED TECHNOLOGIES -
WHICH IS INCREASING AND UP-DATING AT A RATE OF 15,000
PAGES PER ANNUM.

MORE THAY 10,000 EXPERTS AROUND THE WORLD ARE ENGAGED
IN THIS PROCESS.

INTERNATIONAL TRADE IN MANUFACTURED GOODS, OF WHICH
THE ELECTROTECHNICAL PRODUCTS ARE APPROACHING 50_,
DEPEND SIGNIFICANTLY ON THE IEC OUTPUT."

-502-



SESSION8

MODERNIZATIONISSUES
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ABSTRACT

When designing a new I&C system, software can be developed using modern
software engineering methods. However, existing systems cannot, by

definition, have been developed using such techniques. Thus consideration
should be given to methods for maintaining ageing software. Requirements

for software changes can arise from peveral sources. Several problems can
be encountered when becoming involved in maintaining ageing software.

Solutions to these problems come from the employment of modern software

engineering techniques, including complete emulation of the original

hardware, reverse/re-engineering and redesign. The choice of which !

technique(s) to use can depend on cost and whether it is possible to

demonstrate the required integrity. Furthermore, the extent of

modification, the likelihood of further changes and further maintenance

problems can all have a bearing.
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1. INTRODUCTION

Rolls-Royce and Associates (RRA) has over 30 years experience in the design,

supply and in-service support of nuclear steam raising plants. This

responsibility extends to the development and procurement of all aspects of

the reactor plant and utilises a broad base of skills from project

management through to quality assurance, safety and reliability.

/

When designing a new I&C system, software can be developed using modern
software engineering methods. However, existing systems cannot, by

definition, have been developed using such techniques. Thus consideration

should be given to methods for maintaining ageing software. This paper will

discuss the methods which can be applied in the maintenance of software for

I&C systems on nuclear power plants.

Requirements for software changes can arise from several sources, includingz

- Obsolete underlying hardware

- Fitting to a new plant

- Addition of extra I&C systems

- Correcting/modifying requirements or design to enhance performance

or safety.

Note that the software itself does not degrade.

Several problems can be encountered when becoming involved in maintaining

ageing software

- Written in low level or "obsolete" languages.
- Poor documentation.

- Modern design methods not employed in the first place.

- Shortage of memory/CPU power means software is probably written for
efficiency in very specific circumstances. This can be cryptic,

unmaintainable and very difficult to modify.

- Original V&V may be unrepeatable, poor and undocumented.
- Software (including documentation) degraded by multiple changes.

- Modifications must be justified to current standards.

- Not possible to quantify the reliability of the modified systems by
arguing from reliability of the existing system.

Solutions to these problems come from the employment of modern software

engineering techniques, including I

- Complete emulation of the original hardware.

- Reverse/re-engineering.

- Redesign.
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The choice of which technique(s) to use can depend on cost and whether it is
possible to demonstrate the required integrity. Furthermore, the extent of
modification, the likelihood of further changes and further maintenance
problems can all have a bearing. Each of these solutions are discussed in
detail below.

2. EMULATION

Modern computer hardware and software have brought about considerable speed

and capacity improvements. This has allowed the achievement of original

performance, despite emulation. Hence emulation can now be considered as a

realistic possibility for addressing some of the above problems.

Emulation software must itself be validated, and this is very challenging

[i]. Very slight performance changes owing to the emulation software may

affect the timing responses of a program. This can lead to unexpected or

intermittent problems, which can be infuriatingly difficult to pinpoint.

This problem is exacerbated by the fact that most systems which require
platform emulation tend to be those which are most susceptible to timing

problems.

Any new hardware for a system must be maintained and may become obsolete.
Emulation software may be affected by the hardwar.e maintenance activities,

since pin compatible replacements will not be perfect functional and

performance equivalents. Thus the emulation software itself needs to be
maintained. This requires a detailed understanding of both the system and

emulation platforms, which is not easy to retain in the long-term [2].

Validation of the system on the new emulation platform is difficult. (The

systems which need emulation are often the most difficult to validate

anyway). It is doubly difficult to make functional changes to the

application software, because it is limited by its original platform. Hence
the Application software developers must retain knowledge of the original

platform.

The decision to use emulation as a solution to the problems of maintaining

ageing software is normally made on the basis of existing software
maintainability. If the software is already considered unmaintainable,

emulation is chosen. Of course this implies that the software is no longer

properly understood, and has implications on any attempt to validate it.

3. REVERSE ENGINEERING

Reverse engineering is the process of recovering deelgn information from the

existing software, and converting this into a modern methodology format.

This process can be laborious without automated' tools [3], and it is

debatable whether the resulting software can be validated to modern
standards (since it is based on ageing software). Other tasks to be
performed in the reverse-engineering process include re-documentation, code-
conversion and testing.
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3.1 Re-documentatipn

This is the process of recovering design information from existing source
code. Once this is done, documentation of the design can be provided.
There are four areas of software design which can be documented = structure
charts, or high-level design; code comments; mini-specifications;

requirements documents. Good documentation is key to the future maintenance

i of programs.
Structure charts give a high level overview of a program, They essentially
show the calling hierarchy of modules within a program, a kind of high-level

map of the program. The ability to include structure charts as part of

existing computer aided software engineering (CASE) tools is required. In

other words, structure charts must be produced within any existing CASE
tool, to facilitate future maintenance.

Code comments improve the understanding of modules within a program for

future maintenance personnel. Mini-specifications, or M-Specs, are the low-

level design of a particular module. They are language independent. They

can be written in numerous forms, the most common being to use structured

English.

Requirements documents usually exist for most systems| however, they may be

outdated compared with the actual implementation.. Although requirements

documents should not describe actual implementation details, it may be that

requirements included as implementation have not been documented. Thus

there may be situations where reverse engineering must go right back to

requirements, and update them. Requirements documentation needs information

over and above the source code, namely the original requirements and any
amendments to them (which can be derived from the code).

Many of the above processes can be automated. For example, software tools

are available which can automatically generate structure charts from a piece

of source code. They effectively "parse" the program and produce the

structure chart accordingly. Clearly, such tools offer enormous advantages

over manual performance of the task, since they can produce a chart in
minutes rather than hours.

3.2 Re-Engineerin2

This is the process of making changes to programs where instances of
undesirable programming have been identified, or in order to improve the

understanding of a program. It can also improve the efficiency of a

program.

Identifying areas to change is undertaken by static analysis of the

program. This should highlight such things as "redundant code, over-complex
code and unreachable code. Once this process has been completed, the

appropriate changes to the program can be implemented. These changes could
include module restructuring, program restructuring (to take advantage of

code redundancy) and elimination of undesirable code features. This will

require re-documentation, as well as code changes, since M-Specs will

certainly have changed, and the overall structure of the program may also
have changed.

I
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A consideration for this process is the possibility of improving the

existing user interface to the program. The advent of Window environments

allows for user-friendly interfaces (Graphical User Interfaces - GUIs) to be

provided for programs. If the existing arrangements for providing program

input and receiving program results are complicated, this option may need to
be considered.

As with re-documentation, re-engineering can be automated, Tools are
available which can unscramble code (and make it readable), calculate

quality metrics, and determine non-standard features of a progrmmning

language used in a particular program. In fact, there are tools which cover

virtually the entire static analysis process.

3.3 Code C0_version

This is the process of converting existing programs to be able to execute in

a new environment, without changing the functionality of the program. This

can mean a change of operating system, a change of language, or both.

A change of operating system usually occurs when existing programs are

transferred from old computers to new. For example, from a mainframe to

workstations. It is likely that the implementation of a programming

language on the old system will be incompatible with that. of the new. An

example would be that accessing files may be different. Hence some

conversion work is required.

A change of language normally involves an upgrade in the language. For

example, from Fortran 4 to Fortran 77. In such situations, the appropriate

standards bodies try to ensure that programs written in the old version will

be compatible with the new. The fact that a new, and presumably better,

version exists however, should be considered. Programs could be converted

so as to make use of some of the new language features. Also, it is

possible that the standards bodies have not considered all language aspects,

thus causing difficulties with the later language.

Another possible situation is that of converting programs written in one

language to another, entirely different language. For example, an Algol

program to a Fortran program. This may be desirable because functionality

used in the older language may be incompatible with new quality assurance

standards (e.g. GOTO statements). Furthermore, programming languages can

become obsolete, like anything else. Remaining with an obsolete language
means that obsolete skills have to be maintained, and advantage cannot be

taken of new tools and techniques.
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Although code conversion should not change the functionality of a program,
there are situations where this cannot be avoided. For instance, word

lengths in one implementation of a language may be different from another.

This may create a need to change existing source code, to ensure that the

program still performs its original task. RRA have experience of

difficulties with word lengths, where an existing program was written with a

language that utilised 36-bit length words. On conversion, the target

language utilised word lengths of 32 bits. This led to instabilities in
numerical methods that the source code utilised. This in turn led to a

significant escalation in the costs of converting the code, which was

unpredictable at the outset. Of course, it can now be identified as a
risk.

Code conversion is a task which would benefit from automation. However, few

tools are available which can perform code conversion. This is not

surprising, since there are a very large number of combinations of languages

which could be converted from and to. Hence the importance of language

standards, and the use in software development of those standards, is

paramount.

3.4 TestinK

If any of the processes described above have led to changes in the source

code, then the process of testing the program must be carried out. This is

equivalent to the forward engineering test process, except that only changed

modules need be unit tested. Thus the process consists of reviewing those

modules which have changed, unit testing the same modules, integration and
system testing, and finally user acceptance testing.

A point to note is the problem of what to test against [4]. In forward

engineering, modules are tested against their relevant specifications. In
reverse engineering, re-engineered modules must be tested against the

original code. There will be some situations where this is not worthwhile,

such as the case when modules have had functional changes incorporated. In

these cases, it will be necessary to re-document the functionality of the

old code, combined with the new changes, and test as in the forward

engineering process.

There may be situations where a program is well-structured, well written and

well documented, in accordance with quality standards of today. However, if

there is no adequate record of testing performed on the code, it will never

be of an acceptable level of quality. Testing is an essential means of
demonstrating that software is high quality. Thus this process may have to

be utilised in situations where little has changed in the code, simply to

satisfy the relevant quality standards.
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4 REDESIGN

There may conceivably be situations where it is impractical or impossible to

attempt to reverse engineer a program. This may be caused by a number of

things, such as monolithic code which cannot be unscrambled or total

dependency on the particular language implementation. It may even be that

some features available in the source language are not available in the

target language (e.g. virtual allocation of memory, recursion).

If such a situation arises, an alternative solution will have to be

justified, according to the individual case. Considerationwill need to be

given to factors such as whether it is really still required and how much it

would cost to redevelop it.

Clearly, redevelopment is an expensive option. Its choice will depend on

the maintainability of the existing system. If changes are required which

cannot be implemented owing to the nature of th_ existing software, then

redesign will have to be considered. It does have the benefit of ensuring

that the software is written to modern standards, and should therefore be

maintainable in the future. Furthermore, it should ensure that the software

can be validated. It should be stressed that the redesigned program will be

more efficient than a re-engineered or emulated one. Extra functionality

can be added and the program can be made to handle greater capacity. The

program will hence be more maintainable and validatable.

5 DISCUSSION

There are several aspects of software maintenance which are pertinent to

discuss in the context of this paper, other than maintenance problems and

solutions. . These are highlighted below.

Software should be considered as a business asset. Computer hardware finds

its way onto company balance sheets, but software rarely does. This

requires a culture change in the way that we actually view software.

Clearly this would present some accounting problems. Its depreciation

pattern is difficult to predict since it doesn't deteriorate on its own. It

degrades if changes are made to it, or the platform becomes obsolete or if

the system around it changes.

An ongoing plan is required to ensure that skills and tools are available to

maintain a software system. There is also a need to plan what to do when

retaining the relevant skills and tools is no longer cost effective.

The two points above are related : Continuous strategic planning for

software maintenance (adaptation and redesigns) means that your software can

always remain a worthwhile asset ie the cost of recycling useful information

from it will not exceed its value. Furthermore, software resides on

magnetic media and is amenable to automated processing. Planning for

automated processing of software (ie standardising wherever possible) helps

to keep maintenance costs low.
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6 CONCLUSIONS

There are clearly many inherent problems involved with the maintenance of

ageing software. This paper has addressed some of the problems pertinent to
those programs involved with nuclear installations. Several solutions to

the problems were discussed, including emulation, reverse engineering and

redesign. Each of these has its merits, and the choice for their use should

be made on an individual program-by-program basis.
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_STRACT

This paper willpresentan overviewof the objectives,methods,and limitations

associatedwiththe reliabilityassessment of microprocessorbased controland

protectionsystemsbeingput into use today. The paperwillbe structuredin a top

downformatpresentinga generalmethodwhichmay be appliedwhenassessing

these types of systems. Specificdiscussionwillbe presentedregardingcurrentissues

in the area of safetyand licensing. Genericand uniquemethodswhichhave been

developedto assess these systemsina practicaland efficientmannerwill be

discussed, includingdiscussionof the "FunctionalBlockAnalysis"methodwhichmay
J

be used to predictthe effectivenessof on-llnechecksand diagnostics.The

incorporationof thisdata, bothqualitativelyand quantitatively,intosystemlevel

models and resultswill be discussed. As a final note,generalobservationsand

findingsregardingthe typicalperformanceof thesesystems,as demonstratedby the
]

methods dlecuued, willbe presented.

pp,PER

1. INTRODUCTION

As controland protectionsystemsbecomeincreasinglyimplementedon

mlcroprocessor-basedsystemsin nuclearpower plants,the demandfor standardand

proven methodsof assessing and demonstratingthe reliabilityrequiredto supportthe

licenslngof these systemshas recelvedincreasedemphasis. This is compoundedby

a number of issueswhichtypicallyaccompanythe Introductionof thistype of system,

includlngcomplexlty,dependenceon microprocessors,softwarereliability,detectability
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of failures,and practicalityof analysis. The intentof thispaperis to presentsome key

aspects and techniqueswhichhave been appliedIn conjunctionwith general reliability

analysis methods to effectivelydemonstratethe systemreliabilitywh,leaddressingthe

Issues llstedabove. Rather thandlscusslngthe detailedImplementationsof the

reliabilitytools whichmay be applied,emphasis is put on the reasonsand objectives

for applyingeach of the methods. Further,this paperdiscussesaspectsof the

reliabilitytechr,,quesas appliedto microprocessor-basedsystems,ratherthan

statisticalreliabilityassessments based onactualoperatingexperience.

2. APPROACH

In general,one of the purposesof performinga reliabilityassessmentis to providea

technicallycorrectmodelingandestimationof a systems'expectedperformance.

However,thisobjectivealone may not be sufficientto constitutethe overall approach

which is necessaryin obtaininglicensingapprovalfrom the responsibleregulatory

authorityto implementa particularmicroprocessor-basedsystemdesign. The

reliabilityassessmentmustbe developedto demonstratethat the microprocessor-

based systemenablesthe plantto meet the overallplantsafetygoal. Further, the

overall resultsof the reliabilityassessmentmay be requiredto be presentedto enable

reviewby licensingauthoritieswho do nothave a detailedknowledgeof the

technologiesutilized. Finally,many licensingprocessesare basedon adherenceto

standardizedmethodsand previouslyappliedtechniqueswhichset precedencefor the

industry. These aspectsmustbe consideredwhenselectingthe techniquesto be

used in the reliabilityassessment.
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3, M_ODOLOGY

3,1 RandomFailures

The followingsectionspresentmethodswhich may be applied to the qualitativeand

quantitativedeterminationof the impactsof random failuresof the microprocessor.

based systemsunderaneesmant.

=

3.1.1 FaultTree Analysis

The FaultTree Analysis(FTA) ts a standard methodfor reliabilityanalysis, in which

falluru that can lead to an undesiredevent, suchas "SystemFailure",are grouped

togetherlogicallyto forma modelwhich uses the Individualcomponentfailure

contributions,and the Informationobtainedfrom supportingFailureModes and Effects

Analysesand FunctionalBlockAnalyses,discussed below,to obtainresultspertaining

to the givenundesiredevent. While FTA performedfor analog systoms typically

representthe hardwarelayoutand logicof the system, the F-rA implementationfor

microprocessor.basedsystemsmay requirean alternateapproach. This Is because

analog systemstypicallyhavea one-to-onecorrespondencebetweenthe Individual

hardwarepartsand the Individualfunctionsperformed,whereas with microprocessor-

based systems, one hardwarepart may performmany functions,and may therefore

requiremultipleFTAs arrangedfunctionallyto cover each application.

To be able to demonstratea sufficientlevel of systemreliabilitywith the FTA rr'_del,

one may also be requiredto take creditfor the on.line diagnosticfeatures and self

checkingwhichare performedby microprocessor.basedsystems. Further,the default

states of the systemwhichresultupon detectionof faults mustbe determinedand

considered. These states may be detectable,undetectable,safe, unsafe,or a
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comblnatlonthereof. Each of these factorsmustbe consideredwhengeneratingthe

F'I'Asand may be supportedby the methods discussedbelow.

3.1.2 FailureModes and EffectsAnalysis

The FailureModes and EffectsAnalysis (FMEA) is a methodwhere the systemis

systemeticaliyassessedfor all postulatedsinglefailuremodesof the individual

components,to determinethe effectson the sub.systemand systemleveloperationof

the design. This methodis a well establishedand acceptedmethod for supporting

boththe quali_tive effectsand quantitativeimpacts of system faults,and is presented

in detail invarioussourcessuchas IEC-812 and MIL.1629. While the FMEA

approachis entirelyapplicableto analogsystems,as the numberof functions

performedby individualcomponentswithinthe typicalmicroprocessor.basedsystem

rr_kes the method less practicalto apply.

In orderto performa classicalFMEA on a digitalsystem,one wouldbe requiredto

proceedpin-by-pinfor each chipwithinthe systemfor any givenstateor lineof code
J

the systemmay be executing,and assess the effects of the potentialfailuremodes.

Whilethismay be possible,it representsan extensiveeffort for whlcha morepractical

approachIs desirableand available. This is the FunctionalBlockAnalysis approach

presentedbelow.

3,1.3 FunctionalBlockAnalysis

The FunctionalBlockAnalysis (FBA)method is similar to that of the traditionalFMEA

method,but is organizedby functionsof the systembeingassessed, ratherthan by

components. IEC-812, Section2.2.4 statesthat there existdrawbacksand limitations

to applyingtraditionalFMEA to complexsystemswith multiplefunctions. This is
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because of the quantityof detailedsystemInformationwhichmustbe considered,and

is further compoundedby the numberof possibleoperatingmodeswhichare

achievable. The FBA methodspecificallyaddressesthese limitationsand drawbacks

of the FMEA approachby functionallyorganizingthe analysis,thus enablingthe

assessmentof microprocessor.basedfunctionsinan efficientand practicalmanner,

versus the traditionalpiece.by.pieceFMEA approach, it is importantto note that in

application,the FBA methodcoversthe same hardwarethat is coveredby the FMEA

method. The differenceis that groupsof hardwaremay be addressedas functional

unitswithinthe FBA and specificfailureanalysisis started at the equivalentfunctional

level. The followingparagraphsdescribethe majorelements in performingthe FBA.

3.1.3.1 Step 1.

The firststep in performingthe FBA is to establishthe FunctionalBlocksto be

assessed. To do this,the fundamentalrequiredfunctionsof the systemare I

listed. Fromthis list,the applicablesectionsof hardwarewhichperformthese

functionsare identified. Notethat these blocksof hardwaretypicallyovedap,as

singlehardwareelementsmay performmultiplefunctions. In somecases,for

example input/outputdevices,may be implementedwitha majodtyof analog

hardware, in these cases, the standardFMEA approachmay be applied. For

each of the remainingFunctionalBlocks,an assessmentis performed. This is

typicallydone usinga table format similarto that of the FMEA.

Each FBA assessesthe performance of the systemin relationto a main

functionalobjective. For thismain function,a listof the possiblesub-function

failureswhichcouldin tum defeat the mainfunctionare generated. These sub-

functionfailuresare then further disaggregated,goingto the componentlevel, if

necessary. In general,failure modesof functionsthat have no encompassing
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detectionmethod,or onlypartialcoverage,are furtherassessed for lower level

functionaland componentfailures, to identifytheirappropriatecoverageand/or

levelof impact. Failuremodes of higherlevelfunctionswhichcan adequately

be addressed by one or more methodsof detection,are not brokendownany

further. This methodologyfocuses the detailedanalysisefforton the areas

which requireit, enablingefficientand practicalexecutionof the analysis.

As an example, considera hypotheticalamplifiercircuitwhichis comprisedof a

numberof components. Ratherthanassessingeach individualcomponent,the

circuitis viewed as a functionalblockwithonemain function,for example;

"Providea SpecifiedGain". Possiblefunctionalfailuremodesmightinclude;

"Increasein Gain", "Decreasein Gain","InvertedGain",and "Non-LinearGain'.

Suppose that due to checkingperformedby a downstreamcircuit,all failure

modes except "Decreasein Gain', are detectableandsafe. The detection

methodprovidedby the downstreamcircuitwouldbe listedas coveringthe

otherfunctionalfailure modesand no furtheranalysesfor thosecases would be

required. For the case of the undetectable"Decreasein Gain"failure mode,

furtheranalysisof the amplifiercircuitmay nowbe performedto determine

which, if any, of the individualpartscouldcause thisparticularevent. By

focusingthe effort,to specificgroupsof hardwarefor specificfunctionalmodes,

the practicalityand efficiencyof the analysisprocessmay be greatlyincreased.

3.1.3.2 Step 2.

The variousdiagnostics,and operationalfeatureswhichare applicableto the

associatedfunctionalfailuremodesare listed. Notethat notall of the methods

listedas DetectionMethodsare directlyusedto detectthe failure. In some

cases, there is an indirectapplicationof the methodwhichdetectsthe failure,
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due to side effectsof the failure. In othercases, the methodtendsto inhibitor

prevent occurrenceof the failure,or in otherwords,detect the failed

mechanismswhichcouldcause the failure. Also, it is not requiredthat all of

the availablediagnosticsare listed. The more applicablecases are listedto the

pointwhere sufficientcoverageis demonstrated. The detection methodslist

those dlagnostlcswhichare typicallyapplied on-lineas partof the cyclic

operationof the system,

3.1.3.3 Step 3.

Once the individualfailuremodesand applicabledetectionmethodsare

identified,the analysisis performedto determinethe resultanteffectof the

postulatedfailureaccountingfor the applicationof the associateddetection

methods. The generaldefaultstatesfor the systemare listedfor the failures

which are detectedand/orhaveno effect. Failureswhich are not detectedlist

the possiblefaultedconditionsthat couldoccur.

The relativecontributionin termsof failure rate, for those failure modesor

componentfailureswhichare notdetectableor fail-safeare thendetermined.

The contributionsforthe detectedand faU-safefailure modesare not required.

The contributionsare generallypresentedin unitsof "failuresper millionhours"

which is the standardunitfortypicalelectroniccomponentfailure rates. A

conservative"percentage"contributionmay be given for componentswhichare

potentiallyundetectablebutdemonstratean extremelylow probabilityof

occurrenceas comparedto the overallboard failurerates.

By summingthe contributionsof the potentiallyundetectableand unsafe

failures,an overallcontributionof unsafefailuresfor the FunctionalBlockmay

-.S22-



i

be obtained. This In turn, may be used to supportthe quantitativedata inputto

the FTA analyses.
I

3.2 Des!QnDefl¢!encles

P

The followingsectionspresentmethodswhichmay be appliedto the qualitativeand

quantitativedeterminationof the impactsof designdeficiencieswhich may be inherent

in a particularsystem.

3.2.1 CommonMode Failure

Typically,a Common Mode Failure(CMF) model is includedin the assessmentof

microprocessor-basedsystemsto accountfor the possibilityof eventsor failure

causes whichcan lead to the failureof all paths in a redundantconfiguration.While

the contributiondue to simultaneousmultiplerandomhardwarefailuresacross

redundanttrains may be relativelylow,the CMF contributionsoften completely

dominatethe final results. Thereforea specificeffortmust be appliedto ensuringthat

applicableCMF modelsare usedandthat the associatedparametersare appropriate.

Two CMF modelingtechniquesare frequentlyapplied. These are the Beta.Factor

method,and the MultipleGreek Letter (MGL) method. It shouldbe notedat thispoint

that the Beta.Factormethod is manytimesappliedto handlemany levelsof

redundancyas a standardmethod. This can produceconservativeresults,as it is

simplythe firstterm of the MGL method,whichis a morecomprehensiveCMF model.

The MGL CMF failurecontributionsare quantitativelymodeledusingthe MGL method,

by summingthe individualhardwarerandomfailurecontributionstimes their calculated
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CMF as a functionof Beta., Gamma., and Delta-Factorsfor each groupof similar or

redundantcomponentsidentifiedin the systemfor a givenfunctionand operating

mode. That is;

CMF(Symem Function)= Z_CMF_n,_(/i_,I_j,y,,__

The applicationof the MGL methodto similaror redundantgroupsof hardwareinthe

CMF assessmentaddressesthe potentialfor failureswhichcoulddefeatthe intended

redundancyor independenceof systemssharingidenticalcomponentsor components

withsimilardesigns. The followingfactorsare used in the MGL method.

Conditionalprobabilitythat the commoncause of a componentfailurewill

be sharedby one or more additionalcomponents (Beta)

•f Conditionalprobabilitythat the commoncause of a componentfailure

that is sharedby one or moreadditionalcomponentswillbe shared by

twoor more componentsadditionalto the first (Gamma)

6 Conditionalprobabilitythat the commoncause of a componentfailure

that is shared by two or more additionalcomponentswillbe sharedby

three or more componentsin additionto the first (Delta)

When modelingthe CMF contributionof a two-way redundantsystem,the Beta-Factor

methodis appropdate,as it is effectivelythe applicationof the termsof the MGL which

apply. When modelinga three or four-wayredundantsystemhowever,additional

termsof the MGL are appliedwhichin effectgive creditfor the additionallinesof

redundancy. For example,Beta wouldbe appliedto handlethe firstand second

redundantgroupsof the system,while Gamma and Delta wouldaccountfor the
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additionof the third and fourthsets of redundantequipment respectively. Credit can

be taken for a two, three, four or morechannelredundancythroughapplicationof the

MGL method.

One of the majorconcernsregardingthe developmentof the MGL CMF modelis

centeredaboutthe assignmentof the individualMGL factors. Althoughsomebenefit

is derivedfromthe applicationof the Gamma and Delta factorsof the MGL method,

the Beta factortypicallyprovidesthe dominantportionof the CMF contributionsand

thereforedrawsthe majorityof the attention. One suitablesourcefor the derivationof

Beta-Factorsfor microprocessor-basedcontroland protectionsystemsis the Rolls

Royce & Associatesmethod, "RAA/7692:NumericalValuesfor Beta FactorCommon

Cause FailureEvaluation- STF, Rolls-Royceand AssociatesLimitedTechnical

Memorandum,February, 1986". In thismethoda systematicapproachis presented in

whichvariousdesign attributesare categorizedaccordingto theirimpacton the

potentialfor commonmode failureinherentin the design. By choosingthe

characteristicsthat mostaptly describethe systemunderassessment,a numbera

factorsare obtained,and when combined,formthe resultantBeta-Factorwhich is

desired. The resultantBeta-Factorswhichcan be obtainedrangefrom 0.03 to 0.3 for

non-diversesystems,and 0.01 to 0.1 for diversesystems. The attributesincludethe

following:DesignCategories suchas Separation,Similarity,Complexity,andAnalysis;

OperationCategoriessuch as Proceduresand Training;and EnvironmentCategories

suchas Controland Tests. In additionto beinga supportablemethodfor derivationof

Beta-Factorswhichapply to microprocessor-basedsystems,the techniqueis

presentedin a clear and general formwhichmay be used to developthe attributes

and factors requiredfor the supportof the additionalCMF factorsfor microprocessor-

basedsystemsand other technologies.
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3.2.2 HardwareversusSoftwareFailures

There are many perceiveddifferencesbetweenhardware and software failures,each

of which stemfrom the differencesbetweenthe understandingof analog and digital

systems. Two of those differencesare discussedhere. The firstdifference is in

regardto complexityand the secondinvolvesthe incorporationof softwarewiththe

digitalsystem.

3.2.2.1 Complexity

The issueof complexityregardingdigitalsystemsshouldnot be based on the extent

of integrationof multiplefunctionswhichwere previouslyperformedby separate

dedicatedanalog modules(or on the perceptionthat the smallsize of digital

componentsin relationto the numberof analogcomponentsthat are duplicated,

makes the digitalcomponentcomplexand impossibleto assess). It has been

demonstratedthat many microprocessorchiparchitecturesimplementinghundredsof

thousandsof transistorequivalentshavedemonstratedsuperiorfailurerates as

comparedto a that of a typicalsinglepowertransistorused in commonanalog

circuits. With regard to the consolidationof multiplefunctionswithinfewer hardware

components,thiscannotbe fairlyassessedwithoutcreditingthe benefitof the on-line

diagnosticfunctionsand featureswhichare availablein digitalsystems. Applicationof

the FBA methodhas proveneffectivein demonstratingqualitativelyand quantitatively

the performanceof digitalsystemsincorporatingthese factors.

3.2.2.2 Incorporationof Software

It is assumed for this discussionthat a comprehensiveVerificationand Validation

(V&V) effortis performedas part of the designprocessfor the digitalsystemsoftware.
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Two key industryand regulatorydocumentsare available that provideguidelinesfor

performinga V&V program. These are ANS/IEEE-7-4.3.2-1982 "ApplicationCriteria

for ProgrammableDigitalComputerSystemsin Safety Systemson Nuclear Power

GeneratingStations"and IEC 880, "Softwarefor Computersin the Safety Systemsof

Nuclear Power Systems". In orderto be able to accountfor softwarefailure in a

reliabilityassessment,two key assumptionsare made. These are:

1. No RandomSoftware Failures

Software does not wear out, age, or degrade in extreme environments,as a

resistor,or processorchipdoes. There are no failuremechanismsfor software,

and thereforedoes notfail as a functionof time. Althoughthe hardwareon

whichthe softwareresides (e.g., memorychips)and the hardwarewhich

executesthe software (e.g., processorchips)can fail causingthe softwareto be

altered,suchthat a systemfailureoccurs,theseexamplesare all random

hardwarefaultsthat can be assessedusingthe methodspresentedabove.

2. Any potential for SoftwareFailuresis due to Design Deficiencyor Common

Mode Failure.

As there are no Random SoftwareFailures,the remainingpotentialfor Software

Failuresexistsonly in the domainof DesignDeficiencyand CommonMode

Failure. Many modelswhichassessthe reliabilityof softwaresupportthis

position. At the coreof these modelsare typical inputvariablessuch as

Numberof linesof code and Languageused. All of these aspectsare in

regardto the designphase of the software. This is the pointat whicherrors,or

the potentialfor failures,is introducedintothe software. Unlike MIL-217E which

predictsthe expectedfailure ratefor electroniccomponentsby applyinga
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numberof environmentaland hardwareconfigurationfactors,the software

modelsare centeredaboutthe designattributes.

Hardwareand SoftwareCMF eventsare introducedin the designphasefor the

same reasons. As an example,a designwhich is incapableof recognizingan

inputsignalof a particularlevel, can be realized by an oversightin the designof

the softwarelimitswhichacceptthat signal,or equivalentlyby an oversightin

the designof the powerratingswhichaccommodatethe same signal. In either

case, the factorswhichallow for the propensityof hardwareor softwaredesign

deficienciescan be minimizedas partof a formalizeddesignprocess. The

reliabilityassessmentcan usethis informationto formthe basisfor a Qualitative

FilterModel, presentedbelow.

3.2.3 QualitativeFilterModel

One methodwhichmay be appliedto qualitativelyaddressthe issueof Softwareas

wellas HardwareDesignDeficienciesis by applicationof a QualitativeFilterModel. In

thismodel,the defensesinherentin the designprocessand plannedoperationof a

systemare groupedand discussedto qualitativelydemonstratethat the potentialfor

softwareerrorswillbe belowan acceptablelevel. This modelcan be thoughtof as a

sedes of softwareerrorfilterswith eachsuccessivefilter reducingthe numberof

potentialsoftwareerrors. This model is complementaryto the MGL CMF methodin

that it is nota functionof the randomhardwarefailure contributionsof the system.

The effectivenessof the filteringis basedon the effectivenessof each designstage

and the independenceof each stage. Examplestages or filtersinclude;Structured

Design Processes,DesignReviews,StandardizedDesign Implementation,Design

Testing,Safe FailureModes,FunctionalDiversity,Verificationand Validation,

Feedbackof Experience,QualityOperatorInterfaces,PeriodicProofTesting,
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DefensiveMeasures Analysis, and Design Approach Philosophy. Note that these

aspectsare equallyapplicableto the hardwaredesignprocess. By listingthe

attributesof the softwaredesignprocesswith regard to aspectssuch as those listed J

above, onecan presentan effectivequalitativemodel whichnot only gives supportto

the software issuedirectly,but also places the softwaredesignissue in proper

perspectivewith regardto the establishedhardwaredesignissuesand methods.

4,0 SUMMARY

The reliabilityof microprocessor-basedsystemscan be effectivelydemonstratedusing

a numberof techniques,someof which have been presentedin this paper.

Organizationby functionratherthan by component,offersa largeadvantagewhen

consideringthe performanceof microprocessor-basedsystems. Additionally,proper

considerationand assessmentof the softwarefailurecontributionas a functionof the

designphaseratherthan that of a randomfailuretype can helpaddressthis issuein

the correctperspective. By keepingthese factors in mind,a solidcomprehensive

approachmay be developedwhichusesgeneral reliabilitymethods,enhancedby

specifictechniques,to qualitativelyand quantitativelydemonstratemicroprocessor-

basedsystemreliability.
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ABSTRACT.

Nuclear Electric is pursuing a prograaR of nodernisatlon and enhancement of
existing control and safety C&I systems to improve power plant availabillty
and increase power output. This paper describes recent experience in
qualifying digital systems for safety applications. Also described is the
work currently in hand to reduce the frequency of maintenance periods for
safety Cb! equlpuent.

The qualification of dlgltal systems 18 shoml to be a more rIsoroue and much
more extensive (and thus costly) exercise than the quallflcatlon of
conventional equipment. This is illustrated by brief references to two
software-based safety systems, the Single Channel Trip System at the
Dungeness "B" AGR and the Primary Protection System for the new Irw'Rat
Sizewell "B".

The emphasis of the paper is on the use of Appllcatlon Specific Integrated
Circuits (ASICs) in safety systems, to reduce, or eliminate dependence on
software for the fulfilment of requirements which need implementations that
are complex or of a high functional density. Recent experience In the
development of a prototype safety system based on ASICs, The Gaseous
Activity Monitor and Trip Equipment (CAM), is used to illustrate their
possible benefits and potential problems.

then using complex integrated circuits like microprocessors or ASICs in
digital systems a difficulty arises in analysing the failure modes of the
system. Efforts to overcome this difficulty !ed to the development of a
method for performing failure analyses based on functional blocks. The
techniques and benefits of such an approach are outlined.

Finally, efforts to reduce maintenance costs, yet at the same time enhance
safety, are leading towards an extension of maintenance intervals, for some
safety equipment, from 3 months to 4 months end also towards lengthening the
period between AGR outages from 2 years to 3 years.
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1. INTRODUCTION.

Nuclear Electric is currently modernising and en_ancin6 the existing control
and safety C&I systems at its nuclear power stations, to improve power plant
availability and increase power output. Disltal electronlce is playing an
ever increasing role in such systems.

Modern digital equipment can offer the user several attractive benefits. It
can provide a wide variety of avaLlable functions within a small physical
specs, enabling the automation of processes or the provision of safety which
may not be posslble with other equipment and may ales offer relatively easy
re-conflguratlon of its functions and applicatlon. In addition its use can
result in less manual calibration and maintenance and cabllnB requirements
can be reduced throush the use of multlplexlns and data link techniques.
However such benefits are gained at a cost. That cost In the mount of work
required to demonstrate that the system is acceptable, not only before
initial use but also after any changes are made duties Its operational 1lie.

This paper emphaslses the posslble benefits from the use of Application
Specific Integrated Circuits (ASICs) in digital safety systems. To enable a
comparison to be made with the effort required to qualify software-based
systems and the associated problems, brief reference is made to experience
of qualifying two software-based safety sy;tems. In such systems it is
accepted that at present there is no widely accepted method of quantifying
the effect on system reliability of errors in the software. In the L_, the
licensing authority (NII) have adopted a specie1 procedure (l) upon which to
base a safety Justification. The problems and workload associated with
making a safety Justification for software based systems, have led Nuclear
Electric to explore the use of ASlCs to provide a safety system with the
functionality of a software based system but without the software. This
experience is described in detail.

The use of Very Large Scale Integrated Circuits (VLSI) llke microprocessors
and ASICa, requires an approach to analysing failure modes other than that
of a tradltlonal FMFA. A method of analysing failures based on functlonality
is described.

A topic of equal interest is the need for less frequent maintenance of
equipment, not Just for reduced operating costa but for increased safety.
The approach taken by Nuclear Electric to achieve longer maintenance
intervals at its AGR power stations is described.

2. qUALIFICATION OF DIGITAL SYSTEMS.

For digital systems employed in a safety role, 'qualification' embraces all
of the work which is necessary in order to provide a safety Justification.
The design, the methods used in the implementation of the de_'ign and the
final product, must be shown to be capable of performing its safety function
with the necessary reliability in its operating environment. For
conventional analogue equipment, correct behaviour can be verified by
performing tests on a limited number of sample points within the equipment's
required functional envelope. Interpolation and extrapolation of the results
of such tests is an accepted way of demonstrating complete conformance with
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the requirements, based on the assumption that analogue equipment follows
some form of continuous characteristic. The characteristic of digital
equipment is not continuous. Digital systems contain very many discrete
states, correct operation in one of these states does not necessarily infer
correct operation in any other state. Huch greater effort is required to
qualify digital systems, using a variety of methods, than is the case with
analogue equipment, Ideally, for complete confidence in the design, every
single state should be tested. In reality the number is limited by what is
practicable, Because of this shortfall in test coverage, greater emphasis is
placed on analysing and assessing the design. A further problem arises when
advantage is taken of the ability to re-conflgure dlgltal system. Any
changes that are made mlsht appear to be slmple and of low implementation
cost but the result could be a need for partial or total re-qualification.
These concerns are relevant whether or not a digital system depends on
software for its functionality.

2,1 Digital Systems With Software._

The problems that exist in attempting to adequately qualify _oftware based
systems have yet to be resolved. Software failures are systematic, they are
due to errors in the design and implementation of the software. There is no
accepted method of determinin 8 software reliability. Nuclear _lectrtc are
actively involved in the development of software based systems (z) and in
establishing means by which they may be qualified (3)(4).

The first digital protection equipment with embedded software to be
installed and licensed at Nuclear Electrtc's power stations, is the Single
Channel Trip System (SCTS) at the Dungeness "B" ACR. Dungeness B was
commissioned in 1982 and had been operating for I0 years with its operating
temperature limited to 580°C, well below the design target of 675°C. The
protection provided by the SCTS system, against operating the reactor with
spurious restrictions in gas flow, caused by gag-related failures, has
enabled the channel gas outlet temperature to be raised to 650°C. It is
intended, shortly, to achieve the design target of 675°C.

The aCTS (fig I) is a 4 way redundant system which processes Just one
parameter, channel gas outlet temperature, with a 2oo4 voted output
connected into the ceactor guardllnes. Its functlonallty is determined by
embedded sol.are, written in lntel Assembler language and resident in two
processing units, a Trlp Algorltha Computer and a Vote Algorithm Computer.
Test signals are interleaved with thermocouple inputs and processed to
produce a dynamic output pattern that is checked by hardwired pattern
recognition logic. The software has been qualified using the static analysis
tool HALPAS which checks all paths through the software; by comparison
between the object code and the assembler source by means of a disassembler,
thus verifying the integrity of the tools used to generate the object code;
by demonstrating that procedures for high quality design have been used
throughout. System and hardware design aspects have been subjected to
independant assessment by hand. Final equipment qualification has been
demonstrated by module & subsystem tests, integration tests and
function-proving tests carried out during commissioning.
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Figure 1. Dun_eness "B" Single Channel Trip System.

The Primary Protection System (PPS) (fig 2) for the Sizewell B PWR is a
digital system which provides reactor protection based on the processing of
many parameters. It is therefore much larger and more complex than the SCTS
and consequently requires a great deal more effort to qualify it. Zte
functionality is determined by embedded software, written in PLM vlth some
lntel assembler and resident in distributed processing modules. The PPS has
been described in detail elsewhere (s) but a brief overview of the aain tasks
in its design qualification is illustrative of the amount of effort required
to qualify a large, digital protection system. To qualify the set.are the
HALPAS static analysis tool is being used together with a source-to-object
code comparator tool that has been developed by Nuclear Electric (°). The path
from specification to embedded code is thereby qualified. Extensive dymmic
testing (7) of a production standard prototype using a functional model of the
PPS as a benchmark, provides further demonstration of the softeners design
integrity. These activities are in addition to the verification performed by
the suppliers, Uestinghouse. All aspects of the PPS design have been
assessed in detail. All of this work has been performed by teams which are
independent of the design team. The design team have to demonstrate
adherence to strict procedures for high integrity design and conformance
with standards. A production-standard prototype of the deliverable equipment
has been subjected to a series of type tests and validation tests, both at a
modular level and as an integrated unit. All deliverable equipment has been
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subjected to comprehenslve factory acceptance tests which encompass system
functional tests as well as equipment post-manufacturlng tests. Once the
complete PPS has been installed at Sizewell, it will be subjected to a one
year 'burn.in' period, prior to reactor operation. The total effort expended
on the design and qualification of the PPS is in excess of 500 man years (5),
more than half of which has been expended on quaiiflcation.

i 2.2 ni_Lta! Systems Without Software.

The words "digital system" are often taken as being synonymous with, or as a
subset of, "sofCvare-based system'. However, digital systems need not
contain software, not even if a high functional density is required. An
example of such a system is the Gaseous Activity Honitor and Trip equipment
(Old4), which has been installed on a trial basis at the Hinkley Point "B"
AGR. G/_4, see figure 3, which was designed and developed by Siemens Plessey i
Controls Lid under contract to Nuclear Electric, is a prototype protection
system based on Application Specific Integrated Circuits (ASICs); no
so£cware other than an off-llne interface controller is contained within the
equipment. GAJ4is a redundant, 4 channel system, which monitors the level of
Kr88 present in the CO. coolant of an AGR, generating a reactor crlp on a
2004 vote if the level_rlses above a trip threshold. The goal is to trlp the
reactor within 30 seconds of the failure of a few fuel pins and yet have a
spurious trip rate of no more than I in I00 years.

Kr88 level

4-20 su_
Output

Sample

11pipe i i, .......... i _iammm,._

I! Detector Pulse Digital Pattie,1-- Height - -- ....Ratemeter Trip
Analyser Filter

.......

l

I

Figure 3. Gaseous Activity HoniCor b Trip Equipment, one channel.

-537-



The design principle is based on matrix convolutlon/deconvolutlon to
identify a single isotope from the gasuua spectrum. The energy distribution
of the line spectra associated with each gamma emitting isotope in the
coolant, is broadened by the losses associated with the collimator,
scintillator and photomultiplier components in the equipment front end. The
resolution of the m_r lines from the other major gamma emitters, including
1aN and 41At, is consequently reduced, as illustrated in Fig. 4.

The process of broadening can be seen as the convolution of the line
spectr_un Phi, of an emitter with the detector energy efficiency matrix, E,
producing an observed spectral energy distribution, C. The CAM equipment
deconvolutes the observed spectra to derive Phi using the equation: Phi - I
times C, where i - E -1 is the inverse of the efficiency matrix, as

detailed in Fig S.

The CAM equipment consists of 4 redundant channels. Each channel uses a
collimated detector assembly containing a sodium iodide scintillator and
photomultiplier tube, which feeds a pulse amplifier in order to generate a
pulse stream related to those gamma emitting isotopes present in the coolant
gas. A pulse height analyser and digital filter set up to discriminate a
single isotope, in this case 88 Kr, feed an up/down ratemeter & counter to
give the level of 88Kr released from the fuel. The digital filter uses
coefficients of the matrix I, which are derived by an off line computer and

i stored in EEPROM.

The pulse height analyser, digital filter, EEPROM, ratemeter & counter are
all implemented in a single ASIC. The ASIC approach was taken because it was
decided to avoid the problem of having to qualify software, a problem which
accompanies any design based on microprocessors. A design based on logic ICe
was ruled out because of the number of devices required and the consequent
bulk and low reliability. When we accepted, in 1991, the proposed use of
ASICs in the CAMequipment we were aware that a large scale custom IC had
not been used before in a reactor protection system. In judging the use of
an ASIC to be acceptable, the following facts were considered:

i) ASIC technology is now mature.
li) There is adequate history of their use.
lit) Libraries of verified and well-used cells are now available.

iv) Design tools offer a repetitive and closely controlled development
process.

v) Simulators enable design verification.
vi) Fault detection circuits can be designed-in.
vii) Fault simulation techniques are automated and offer high percentage

coverage (up to 99_) of "stuck-at" type faults for post-production
testing of individual devices.

viii) Standard cell and compiled array ASIC architectures need not contain
unused circuits and functions.

Optimised Array architecture is used for the A$IC in the CAM equipment. The
ASIC manufacturer, ES2, maintains a library of A$IC circuit elements
comprising pre-complled arrays. These elements have been evaluated and
characterised as part of Lhe qualification process leading to Nil Std 883C
approval. They are used in all ES2 A$IC designs. Assurance is thus provided
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that the circuit elements have been verified and that they have been

subjected to previous use (ES2 have fabricated over 700 ASIC designs)

including medical and military high reliability applications. Furthermore,

only those elements selected by the designer appear in silicon. If changes

to the design are required once the device has been fabricated, only those

modules affected are changed in the composite 'mask' prior to

re-fabrication, thus the chances of introducing errors to those areas that

are not part of the changes, are reduced.

The GAM ASIC design requirements were captured on a modular basis, using the

SOLO 1400 Hardware Design Language (HDL). As part of the design iteration,

error detection circuits were included following the results of failure

analyses performed during the design process. Design modules were verified

manually against the HDL requirements. Part of this process incl_ded

generating functional test patterns with which to test the design

functionality using a simulator. Ultimately these patterns are combined with

additional patterns, which may be automatically generated, to test for the

presence of defects in the silicon at the end of the production line. They

are checked for the proportion of faults they cover by applying them to a

computer model of the desired circuit in which "stuck-at" faults can be

simulated. By this method it is possible to test a very high percentage

(approaching 100%) of circuit nodes. The actual percentage of nodes that can

be tested depends upon the controllability and the observability of the

design. These are measures of the ease with which internal circuit nodes can

be set to logic 0 and to logic i and the ease with which internal nodes can

be seen to be at logic 0 or i, given the limitation of performing these

actions via the device i/o pins. Test coverage of 100% means full

controllability and observability of all internal nodes, it does not mean

exhaustive testing of all circuit input and output state combinations. With

the GAM ASIC, 98% coverage was achieved.

The main concern with the use of ASICs (though the concern is not confined

to ASICs) is proving the correlation between actual device functionality and

the required functionality. As with any other product, hardware or software,

the difficulty of demonstrating functional correctness grows with

complexity. For mass produced devices this concern can generally be allayed

by a history of widespread use. However those ASICs based on libraries of

cells or pre-compiled arrays also benefit from the widespread use of those

cells in other ASICs, whereas mass produced devices do not necessarily

benefit from all of the design-time features listed above.

When compared to the software design cycle, the ASIC design process can be

seen to be at an advantage because the designer is provided with a limited

number of verified cells, which can be interconnected in a limited number of

ways and the effects of that interconnection can be checked automatically

during design time. The software designer has access to an almost infinite

combination of sequences of instructions and data. Unlike the cell-based

ASIC design, the majority of software designs will not be built with modules

taken from a library which covers all of the required functions. With

software there is therefore greater scope for design errors and a consequent

need for greater effort to show that no errors exist.
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Although ASICs have been available for ten years, serious consideration of

their use in equipment for nuclear power stations, particularly safety

systems, is something of a novelty. Nuclear Electric are not alone in

investigating their usefulness. Proposals for their use in nuclear safety

systems have recently been made by the Centre For Atomic Research in India (8)

and by Ontario Hydro in Canada C9).

Though we have only just begun long term trials with the prototype GAM

equipment, our experiences with ASICs have so far been positive. Certainly

we believe that they have the potential for a future in control & safety

systems for nuclear plant, though in order to make an acceptable safety case

it is possible that architectures may need to be restricted to those

offering characterised modules or cells. Because the GAM equipment is still

at the prototype stage it has not been necessary to license the design,
therefore the attitude of the licensors remains unknown. However it is not

believed to represent an insurmountable problem given the case for the use

of ASICs as outlined above, indeed making the case may get a little easier

in the near future. The recognised limitation of the ASIC fault simulators
"stuck-at" faults now

in only simulating 10 is being addressed, with the
appearance of simulators C ) giving additional coverage of bridging and
"stuck-on" faults as a minimum and of a new method to detect such faults

where the quiescent current, Iddq, is measured. With such tools, the claims
for test coverage will be more meaningful and provide greater confidence in

device integrity, though this is at present disputed by those who claim that

better test coverage does not necessarily mean reduced field failure
rates cI0)'

ASICs are particularly attractive for an application that needs a digital

solution but where the significant overhead of software qualification can be

avoided, or is not justifiable, the CAM system is an example but there are

other ways in which they might be used. For example, they could be used to

enhance the reliability of software-based systems by employing them to

provide error detecting and sanity checking. In software-based systems it is

common practice to use the processor to perform error detection and sanity

checks upon its own operation. Using an ASIC to perform such functions would

not only introduce diversity into the error detection function but would

also reduce the total amount of software in the system.

2.3. Failure Analysis of Digital Hardware.

The hardware in the digital systems described above is designed around

either, microprocessors and their derivatives, together with their families

of support devices, or ASICs. When it comes to determining reliability and

the nature of failures of these devices, their functional density and

flexibility create problems for the designers and assessors of systems that

incorporate them.

The reliability of any system, particularly a safety system, is of prime

importance. Numerically it is calculated from component failure rates,

taking into account redundancy, the effects of common mode failures and the

proportion of failures that are safe. This latter aspect is very important

and needs to be supported by a detailed failure analysis.
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A conventional approach to failure analysis follows an FMEAprocess of

postulating the failure of components in each of a small number of modes, to
determine the effects of each failure mode on the operation of the circuit

and susbsequently the system.

Microprocessors and other complex devices, like ASICs, are not amenable to

such an approach because of the unknown effects of failures. The simple

expedient often adopted for less complex integrated circuits of considering

only short circuit and open circuit failures of package pins, is only

partially effective for devices with failure modes that cannot be modelled

wholly by "stuck-at" faults. (It is estimated (11> that 30% of faults in CMOS

VLSI are not represented by the stuck-at model). An additional problem

associated with failure analyses of microprocessor based systems is that the

system functionality is ultimately determined by the software. Any failure

analysis must therefore encompass the effect of hardware failures on the
execution of the software.

Faced with overcoming these problems in recent assessments of the Sizewell B

microprocessor based system and the GAM equipment described above, it was

decided that a failure analysis based on partitioning the system into

functional blocks and defining functional failure modes was the only

practical approach; a so-called Functional Block Analysis (FBA). Starting

with a comprehensive knowledge of the system, functional blocks are

delineated from subsystem level, down to a block representation of the

microprocessor or ASIC if necessary. Failure modes of functional blocks are

then postulated, correlated with embedded methods of fault detection and

related to component failure rates, to arrive at dangerous failure rates for
the functional blocks.

To illustrate the FBA process, take as an example the typical

processor-based, real time control system shown in figure 6.

This is then split into functional blocks, as shown in Figure 7.

Functional failure modes are then tabulated for each block together with the

coverage provided by failure detection mechanisms. Where coverage for any

functional block is inadequate, then that functional block is itself split

into functional blocks. If necessary, this process can continue until the

lowest level is reached where individual complex ICs are treated as

comprising functional blocks.

A failure rate for a functional failure mode is derived from the failure

rates of the components whose failures produce the functional failure mode

under consideration. To reduce pessimisms in dangerous failure rates, if

component failure rates can be apportioned to failure modes this is done,

otherwise the whole failure rate is used. Apportionment need only be done

for failures that are shown by analysis to be unrevealed and therefore

dangerous. Summation of the dangerous failure rates then leads to a

functional block dangerous failure rate which can be expressed as a

percentage of the total failure rate for that functional block. A rate for

dangerous failures of the whole system/subsystem can thus be achieved. It is

generally considered that the dangerous failure rate and the number of

dangerous failure modes must be less than 10% of their respective totals for

the equipment to be acceptable and judged to be of equivalence to fail-safe.
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Figure 6. Schematic for typical distributed architecture system.
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3. MAINTENANCE INTERVALS.

Increasing the lenKth of time between planned occurrences of maintenance and
calibration, leads to reduced operating costs and can provide increased

safety by reducing the probability of equipment being set-up incorrectly due
to human error.

Reducing the maintenance of safety equipment is a sensitive subject, the
Justification for so doing needs to be clear. The maintenance interval is an
important factor in calculating the overall reliability or availabilty of
equipment. In a redundant protection system, staggered maintenance of
redundant channels, with the same maintenance interval for each channel, is
used to achieve a better overall reliability figure without having to
increase the reliability of the individual channels. At existing power
stations the protection systems were designed many years ago and their
reliability figures were calculated using predicted failure rates. Over
those years of operation, real failure rate data has been collected which
shows the predicted failure rates to have been pessimistic. By re-visiting
the overall reliability calculations but using observed failure rates rather
than predicted failure rates it is possible to justify increasing the
maintenance interval. At Heysham 2 AGR the present maintenance interval for
the main guardline is 3 months, calculations using observed failure rates
show that a case for testing at a 6 monthly interval could be Justified. It
is however, likely that an interval of 4 months would be used, initially, to
ensure that no deterioration in failure rates occurred due to less frequent

maintenance. The existence of a secondary guardllne which provides diverse

protection for frequent reactor faults, gives support to the case.

In addition to increasing maintenance intervals for specific protection

equipment, a decrease in the statutory outage frequency is being sought for
the AGRs, from once every 2 years to once every 3 years. In terms of the

effect on reactor protection systems, such a change is not as drastic as it
may at first appear. Protection systems are always of a redundant design

using majority voting an a 2oo3 or 2oo4 basis. They are designed to be
tested and maintained with the reactor at power. Not a great deal of their

maintenance and testing activities rely on the reactor being shutdown.
Sensors, manual trip buttons and the control rod release mechanism are the

significant items normally dependant on a reactor outage for testing. The

arguments for testing these items on a 3 yearly basis rather than biennually
are straightforward and have been constructed for Heysham 2, Heysham 1 and
Hartlepool AGRs but have yet to be approved by The Regulator. Essentially

such items would require a common mode failure of low probability in order
to cause a protection system failure. Cl,anging the test period by such a
margin does not significantly affect the probabilities involved.

With new equipment, the aim must be to reduce the involvement of humans in

the maintenance and callbration processes. With digital equipment automatic
self calibration and fault detection can be continuously performed as

background tasks to the prime functions. Automatic testers can be used to
reliably and repetitively check equipment when off line. The provision of
such facilities should enable less frequent maintenance intervals and more

reliable operation.

-544-



15

4. CONCLUSIONS.

Digital systems can provide real benefits and for some functions are a

necessity. However, the burden of qualifying their design is significant,

extremely significant if software is involved, ASIC devices can offer an
alternative method of achieving high functional density without recourse to

software. Nuclear Electric has experience of qualifying digital systems for
use in reactor protection roles, both with and without software.

Digital equipment, particularly where complex components like ASICs or
microprocessors are involved, require failure analyses that go beyond

traditional FMEA techniques. Analyses using functional representations and
failure modes have been used to show "equivalence to fail-safe" for digital
equipment.

Increasing the length of maintenance intervals for existing equipment can be

justified by re-visiting the reliability calculations, if the observed
failure rates show that the predicted failure rates were sufficiently
pessimistic. Advantage should be taken of new digital systems, to minimise
the need for human involvement in routine maintenance and calibration.

Maintenance and testing of reactor protection systems does not prejudice the

acceptability of increasing the period of time between reactor outages.
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ABSTRACT

The instrumentationandcontrol([&C) systemsin advancedreactorswill makeextensiveuse
of digitalcontrols,microproce,_ors,multiplexing,andfiber.optictransmission.Elementsof these
advancesin I&C havebeenimplementedon somecurrentoperatingplants, However,the
widespreaduseof the abovetechnologies,aswell as the useof artificialintelligencewith
minimumrelianceon humanoperatorcontrolof reactors,highlighuthe need to develop
standardsfor qualifyingI&C usedin the nextgenerationof nuclearpowerplants. As a first step
in thisdirection,the protectionsystem]&C for present-dayplanu wascomparedto that proposed
for advancedlightwater reactors(ALWRs). An evaluationtemplate wasdevelopedby
assemblinga configurationof a safetychannelinstrumentstring for a genericALWR, then
comparingthe impactof environmentalstressorson thatstring to their effecton anequivalent
instrumentstringfrom anexistinglightwaterreactor. The templatewasthen usedto address
reliability,issuesfor microprocessor-basedprotectionsystems.Standards(or lack thereof')for the
qualificationof microprocessor-basedsafety [&C systemswere alsoidentified. This approach
addressesin part issuesraisedin NuclearRegulatoryCommissionpolicy documentSECY.91.292,
whichrecognizesthat advanced]&C systems/orthe nuclearindustryare "being developed
withoutconsensusstandards,asthe technologyavailablefor designisaheadof the technology
thatiswell understoodthroughexperienceandsupportedby applicationstandards."

1. INTRODUCTION

In 1991, the Nuclear Regulatory Commission (NRC) initiated the Qualification of Advanced
Instrumentation and Control Systems Program at Oak Ridge National Laboratory to develop an
understandingof the technical issues involved in evaluating long.term properties and performance
of "advanced" digital instrumentation and control (I&C) systems proposed for use in advanced
light water reactors (ALWRs). The objective is to support the development of standards that will
help ensure the operability and qualification or such I&C systems in a nuclear power plant
environment.

Initial studiesunderthisprogramhavefocusedon protectionsystemsandthe l&C portions
of engineeredsafety feature(ESF) actuationsystems.Someof the hardwareissuesidentifiedfor
theproposedsystemsthatwere studiedare reported in thispaper, andotherscan be found in
references1 and2.

The forthcomingchangefromcompletelyanalogsystemsto fully digital.computer.based[&C
systemscanleadto significantbenefits. Thesebenefitsincludereducedstresson [&C
componentsfrom frequentmaintenanceand testingcyclesdue to theserf-testing/diagnostic
'capabilitiesof microprocessor-basedsystemsand the potentialreductionin systemcostsand
cablingdue to sharingof data transmissionlinesvia multiplexingequipment. However, the
introductionof digitaltechnologyin safety-relatedsystemsof nuclearpowerplantsalsoraiseskey
issues relating to the systems' environmental qualification and ,functional reliability. For example,
does the new hardware introduce new degradation mechanisms that could advcrsely impact the
safety of the plant? To what extent can existing qualification standards and acceptance criteria bc
extended to protection system I&C proposed for ALWRs?
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To answerthesequestions,anevaluationtemplatewasdevelopedbyau©mblinga
configurationof a protectionsystemfor agenericALWR, thencomparingtheimpactof
environmentalstreuorsonsystemcomponentsto theireffectonanequivalentchannelfroman
existinglight water reactor. Hardware issuesconsideredin the template includetypicalI&C
componentsand materialsand methodsof protect/onagainstthe environment. Functional_ues
consideredincludeindependence,communicationmethods,andcapabilityfor test andcalibration.
The templateis then used to addressqualificationissues for microprocessor.basedprotection
systems.

2. ENVIRONMENTAL,FUNCTIONAL,AND AGING DATA TEMPLATES FOR
PROTECTIONSYSTEMS

We addressedfunctionaland environmentalqualificationissues for ALWRprotectionsystem
I&Cbydevelopingan environmental,functional,and agingdatatemplatefor the protection
channelof each currentALWR design. Usinginformationprovidedby manufacturers,we
identifiedenvironmentalconditionsandstressorsto whichI&Cequipmentin reactorprotection
channelsmaybe subjected. The resultingdatawere then comparedto a similartemplate foran
instrumentstringtypicallyfound in an analogprotectionchannelof a present-daynuclearpower
plant.

A typicalinstrumentstring(e.g., reactorcoolant flow)is shownin Fig. 1. The figure,adapted
with modificationfromreference3, showsenvironmentalconditmnstypicallyfoundat the location
of majorcomponenls in the string,materialsin the system componentsthatcontributeto system
aging,and the stres_rs that contributeto componentdegradation.Note that Fig. I refersto
identifiableanalog¢omponents in the "path"of a (flow)processvariablemonitoredfor a
protectionsystem function. In a microprocessor.basedprotectionsystem,however,this
identificationof individualcomponents throughtripbistablecircuitryis not meaningfulfollowing
the multiplexer(s),because a single microprocessormay performmultiplefunctionsunder
softwarecontrol. Thus, Fig.2 showsan environmental,functional,and agingdata templatefor a
protectionchannelof a generic ALWR. Becauseof spaceconsiderations,onlyan abridged
versionis presentedin thispaper. The followingdiscussionrefers to Figs. I and2.

2,1,,,,TransmittersandCa_les

Althoughseveralsimilar/tiesexistin theapproachtakenbyALWR manufacturersin the
implementation of protection system I&C,some differencesalso exist. For example,in some
cases,the transmittersperformingprotectionsystemfunctionswillbe hardwiredto the protection
cabinets,whereasin others, the signalfromcontainmentwillbe processedbymultiplexing
equipmentstrategicallylocated throughoutthe plantoutsidecontainment. In allcasesstudied,
indicationsare thatconventionalanalogtransmitterswillbe used and thatenvironmental
conditionsin containment(e.g., temperature,humidity,and radiation)arenot likelyto be
significantlydifferentfromthose in existingnuclearplants. Thisobservationmayalsoapplyto
electromagneticinterference/radio.frequencyinterference(EMI/RFI)sources to which
instrumentationwithincontainmentwill be subjected. Undernormalplantoperatingconditions,
transmittersaresubjectedto agingstressorsfromtemperature,moisture,radiation,andvibration,
withelevatedtemperaturebeing the dominantstressorin most cases.3'4However,transmitters
mayalsobe subjectedto agingstressorsfromtestingand maintenancepractices,the monitored
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process,andpowersupplyvariations.Humiditylevels undernormalplantconditionsshouldnot
pose a problemfor nuclear-qualifiedtransmitters,becausesuch transmittersaresealed for
design-buis accidentssuch as mainsteam line breaks.

Currently,most transmittersfor use within containmenthave a qualified life of 10 to 40 y,
dependingon type, materialsof construction,and other factors. For example,a strain.gauge
transmittertypicallyhas a qualifiedlife of 40 y, but a differentialcapacitancetransmittermaybe
qualifiedforonly 10y. Sealsand gasketsfor transmittersmay havea muchshorterqualifiedlife
(e.g., 4 y).3 It is reasonableto assumethatthe performanceand lifetimeof transmitterswillbe
the samefor AJ.,WRsas forconventionalreactors.

Althoughconventionalanalogtransmittersaremost likelyto be used,I&C systemsfor the
nextgenerationof nuclearpowerplantsarestill evolving,and it is possiblethatsome form of
"smart"transmittertechnologycouldbe used in futureplants. Workis progressingon the
developmentof severaltechnologieswith low powercapabilities(e.g., complementarymetal-oxide
semiconductorsilicon-on-insulator)thatcanwithstanda total radiationdose of severaltens of
megarads,s Thisdevelopmentwillenable the advantagesof smarttransmittersto be exploitedfor
the nuclearpower-plantcontainmentenvironment. These advantagesinclude(1) capabilityfor
remotecalibrationresultingin reducedpersonnelexposure,(2) capabilityfor remoteverification
of calibration,(3) capabilityfor remoterangechanges,(4) automaticdiagnostics,and (5) little cost
differencebetweensmartandconventionaltransmitters.

Apart fromimprovementsin transmitterelectronics,newpressure-sensingtechnologiesare
alsobeingevaluatedto improvepressure.sensorperformance.° Existingpressuretransmittersare
subjectto certainfailuremodes thatareunacceptable,especiallyin safety-relatedsystemsof
nuclearpowerplants. An exampleis the loss of oil from oil-filledtransmitters] This type of
failuresignificantlyincreasesthe transmitter'sresponsetimeand mayalso limitits dynamicrange.
These effects, however,are not observableduringsteady.stateoperation. Technologiesthatare
currentlybeinginvestigatedfor the developmentof improvedpressure-sensorperformance
includefiber-opticand mechanicaltuning-forkresonance frequency/'

As withtransmitters,cabletypesandconnectionswithinALWR containmentsare not likely
to be differentfromthose used in present-dayreactors. Stressorsthatare knownto enhance
cabledegradationincludetemperature,radiation,and moisture: Cablematerialsexperience
ambienttemperatureand radiationfor long periodsof time. U,_deraccidentconditions,however,
cablesmaybe subjectedto muchhigherradiationandtemperaturetransients,and this is taken
intoconsiderationin theirdesignand qualification.Electricalcablesare normallyqualifiedfor
40 y, and theirperformanceand lifetimewillbe substantiallythe samefor ALWRsas for
conventionalreactors.

As far as the protectionchannelsof AJ_WRsare concerned,optical-fiberdata linkswillbe
used for interchannelcommunicationand, in some cases, between subsystemswithina channel.
Fiber-opticcablesalso willbe heavilyemployed in the (distributed)controlsystemand in the
interfacebetween the tripsystemand the ESF systems. Severalenvironmentalstressorsor their
synergisticeffects can resultin agingand increasedfailurerates forcertainfiber-opticcables.
These stressorsincludehighhumidityandhigh temperature,s inadequatecabledesigns,and
improperchoiceof fibercoatings? However,protectionsystemcabinetsare typicallylocated in
anareahavinga lowerradiationlevel thanexists in containment. Temperatureand humidity
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levels are also less harsh. Typically, the set of protection system cabinets for each protection
channel of an ALWR will be placed in individual Class IE rooms geographicallyseparated from
each other. Ambient temperatures at such locations have been estimated to be between 65 and
75°1, and humidity levels are likely to be similar to present.day control-room environments.
Aging tests have shown that, with suitable coatings, present.day fibers can withstand at least a
20-y exposure to an extreme outside plant climate,m This longevity suggests that the proposed
application of optical fibers in the control systems and in the interface between the protection
system and the ESFs in nuclear power plants should be encouraged. (The environment of such
cabinets and systems is generally less harsh than in containment.) This conclusion appears to be
supported by a study of the performance of fiber.optic cables from several vendors." The study,
which was conducted to determine the radiation sensitivity of commercially available radiation-
hardened fiber-optic cables, concluded that fiber-optic cables are currently available that perform
reliablyin nuclear reactor environments. Although some fibers fluoresce enough under radiation
to obscure low-strength (nanowatt) signals, others (such as pure-silica-core fibers) exhibit no
significantperformance change with doses as high as 3800 Oy. in fact, any conventional
transmitterwill couple about 106 times as much light into fibers as flourescence does.

2.2 $(iressors

The same stressors that contribute to I&C system age degradation in present.day reactors will
also affect ALWRs. Examples are elevated temperature, smoke, chemical spray, vibration,
radiation, moisture, environmental cycling, and EMI/RFI.

EMI/RH is an important stressor because of increased use of microprocessor-based
technology in ALWR safety-critical I&C systems. A study of the licensee event report database
over a 10-y period (1982-91) shows that the fraction of EMI/RFI.related protection system
events is significant compared to traditionally recognized environmental stressors such as elevated
temperature,t Although digital systems typicallyhave higher noise margins than those of analog
systems, their failure modes are often quite different and much less predictable. Also, trends
toward the use of higher clock frequencies, lower logic voltage levels, and ever-denser packages
lead to increasing probabilityof upsets. The increasing levels of integration tend to decrease the
noise immunityof the digital devices. Although on-chip protection methods help somewhat to
protect the devices against interference-induced damage, the record shows that they have not
eliminated upset problems. Studies show that even fault-tolerant systems generally do not achieve
reliable system performance in some high-EMI environments._2 Ongoing research under the I&C
qualification program is geared toward improving our understanding of microprocessor behavior in
EMI/RFI fields.

Smoke is another important stressor because it may cause electronic systems relatively far
removed from a fire to degrade and malfunction over time. Fire-produced particulates that settle
on electronic boards and other equipment contain chlorides and sulfides. In the presence of
moisture and air (oxygen), the particulates form electrolytes that can erode the metal
interconnections on electronic boards or other metal contact surfaces, thereby causing degradation
and system faults long after the occurrence of a fire.

We investigated the precautions taken by ALWR manufacturers to protect safety systems
against smoke. In general, smoke/particulates are not monitored inside the protection system
cabinets. Rather, the entire plant protection system will be designed and qualified for the worst-
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case operating conditions that can be expected during plant life, and each of the Class 1E
equipment rooms will have smoke and temperature sensing as part of the fire protection system.

3. QUALIFICATION OF MICROPROCESSOR-BASED SAFETY SYSTEMS

In this section, we summarize our study by addressing reliability issues for microprocessor-
based safety systems from a systems (integrated hardware/software) approach and identifying
standards (or lack thereof) for such systems. Where standards are available, areas that may need
modification in view of the introduction of advanced I&C in the safety systems of nuclear power
plants are discussed. This approach addresses, in part, issues raised in NRC document
SECY-91-292, which recognizes that advanced I&C for the nuclear industry "is being developed
without consensus standards, as the technology available for design is ahead of the technology
that is well understood through experience and supported by application standards."

Figure 3 depicts the qualification process for a generalized (analog) safety system in a
present-day nuclear power plant. It also identifies the most significant standards related to the
particular qualification activity. Figure 4 identifies some areas in the qualification process that
could be (or are being) strengthened for application to microprocessor-based safety systems. As
illustrated in the figures, the goal of qualification is to achieve a high degree of reliability through
the maintenance of quality at various levels of design, implementation, and operation of the safety
system.

Requirements for functional reliability of safety systems is embodied in IEEE Std 279-1971,
"Criteria for Protection Systems for Nuclear Power Generating Stations," and IEEE Std 603-1980,
"Criteria for Safety Systems for Nuciear Power Generating Stations." IEEE Std 279-1971 is
endorsed by Regulatory Guide 1.153, "Criteria for Power, Instrumentation, and Control Portions

of Safety Systems." The requirements in IEEE Std 603 are independent of the specific equipment
used and thus apply to both analog and microprocessor-based safety systems. In fact, Regulatory
Guide 1.153 encourages the application of advanced technology such as programmable digital
computers in the operation of nuclear power plants if such technology serves to improve safety.
However, the nature of computers/microprocessors poses new challenges to both the functional
and environmental requirements (e.g., independence, separation, diversity, common mode failure,
EMI/RH effects) for safety system I&C. These issues have been discussed elsewhere 2 and reflect
the minimum set of issues that need to be considered to maintain the reliability of
microprocessor-based protection systems at the levels achievable with current analog systems. (It
is reasonable to compare reliability measures, acceptance criteria, and standards with those used
for analog systems because considerable experience with the latter has been accumulated over the
years.) Reliability involves maintaining a high level of confidence in the design of the system
hardware and software. System verification and validation (V&V) methods are currently the best
means of achieving this. It is recognized that ANSI/IEEE 7-4.3.2-1982 is inadequate in addressing
acceptance criteria for microprocessor-based safety I&C, and these issues are being addressed in
the next revision of this standard. 13

As depicted in Figs. 3 and 4, reliability of safety system I&C also includes ensuring a high
level of confidence that the system will perform adequately in its environment under normal,
design-basis, and postdesign-basis event conditions. Qualification ensures that Class 1E
equipment can perform its safety function(s) with no failure mechanism that could lead to
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common-cause failures under postulated accident conditions. As illustrated in Figs. 3 and 4,
equipment qualification is generally handled under environmental, seismic, and fire protection
criteria and standards.

Environmental qualification methods are embodied in IEEE Std 323-1974, "IEEE Standard
for Qualifying Class 1E Equipment for Nuclear Power Generating Stations," which is endorsed by
Regulatory Guide 1.89, "Qualification of Class 1E Equipment for Nuclear Power Plants."
IEEE Std 323-1983 provides further clarification of these environmental qualification procedures.
Although NRC has not specifically endorsed the 1983 version, it has commented that
IEEE Std 323-1983 neither alters the industry guidance provided nor does it alter the NRC's
endorsement of acceptable qualification methods. Type testing is the most frequently used
method of equipment qualification and involves subjecting the equipment to the environments
and operating conditions for which it was designed. It also includes the concept of aging, in
which the equipment is put in a condition that simulates its expected end of qualified life. In this
study, we identified environmental conditions and aging stressors to which major components in
ALWR protection channels will be subjected and compared them to environmental conditions and
stressors in present-day nuclear power plants. We concluded that many of the environmental
stressors are likely to be similar. However, EMI/RFI may be of particular interest as an
environmental stressor for microprocessor-based I&C systems. Regardless of whether a
microprocessor-based system is likely to be more or less susceptible to EMI/RFI than its analog
counterpart, the fundamental problem that remains is the unpredictable behavior response of a
software-based digital system to EMI/RFI upsets. Thus, qualification criteria should include
EMI/RFI tests with the intent of demonstrating that the protection system will fail safe for the
worst-case EMI/RFI conditions to which the system is likely to be exposed. Currently, EMI/RFI
susceptibility tests are generally not included in the environmental qualification process. Rather,
EMI/RFI is addressed on an individual equipment basis as necessary, such as to demonstrate
physical independence of Class 1E and non-Class 1E circuitry in a microprocessor-based
protection system.

Seismic qualification criteria are embodied in IEEE Std 344-1987, "IEEE Recommended
Practice for Seismic Qualification of Class 1E Equipment for Nuclear Power Generating
Stations." This standard is endorsed by Regulatory Guide 1.100, "Seismic Qualification of
Electrical Equipment for Nuclear Power Plants." Seismic testing is typically performed as part of
an overall qualification program and is designed to demonstrate the capability of the equipment to
perform its safety function during and after the time it is subjected to the forces resulting from a
defined safe-shutdown earthquake. The requirements for seismic qualification of microprocessor-
based I&C equipment appear to be no different from those for analog I&C equipment, and so
continued endorsement of the standard seems appropriate.

The basic design requirements for protection against fire is stipulated in General Design
Criterion 3 of Appendix A of 10 CFR Pt. 50 and IEEE Std 384, "Independence of Class 1E
Equipment and Circuits." General Design Criterion 3 requires that structures, systems, and
components important to safety be located to minimize the probability and effects of fires and
explosions. IEEE Std 384 requires that an electrically generated fire in a Class 1E division shall
not result in the loss of function in the redundant Class 1E division. In addition to these

requirements, Appendix R of 10 CFR Pt. 50 requires a defense-in-depth approach to be taken to
(1) prevent fires from starting; (2) detect rapidly, control, and extinguish promptly those fires that
do occur; and (3) provide protection for structures, systems, and components important to safety
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so that a fire that is not promptly extinguished by the fire suppression activities will not prevent
safe shutdown of the plant. A fire protection system must be capable of detecting, containing,
and suppressing a fire. In addition, the system must be capable of isolating redundant safety
channels from the detrimental effects of smoke, heat, and the potential generation of toxic gases.
In general, physical separation and fire protection requirements, rather than environmental
qualification of the Class 1E equipment, should be relied upon to mitigate the consequences of a
fire.

4. CONCLUSIONS

This paper has addressed qualification issues for safety system I&C for the next generation of
nuclear power plants. From comparison of present-day analog protection systems with their
ALWR counterparts as well as standards used for their qualification, it appears that a
combination of good engineering design, excellent V&V and qualification procedures, and
diversity can result in reliable microprocessor-based safety I&C systems. To achieve this goal,
however, adequate standards need to be established. Currently, the standard that establishes
criteria for the use of computers in safety systems is ANSI/IEEE-ANS-7-4.3.2-1982, "Application
Criteria for Programmable Digital Computer Systems of Nuclear Power Generating Stations."
This standard is endorsed by Regulatory Guide 1.152, "Criteria for Programmable Digital
Computer System Software in Safety-Related Systems of Nuclear Power Plants." However,
ANSI/IEEE-ANS-7-4.3.2-1982 does not adequately reflect the rapid developments in computer
technology. A rewrite of the standard is therefore needed and is currently in progress13and is
likely to include an expanded software section and an amplification of the IEEE Std 603
requirements to reflect advances in computer technology.

With the increased application of microprocessor technology to reactor safety systems,
EMI/RFI emission and susceptibility criteria need to be established for the nuclear power plant
environment.

In existing plants, physical separation and fire protection requirements, rather than
environmental qualification of the Class IE equipment, are generally relied upon to mitigate the
consequences of a fire. This approach seems to be also reasonable for the next generation of
nuclear power plants.
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