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Abstract

The World Customs Organization’s approach to capacity building in the domain of strategictrade control
enforcement has been exceptionally effective. This article outlines what the WCO has done, documents
some of the impacts, and examines factors contributing to its effectiveness. An important factor
contributingtothe WCOQ's success has been afocus on influencing senior policy makers at the national
level inaddition to upgrading working-level skills and abilities. This strategy in turn owes its success, at
leastin part, to the WCQO’s legitimacy and norm-setting ability as amember-driven international
organization, acustomizable approach adaptiveto various national circumstances, adherence to
universal international mandates such as United Nations Security Council Resolution 1540, and the
ability to couple training and operational activities.

Introduction

The United Nations suggests that capacity building can be defined as: “...the process by which
individuals, groups, organizations, and communities increase their abilities to: (1) perform core
functions, solve problems, defineand achieve objectives; and (2) understand and deal with their
development needsinabroad contextandin a sustainable manner.” Importantly, according to this
definition, capacity building is something these organizations do themselves, not something done to
them. Certainly they may seek and obtain assistance, but capacity building must be undertaken by the
organization seekingtoimprove; they cannot merely be passiverecipients of training. This paper will
examine the WCO's efforts to assist national Customs administrations seeking to build their capacities to
enforce strategictrade controls. It will summarize what the WCO has done, assess the impacts of these
efforts, and offer some possible explanations for the extaordinary effectiveness of the program.

What the WCO has done

Despite itsimportance, combattingillicit trafficking in the multitude of strategiccommodities related to
weapons of mass destruction and theirdelivery systemsis a particularly challenging topicfor Customs.
At the 31st Session of the WCQO’s Enforcement Committee, in March 2012, several WCO Members took
the floor, outlined the challenges they faced in relation to enforcing strategictrade controls (STCs), and
called uponthe WCO to do more to help them. The Enforcement Committee, which represents the
heads of Customs enforcement of 182 Member States, then established the WCO Security Programme.
Since itsinception, the program has focused on three commodity-based areas of work: precursor
chemicals forimprovised explosive devices, small arms and light weapons, and strategiccommaodities,
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with an emphasis on materials and equipment related to chemical, biological, and nuclear weapons and
theirmeans of delivery,in keeping with United Nations Security Council Resolution (UNSCR) 1540.

Under this Security Programme, the Strategic Trade Control Enforcement (STCE) Project first produced
an Implementation Guide' and acomprehensive training curriculum for Customs administrations. It also
conducted Operation Cosmoin 2014, the firstglobal law enforcement operation focused on strategic
goods. The WCO thenlaunched a long-term programme employing the Implementation Guide, training
curriculum, and lessons learned from Operation Cosmo to develop global STCE capacity and raise the
priority of thisimportant topicwithin Customs administrations. When the WCO launched the second
global STCE operation, Operation Cosmo 2in 2018, it wasthe largest operation ever conducted by the
WCO with 114 participating countries and international organizations.

WCO STCE Curriculum and Implementation Guide

The STCE Programme is the WCO mechanism and toolset through which Customs administrations can
access training and materials to supporttheirimplementation of the customs elements of UNSCR 1540.
The curriculum contains high-level briefings for senior managers on strengthening national STCE efforts
and modulesfor operational personnel covering chemical, biological, radiological, and nuclear (CBRN)
materials and related dual-use materials and equipment. In addition,itincludes training modules on
applyingrisk managementand post clearance auditin the context of strategictrade control
enforcement.

The WCO STCE curriculumis designed to be modularand adaptable in level and scope. First, aSTCE
Maturity Model (included in the Implementation Guide) is used as asimple diagnostictool to identify
specificgapsin national STCE systems and to suggest actionable next steps. The assessed STCE maturity
level also guides selection of suitable training modules from the curriculum. Forexample, trainingin
countries with astrong foundation for strategictrade control enforcement can focus on upskilling
operational personnel, buttraining for countries without established regulations, policies, and
procedures would focusfirston senior-level policy makers and decision makers and may initially
promote effective implementation of sanctions and embargos. To this end, in addition to training, a
WCO STCE team conducts meetings with senior officials to promote development of aplan for the
establishmentand implementation of a strategictrade control regime within their Customs
administration.

Secondly, the WCO STCE curriculum is designed and intended to be adapted based on each country’s
individualtrade flows. To this end, the WCO provided toits Members a Strategic Trade Atlas. " The
StrategicTrade Atlas, developed by the United States Department of Energy’s Argonne National
Laboratory and the European Union’s Joint Research Centre originally to support Operation Cosmo and
updatedtosupport Operation Cosmo 2, provides a high-level snapshot of each country’s principal
imports, exports, and trading partners for goods classified under Harmonized System™ (HS) Headings
associated with strategicgoods according to the STCE Implementation Guide. The WCO uses this
information to tailor the commodity-based training, which is also organized according to the HS, to focus
on goods most relevantto each country. Customs administrations can also use itto guide company
selectionforoutreach and auditand risk profile development for targeting and risk management.



Accrediting STCE Expert Trainers

The WCO does not have the staff or resources to conduct trainingin all countries of the world. Instead,
the WCO employs an accreditation model whereby Member Customs administrations nominate
personnel to become WCO Accredited Customs Expert Trainers. The WCO announces Accreditation
workshops through letters to Customs Directors General inviting them to nominate personnel matching
a very specific profilewhich looks for duties and experience relevant to strategictrade control and to
training. In addition to helpingidentify the most suitable candidates, this process helps ensure that the
candidates’ management understands and supports the STCE mission. This, inturn, sets expectations for
the nominatedindividuals from the WCO and from their own Customs administrations, paving the way
for themto establish STCE training programs in their countries.

The WCO has conducted twelve STCE Accreditation Workshops, producing alarge number of pre-
accredited trainers poised to complete the full accreditation process, and forty-eight Accredited Expert
Trainers who have already done so. The WCO’s Accredited Customs Experts (ACES) database now
includes 135 accredited and pre-accredited STCE Expert Trainers from 51 different countries, spanning
five of the six WCO regions.

Critically, when Customs Directors General nominate their personnelto become ACES, they also commit
to makingthem available to supportas many as three WCO STCE Missions overthe followingthree
years. Through this mechanism, many of these accredited expert trainers have helped the WCO and
othersto deliver dozens of national and regional workshops, with several more alreadyscheduled. Each
training event provides opportunities for additional pre-accredited ACES to complete theiraccreditation,
avirtuous cycle that furtherincreases the WCO’s capacity to build capacities.

Operations

Operations formaveryimportant component of the WCQO’s activitiesin general across the full range of
Customs activities. Operations separate theory from practice and represent the true test of individual
and collective capacities. Operation Cosmo was conducted early in the STCE Project (startingin 2014 and
concludingin 2015) and servedto raise awareness of strategictrade control and to reveal operational
challenges. These experiences informed the STCE trainings and capacity building efforts that followed
and helpedsetthe stage for Operation Cosmo 2, conducted in 2018.

Like Cosmo 1, Cosmo 2 was a global operation (114 countries participated —25 more than participated
inCosmo 1) to target strategicgoods during export, transitand transshipment, and promote
cooperation among customs administrations. Participants reported conducting over 30,000 risk
assessments during the operation’s 3-week high-intensity period, resultingin over 8,000 physical
inspections, 18 seizures, and the initiation of 9 criminal investigations. In addition, participants
cooperated internationally, sending 33 Customs Action Messages related to suspicious shipments on
STRATComm, the WCQ’s secure communications platform for cases involving strategiccommaodities.

Many countries reported that national STCE courses helped them prepare forthe operationand
strengthened theirabilities to perform audit based controls, risk management, and analysis of strategic
goods. In addition, there was widespread appreciation for ease of communication with Customs
authoritiesin other countries.

However, countries also reported continuing challenges, especially theirneed toimprove risk
management of strategicgoods, lack of domesticSTClegislation, lack of quick and reliable technical



reachback, and the need to keep training new personnel on STC. In addition, participationin the
operation was not uniformly high, with many countries demonstrating little progressin their strategic
trade control commitment or capacity. Cosmo 2 provided the WCO with information and understanding
on what countries need to move from classroom-based theory to practical fieldwork, and provided the
WCO as well as the participating countries with a path-forward for future work.

Harmonized System (HS) Reform

The difficulty with attempting to use the HS for strategictrade control enforcement wasidentified as a
majorissue at the WCO’s first Strategic Trade Control Enforcement Conference in October 2012, and
thisisa challenge beyond the ability of countries to solve individually. As part of the overall STCE effort,
the WCO Secretariat hasintroduced a set of possible amendments to the HS nomenclature related to
dual-use items starting with the 49™ Session of of the HS Review Subcommittee (RSC) in November
2015. These reforms, which focused on goods identified in the STCE Implementation Guide that were
difficultto classify or which were classified underresidual subheadings along with many common goods,
should facilitate the monitoring and control of trade in strategicitems.

Impressive Results

The WCQ's STCE capacity building efforts have resulted in the establishment of a global network of STCE
trainersand an increase inthe priority afforded to strategic commodities within many Customs
administrations. More countries participated in Operation Cosmo 2than inany other WCO operationto
date, and many STCE ACES have established STCE training programs within theirhome administrations,
often without furtherassistancefromthe WCO, as the following United Kindom case study nicely
illustrates.

United Kingdom Case Study

The United Kingdom launched a nation-wide strategictrade control upskilling campaign following WCO
STCE accreditation of officers from the UK Border Force’s Heathrow Counter-Proliferation Team (CPT)
and from Her Majesty’s Revenue and Customs (HMRC). Overthe course of several training events, UK
trainers have reached frontline Border Force officers from various ports and airports, as well as officers
from HMRC’s National Clearance Hub who set and monitor profiles for strategicgoods. In addition to
employingthe WCO STCE Implementation Guideand training materialsin these events, HMRC’s Risk
and Intelligence Service provided assessments of the high risk goods and destinations relevant to the
ports, and training modules were selected to focus on these commodities in particular. Additional
sessions detailed local detention and sezure processes and the compelling nationaland international
driversrequiring effective strategictrade control.

As evidence of the effectiveness of the training, one of the airport teams made two detentions duringa
two-day training event, obtained the relevant technicalinformation, and referred the casesto the
licensing authority foraruling. Since the training events, all participants have been provided access to
SPIRE, the UK’s Export Control Organization’s online licensing system, to enable smootherreferrals for
licensingratings and to facilitate effectiverisk profiling by the officers, exactly as suggested in the WCQO'’s
Implementation Guide and training materials.




These efforts by WCO STCE ACES resultin more than training programs; they can alsoresultin
substanatial systemicreforms designed toincrease the Customs administration’s level of STCE maturity,
as the Pakistan case study below wellillustrates.

Pakistan Case Study

While Pakistan has had comprehensive STClegislation on the books for many years, majorstrides
toward implementation within Pakistan Customs did not begin until June 2016 when an officerfrom
Pakistan’s Customs administration was first exposed to STCE at a WCO accreditation workshop. Within a
span of two years the administration has been ableto not only establish animpressive STCE training
program, but alsoto create a National Counter Proliferation Unitimplementing WCO STCE guidelines.
The success story of Pakistan Customs s a result of the administration’s active participationin the STCE
Programme by sending numerous officers to accreditation workshops, hosting WCO national STCE
workshops, embedding STCE curriculumintoits national capacity building training courses, delivery of
national trainings and seminars not only to customs managers and frontline officers butalso to
importers and customs brokers, and above all, strong commitment of senior management.

Pakistan Customs hosted two STCE national workshops conducted by WCO staff, and the Directorate
General of Training & Research also embedded STCE curriculum into different training courses meant for
capacity building of mid-careerand entry level officers both for managerial and frontline streams. As of
June 2018, Pakistan Customs has a pool of five accredited and five pre-accredited STCE trainers. In the
span of one and half years, the Directorate General has delivered various STCE trainings and seminars
attended by 83 customs managers, 299 frontline officers, and 1232 importers and customs brokers.

Thanks to senior management engagement, on 4 September 2018 the Federal Board of Revenue (FBR)
issued an administrative orderfor creation of a National Counter Proliferation Unit (NCPU) at Karachi
and a Counter Proliferation Training Cell at the national training facility. The unithas beentasked, in
close alignment with WCO STCE guidelines, to create counter proliferation teams at all Customs field
offices which are clearing exports, update the national risk management system, support Directorate
General of Post Clearance Auditin selecting and conducting audits of companies engaged in export of
strategicgoods, and coordinate capacity building activities in the area of STCE. The NCPU started
workingon 27 Septemberundera WCO STCE ACE as its Programme Director and established two
counterproliferation teams at the two major ports of Karachi which clear more than 85% of Pakistan’s
exports. The NCPUis currently analyzing Pakistan’s national database with the Strategic Trade Atlas to
update the national risk management system, helping counter-proliferation teamsin conducting
physical examinations, providing “reachback” supporttofield offices, and functioning as the Customs
national focal point forthe national licensing authority, the Strategic Export Control Division (SECDIV).

These undertakings by Pakistan Customs mark clearand important progress toward establishing
effectivestrategictrade control enforcement capabilities as measured by the STCE Maturity Model.

The STCE Programme is recognized as the marque programme for strategiccommodity capacity building
for Customs adminstrations worldwide. This has been recognised by United Nations Office for
Disarmament Affairs (UNODA)and the UNSCR 1540 Group of Experts. WCO STCE also supports the
Organization forthe Prohibition of Chemical Weapons’ (OPCW) annual Chemical Weapons Convention
Controlled Chemical Training.




The STCE Programme has also been a success story from a policy perspective. The WCO STCE training
curriculumand Implementation Guide have been adopted by the Proliferation Security Initiative (PSI),
by the export control outreach programs of the European Union and the United States, and by
numerous Customs administrationsinternally. This emerging global standard for Customs traininginthe
field of STCE, inturn, can accelerate adoption by remaining countries. As with many international
standards, the more countries adoptit, the more effective the global system will be. The initiative has
already led some participating countries to embark on policy enhancements, with some introducing
dedicated Counter Proliferation Units, setting up counter proliferation targeting cells, and running
regular STCE National Training and STCE-focused enforcement operations.

Summary and Conclusion

The track record of the WCO inthe field of STCE capacity buildingisimpressive, especially when
considering some of the common criticisms of capacity building efforts generally, such as low rates of
adoption, lack of measurable impact, and lack of sustainability." At least in part, the WCO’s success
stems fromits status as a member-driven international organization. Thus, the WCO acts on behalf of its
members and forits members, bypassing the difficulties of donor-recipient relationships. The WCQOisa
resource available to members seeking toimprove their capabilities and adhere to international norms,
not an exogenous force telling members what they should do.

Alsolikely contributing to the success of the effortis the modular flexibility of the approach. Specifically,
the training curriculum can be adapted to differentlevels of STCE system maturity and the commodity
focus can be tailored to national priorities and trade flows. A key aspect of this flexibility is the ability to
focus on decision makers responsible for system design and resource allocation, not justimplementers.
Especially because STCEis not a traditional priority for Customs administrations, this senior policy-level
commitmentand political will is vital to success, providing essential guidance, motivation, and support
to implementers.v

Itis oftensaid that where thereisa will there isaway, but the reverse can also be true. Accordingto
Morrissey and Verschoor, decision makers’ assessments of their capacity toimplement reforms will
influencetheira priori willingness to make commitments." By providing a way to more easily enforce
strategictrade controls, the WCO may actually increase the chances that Customs administrations are
willingto try. Continued advocacy by the WCO for the importance of the security mission to Customs
administrations and related capacity buildingis stillurgently needed, as the remaining challenges
observed during Operation Cosmo 2illustrate.

i United Nations Development Programme, Management Development and Governance Division, 1998,

i http://www.wcoomd.org/en/topics/enforcement-and-compliance/instruments-and-tools/guidelines/wco-
strategic-trade-control-enforcement-implementation-guide.aspx

i http://publications.jrc.ec.europa.eu/repository/handle/JRC111470

v http://www.wcoomd.org/en/topics/nomenclature/overview/what-is-the-harmonized-system.aspx

v See, for example, https://www.theguardian.com/global-development-professionals-network/2016/nov/10/what-
does-capacity-building-mean

Vi (PDF) Where There's a Will, There's a Way? Untangling Ownership and Political Willin Post-Conflict Stability and
Reconstruction Operations. Availablefrom:



https://www.researchgate.net/publication/265748234_Where_There's_a_Will_There's_a_Way_Untangling_Owne
rship_and_Political_Will_in_Post-Conflict_Stability_and_Reconstruction_Operations [accessed Oct17 2018].

Vi Oliver Morrissey and Arjan Verschoor, “What Does Ownership Mean in Practice? Policy Learning and the
Evolution of Pro-Poor Policies in Uganda,” in The IMF, World Bank and Policy Reform eds. Alberto Paloni and
Maurizio Zanardi (London:Routledge, 2006).
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