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Information Management (IM) Self Assessment

 Assessments are performed once a fiscal year

 Total of 100 documents are randomly selected that go 

through the IM system

 Subject Matter Experts (SMEs) perform the reviews

• OCEC – Office of Classification & Export Control

• IPO – Industrial Partnership Office

• OPSEC – Operational Security Office

 Results are provided to the IM POCs to distribute to 

their PAD management and departments

 Assessments are now being tracked in the Laboratories 

Institutional  Tracking System (ITS) system  (new)
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Observations

1) Authors may not be clear on the meaning of DUSAs 

and UCI questions in the system

• Results in incorrect classifications, document 

markings, and review routing 

2) Directorate Reviewers may not be clear on the proper 

document markings and OPSEC concerns

• Results in incorrect document being uploaded in 

the IM system
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Directorate Reviewers are “Gate Keepers” to make sure the 

proper information is uploaded in the IM system



4
Option:UCRL# O&B PAD - TID

Directorate Reviewer Responsibilities from IM Policy
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Directorate Reviewers have the OPTION to forward to OCEC and/or IPO in the IM 

System for further confirmation regarding their review
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IM Software Upgrade Released to Address Concerns

 Added new help text information 

 Added additional guidance for documents that may 

contain programmatic information under the review 

criteria screen. 

 Updated programming regarding DUSAs and 

documents containing UCI 
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A separate “briefing” will also be sent to all Directorate Reviewers to address concerns  
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Added New Help Text Information
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Click on circle with blue question mark to retrieve more 

information.  Also use the “show nav” menu for definitions
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Upgraded Programming to DUSA and UCI Questions
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If author chooses a DUSA and document contains an UCNI or CF-GI-MOD 

classification the document must be reviewed by a Designated Classifier (DC)



8
Option:UCRL# O&B PAD - TID

Statistics: Lab Wide Statistics for FY04

O&B PAD - TID / Information Management Group

Total Reviews - 6801

Ave. Cycle Time - 2.59

Contain UCI - 8.48 %
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Statistics: Lab Wide Statistics for FY10
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Total Reviews - 9046

Ave. Cycle Time - 1.76 days

Contains UCI - 15.03%
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Statistics: Total Reviews by PAD for FY10

 Total number of documents reviewed in the IM system 

(excluding source code and classified)

 Director’s Office 481

 Global Security 1491

 NIF & Photon Science 1250

 Operations & Business 773

 Science & Technology 4410

 Weapons & Complex Integration 641

O&B PAD - TID / Information Management



11
Option:UCRL# O&B PAD - TID

How Has Behavior Changed?

 More reviews are being performed 

• FY04   6801 reviews

• FY10   9046 reviews

 Less employees at the Lab

• FY04 10,000 employees

• FY10   5,000 employees

 Cycle time for reviews is faster

• FY04  2.56 days

• FY10  1.76 days

 Documents contain more sensitive information (UCI)

• FY04  8.48%

• FY10 15.03%
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Why Do We Think Behavior Has Changed?

 Annual Assessment

 PAD Level Metrics

 New entries into ITS (Institutional Tracking Database)

• Accountability

 More risks of not having documents reviewed

• Could be detrimental for the Laboratory

 New contract requirements

 Cost of review has decreased dramatically

• Prior to automated system FY02 $148 to review

• FY11 current automated system $43 to review

 Makes good business sense!
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