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INFORMATION UNCERTAINTY TO 
COMPARE QUALITATIVE REASONING SECURITY RISK 

ASSESSMENT RESULTS 

Gregory M. Chavez, Brian P. Key, David K. Zerkle, Daniel W. Shevitz 
Los Alamos National Laboratory, Los Alamos, New Alexico, United States 

gregchavez@Janlgov 

Keywurds: Entrop) . connic!, non-specificity, fuzzy logic, approximate rCJsoning. evidential reasoning. 

Ahstract: The "ecurily risk associated with nwlevolent acts such as t11o;c ot'tcrrorism are often voi d 0 I the historical 
data reljuircd for a Lraditional PRA, Most information available to conduct sccurity risk assessments for 
these malevolent ac ts is obtained from subject maller experts as subjective judgeOl.::nlS. Qualita tive 
reasoning approaches slIch as approxi mate reasoning 8nd evidential r<:asoning are usci'ul Ic)r mlltkl ling thc 
pn:dicted risk from infom1ation provided by subject malle r e ,\pCrl~, Ab~cnl li'om thesc apprm chcs is a 
consistent mcans to compat'C the security risk ass~' ssmcn t r<.: sul ls. Assl)ci,ned witli cacb pn:didcd ri sk 
re~a~()n i n g f\: sult is a quantiliabk amount of inl'onnation unc<.:rtainty v,hieh CUt be tl1 ~ ,lS ur~d dnti Ll~cd to 
cumrJ re the res Ll Il!; , Th is paper explores usi n cntrop) rncusurcs to ,-! u:.m tif) the info rmat ion ltnce rtainty 
ilSsociaLCd \-\ it h cun nict and non-spcci ficity in tbe predicted reasoni ng resulb , The mc;). urcd quantit ies 01' 
eonllicl and tlon-spccilicil)" can u!timately be u$cd to compare: quali lll ti ve rC "~<J ni n!!- results II hidl "re 
importan t in triage sli idics and ui tim:l ll'ly ITsource allocation, Straight 1~ )m :'lrd exten, ions () [' pre\ iOlts 
entropy mca~u es arc: pn-"cnlcd here to quantity the non-specifici ty emu conll icl ill>$oc idtcd " ith ~ct:urit: nsf,; 
assC\stllc nt re \u lb obtained from quali tat ivc rca.>oning models. 

INTRODUCTION 

n ~ecur i t \ risk assess ment I'ro m ma le\o!cnl ::J ct ions 
( '.;R'\tvl ,\ ) :-. ch ~, those o r tcrru r i ~m , th en: is an 
absence u l quan litat il l' histurical dal::! fl ccesS<lf) rur 
~ , e(lll \ cntinn.1i prohabi list ic ri sk assessme nt. Much 
PI' the inforn1::Jli oo I'm SI MA is elic ited from 
,uh,iect m'lller npcr"h (S \" !1 , ~ ) us sub,iccti\ c 
.i uJgL'mt:nts a nt! is o rten ala i l~ lbk as q U:.J lilat il c 
impn.:cisc \ a l llc~ , /\ n Appn)\,im Jtl' I'CaS() tl ing (ARJ 
Ill!lJ.: I io; a u'\dul allcrnatilc to H probahi list ie model 
\\ hcn urall ing cu nL'lu~ i "ns ll s i ng i mrrcei~c 

!"ml\\ Ic:Jge prm idcJ hy S \ 11: 5. ;\ R hets nU menllt S 
applic;1l i<lns in eng ineering ~ IOJ co nt rol ( [{us,> 1995. 
I L\l i:, I'N7) and r.::ce nl l: ha, been applied to 

c_'ur il:- ri ," .1'>,C'Sml!l1l I<H' malr.:" ,[cnt m:linns ( I ~lllt 

(tnJ I i, ·nh;.l\\ cr 2(t()6) , 

\11 im[1" n,mIIJct<lf J il <:r ·tlli,lling .\\-1. r,' lllt, 
i . U):ltn I ~lrr)ic,lll')Ii' til lha '. 01 t,l those " r ""r~ \ \1 \ 

Jr plicalill ns is l ht: l:- pc lli in lllrmJl illn used to 
\ a li oatc thc rn ulb . Il u t is, in contrel l arrl icat illns 
hi s torical data can he lI seo to l a li dale the .\ R n:~u l t : 

hOI\c\cr. Illr [lJ rl icul ar lc rTorisl attacks there: is 
gc ncfClIly an absence u l' hi sl () ricjl data , lor 
example . pri or tt\ Se[1te mbu I I . 2() (J I . there , \ ~ I. no 

hi storica l data j()r successru l allcmpb u~i ng 

ai rp la nes to attack Worl t! TI'adc ('enler ' IOI\ l T , in 
'C \\ YorJ... In lhe ~lh~ence o! spccili c h ! ~t(Jri cal datu . 

th e ,\f{ rcsu lb I()f Sf{ l'vl.'\ ,lppl ic.ltiuns can be 
n:a li stcalil '. eriiil:d h) the S\II .s , Apart i"rom [h is 
<,, \11 ' \ (Tilic;.lt ion a[1prnach th.: rc i ~ no clln~ i tent 
me, ln~ to 4ui.lntiJ\ lhl,; JilTc rU1\.\: in cllmreling 
t' c sult~ , .'\ cum parisl.ln n l' c; " nt iL.il-nu: 'n1<>ng the 
comre ting r.:sults is alsll importlnL l ur c-,amr lc . 
triage stuuics " j" inpu t lalLtcs contrihuting tll lh<: 
sL'<:urit ) risk arc nl'!l:n C( nen:,s~lr: r"rt or th~' 

s..:curit l risk ,,'-.c ,ment m()Jci ~mJ a 'l1l';rr , t., 
c( 111. i, tentl:- t11ea,UC th<: cirl'Ll "t' tbi, clnnge Illr 



comparison of the results is critical I y important. 
Modi fying a particular input value can alter the 
resulting AR risk value and this change may not be 
suffi cientl y or consistently quantified using only 
SME verification. 

This study, therefore, proposes quantifying 
the information uncertainty associated with each 
predicted A R result and using the measured 
qua ntit ies to conduct comparisons of the results. 
The term entropy has been defined as a measured 
quanti ty of information uncertainty related to non­
sp cili city and con fli ct (Klir and Wierman 1999). 
I:xisti ng measures for entropy were not developed 
for use ~with A R results. This study extends entropy 
to !\R results and it is unique in that a similar 
approach has not been previousl y pursued in AR or 
applied in the area of SRA IA . It is a novel 
approach bcc.luse it exa mines both conflict and nun­
spcciti eil) associated with the SR!\ M!\ AR result. 
MorcO\ cr. this approach is distinctly different than 
prn iOlls approaches involving information 
1I0ccrta intv and li m.1,ui stic va!ul'5 . In pn:1 a us 
appmJehc; the cntrl~) quantifi ed involves a ll the 
pussiblc states d~cr i hcd by a particular l U ll) sct 
(Pal ct al. 1994 Klir and Wierman 199<). Kltr 200S): 
\\h ercas. in this appli cat ion th e en tropy quan tilkd is 
associ :JtcJ Ilith onl y onc state lk se ribcd 
I i ngll i st ic ~:ll l Y lI s i ng fUll) set<, . FUll.)" sch are 
di scus)cJ in Sect ion 2. 

\,/uan lificalion o f nun-specificity ~lTILi v lnll ic t 
can hc als\ , I'e appli ed to sCl·urity risk assessme nt 
I-csul b obLt incd u~ i ng h idcnt ial Reasoning ( LR ). 

Like I\R. I R i, ,In apP loa..:h uscd to dra ,,\ 
u mc illsinn, fn lm inrnnnalion.1 hc maj lr J in"<'rcncc 
bl't\lcen the tIl l) approac hes is the imprfCci si ull 
a.'is()c iatcJ II I th dcscri hi ng the Sl<ltc is caplul·L·ci IIi th 
i R Ilhi le thl' 1,Jl' '' 01' cat<l inl: assuci:Jtcd Il it l! 
,Iss ignin g <! p;Jrlicular stak LO onc o j' sc":ral 
li mwislic l a illes is capturcd Il ith I.l . Ihc:'c Ila lc 
he~n rc.:c..:nt atlcmph tu combi ne /\ R <lTId f R I(lr 
SRAi\\A app li c;t !iuTI.'i \1 hid) arc li l/Z) CI ident ia l 
rcasonin !!. ()· an!.. et a l 2U()c)) anu helief" mcasures on 
t"U/'/ 1 sc~s (Darh) 20()7 ). J n th is paper. t\ Rand ['J, 
~I re treated '>t!paratdy and arc enllcctil el) rckrrcJ tel 

as qlmlitati\t; reasoning and the leader is rckrn:d to 
I {tls~ ( Ross ~()().j.) t",,! !\J~ :mJ Yang ('rang ct a l. 
2(J06 ) ';,)r I·R. 

Sl:d illn J [11\1 \ i J<.'~ a di'l:u ' "i' lI1 o n th\.' 

quaI11 itiL:' ur non-s[1t'l' ili l·il) ,lnJ -:u nl1 ict It )J" ,\i{ dnd 
I.R h'.1\\ el er. ~.~ C(c- ocra l dC'L:ripiun of l'll! r"f1\ i, 
IillmJ in I-..I ir Il\.l i~ ::'(11 15). t ht.: utilil: pi' a w nccplls 
mC..J~urt'd h\ ib ~ lrrli (Jhi l i t \: lhcrl'tillc. , im plc \R 
a J f.K ,n;'J 'h ,\rc r~U \ iJcd i'l S":lliPIl :\. 11lL" 
L\LI~n \i li ___ .tj(11! ,I i ~','n ll id .lnJ IIl1n- . pC~' i l i L"il : IS 

illustrated on a simple AR and ER results ill Section 
3 and conclusions are provided in Section 4. 

2 QUALITATIVE REASONING 

A SM E may indicate that the occurrence of a 
particular result is "highly likely", "somcw.hat 
likely'" or "negligible" and the resultmg 
consequences are "extremely costly", "moderat Iy 
costly", or "insignificant". These expressions are 
called propositions and the kind of uncertai nty 
associated with these propositi ons can be from 
vagueness, imprecision, amllor a lack of in fo rmation 
regarding a specific state ufthe s)stem. This t) P of 
uncertainty has collect ively bcen called fll zzy 
uncertainty (Ross 2004). Fuzzy se t theory pruvi des 
a means t'or representing uncertai nly cunt<li l1l"d in 
thesc propositions, Propositions 01 ' th is t) pe arc 
commonl Ii rcferred [0 as 11I::::Y propositions and 
exprcss ;ubjecti ve idc a.'> th;} t can be interpreted 
slightly differently hy various inJi \ i Ju~ll s . 

Reasoning using rUn } propu sit i un~ is rckrrt'J to as 
approxim ;}\e reason ing (KI ir and Yuan 1<)95. Ro,s 
1995). Thi s scetion hric tly Jescr ihc~ fll l7Y sL"l Lhenr) 
for the purpuSt:~ of th is paper and th e r(lnOt: r is 
rc lcrrcd to ( Rus~ 20().j. ) fu r an in dCjith Jcscrirl ion of 
each. 

2.1 Fuzzy Set Theory . . 
allJl al Lwguagc l<:nd" lu be in tt:rrreted 

di ltCr~ nll y hy \ ar iu us inJ i\ idu;r)s I he lingublic 
\ al ucs u;cu by SI\I\ ,." :lrc nu eli flc rn1t uno hal C a 
tcnoctlc \ t\, b~ \ ague· :.mo impreci se . I (l r e,am ric . 
an S'vll: ma) inui cule thut the pruccss \0 cuns\rlld a 
I\ c·upon JC \ i..:c is "c, tn:m ·1:- di Ilicu lL" (I f lhal it is 
"oU lIl\; \\hut dintel/ I!"·. The r rcc i:;c mcaning (l l-Ihesc 
li ngu i ~ l ic \ 'll uc:, ma) be inlerprcteu s l i ~hll: 

di f"lcrc nth bl "ln 011~ ind i\ iduab: ho\\c \·c,r. 
\i n l!:LJis l ic', alu~s rna \ orlen bl: the li.lIue~ lhc ~:VII is 
m(;~l cunl iucn t in a~J c\J ntl~ >rtah l c prm iJ ing. ·1 here 
i.s I :1!lllCnCSS anJ imrn:cis illn ~ Ls " \lc. i :\lcd II ilh a 
li mw i;tie valuc \I ilich has hccn LCI-mnJ rU N ; 
un~t:r l~l int\ . hlll \ ulll:erl,lilll ;' is Ji llcn:nl frorn 
t·Jndnm ~ nccrt;li n:-I , II here I'and<l il"' ullecrtai r\ \ 

arisc) uue to chanec- anJ deals \I ith '>reeilic: and II ':" 

ddineJ l alucs :,u\.:h as the number 1m the lop i:.Jl'C' or 
a Jic that i, th[(1\\ 11 . IbnJ<)m l1m:crl.JiI1L; i, reft'rreu 
t(l a .10 nlCl\l1ric lIn~ 'rtail'l;' .. !IlJ Iu/! > I...nc·..: rl:.tint l 
i, r(' kr""~J til ,t' "11 cr i ~tcll1 it' lIn ~ ~rl.t i l1l\ . I I ~1111le 

e~,..:s L'ri'l.:mi, \lr c~ rt.l j nl '. ['lu: Pc' r..:JI ":l'J 1' 1 

.lk.ll,'r io.: l'l, ..-;1,lim\ r". "k,!t 'ri c' 1111.:..:rt~iJ' ;, I ·, 11\'11 



reduc ible uncertainty (Oberkampf et a!. 2004, I,adeh 
1995 ) , Linguistic values such as "high", "medium", 
and "Iow" describe several specifIc states or 
conditions and arc considered sets. The boundary 
that de fi nes any one of these sets is unclear or fuzzy 
and th us lhc:;c sets are called fuzzy sets, 

A collection of objects having similar 
characteristics defines a universe of discourse, X. 
The individual clements, j,e. states, in X are denoted 
a~ x , with the same notations used t'or Y and y, and Z 
ami, respecl ivc.:ly, 'Ihe elemcnts can be grouped into 
various ~cts . such as A, B, or t, The set value of A, 
B, or C may re[lresent something li ke "high" which 
has a ruzzy boundary, The individual silltes of a 
fUL'J Y set can be mapped to a universe of 
mcmbcr::,hip values using u function theoretic form. 
II' J state x b J membcr 01' the set A, then this 
mapping i'. givcn by Equation (I), A typical 
mapping of A i:, shown in I'igurc I. 

(I) 

I hc comricmen t or It is defi m.:u as: 

(2) 

I he marring Il) !' the comr lcmcnt is als() shO\\ n in 
l igure 1. Ihe marring is kn o\\ 11 as a mcm hc['shi[l 
IUl1cU ol1 tlnd the n1l'mhu',shi p or a ,pecilic st,lte j, .1, 

is re ll: rn:u to as the \.kg r·ce or membu hi p. lhe 
uegrec ([I" mc rnhcr~hi [l () L ( rru\ i Jc~ an inJ i-:' ll il)n or 
th ~ ,'u//) Sl'l \ abilil: to u l' ~nihc the state. 

2.2 FULL) Set Thcor~ <lml .\ppnn.imatc 
Rea~nning 

An AR model uses the degrees of 
membership of elements in fllzzy sets to draw 
conclusions about a system such as risk of attack on 
a facility. The AR result is compri~ed of a 'ector of 
various fuzzy sets uscd to describe a speci fic state of 
risk and a respective degr e of membership in each 
fuzzy set. Now suppose that an SME indicates that 
values A and B tor states Xi and Yr respective ly, 
infers a particular value E tor =k' The information 
provided is considered a rule governi ng the outcome 
:k and can be represented as follows: 

Rule i:1 F x, is A and YJ is B TII [N :k is E 

All the rule, governing thc part i ~ u ,l a r oUlcome =k 
involving values for x, and Jj C~1n be grouped 
toge ther into a rule hase. sec Table I , Now consider 
th e ~ituation when both x, and YJ can be descrihed by 
more than one val uc. I n such a si tua tion x, and y, 
have a degree of membershi r in c leh valt l ' that 
describes them. I he \'ai lies 0 1' X, and .II are u!>eu tu 
identiC} thc govcrning rule and infer the \ a luc of :,. 
The infcrn:u value uf : ,l \\ il l ha \ c an assl lciatl:d 
dcg['cc of I11cmbcr~ h ip \\ hich n:sults I rom the 
conj unction /\, i.c. taki ng th e minimum va lue. of the 
degree of membership hlr x, .. I \0 Y, in thc values 
incl udcd in t h ~ t'o\'cm ing rul e. ' Ll f..L~ fu r L~,ampiL' the 
1"IIh: sr.:c ilicJ ,lb<l\e \\i th I' A(Xi) = 0.3 and 
Pii (Y, ) =: 0 .6. \\ hieh rLsul t~ ill a ,lL t ( Zk) = 0.3, 
!\n() ther a pr lieable g(l\ crn ing rule ma~ be : 

Rule 2: Il _\, is B anLl), i ~ B jI WN : . i ~ r 
"ith 11 t1 (Xi) =: 0,7 anu I~ B (Y/ ) = 0,6. \\ hkh re~ lI l t\ 
in l i E (ZIJ = 0.6 . Both Rule I Jnd Rule 2 result in 
the \ al ul' E I'm : . hut there arc n(l\\ ("li dilkrL'nt 
\ Jl u~s Cor the degrLe cd' membc~hip . 1 hat is. either 
I uk I OR RlIit' 2 is <J[1[1l ica hle and the cJi s jun<;tion 
(V). i,e, laK ing th,: rll<l.\ imlilll \'alm: . "r~l£ (zi< ) :=: 0.3 
~1l1J ,,((Zk ) = 0,6. rc ~ ults in /1£ (Zk ) = IL6 . 1 he 
e(lllj une ti(ln and uisjunLl illn (l[lerat io ns un: meJ 
\" hen th<.: logic'll , i \1) and Of( arc I.:n ·<lurlll.:rL'u. 
t ' L~rK'ct i \t, ) . In l'ach or thc rules tht: I Ilg il,; a I at/d is 
encoll ntert'u and the conjullcl ion llpet-alioll is llsed t" 
determ ine the resulting ,k gr ' C or mt:mh..:rsh ip. I he 
I,)gical (Jf{ i' cncoun tc:red in the L:'ampk l'ecause 
either Rule , (// Ruk !. in rcsul t t uJiti,)n:tI 
Illg ieal oper,ltillns C'1r he fOll l1' I ill (Ross 1'-1') 51 as 
\\\.,11 as thL' .\" il'llh im uh cJ in l 'u ll ~ ~et: , It i ~ 

imr"rt.mt to ' nnlt; Ih t the C \ ' luueJ I'liuuk a\ totn i ~ 

nol reLluir..:J [',r fu// ) '>cls: llr.:rdi n :. th.: r.:,u ili n:,! 
e;r..:\.' " I m,'mr.T,h ir' f"r\f{ [IC.',! f,), 'lln~ l' I 



I 

i 

Rule Base Universe of Discourse X 

A B [; 

Universe of A F E t 
Discourse B F E E 

y t E t C 

Table 1: Rule Base. 

2.2.1 Application of AR in Risk. 

This section illustrates the use of AR in 
SRA M A Ll sing u simple example to dctermine the 
risk of attack from SLlccess likelihood and the 
economic conscquences of the attack. Table 2 
provides the ru le buse used to infer the risk given the 
~uecc ss I ih-ei ihood and thc consequences, 

ccunom lC Const:q uenc<2 

\' 'n [,0\\ 

\' ~'n L{m \ . .:. .... \ '(:r-. \ t:r\ \C'r\ , 
" L I) \ \ [ 1')\\ I O\ ~ 

-
t \ lIc..:l ; \..:rl I (W, \ ..!fl \ t:J'. \"..:n ! n\1 

, MIIL~I ' I tl', 1 (\ \ \ [ 11", \ 

I-- r-- I- -

] \' ~"f\ \ 'n. I,'\i \ crl v 'r" , 
'" :-" \. ·Jlllm 

lll b ',.d'. I"" L1I1 

~ 
I hIiL.!!- \ ,'f\ 1 11'.1 j l "\ 1 ... ,\\ \ k \Lm 1't fed iuOl 

v 

0-

f "' ,fH" .. 'rl.l1 \ r- 1 1l1'. l ,l ,\ \ l c.:IWt ' 1t:'tlt :J!l l 
I J)..~~\ 

I \1,+,"\ I 
I 

Iii .... :·" I,w, l (HI 

I 
\ c.n 
I l. :11 

I r" I 
I 

' .':;':'1 \ I ,,,, [ , ,,"\ I II!;" I \ t!n. , 
" I III II 

,\n ' l\\ud , cenar io S I h i.1S tile foll m1. ing \ CliO" 01' 

memhcr, l,ir \ alue' 1m . IlCCeSS lihe l ih,H,J anJ 
e<:lInnmic c, 'ns('qucnce~ : 

The leftmost entry for degree of membership in the 
vector of success likelihood corresponds to 
"negligible", followed by '"ex.tremcly unlikely", 
"very unlikel y", "unlikely" , somewhat likely", 
"likely" and the rightmost entry corresponds to 
"'nearly certain". The leftmost entry for degree of 
membership in the vector of economic consequences 
corresponds to "very low" and so on to the rightmost 
entry corresponding to " very high". Us ing the rule 
base of Table 2 and i\R operations o r Section 2.2, 
"very high" economic consequences A . D an 
"unlikely" success likelihood results in a " medium" 
risk with it degree or membership of 0.5 7, While a 
'very high" economic consequences 1\. D a ~ I ike ly" 

success likel ihood results in a "medium" ri ~ k with a 
de2ree of membership or 0.43. Since either or these 
llSO rules. shown in hol d in Table 2. n:,. ult in 
"medium" risk the maxi mum oCt he resulti ng degree 
ofmember~h ip val ues is used to dd cmli n.: the tinal 
deg,'ee of membersh ip lor a " ,m:di um" risk . I h ' 
res ul tin g vcctor ofmembcrsh ip \a lucs tor risk in 
sccn~r ill I are: 

S l(risk): 10. O. 0.57. O. 01 

Currcs pund ing to li nguist ic risk \ alues o J "\er} 
low", " 1\)\\ ". " meJ iulll", ·'high'· . antl" \Try high" 
from Icf't to righ t. 

2,3 Evidential Rea 'o ning 

I.ike AR , rules <Ire llseutu Jra\\ e(lnelu\ions 
:.thalt a ['artic uklf (lllte() llle rrom ,I set 01 inputs usillg 
11,- 111 FN lules in U{. These II" i III i'. rule~ CIlnsist 
11 1 all an tecede nt and a cOllsnlueneo.: rurtiun rho.: 

Cl' mlit iunJ I [lOrL i lJn or the ru lL i.e , the 1/ x, i ~ II anJ 
I i i, jj of' Rule I. form s th e <lnteccJenl and the 
conscl1 ucncc or the allll'CeJent ,ndudcs 1111'1\ =1 i ~ 

E. -I he main di fferencL' bct\\ccn ,m /\ R ' nl! I .R 
lllOl!..: 1 i, the uncertaint! imuhcJ in the n:<.lo,' lning . 
AI.: il1 \\ )1\ l'S the uncer1.aint\ ;J~s(".: i :.ttcJ \\ ith 
il1lprcc' isc il do.:~cr ibi flg x , u<; in g X \\ herea,. I R 
i'l\uhe~ lh, unccrlainl) 'lssnciJ.ld \\ ilh ~ssigning x, 
10 a r~lrl iullar cri op \ ido\.' I. l\ c ri~'r set \ :t1111: h:ls a 
preci ;,c \\e ll JdincJ b" llIlJal: i.lnJ prcd,eI :­
Lksc rihes ." . Ille 1 R mllde l Usc,> th L dq!r.:e\ II I 
hdic l in the Jl1lCceJe11l. lnste,ll.l 01 Jcgrec or 
membt:rshir .1, ll . cJ in . \ R. III Jetermine thc Jc:!rcc 
Il l' helief Ii, r till' cun CllIClh:C II c..,\11 , d '!!rce 1)1' 

\-Odlc l' 'I U~l1l il ', c, l h~' c'\ iJC'l,X su rr"nin •. . , rankui,lr 
,I,i lll . j " \' i , ,' . ,,11.,) i , il1llli.lr t" Ih, 1';1' :" e\ iJ,n_~ 
.I' 1::- 're',: I ,c' 1-..1' ~1 '11 .' ll,,_J l. I •• r 1,. <.:rl- . lic 



plausibility, and probability measures. The bea does 
not account for the uncertainty associated with 
imprecisely describing X" The degree of 
membership is used to assess the uncertainty 
inv ol ved in descri bing a specific state using an 
imprecise linguist ic value. 

The focus of this paper is on the results of the 
ER and AR methods in SRA tvlA . An ER result is 
com prised of a vector of various lin guist ic values 
representing a 'pcc ific state and the bea for each 
lingLlistic valu e. One simple method of determining 
th e hea as~ ociatcd with the inferred linguistic value 
in the consequence is to tah' the product of the hea 
\l alue~ invtll veJ in the antecedent ofthc rule. This 
pmce~s is perfo rmed with all thc pert inent rules in 
the ru le base. Two or mor.: rules in the rule base 
may result in the same linguist ic value, in such a 
Clse thcse r,,-sult ing bea valucs arc summed to 
Uc:lc:ml ine the result ing bea value for the li ngu istic 
\al ue. It is importiln t to nott: th:l t the bea (m) must 
:-::!lisfj the loll owing bounuar) cu nditions: 
m (~) = 0 (3) 

j l ,2 .. 1" ,11 

m(JI ) = - L m CA}) 
;IEP( XI 

(.j) 

1·.4ui.ll ion :I i n d i( ate~ Iha l a hen I Ol luc CCln r10t be 
as~ i g.n"J to the proPll;,i tion Ihal ,l , i> J d i lll:d oy th~ 

null seL 0 , hCCJLlsl' th l' T1ull scI Jdi l1 ~ ' n,) ,telt-:S . 
1' <l lIat ion iIIJ icOllt', t l1.:al lhc sum (l I the h eNI \a lues 
li lr I, i . ,, i ~ equ:l1 to I II here .. 1, are cri sp ~U hSl:lS or 
Ihi! r , )\ \c.;r st:t 1'(\ ) II ilh j 1. 2. 3. "" 11 nlllsl he 
qll~ll ll I. The p()\'.er set {'(\'! i ~ the ~d il all 

suhsC:h 01.\ . 

2.3.1 Application of ER 

Ihi, cCli, ln u(;m () n~ l rates Ihe lhC ol ll{ 
us ing a simple c.\ ;Jmpk le' uetL'rmim: Ih t: 
ell eeli, c:nc:s~ of r h} si ced il1\ e l1lor'} ['rom Ih e melll' li al 
im enlury frcLjucn (;} unJ cftl: l'li \ eT1 I.:SS or il1 \ en t""y 
I eri liL:llillil . I. al1 lc 3 prm iJ cs ti1~ nrl ' IXlst· lIW U to 
illier the dk<.:li\ enc" ul [Ih) , ic;J I illl enl llr) irom til<.: 
m;J tcri:J I II'.H:ll ltl ry In:qucnC) anJ cJ'I <':d i \ cn l' s~ 

in \ ellltlr: \, cr i liccll i(ll!. J\ [11()c ..:,,, ing 1~l ci l il.\' · 1 ila , 
lhc li)l;nll ing \ cclor nl hell \ ;tlues rur ~I srcdfk 
n.alcrU imcnlIJrl In;qucnc:, and , pl'c ilie 
e!'fccti \ I'n,s\ \ I in ' cJllor: I crilic;Hioll : 
I 11 111 ;]1 'Ii,d in\,'n\IIr\ l,c'!u.nL ' J. In, .1 . .';. {Ii 
I 1 1..:f:cdi'. ': : I ':~" ~ i n <':~l l\r: \t:!' i Ji~.lI il' ll l · 

I" I. i. "I 

The leflmost entry for bea in the vcctor of success 
likelihood corrcsronds to "not applicab le", followell 
by "occasionally", "regularly" , and the rightmost 
entry corre~p() Jlds \0 "continuously". The leflmost 
entry for the bea in the vector of effectiveness of 
inventory verification corresponds to 'Cnot 
applicable", tollowed by "low", "mounate", and thc 
rightmost enlry corresponding to "excellent". l. sing 
the rule base of Tablc 3 and ER operations of 
Section 2.3 , n bea value of 0 ,1 in "occasiun al ly" for 
physical inventory frequency AND a hea val uc of 
1.0 in "moderate" for effectiven s, oF inventory 
verification results in a hea value of 0.1 in "10 \ \ " for 
cffcctivcness of physical inv.:ntory. While a bea 
value of 0.9 in "regularly" for ph. sical inventory 
frequency A NI1 a hea val ue of 1.0 in - moderate" for 
clTecti veness of inven tory veri fica tion resulls in a 
bea value of O.S> in "modera l ' 0 fo r cffectivcness or 
physi cal inventory. 

F 1 (cfk ct in:ness 01 physica l inv cnlory) : 
10.0.1, n.9, OJ. 

:md Cll[!c"ptl J1ui llg to \' aim::, 01 li nguis tic 
cfJ'cclilc ncss of' phY sic;.)1 in\ \:n torj o r: " n(\1 
llpplieabic". "I,m ". "m"dcratc", und "c.\ cellcnl" 
i'rom len to ri ghl 

1 ' 1"1.:( 11' cm':;i"'; of [- i"li.:Lli \ ..:n .. 'Ss (I f I n\~ 'lqr: \ 'cnlkal i \HI 

: ~~~,_::,~~ ------.f.1r-1 ,._,-+-1 - T ----i .---- ., I"" I 'I "",I, 11',rllcHI I 

~f=\ 'I ',\ '< " 

, - ----f-------+----
~ (1 -";1",,, 11 :- '\,\ I,,,, 1 11\\ 1,,-.. 

~ ' I-I---
;; 

"" I 

.§ !,,;,,t.d:1lh ". \ 1('" \ ' 'hid,.,.. !!, 

_~-l...J-_,-,_,-, _'-"'~"~I ' :I~'~.\=--+-I-I "-,, - "1 '.' .... '''L 

labk 3, 1· lrecti\ ~tl l' " 01 Phys i ~i11 lr \ cnlnr: I .R 
Ruk 11<1::'<': 

J Ql NTlFICA TlON OF 
lNF()RMATIO~ 

UNCERTAINTY Ir\ 
Qll <\I.ITATJ"E REASOi\l l '(; 

I),," i ' r' ··It.. ',', ,Ir ' t.:r~cl • I th,: 
L'L'~t ~ Jt.: . .:.~ ~~ .· .. 1L i . ~ I "t L-J,-" It! t .: ... : ' . r'-.:lj , .:. 
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al ternati ves. The quantity of uncertainty present in a 
result is related to the confidence (Devore 1999). 
That is. the less uncertainty present in the resulting 
alternative the more confidence one can have in the 
resul t. By meas uring the information uncertainty 
pre, ent in each resulting alternative, the possible 
alternatives can be ranked ordered and the most 
credible alternatives can be determined based on the 
amount of information uncertainty . The 
quanti fic ation of Entropy for random uncertainty 
was addressed by Shannon (Shannon 1948). Klir 
(Klir 2005) elaborates on Shannon's measure of' 
entropy and iden ti tIes conflict as the basis for the 
entro py measured by Shannon. 

The measure of entropy proposed by Shannon 
works as fo llows: thne exists a regular die with six 
races all or which D.r(" equaJly likel y to be thrown 
ami there exisb a six sided trick die with one side 
bcing l\~ ice a~ likely to be thrown as the remClining 
sides. The reg ul ar die has more entropy than the 
tri cK die h,',:ause all sides arc equally likdy to occur 
in th e rel,! Lti al' die. 'f ht: It'ic:k uie i:i le ss uncer!:.lin 
heeause one ~ i de is L\\iee as li ke I y to he thrown ClS 

~~,h 0 1' l h ~ remaini nl,! li\'e: lhus. o m: CCln hu\ e more 
cl1n liJcilcL in the resu lli ng trick die. Ik Luca ~md 
Term in i (Deluca 1')72 ) cxlend<.:d Shannl)fl 's meas ure 
of ~ntru p) lO fu l../Y uncerta inly in a IU/L; set \\hile 
olhers ab\l prl' ,cnted alternal i \'c mea~urc~ . ,ec 
'ra~e r (Yage r 197';) ) . ,lnJ [ Iig 'l~h i and I--:.Iir (1Iigd', hi 
ami Klir 19S2). [\11 anci IIC/dek (1';:11 :.lnd lle/deL 
1')<)'+ ) pnJ\ ide a g\)ud ,,1IIl1n1:.l r~ p( Jll :ln~ 0 1' the 
arrrllaehc~ used lO mC:lsur,' cntror ) a 5s ( )c iat~ll \\ith 
a ru//~ sel. l' rL'. i ( )U :Ipr roaehcs quanti lied the 
cnlrop) in\ lIh ell ill an entire fU/I; ,d. \\ h ' rca~ the 
cu rrent :, tuJ\ examines q uan ti l~ ing the cnlmr ) 
i!l\( ll\<.:J in lI nc st~ltl: dcsuihcd usi ng ,onal ru /,cy 
~ds. i. e. the cn ! r() r~ as,()ci atcd wilh dll l\ R resu lt. 

Shunnoo\ m~Jsur~ or l'11I1 11 ict has Ihe I'll rm 

(5) 

I :quul inn 5 can be ll~ed I '. itll h <!(1 \ al ues un :,eh . 1 
in stectd oj" prubabili l> \ aluLs l' on x to delerm im: the 
lllnllid in the I It result . 

I--:.Ii r Jnd \\ i crm~Hl e\tended 1 llu,l tiull 5 III usc \\ ith 
Iklicf ;.Inu l'l"u,ihilit) 111": " ~lIrC~ "n \ ari\lll ' l : re~ "r 
lam ilic, ,'I' 'oet:, Ik I UL ~ ;J I1 J .[ enn i" i', I IkluL'a anJ 
I ~nn ini 1972 ) 1l1 t:~I~ lIrc Il lr the clllmr: "i" J li l/ / ~ ' U 
i o ... i l11 il;Jc tn -;h:mn,l,j'" hll ell l1eLrlu;t l : dilkrcn t. 
,"'l.lnl,l'! , .. ... "'UI·L' l liL e()nlli d Ju.: t'·1 ranJ" . l 
lln':,J .I1i1t:. \ \ hi"'· I ) ~ I 1._" ,II . , ' 1"'\1' 1(11 n":J ,ur<' tlo<, 

contlict due to the fuzzy uncertainty associate with a 
membership function for a fuzzy set. Deluca and 
Termini proposed quantifying the contlie! 01 a fuzzy 
set from its membership function and the 
complement of the its membership fu nct ion ; as they 
proposed in the following equati on to measure 
entropy in a fuzzy set (Del uca and Termini 1972): 

n 

DC A) = - L>A (xi)logzilJ(Xi) + ilA'(x,) logzilX (Xi) 
[ ~ 1 

(7) 

Pal and 13ezdek (Pal and Bezd k 1994) present 
several previously proposed alternati ve approach s 
to measure fu zzy unccrtai nty ina fuzzy set. 

A s discussed in the previous secti on, A R uses 
the degree of membersh ir in linguist ic v:.l lues to 
predict the outcome of a syst~m . The OLl lcnlTIe 
resulting from the I\ R is c.xprcssed as a \ cclOr llf 

lingui stic val lies. l'. g. [tin y sets, and Q rt' spccti \t: 
degree or membersh ip in eac h fU L/'. set. r hat is. in 
an AR result there is only one membership \a lue I()r 
each fua y set. 'J he cnnllict due to IL1/J) ull certai nl;. 
a" quanti fi ed (, Olll methods sueh i.I.'\ Dc i u-.:a Jnd 
Termini (De luca and Term ini 197:2 ) an th, )s': 
sum nwri:;cJ hy Pal and Be7dek (l'al and llezuck 
19')9) rcl ~ n thc degre~ lI r mC'mhership lor all the 
el ern~n l s wi thin the IUIIY sct. III an AR mudd the 
conllie t is m)t among line luu) sct hut , e\.:ral. that 
is. t. , ' [I'; is ~u nl1id amon g a l! the eu/!) S(; l 
al tem,ll i\ es ha\'ing a degr('e or m,'rnhcrship greater 
th an o. 1 his ~tudy in \o iv L' s Ihe qUClntili.:alion o r 
u lf1ll ic l rm:...cnt in tl1 '-: .\R n.:su lh rathcr th,1I1 th" 
conn ict h':I \\ccn ckm<.:nts in nn ~ particular Iu//) 
, <.:1: thu~ . there ('\ ists ,I rLtnU:.l l11enLa! el i rJl: renc ' 
tx:I \\ c"ll the \\ drk Jane r r.: \ i il ,, " I~ aml tilat ,, !, lhe 
cutTent stuU). f'qu .. ll iilll 7 (; In h(; mod i lieu l, ) 
'ICColi nt ror the con fl ic t im ol\ I:J in imprc<.:i .'il'i :: 
describing J speci li e st<lte x \'.ilh thl: \ ;]riUllS rlii /:, 

<,d s ii , in lhc r':~lI lting \ L<.: lor H and lhl: i1l'llf il i-.:d 
e'1Uat illn is [1 rcse l1 tu.i in I·.quat ion X. I he JiJ'krem:c 
htl\\ t'en Lqll<Jt io[\ 7 ll nd X ' s lh"lt I l{uation X 
iny ,) lvcs ll llC , Ute .Y rl!le ntia ll ~ Je'icrih(;J Ll'iing 11 

JiJ .l/ ) se ts : \\I IereJs. I.qua ti ll n 7 i l1\ lliv cs (lnc lu // :. 
set descri hin g 1/ el i n crcnl stJtt:~ x,. 

/I 

( (Ii) = - L PH. (")in g,~I", (x ) + ~IR (.\ li!)g~ /(~ (.t) 

L=l 

II i,. the ' cel(lr c, ) n~i, t i rjg l'i ti,e Jl',!rL ' ,.1 
mc,n h~r, hi f' I','r L'::Lil I'll/I; ~ct in tl1.: \I, . ~ 'lIl l I,ll" 
, . ~,~ , .':IJ.(ri. _; '1 i l "th~ ":"ll liiLl . 11 ( .. J i-.• h.-

.::- .' I n1,' ,"el" . • _, . i I I :" I : '. A' 



Another type of entropy, known as 
nonspecificity, reflects the ambiguity in specifying 
the exact solution (Klir 2005). Hartley (Hartley) first 
proposed measuri ng the lack of specificity which is 
simply related to the number of alternatives present. 
Kl ir (Kllr 2005) simply defines thc Hartley measure 
of un certainty a.-;: 

(9) 

wh<: r<: iii is any function of the subset E. The 
non sp c il'ic ity of an A R result can be determined 
th ro ugh a straight forvvard extension of Equation 9. 
Cons ideri ng that tl: instead represents a vectur 
cllnsisting of' membership values for a specific slate 
in se\erd fuuy sets. The Hartley measure has also 
been cxtcmlcd to probZlbilit; distribution functi ons 
ami mc mLership fu nction ,vhich are not discu.,> sc·d 
hert: und the r<' adcr is rclerrcd to (Klir 2005, Klir and 
\V iennan 1999) il lf an in depth discussion. 

I he n, lI1.'>pcci lic ity in an AR result can he 
quant i!! ' d using Equation 10 

N(rl ) = logzl RI, ( 10) 

I\ht:re N. is thc numher or fuZ/) S ('LS with a nun-zero 
J~gr"t: Il l' membersh ip. R,lI1Jorn ll n ~e rtai rll y may he 
prc"cn t in avaihth1c inlurmati on di e ited rrom an 

"'IF hut it i., a t an <! pist!:mic Ic q.:i and cartmeJ in 
lhl l i n~ui,tic l ,ti U 'S prol idcd hy the SMI:. /\s a 
c.:sult the L:on l1 iu OtiC tu randl1l11 un(;erlui nl: is 
cJptureu h: X. I qU'lti lln 10 can db u he us ~J t" 
tjuanti f) thL I Hln - ~pclircil~ im oh eJ in dn LR r-:su ' l 
,mLl /( is \imf1 l~ i n!crprdcd as the l1umhn 01' crisp 
lin),!ui"lie , d s. ilu til Lllu,llion S and III hal e un its 0 1' 

hil'; \If inic) m1,tt i() rI from the usc of the IngiJ rithOl 
base 2 (Kll r 20(5) . 

3.1 Entropy in AR and ER .'esults 

I h~' qu.tll tili cali<ln Il " co nll ict anu nO Il - 'redlidt ~ in 
\H ,ll1J I I< re,ults arc UCrllOn strateu h.: re w;i ng th-.: 

1.'\<.II11pll." [11'\l\ 'i ucJ in . l'l:linn 2 . t s ing I.qu:.ll ion h 

lhe con lll\:! im l ,!led in the I R resu lt 
I I <.:Ife\:! i\t: n:~ , () f ph~ s ic.Li inl,nl(lI)):ln. (1.1. II.'). 

(j I. is ca lculJ IL'U a:-. . 

c: = -\(t . II {1g~ (O . I) + O.9Iog7 (O.9)1 0=: (H 69 

Iii.: I 'In- 'I'~' cilic il :, ill\nhcJ in th"l R n:'ltit i ~ 
, !'lIl, tl.:J L!-i'l;' I 'I IlJl" lr. t ( I. 

NCR) = i092121 = 1 

Using Equation 9 the confl ict involved in th ~ AR 
result S [(risk): [0,0,0.57, 0, 0], is calculated as 
follows. Recall that the membership of the 
complement is determined from Equation 2. 

C(R) = -[(0.57Iog z0.57) + 0.431ogz0 43 = 0.986 

The non-specificity involved in thc AR re~ u l t is 
calculated using Equation 1 O. 

NCR) = 109211.1 = 0 

In addition to the ER and AR example pmvidt: Ll 
previously two additio nal ER resulh nnd AR resllits 
are provided. The ER anu A I:< rcsul b an their 
quantities or- information uncertainty arc prc's.:ntcJ 
in Tables 4 and 5. rt:specLively. 

rJI result Conlliet I Nonspcc ificitv 
1[[0. 0.1. 0.9.0 1 0,469 I I 
1' 2[0.0.2. 0.8. 01 0 .722 I I 
1·3 rO. D. I S_ 0.75. 0 . 11 1.054 I 1.51\5 
I ahle 4. Lmmpy for CR r ', ults 

J 
I 

AI? n:.lII(/ Confl ict I Nonsrcci l il,;i~ 
S I[O . O. 0.57, n. 01 O.911 58 0 I 
S~I() . (U . 0. 7. 0.2. 0 1 2.8R 1 t j 

1 S3 [0. 0.2. 0.6. 0.2 . 0. 11 r --- ---l 
~ .4 84 1.585 

-I ahle ). In lmp: luI' r\ [{ rcsults 

I he resu lts Jcm lm,tr '[c tht: LttJiit; oj' 

lj uanlil ~\ ing in l( lrmation unc"'1aint~ 1\) (';'lmp:lrc the 
ITSlI ib . Thnc i" ,1 rccngni/'lhk anJ cIlmpar;,thlc 
Jillc rctlcc in the t:unilid as,uc i:Jlt.:J II ith all tn re ' 
I .I{ results \cl t!,c rc.)ul tinl.! l i n ~Lt i stic l alucs ~,rc \ Cl'\ 

si milcll· . i.e.- cllcd il encss ~ r jn~t:nl\)r~ l eri licalinn i ~ 
"Iml tu I1Hlsl h moJeralc" . In the C1,c "jlhe ;\ [{ 
I ·~ s ults. thcr.c is :.lb" ;J reengnif<lhlc Jil lcrcn,'!: in the 
(,,)I iiliel ;lllJ the n()n-~[1t: c j l k i t;.1 he n\ln'sret:ilic i t~ 

re lkcl., a J iITcrc:n<: lC lin t l' ~ln he lii sccrneu \ isualh . 
til .: greater numhcr !JI' altcrn;ll i\ c~ lhl' greater 11;<: 
n(in - ~rc c i li..: i l~ . i\ I tcm~li\ l· I:- . ntca~lI ri' l)! th" 
C<l nll icl rrOl iuc, rllmrJICltiw inform,ll illn th It- is 11111 

", ca .. ;jl : dlSccrnl'll \ is u,t1I: . 
I uh!.:s -+ J110 .'i illu,tri.1tt' tIL" \jllanlilluliun 1,1 

I h~' e'lIlllkt ;[IlU nUIl -'pc.: ilieit) u~ing ~impl i licJ'\R 

Cl llci l :t { muue l." .\ ,·tual AI\ <Inu I R "I~ \ \1 \ 
nlll Jc'h eonsis l nt' sc'l u althcsc inler.:ncc' t.:<1nncct<!J 
in ,,,'I'k, l(l tt ltill1atcl' inli.:r ,u.:h lhl;':, .J\ 

I ulncrClhil ll\ .I11J tl-,rea! t;) C! I~lcilit: \\he" .lr~ u,>cJ 
I" i; '''1 r " , t.' th~ fa.ilil'. ( f.jll=~ j, th. inp,;,' I , 
lht.'"l_- in kr .... ·:~LL" i1 ~ ...!:. :... ~ r ~..: l 11... rL'l it I hI.: 



measurt:mt:nt and comparisons of contlict and non­
specificity can be used comparisons of the results 
and ultimate ly resource allocation to reduce the risk. 

4 CONCLUSIONS 

The impl ica tions of this study are pertinent to 
both AR antl ER in SRAMA and information theory. 
ER and A R results for SRA MA have quantifiable 
amounts of inform ation uncertainty. This study 
(;xtenus information theory to AR and ER SRAMA 
models. Straight-forward extensions of previous 
approaches used to measure the funy uncertainty 
as:;ociatcd with a membership function are presented 
in thi s paper and lI sed to quantify the informatiun 
uncertainty in AR results. The measuremcnt of 
conn ic( and non-speciticity associated with At{ and 
F R resu I u, is i 11 u~ tr~ted and lI sed to com rare thc 
rL~u lt s (0 llnc another. In addition. the measured 
conlli ct ano nUIl-speci It ~' i ty in eac h result may be 

\iWU to ident iC" which res ult provideu the most 
conlitience by rccogni ; ing that a grcdtcr :l l)llHrnt or 
conlidcnce: c:.lI1 he pl .lI:cJ in the resu lts v\ ith ~ lower 
.. .. !Iue o l· LJIl CCrIdi nty. Ih e t::ntrop> l11 l ' a ::'lI f"CS Il l· thi , 
stuu;. l:an he I"urth 'r c.\[('nded til r UI L) c\idcnt ial 
reasun ing: h,l\\ ':: \Cr. in the C lJ rr~ nt l ilcr~l l lJ n.: the 
rU f l \ unLert ,tinty ~" uc i a t cd \\·jlh f Ull Y e\identi a l 
n:asoni ng is n O I s[1t·ci li co.l lly idcn li Itcd \\ jtll thc 
d.::gree:' III mcmbe~h i p in a i"uu ; :,cl. The cur rent 
raper \\ uulu hl'n ,~ li l lion l a d isc u,~i ()n lJl1 tll<: 
~uggl:~t<x1 requirements I<l!· clllm py m C ~l s urcs 

inq ll\ jng I·UI/Y \c t, dnd th .. ir r<, lutio n tll .\ \{ and I· R 
resul l, 
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