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Risk Assessment Methodology applied to Counter lED Research & 
Development Portfolio Prioritization 

Daniel Shevitz, David 0' Brien, Dave Zerkle, Brian Key, and Greg Chavez 
Risk Analysis and Decision Support Systems (D-6) 

Los Alamos National Laboratory, Los Alamos NM USA 

ABSTRACT 

In an l1'ort to prot ct the United States from the ever increasing th reat of domest ic terrorism, the 
Department of Homeland Security, Science and Technology Directorate (DHS S&T), has sign ificant ly 
increased research act ivit ies to counter the terroris t use of explosives. More over, DHS S&T has established a 
robust Counter-Improv ised Explosive Device (C-IED) Program to Deter Predict, Detect, Defea t, and 
Mit igate this imm inent threat to the Homeland. The DHS S&T portfolio is complicated and changing. In 
order to prov ide the "best answer" for the availabl resource-, DHS S&T would li ke some 'r isk based" 
process for making funding decisions. There is a definite need for a methodology to compare very di ffe rent 
types of technologies on a common basis . A methodo logy was dev toped that allows users to evaluate a new 
"quad chart" and rank it, compared to all other quad charts across S&T divisions. It couples a logic model 
with an evidential reasoning model tI ing an Excel spreadsheet containing weights of the subjective merits of 
diffe rent technologies. The methodology produces an Excel spreadsheet containing the aggregate rankings of 
the di ffe rent techno logies. [ t lIses Extensible Logic Modeling (ELM) fo r logic models combined with LANL 
software called [NFTree for evidential reasoning. 

Keywords: e identia l reasoning. C-IED, Counter-Improvised Explos iv Dev ice, risk bas d decis ions, risk 
ass ssment, portfolio prioritization, logic models, cost ben fi t analysis, Exten ible Logic 
Modeling, ELM 



1 INTRODUCTION 

T he Department of Homeland Security (DHS) plays a major role in fulfil ling Presidential DirectivelHSPD-1 9 
(Combat ing Terror ist Use of Explosives in th United States) includ ing national policies, s trategies and 
implementation plans for the prevention and detection of, protection against and response to terrorist use of 
explosives in the United States . 

Terrorists have repeatedly shown their willingness and ability to use explosives as weapons worldwide and 
there is ample intelligence to support the conc lusion that they wi ll continue to use such d vices to inflict 
ha rm. The threat of exp losive attacks in the United States is of great concern cons idering terroris ts' ab ility to 
make, obtain, and use explos ives, the ready availab ili ty of components sed in lED con ,t ruct ion, the relative 
tec hnologic I ease with w hich an lED can be fashioned and the nature of our free soc iety. 

It is the policy of the United States Government to counter the threat of explos ive attacks aggressively by 
coordinating Federal, state, local, terr itoria l, and tribal government efforts and collaborating w ith the own rs 
anel operators of critical infrastructure and key resources to deter, prevent, detect, protect against and respond 
to explosive attac ks, includ ing the following: 

(a) App ly techni lies of psychological and behavioral sciences, such as social n twork theory, in the 
analysis of po tenti a l threats of explosive attack; 

(b) Use the most effec ti ve tec hnologies, capabilities, and explosives search proced ures and 
a pp l ications to detect, locate and render safe explos ives before they detonate or n lflction as part 
of an explosive attack, includi ng detection of explosive materials and prec ursor chemicals used to 
make irn prov is d explos ive or incendiary mixtures; 

(c) Ap ply all appropriate resources to pre-blast or pre-functioning search and render-safe proced ures, 
and to post-b last or post-functioni ng investigatory and search ac tivities, in order to detect 
secondary and tertiary explosives and for the purposes of att ribution; 

(d) Em pl oy effective capabilities. technologies and methodologies, incl ud ing bla t nlltlgati n 
tech niques to mitigate or neutralize the physical effects of an explosi ve attack on human life. 
crit ica l in fras tructure, and key resources; and 

(e) Clari fy specific ro les and responsibilities of agencies and heads of agenci s th rough all phases of 
inc ident managem ent from prevention and protection through response and recovery. 

In an effo rt to pro tect the U nited States from the ever inc reas ing threat of dome ti c terror i m, the Department 
of Homel and Security, Science and Technology Directorate (DHS S&T), has sign ificantly increased research 
activ it ies to cou nter the terrorist use of expl os ives. More over, DH S S&T has estab lished a ro bust COllnter­
Improv ised Exp losive Dev ice (C- IE ) Program to ter, Pred ict, Detec t. Defea t. and M itigate this immi nent 
tl reat to the Ho meland . The [ED hreat, whe ther deployed by as a s ui c ide vest or Ve hic le-Borne [ED, 
presenLs the analy tical com munity with many unique challenges. 

The re is no sing le technology solution to counter the threat of an attack by an im provised exp los ive dev ice 
(I D). For th is reason, the ounter-IED Program has taken a layer d -ystcm approach and is devel oping 
tech nolog) sol ut io ns that can be injected at each stage in the lED attack ti me line. 
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Deter Predict Detect Defeat Mitigate 
Human Factors Human Factors Explosives Explosives Infrastructure 

• Actionable • Predictive • Pers on Borne lED • Bomb • Blast Mitigation 
Indicators Screening Detection Assessment! • Affordable 

• Group • Behavior • Vehic le Borne lED Diagnostics blast resistant 
Characteristics Analysis Detection • Type of materials 

• Pre-incident • Video • Canine/Biological 
Explosive • Rapidly 

Rhetoric Tracking · Device stabilize 
• Pre-incident • Video 

• Marking Triggers damaged 
Behaviors Identif icati • Render Safe structure 

'Community on & Alert · Electronic Explosives 
Characteristics • Risk Prediction Countermeas • BodyArmor 

• Integration · Target ures (IRIRF • Inerting 
• Countermeasures Prediction Jamming) 

• Tagging --"-----_ .. : . . - I · Directed 1t::,...,"'_ ,..;,.. ... 1 -. 
iross Cuttmg: 

'-

• Intel Data Sharing (FBI, CIA, DIA); Technology resource & Test sharing (DoJ, 0 00, DoE) 

Figure 1. lED Attack Sequence 

This has lead to th t: OHS Cou nte r-l ED Program to examine some requ ired capability needs. As an example, 
some r presentalive needs are: 

• Capabi li ty to identifY and mod 1 the hu man precursors of lE D threat and terro rist ac tiv ity with in 
ONU S Llsing unstruc tured data and novel computational models 

• Capab ili ty 10 pred ict participants and location of potential lED attacks based on exis ti ng or known 
gcospatinl , socio-cultural, and behavioral information 

• Capabili ty to non-i ntrusively detect vehicle-borne lEOs- in partic ular, teclmologies to detect the 
explo ive 0[' exp losive device 

• Capabil ity to de tect person-borne 1 Os from a standoff distanc e- in particular, tec mo logies to detect 
the explosive or explosiv . device 

• Capah ili lY to defeat vehicle-borne lEOs- in particular, non-explosi ve and standoff defeat 
technologies 

• Capab ility to defeat person-borne and leave-behind IEOs 
• Capab ili ty to diagnose vehicle-borne and person-borne lFOs 
• Capability to diagnose and defeat water-borne IEDs, above and below the waterli ne 
• Capabi lity to characterize lED threats, including lED design, assembly detonation, and effects 

Th 01 IS S&T portfolio is com plicated and changing. In order to provide the '-best answer" fo r the available 
resources, DI-IS S&T \vould I ike som " risk based" process for mak ing fu nd ing dec isions. There is a dc fi n ite 
ne d for a me thodology to compare diffe rent types of technologies such as soc ial mod..: ling, a new d", tector, 
or po t bl ast mi tigatioll on a common basis. Ultimate ly, the goal is to provide a tool th at he lps policy makers 
prior itiZe thei r portfolio. 

2 METHOD 
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A fund ing analysis strategy needs to provide a common basis for comparison such as Do llars (numeric) or 
Attractiveness (l inguistic). There are two alternatives to doing the comparison: 1) Probabi list ic or 2) Degre s 
of bel ief. A methodology was developed that alJows users to evaluate a new "quad chart" and rank it, 
compared to a ll 0 her quad charts across S&T divisions. It cou ples a logic model with an evidentia l reason ing 
model using an Exce l spreadsheet containing weights of the subjective merits of d ifferent technolog ies . The 
methodology produce an Excel spreadsheet contain ing the aggregate rank ings of the different technolog ies. 
It uses Extensible Logic Modeling (ELM) for logic models comb ined with a LANL so ftware ca lled INFTree 
for ev idential reasoning. 

Cost benefit analysis is a si mple matter of determining factors like the following: 

• Like lihood that a technology can be matu red into something useful , 

• Cost to matu r . 
• Cost to dep loy , 
• D irect and ind irect, 

• "Increase in e ffi ciency" , 
• Probab ili ty of detection, 
• Decrease in the num ber of possib le events for any analyst to study, 

• Va l ll~ of saved target (benefit). 

The problem, of co urse, is that we don't know these numbers w ith any kind of certa inty . Furthe r, y u need to 
maintain consistency be tw een different technologies. F inally, the ques tion a ri ses of how do yo u value 
diffe rent k inds of in formation such as H E properties or an unde rstanding of the process of rad icaliza tion? 

Wi th an Evident ial reason ing (ER) strategy, though, it is much ea ier and more defensible to assign " degrees 
of be lief' than factual numbe rs such as dolla r cost versus "Very Expens ive" or a 32% chance of success 
versus "U nlike ly". W ith ER we are effective ly computing over b inned quanti ties like: 

• ertai n, N arl)' Celtain, Like ly, Unlik Iy, Negligible 
• Very Exp ns ive. Expensive, Moelerat , Cheap, Negligible 

The strategy starts wi th de termining factors to be included in the analysis . T hen, the order to combi ne factors 
is det rmined. ext, rul bases to combine facto rs a re defined. Fina lly, the technologi es are mapp d onto the 
factors. Ho"v ver, the problem is that this is still subjective, imprecise, and YOLI can sti ll get any answ r you 
want. 

T he solution is a comb ination of Cost benefit analysis and Ev idential reasoning us ing Extensib le Logic 
Model ina (ELM ). ELM i a fra mework, more than just a piece of software . The EL M appl icati on is a Los 
Alamos Nat iona l Laboratory (LA L) software llsed for creating programmable logic trees . The tr S are 
composed of "and" and "o r" gates representing complex decision logic. It is cLlstomizab le to a probl m and 
prov ides programmable ana lysis. 

In pract ice, ELM trees are Llsed to: 

• Capture "corporate knowledge", 

• Manage poss ibi litie and compl xity, 
• Re present com plex decis ion processes, 
• Analyze pro blem- \-vi th cond itiona l ancl clls tol11izab l algori thms and data. 
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Finally, INFTree i a LANL software for develop ing Ev identi a l reasoning models. It is used w ith ELM to 
provide a cons istent model for ranking technologies artic ulated in the ELM tree. 

3 RESULTS 

The ELM tree developed for th is analysis is shown in Figure 2. It shows the 5 a reas of concern fo r the attack 
time line listed in Figure l. The expanded Detect branch shows sample Vehicle Bourne lED (VBIEO) 
tec hnologies under consideration by the Counter-l ED Program. 

'0' gB"EfalB tWzy rnings 

• Set Inference MJdeI 

• get fuzzy WIOCjlts 
• IlII ~me fra me 

• IlII scenar iO 

- A ItTe.at main defeat Clppcr tu'1 lty 

- IlII Deter 
. 0 Actionable lndicalrrs 
. 0 Tested CoJl t£:r measlres 

- IlII PI' ad ict 
+ 0 Predict,.,·€ Screenl'W;j 

.. 0 Risl< flredlctlon 

-A Oetact 
- ~VBiED o AN/1..t4 DeIEctD1 o ~t and charoc of vapors from VBlED 

o VBlED cCflfi3lratt:ns and stds devel o VBlED p"lyeical p"~rti€S 
o VBIED/Stnl-off SiIJ'lalJJre Enhcn:ecrent o l nternabonal PrO}"arn Collaboratkln 

o W IED/Cross-cu " ng Research fur DetEcbon lnvovements 

o ~tirnal D~naml( Detectb1 
+ {l:, palED 

- {l:, Respor>d/Defeat 
+ 0 PBIED Defeat 
+ 0 \/SlED Defeat o CCrnlTU1lty Resiller.:e 

• ~Mltlgate 
• r un inFerE1'1C8 mode l 

And Wi:e 

Text: rol:efuzzy r~ 

Is exdudod: r 
15 m"s.ln: r 

Is terminated: r 
N&~: rl ----------------------------

Si ring Variable String Optton 

Variable D.ta table Data field Der;;u~ 

Figure 2. Elm tree using for ranking multiple technologies. 

The INf 'ree model, shown in F igure 3, depends on the following eight facto rs: 
I. H OI-v en y is the techno logy to develop? 
2. How e. 'pens ive is the technology to develop? 
3. How asy is the t c hnology to deploy? 
4. Ho\-\- exp ns iv is the technology to deploy (direct and indirect)? 
5. How effec ti ve is the technology towards its goal? 
6. How defeatable is the technology? 
7. IIO\V' importan t is the goal') 

The last fa to r is imrortant as it can be used to indicate political necess ity or qllan ti ~ til va lu of 
informatio n. Til n. each [(;C hll O]Ogy is mapped onto these fac tors using e licitation. 
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- 0 Deveklprnent Attractlv6ness 
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• DlM!klprroerlt ca.", 

- 0 Is !his a clepklyabIa tednJi:lqf? (Deployment ilttractl'ler18SS) 
• Ease of Deployment (in::WIng Legal ASpects) 

- 0 Depioyrrent Costs 

• Drect CGsIs 
• Irdh!ct Cosls 

I ClperetlCln Node Text I .. 
~~~~============================== 

Texl Value 

Ideal 0.1 

Very Attract ive 0.2 

Attract~ .. 0.5 

Neutral 0.5 

Un.Nracl~ 

I RUe Bose 

5ooje:tt .... e~-(Kt«:'Lecf~~ I Effe;:t~~ar~eadvCll'5oS")' 

Very EilectlYe ElfilctMl Noutfll 

Verj Important Ideal Very Attract"" 

Important Id eal Very At tractive A!lract ~ .. 

Neutral Very All racllve Attractive Neutral 

Unimportanl AIIr>cir/8 Neutral Unat tract ivE 

In~clove 

Attract ,,,, 

Ne utral 

Unatt ra cl ~'6 

Unaltrac tiva 

Figure 3. INFTree model for ranking each candidate technology 

4 ANALYSIS 

For this analysis, an input table (usi ng an Excel spreadsheet) was generated LlSIng place ho ld ing data to 
demonstrate the techn ique. In actua l lIse, program managers and analysts with the DHS S&T Counter- lED 
Program \i ould generate the values. A port ion of the table IS shown 111 Figure 4, listing some of the 
tec hno logies and answers to two of the question in the INFTree model shown in Figure 3. 

• G ~ .1 ~ 

T·<i ..... ~l r..,ef.,..", S C{' rl!ir;i) 
Sl,;b m,.. rt1nC:.,, ( lItl 0 .. 1 o,r.",b"'L 

V.ry~CII' 1ni Wn9""'" ,....,,1 UC1 rrpz!1 ~1t ~ • .-t Ctr'l11ri : Uh., -'" LOri", 
_. 

~tL(;/"I't.. 1ndIc !Grt Cl.lfTfflt .... Ull 000 0 00 om 0 00 000 000 '00 0 00 
3 

'!I;l l ;j ~""I'rmI .. tJrte I:: l..: rnfI1; but om 100 0 00 D(() 0.00 0 00 D.IIl 100 0 00 

-' 
pqQIc:t,. s:en-."'r (J ""10'. b><. H I] 000 om 000 oal , 0 00 ow '00 000 

RaJ, PndlClllln ....... .... ow I IJJ 000 D.IIl 0.00 0 00 D.IIl , (1) 0(1) 

,ll.NNt. Otltcbon c .... i"It .... 1(11 0 00 0 00 000 000 0 00 000 ,(1" 000 

Ouut lru! uvac .IJ1I ~J'(I from 'JaB) cum~ "'" 000 010 000 ow 000 oro 000 100 0 00 
_0 

\."BEC e~UIICIfI" Wld lid. dIwI , ...... bot. 0<1] 0 60 000 0 00 000 0 00 000 '00 

• 

000 

V8ED phylilC.al pfaptJ'l~~ CL'ff1fm .... 03] 
• 

oro 0 00 om om 0 00 om 100 · 0(1) 
ID. 

V8EOJSlIr'I'Hof $..1J!lI1l,;f. er;..net."1'Itrlt , ....... b:~,' Oal 0110 0 00 Dill 000 000 om '00 · 000 
I I 

nt fmi<~ CI!'!III ~'wm COIIIIiI"fWi'En como'" 'm 000 oeo O:!l 
• 

000 0.00 000 000 '00 000 
,2 

Figure 4. Portion of sample in put table (Excel). 
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In Figure 5 are shown the results of the analysis usmg the sample input table, bas ically ranking each 
technology from most attractive to least. 

0 _,L J 
Cent roid of Uncertainty 

Ranking of Ranking 

Ideal Unattract ive 

3 0 0 0 0 152 0 

0 0 0 0 162 0 

lED oef'lat 0 0 0 0 162 0 

5 Blast-resistant materials 0 0 0 0 162 0 

7 Quant and charae of vapors from VBIED 0.81 0.18 0.01 0 0 14 t.1 2 0.48589561 

8 Blast Vulnerability and Mitigation 0.81 0.18 0.01 0 0 141.1 2 0 48589561 

9 PBIEolM ~i-s pe cl ral imaging 0.64 0.32 0.04 0 0 121 68 0.56177086 

10 Rapid Structura l Stabilization 0.64 0.32 0.04 0 0 121 .68 0.56177086 

11 ctionable Indic ators 0.5 0.5 0 0 0 1080 41477184 

12 Predlc t i~e Screen ing 0.5 0.5 0 0 0 IIll 0.41477184 

13 PBIEolMult ispectral detection 049 0.42 0.09 0 0 103.68 0. 50713147 

14 Preventing Stnu ctural Collapse from lED Altacks 0.49 0.42 0.09 0 0 103 613 050713147 

15 Muitimodal trace Materials for Improved Explosive T 036 0.48 0.16 0 0 87. 12 0.63187fi63 

J.§... Muilimodal trac e: Orthogonal MEMS Sensor A rrays 036 048 0.16 0 0 87.12 0 .53187663 

17 Mulllmodal Irace. Nove l Adsorber-Susceptor Prscon 0313 0.48 0.16 0 0 87 .12 0.63187663 

18 Mu~i rnQd I trace: Single Carbon Nanotube Chemica 0 313 0.48 0.16 0 0 87. 12 0.63187663 

19 Multi modal t race: Trace Detection of RDX, PETN an. 0.33 0 48 0.16 0 0 87.12 0.63187663 

-:dl Multimodal trace: Electronic Detect ion of Explosives 0. 35 0.48 0.16 0 0 87. 12 0.63187663 

21 Multimodal trace : Au-Thiolate Nanopart icles as Inter 0.36 048 0.16 0 0 87. 12 0.63187663 

22 Effec tive Risk Communic ations Against the lED Thre 0. 33 048 0.16 0 0 8712 0 63187563 

23 PBIED Threat Characterizalion 0.25 0.5 0.25 0 0 72 0.63977779 

24 lED configurations and stds devel 0.16 0.48 0.313 0 0 58 32 0.63187663 

5 CONCLUSIONS 

The model runs end-to-end and can be used to evaluate ,111, currently 33, tec hnologie. against ~ach other. In 
addition. the model can be' used to run what if scenarios or perspectives. po tent ially emphas izing items such 
as information gatheri ng. deployable technologies_ or others of interest. It can be run with diffe ring time 
frames to look at near term benefit versus long term benefit. Finally, the model is an interactive capability, so 
it should he u'cd by or with decision makers to capture their current strateg ies. 
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