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Reliability Concerns with Logical Constants In 
Xilinx FPGA Designs 

Heather Quinn, Greg Allen, Gary Swift, Chen Wei Tseng, P ul Graham, Keith Morgan, and Patrick 
Ostler 

Abstract-In Xilinx Ficld Programmable Gate Arrays 
logical constants, which ground unuscd inputs and provide 
constants for designs, are implemcntcd in SEU-susceptible 
logic. In the past, these logical constants have been shown 
to cause the user circuit to output bad data and were not 
resetable through off-line rcconfiguration. In the more rc­
cent devices, logical constants are less problematic, though 
mitigation should still be considered for high reliability 
applications. 

I. INT RODU C TION 

Recently, the Xilinx Virtex famil y of rcconfigurable 
field-programmable gate arrays (FPGAs) have gone 
through radiation experiments to qualify th se devices 
for space. While thes devi es could provide a cost­
effective, flexible platform for space-based data process­
ing, the devices are susceptible to single-event upsets 
(SEUs). Unlike application-specific int grated c ircuits 
(ASICs), the user's circuit is stored in static random 
access memory, which means both the circuit and the 
circuit state could be altered by SEUs. In this paper, w 
will focus on a specific failure mechanism caused by 
SEUs in the logical constants. 

Logical constants are needed to generate zero and 
one logic values and are an artifact of mapping 
VHDLN erilog designs to the 'PGA architectural ele­
ments . Half latches were previously di scussed in [1] . 
That paper presented data that showed that the Vi11ex­
I half latches had a number of problems. Fi rst of all, 
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once upset the upset half latch would persist the incorrecl 
value . Second, the half latches could not be "scmbbed" 
through on-line reconfiguration, and only returned to 
the configured value through full off-line reconfiguration 
of the device . As off-line reconfiguration intermpts the 
circuit's operation , this method of removing SEUs from 
the device is not desirable. Furthermore, a design 's half 
latches could not be directly observed . The only indica­
tion that a half latch was upset was through changes 
in output data. While this observation is easy at the 
accelerator when the output is being compared to golden 
output data, this type of observation is not as easy 
on orbit where the output data might not be known . 
For these reasons, half latch mitigation was easier than 
repairi ng and monitoring half latches. While most of 
these problems remain true in the later devices, starting 
in the Virtex-II the half latches would return to their 
configured value after some time. 

There are two types of logical constants that arc used 
in the Vi rtex family devices: implicit and explicit. Im­
plicit logical constants are often used to " tie off" unused 
inpu ts to input/outputs , memory, clocking, user flip fl ops, 
and olher resources l known values, as shown in Figure 
1 (a). Implicit logical constants are implemented as half 
latches (weak keeper c ircuit ') for all f the Virtex family 
dev ices. When enabled, the weak keeper pulls a floating 
input to a known zero or one level. 

The explicit log ical constants are often used to tie 
off the zeroth bit of carry chains for adders (as shown 
in Figure l (b)), tie off unused inputs t the em edded 
multiplierslDSP cores and any user-specified constants in 
the desi gn. In the Virtex-I and Virtex-II explicit logical 
constants are implemented with constant LUTs, where 
the LUT's confi gured equation is a one or zero value. In 
the Virtex-4, explicit I gical constants have two po sible 
implementations - an architectural post that provide 
access to ground rails for each configuration logic block 
(CLB) and constant LUTs. 

As both the half latches and constant L UTs use 
SEU-susceptible logic or memory, these constants are 
affected by radiation. Furtheml0re, because they often 
affect inputs to ll ser flip fl ops , adder ', and multipl iers , 
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their failure can lead to the corruption of intC1111Cdiate 
processing values and output dat . Fortunately, their 
cross-section nd the number of half latches are smaller 
than that of the configuration memory, making them less 
problematic than the configuration memory. 

In this paper, we will present the reliability concerns of 
both the implicit and explicit logical constants in Section 
II, including previously unpublished radiation test data 
for the Virtex-ll and Virtex-4 devices. In Section III 
we will discllss ptions for mitigating logical constants, 
including a new method for mitigating constant LUTs. 

II. RADIATION TEST D ATA AND ANALYSIS 

In this section we will pr vide an analy ' is of the relia­
bility concerns with the three types of logical constants. 
We provide radiation test data for half latches on the 
Virtex-II and the Yilt x-4 devices. 

A. Implicit LogicaL Constants 

The Virtex-IJ, and Virtex-4 devices were te ted at 
Texas A&M and Lawrence Berkeley N ationa1 Labora­
tory cyclotrons. They were tested to determine the cross­
section of the half latches. Because the half latches return 
to their normal configured value, we also analyzed the 
data for how long the upset value would persist called 
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Fig. 3. Example Des ign and Signals for the Shift Register Design 

the hold time. Table I lists the facility, kinetic energy, 
and species llsed to test cach device. All devices were 
tested with nominal voltages and temperatures using 
the SEAKR test fixture, shown in Figure 2. This board 
includes two FPGAs that monitor the configuration of the 
FPGA (configuration monitor) and the output behavior 
of the design under test FPGA (functional monitor). Each 
device was tested with the same basic design of 32 shift 
register chains . The shift registers ar built from user 
flip flops and not the SRL 16 shift registers, a shown in 
Figure 3(a). When this type of latch is used, the tool s will 
infer half latches on the clock enable and the set/reset 
signals to tie those inputs to known values. The length of 
the shift registers is customized for each device so that 
the device is completely utilized. As each user flip-flop 
in the device has at least two half latches, the 32 shift 
registers enables thousands of half latches to be tested, 
as shown in Tablc I. 

To operate this design strings of alternating ones and 
zeros are input to each of the 32 shift regist rs. For 
example, as shown in Figure 3(b) the output data shows 
that the input signal is delayed by three clock cycles 
and that the output value is not stuck at either one 



TABLE I 

X1LI NX P ARTS T EST ED 

Device F~l c ili ty Kinetic Energy 
XC2V 6000 TAMU 25 MeV/u 
XC4VSX S5 TAMU 15 McV/u 
XC4VSX55 T'A MU 25 MeY/u 
XC4VSX55 TAMU 40 MeV/u 

or zero. or thi s case, the shift register is operating 
properly. Under error conditions the output could be 
stuck at zero or one, as shown in Pigure 3(c) . Therefore, 
output errors are easy to detect through gl itches in the 
output data. When an outpu t error is detected in a shift 
register chain, a counter will increment each cl ock cycle 
until the error clears. These counters are attached to 
outpu t pins and are sampled on average every 0.125 to 
0 .5 milliseconds to determine the cu rrent value of the 
counters . After a shift regis ter returns to its configured 
value, the counter's fin al value persis ts for a few samples 
to ensure logg ing the value before bei ng r set. The 
functional m nitor on the SEAKR board logs the output 
of these errors and detelwines what the cause of the error 
is. Fmther analysis of the functi onal monitoring using 
custom software de temlines the histogram of hold times 
for all errors causing output errors and half latches. 

To determine the cause of the output failu re, the 
func tional monitor must d istingu ish from a number of 
different causes for the erroneous outpu t data . For thi s 
design, SEUs could cause these problems: 

1) A change in a singl e lIser flip -flop, 
2) A change in the confi guration memory that causes 

the routing or the configuration of a user fl ip-f1op 
to change, or 

3) A change in the half latch that Cal ses the user 
flip-flop to either be held in reset or to disable the 
clock. 

It is necessary to detect which one of these changes 
occurred to cause the outpm erTor. Por the first case, 
a di rect strike will only cause a s ingle output value to 
change for one clock cyc le . While the upset user flip -flop 
will be overwri tl n in the next clock cycle , the bad data 
will continue through the shift register until it is output 
and thereby flushed from the system. 

The second and third cases are hard r to distinguish, 
as the effect on the output data is very similar. In these 
cases, the error wi ll persist until fixed. Once the cause 
of the error is removed, the bad data willftush out of 
the system. Because the circuit is f cd forward , errors to 
the configuration memory w ill only persist as long as it 
takes for the ,~ mbber to fi x the configuration memory, 
instead of through resetting the circu it. If the scrubber 
definitively fixes the bi t and the bad output persists, then 

Speci es Half Latches per Design 
Ne, A t", Kr, Xe 134,528 

Ar, Ta 165,700 
Ar, Ne 165.700 

Kr 165 .700 

the calise o f the bad output data is a half latch. Because 
it is not possible to d termine the timing of the upset 
occurri ng and where the scru bber is its reconfiguration 
cycle, errors are not categorized as half latches until the 
error persists through two scrub cycles. One weaknes 
of this approach is that half latc hes that returned to their 
confi gured value within two scrub cycles will not be 
recorded as half latches , causing possibly a higher count 
of errors in the affected time periods . 

As shown in Figure 4(a), in the Yirtex-II the dis­
tri bution of hold limes are bi -modal with a peak at 
0. 13 seconds and an impulse fu nction at 0.53 seconds. 
On average, 99 .4% of all hal l' latches re turned to their 
configured value w ith in one second and 0.6% of all half 
latches did not return to their configured value after 
onc second. The per-half latch cross-section is shown in 
fi gure 4(b). This data shows that the maximum per-half 

latch cross-section is 4.98E - 8 ± 2.:3 11E - 10 ~!1~ for aJl 

hal f latc hes and is 5. 0GE -10 ± 4. 11E -11 (~~~ for half 
latches that pers ist for longe r than one second. When this 
data is compared to the bit cro s-section for configuration 
cells, the per-half-latch cross-section is approximately 
the same as the per-configuration-bit cross-section. Wh n 
only comparing the hall' latches that ho ld fo r one second 
or longer, the per-half+latch cross-section is one order of 
magn itude smaller than the per-configuration-bit cro s­
section. 

Figu re 5(a) shows the Virtex-4's distribu tion of hold 
times. The data remains bi -modal with peaks at 0.04 
and 0.26 'econds. This fi gure shows the distribut ion of 
hold times for 15 't\1e Y, 25 M eV, and 40 Me Y beams at 
Texas A & M and there is no s igni fic ant difference in 
hold times based on kinetic energy. On average, 99.5% 
of all half latches returned to thei r configured value 
within one second and 0 .5% of 'lJl half latches did 
not return to their configured value after one second. 
The per-half latch cross-section is shown in Figure 5(b) . 
This data shows that maximum per-half latch cross­
section is 7.32E - 009 ± ~).08E - 011 IF; for all half 

latches and is 1.35E - 011 ± 3 .90£ - 012-' ~7I: for half 
latc hes that persist for longer than one second , which 
shows a s ix times decrease in half latch cross-section 
fro m the Virtex-II to the Virtcx -4. When this d ta is 
compared to the bit cross-section for configuration cells, 
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the per-half-latch cross-section is two to three orders of 
magnitude smaller than the per-configuration-bit cross­
section . When only comparing the half latches that hold 
for one second or longer, the per-half-latch cross-section 
is five to seven orders of magnitude smaller than the 
per-con figuration-bit cross-section. 

B. Explicit Logical Constants 

In the Virtex-I and Viltex-II devices, constant LUTs 
are used to tie off llnu ed inputs for adder and multi ­
pliers, as well as providing design -specified constants . 
In the Virtex-4, llsing constant LUTs are not necessary, 
as the architectural post provides the same functionality 
to the design. Unfortunately, the design tools will still 
choose constant L UTs some times . Bolh the LUT and 
the LUT's routing are SEU-susceptible . Unlike half 

~. 
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latches, constant LUTs can be repaired through on-line 
reconfiguration, and the amount of time the incorrect 
constant persists is based on the scrub rate of the system. 
UnfOitunately, the Xilinx design flow tools load balance 
constant LUTs. While the load balancing does decrease 
the number of LUTs that L re used in the design for logi­
cal constants, Figure 6 shows that load balancing causes 
constant LUTs to source multiple constants . Figure 6 
shows that a constant is generated in a L UT in the far 
right configuration logic block (CLB), which is then used 
for two LUTs in the middle CLB and one LUT in the 
left CLB. 

Designs that have been protected with triple-modular 
redundancy (TMR) have been shown to fail from single­
bit upsets in both fault injection and b am testing when 
the logical constants are load balanced. The initial dis-
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covery of Ule constant LUTs was an adder tree circuit 
that was designed for the Vi rtex-II and Llsed as part of 
the domain crossing en-or . tudy [2j. In fault injection, 
285 bits caused the design to output undetectable data 
errors when injected with single bit upsets . Some of 
these bits were later c nfirmed with accelerator testing . 
By translating the readback addresses o f the single bit 
failures to physical locations, we we re able to determine 
that all of the failures happened in CLBs where two or 
more TMR domains were present and a constant LUT 
was shared. 

In further analysis, we were able to detennin what 
was being disrupted in th circuit. We did this an alysis 
with custom software that used JBits to compare two 
bitstreams. One bitstream is the origi nal bitstream and 
the second bitstream has the cOJTIlpted bit changed. From 
this process we were ab le to identify tw to four bits for 
each shared constant L JT that caused problems in the 
design. In Figure 7 the upper half of a Virtcx-II CLD 
is shown . In this Figure, the GLUT, GYMUX and the 
Y output mux is show. Wh ile the LUT is flagg d as 
being used, there are no inputs to th LUT, which is 
an indication that the LUT is being used as a constant. 
T he output of the GLUT feeds th rough the GYMUX 
to be connected to the Y oU lput mllX. Two of the four 
b its that caused failur s involve the GYMUX. In those 
cases, the GYMUX sele ts the FX and the F5 signals 
instead of the GLUT output signal. As the select lines 
for the GYMUX are sourcing configuration memory that 
has been programmed to determine which input to take, 
changing the select line values through SEUs is possible. 
T he third bit was unidenti fi able through this method, as 

rig. 8. ArchitecluraL Po~;L Schemalics 

\vell as Xilinx 's int mal tools. We believe that it is either 
changing the LUT mode from LUT to shift register or is 
tuming the YUSED buffer off. For these three bits, the 
errors are in predictable and regular locations throughout 
the device. 

The forth bit that causes problems only happened 
twice in our reference design . The fourth bit has been 
identified as one of the output muxes available to the Y 
ou tput signal in the CLB . In the two occasions where the 
bitftip caused a failure in a TMR-protected circuit, the 
change in the output mux caused the mux to select a Y 
ou tput from another slice in the same CLB. Because the 
Y oLl tput changed va lue every clock cycle, it caused the 
circuit to fail. We believe these two failures are single-bit 
fai lure d iscovered several years ago [3]. 

In the Virtex-4, architectural posts are also used as a 
second type of explicit logical constants. A schematic of 



how these posts ar used is shown in Figure 8. I Despite 

the fact that Figure 8 shows that the post is driving two 

independent constants in the design, no single points 

of failure have been identified with th is type of logical 

constants . In both ac;celerated testing and fault inje tion, 

no failures in TMR-protected designs can be tied to 

the architectural posts, despite havi ng des igns where 
two or more TMR domains share the same post. The 

only reliability concem with the Virtex-4 stems from 

the design tools choosing to use both the posts and the 
constant LUTs, including within the same CLB. In cases 

where the constant LUTs are being used , there are still 

instances where multiple domains share the same LUT. 

III. MIT IGATION 

There is no easy way to avoid logical constants at 

the design level. While it is possible to define all of 
the unused signals whcre a logical constant would be 

used, this approach would significantly change the design 

practices for many engineers. Furthermor , the load 
balancing of constaJlt L UTs is done during the placement 

and routing part of the design flow tools and is not LInder 

the designer's control. Therefore , mitigating problems 

with both half latches and constant LUTs is best done 

after the design process. In this section, we present 

options and discussjon regarding mitigating half latches 

and constants LUTs . 

A. Recommendations on Mitigating Designs 

The decision whether to mitigate half latches should 
be based on the device, the design, th - mitigation, and 

the mission requi rements. Our recommendation is to 

mitigate half latches for all Virtex-I designs, be ause 

these half latches do not reset. For the other devices, we 

recommend that only high-reliability applications should 

he mitigated. Furthermore, because half latches cannot 

drive multiple constants, upsets in the half latches of 
TMR-protected designs are less likely to be noticeable 

than upsets in half latches of unmitigated de. igns, as 
persistent con'uplion of state should not occllr. Mitigating 
unprotected designs is not recommended s mitigation 
will increase the c ircuit 's cross-section . 

Constant LUTs. on the other hand, arc only a problem 
in TMR-protected designs. Furthermore, because the 
Virtex-I lacks embedded multipliers or DSP cores, con­
stant LUTs are more of a problem for the Yirtex-ll and 
Yirtex-4. Therefore, it is our recommendation to mitigate 

I While this is a simil ar schemat ic to th Virlex-J1 , the pOSlS that 
were shown in earli r devi e s wew abslract ions of the half latches. In 
the Vinex-4, lhe po~ts arc an abstraction or actual ground and vee 
signals. 
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TMR-protcctcd Virtex-II and Virtex-4 designs and high­
reliability, TMR-protected Virtex-I designs. Mitigating 

constant LUTs in unmitigated des igns wi1l increase the 

size of the design, thereby making the cross-section 

larger. 

B. Mitigatiun Too ls 

There are three available tools for mitigating half 
latches. Two of the easies t ways to way to mitigate 

half latches is to LIse one of the two automated tools 
for applying TMR to user circuits (Xilinx 's TMRTool 

[4] and Brigham Young University 's BL-TMR Tool [5]). 
With both of these tools, the user can choose to extract 

half latches, which will cause all logical constants to be 

sourced from con "tant input pins. When using triplicated 
pins this method has been shown to mitigate both types 
of logical constants effectively. 

The other option is to use the RADDRC tool from 

Los Alamos National Laboratory after the user ci rcuit 

has been placed and rou ted. This too] has been modified 

recently to remove the load balancing on constant LUTs. 

The RADDRC tool works with the Xilinx design lan­

gLl , ge (XDL) circuit representation to extract half latches 

to constant LUTs and then duplic ates any shared constant 

LUTs to undo the load balancing. The mitigated XDL 

circuit wi II then need to be placed and routed a second 
time to route the new constant LUTs, but it is possible to 

preserve earlier timing and placement so that timing will 
not be adversely affected. This method has been shown 

in radiation testing to remove half latches. Fault injection 
testing has shown that single bit failures in the Virtex-II 
can be mitigated using this method, inc1uding a complete 

reduc tion of the single bit cross-section from the add r 

tree circuit from the domain crossing error study. A 
new version of the RADDRC tool will be available in 

December 2009 to ensure that all of the log ical constants 

in Virtex-4 designs are extracted to the post. 

IY. CONCLUSIONS 

In conclusion, we have presented a number of re­

liability concerns with logical constants in the Xilinx 
Yirtex family. There are two main categories of logical 
constants : implicit and explicit logical constants . In all 
of the Virtex devices, the implicit logical constants 
are implemented using half latches, which in the m ost 

recent devices are several orders of magnitudes smaller 
than configuration bit c lls. Explicit logical constants 
are implemented exclusively using constant LUTs in 
the Virtex-I and Yirtex-Il, and use a combination of 
constant L UTs and architectural posts to the ground 
plane in the Virtex-4. We have al so presented mitigation 



methods and options for these devices . Whi le SEUs in 
implicit and some types of explicit logical constants can 
cause data corrupt, the chance f fail ure from these 
components is now much smaller than it was in the 
Virtex-I device. Therefore , for many cases, mit igation 
might not be necessary, except under extremely high 
reJiabili ty situations. 
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