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SERS-Active Nanoparticles as a Barcoding Technology for 
Tags and Seals 

Abstract 

t ~ ~ 

Leif O. Brown , Stephen K. Doorn I, and Peter B. Merkle;' 

t Los Alamos National Laboratory, Los Alamos, NM 87545 
: Sandia National Laboratories, Albuquerque, NM 87 j 85 

In this paper, w present our work to modernize tagging and sealing technologies fo r 
internat ional safeguards applications. Our work combines techno logies deve loped at both 
Los Alamos National Laboratory (LANL), and Sandia National Laboratories (SNL), to 
offer a passi ve tag and seal system that can be applied and verified in fi eld, with mi nimal 
training for on-sit personnel, along" ith a low per-seal cost. Here, we focus primarily on 
LANL technology: the usc of Surface Enhanced Raman Scattering (SERS) as an 
inexpensive verification tool. Our nanoparticles offer un ique SERS responses, which we 
can then use to incorporate robust barcoding into tag materi al s. We describe this 
technology in more d tail, offer preliminary results, and outline integration with S "L 
developments. 

Introduction 

Tags and seals fonn a group of technologies central to the international safeguards 
ffort. Current tags and seals employ a wide range of methodologi s in an at1 mpt to 

ensure that materials of interest can be identified. tracked, and sealed. The ability to 
verify that materials have not been diverted is of major concern in the current 
nonproliferation climate. Prevention of diversion places high demands on tag and seal 
security - resistance to spoofi ng, coupled with definitive tamper resistance is key . These 
ne ds must be balanced against the demanding environments in which international 
inspect rs must operate. Any new tag and seal technology must be able to meet today' s 
security challenges without significantly burdening the inspectors of facil ity owners in 
terms of fac ility access requirements, or infrastructure needs. 

Here, w present a new technology - SERS-Active Nanoparticie Aggregates 
( AN. s) - which we are employing in a joint Los Alamos- Sandia effort to meet modern 
tag and seal requirements. In our collaboration with Sandia, SANAs will be introduced 
into Reflective Particle Tag (RPT) technology to create a n xt generat ion tag and seal 
technology. In this presentation we will focus on SANAs. 

Core Technology 

SERS-Active anopartic\e Aggregates (SAN As, Figure 1) are construct d from gold 
or silver nanoparticles in the 40 - 80 nm size range. (It should be noted that gold r silver 
is required to provide the signal enhancement inherent to th SERS technique.) A 
chemical ' dye' is attached to the nanoparticle surface, and the nanoparticles are 
aggregated into ensembles of ~ 100 to 500 nm diameter. The chemical dye provides 
indi vidual identifying infonnation to the aggregate, which is finally coated in a glass 
layer to provide environmental stability. 
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Figure 1. SERS-Active Nanoparticle Aggregates (SANAs). Top : General preparation 
method . Bottom: TEM of a silica-coated silver SAN A. Silica coating in this case is 

several nanometers thi ck, a practical minimum for env ironmental stability and 
processing. 

The completed SANA can be physically embedded in, or chemicall y surfac -mounted 
t tag or seal materials. In either configuration, SANAs provide a chemical barcode. 
readable lIsing detection hardware that can be easily contained in handheld fonn . Upon 
xcitation by laser (Figure 2), a SANA returns a spectroscopic signal unique to the dye, 

or combination of dyes, adsorbed on the SA A metal surface. Depending on the end 
application, the signal can be reduced to a simple barcode, or examined in complex detail 
to provide a high security signature that is cost prohibitive to replicate. 
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Figure 2. SAN As are read by laser to provide a spectroscopic barcode. 



Technology Advantages 

Tag and seal technology based on SAN As offers se era l advantages, as compared to 
currently deployed tagging methods: 

Signature Librmy. The SERS signature can be extensive ly varied (see below) to 
provid a li brary of unique tag signatures limited mostly by the choice and prec ision of 
verific t ion algoritlun. 

HifSh Security . The SERS signature of a SANA-based seal will be cost pro hibitive to 
replicate . Th is is in part due to the minimal use of SANA material, and the corresponding 
diffic ulty in extracting that material from the seal matrix for analysis. Difliculty in 
counterfeiting also derives from the method in which unique signatures will be generated 
- see discllssion below. 

In-fleld Verification. Unlike many exi sting tagging technologies, SANAs will be in­
field verifiab le using handheld instrumentation. For example, a basic verification system 
can be constructed using a subnot book computer, with a laser pointer and ceo detector 
coupled to an objective aperture via fiber optic. It is antic ipated that removal of the tag 
wi ll be unnecessary over the liD time during which an item must be tagg d or sealed. 

Passive Technology. Importantly, SAt As are a passive technology with no facility 
infrastructure requirements - the power source needed for verification will be carried 
with the portable instrumentation. 

Minimal Human Input. Inspectors will be required (in most cases) merely to visually 
locate the tag, and target the SA A-containing material with the handheld verifi er. The 
computer will then acquire the necessary data for automated verificati n. For initial 
p lacement of the tag, SANAs will be applied as part of the RPT resin, resulti ng in 
minimal faci lity intrusion. 

Low Cost. The highly sensitive S RS technique, when coupled with the high ly 
evolved state of our SANAs, allows us to use min imal quantities of precious metal per 
seal. Initial work by others produced silica-coated and dye-tagged metal particles that 
were readily detectable us ing cheap laboratory spectrometers. However, our use of these 
materials in fl ow cytometry required much brighter SERS signals that could be detect d 
in short transit times on the microsecond timescale. Since the tag I seal applicat ion has no 
such stringent temporal requirements, we can now use several orders of magnitude I ss 
metal material. while also opti ng for a cheap excitation source such as a laser pointer. 
Current ly, we estimate the material cost of SANAs to be < 1 c nt per 300 cc of RPT 
restn. 

Superior Environmental/Temporal Stability. Uncoated silver and gold nanoparticles 
are known to suffer structural degradation over long periods, or during adverse 
environmental exposure. For this reason, SANAs will receive a silica (or glass) coati ng of 
a thickness variable from a few nanometers to hundreds of nanom ters as necessary . 
Th re is strong precedent for the vastly improved stabi lity of glass-coated metal partic les. 
both in our own work developing materials for solution-based flow cytometry, and 
published results from others dating back to the early 1990s. 

Barcoding 

As depicted in Figure 2, the SERS spectrum of a SA A-containing material can be 
r duced to barcodes of varying complexity. A simple barcode (top) contains only the 



locations of significant peaks in the spectrum. With another level of information 
(bottom), the relative intensities of the peaks are encoded. Increasingly sophisticated 
algorithms can incorporate more of the spectral features in a form easi ly veritied in the 
fie ld. 

To date we have performed fairly simple testing for barcoding SANAs. In Figure 3 
we show a test barcode map produced from a series of SANAs with different dyes 
attached. Th barcodes incorporate relative intensity informat ion as shown by the color. 
The spectra were sliced into freq uency bands, and the variance of each band was ranked 
across the entire dye library . Band 0 contains the most vari ance, and band 32 the least 
(note that band numbers are not correlated to actual spectral frequency). Bands after 
number 32 were discarded from the data as bei ng relatively in ignificant to this particular 
dye library. 
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Figure 3. An xample barcode map for a series of dyes. Set xt for explanation. 

Using this barcoding approach, we can attempt to identify SANAs against the library . 
We find that identi fy ing one the actual SANAs used to create the library is almost always 
successfu l, as would be expected. However, when a newly prepared SANA is tested 
using a dye contained in the library, results are mixed. Even when identified successfully , 
the fi t is usually poor. This is a very good result as it shows that the SERS spectrum is 
very sensitive to the 'lot number' of the SANA - it should be not d that for a deployed 
seal, the exact SA, A signature will ex ist in the verification li brary. This variability In 

successive batches is d scribed more below. 

Signature Library and Security 

The SERS signature derived from a SANA is determi ned by the Raman 'dye' 
attached to the metal surface during SANA preparation. We use the teml "dye ' from a 
historical persp ctive - many of the chemicals we have employed have been co lored or 
l1uorescent materials. However, neither color nor fl uorescence. are required properties. 



For example, many colorless, non-fluorescent aromatic organic molecules make excellent 
SERS dyes due to significant electronic interaction with exc ited metal surfaces. 

Much of our early work rel ied on direct attachment of the dye to the metal surface . 
While con enient for processing, this limited us to chemical dyes that had a v ry strong 
interaction with precious metals - mostly those that could link through a formal chemical 
bond. More recently, we modified our preparation techniques to eliminate this necessity_ 
thus broadening our possible signatures to include those that have only a weak attraction 
to m ta l. 

The apparent weakness in this approach is the possibility that the ident ity of the 
chemical dye could be determined, leading to the direct preparation of a counterfeit batch 
of SAN As. In practic , there are sev ral inherent factors that work to neutralize this 
threat. as outlined below. In addition, there are sev ral techniques we can employ to 
fu rther frustrate this avenue of attack. 

identifYing a Dye Contained within a SA NA. The SERS spectmm contains 
information related to the types of chemical bond in the dye. It is an incomplete pi ture, 
as it offers only very partial information detailing the connectivity of those bonds. 
I [owever, some dyes are very well known in SERS, and could thus be readily identified 
by someone with the right knowledge or experience. In some cas s, enough information 
is pr sent in th SERS spectmm to narrow the possibili ties to a range that could be tested 
by tr ial and error. In remaining situations, the would be counterfe iter would likely have to 
physically remove the SANA from the seal material in order to obtain a wide enough 
range of analytical data to positively identify the dye. Gi en the minute am lint of 
material employed in a seal, and the relatively low sensitivi ty of most analytical 
tech dques, exact identification of a non-obvious dye wi ll remain highly challenging. 

Balch to Batch Variability. As described above, significant difterences are usually 
observed in two different batches of a SA A containing the same dye. The causes are 
numerou: . For example, SERS is highly sensitive to the orientation of the dye to the 
metal surface. The results include diffe ring relative intensities of spectral p aks, and non­
uniform background information. In some cases, certa in peaks may be entire ly absent 
from some batches. Surface orientation of a weakly attracted dye depends on many 
factors. including dye concentration, solution pH, and impurities and counter ions 
pres nt. Even when a dye is positively identified, obtaining the exact same sp ectral 
signature is improbable if sufficient information is encoded in the verification algorithm. 

Multiple Dyes. One of the simplest techniques we can util ize to frustrate 
cOlllterfeiters is to simply include more than one dye in the mix. The resultant SERS 
signature 'v\rill then depend on the identities of the contained dyes, the ir relative 
concentrat ions, their binding affini ties, any influences they have upon each other, and the 
factors that cause the batch to batch variabi lity described above. Incorporation of 
multiple dyes into a single SANA will result in a highly secure tag that is cos! prohibitive 
to rep licate. 

Integration with RPT 

Increasing tag security even further, we will integrate SA As with Sand ia"s RPT 
technology. The two technologies are highly complementary. The veri fi cation needs of a 
combined RPT / SA A tag are easily encompassed in the same hardware .. while 
afford ing two secure signature mechanisms based on widely differing technology. The 



resistance to counterfe iting is taken to a new level with the two signatures, while the 
traceability of tampered tags is greatly improved. For exampl , RPT offers excellent 
tamper res istance through the disruption of the optical reflection properties, yet the 
tampered, non-verified tag can (in this application) still be trac d through the r tained 
SERS signature from the SA A component of the resin. 

Summary 
In this presentation we have outlined a next generation tagging method based on two 

independent secure technologies - spectral barcoding using SERS, and optical mapping 
using RPT. The combined tag wi ll be highly secure, tamper ev ident, traceable (even 
when tampered with), passive, low cost, and in-fi eld verifiable. 
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