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Abstract

A methodology has been formulated to assist engineers in designing unattended
monitoring systems that can be used to verify compliance with a variety of international
agreements. In particular, this report describes how the methodology can be used to
design unattended monitoring systems for detecting the diversion of nuclear materials
from facilities. Through a sequence of activity-based studies, the methodology prompts
the design engineer to address important issues of concern. These issues include
definition of facility elements identification of targets, threats, and potential pathways by
which nuclear materials can be divertex construction of target/threat-based scenarios that
potentially challenge the system, and development of a monitoring-system design that
specifically addresses these challenges. Importantly, the methodology provides a
quantifiable way to assess the performance of the system design.
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A Design Methodology for Unattended
Monitoring Systems

Introduction

An unattended monitoring system is an integrated set of sensors and data acquisition
components used to monitor the status of high-value assets and processes. Typical sensors
include breakbeams, motion sensors, radiation sensors, temperature sensors, video
cameras, and other sensors applicable to monitoring conditions inside facilities or within
well-defined regions. In most cases, the unattended monitoring system includes a
communication link to allow data to be retrieved remotely by the useu it is possible,
however, to collect data on-site and retrieve it periodically. Depending on the application,
the purpose of the monitoring system may include detecting intrusion into a secured area,
verification that known processes are occurring as expected, or detection of diversion of
high-value assets.

Currently, there is no standard approach to guide design engineers tasked with
developing unattended monitoring systems. Typically, an engineer visits the facility in
which a monitoring system is to be installed, gathers information on the facility layout,
and observes how the facility operates. Then, using engineering judgment and his
knowledge of monitoring technologies, the engineer develops a system design. The
effectiveness of the resulting design is highly dependent on tie expertise of the engineer
who developed it. Furthermore, because no systematic approach exists to assess
quantitatively the effectiveness of a given design, even the most experienced engineer has ‘
difilculty choosing from among competing designs and optimizing a particular design.

Establishing a methodology for the design of unattended monitoring systems will lead
to better monitoring systems that come as close as possible to achieving any specified
monitoring objective. Such a methodology will ensure the engineer systematically
considers the requirements for any proposed monitoring system and will help him assess
how well the proposed monitoring system satisfies those requirements. A design
methodology will also help the design engineer balance constraints on the monitoring
system including cost, restrictions on the technology that can be used, and permissible
impact on the facility amlor operations. Finally, a design methodology will help the
design engineer capture any assumptions made in the analysis and design process and
analyze their impact on overall performance.

The purpose of this report is to document our initial formulation of a methodology for
the design of unattended monitoring systems. We refer to this methodology as the
Monitoring System Analysis and Design (MSAD) methodology and recognize that the
methodology outlined here is far from complete. Our approach is to adapt established
system design methodologies in the areas of physical protection and probabilistic risk
assessment to the problem of designing an unattended monitoring system for use in
monitoring an international agreement.
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To make the application of the methodology more concrete, we demonstrate how it
can be applied to the design of an unattended monitoring system for a storage facility with
the goal of detecting the diversion of nuclear materials from the facility. For this report,
diversion is defined as the intentional, clandestine redirection of nuclear materials,
purportedly intended for peaceful purposes such as energy or medical radioisotope
production, in order for a host country to acquire nuclear weapons capability [1]. We
assume that diversion of nuclear material at this storage facility requires removal of the
material from the facility in more complex facilities, removal of the material might not
be necessary for diversion. The country in which the storage facility is located is a
signatory to the Non-Proliferation Treaty. The facility is subject to international nuclear
safeguards administered by the International Atomic Energy Agency (IAEA). The design
engineer is a DOE national laboratory employee designing a monitoring system for use by
the IAEA for use at the aforementioned storage facility.

Since detecting diversion necessarily focuses on detecting loss or redirection of
nuclear materials, “The IAEA uses nuclem material accountancy as its basic measure for
the safeguarding of declared material” [2]. Nuclear materials accounting establishes “the
quantities of nuclear material present within defined areas and the changes in these
quantities that take place within defined periods of time” [3]. Operator (host country)
accounting information is compared to information from independent measurements by
the IAEA to determine that material is properly accounted for. Containment and
surveillance measures “to monitor access to the material are used to complement the
information gathered from nuclear material accountancy” [2]. In particular, containment
and surveillance can reduce the frequency of inventory-related measurements (item
counting and non-destructive assay). Because Sandia specializes in containment and
surveillance systems, rather than nuclear material accountancy, we focused on measures
to monitor access to the material in our sample problem. We have not considered
inclusion of nuclear material accountancy but a complete methodology for the design of
unattended monitoring systems would need to address both accountancy and containment
and surveillance measures.

The reader may be concerned that use of such a simple, specific example may limit
the general applicability of the resulting methodology. Our intent was to use the example
to illuminate the steps in the methodology and to begin to highlight areas where the
methodology needs to be extended or modified. We believe the overall methodology is
very general in nature since it is essentially a standard systems analysis methodology.
However, more work needs to be done to show the methodology can be applied to other
monitoring system design problems. While we have suggested some mess in the text
where the methodology could be modified to apply to other problem domains, more
complex design problems need to be analyzed in order to have a general methodology.
Such analyses were beyond the scope of the current project.

10



Background

To determine what elements the methodology should contain, we reviewed
methodologies in related areas. We fwst considered the physical protection methodology
(PPM) developed by Sandia National Laboratories [4-12], which has been applied
towards the physical protection of nuclear material. The monitoring goals for physical
protection are, in general, quite different from those for detecting diversion of nuclear
materials. Physical protection can often be couched as an intrusion detection problem
with an emphasis on detecting each intrusion in time to apprehend the adversary before he
can do significant damage through either theft or sabotage. Protecting against diversion
focuses on detecting loss or redirection of material in time to prevent the host country
from amassing enough material to acquire a nuclear weapon. Because the host country
has a right to access the material for legitimate purposes, intrusion detection plays a
limited role in detecting diversion of nuclear materials. Nonetheless, the monitoring
system design problem is conceptually similar for physical protection and detecting
diversion of nuclear materials; it is the monitoring system objectives and constraints that
are different.

The second methodology we considered was Probabilistic Risk Assessment (PRA),
which is commonly used in the evaluation of system safety [13-22]. While outwardly a
different problem, the basic analytical approach has great general applicability. Jndeed,
PPM and PRA are closely related systems analysis methodologies. Both offered insights
into the development of calculable models of facilities and processes, the establishment
of measures of effectiveness for quantizing performance assessments, the identification
of vulnerabilities or weak links in a system, and the use of an iterative approach for
correcting such weaknesses.

Document Organization

This report provides atop-down view of the methodology, which consists of seven
interrelated studies. In the next section, an overview of the entire approach is presented.
Detailed descriptions of the seven studies follow, with a sample problem used across the
studies to illustrate application of the methodology to the design of an unattended
monitoring system capable of detecting the diversion of nuclear materials from a storage
facility. In concluding remarks, other possible applications of the methodology are
identified.
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Overview of the Methodology

This section discusses the analyses and tools used in the methodology, introduces
modeling conventions and terms, and describes the start-up requirements that must be
met before the methodology can be used for the problem of interest.

The methodology is composed of seven interrelated analyses that are performed
sequentially by the design engineer. The seven analyses are a combination of analyses
used in the PPM and PRA. Figure 1 illustrates the flow of these analyses, highlighting the
inputs to the methodology as well as the major outputs of each analysis.

We assume that the monitoring goals have been refined into quantitative evaluation
criteria before the engineer begins to use the MSAD methodology. The evaluation
criteria specify the level of performance the system design should achieve. Speci@ing
achievable, quantifiable evaluation criteria horn monitoring goals that are generally broad
in scope is a significant undertaking. While we recognized its importance, identifying
techniques to analyze the monitoring regime and goals was beyond the scope of the
current project.

The basic approach in the methodology is to define a set of significant scenarios for
the monitoring problem of interest and analyze those scenarios to determine key
monitoring points and key monitoring parameters. The scenarios account for both the
vulnerabilities in the facility and the capabilities of the threat. The design engineer uses
the key monitoring points and parameters to select types of sensors and their location
within the facility. The engineer then uses information collected during the course of the
methodology to assess the overall performance of the monitoring system within the
context of the facility and selected threat. The methodology stops with the creation of an
acceptable conceptual design in which types of sensors, their performance requirements,
and general locations are specified. There is considerable additional effort required to turn
the conceptual design into a physical monitoring system that meets the performance
requirements; this effort was also beyond the scope of the current project.

The outputs identified in Figure 1 are prepared by the design engineer and used at
some subsequent point in the methodology but not necessarily in the next analysis in the
sequence. The final output of the methodology is a system design that meets or exceeds
the performance level specified by the evaluation criteria. As indicated in the figure, the
design engineer may perform the analyses again if the system design does not meet the
requisite performance level.

12
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Figure 1. Overview of the Methodology

Methodology Analyses

Each analysis in the methodology addresses a particular aspect of developing the
system design, as defined by the analysis’ purpose in Table 1. To achieve its particulw
purpose, an analysis consists of one or more activities that are generally performed by the
design engineer in sequence. Like analyses, individual activities also have their own
inputs and outputs, but some outputs are only used within a particular analysis. Thus, the
composite set of outputs for the methodology actually exceeds the outputs identified
previously in Figure 1.

Tools

The methodology is mostly a paper-and-pencil exercise. Activities in some analyses
require the use of a calculator. No software tools, however, are required.

I
I
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Table 1. Purposes of the Analyses

Analysis .’ :. ‘z ::”;~:.“.-; ‘:;’ $Pqip6$6’: . >: :~’;;:”::“ .’ ~. ‘,.; ;
Facility Analysis To create a model of the facility that

captures all of the possible routes by which
the problem of interest (e.g., diversion of
nuclear materials) could occur

Vulnerability Analysis To identify the targets, the pathways by
which potential threats could access these
targets, and the characteristics of the
pathways

Threat Assessment To define the threats, map the threats to the
targets, and determine the design basis
threat (i.e., the threat the system will be
designed to counter) for the monitoring
system

Scenario Construction and Assessment To develop significant scenarios by which
the targets could be acquired by the design
basis threat (and consequently other lesser
threats)

Design Analysis To define the initial characteristics of the
monitoring system

Conceptual Design To prepare a high-level design of the
monitoring system, specifying both types of
sensors to be used and their general
location within the facility

Performance Assessment To assess the performance of the proposed
design and modify the design as needed to
achieve the desired performance

Modeling Conventions and Terms

A major activity that occurs during the Facility Analysis is the construction of a
topological model, called the Network Graph. This graph is then updated or referred to in
subsequent analyses. The Network Graph thus may evolve across the set of analyses. A
network graph is a well-known mathematical construct used to analyze pathways and
networks. It is constructed with two types of elements: an arc and anode. A node is an
ellipse that typically represents a location. An arc is a curved line that represents a path
between two locations. A series of arcs and nodes that can be traversed fkom a target to
the exterior of the facility is referred to as a pathway for demonstration purposes in this
report, we have alternately used the term diversion pathway. A scenario describes the
traversal of a threat across a particular pathway.

14



Start-up Requirements

As mentioned previously, the MSAD methodology can be used to design unattended
monitoring systems for various problems of interest. Accordingly, the goals, objectives,
and evaluation criteria for the monitoring system need to be specified for the specific
problem before the design engineer begins using this methodology. The evaluation
criteria constitute the basis upon which the performance of the monitoring system design
will be assessed and thus must be measurable and quantifiable. k this report, we have not
described how one goes about defining specific goals, objectives, and evaluation criteria,
but we have provided below the requirements upon which we applied the methodology to
a specific problem of interest.

IMPORT~T: Please note that the evaluation criterion defined for the monitoring-
system design illustrated in this report relates specifically to detecting diversion. If
this methodology is used for a diferent problem, the design engineer will need to
reformulate the goals, objectives, andlor evaluation criteria as necessary for that
particular problem. Such changes muy also impact the collection of certain data and
the calculation of particular system performance measures based on that data within
several analyses of the methodology.

Samde Problem Start-up Requirements

As described earlier, our implementation of the methodology in this report relates to
the problem of detecting diversion of nuclear materials at a storage facility under
international safeguards. We assume that this is a long-term storage facility and that the
material may not be removed legitimately from the facility. In this context, the primary
goal of the monitoring system is to provide assurance to the IAEA that the nuclear
materials remain at the facility and have not been removed. The underlying assumption in
monitoring system design is that the risk of detection can deter the host from diverting
material. Therefore, the major objective in applying the methodology to the storage
facility is to develop a monitoring system design that can detect the removal of nuclear
materials from the facility and thus reduce the incentive to attempt diversion.
Development of this design considers possible vulnerabilities in the facility and addresses
ways to reduce the vulnerabilities to enhance the level of performance of the design.

We chose one overall metric to assess whether the system objective has been
achieved, the metric is the risk of undetected diversion, measured in significant quantities
(SQ) per annum. The SQ is a standard unit of measure used in the international
safeguards community. It is, according to the IAEA, the approximate amount of
plutonium-239 (8 kg) or highly enriched uranium-235 (25 kg) for which “taking into
account any conversion process involved, the possibility of manufacturing a nuclear
explosive device cannot be excluded.” [23] The risk of undetected diversion depends on
many closely related factors, including the intent of the host to divert materials; the host
country’s willingness to risk being caughq the probability of detecting the diversion; and
the difficulty of diverting the material including sheer physical effort, time, and cost.



Creating a detailed model for the risk of undetected diversion was beyond the scope
of the present work. We will, instead, assert that it is possible to create such a model and
look at how such a metric would be used in the methodology. In order to demonstrate
how the methodology allows the design engineer to gather systematically the necessary
information to calculate the performance metric, we will collect the information required
for two of the factors listed above “work” (the physical effort required to execute the
diversion) and “probability of detection.”

work – the amount of physical effort it takes for the threat to acquire the target this
factor is calculated for both individual arcs and complete pathways. It is based on the
physical properties (i.e., material thiclmess and material yield strength) of elements
constituting the facility.

probability of detection – the chance that a particular action or event will be
observed and correctly identified. We will treat this factor as an attribute of a
particular type of sensor.

Once the performance metric has been established, the design engineer must define
one or more evaluation criteria, which set the bounds for minimum acceptable
performance. In our case, we have (somewhat arbitrarily) set the evaluation criterion to
0.1 SQ/yr. This means that at most one-tenth of a significant quantity can be diverted per
year without detection; consequently, it would take the host country 10 years to divert a
significant quantity of material from this facility. k practice, the evaluation criteria would
be negotiated between the customer (the IAEA in this case) and the design engineer based
on what criteria both provide sufficient confidence that the monitoring objectives are
being met and are achievable. It is possible the design engineer will discover during the
design process that the evaluation criteria are not achievable. If this is the case, the
evaluation criteria will need to be renegotiated and the monitoring approach itself may
need to change.

16



Facility Analysis

The first step in the design methodology is Facility Analysis. The purpose of this
analysis is to create a topological model of the facility. This model, called the Network
Graph, should capture all of the possible pathways by which the problem of interest (e.g.,
diversion of nuclear materials) could occur. For the problem of diversion, these pathways
are typically those along which nuclear materials may be moved, either normally or for
the purposes of diversion. In subsequent studies in the methodology, these pathways are
used to guide the selection and placement of sensors for the unattended monitoring
system.

Activities

The design engineer will perform the following activities in the Facility Analysis
study:

. Gather facility information
● Identi@ key facility elements
. Construct the facility model

Descriptions of these activities follow, with inputs and outputs for each activity
highlighted.

Gather Facilitv Information

Inputs Engineering Blueprints, Facility Layouts, Process Flow Streams, Site
Diagrams, Personnel Classification Lists, Evaluation Criteria

output Facility Diagram (Recommended)

Description

The design engineer must first gather information that describes the physical
characteristics of the facility, as well as the operations or processes that occur in the
facility. For the problem of diversion, information about individuals who have access to
the facility is also important. Examples of documents that provide this information are
listed under inputs above. Note that the means by which the performance of the system
design will be evaluated (i.e., the evaluation criteria) must also be available to guide the
design engineer in deciding what information to gather. Because the evaluation criteria
are considered a global input to the methodology, these criteria will not be identified as
an input in subsequent studies in the methodology however, the design engineer should
reference the criteria wherever necessary.

t
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Figure 2 shows the physical layout of a simple storage facility to which we will apply the
MSAD methodology. The facility is not representative of any real facility, but is simply
used here for illustrative purposes. The facility has one door and contains two sealed
drum canisters, each containing unirradiated uranium dioxide ceramic fuel pellets; the
pellets in one canister are 20% U-235 enriched and the pellets in the other are 10% U-235
enriched.

/

Canister 1:
20% Uranium-235 (U-235)

Uranium Dioxide (U02)
fuel pellets

Canister 2
10?4.Uranium-235 (U-235)

Uranium Dioxide (UO,J
fuel pellets

N

w ! E

s

Figure 2. Facility Diagram of Sample Storage Facility

During this information-gathering activity, it maybe useful for the design engineer to
prepme a diagram similar to that shown in Figure 2 and update the diagram during
subsequent studies in the metholodogy, as applicable.

Identifv Kev Facilitv Elements

Inputs Engineering Blueprints, Facility Layouts, Process Flow Streams, Site
Diagrams

output Components, Systems, and Structures List

Description

Using the physical and operational information gathered in the previous activity, the
design engineer next prepares a list of the key elements at the facility. To construct this

18



list, we propose a simple classification scheme, whereby each element is classified as a
component, system, or structure. In this scheme, the following general definitions apply

component – abase element of a system

system – a regularly interacting or independent group of items forming a unified
whole

structure – something that is constructed (e.g., a building)

An example of a component is a grapple for accessing fuel bundles in a cooling pon& an
example of a system is a glove~box hot cel~ and examples of structures are walls, doors,
and large ventilation ducts. The level of detail captured at this point affects the
completeness of the final analyses. However, if available facility information amlor
resources are limited, the design engineer may wish to capture certain elements in
aggregate form, and then, update the list in finer detail at a later date.

For the simple facility shown in Figure 2, we have classified the elements contained
in the Components, Systems, and Structures List as follows:

● Structures: four walls, roof, floor, door
● Systems: two canisters (“storage systems”)
. Components: cap and case of each canister

Construct the Facilitv Model

Input Components, Systems, and Structures List

output Network Graph ‘

Description

Once the components, systems, and structures have been developed, the design engineer
can construct a topological model of the facility, the network graph. For the sample
storage facility in this report, we have taken three-dimensional volumes (interior of
magazine, interior of canister, exterior of magazine) as nodes and have used the
boundaries between these volumes (walls, door, floor, ceiling, cap, case) as the arcs.
While this approach may seem counterintuitive, the definitions of nodes and arcs worked
well for our problem of interest (detection of diversion) because significantly more effort
is required to breach the boundaries than to move horn the door to the canister.

Figure 3 illustrates a Network Graph for the sample storage facility. Beginning at the top
of the figure, one proceeds from the two nodes defining locations outside the storage
facility along pathways defined by the various arcs to the interior, and then continues until
the internal volumes are reached. Note that the intenor coincidentally corresponds to the
exterior of the two canisters. The four walls are differentiated arbitrarily as N, S, E, and
w.

19
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Door Wall (W) Wall (N) Wall (E) Wall (S) Roof Floor

Cap I

Figure 3. Network Graph of Sample Storage Facility

The Network Graph constructed during the Facility Analysis study will be used and
modified throughout the subsequent studies in the methodology. As such, the design
engineer may need or wish to add additional information to the graph before moving on
to the next study in the methodology. The paragraphs below describe situations that may
prompt the design engineer to further annotate the graph at this time.

Updating the Network Graph to Include an Existing Sensor System. For some
applications, the facility of interest may include an existing sensor system that the design
engineer wishes to incorporate within the new monitotig system design. In such a case,
the design engineer should update the initial Network Graph to include the existing
sensor system. There are two approaches. The fwst is to simply annotate the graph with a
probability of detection appropriate for the sensor(s) monitoring each arc. This is the
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approach that we will take in this paper. The second approach is to create new nodes
representing the sensing volumes and new arcs representing the paths between them. The
former approach is much simpler but may not accurately capture how well the sensor
provides coverage of the path segment. The latter approach, while more complete, rapidly
leads to a complicated Network Graph.

Updating the Network Graph to Capture Alternate Information. The design engineer
may choose to capture alternate important information, such as process flow, on the
Network Graph by using color or other means. As an example of using color to
discriminate processes, green could be used to identify normal material flows, red could
be used for potential diversion pathways, and perhaps a third color such as yellow could
be used for instances where both the normal and diversion routes coincide. Other
significant facility-specific information collected during the Facility Analysis study could
be assigned at this time to the appropriate arc or node, or serve as input to a subsequent
study in the methodology. Such information might include continuous versus discrete
operations, personnel (operator, security and management) activities, and on-site
inspection activities. Such information may affect choices made for the monitoring
system. For example, required on-site inspections may be adequate to assess whether
facility structures have been altered to permit diversion. In this case, achieving the
required monitoring level may not require sensors on the diversion paths that require
breaches of the facility structure.

Updating the Network Graph to Incorporate Future Facility Enhancements. The
Network Graph may require some iterative refinement to achieve the level of detail and
fidelity with the actual physical system necessary for some of the downstream analyses. A
final aspect to be considered is the complete life cycle of the facility to ensure that no
details have been overlooked in the Facility Analysis study. The design engineer should
find out whether modifications to the actual facility or to operational procedures within
the facility are anticipated. If so, then the design engineer should update the Network
Graph to incorporate such changes. Failure to incorporate planned changes in the overall
monitoring system design could have unforeseen effects. For example, additional and
potentially vulnerable pathways could result from facility enhancements; and if not
identified, these pathways could negatively impact the overall performance of the
evolving system design.
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Vulnerability Analysis

The second step in the design methodology is the Vulnerability Analysis. The primary
purposes of thk study are to identify targets in the facility and the pathways by which the
targets can be accessed for the problem of interest. As part of this analysis, the
characteristics of facility elements are also defined and insights into the strengths and
weaknesses of the facility are gained.

Activities

The design engineer will perform the following activities in the Vulnerability
Analysis study

. Identify and rank potential targets
● Define start and endpoints of pathways
● List pathways
● Review and screen out untenable pathways
. Identify important nodes
. Perform a Failure Modes, Effects and Criticality Analysis (FMECA)
. Assign attributes to facility elements

Descriptions of these activities follow, with inputs and outputs for each activity
highlighted.

Identifv and Rank Potential Tarcaets

Inputs Network Graph and, as applicable, any of the following: Process Flow
Streams and Engineering Blueprints

outputs Target List, Network Graph (Updated)

Description

Identifying and ranking potential targets in the facility maybe considered part of a Threat
Assessment. However, we found that the information on the targets was required in order
to identify potential pathways so we have moved this activity to the Vulnerability
Assessment.

For the problem of diversion, targets may include nuclear materials as well as certain
equipment and systems. Determining whether or not nuclear materials are attractive
tagets is based both on the ease of acquisition and the ease with which the materials
could be used in a nuclear weapons program. Failure to identify all of the potential targets
could allow diversions to go undetected since the monitoring system will not be designed
counter diversion of unidentified targets.
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To identify the potential targets, the design engineer can use the Network Graph and
information gathered during the facility analysis such as process flow streams and

1
I

engineering blueprints. Once the targets have been identified, the design engineer should
rank the targets based on the criterion of the targets’ desirability to potential adversaries. 1

After creating the ranked Target List, the design engineer should annotate the Network I
Graph to identify the target locations and corresponding amounts as applicable.

For the sample storage facility in this report, we have created a ranked Target List
composed of two targets:

1. 141 kg UOZfuel pellets, 20% enrichment U-235
2. 141 kg U02 fuel pellets, 10% enrichment U-235

This ranking is based on the presumption that, from an adversarial point-of-view, it is
more advantageous to divert higher qutilty material.

Define Start and End Points of Pathwavs

Inputs Network Graph, Target List

output Pathway Points List

Description

In this activity, the design engineer uses the Network Graph and the Target List to define
the start and end points of all possible pathways by which the identified targets can be
accessed by the threats. For the sample storage facility in this report, the start points
denote the locations of the targets, and the endpoints denote the locations at which one
can assume diversion has occurred. On the Network Graph, both start and endpoints are
defined as nodes.

For the sample storage facility, the Pathway Points List created in this activity consists of
two start points and one end poin~

Start points: interior of canister 1 @ interior of canister 2
End point exterior of the magazine

List Pathwavs
1

Inputs Network Graph, Pathway Points List
I

outputs Pathways List, Network Graph (Updated) I

Description
I
1

For this activity, the design engineer first prepares an initial list of all pathways. A
pathway consists of all the arcs and nodes to be traversed between any start point and end I

point. Thus, for each start point in the Pathway Points List, the design engineer would
examine the Network Graph to identi& all possible pathways to the respective end

~

23

.. ..—.— — .. . . . ..... . .. -—- ----- .--. — . . .. . . . ----- .—---- . ..—--..-—— ..—



. ... ._ _______k_&.. “: :.:—~ ‘ - , “.. . ..-. .
. —-.. . . . ..- -

point(s). Each start point can thus, depending on the number of end points, result in
several pathways.

For the sample storage facility in this report, we created a Pathways List composed of 28
individual pathways (see list below). Twenty-four of the pathways are described ‘bytwo
arcs, and four of the pathways are described by three arcs. All pathways begin with the
target and end at the exterior surface of the facility.

1. Cap 1- Door
2. Case 1- Door
3. Cap 2- Door
4. Case 2- Door
5. Cap 1- Wall (W)
6. Case 1- Wall (W)
7. Cap 2- Wall (W)
8. Case 2- Wall (W)
9. Cap 1- Wall (N)
10. Case 1- Wall (N)
11. Cap 2- Wall (N)
12. Case 2- Wall (N)
13. Cap 1- Wall (E)
14. Case 1- Wall (E)
15. Cap 2- Wall (E)
16. Case 2- Wall (E)
17. Cap 1- Wall (S)
18. Case 1- Wall (S)
19. Cap 2- Wall (S)
20. Case 2- Wall (S)
21. Cap 1- Roof
22. Case 1- Roof
23. Cap 2- Roof
24. Case 2- Roof
25. Cap 1- Floor- Ground
26. Case 2- Floor- Ground
27. Cap 2- Floor- Ground
28. Case 2- Floor- Ground

Review and Screen Out Untenable Pathwavs

Once the initial list of pathways has been compiled, the design engineer should then
evaluate the pathways to determine whether the pathways would be credible (or
technically feasible) in scenarios for the problem of interest. For example, in the case of
diversion, one might evaluate the credibility of the pathways by considering the size and
form of the targets in relation to the characteristics of the structures (i.e., arcs) through
which these targets would have to pass. Thus, if a particular pathway included a floor
drain and a target was a solid material larger than the drain, then that pathway could be
eliminated fi-omthe initial list of pathways.

The 28 pathways identified above for our sample problem are all credible pathways.

24



Identifv lm~ortant Nodes

Input Network Graph

outputs List of Important Nodes, Network Graph (Updated if desired)

Description

Using the Network Graph, the design engineer examines the nodes and identifies those
that have many arcs coming into and/or going out of them. These nodes may become key
monitoring locations later in the methodology. The design engineer may also wish to
update the Network Graph to highlight the important nodes determined in this activity.

For the sample storage facility in this report, the List of Important Nodes contains a single
item Interior (Surface) - Storage Facility/ Exterior - Canisters, which is the central node
in the Network Graph. We did not update the Network Graph, however, as a result of this
activity due to the simplicity of the example facility.

Perform a Failure Modes, Effects. and Criticality Analvsis (FMECA~

Input Components, Systems, and Structures List, Evaluation Criteria

output FMECA Table

Description

This activity involves evaluating each of the key elements in the facility to determine a set
of FMECA-related parameters with respect to the predefine evaluation criteria for the
monitoring system. The key facility elements were specified in the Components, Systems,
and Structures List constructed during the Facility Analysis study. The FMECA
parameters are defined as follows:

Function - Class of the element as determined from the Components,
Systems, and Structures List

Failure Mode - Mechanism by which the element can lose its ability to perform
its desired fimction. There maybe more than one failure mode
for a given element.

Effect - Implication of the failure on the element’s ability to perform its
function

Criticality - Relative importance of the element with respect to the
evacuation criteria

The level of detail necessary for the FMECA is directly proportional to the information
available and the fidelity of the analysis. If a quantitative assessment is desired, very
detailed information regarding the facility is necessary and the function, failure, and
effect analyses require a significant allocation of analytical resources. In many cases,
however, a qualitative FMECA is sul%cient.
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A simple table can be constructed to capture the information obtained from this analysis,
where the rows identify the facility elements and the columns, the FMECA parameters.
For the sample storage facility in this report, we performed a simple qualitative FMECA
and provide the results in Table 2. Each of the elements in the sample storage facility was
individually analyzed. Examining the logic applied for the “door” in particular, the
element is classified as a structure by fimction and it may fail or lose structural integrity
by breach. The overall system effect with respect to diversion is to allow access to the
canisters containing the nuclear materials, but the element is qualitatively assessed as
“low” in criticality because of its common use in “normal” storage facility operations. It
is in fact likely that the door element maybe a constant source of noise in the acquired
sensor response data, and, in turn, directly affects the design and implementation of the
monitoring system.

Table 2. FMECA Table for Sample Storage Facility

‘:Eii3@kikT’:’:‘“”~kir?+l’ Eff4kt2.:; ?~;i“’W‘‘“i’i+’‘i WWMU
Walls (4) Structure Breach Access to canisters Moderate
Roof Structure Breach Access to canisters Moderate
Floor Structure Breach Access to canisters Moderate
Door Structure Breach Access to canisters Low
Cap 1 Component Breach Access to target High
Case 1 Component Breach Access to target High
Cap 2 Component Breach Access to target High
Case 2 Component Breach Access to target High

Assian Attributes to Facilitv Elements

Inputs FMECA Table, Network Graph, Information about the Facility

outputs FMECA Table (Updated), Network Graph (Updated)

Description

The design engineer now characterizes each of the facility elements using a set of
common attributes which contribute to the overall performance of the monitoring system.
We have already indicated that two factors that affect the risk of undetected diversion are
the effort required to divert the material and the probability of detection. To keep the
example simple, we have chosen to measure the effort required to divert the material
using the quantity of work, defined as the product of yield strength and thiclmess,
required to breach each element of the path. Thus the attributes we will use are material
type, material thickness, and material yield strength. We also use the attribute of
probability of detection when a sensor is monitoring a path segment. Design engineers
who use different criteria to evaluate the performance of the monitoring system design
than those we selected for the problem of diversion may need to define other attributes for
this particular activity.
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For this activity, the FMECA Table (prepared in the previous activity) and the Network
Graph are used. In addition, the design engineer must obtain information that describes
the physical characteristics of the elements. The documents gathered during the Facility
Analysis may be useful, but additional information may also need to be collected. The
elements to be characterized are those listed in the FMECA Tabl~ these elements should
also be represented as nodes or arcs on the Network Graph. We recommend first updating
the FMECA Table to include the performance-related attributes and then transferring this
information to the corresponding arcs (and nodes if applicable) of the Network Graph.

Table 3 shows an updated FMECA Table prepared to include characteristics of the
attributes for the sample storage facility in this report. Because there was no existing
monitoring system in the facility, the probability of detection of all elements is equal to
zero.

Figure 4 shows a fully updated Network Graph of the storage facility after all of the
Vulnerability Analysis activities have been performed. First, we indicated the type of
material located at the two canister nodes as described in the Merztifi and Rank Potential
Targets activity. Second, we transferred the values assigned for the three physical
attributes to the arcs as described above. Because the probability of detection is zero for
all such arcs, we did not transfer those values to the graph.

Table 3. FMECA Table with Performance-Related Attributes for Sample
Storage Facility

., :.., Mata@
Fakrre .’, ‘ ‘ ‘Material Matarkr[ Yiel# 6*

Elornent RInii[on Mode Hfact’ mticatqr Type Tfllckness “sir&gtQ
.. , {cm} fIqJ-crnfs3 ~

,,
r241

Walls (4) Structure Breach Access Moderate concrete 30.5 2X10’ 0.0
to
canisters

Roof Structure Breach Access Moderate concrete 30.5 2X106 0.0
to
canisters

Floor Structure Breach Access Moderate concrete 30.5 2X106 0.0
to
canisters

Door Struoture Breach Access Low steel 0.635 22X106 0.0
to
canisters

Cap 1 Component Breach Access High steel 0.635 22X10s 0.0
to target

Case 1 Component Breach Access High steel 0.635 22X1O’ 0.0
to target

Cap 2 Component Breach Access High steel 0.635 22X1o’ 0.0
to target

Case Component Breach Access High steel 0.635 22X106 0.0
to target
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StorageFacility
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Dooc Wall (W) Wall (N) Wall (E): Wall (S> Roof Floor
steel concrete concrete concrete concrete concrete concrete

0.635cm 30.5cm 30.5cm 30.5cm 30.5cm 30.5cm 30.5cm
22X1O’3g Crnkz 2X109 g Crn& 2X109 g Cmk? 2XI09 g Crnk?

Cap 1:

steel

0.635 cm

Figure 4. Network Graph of Sample Storage Facility Updated with Performance
Attributes. Each arc is labeled with the material type, thickness, and yield
strength.
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Threat Assessment

Threat Assessment is the third analysis in the design methodology. Here, potential
threats to the facility are identified and mapped to the facility targets. This mapping is
used to select the threat level to which the unattended monitoring system will be
designed.

Activities

The design engineer will perform the following activities in the Threat Assessment
study

● Define threats
. Develop frequency estimates
. Develop consequence estimates
. Compute risks
. Select the design basis threat (DBT)

Descriptions of these activities follow, with inputs and outputs for each activity
highlighted.

Define Threats

Inputs Personnel Classification Lists (and/or other Threat-related Information),
Target List

output Threat List

Description

The design engineer begins the analysis by defining the potential threats to the facility.
The definition of a threat in the MSAD methodology depends on the goals and objectives
established for the monitoring system. Since the application of the methodology in this
report focuses on detecting the diversion of nuclear materials, we have narrowed the
definition of threat to include only persomel who have access to the facility. Applications
of the methodology with wider scope might have a broader definition of a threat that
could encompass events like earthquakes and power outages, as well as other people
and/or objects that may or may not have access to the facility.

As part of the threat-definition process, we determined that a convenient way to
categorize personnel-type threats is by job classification. Other classifications, of course,
could be developed to fit one’s particular application of the MSAD methodology. Using
personnel classification lists gathered during the Facility Analysis study, we identified
five classes of jobs as likely threats:
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1. Managerial
2. Technical
3. Security Force
4. Clerical
5. Janitorial

.

Develop Frequencv Estimates

Input Target List, Threat List

output Frequency Estimates Table

“Description

Up to this point in the methodology, the design engineer has independently identified
targets in the facility and threats to the facility. In this activity, the targets and threats will
be associated (or mapped) and estimates computed to determine the frequency at which
the potential diversion could occur, based on access to the targets.

To perform this activity, the design engineer frst constructs a table to map the targets to
the threats. The rows in the table are the targets fkom the Target List, and the columns are
the threats horn the Threat List (or vice versa). After constructing the table, the design
engineer needs to compute a frequency estimate for each targethhreat pairing (i.e., cell in
the table). Using the problem of diversion, the frequency estimate specifies how often the
particular target could potentially be diverted by the particular threat based upon the
number of expected threat accesses to the target per year. The number of accesses we
used was based on the number of accesses required to support normal operations. For this
example problem, we have assumed that the technical and managerial staffs have the
highest number of accesses to the material while the janitorial staff has the lowest number
of accesses.

The frequency estimates play an important role in determining what threats the
monitoring system will be designed to protect against. Since the host has essentially
unlimited access to the storage facility, diversion of the material may occur at any time –
not just with normal accesses. Therefore, it is important that the design engineer have
reliable information about the number of actual accesses to the materi~, the most likely
source of this information is the monitoring system itself. Therefore, one of the first
identified requirements for the monitoring system in our example problem is to count the
number of accesses to the material. Furthermore, it would be useful if the monitoring
system could distinguish between the type of staff accessing the material; this is a
difficult problem and we will not attempt to address it in this paper.

For the sample storage facility in this report, Table 4 shows the fkequency estimates for
each target and threat combination. The threats are arranged in order of increasing
frequency of access. We assumed each threat would attempt a diversion of some quantity
of nuclear material with every entry into the facility.
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Table 4. Diversion Attempt Frequency Estimates for the Sample Storage
Facility

3%* wI!5’#g@Qti$ “. ‘ : ‘
W@ :

.’ ... ‘ >

141 kg UO, 2 attemptslyr 4 attemptslyr 12 attemptslyr 24 attemptslyr 48 attemptslyr
20% U-235

141 kg UO, 2 attemptslyr 4 attemptslyr 12 attemptslyr 24 attemptslyr 48 attemptslyr
10% U-235

Develop Conseciuence Estimates

Input Target List, Threat List

output Consequence Estimates Table

Description

Next, the design engineer estimates the consequence of each threat’s actions against each
target. The consequence is some measure of the (usually negative) outcome of a threat
action against a target. The severity of the consequence usually varies with the
capabilities of the threat. To perform this activity, the design engineer f~st constructs a
table to map the targets to the threats. The rows in the table are the targets from the Target
List, and the columns are the threats horn the Threat List (or vice versa). After
constructing the table, the design engineer fills in the table with a consequence estimate
for each target/threat pairing (i.e., cell in the table).

In the case of diversion, we have chosen to measure the consequence in terms of
significant quantities of material. We assume that this is a host-country engineered
diversion of material and therefore, if a staff member of any category is participating in a
diversion attempt, we assume they have enough training and resources to effectively carry
out the diversion. We decided, therefore, that in the absence of any monitoring system,
the consequence of any diversion attempt would be that all of the material would be
diverted. Recall that for 20% or greater enrichment of the Uranium 235 isotope, 25 kg U-
235 = 1 SQ. In our example, the canister containing the 20% enrichment material
contains 1 SQ while the canister with the 10% enrichment material contains 0.5 SQ.

For the sample storage facility in this report, Table 5 shows the consequence estimates
that were derived for the pairings of targets and threats.
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Table 5. Consequence Estimates Table for Sample Storage Facility
. ., .k : :. . . . . . \ ~.~~,
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141 kg UO, 1.0 SQ 1.0 SQ 1.0 SQ 1.0 SQ 1.0 SQ
20?40U-235

141 kg UO, 0.5 SQ 0.5 SQ 0.5 SQ 0.5 SQ 0.5 SQ
1()~oU-235

Compute Risks

Input Frequency Estimates Table and Consequence Estimates Table

output Risk Table

Description

Using the frequency and consequence estimates from the previous two activities, the
design engineer now computes the risks associated with the particular target-threat
combinations. Risk is generally defined as the product of the occurrence frequency and
the associated consequence.

The computed risks should be compared to a pre-established risk tolerance criterion in
order to assess which threat-target combinations need to be addressed in the design
process. The risk tolerance criterion is usually a “rule of thumb” and is very domain
specific. For example, in probabilistic risk assessments associated with safety of nuclear
facilities, a commonly used risk criterion is 1 x 10-6latent cancer fatalities/yr. In
principle, threat-target combinations for which the risk is less than the risk tolerance level
do not need to be addressed with a monitoring system.

We do not know if there is a commonly accepted risk criterion for diversion. Therefore,
we have arbitrarily set one of 0.1 SQ/yr. This criterion is identical to our performance
criterion because we happened to choose the risk of undetected diversion as our
performance metric.

Table 6 shows the Risk Table we constructed for our sample storage facility to hold the
new values computed in this activity. The risk values may appear strange to the reader
since they are so high and imply an annual diversion that exceeds the amount of material
in the facility. However, if the values are taken to be the rate at which the material could
be diverted as opposed to the amount of material that could be diverted, they accurately
represent the risk posed by the various threat-target pairs. All of the threat-target pairs
exceed our risk tolerance. Therefore the monitoring system design must address all of the
threat-target combinations.
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Table 6. Risk Table for the Sample Storage Facility

[
,, ,.’:;~ “....,, \ ~~T@#@x@Mk?ns’ ‘ ‘ .’” : ::‘. :

Target , Se&i?iw. ~ Rmi@x&
,:. ‘.: F@G+ .’.; , ‘..’...

141 kg U02 2 SQlyr 4 SQ/yr 12 SWyr 24 SWyr 48 SQ/yr
20% U-235

141 kg U02 1 SQlyr 2 SWyr 6 SWyr 12 SWyr 24 SQ/yr
10% U-235

Since the second target has half the enrichment of the fwst target and both targets are
accessed with equal frequency, diversion of the second target poses half the risk that
diversion of the first target poses.

Select the Desicm Basis Threat

Input Risk Table

output Design Basis Threat

Description

The Design Basis Threat (DBT) is the level of threat to which the monitoring system will
be designed. Generally, the DBT is the threat that poses the greatest risk. The
presumption here is that by designing a monitoring system to protect against the DBT, the
system should also be able to defeat all threats that pose less risk to the facility. An
important assumption underlying the assertion that it is sufficient to consider the DBT
alone is that the other threats use the same mechanisms to defeat the system but are less
capable and thus less effective.

In some cases, it may not be possible to adequately protect against the selected design
basis threat given other constraints (e.g., cost) on the monitoring system. In such cases,
the design engineer may need to choose a lesser DBT in consultation with his customer.

For the sample storage facility in this report, we used the process described above to
select the Managerial threat as the DBT. k the next step in the methodology, we will
develop diversion scenarios. We will limit our diversion scenarios to those involving the
managerial staff, but will develop scenarios for both targets since the risk associated with
both targets exceeded our risk tolerance criterion.

I
I
I
I

I
I

I

I

I

I

I
t

I

I

!

33

-. ..-–..—— —..- --—-. .... ..-:-. ... _ _.



> .. . . . . ... .- ..A_. .-. . >----- —’.

Scenario Construction and Assessment

In the fourth step of the methodology, detailed scenarios are constructed and assessed.
These scenarios characterize the conditions under which threats can acquire targets based
on the objectives established of monitoring system design for the problem of interest. For
diversion, the scenarios capture the ways that the targets can be removed from the facility
along the various pathways (arcs and nodes) of the Network Graph.

Activity

The design engineer will perform one activity in the Scenario Construction and
Assessment study

● Develop significant scenarios

A description of this activity follows, with inputs and output highlighted.

Develop Sicmificant Scenarios

Inputs Design Basis Threat (DBT), Risk Table, Pathways List, Network Graph

output Significant Scenarios (as Text Descriptions and/or as Event Trees or Fault
Trees)

Description

Beginning with the DBT-target combinations with a risk above the risk tolerance criterion
identified in the Threat Assessment, the design engineer constructs an extensive set of
scenarios by which the DBT can acquire the target(s) in question. The scenarios can be
specified as text descriptions, and/or as event trees or fault trees. Event trees present the
sequence of occurrences, whereas fault trees depict the chain of component failures. In
developing the scenarios, the design engineer can use the Pathways List in conjunction
with the Network Graph to follow the pathways to or from the target(s). The knowledge,
skills and access to the facility of the DBT should be considered during the scenario-
development activity.

When performing this activity, the design engineer can choose to develop scenarios for all
of the pathways defined on the Pathways List or just some of the pathways from this list.
The number of scenarios developed could be greater than or less than the number of
pathways on the Pathways List.

After constructing the set of scenarios, the design engineer should assess the likelihood of
occurrence and select those deemed most credible. The pruned set of scenarios is the
output of this activity and referred to henceforth as significant scenarios.
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Figure 5 illustrates an event tree and a fault tree prepared for one sample diversion
scenario (i.e., Cap 1- Door, which is the first pathway on the Pathways List for our
sample storage facility). The initial text description prepared for this scenario is as
follows:

The DBT takes off the cap from canister 1, removes the material, and exits the
facility through the door. (This scenario assumes that the DBT has access at any
time to the facility.)

Note that for the sample storage facility in this report, we constructed one scenario for
each of 28 pathways. To be conservative in our analysis, we assessed that all pathways
provided a credible means of diversion and thus our output from this activity consisted of
28 significant scenarios.

There may be some question as to why we include scenarios in which a wall, ceiling, or
floor has to be breached when our threat is on staff at the facility in question and would
most likely go through the door. In the absence of a monitoring system, the door is clearly
the most likely route for removing material and hence, one of the most obvious
monitoring locations. However, focusing a monitoring system on just the most likely
scenarios leaves it vulnerable to less likely, but still feasible, scenarios. We maintain the
other scenarios to ensure that they are addressed by the design.

Our diversion scenarios begin with the threat already at the target and follow the threat as
he removes the material from the facility. We did this for two reasons. First, we wished to
focus on the diversion-detection aspects of our sample problem as opposed to the
intrusion-detection (and hence physical security like) aspects of the problem. Thus, we
focused the scenarios on the removal of the material. Secondly, the threat in our case is an
insider and may be attempting the diversion as part of a normal access to the material.
Thus, it was not clear to us where the threat should be located for the scenario
development. As a result, none of our diversion scenarios considers the effort of
approaching the material distinctly fi-omthe effort of removing the material. There is thus
an implicit assumption that the threat uses the same path to arrive at the material and to
exit with it.
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Figure 5. Event and Fault Trees Constructed for Sample Diversion Scenario.
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Design Analysis

The fifth step in the methodology is Design Analysis. During this analysis, the critical
items to monitor are identified and briefly characterized.

\
1

Activity

The design engineer will perform one activity in the Design Analysis study I

. Define initial monitoring system characteristics

A description of this activity follows, with inputs and output highlighted.

Define Initial Monitoring-Svstem Characteristics I

Inputs Significant Scenarios and, if applicable, any of the following: List of
Important Nodes, Pathways List, Network Graph

output Items-to-Monitor List

Description

Using the significant scenarios developed in the previous study and, if desired, other
~

inputs that capture key elements or pathways in the facility, the design engineer first
prepares a list of items to monitor for the new unattended monitoring system. These items
generally are facility elements found in more than one of the scenarios (e.g., wall, target, I

door). In addition, important nodes identified during the Vulnerabili~ Assessment study }

should also be included as items in the list. I
I

Once the items have been identified, the design engineer characterizes each of the items.
[

This characterization consists of two parts:

. Strategic Monitoring Regions – one or more regions where sensors should be placed
to observe the item. Note that actual selection and final placement of the sensors
occurs in the Conceptual and Physical Design Studies, with optimization occurring
during the Performance Assessment study. 1

I

. Critical Measurement Parameters – type of data that the sensor(s) in the
corresponding regions should collect to ensure that the item is being adequately
monitored.

Following characterization of the items, the design engineer can capture all of the
information easily in a single table such as that shown in Table 7, which was prepared for
the sample storage facility. As can be seen, the items in the Items-To-Monitor column
have been organized into three groups (i.e., target, facility, and monitoring system). The
Strategic Monitoring Regions column lists all viable sensor locations to allow the design
engineer flexibility in siting and implementing the monitoring system. Note that as the
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overall design process is iterative in nature, any preliminary situating of sensors in the
Design Analysis study is likely subject to modification in later iterations. It is generally
preferable to speci~ the parameters to be measured in a generic way (e.g., mass or
radiation). The typical critical-measurement parameters with respect to diversion fall into
three major categories of containment, surveillance, and physical characteristics.

Finally, we note that once a monitoring system is implemented, it will also have to be
assessed for vulnerability to tampering and spoofing. Potential candidate items to monitor
for monitoring systems include sensors, transmission lines, data logger, and data storage
and processing equipment. Critical measurement parameters for these monitoring system
elements include data authenticity and tampering.

Table 7. Items-To-Monitor List

Targets: I I I
20% U-235 enriched I 142 kg U02, Canister 1 [ mass, radiation, temperature I

10VOU-235 enriched 142 kg UO,, Canister 2 mass, radiation, temperature I
Facility I I I

Canister 1 Cap 1, Case 1 I intrusion, motion I

Canister 2 I Cap 2, Case 2 I intrusion, motion I

Door Door, Interior, Exterior I intrusion, motion I
Wall (West) Wall (W), Interior, Exterior I intrusion, motion I

Wall (North) Wall (N), Interior, Exterior I intrusion, motion I

Wall (East) Wall (E), Interior, Exterior I intrusion, motion I
Wall (South) Wall (S), Interior, Exterior intrusion, motion

Roof Roof, Interior, Exterior intrusion, motion

Floor Floor, Interior, Exterior intrusion, motion

Monitoring System: I I I
none

I
.-

1
. .

I

I
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Additional Considerations. As determined for the sample storage facility during the
Threat Assessment study, the most likely adversary in a diversion scenario is an insider at
the facility. This insider could surreptitiously remove a sizeable quantity of materials at
one time or extract smaller less detectable amounts over an extended period. While
specifying a knowledgeable, well-equipped insider having full support of the host country
as the Design Basis Threat (DBT) is a logical choice, designing a system to defeat this
threat may, in practice, be an unattainable goal. Alternately, the design engineer may
consider how to best combine barriers, sensors, and procedures into the monitoring-
system design in a cost-effective manner irrespective of the DBT. Further, during the
Design Analysis study, it is important to also consider the impacts of implementing the
monitoring system and ensuring compatibility with the operational, safety, and economic
constraints of the facility. For the problem of diversion of nuclear materials, failure to
address such considerations could result in the host country’s rejection of the monitoring
system as prohibitively intrusive upon operations or costly in terms of implementation
and maintenance.
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Conceptual Design

During this sixth step in the methodology, the conceptual design for the new
unattended monitoring system is developed. The conceptual design describes the types of
sensors to be used and their general location in the facility. This study includes activities
for visually and mathematically representing the new system design.

Activities

The design engineer will perform the following activities in the Conceptual Design
study

. Assign sensors to arcs and nodes

Descriptions of these activities follow, with inputs and outputs for each activity
highlighted.

Assian Sensors to Nodes and Arcs

Inputs Network Graph, Items-To-Monitor List, Facility Diagram

outputs Network Graph (Updated), Facility Diagram (Updated), Items-To-Monitor
List (Updated)

Description

During the Design Analysis, the design engineer identified the strategic regions on arcs
and nodes where the sensors for the new monitoring system are to be located. Now, the
design engineer annotates the arcs and nodes of the Network Graph to denote one or more
types of sensor at each listed strategic monitoring region. This annotation process can be
enhanced by also speci~ng any additional attributes that might be useful for future
preparation of hardware specifications.

After the Network Graph has been annotated, the design engineer needs to identi~ the
data acquisition or archival equipment that will connect the individual sensor elements
into a unified system. These components can then be specified on the Items-To-Monitor
List under the Monitoring System category. Next, the design engineer can update the
original Facility Diagram (created in the Facility Analysis study) or create another Facility
Diagram to visually represent the sensors and related computer-system components that
will be apart of the new monitoring system.

For the sample storage facility, Figure 6 shows the Network Graph updated with the
sensors and corresponding attributes. The sensor-related data is italicized. We placed a
magnetic switch on the door and vibration sensors on the walls, roof, and ceiling to detect
possible accesses to the facility. The probability of detection values used for the magnetic
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switch and vibration sensors assumed an adversary with power tools [25]. We put an
electronic scale under each canister to detect any disturbance of the canisters, particularly
removal of the material. Finally, we selected two video cameras to observe access to the
canisters as well as the data acquisition equipment for the monitoring system. The
cameras are also used to observe tampering with each other. We used a conservative
estimate of the accuracy of the scale (O.1 kg) and guessed a probability of detection of
0.99 for it.

Figure 7 presents a visual representation of the new unattended monitoring system for the
sample storage facility.

Dooc Wall(W): Wall(N) wall (E) wall (s): Root Flooc
0.635cm 30.5cm 30.5 cm 30.5 cm 30.5 cm 30.5 cm 30.5 cm

22XI09 g cm/s* 2X109g Crn/sz 2xIo9g crrrk2 2xlo9g @s* 2xlo9g ~s2 2xlo9g c~s2 2xlo9gcds2
magnetic contact vibration sensor vibration sensor vibration sensor vibration sensor vibration sensor vibration sensor

0.80 Pd 0.40Pd 0.40Pd 0.40Pd 0.40Pd 0.40Pd “ 0.40Pd

Cap1:
0.635 cm

22x109 g crnki2

scalelcamera
0.99 Pd

Case 1:

/

Case 2
0.635 cm 0.635 cm

22XIO$Jg Crnlsz 22XI09 g Crnfsz
scalelcamera scalelcamera

C5
0.99Pd 0.99Pd

Interior-

b

Interior-
Canister1: Canister2

20%U-235UO 10%U-235UO

Figure 6. Network Graph of the Sample Storage Facility Updated with Sensor
Data.
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Figure 7. Facility Diagram Illustrating the Conceptual Design of the Unattended
Monitoring System for the Sample Storage Facility.
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Performance Assessment

The purpose of this step is to assess the performance of the proposed design and
modify the design as needed to achieve the desired performance. Estimates of system
performance are calculated and assessed relative to the pre-established evaluation criteria.
Should the system be found deficient, an optimization analysis is performed to enhance
the overall level of system performance. It should be noted that the measures by which we
have chosen to evaluate system performance could differ in other applications.
Consequently, certain parts of the study may have to be altered by the design engineer.

Activities

The design engineer will perform the following activities in the Performance
Assessment study

. Calculate performance estimates

. Assess system performance

. Perform optimization analysis

Descriptions of these activities follow, with inputs and outputs for each activity
highlighted.

Calculate Performance Estimates

Inputs Network Graph

output Performance Estimates Table

Description

This activity involves the calculation of numerical performance estimates for the set of
pathways. The algorithm for computing an overall performance estimate depends on the
performance metric chosen. In our case we chose risk of undetected diversion as the
performance metric. We compute the risk for each pathway and set the overall system
performance equal to the risk value associated with the pathway having the highest risk.

In a more complicated monitoring scenario, the number of paths maybe quite large. In
the work described in this report, we did not consider how to systematically reduce the
number of pathways needed to compute the overall performance. However, we believe it
is feasible for the design engineer to do so by examining how the overall performance
metric depends on the contributing factors in his model.

In order to calculate the performance estimates, the design engineer creates a new table to
store the results of the activity (see Table 8 for layout of rows and columns). The rows are
the pathways and the columns are the factors that contribute to the performance metric, as
well as the performance metric itself.
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Next, the design engineer fills in the columns. For the example worked in this paper, the
values in the Pathway-Ill column are the paths developed in the Vulnerability Analysis.
For each path, we computed the work to forcibly breach all of the barriers along the path.
The total work was the sum of the work on each element of the path, computed from the
product of material thickness and material yield strength. The calculation of the overall pd
for each pathway was done two ways, depending on the path. For pathways involving the
door, we used the probability of detection at the canister cap or case as the probability of
detection for the entire path. This is because the material is normally accessed through the
door and so a detection involving the door sensor alone is not sufficient to detect a
diversion. For pathways not involving the door, we determined that we only needed
detection by a single sensor in order to detect something suspicious occurred. Therefore,
the probability of detection is given by 1 minus the probability of failure to detect, where
the probability of failure to detect is the product of the failure to detect on each element of
the pathway. For example, for Pathway 5 (Cap 1 – Wall (W)), the probability of detection
is given by

F’d=1 – (1– 0.99)(1 – 0.40) = 0.994

Finally, the design engineer computes the risk of undetected diversion function for each
pathway. As stated earlier, we did not develop a quantitative model for computing risk of
undetected diversion but instead asserted that it was possible to do so. Therefore, in our
Performance Estimates Table, we simply asserted values for the Risk of Undetected
Diversion, assuming that the risk was highest for paths associated with lower probability
of detection and less work.

Table 8 presents the results of the performance estimates calculated for diversion
pathways of the sample storage facility.

Assess Svstem Performance

Inputs Performance Estimates Table

output None

Description

The design engineer should review the performance estimates for each pathway
calculated in the previous activity to determine whether the system achieves the desired
performance level according to the previously established evaluation criteria. For
example, the desired performance level is achieved for the detection of diversion in our
sample storage facility when the risk of undetected diversion for all diversion pathways is
less than 0.1 SQ/yr (our single evaluation criterion). The risk of undetected diversion
values in Table 8 are less than the predefine evaluation criteria, and so the conceptual
system design is complete. The design engineer should subsequently refer to the section
entitled “Related Analyses” at the end of this study.

. I
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Table 8. Performance Estimates Table for Sample Storage Facility
., ..” ?Wbabil]ty of Risk of

Pathwayidentifier ‘.’Wurk@@ : ~ i3eteotion-(PJ Undetected,., .,, Diversion’ .:. .
(!W&r.)

1. Cap 1- Door 2.794E+1 O 0.99 2.OE-2

2. Case 1- Door 2.794E+1 O 0.99 2.OE-2

3. Cap 2- Door 2.794E+1 O 0.99 2.OE-2

4. Case 2- Door 2.794E+1 O 0.99 2.OE-3

5. Cap 1- Wall (W) 7.497E+1 O 0.994 1.OE-2

6. Case 1- Wall (W) 7.497E+I0 0.994 1.OE-2

7. Cap 2- Wall (W) 7.497E+1 O 0.994 1.OE-2

8. Case 2- Wall (W) 7.497E+1 O 0.994 1.OE-2

9. Cap 1- Wall (N) 7.497E+1 O 0.994 1.OE-2

10. Case 1- Wall (N) 7.497E+1 O 0.994 1.OE-2

11. Cap 2- Wall (N) 7.497E+1 O 0.994 1.OE-2

12. Case 2-Wall (N) 7.497E+1 O 0.994 1.OE-2

13. Cap 1- Wall (E) 7.497E+1 O 0.994 1.OE-2

14. Case 1- Wall (E) 7.497E+1 O 0.994 1.OE-2

15. Cap 2- Wall (E) 7.497E+1 O 0.994 1.OE-2

16. Case 2- Wall (E) 7.497E+1 O 0.994 1.OE-2

17. Cap 1- Wall (S) 7.497E+1 O 0.994 1.OE-2

18. Case 1- Wall (S) 7.497E+1 O 0.994 1.OE-2

19. Cap 2- Wall (S) 7.497E+1 O 0.994 1.OE-2

20. Case 2-Wall (S) 7.497E+1 O 0.994 1.OE-2

21. Cap 1- Roof 7.497E+1 O 0.994 1.OE-2

22. Case 1- Roof 7.497E+1 O 0.994 1.OE-2

23. Cap 2- Roof 7.497E+1 O 0.994 1.OE-2

24. Case 2- Roof 7.497E+1 O 0.994 1.OE-2

25. Cap 1- Floor- 7.637E+1 O 0.994 8.OE-3
Ground

26. Case 2- Floor- 7.637E+1 O 0.994 8.OE-3
Ground

27. Cap 2- Floor- 7.637E+1 O 0.994 8.OE-3
Ground

28. “Case 2- Floor- 7.637E+1O 0.994 8.OE-3
Ground
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If, however, the risk of undetected diversion values had been larger than the predefine
evaluation criteria, the system would have required optimization to bring the risk of
undetected diversion values for all pathways down to the predefine performance level.
The optimization process is explained below.

(if armlicable) Perform Optimization Analvsis

Inputs Based on Activity Part (See below)

outputs Based on Activity Part (See below)

Description

The optimization-analysis activity involves redesigning or upgrading the current physical
design of the system to overcome noted vulnerabilities by implementing
countermeasures.

Using the Performance Estimates Table prepared in the previous activity, the design
engineer needs to determine the most vulnerable pathway(s) of the network. The most
vulnerable pathways are those pathways that fail to satisfy the performance criteria by the
largest amount.

Next, the design engineer specifies precise ways by which the current system design can
be modified to raise the overall performance level, focusing on the most vulnerable
pathway(s). The enhancements that the engineer chooses depend on the performance
criteria and any constraints imposed on the user by the customer or other impacted
parties. In our example, the design engineer’s customer is the monitoring agency. In such
a situation, the design engineer will probably not be able to change the physical design of
the facility but can modify his sensor selection, either by changing the chosen sensors or
by adding new sensors, to improve the probability of detection.

Once the engineer has chosen specific performance enhancements, he updates the
Network Graph to reflect the changes. He then needs to update the values for key factors,
such as work and probability of detection, for each of the affected pathways. Finally, the
engineer updates the performance measures (i.e., risk of undetected diversion in our
problem) for each affected pathway.

Once the performance measures have been updated, the design engineer should assess
whether the new values satisfy the evaluation criteria established for the monitoring
system. If the results are satisfactory, no further design changes are required. However, if
the performance measures do not meet the evaluation criteria, the design engineer should
iterate on this optimization process.

Achievement of the previously established evaluation criteria for overall system
performance marks completion of the system design. However, the design should be
continuously reviewed and reanalyzed to maintain or increase system performance in
response to component degradation and aging, modifications or upgrades to the facility or
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monitoring system, and ever-increasing threats. As necessary, the desiw engineer may
want to subject the new design to the rigors of the entire methodology once again,
beginning at the Facility Analysis or some further study along the way.

Related Analyses

In addition to the calculation of numerical performance estimates, several other
related analyses may also be conducted during the Performance Assessment study. A
cost/benefit study can be used to examine the incremental system performance gained
following the addition of each performance-enhancement measure. A normalized, relative
financial outlay is assigned for implementation of each measure, and the overall system
improvement or benefit is plotted versus the expenditure. The procedure permits trade-off
studies to be performed, allowing assessment of alternate approaches or a series of related
measures to achieve the same overall system performance. For example, it maybe more
cost effective to post several security guards rather than install video equipment to survey
a large perimeter enclosure given that the same number of personnel would be required to
observe the television monitors.

The design engineer can also use sensitivity analysis to determine critical parameters and
uncertainty analysis to define error bounds surrounding the system performance
estimates. In calculating the system performance measure of work for the sample storage
facility, for example, material yield strength was a significantly more important material
characteristic than material thickness, and was therefore a more critical parameter.
However, materials characteristics including yield strength are derived experimentally
and cited over a range of acceptable values, and uncertainty analysis maybe performed to
establish the appropriate ranges and associated error bounds of both physical data and
detived results.
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Conclusions

We presented a high-level methodology for the design of unattended monitoring
systems, focusing on a system to detect diversion of nuclear materials from a storage
facility. The methodology is composed of seven, interrelated analyses: Facility Analysis,
Vulnerability Analysis, Threat Assessment, Scenario Assessment, Design Analysis,
Conceptual Design, and Performance Assessment. The design of the monitoring system is
iteratively improved until it meets a set of pre-established performance criteria.

The methodology presented here is based on other, well-established system analysis
methodologies and hence we believe it can be adapted to other verification or compliance
applications. IiI order to make this approach more generic, however, there needs to be
more work on techniques for establishing evaluation criteria and associated performance
metrics. We found that defining general-purpose evaluation criteria for verifying
compliance with international agreements was a significant undertaking in itself. We
finally focused on diversion of nuclear material in order to simpli~ the problem so that
we could work out an overall approach for the design methodology. However, general
guidelines for the development of evaluation criteria are critical for a general-purpose
methodology. A poor choice in evaluation criteria could result in a monitoring system
design that solves the wrong problem.

A second topic that needs further investigation is how to balance competing
constraints. In reality, the design engineer has to balance constraints, such as cost and
intrusiveness, imposed by either the monitoring agency or the host. While we noted .
points in the methodology where the constraints would affect design choices, we did not
investigate general approaches to multiple constraint satisfaction.

A third area to be investigated is the development of guidelines for modeling facilities
and monitoring systems with network graphs. We chose to look at a particularly simple
example in order to illustrate the major steps of the methodology. However, real
monitoring problems may involve more complex facilities and the monitoring of ongoing
activities and processes. It is important to develop detailed guidelines foc the
development of network-graph based facility models, the level of fidelity required in the
facility models, the best approach for modeling the combination of the facility and the
monitoring system, and approaches for modeling the monitoring of processes.

While many details of the methodology implementation still need to be worked out,
the use of a structured framework such as that presented here offers significant benefits
over current practice. In particular, this methodology assists the design engineer in
systematically considering the requirements for any proposed monitoring system and
helps him assess how well the proposed monitoring system satisfies those requirements.
A design methodology also helps the design engineer capture any assumptions made in
the analysis and design process and analyze their impact on overall performance. The
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methodology presented in this report is a frost step in developing such a systematic
approach to the design of unattended monitoring systems.

.
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