
ABSTRACT 

Sandia LaboratorZes is developing an improved pl utoni urn protect ion 
system (PPS) to  demonstrate new concepts for enhancing special nuclear 
material s safeguards. PPS concepts Include separation of functions, real - t f  me * 

itan accountabil i ty  and improved means for control of material s , actiiri t i e s  and . , 

pessonnel access. Physical barriers and a secure cummunications network are 
designed into the system to offer greater protectton against sabotage, diver- a 

ston and theft attempts. Prototype systems are being constructed a t  Manfurd, 
Washington and A1 buquerque, New Mexico and w i l l  be subjected to  a comprehensive 
testing and evaluation program. 
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Sandia Labratori es is developing an impmved safeguards system to -, .$ . j  
demonstrate new generic concepts for t h e  protection and control of special 5 %  
nuclear materials (SNM) . These concepts are based on a "protestton-in-depthM - <A.I ... ) I  
philosphy whlich provides for a sequence of safeguards measures that must be . '3 :. 
defeated i n  order to steal ,  divert or sabotage SNM packages. The new pl~tonihn ' . :! - 
probctisn system (PPS) i s  highly camputerized and automated and is designed t o  , 

enhance detection and control capabi 1 -f t ies .  I t  thereby aids. and suppl ements . 3 k 
security fortes rather than replaces them. These forces are s t i l l  requiwd to , .-j 
assess any alams and fmplement apprbpriate responses to Counter any safeguard 
threaks. Hardware and software dwel opment activit ies are near-i ng cothpl etion. , ,:5J 

and. two Ssinctionql~y equivalent system, one a t  Nanford and the other a t  
, .  . . .,g 

A1 buquerque, are1 being constructed i n  order that these new concepts can. be .. . :4 
.1 

tested and eval uated. A t  Wanford, plutani um w i  IT be i ntrodlrcad in tu  the*. system . >i * r. 
"lQ 

utl192:lng regular operatin personnel . Thus, an aperational environment, 1 > 3 
ompl9h i n  a l l  details, w 11 he established i n  wh-ich t o  t e s t  and evaluate the '..: 

PPS. The Systwrls Iritegration Laboratory (SIL) a t  Albuquerque w i l l  pmrvtde a , 2 7 
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simul.ated operational envfroment i n  which the PPS will undergo more extensive - "? 
engjneerl'ng era1 uation and be subjected to  a variety of safeguards threats-. . .. <. I . "i 
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SYSTEM DESCRIPTION -, b,;! 
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The PPS consists o f  a three computer control center complex--the , ? #  
. ?  
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Material Accountabil i t y  Center (MAC , the Material Operations Center (MOC) and - . ! . . 
Dhe Securf ty  Operations Center (SOC --whf ch i s  desf gned t o  separate the ac~omt- - 4 
abili ty,  operations and security functions associated w i t h  a safeguards syStem. 
To t h i s  complex, a computer control center and appropriate hardware are added 
for each item contra1 area (ICAl--storage ar processing areas-within the system- 
A storage area and a container module packaging (CMP) room are the two 'ICA0.s 
i n  the current demonstration project. These areas are interconnected by a 
secure communications netwark, Figure 1 S~,Q,OYS the layout o f  tk dqonstratian 
faci l i ty  a t  Hanford. As many as eleven ICA's could be acc-ted .by the 
present MC/MOC/SOC complex. IMTR p ,  . Q#. . 
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DISCLAIMER 

This report was prepared as an account of work sponsored by an 
agency of the United States Government. Neither the United States 
Government nor any agency Thereof, nor any of their employees, 
makes any warranty, express or implied, or assumes any legal 
liability or responsibility for the accuracy, completeness, or 
usefulness of any information, apparatus, product, or process 
disclosed, or represents that its use would not infringe privately 
owned rights. Reference herein to any specific commercial product, 
process, or service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its endorsement, 
recommendation, or favoring by the United States Government or any 
agency thereof. The views and opinions of authors expressed herein 
do not necessarily state or reflect those of the United States 
Government or any agency thereof. 
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The MAC, MOC and SOC each conta in  a  MOOCOMP*' 11/26 minicomputer which .:, .' ' 

has a 1 vsec cyc le  time. These have a basi-c 32K, 16. b i t  word, f i e l d  expandable:::. '... 

memory. Memories i n .  the -  MAC and MOC computer have been expanded t o  64K. . I n .  . .  

add i t ion,  there are f i v e  Motor01 a  M-6800 .microprocessors i n  the system. These 
a re  located a t  the v e r i f i c a t i o n  chamber, the Secure Transport Module (STM) 
docks a t  the CMP room and the storage area, and one i n  each o f  the two e l ec t ron i c  
enclosures. Various per ipherals i n c l  uded i n  the  system are keyboard d isp lay  
terminals, d i sc  storage devices, magnetic tape un i t s ,  l i n e  p r i n te r s ,  a  card 
reader, dual tape casset te u n i t s  and te letypes.  

Cans contain ing SNM are placed i n  a  conta iner  module (CM) which i n  
add i t i on  t o  prov id ing add i t i ona l  sh ie ld ing  and secur i t y ,  contains an e l ec t ron i cs  
package which monitors temperature and pressure and maintains i t s  secu r i t y  
codes. These codes i d e n t i f y  the CM and ensure t h a t  i t  has been handled as 
author ized and has no t  been subjected t o  any adverse act ion.  The cans o f  SNM 
are placed and sealed i n  the CM's i n  the  CMP room. A v e r i f i c a t i o n  chamber i n  
the CMP room q u a l i t a t i v e l y  checks the weight and r a d i a t i o n  emission o f  the CM 
and e n r o l l s  i t  i n  the PPS. It i s  then placed i n  the STM, t ransported t o  the  
storage area, and then placed i n  storage. 

I n  the  storage I C A  a t  Hanford the re  a re  two secure storage modules 
(SSM1s) contain ing f ou r  cubic les made up of a  stee.1 base p la te ,  20.3 cm 
(8 inch)  s tee lc re te  s ide and back wal ls ,  and a  .1.3 cm (112 inch)  s tee l  door 
assembly on the f r on t .  The top i s  covered by a  s tee l  e l ec t ron i c  enclosure 
assembly which houses the  SSM con t ro l  equipment.. Wi th in  each cub ic le  there i s  
a  2.1 m ( 7  f o o t )  long, 45.7 cm (18 inch)  diameter carrousel which has 35 CM 
storage loca t ions  arranged i n  7 l e v e l s  of 5  each. A complete SSM i s  about 3.4 m 
(11 f e e t )  long, 2.7 m (9  feet )  high, 0.8 m (2-1/2 feet)  deep and weighs about 
10.8 tonne (12 tons).  

By appropr iate o r i en ta t i on  o f  the  CM storage loca t ions  i n  the car-  
rousel and alignment o f  the door opening, on l y  one CM can be emplaced i n  o r  
removed from the carrousel a t  any time. I n  add i t i on ,  the CM1s are p o s i t i v e l y  
locked i n t o  place. The secu r i t y  hardware i n  the storage area ( locks,  latches,  
switches, etc.  ). i s  con t ro l  l e d  by the I C A  computer. The CM, carrousel and SSM 
are depicted i n  Figure 2. 

The MAC/MOC computers are used t o  es tab l i sh  t ransact ion f i l e s  f o r  
operations w i t h i n  the  PPS. The who, what, when and where of each operat ion 
are  t ransmi t ted v i a  the secure communications network throughout the system 
and i n te rna l  checks are automatical l y  performed t o  va l  i d a t e  the t ransact ion.  
When an operat ion commences, the system con t ro l s  i t  and v e r i f i e s  t h a t  the 
proper personnel are'proceeding on schedule t o  perform the author ized operation. 
Only one operat ion i s  permit ted a t  a  time. 

I n  the absence o f  any operations, s e c u r i t y  and inventory  funct ions are 
performed. The system monitors the motion detectors  ( i n f r a r e d  and microwave) 
and secu r i t y  i n t e r l ocks  and t ransmits alarms t o  the SOC i n  the event i n f r a c t i o n s  
o r  in t rus ions  are detected. The guard a t  the  SOC ( t h i s  i s  the on ly  center 
t h a t  i s  con t i nua l l y  manned) assesses these alarms by means o f  the closed c i r -  
c u i t  TV (CCTV) and intercom systems and takes appropr ia te  response act ion.  
The guard a t  the SOC a lso v e r i f i e s  personnel i d e n t i f i c a t i o n  as they enter  and 
leave the storage and MBC/MOC areas. - 



The MAC maintains a rea l - t ime inventory  of items w i t h i n  the PPS. It 
con t i nua l l y  checks each carrousel l oca t i on  t o  ensure t h a t  the proper CM i s  
there and i n i t i a t e s  an alarm i f  any discrepancy i s  found between the data base 
and the inventory check. 

Personnel access cor r ido rs  are  provided for  the storage and MAC/MOC 
areas. These cor r ido rs  contain magnetic loop badge readers f o r  i n s t a n t  iden- 
t i f i c a t i o n ,  pressure pads, metal and SNM detectors, TV monitors, motion and 
space monitors and I D  booths. 

A t  the  I D  booth, a TV camera t ransmi ts  a p i c t u r e  t o  the SOC where the 
guard compares i t w i t h  a s l i d e  p i c t u r e  of the  i nd i v i dua l  t o  es tab l i sh  p o s i t i v e  
i d e n t i f i c a t i o n .  

GENERIC CONCEPTS 

The major new physical  pro tect ion.concepts  t h a t  are  being evaluated 
i n  t h i s  system are: 

1 .  The s ta tus and inventory  o f  SNM packages i n  storage a r e  con- : ,  
t i nuous ly  monitored by computer .. This ' provides f o r  a, continuous rea l  -t ime : 

inventory,  as opposed t o ' a  per iod ic  inventory.  Movement of mate r ia l '  i s  
.moni tored by the computer and i f  problems occur, the  SOC w i l l  be automat ica l ly  .-..  
n o t i f i e d .  

2. When author ized personnel a re  i n  the  storage area, t h e i r  access 
i s  l i m i t e d  on l y  t o  those SNM packages which are requ i red as p a r t  o f  the t rans-  
act ion.  

3. Transaction operations i n  the  ICA's are  cont inuously monitored 
and are constrained t o  be accomplished i n  a given t ime period. For example, 
computers keep t rack  of the t ime elapsed and i f  the package t ransfer  between * 
the STM and the carrousel i s  no t  accomplished w i t h i n  a se t  t ime i n t e r v a l ,  then 
an alarm i s  sounded. 

4. Pos i t i ve  personnel i d e n t i f i c a t i o n  methods are u t i l  i zed  t o  
guarantee t h a t  on ly  authorized personnel have access t o  the storage area a t  the 
t ime prescr ibed hy the t ransact ion data. 

5.  The PPS phys i ca l l y  separates the personnel who operate the three 
funct iona l  con t ro l  areas--operations , accounting and guard secur i t y .  The 
system requires t h a t  these 'con t ro l  areas agree a t  a l l  t imes t h a t  the t rans- I 

ac t i on  i s  proceeding proper ly.  . If they do no t  agree, the t ransac t ion  i s  stopped 
and guards are dispatched immediately. This i s  done f o r  p ro tec t ion  against  
i ns i de rs  who might des i re  t o  s tea l ,  d i v e r t  o r  sabotage SNM. 

6. Pos i t i ve  ~ r o t e c t i o n  b.v means o f  the STM i s  provided f o r  movement 
o f  CM's between the storage and CMP room ICA's. The STM contains a one-level 
carrousel .having f i v e  storage pos i t ions.  Rotat ion o f .  t h i s  carrousel i n t o  the 
neut ra l  pos i t i on  makes removal o f  a CM very d i f f i cu l t . .  ' . Further, the computer 
a l lows a l i m i t e d  time f o r  the STM t o  move from one l o c a t i o n  t o  another. I f  
t h i s  t ime i s  exceeded, guards are dispatched. 

I n  add i t i on  t o  implementing these concepts, the PPS i s  designed t o  
minimize rad ia t i on  exposure t o  operat ing personnel and provide means t o  detect  



tampering w i t h  the CM. 
. . 

. . .  . .  . . .  f ESTING AND EVALUATION 

Test ing and evaluat ion o f  the PPS w i l l  cons is t  of the operat ional  
demonstration a t  Hanford and supplemental work a t  Albuquerque. This work w i l l  
inc lude operations and engineering evaluat ions a t  the SIL, ana l y t i ca l  studies 
and des t ruc t i ve  tes t ing .  

The demonstration a t  Hanford w i l l  be 1 i m i t e d  t o  normal operations. 
I n  add i t i on  t o  canning and uncanning o f  the CM1s i n  the CMP room and movement. 

. 

o f  the CM's v i a  the STM t o  the ICA's, f i v e  types o f  operations w i l l  be con- . . 

ducted. These are deposit ,  withdrawa1,relocation w i t h i n  the SSM's, inspect ion1 
maintenance, and unoperative maintenance opera t ions . .  These encompass a l l  the  - - 

operat ions which might occur i n  a storage f a c i l i t y .  
. . 

A number o f  each type o f  operat ions w i l l  be conducted t o  develop 
s t a t i s t i c a l l y  meaningful data t o  ensure t h a t  software, hardware and procedural 
inadequacies do no t  e x i s t .  Furthermore, -any adverse.impact o f  an operat ional  
nature w i l l  be defined and compared w i t h  t he  improvements t h a t  are rea l i zed  i n  
the  1 eve1 o f  safeguards provided and the po ten t i a l  e l  im ina t ion  .9r m i  t i  gat  i o n  
o f  various operat ional  probl ems. For exampl e , the  r e a l  - t ime .j;riventory capa- 
b i l  i t y  o f  the PPS, i f  proven t o  be accurate and dependable may o f f s e t  the 
added operat ional  complexi t ies (canning and uncanning the CM, de ta i l ed  person.- . . 
ne l  and mater ia l  movement con t ro l  , lengthening of operat ional  times, e tc .  ) . i 

Deta i led r a d i a t i o n  exposure measurements w i l l  be made. These data 
w i l l  be analyzed t o  determine the reduct ion i n  exposure t h a t  i s  achieved. j 

The t e s t  and eva luat ion work a t  Albuquerque w i l l  emphasize vulner- i 

a b i l i t y  studies and r igorous engineering evaluat ions.  The SIL-PPS w i l l  be : . . 
subjected t o  a wide spectrum o f  th rea ts  and system responses w i l l  be c a r e f u l l y  
analyzed t o  ensure'. t ha t  adequate p ro tec t ion  e x i s t s  aga inst  these threats .  
Threats and defeat attempts w i l l  be i n  accordance w i t h  the s i x  concepts given 
, i n  the previous section. 

/ 

Attempts w i l l  be made t o  induce inaccuracies i n  the inventory  process 
by having one person t r y  t o  make hardware and/or software changes i n  the system. 
As author ized persons proceed w i t h  an author ized t ransact ion,  they w i l l  attempt .- . : 
t o  ob ta in  access t o  packages t h a t  are no t  p a r t  o f  the  t ransact ion.  Action. w i l l  
be taken t o  defeat the TV moni tor ing c a p a b i l i t y  and prolong t ransact ions t o  
determine system response. .False c reden t ia l s ,  erroneous personnel, "tag-along" 
personnel and "walk-ins" w i l l  be used t o  attempt t o  gain en t r y  t o  secure areas 
i n  the system. MAC, MOC and SOC operators w i l l  attempt t o  perform con t ro l  
funct ions which by design are not  w i t h i n  t he  c a p a b i l i t i e s  o f  t h e i r  operations 
center , 

I n  add i t ion,  ana l y t i ca l  studies w i l l  be conducted t o  a i d  i n  de f i n i ng  
the  l e v e l  o f  safeguard p ro tec t ion  t h a t  i s  provi-ded w i t h i n  the PPS. The system 
w i l l  a l so  be subjected t o  des t ruc t i ve  t e s t i n g  t o  determine the equipment needed 
t o  f o r c i b l y  defeat the system. 

,. 1 

The PPS has been designed and w i l l  s h o r t l y  undergo extensive test ing'&id 



,' . . .  

evaluat ion.  .Data obtained w i l l  be used t o  v e r i f y  t h a t  the concepts and . . 
. . . . . .design goal s establ  ishe.d for  the PPS a re '  co r rec t  and complete and t h a t  they . . 

have been sat is f ied.  Results w i l l  be analyzed t o  es tab l i sh  the need f o r  any 
changes i n  the system t o  co r rec t  def ic ienc ies  and make the PPS more cost-  
e f f ec t i ve .  

Figures 
1, PPS Layout .. . 
2. CM, Carrousel and SSM 

Abbreviat ions 
ARHCO A t l a n t i c  R i ch f i e l  d Hanford Company 
CCTV Closed C i r c u i t  Te lev is ion 
CM Container Module 
CMP Container Module Packaging 
ICA . I tem Control Area 
I D  I d e n t i f i c a t i o n  
MAC Mater ia l  Accountabil i t y  Center 
MOC Mater ia l  Operations Center 
PPS Plutonium Protect ion System 
SIL Systems I n teg ra t i on  Laboratory 
SNM Special Nuclear Mater ia l  
SOC Secur i ty  Operations Center ' . ' . . _. . ._ 

SSM Secure Storage Module 
STM Secure Transport Module 
TV Telev is ion 

Footnote 
* Modular Computing Systems, Inc. 
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