for preseuration ac the Seventh Anm

on Mounpling
» Ponmnsyivauia.)

*Rescarch spengoved by the U.S. Energy Research and Develop

Administra‘ion under

TICER N THE PAVLT TRLEE JUNGLE*®

131 Pittshurgh

SIS

HS! wd Simulation, April 26-27, 1574,

Paul Rubel

Send correspondence to:
Paul Rubel
Ozk Pidge Watd
PO, Bew

PBudicing

3-7449

20 Develg e
empl -
by ong e ~r: res.

OF Usefulnegy o >

ey of E
FIOES digq gy, "0, appanay, Pl tenrs
Wange payare. U TERIEsent 1y e IS Praduct o,
Prvaiely cumed rugipe, ' "0 1 U wouty

\

By accaptance of thas articte, the

Nar OF rLciprent atanGwlcdnes

pat:!
the \L.S. Government’s right to

retain a nonexclusive, royatty-rree
fizerise in ond 1O arty copynight

cavering the artizie,

ment

ontract with the Union Carbide Corporaiion.




DRAFT
PRubel
419776

ABSTRACT

-
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There is yet little evidence of serious efforts to apply forual re-
1iability analysis methods to =2valuate, or even to identify, potential
common-mode failures {(CMF) of reactor safeguard svstems. The prospects
for event logic modeling in this regard are examined by the primitive
device of reviewing actual CMF experience in terms of what the analyst
might have perceived a priori. Further insights of the probability and
riske aspects of CMFs are sought through consideraticn of three key likeli-
hood factors: (1) prior probability of cavse ever existing, (2) opportuni-
ties for removing cause, and (3) probability that s CMF cause will b2
activated by conditions associated with a real system challenge. Tt was

corncluded that the principal needs for formal logical discipline in the

-1y
&+

endeavor te decrease CMF-related risks are to Jdiscover and to a2ccount
strong "energetic" dependency couplings that céulé arise in the major
accidents uvsually classed as "hypothetical"”. This application would help
focus research, design and quality assuraﬁce efforts to cope with majcr

CMF causes. But without extraordinary challenges to the reactor safeguard
gystems, there must continue to be virtually no statistical evidence pertinent

to that class of failure dependencies.



INTRODUCTION

We tend to lose sight of the fact that the basic building block of
our present sophisticated reliability analysis methods is the random
independent failure of a component in a system. This is clearly a
simplistic view of real-world failures. Nevertheless, it has proven
enormously useful in the development of successful systems so complex
that they cculd not have been attempted thirty years ago. Surely a
major factor in that success is that the cngineering of reliable systems
has followed from the theory. A particular aspect of this is pertinent

ALk
to the theme of this paper, meitrmby, that deliterate efforts are nrade to
achieve physical independence of redundant system parts, not just frem
harmful conditions within systems but from external effects 2s well.

A measure of the achievement thvough traditional reliability methede,
and also their limitations, is the emergence of dependency-coupled event
sets as a relatively important source of cystem failures. These, too,
have beern reduced in number and potency through careful engineering and
quality assurance. Yet, the occasional appearance of an unexpected strong
dependency failure link in a vital system is cause for concern that other
such couplings may exist, possibly capable of defeating protective systems
at crucial times. Such defeats of redundant system functions are termed
common-mode failures (CMFs). They are the lurking "tigers" to which the
title alludes.

Common-mode f{ailures in nuclear power plants have been receiving a

great deal of attention in recent vears. We may ask wiy, then, has so

little emerged in the way of new enalytical msthods or adaptations of
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old ones that specifically address the CMF problem? Some 3nsights of the
coasiderable problem cifficulties are sought here through a selective review
of reactor plant CMFs, ewperienced and postulated, from the standpoint of
whether established analytical methods could cornceivably (1) identify and
evaluate the actual dependency couplings a priori so positively as to
justify corrective action; (2) call out the importance of special classes
of dependency coupling on which to concentrate design and QA aitention;
andsor (3) support evaluation or prediction of the general risk stemming
from CKMFs.

In most of the CMF¥s examined, it appearesd that fzult trees would not
have contributed materiaily o discévery cf the fairly obvious specifiz
causes., This cenfimms the view, held by many engineers, that tree-logic
analysis is not a substitute for engineering analysis. Moreover, the
generally low tfrequency of actual CAFs suggests that foruwal ireec analysis
would be larzecly redundant where high standards of conventional enginesering

and quality assurance prevail. But further consideration of the hypothetical

major accidents discloses real and compelling needs to apply formal logic

in the search for dependency couples. Thgfé are with regard to the 'complex

energetic" couplings whereby, for example, a weather exlreme or a major

} e .Lcr
component failure can directly impest many components, whose responses—
in some cas..”. failures—could, in turn, affect other componerts. To explore
and account for such effects methodically then becomes a prerequisite for
focussing the engineering and QA efforts by which components will be developed
to withstand unusual stresses, and suitable backup defences deployed. Another
promising adaptation scen for logic methods is with regard to minimizing the

+
18

potential for, and effects of, human errors under duress of plant upser condi

—————

lecus.
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GENERAL CMF PROBABILITY AND RISK MODEL

The prime concern over CHFs is how much they contribute to plant
accident riska., Some appreciation of the essential natuvre of CMF-related
risks—and of their large uncertainties—can be gained by examining the
elemental factors comprising the risk probability. Accordingiy, a simple
risk model is proposed which expresses CMF dependency couplings as condi-
tional probabilities. The CMF counterparts of component test, repair, and
reliability growth in the “random-independent' reliability model are
embedded in the expression,

The basic risk model for a particolar kind of failure. comnon-icode

or independent, occurring in conjunction with a particular initiating

event is:

. . _ i 1y ..
(Risk Rate) Ba[Pb;a}{ﬁlakaabk] ’

where,
33 = rate of occurrence of initiating event or conditicm "a",
[Pb’a} z (Pb(t) a} = probability of failure type "b", given "a"

= Pb(t), if failure type "b" is independent of "a", i.e., the

randon failure probability, Py

Pabk = Pabk(t) = probebility of an outcome/("k" which could

follow from "a' and "b",

"y "
K

Dabk = consegquences of the outcome
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The term {Pbla), representing a CMF, can be expanded to represent various

causes and opportunities for correction before "a" occurs:

P:I ~ CMF Susceptibility P:11 ~ CMF Susceptibility]
(p ,a] - is original or is « is not discovered"a&d x
t b introduced before corrected before "a
"a" occurs occurs
1. Design a. Tests, inspsctions®
2. Equipment selection b. Actual failure occurs
3. Manufacture under benign cendi-
4. Installation tions; cause then
5. Miscalibration corrected
6. Defeat by impreper c. Similsr failure cccurs
operation or remotely; common cause
maintenance ’ recognized, reported

and corrected, e.z.,
by revised ''task specs.

(Above apply to inde-~
pendent as well as
dependent fajlures)

(#Simiiar ro repair in
reliability theory when no
aqsfhl system improvement

is made; if a "permanent fix"
is made, it contributes to
reliability “'growth")

(CMF cause discovery more
subject to chance than is
ordinary component failure
which is subject to regular
test)

[p:111 - oMF Susceptibility]
is "activated" by condi-~
tions associated with
event(g) "a"

i. TFor original or "constant'
susceptibility, (P:III)<1
if it is not certain that
"a" will induce CMF

-
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ii. For progressive deterioration
that iancreases CMF susceptibil-
ity with time, (P:IIT){1 until
CMF certainty threshold is
reached; thisg corresponds to
"wearout™ in reliability model
of independent failures.

5tpmpl e
It should be apparent that the sjiagle product above does not convey the
actual branching of conditional probabilities of which [Pb[a] is ccmprised.

J

For a particuvlar CMF, "b", the more rigorous exprecssion is:

o la} = S(P:I) . SS(p:T1) (E(v: }
(Pban %(P.I)E.EE(P.ILELH\L.III;H-], .

where ¢, m, and n represant susceptibility, pricr correcticn and activation

and "a" cogcther.

eventrpr:babilities caortinent to

Not only are the sources of CMF-related risk evident in the above
expressions, but also the opportunities to reduce such risks. Moreover,
the latent nature of many CMP "susceptibilities" supgests that, even when
given tne proper initiating conditiocns, there may be a wide range of
uncertainty regarding CMF occurrence probability. The total risk rate,
independent and CMF-related, includes an almost limitless number and variety
of condition-susceptibility couples, all summparized in the deceptively
simple expression:

-

i te = z8, |2fp.13) (2P, . D, ),
Risk Rate iﬂl j{PJ, )[k leDIJK]I

L
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where i and j stand, respectively, for all the individual "a" and "b"

in the preceding expressions.

T Gkl CATE

- CMF Experience -

A recent study’ at ORNL reviewed reactor CMF experience and classified
rEspensivic
CMFs according to type of dependency coupling mainly repadiraebte. Most of
the cases selected to represent dependency classificaticns in the repor
of that work are summarized here in Table 1. A few other examples from
industrial experience are included in the table to illustrate particulariy
obscure couplings. .

The porential risk probability elements are then rated subjectively
for most of the cases in Table 1, according tc the CMF probability expres-
sion described in the precedirg secticn. Thus, 2 subjective estimate is
madle of (P:7), the prisr probability of a depeadeunecy haviag existing; of
(P:11), the probability such a dependency is not removed before challenge;
and of (P:1iI), the probability that & safety-significant challenge of the
required kind would "activate' the dependency to cause an actual CNMF.
Accident risks associated with each case mie discussed.

The likelihood estimates represent no more than my own curso:ry evalu-
ation of conditions pertinent to events which did or could have occurred.

I attributed rather high likelihoods to the (P:I)s in order to allow for
other pessible errors which could have created the same kind cf dependency
couple that was observed. However, most of the (P:I) X (P:II) products
reilect the opinion that there is little likelihocd that significant couples
will remain until an "activating" challenge occurs, a sitvation which seenms

consistent with operating experience. The rick discussions peant cut



Table 1.

Common-mode failure experience:

Risk Aspects

CMF event descrip-

(P:1)
Estimate of prior

(P:11)
Fstimate of proba-~

bility that depen-~

(P:III)
Estimate of proba-
bility that safety-

significant challenge

ict* (see Ref . 1 probability of dency is not removed {will "activate" de~
anle ss otherwise dependency evezﬁ before scrious pendency to cause Accident risk
neted) Dependency couplings| existing challenge actual CMF Implications
L. Two series-re~{ --Component appli- |0 to 0.25 for any {0.2 to 0.5 1.0 (Risk was eccomie)
Juncant valves avel  cation similar application (CMF is source of
intended to prevent) ~-Systemdesign (Each) (to evoid error challenge and removes
flev of nitrogen valve requires pousitively requiras protection)
to veactivity con-| appreciable AP to | that designer fully
trel cctivator. geat; correct leak- understands the AP
Lentaga Leused tight closurc cf reguiremant.)
inpropes wotion of either valve, or
2¢tovator, which its swmall leak, .
alii ¢ have resutted]  precludes adequate )
inarehnctivity seating AP for the
trotsient if ingi- othar valve.)
Jdoni haa not cucur~

inrine ghut~
2. fureral elec- ~~Couponent common 0.01 0.01 0.01 Sepligible risi:
trocel relays in manufactariag de- either fafilurzs ave
e irste‘latlon fect (pxlmor ap- distributed widely
:tr(k losed during} plied to pole . in time or coadition
Mant precperation~|  pieces wias not s discovered and
1 testing. properly cured).

Szvernl control
wli janzed in their
surcud tubes in a
26t reactor.

ical design of
core asserbly.

~-Inadequate mechan-~

0.001 to 0.25 for
designfof variouvs
difficulty or
compiexity

0.01 to 1.0, depen-
dency or reason for
Semming.

0.01 to 1.0, dependency
or reason for jamming.

correct;d.

Experience supgests
that probability of
mueitiple fallure in
conjunciion with
actual challewse
small; if ceome=-
quences serio s, back-
up shutdown fa:ilitics

b

&)

would be provided.



Table 1. {Cont'd.)

CM? event descrip-
tion* (see Ref. 1
un..ess vtherwisae
0o ted)

_{ Dependency couplings

(P:1)
Estimate of pricr
probability of
dependency evest
existing

(P:1L)
Estimate of preba-
bility that depen-
dency is not renoved
before sevioas
challeage

%

(P:11I)
Estimate of proba-
bility that safety-
significant challenge
will "activate' de-
pendency to cause
actual C¥F

Accident risk
lmplications

4. Gross miscalil-
bration of safety
system flow elements
du to incovrrecr
dunensious of com-
mot fiow venturdi.
3 Keaistance
tenperatures broke
of T in ccelant fiow
stream during first
fivr weeks of pre-
operational test-
i}l;;.

Reastinly

6. Reheatdng con~
rel plate guide
brurings wore ex—
censively; several
fo:led in service
{no actual cperating
difficulty was
exper ienced) (Ref.
9}

7. Emergency

en sinz-generator
ovpheated and
tiypped out of

wrvice,

—-Design error

--Design deficiency

~~Design deficiency
(Obscure flow in- -
duced vibrations
were not anticipated.)

Contoaminalion
~~Gont-intation

{picces of fish clog~
gexd engine cooling
passages)

0.C01

0.01 to C.1 for any
similar application

0.01 to 0.1 for any
similar application

0.001 to 0.1 for
similar systemsy, all
contaminants

0.7001 to .2
(higher limic is
for slower weaken-
ing)

0.01 to 0.1

0.00%1 to 0.5, de-
rendency on load
test frequency and
cdegree of clegging.

J

1.0
(Signifies merely
that CMF cause is
continuous until
delibarately re-~
moved.)

0.001 to 0.2 (higher
limit is for transient
stress, associlated
with challenge,
causing failure)}

0.001 to (.01

0.1 to 1.0 (high limit|
signifies independence
fromchallenge condi-
tions)

Essentially 9 proba-
bility that :his
condition cotiid car-
ry over into reactoy
opevation.

Essentially O risk
tecause of vory low
protability of aul-
tiple failure in
conjenction vith
challenge; a.so
some RTD elenents
"fail safe" . and
diverse backup pro-
tecticon is provided.

No evidence of poter
tial scram failerea
if there had keen,
there would 51l be
only a small probtau-
Hility of multiple
failure in conjunctic
with challengyes alsc
diverse backvp stut-
down facilities pro-
vided.

Minor visk iacrement
corresponding to over
all rcduction of emer:
gency power supply re
liability by porbaps
a factor of 2,



w@pble L. (Leat'd.) 3

(P:I10)
(r:103 Fstimate of proba-
(P:1) Estimate of proba- ;bility that safety-

CMF event descrip- Estimate of prior |bility that depen—- |significsant challenge
tion® (see Ref. 1 probability of dency is not rewoved {will "activate"” de-
un:.i:ss otherwise dependency evewm hafore serious pendency to cause Accident risk
roved) Dependency couplings|existing challenge actual CMF Implications
3. Ynergency en- |--Contamination, 0.0CL Lo 0.1, de- 0.001 to 0.C1 1.0 (sipnifies merely | With customary regu-
s ine~generator "injected" pendéﬁ@} on "gquali- that CMF rcause ic in~- ) lar weekly startup
fziled to crank on|--Human error, main-|{ty" of maintenance dependent of challenge)] tests, there ‘5 only
mest ostars attempt)tenance (wrong lubri-effort. very small probabiliit

cant used op ring of multiple f3ilvre

gear; starter pinfon in covjunction with

did not engagpe) challeane.
7. Two control --Contamiration, ¢.01 to 0.1 0.001 to 0.01 1.0 (signifies merely | Nepligible risk jn-

vods failed todrop}"built—-in" (fxcess | that CMF cause 1is 3in~ | crement (similarx ¢o

{1 sinmulated scramjepoxy material was dependent of challenge}i case 2); also actuatl
Teel, applicd dering main- . . failure burdeas tack-
tenan:e of clutch up shutdown srstem,
device)
. Bydraulic com-l--Chemical reacticn 0.001 to 0.1 0.001 to 0.01 0.001 to 0.1 Essentially Q@ risk.
ceodlers of steam !{moisture in hydrau=-
aives nalfune- lic fluid reacted with
tiored. fluvid to produce acid
which caused corrosion
lwhese products dam-
aged serve materiag
surfaces.)
Ti. Fxcessive heatj~~Thase change 0.1 {(No safety Jeopardy involved) (Economic loss sus—
due to fuel concen~| (uranyl nitrate so- tained)
tration burned lution in water sus-
“hrcugh barrier tained localized

»2ivcen cora and (phase change)
bilerket regioa of
LaC agueous homo-
LefCous reactor

‘no tcoference pro~

wided).




in

Table 1. (Cont'd.) 4.
DIi1ID)
(P:11) Estimate of preoba-~
(P:1) Eistimate of proba- |bility that safety-
CM) event descrip- Fstimate of prinr bility that depen=-

ticn¥* (see Ref. 1
uniniss otherwise
noted)

Dependency couplings

probahility of
dependency even
existing

R

dency is not removed
before serious
challeng.

will "activate' de-
pendency to cause
actual CMF

significant challenge

Accident riak
Implicatinns

Lealer pipe af<s
Je~r rupture in
foss5il-fueled

pow:r plant, vin-
tag: 1943 (Ref. 9).

ag 2

13. Three emer-
genty engine-gen-
eri:ovs failed to
ioad due to
slo7 action of
spe:d governors.

s me

14, {¥ot a spe-
cif ¢ instance).
Yoiswure condenses
idle electric
TONOT 0Y feaerator
and reduces di-
electric streagth
c¢f iipged electrical
insniatiory ma-~
chine fails when
gmes-ged, usually,
stortup. (undocu-~
rea .ed)

4

--Phase change
(Graphite
in alloy steal led
toBwdule formation
that weakened mate-
rial)

--Design deficienry
~-=-Zinvironment

(Insufficient heating

provided in enpine
room for extreme

outside coldy gov-
ernors sluggish due
to low temgerature)

~~Tnvironment (mois-

ture)

--lesign defliciency
(neglecs to apply
enclosed machines
or neaters in hous-
ings of open machines)
~-Maintenance defi-
ciency (neglect to
maintain heaters or
conduct dielectrice
tests)

migration

0.001 to 0.1
-~(Hlaborate preca
with reactor wes

0.01 to 0.1 for
similar installa-
ticny allows for
possible inade-
quate maintenance
of hcaters.

0.0%1 to 0.1

0.01 to 0.2

0.01 to 0.5

0.0 to 0.5
~-(high 1limits are

0.001 to 0.2

|
itions taken to preve%t similar problems
el snd primary pipinw)

b

0.G01 to 1.0 (High
Timit is for cold
weather causing loss
of offsite power)

0.01 to 0.1

Yor gross mis-

applicarions of ejuipmcnt)-—

Reactor counterpart
is Loss of Ccolant
Accident (1.0CA),

for which risk is
evaluated in the
Reactor Safety Study,

reference 3.

Appreciable risk
increment; proba-
bility of cffsite
power loss is rela-
tively high during
extreme cold weuther.

(Cendition widely
recognized in desicn
practice and perti-
nent criteriz).
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Taele 1. (Tont'd.

)

(P:II1)
P:I1) Estimate of proha-
(:1) Estimauu cf proba- |bility that safety-
CMF event descrip- Estimate of prior bility that depen~- signiflcunu challenge
tiya% {see Ref. 1 probability of 2 dency is not rewoved jwill "activate" de-
unia2sa ocherwise depeniency ever ™ before secious vendency to cause Accident risk
not 2d) Dependency couplings|existing challenge actual CMF Implicaticn:
ne-gener-1 ~~Inadequate testing 0.61 0.6001 to 0.01 G.001 to 0.01 Small dncrease in
ed to (human factors) overall probebility
startug of one engine fail-
redun~ ing to start on
Tter demand.
ailed,
different

16,

Ingine~gener—
atee rejected load
and surged repeat-

ediy. (undocument-
124)
17. Contact-making

metzrs would not
"make' at setpoint
unless signal
approached this

‘7 lag rapidly.

18, All rods
Zalled to scram
or lemand.

~=(Discovered during
correct test on one
unit, i.e., noactual
CMF occurred)

-~Component applica~
ticn

~~Inadequate testing
(condition allowed
to remain for long
interval)

--Design deficiency
Saeck circuit per~

mitted via failure
of single component)

0.001 for general
load rejection on
two independent
units. )

0.001 to 0.1

0.01

0.01

0.01 to G.5

0.01

0.02 to 1.0
0.1 to 1.0
1.0

If this condition
occurred whexre two
engine~gencrsior

uvnits woere prrellel

there would very

probably be z delay
in the availsbility
of the unfziled unit

Appreciable risk
increment.

Appreciable risk
increveﬂt, ccrroe-
sponding to diffcr--
ence in reliabilivy
between cembined
primary and secondar
shvtdown systems, an
secondary elene; in
this case scoendary
svstemdi¢ function
adequuately.



table 1. (Cont'd.)

— e

CH4F avent descrip-
tion® (see Ref. 1
unless otherwise
noted)

Dependency couplings

(P:1)
Estimate of rricr
probabiliny of
dependency =veﬂ
existing

)

(P-TI)
Estimate of proba-
bility that depen-
dency is not remcved
before serious
challenge

{(P:11I)
Estimate of proba-
pility that safety-

significant challenge

will "activate" de-
pendency teo cause
ctual CMF

Accident risk
Implications

i3. Control r
vittdrew on "In
cort' signal,
2iY.  Erroneous
Indizatiens of
laval in pres-
surizer vessles
¢ of 3 channels.
21. Tigh flux
protection de-
teatad, failure to

seran of HTRE-3.

2.
powe:

Protected
distribution
usrormal supply

intecrupted and
mglae~generators

d aot start ox

essune load.

)_' <l

~ .~

~~Design deficiency
(unrccognized capa-
bility of Z-phase
rod drive motor to
operate single phase)
with second
phase encited from
other lcad elements,
vhan one lead was
disconnected)

i.e.,

~~Design deficiency
(allrwed partial
loss of pressure in
commnon reference leg
to aifect signals

in rodundant level
instruments)

—--Design
(noise filters
output of flux am-
plifiers limired

output 91bnq‘)

error

—-Design deficiency
(bus trip caused by
overvoltage, which
did not initiate en-
gine start since

undervoltage was re-

quirer; UV relay on
transforimer secondary

instead of orn bus)

0.01

.01

0.01

0.01 to 1

0.01 to 0.2

0.6001

G.01 tn 0.5

(Not Applicable)

1.0

1.0

0.001 to 0.1

systemn.

Nagligible risk ia-
crement; diverse
protecticn provided.

(Core melt occurred,
with economic conse-
quences).

Negligible ritk in-
crement; probsble
effect is shoiv d=-
lay in power zvalil-
ability at bus.
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CMY event descrip-
tio1* {see Ref. 1
unlass otherwise

Eatimate of prior
probability of
dependency even

bility that depea~
dency is not removed
boefore serious
challenge

ro::d) Dependeuncy couplingsjexisting
3. {(Not a spe- |--Deasign deficiency (G.5%}
cific instance). (lack of understand-

{iro1ps of motors
on ¢ ammon ungrouad-
od wultiphase power
supaiy fail "simul+
tanwusly" (Ref.
105 .

24 . Cable tray
fir.: and subse-
gu2t reactor shuat~
cowly manually
cou:rolled core
coo'down {Brown's
Fer-v Plant, 1975)
4y,

ing of complex reso-
nant condition prior
to sbhout 1947)

--Inadequate design
(lack of adequate
five-fighting fa-
cilities; cable se-
paration problems,
etc.)

-~Maintenance error
(flare test for
barrier leak)

(*For unground

significant challenge
will "activate" de~-
pendency to cause
actual CWMF

(Cont'd.) 7 )
{(P:111)
(Pe11) Estimate of proba-
®:1) Estimate of proka~| bility that safety-

Accident rich
Inmplications

(1.0%)

(0.0001%)

d networks, which wgre prevalent

up to 1950; present probabilities are virtually

J.

0.001 to 0.1

0.1 to 0.3

0.0001 to 0.5
(extreme variability
represents spectyum
of safeguard mal-
functions which could
result from cable
firve)

{Condition recog-
nized in design
practice and
industrial coles).

Appreciable risk in-
crement; burdan of
shutdcwn cooling
rlaced on backup
facilities.

- ———



DRATT

PRubiel
4/8/76

=3

where the consequences asscciated with even the remote chance of a CMF
have been sufficient reason to provide diverse backup facilities, e.g.,

for emergency shutdown of the reactor (e.g., items 3, 9, 18).
CMFs POSTULATED IN REACTOR SAFTITY ANALYSER

Much of the controversy over reactor safety falls within-the broad
purview of common-mode failure. Table 2 summar3zes the principal kinds
of dependency couplings which could conceivably dominate the outcomes of
several postulated accidents of LWRs. HNotable is that all except perhsps

the ATHS involve "energetic" events which may afiect many components in
o ~ A ks

different ways and ton different degrees. The other potential wajor common
risk factor is design ignorance: (o remove uncervtainties in matters of

ECCS performance and design to withstand seismic forces is the objiective

of extensive aralytical and test programs.

ANALYSES TO IDENTIFY POTENTIAL CNFs
AND EVALUATE ASSOCIATED RISKS

There is no curestion that any given common-mode failure or failure
dependency can be dez-ribed by any of the familiar reliadbility logic
models. Likewise, the use of conditional probabilities te vepresent
knoun dependencies is convenient and straightforward. Of interest here,
however, is how useful these formai analytical tools might be in finding
potential CMFS,'a pricri, and in.deciding which are sufficlently important

risk ceutributors to warrant special efforts to reduce their effects.
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Table 2. Dependency couples in hypothetica

1 accidents

Initiating Fvent Type

Dependency counles that affect risk rate

Problem treatment in safety analysec

Ant1c1paten Transients
out Scram" (ATWS)

Zarthquake

Yissile from steam

v*biﬁe failure-disas-
semoly

S P AN VL Y iy M A Sty vt

w v v

a) Condition " Without Scram”

e is given,
i.e., {P:No Scram) 1.¢. Although this

includes all likelihood that stress
aspect of plant transieut is a factor in
protection system failure, no strong CMF
coupling is evident from the engineering
analyses.

Coanditions devéﬁ%ing from ATWS pres
rizorous challenges tou cafeguard systems
than if scram was accomplished. If

calepuard systems design LhHﬁs limit
violated by tramsient conditions,

would imply a strong CMI' coupling.

b)

any
ig

this

a) "Energetic” coupling te scismic motiohs
involves all plant components; degree
varies greatly duve to different seismic
chargcgetlvtlcs- ability of structure to
absorh, traDQbﬁﬁa, or awplify motions; ete.
Structure and cemponents desipns lavgely
determine strength of CQMF couplings.

b)

a)
b)

"Energetic"
Design
cation
riers.
Design of turbine with respect to strue-
tural safety margins.

Operation and maintenancez of turbine, e.g.,
to assure balsnce, clearances, etc.

coupling via missiie path.
of plant with regard to turbine lo-
and orientation, and missile bar-

c)
4

oY other

ont more

Purpose of analysgg with arbitrary "no
seram' are to evaluate safepuardsystems
capabilities to prevent cr mitigate acci-
dents. This is a determinatic exercise.
However, the results are to aid in deciding
whether reliabilities reasonably achievable
lwith the present L¥R shutdown systems are
adequate, or if diverse-redundant systems
are desirable. (e.g., kKef. 11)

Principle concerns are (a) earthquake
intensity vs plant lecatZon as basis for
seismic design and component qualification

and {b) validation of seismic analys=is and
desipgn methods; these are focus of safety
cfforts. (Ref. 12) xE3e28

Target strike probabilitles are calculated
on basis of ejection veloecitias, angles,
etc., given turbine faiiure occurs.
trvation and damage
listic formulae.

Pene-

ars derived {rom bal-

(Refs. 13 and 143
NSFE=TT L
NS1o~% of 433




~abte 2. (Cont'd.)

Initiating Event Type

Dependency couples that a{fect risk rate

Prctlem treatment in safety analyses

4. Loss of Cooling Accident
(LOZA) in PWR due tc pipe

failure located so that
nacy coolant pump over feees
wnd its flywheel fractures.

ri

c
RN

plast structure,

(.. Loss of Cooling Accident
{L0ZA) -~ Major.

- -

speids

Airplane crash on reactor

a)

b)

a)

b)

"Erergatic" coupling via missile path
such that low pressure injection systen
pipe is ruptured.

Design of plant with regard to pump loca-
tion and erientation, aand missile bar~
rievs.

"MEnergetic” coupling via aircraft impact

point, speecd, weight, angle, etc.
Design of plant with respect to akility

to withstand impact
YEnergetic" coupling via fire feollowirg
jwpact.

Physical factors which cocld defeat func-~
tion of Emergency Core Cooling Systen
(ECCCS), assuming system operates.

Overall event sequence (LOCA - LPY failure)
probability estimated at 1.3 x 107% per

reactor-year. (Ref. 3)

RSS EE?{%Z//'
Appestd. IV

o« 68

Probability of impact on contalnment vessel
formally estimated for 'representative" site

as 3 X 10”° per reactor-year.

Extensive probabilistic risk analysis.

15)

(Ref. 3)

RSS Append.
111, p. 101

(Ref.

Deterministic analyses of core and extensive
test programs to establish or validate

calculation parameter.
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A brief review of the logical procedures generally used to identify

Event Logic Mcdeling

system failure causes will indicate how each method might perceive CMF
dependencies. The simplest of the methods is the popular Failure Mode

and Effects Analysis (FMEA), to which is sometimes added consideration of
failure cause (FMCFA). This is no more than a format for listing component

or system failure and malfuncticn modes, and how each affects other system
parts or functions. As such, it is more-or-less limited by the analyst's
understaitding of systems and equipment, and his perception of the more

direct functional relationships smeng them; it is unusual in FMEA practice

to trace brenching effects more than one or two steps, or to probc extensively

for obscure failure causes. One interesting variant of FMEA is "Sneak Circuit

liching what the name implieg;

"3

Anzlyeic,"? a computorized technigue for accon
ite application is not vestricted to 2lectrical circuits.

In concept, event {(or "decision') tree logical structuring of events \
reag@bles FMEA. That is, event trees help the analyst explore event paths }
devolving from defined initiating events cr conditions. In applications such '
as the Reactor Safety Study,3 use of the method has been restricted to
sequences of major events, detailed expansions being done by subsidiary
fault trees. The logic structure of this method is apparently well suited
to exploring ir depth the eifects of any component failure or other condi-
tion., However, it is correspondingly capéble of encouraging cie analyst
to introduce trivial branches which distract from, rather than focus on,

potentially important failure dependencies.
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By contrast, the fault tree represents a deductive logical process
whereby an undesirzble outcome of significance in postulated first, and
then 2 search is undervaken to identify event combinations which will
produce that outcome. The acceptance that this method has achieved is
due largely to its facility for showing jusi which combinations of compo~
nents are essential to successful system or mission performance. One
evident way that this capability has been used to attack the CMF problem
is to screen and reduce the number of component combinations among which
it is worthwhile to search for failure depend-oncies. Some arguc, however,
that {inding such combinaiions is a minor problem compared to that of

discovering—or recognizing——obscure coupling mechanisms.

? frent
Logic Models vs Actual CMFs (;;bﬁajg i
4 "’4«,4;&.--
The examples summarized in Table 1 represent a sampling ¢t 'practical®
CMF experience. These are reviewed below in terms of whether, or to what
approximaticn, theyv cculd have been anticipated by the event-legic analyses
just described. The cases are grouped for discussion purposes according
to caussal factors which are disposed toward discovery through particular
kinds of prior knowledge or reasoning:
A. Readilv Appareat Errvors or Omissions in System Design
From an enginecring standpoint, it seems that the design deficiencies
underlying cases 1, 7, 13, 14, 17, 19, 20, 21, 22, 23, and 24 couldéd—perhaps !
ras j
should—have been discovered by careful reviewers with a good geeph of the /

equipment involved. If it was lack of organization of design reviews that
occasioned some rather obvious failure causes to be overlooked, then FMCEA

discipline might have benefitted such efferte. Regarding case 7, analysis
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would not be expected to single out the agent that clogged the engine
cociing system; instead) the general need for coolant water quality contrel
e,../.(—a LY2 o 4
would have been ssdled-est. Similarly for case 13, engine governor perfor-
mance probably wgld not have been identified within the general reguirement
for engine environment control. Cases 1, 14, 17, 19, 22, and 23 exemplify
needs for the spacialist's knowledge of obscure problems peculiar to various
systems and equipment; I venture that not one in ten recent graduates in
electrical enginearing have even heard of the "rescriking zround fauit" (No.

23}, which is one resson why ungrounded distiibution systems are now con-

sidered tad practice. Csse 18 was iuncluded in rthis group despite the very

small likeiibood that its "snezk circuit" canuse would have been found in eny
ordinary review; the sneak circuit was discovered, however, in an ¢xercise
to demonstratc the "Smeak Circuit Analysisz" methed, conducted after the
incident. Regavding case 24, the Brown's Ferry Jire, subsequent reviews'
brought out the obvious need for improved fire prevention and control
facilities. Overall, a striking aspect of the above cases is that the
“computer apprcach” to systems reliability analysis, i.e., simply tc assume

various combinations of components failed, would not have vielded the

lightest clue to the existence of these CMF causes. In several cases,

n

there was no actusl conpeonent malfuncticn while in others the failure or
malfunction of a critical compunent was due to an obscurely (but strongly)

coupled conditicn.

B. Prior Ccmmon Dzficiency in Ccmponents

Cases 2, 4, 5, 9, and 12 are characterized by component problems of
unusual kinds. Concerning case 2, reliability analyses would routinely
consider stuck relays, but for scverzi te stick concurrently would bo

Afemicand Ao CrAan TmMnrAnaniac Kamy LAty tAr aoraval YN atomante A
00 H . = - Tornl S0l M nte ©
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break off within a short time span as in ¢ = 5, or for several rods to

fail simultaneously to scram as in case 9, would also seem highly unlikely

-~

No failure occurred in case 4, impreper dimensions

header
of a common flow element. Case 5, steam beadar failure, was due to an

from independent causes.

unsuspected metallurgical condition which decveloped in service. While
none of the usual analyses secm suited to predicting these CMFsz, a special
kind of event tree has been used to find whetlier adequate prorection is
provided, given that all vedundant eliements of one kind are failed.

technique, used by Jacobs,s is partinent tc case % and perhaps also to

case 4.

C. Obscure Preblems in System Design

Complex, novel systems may incorporate railure mechanisms despite the
best efforts to zdesign conservatively and to anticipate all envirvonmental
or operating conditions. 1In case 3, mechanical design of z reactor core
negie~ zed conditions which caused several rods to jém in their guide tubes.
Cases 5% and 6 invelved flow turbulence forces that fatigued components
{*Case 5 also cousidered in Group B). Case 1C was the culmination of a
chemical reaction, corrcsion, erosion sequence which began with water
contamination of tle organic fluid in a hydraulic system; either the
possibility or the consequences of water ingress were overlooked. Neither
the expe;ience gained from a prototvpe reactor nor the impressive talent

hot-g/a?

focussed on the design of the HRT anticipated the sessesieun effects in

case 11.

D. CHMFs Due to Human Error in Operation or Maintenance

Several prime examples of human error were left out of Table 1 only

because they could not be described adeguately in a limited space. Of
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sate ek
those related, cases 15, 156 and 17 exemplify inadequate test procedures,

Case 8 is clearly a maintenance error, bat again weak procedures or f
administraticn could have been causes. In case 24, that the fire demage
at Brown's Ferry was so extensive was due partly to procedures and partly
to design factors. With respect to this group of CMFs, it is noted that
human factors in reactor plant design, operation, and maintenance are
receiving increased attention.? The analytical methods used to assess

and reduce humar error petential include event trec sdaptations w
the performance of task clements,

E. Lavge-Scale "Laervetic' CMFfs

Aspects of case 24, cther than those dizcussed in Groups A and D.

gualify it as on "energetic" CMF, TIn particular, the cable fire involved

many coatrol and power cables. To evaluate the enormous rumber of possible

combinations of individual open- aid short--circuic faults, as functiouns of
time, is a futile exercise. l!iowever, l-gical procedures are very uscful

in the endeavor to achiave funciional indcpendence through cable groupings

and separation, ;:»~"-“‘“““”““”"‘**-—-—~\_M\_ ,dAAH’" 4,- .
- - p ’ Lot
-~ tLCk,?£ﬂ¢’J?;7 v
LOGIC MORLLS OF HYPGTHETICAL ACCIDENTS ~ £ ”6,0%;4g.“
Pt P

SN o

e a e o s T < g o
Table 2 considers "hypeothetical situatioans which are an impertant

-

part of the design bases of reactor plants. Excepting perhaps the ATWS, these

situations involve strongly energetic, prirary dependencies. Implied is

that latent and secondary dependencies of the kinds described in Table 1

also may be activated"z;y stresses or operating couditions that occur during

or after the initial transient events. The possible combinations are virtuaily

limitless.
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A realistic, future role of event or fau}t tree analyses in developing
protection 2gainst rare desipgn basis conditions has been shown tentatively
in the Reactor Safety StudyE to be that of exploring and ccmparing potential
risks. This could help create the perspective needed to allocate finite
resources among competing costly defense measures. Tn the past, however,
the most important decisions have been made without formal cost-~benefit
analyses, for example, to design structures and quclify equipment for with-
standing scismic eff~cts, te undertake extencsive analysis and test programs

that will validate ECCS design bases, to validate design bases for heavy-

section stee. vessels, ete.

, - ;
—_— e . S

-~ - T e

~~PROZABILITY NOPELZ OF CNFs_.. Froid e
k-----'--»---......_ _’__(_,-_..-—--“ T {' "=- c‘= “(.;.,.-....J;v-"*ﬁ.. . se

The incentives for quantifying commcen-mode failure probabilities are
cirear. Not oaly would this eccablish the iapertsnce of individual 7
hence what corrective mceasures are worthwhile, but it would aiso remove
some major uncertainties from risk analvsis. The predictive models which
have been proposed°’7 seem to recognize the various CHMF origins and dependency
aspects. llewever, the prospects fer evaluating the model parareters from
plant cxperience statistics are extremely limited. Some additional data
pertinent to particular kinds of CMF dependzncy cculd possibly be obtaiuned
from control rocm simulation tests and from special tests of equipment such
as used for scismic qualificaticn, but inis hes been dene only to a very
limited extent.

The reactor plant statistics that have been used®>’ to evaluate CMF

mode). parameters are ¢rawn from the same body of experience as the examples

in Table 1. Thus, they reflect the "nracticel'—almost "random'—classes
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of CMF that are encountered in ordinary plant ecperation. Regarding their
associated accident risks, mcst of these exanples were one~time-only

occurrences, and their causes were removed hefore a sericus challenge
7

%

arose. The statistics tell virtually nothing about the strong “energetic”
juig
couplings of concern in accidents, because the :activating”/conditions
almost never arise; that is, in terms of the model proposed earlier, the
conditions asscciated with a conditicnally Liigh (P:11I1) have not been net.
Thie is not to say that any such cecuplings actually exist, but merely that
pertinent statistical evidence is not obtainable. Ve must, therefore,
continue to put our faith in conservative design, aided by mainly deter-
ministic modeling, to protect against the energetic CMFs. Similarly for
CMFs due to human operator error, the statistics of current reacztor operating
expericence do not refleet the knowvn deterioration of human reiiabiliiy undcer
great stress. And while this can be estimated very well for specific task
elements, it is very difficult to predict just how th2 operators may have

to intervene in a plant upset, and much more difficult to assess all the

attendant opportunities for error.

CONCLUSIONS e
c
To the extent that the cxperience gited is representative of common~ /

mode failures, it zppears that formal logic models are only marginally
effective for identifying the specific causes. The experience further
suggests that most of the "ordinary" CMF dependencies will be discovered
and removed before the functions involved receive a safety-significant

challenge. Three kinds of "unusual" CMF dependency reguire special
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attention, which can be focussed effectively by logical-probabiiistic
analysis: (1) energeiic ccuplings, (2) human errvor under duress, and
(3) insufficient understanding of conditions pertinent to design of
complex equipment.

Regarding energetic couplings, the emerging role of formal logic
procedures is to ewxplore and account methodically for branching dependent
events and conditions, his has been demonstrated by the Reactor Safety
Study as a highly effective way to organize, first, the design bases
for systems and cquirment which must withstand unusual zccident-inducec
stresses and, cecond, the deplovment of Sachup safeguards.

The case for event trees in optimizing human factors is similar.
There, it is prircipally the mapping of possible operator interventicns
during plant upset condiriens that can provide the basis for decisions
to autorate or to wiaimize the petential {or errcr in exccuting crucial
tacks.

Logic alene will not overcome inadequate understanding of obscure
conditiens that affect equipwment. However, to recognize that there are
major unknown factors in a design is to acknowledse the need either to
obtain sufficient information or to provide adequate defensas agzainst
failure. The role of tree analyses, then, is clearly to explore the
spectrum of conditions to be defended against.

Statistical evidence suggests that good engineering and quality
assurance have held the "ovdinary" CMF rates to acceptably low levels.
There is virtually no evidence pertinent to ihe energetic CMFs or human
errors uader duress that could occur during hypothetical major plant upsets;

we may reasonably hope that ne such evidence will ever be provided by real

P
CUpillidiilde.
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