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PROGRAMMABLE CONTROLLERS REPLACE RELAYS
IN MFTF-B PERSONNEL SAFETY INTERLOCKS

James 0. Branum
Lowrence Livermore National Laboratory
P.0, Box 5511, L-634
Livermore, CA

Summary

Relays anc hard-wired logic have been the mainstay in
persannel safety interlock systems to date, Computers,
i€ used, have generally been relegated to subordinate
functions such as system status ane herdware fault
monitoring, Cancerns recarding the potemiel tailure
rodes o the cumputers ang their selin-state heruware
irterfaces have beer largely resporsible for past ce-
cisions to limit the involvement of computer: in per-
sonrel safety functicns, At (xperaments have lecome
wereesingly tarne and coples, the capabiiity of
relay-based lcaic te rehably handle all of the de-
cisiens necessary to ensure the safety of persornel in
3 large facility has core under question,

This paper describes & new appreach for waplementing
personnel safety irterlorks ircic weine industrial-
type provrenralte cortrollers,  The logit far a1l per-
conpe’ sgfoty arteriacks excerd taose tetelly internal
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Introdu teer

DAL g D Cst et 1 LR Lrr ey beve terr large-
Fevn DR e RPSEENEY Gat ety nlerian atiens 0
dats, opulers, when GSeC, Lave eererdsly been reie-
cated hoocgbornvete faactlons cah 24 <lalus ang

taLt sesitoriag, of &s backups te & promery, reley-
bacrd vy tea, amernc such as petertielly yreefe
Feitore mogec, cost, susceptibility to elertromagnetic
inter{erencs, arc the ueed tor extensive coftware de-
veiopment ard support have been largely respensible
tor pest cecasions te limit the use of computers in
personne) cafety appiications, however, a properiy
designed tafety interincking end monitoring system
bacer on presently available industriai-type Program-
mable Conteallers (PC's) can also achieve hieh relia-
bility and noise immunity, and at the same time pro-
vide substantial cost, size, adaptability and main-
tainability advantages over comparable discrete-relay
systems, In fact, the high acaptability and maintain-
ahility inherent in PC-based systems car actually be
explcited to achieve a higher degree of safety and
reliability than is usuelly practicatie with discrete
relays alore. For example:

1. PC construction is madulor. MNew modules can be
added or types substituted as requirements change,

2. Contro) logic is not rigidly constrained by ex-
ternal hardware. Logi¢ can thus he made as com-
plex as the task requircs without increasing the
size or complexity of the external hardware or
wiring. Logic changes can be implemented more
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quickly and with fewer errors than with discrete
hardware, and can also be developed and verified
independent of the external system.

3. Documestation of logic programming is automatic,
and can be compared with the master version &t
any time. Sefety hazards erisina out of undocu-
mented chances are Lhereby minimized.

4. System ang interlock statug can te repurte¢ ci-
rectly to 2 tost computer System. The need for &
separate vemole-monitoring system such as CAMAC is
thereby eliminated.

The above advantages are particularly important for
lerge experiments such as MFTF-B, which would other-
wise require more than 2000 discrete relays plus es-
sociated (AMAC hardwere to foplement all enticipsted
interlocking, monitering, and error detecting fure-
ticre,

Lpstem Overvies

The Persenncl Satety ane Interlocks System now beine
designed @nd instelled i MFTF-B is illustrated in
Figure 1. The loaic for &ll personnel safety anc
warning furctions except those built into each im-
vividual subsysten will bpe inplemented in two non
requnctant dodicon moded 584 PC's,  Each PC wiil serve
errrormmately ene-elf of the tota) experimente) area,
ane will function ecsertielly independenl of the gther
wentroller ang of the main compuler control syster
during normal operating,  Exchange of essential safety
irformation betwren <ytien halves will be through a
lirited nurber of  dicect-wired crossties.  Less-
essential ane tackup commundcations will be acccamo-
deted via the main computer contrgl system, A high
dearee of fail-safe reNability 15 achieved by aug-
merting the preteciive festures intrirsic to each
controller with those providea by a smell anount of
erternal exterral support hardware. These protective
features are describec in the next section,

Ercept for the logic-determining pcrtion, the balance
of systen hardware 1s of conventional design. Standard
switche, will be utilized to monitor the individual
positions of each gate, door, “crash button”, etc. The
status of hazards ard hazarg-producing equipment will
alsc be ronitored as directly as possible in order to
mininize the possibility of incorrect system opera-
tion, Tnis approach also reduces or ¢liminates the
need to bypass interlocks because most, if not all, of
the information necessary to determine the safety of a
particular operation is directly available to the in-
teriocks logic, A1l inherently safe aperations can
thus be permitted, with proper logic programming,
without the need for human intervention.

Control outputs of the system are of three basic
types: 1) Permissive signals to the controls for
systems which produce hazardous voltages, radiation,
etc.; 2) Contral signals to audible and visual warning
devices; 3)Control signals to system and hazard status
displays. The basic power for 311 control and moni-
toring functions is 28 volts DC. The PC's communicate
with the main MFTF-B control system computers located
in the control room building via 9600 baud fiber optic
links, The links are implemented using commergial
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The Modicon 584 controller system protects itself
against most internal faults. Detection of z fatal
error such 3s a parity error in the PC memory will
cause all outpuls to turn off, a safe condition, Each
1/0 module also contains an internal watchdog timer
which turns the module and any outputs off if communi-
cation with the mainframe is lost. Optical isclation,
shielding, filtering, and multiple date transmission

techniques minimize the possibility of false operation ™

due to electromagnetic interference, Despite this ro-
bust construction, however, the P{ does have two blind
spots which must be quarded by use of external support
hargware,

The first blind spot is in the vremote semsor input
section, The design of the Modicon input modules fol-
lows the fail-safe convention whereby current flow is
equated to a logical one or “on" condition. An inter-
nal short circuit or chip feilurs could result in 2
stuck bit, however, which may not be cetected by the
mainframe‘s error traps. To counter this, sensor
monitoring power is periodically removed from all in-
put madules for apout 200 wsec by activatisn of the
input test relay. khile power is removed, the con-
troller checks 1o see thet all inputs go the the "off"
state. Disruption of safety functions by the test it
prevented by using the PC's “skip" prooramming func-
tion tc temporarily suspenc solution of all Togic ex-
cept that required to perforr the test, [If 3 stuck
bit 15 detected, or if the rontroller hengs up in this
test mode, the external watchdog timer will not be
sent : reset pulse arg will tire cut v two to three
secenns,  This wil} then cause the safely beckup relay
to drop wut anc remove power fror &'l permissive out-
cals, 4 safe cencition,  Wermai controller operaelion
resures if nr stuck bits are deterted. Tests will he
perfermed @t Trve minute intervals, the same frequency
as for MFTF-" physics shots,

The second L1ing spot 3s in the user siwde of the cut-
put modulas, for which the presert rodule design does
not include internal features for detecting an open,
short, or excessive leakage failure of the output
transicter or triac.  Te counter thiw, each permis-
sive and warring output 4111 be indivicually monitor-
et by dedicated nputs, 1f the ordered and monitored
states of ihese critirzl outputs “re found te disagree
far more then @ few 1/0 read-write cycles, power will
be removen from 3}l permissive outputs as ir the case
af ¢ “«rled 1put wodule.  Interface standards on min-
imum operating currents have been established to as-
sure that leakage failures will be detected befow the
switching thresholds of the relays or optical isole-
ters used in the input circuits of equipment which re-
ceives safety permissive signals.

In additicn to the protective features described
above, limitec backup protection will also be proic-
ed for the interlocks built into each MFTF-B system,
The status of hazard-generating eguipment and of
sefety permissive signals will be compared at both the
PL anc main computer system levels, Detection of an
errongous response to a permissive signal will cause
the PC's to activate warning devices near the malfunc-
tioning equipment. Af the same time, the main control
system computers will attempl to deactivate the mal-
functioning equipment via the normal control inter-
face. Alarm messages will also be sounded and dis-
played at the operator conscles to alert control room
personnel, who can then take the necessary followup
actian to restore the facility to a safe status,

Canc lusion

Industrial~type programmable controllers offer sig-
nificant advantages in cost, size, adaptability and
maintainability over conventiona) relay-based inter-
Tock systems, especially for large experiments, These
advantages can be easily exploited to achieve an even
higher degree of safety and reliability than is usual-
ly practicable with discrete relays alone, C(areful
attention must still be paid, however, to all aspects
of the system design in grder to assure that the sys-
tem actually achieves and maintains the level of per-
formance of which it is capable.
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