
tffc tc'RL- 860&6 
PREPRINT 

4 c o 

PROGRAMMABLE COMTROLLERS REPLACE RELAYS 
If: I'FTF-B PERSONNEL-SAFETY INTERLOCKS 

James D. Eranuir 

This paper was prepared f o r submittal to 
9th Syirposiuir en Engineering Problems 

of Fusion Research 
Palmer House 

Chicago, I l l i n o i s 
October 26-29, 1981 

October 20, 1981 

TM< fs i irttrial of • ppcr Men** fot frtlicilkm hi • joaml or fntcttitf. Sbm 
cfcuii.es miy i* made More puliation, this inniM is n i l itulaik oilh th» IM-
•>mm<iii( rtul k »iH IHM kt cited or irtiofccri without the pemiskw of tkr author. 

Unclassified 

K : - T i r a o n i i i s o O T ^ * * 1 ^ 

http://cfcuii.es


PROGRAMMABLE CONTROLLERS REPLACE RELAYS 
IN I f TF-B PERSONNEL SAFETY INTERLOCKS 

James 0. Branum 
Lawrence L lveraore Nat ional Laboratory 

P.O. Box 5511, L-634 
L ivermore, CA 94550 

Summary 

Relays anc hard-wired log ic have beer: the mainstay in 
personnel sa fe ty i n te r l ock systems to date. Computers, 
i f used, have genera l ly beer re legated to subordinate 
func t i ons such as system s ta tus ano hardware f a u l t 
m o n i i c i n c . Concerns regard ing the p o t e m i e l f a i l u r e 
modes, o! tho cumputers and t he i r s c l i n - s t a t e bardware 
i r t e r f a c e s have beer l a rge ly responsib le f o r past de­
c i s ions to 1 imiit the involvement of computer; in per­
sonnel safety func t ions , /-s i xperments have tiecome 
• i c r e a s m q l y large ar.f! r ^ r p l t - j , th \ ' c a p a b i l i t y o i 
re lay-based looic to r e l i a b l y handle a l l of 1 he de­
c i s ions necessary to ensure the sa fe ty of personnel in 
a large f a c i l i t y has core under quest ion . 

This paper describes a new approach fo r implementi"g 
personnel safety i n t e r i o r s i nc i r o ' i n c i n d u s t r i a 1 -
tvpe protT.^.Toi. le r e r r r o l l e r s . The logif f o r n i l per-
cnnup' ^o 1'11 y i r le r io r ls " . ' a r t Inns'' tctal ly internal 
u. r out*./.tin v I'-pl'i enter if ' v nm,-ieoundant 

Iriti'OOi.-J ' ' r 

; '••Hs-l>yl -*<<: ' i ' rr - b t j r I • i 1 r. t j 'or ' r ' ravi seer la roe-
, . .• .:?•: :<<s . r- i^crni-1 s a n t y ; ' ! ' • ' " ' " ' i'.:en.'. ' 0 

•:iat-. • ' ^pe te rs , v.'ier> os»c, have c h o r a l ] , ' oeen re i c -
cat t . i ' i ' o t i r ' : ' ." . : 'e f i i c t i o n s s.icn as si.v.us and 
I ^ I . l i c r o i t c r m c , or as backups to a pr:ma>y, re lay -
haf rd s v ' t i i . . i.n, r-rns such as n t e i t i * ! ' v unsafe 
'cV' .re mod*1',, cos t , s u s c e p t i h i 1 i i y to e'er tromaqn. 1 ic 
i n t e r f e r e n c e , arc the need to i extensive software de­
velopment ard suppori have been la rge ly responsib le 
f o r past decis ions to l i m i t the use of computers in 
personnel sa fe ty app l i ca t i ons , however, a p roper l y 
desiqned safety i n t e r l o c k i n o and mon i to r ing system 
based on present ly ava i l ab le i n d u s t r i a l - t y p e Program­
mable Con t ro l l e rs (PC's) can also achieve high r e l i a ­
b i l i t y and noise lnmuni ty , and at the same time pro­
v ide subs tan t i a l cos t , s i ze , a d a p t a b i l i t y and main­
t a i n a b i l i t y advantages over comparable d i s c r e t e - r e l a y 
systems. In f a c t , the h igh a d a p t a b i l i t y and ma in ta in ­
a b i l i t y inherent in PC-based systems can Ac tua l l y be 
e x p l o i t e d to achieve a higher degree of safety and 
r e l i a b i l i t y than is usua l l y p r a c t i c a t l e w i th d i sc re te 
re lays alone. For example: 

1. PC cons t ruc t i on is modular. New modules can be 
added or types subs t i t u ted as requirements change. 

Z. Contro l log ic is not r i g i d l y constra ined by ex­
t e rna l hardware. Logic can thus be made as com­
plex as the task requ ims w i thou t increas ing the 
s ize or complexi ty of the ex te rna l hardware or 
w i r i n g . Logic changes can be implemented more 
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guickly and with fewer errors than with discrete 
hardware, and can also be developed and verified 
independent of the external system. 

1. Documentation of logic programming is automatic, 
and can be compared with the master version a' 
any time. Safety hazards arisino out of undocu­
mented chances are thereby minimized. 

1. System' and interlock status can be reported ci-
rectly to a host computer system. The need for a 
separate remote-monitoring system such as CAtWC is 
thereby eliminated. 

The above advantages are particularly important for 
large experiments such as MFTF-B, which would other­
wise require more than ?000 discrete relays plus as­
sociated CAMPC hardware to implement all anticipated 
interlocking, monitoring, and error detecting furc-
tinrs. 

l.yStrir Overview 
Tm- Personnel Safety and Interlocks System now Peine 
designed and installed in ."•IFTF-B is illustrated in 
figure 1. The logic for all personnel safety and 
warning functions except those built into each in­
dividual subsysten will be implemented in two nun-
reounddnt Modicon model 5RQ PC's. Each PC will serve 
ar:r'J'»»atf!y me-half of the total experimental area, 
anf will function essentially independent of the other 
ooftroller ang M thi main computer control system 
during normal operation. Exchange of essential safety 
intormatior beueen syii.en. halves will be through a 
limited number of lived-wired crossties. Less-
ess<.-ntial anc Uckup communications vill be accommo­
dated via the main computer control system, k high 
decree of fail-safe reliability is achieved by aug­
menting the protective features intrinsic to each 
controller with those provided by a small amount of 
e/ternal extendi support hardware. These protective 
features ar» described in the next section, 

Ercept for the logic-determining p e t ion, the balance 
of system hardware is of conventional design. Standard 
switch?., will be utilized to monitor the individual 
positions of each gate, door, "crash button", etc. The 
status of hazards aid hazard-producing equipment will 
also be monitored as directly as possible in order to 
minimize the possibility of incorrect system opera­
tion, This approach also reduces or eliminates the 
need to bypass interlocks because most, if not all, of 
the information necessary to determine the safety of a 
particular operation is directly available to the in­
terlocks logic. All inherently safe operations can 
thus be permitted, with proper logic programming, 
without the need for human intervention. 

Control outputs of the system are of three basic 
types: 1) Permissive signals to the controls for 
systems which produce hazardous voltages, radiation, 
etc.; 2) Control signals to audible and visual warning 
devices; 3)Control signals to system and hazard status 
displays. The basic power for all control and moni­
toring functions is 28 volts DC. The PC's communicate 
with the main MFTF-B control system computers located 
in the control room building via 9600 baud fiber optic 
links. The links are implemented using commercial 

Y r^tr.-r.M.v'W™, 



Interlocks and 
Hczord Status 
from-lc 
Other Systems f \ ^ / 

Slafjs Displays ana 
Control Touchponets 

3r>*e and Loo 

S*i fcnes 

Mey if.'ericcn crC 

"Crasfi" ' ] * . ' : i t s 

hfjn'D ' *"!!'..< . V n 
>he' S.'.'e-r. 

h'j-l;).on a n C •! ft 

"'j?0"! >'ec I C ' i -/" 

t t 

f r o g ommaJ) e 

Con trOMer 

flid S uppcft i r,<j 

NO 

sf 2) 

Perm.ss.vr- Signal? to 

Other Svs' fms 

lo r t i ra i Signals lo fiua.bie 

CM Visual Wcnmg Dflviuas 

Cnn'r^l S-gili? 10 S'C'L 
Di*P'Qy?. 

l u f c y jnc I n t f T M X ^ V - t e r f ^ : 

r - r c i i c c K 
prf f;i*rinn re­
fill . ' 1 - 1 1 / 
horr: r a s t e r , 
K ' v The 
prefonratter, 
f - v e i y t h e 

< rSSCC i t ' l l 
"J £ - L. i t r nir.pti 
p.tr-r i - r t r r 
- K K : . I V ' r ; . 

' ' ' V ^ l r r .nU 

•".. ,e | ic tc t [ 
rolf- rnnnprl i ' 

L.I 

i i/cf'•• - en'TF- rnnnprl i '•• ' f the 
j n i l n r ' r r U ' r r . r i c : -n : ! ; r i p ' ' - i , A f i n -
' ' j r n n n ; -,\\\ ac t c o' n U ' r t i na ' . i o r n t t -
;»rol( i M c i - v e r t e r anr1 b i j f i e r t'ci t.-oth 
I - l ' ,' r t -cn*" ' t ' i ad r'<" i i t re fo i l H ct 

:!.-.r.l. ' ' i t at 11 ^ data a p - r o n M ' : >y once 
r-Cf.n:'*.. n tr f , l er t ca r -s^ i ' / i f r<s, the C'GU 
f f " r i ^ i x i ' . ';h<ir«;pr; <;aU 3 r ( ' ther [ *> 

H,f. i-,*IT. ^t.i) :.cs. IhrcuqK • ne ot the nine 
* C ' v,-Mij COPp*'isc t k f'oin MFTF-I- ccm-
"1 '-f.iiv, 'autv-i-r- i . ' tK <!dia ipceiveci 

c th< •' •;y<lt-i $ via f.Mcl' bysterr' s indi-
.• SystHT interface ^re corrbinec ir this 
.? with data frorr the PC's, and presented 
or operators through a color graphic dis­

play systtr. "('ucr-^ensit ive panels placed over other 
color f.PT*5 enable r.per = to rs if- select frrjir a variety 
of slat1;'-, disc lay for-at*.. Tht operator can also in i ­
t iate a litrited number :•( remands U the PC's; e.g. , 
to turn off al l penrissu't-s. Watchdog timer routines 
wi l l rjri in L-cti the -nair. cwputer jr-d PC systems to 
assure that t,i<\y current sffety Uatiis is displayed or 
acted wpor-. 

Protective Features 

Each Ft is support&a ty a sn.a 11 amount of external 
hardware in crder to assure a high degree of f a i l ­
safe re l iab i l i ty . The basic hardware configuration 
is i l lustrated in Ha^-re ?, 
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Figure 2. Programmable Controller and Principal Supporting Hardware 
•2-



Ihe Modicon 581 controller system protects itself 
against most internal faults. Detection of a fatal 
error such as a parity error in the PC memory will 
cause all outputs to turn off, a safe condition. Each 
1/0 nodule also contains an internal watchdog timer 
which turns the module and any outputs off if communi­
cation with the mainframe is lost. Optical isolation, 
shielding, filtering, and multiple date transmission 
techniques minimize the possibility of false operation \ 
due to electromagnetic interference. Despite this ro­
bust construction, however, the PC does have two blind 
spots which must be guarded by use of external support 
hardware. 

The first blind spot is in the 'emote sensor input 
section. The design of the Modicon input modules fol­
lows the fail-safe convention whereby current flow is 
equated to a logical one or "on" condition. An inter­
nal short circuit or chip failure could result in a 
stuck bit, however, which may not be detected ty the 
mainframe's error traps. To counter this, sensor 
rronitoring power is periodically removed from all in­
put irodules for soout 200 msec by activation of the 
input test relay. While power is removed, the con­
troller checks to see that all inputs go the the "off" 
state. Disruption of safety functions by the test is 
prevented by usinc the PC's "skip" programming func­
tion tc temporarily suspend solution of all logic ex­
cept that required to perfonr. the test, if a stuck 
bit is detected, or if the controller hancs up in this 
test mode, the ey.lerml watchdog t i n r hill not be 
sent ••. reset pulse ano will tiire out ir two to three 
seconds. This will then cause the safety backup relay 
to drop out and cerrove power fror e'l permissive out­
puts, a safe cencition. Norme'' i.rntroller operation 
resuirts if nr <tuck bits are oeterted. Tests will be 
performed at five minute intervals, the vime frequency 
as for t'TTF-'' physics shots. 

The second l.linc spot is in the user side of the cut-
put F'lodules, for which the presert hodule design does 
not include internal features for detecting an open, 
short, or excessive leakage failure of the output 
transicor o*" Iriac. To counter this, each permis­
sive and ivarninc output A-i 11 be individually monitor­
ed b) dedicated inputs. If the ordered ana monitored 
states of these critical outputs 're found tc disagree 
for rfcire than a few I/O read-write cycles, power will 
he removed frcir all permissive outputs as ir the case 
of a i.nled input module. Interface standards on min­
imum operating currents have been established to as­
sure that leakage failures will be detected below the 
switching thresholds of the relays or optical isola­
tors used in the input circuits of equipment which re­
ceives safety permissive signals. 

In addition to the protective features described 
above, limited backup protection will also be pro'id-
ed for the interlocks built into each HFTf-B system. 
The status of hazard-generating equipment and of 
safety permissive signals will be compared at both the 
PC and main computer system levels. Detection of an 
erroneous response to a permissive signal will cause 
the PC's to activate warning devices near the malfunc­
tioning equipment. At the same time, the main control 
system computers will attempt to deactivate the mal­
functioning equipment via the normal control inter­
face. Alarm messages will also be sounded and dis­
played at the operator consoles to alert control room 
personnel, who can then take the necessary followup 
action to restore the facility to a safe status. 

Conclusion 

Industrial-type programmable controllers offer sig­
nificant advantages in cost, size, adaptability and 
maintainability over conventional relay-based inter­
lock systems, especially for large experiments. These 
advantages can be easily exploited to achieve an even 
higher degree of safety and reliability than is usual­
ly practicable with discrete relays alone. Careful 
attention must still be paid, however, to all aspects 
of the system design in order to assure that the sys­
tem actually achieves and maintains the level of per­
formance of which it is capable. 
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