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ABSTRACT
SAVI (Systematic Analysis of Vulnerability to Intrusion) is a PC-based
software package for modeling and analyzing physical protection systems.
This report is the complete documentation of the SAVI project.
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INTRODUCTION

SAVI (Systematic Analysis of Vulnerability to Intrusion) is a PC-based
software package for modeling and analyzing physical protection systems. SAVI
implements several features that make it a unique product. First, the user interface
for site modeling and data entry is simple and flexible. Second, the SAVI model
analyzes all adversary paths to the target location and, if selected, all exit paths
from the target location. Third, a reference catalog and database are included that
define the protection elements and safeguards components, and give detection and
delay performance values for the components. Finally, SAVD’s results are output in
graphic form and include recommendations for upgrade.

This report is the complete documentation of the SAVI software package.
Volume | of this report consists of Sections A through H, and Volume 2 consists of
Section I. A brief description of all sections is provided below.

Section A, SAVI Vulnerability Assessment Method, describes the basic features
of SAVI, defines its concepts and terminology, and gives an overview of the
method used to define a site protection system. This section describes the type of
threats that can be specified and presents concepts that the user should consider in
selecting a threat. The section also discusses the selection of a Response Force
Time and outlines the path algorithm that calculates the Probability of Interruption
for each adversary path in the facility.

Section B, SAVi Software Manual, is the user’s manual for SAVI and explains
how to install and operate the SAVI software. The manual also includes a step-by-
step tutorial session.

Section C, SAVI Components Lists, is a hardcopy of the components lists that
are associated with each protection element. These lists appear on the computer
screen as the component choice lists for individual protection elements. The
hardcopy lists are helpful in gathering and documenting security information at the
site for later input to the SAVI program.

Section D, SAVI Protection Element Diagrams, provides the graphic layouts for
each protection element. The layouts show the locations of the detection and delay
components that can be selected for a protection element. The Generic Adversary
Sequence Diagram is also provided in this section.

Section E, SAVI Algorithm, describes the interaction of the detection, delay,
and response parts of the security system involved in calculating the Probability of
Interruption for each path. This section details the exhaustive tree traversal
algorithm implemented in the Probability of Interruption calculation.



Section F, SAVI Element Scenario Equations, identifies the boolean equations
that group the detection and delay components associated with each defeat scenario.
Each equation describes a force or deceit scenario that the adversary may choose in
traversing each element along a path.

Section G, SAVI Component Assignments and Component Performance Values
for Protection Elements, specifies the detection and delay components that are
associated with the protection elements and provides their locations. The
performance values associated with each component are listed at the end of this
section.

Section H, SAVI Data File Structure, specifies the format of the Physical
Protection System (PPS) data files, which are used by the SAVI program.

Section I, SAVI Source Code, is the documented listing of the source code for
the SAVI program.



SECTION A

SAVI Vulnerability Assessment Method
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SAVI VULNERABILITY ASSESSMENT METHOD
INTRODUCTION

Physical protection systems at operating nuclear facilities generally
cannot be exhaustively tested. These facilities often contain
sensitive material, and combined with the high cost of realistic
tests, it 1is prohibitive to conduct frequent comprenensive on-site
field tests of the entire protection system. The testing that is
done is realistic, but it usually involves penetration attempts and
adversary/response force simulated engagements on only a few intruder
paths and targets.

Consequently, there is a need for other techniques that can help to
evaluate existing physical protection systems (PPS) and to optimize
the design and evaluation of upgraded or new systems. The SAVI
(Systematic Analysis of Vulnerability to Intrusion) computer software
and methodology presented in this report is one effective technique
that can be used in this process. By combining information obtained
from on-site field tests and SAVI analyses, plant managers and
security analysts can improve the evaluation and upgrading processes.

SAVI Features

SAVI is a PC-based vulnerability assessment model that evaluates the
effectiveness of physical protection against a specified threat and a
specified target. The model addresses the outsider threat, either
acting alone or in collusion with an insider. It can analyze sabotage
and theft attacks where adversaries are interrupted at the target as
well as theft attacks where adversaries are contained within the site
boundary.

SAVI provides a systematic and thorough way of modeling all of the
potential paths the adversary might take to reach the target. It
integrates the interaction of delay, detection, and response in
calculating path vulnerabilities.



The measure of effectiveness is the probability of interruption P(I

of the adversary. After specifying target, threat, facility, and
protection systems characteristics, SAVI calculates the P(I) for the
ten most vulnerable paths. SAVI provides two types of permanent

records that are compiled for each analysis of baseline or upgraded
protection systems - disks and hard-copy printouts.

Concepts and Terminology
The following are concepts and terms used within the SAVI system:

o Adversary Sequence Diagram (ASD)
A graphic representation of a physical protection system,
comprised of protection elements connecting physical areas

o Component Delay Time
Following detection, the component and transit delays
encountered by an adversary along a specific path

o Component Detection Probability
The probability of detecting an adversary at a component along
a specific path, given that he has not been previously detected

o0 Critical Detection Point (CDP)
The last point on a given path at which detection must occur if
the response force is to have enough time to interrupt the
adversary before he completes his mission

0 Cumulative Path Delay
The total delay from off-site to the mission completion point
of the path. This delay is provided by the barrier and delay
components encountered by the adversary for a particular
scenario



Cumulative Path Delay Deficiency

The time that must be added to the cumulative path delay on a
deficient path to allow interruption to occur. This time is
given by subtracting the RFT from the cumulative path delay and
adding one second (to break a tie)

Path

A specific route through the facility consisting of an ordered
sequence of physical areas and protection elements that an
adversary can traverse to accomplish his mission

Path Scenario

The specific sequence of force or deceit actions the adversary
uses to sequentially defeat each protection element on a path

Path Segment
The part of the path leading into or out of a protection

element where the adversary delay times and detection
probabilities are assigned

Physical Protection System (PPS)
The collective interaction of delay and detection components,
assessment and communication components, and security and

response force personnel that provide protection for facility
targets

Probability of Interruption P(I)
The probability that the response force will interrupt the
adversaries prior to completion of their mission

Protection Element (PE)
The basic building block of a physical protection system

consisting of components which delay and detect adversary
actions



Protection Layer
A connected set of protection elements between physical areas
of a facility

Response Force Time (RFT)

After receiving the first alarm, the assessment, communication,
and deployment time expended by the response force to reach a
specified interruption point

Timely Detection

A security system requirement whereby the adversary must be
detected in time for the response force to interrupt him prior
to the completion of his mission

Time Remaining (TR)

The time remaining from the point the adversary has reached on
a path to the point where he completes his mission for a
specified path scenario

TR*
The poi.-r on a specified path scenario where the time remaining
is equal to the REFT

Time Remaining After Interruption (TRI)

The surplus in the response force time, that is, the amount of
time the adversary still needs to complete his mission at the
point where interruption must occur on a given path

Time Remaining After CDP
The minimum time required for an adversary to complete his
mission from the critical detection point on a given path



METHODOLOGY OVERVIEW

Adversaries accomplish their objective by moving along a path through
a facility attempting to defeat the protection elements encountered
along the path. They must be detected and an alarm must be received
by the security forces in time to assess the alarm, initiate a

response, and interrupt the adversaries before they complete their
mission.

ContrelM BuMIng

ControlM

Deployment PoM

Figure A-1 Adversary and Security Interaction For a Hands-On Theft or
Sabotage Threat

Figure A-1 shows two representative paths that adversaries might take
to a target. If the security objective for the analysis is to prevent
removal of the target from its location (hands-on theft) or to prevent
sabotage at the target, then the response force deployment point used
by SAVI is the target 1location as shown. However, if the security
objective is to prevent removal of the target from the facility (theft

containment) , then the deployment point used by SAVI is on the site
boundary.



In a typical facility, there are usually hundreds of alternative paths
an adversary might take to reach a target that he wants to steal o1
sabotage and each path can be traversed in a large number of ways

called scenarios. Using force or deceit, the adversary can defeat the
various detection and delay components and security inspectors located
at each element along a path. Thus, each scenario consists of a

specific path and a set of adversary actions at each element that can
result in the achievement of the adversary's objective.

SAVI models the physical protection system using protection elements
(PE). Each PE is comprised of detection and delay components that act
together to impede and discover the adversary. SAVI identifies the
potential path scenarios that adversaries can use to defeat the PEs,
selects the worst-case path scenarios, and calculates the
effectiveness of the PPS for all paths in a facility.

Protection System Functions

An effective physical protection system includes both people and hard-
ware and integrates three basic functions: detection, delay, and re-
sponse. Detection is implemented wusing components such as:
penetration detectors, intrusion sensors, entry monitors, alarm
communication and alarm assessment units, and security inspectors.
Delay is implemented with components such as: fixed barriers, movable
barriers to restrict unauthorized access through normal passageways,
activated denial systems, and security inspectors. Response 1is
accomplished by on-site security inspectors, special response teams,
and by off-site forces. Alarm assessment, communications, and
deployment of security forces must be adequate to interrupt the
adversaries. SAVI considers the relationship of these detection,
delay, and response functions when it calculates P(I) for each path.

Measures of Effectiveness
As mentioned above, the evaluation measure used by SAVI to assess PPS

effectiveness is P(I) . P(I) is defined as the probability that the
response forces will interrupt the adversaries before they can



complete their mission. SAVI provides only a partial measure of
system effectiveness as it does not address the capability of the
response force to neutralize the adversaries after they have
interrupted. The overall measure is called the probability of
effectiveness, P(E). P(E) is calculated by combining the interruption
and neutralization measures by the equation:

P(E) = P(I) x P(N) .

In the methodology presented here, the evaluation of overall
effectiveness is accomplished in two stages: 1) SAVI 1is wused to
calculate P(I), and 2) P(N) is independently estimated by the analysis
team based on adversary and response force capabilities, protection
features, and tactics.

Security Framework

Before using SAVI, a security framework must be established. This
framework includes 1) threat definition, 2) facility characteristics,
and 3) target identification.

Threat Definition

The site-specific threat must be defined in terms of adversary type,
objective, and capability. The SAVI model addresses two types of
threat: 1) outsider adversaries acting alone, and 2) outsiders 1in
collusion with a single non-violent insider. The adversary objective
can be either theft or sabotage, but the training example is based on
a theft scenario. It is assumed that the adversaries have equipment
and explosives and are knowledgeable, well-trained, and armed. They
may have vehicles, including helicopters. The insider is assumed to
be knowledgeable and may assist by opening emergency doors, ignoring
alarms, or other unauthorized actionmns. The number of adversaries is
not directly used in the calculation of P(I).

SAVI performs both theft and sabotage vulnerability analyses by
calculating the value of P(I) for each path and 1listing the most



vulnerable paths. As noted previously, the analysis for theft can b«
based on either the assumption that adversaries are interrupted before
they can accomplish removal of target material from its normal
location or that they are contained (i.e., that interruption occurs at
the site perimeter) . For sabotage, the analysis is based on the
assumption that adversaries are interrupted before completion of their
sabotage task at the target location.

SAVI incorporates two conservative assumptions: 1) adversaries have
knowledge of the protection system characteristics, and 2) they use an
optimal penetration strategy - minimizing detection until the
remaining delay time is 1less than the RFT, then minimizing delay
without regard to further detection. As discussed more fully below,
the second assumption makes it possible for SAVI to consider delay
times independent of detection probabilities, because at each point on
the path, the adversary is concerned with either delay or detection,
but not with both. These two assumptions ensure that the most

vulnerable paths are identified and provide a worst-case bound on
system effectiveness.

Facility Characteristics

Site layouts, plan, and elevation drawings of buildings containing

potential targets should be compiled. A description of plant
processes, systems, and operations should be obtained. Operational
and safety procedures and concerns should be reviewed. Also,

specifications and operational information on existing protection
system components should be available.

Target Identification

The location and description of all of the potential targets in the

facility should be compiled. A priority ranking of targets based on
consequences should be made.



MODEL DESCRIPTION

After the security framework has been established, SAVI is used to
construct a site-specific model of the facility protection system and
to analyze its effectiveness. The model has four parts: 1) a graphic
representation of the facility, called an adversary sequence diagram,
2) a set of protection element detection and delay values (obtained
from component lists), 3) a response force time determination, and 4)
an algorithm that calculates P(I) for all of the potential adversary
paths to the target, and ranks the ten most vulnerable paths. Each of
these parts is described below.

Adversary Sequence Diagram

In order to use a computer model to represent a PPS, it is necessary
to transform the salient features of the facility and protection
system into a two-dimensional 1logical structure which accurately
represents these features. SAVI accomplishes this by wusing a
graphical representation called an adversary sequence diagram.

Generic Adversary Sequence Diagram

SAVI considers a generic facility, Figure A-2, that is comprised of a
sequence of six concentric physical areas: 1) off-site, 2) limited
area, 3) protected area, 4) controlled building, 5) controlled room,
6) target enclosure; and a target. It models the protection system
for this facility using the concept of a generic adversary sequence
diagram (ASD) . The generic ASD consists of the six physical areas
which are separated from one another by protection layers as shown in
Figure A-3. Each protection layer is comprised of a continuous set of
protection elements. The adversary attempts to sequentially defeat an
element in each layer as he traverses a potential path through the
facility.
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Figure A-3 Adversary Sequence Diagram Conceptualization



The detection and delay functions provided by each PE depend on which
components the adversary attempts to defeat using either force or

deceit. Figure A-4 shows a PE with its input and output path
segments. These segments are where the aggregate delay and detection
values are assigned. On each segment, delay is considered before
detection because it is usually the penetration of a barrier that sets
off the associated detector. However, if this is not the case,
detection can be considered before delay by assigning the input delay
to the output path segment. This is done by wusing the write-in

setting feature on the component lists.

SAVI can model both entry and exit parts of a path. The entry part is
from off-site to the target, and the exit part is from the target back

to off-site. A given PE may be traversed once, either on entry or on
exit, (i.e., independent traversal); or it may be traversed twice, on
entry and in the opposite direction on exit (i.e., dependent
traversal). Note that the input and output segments refer to
transversal of the PE as the adversary approaches the target during
entry. If the element is traversed on exit as he leaves the target

location, the output segment is then encountered first.

The SAVI generic ASD utilizes a set of fifteen basic elements, listed
in Table A-1, that were compiled from those typically found at DOE
facilities.

RotecBon
Element

ToTerpet

Figure A-4 Delay and Detection Relationship on Path Segments



Figure A-5 shows the complete ASD used in SAVI to model the generic
facility using six physical areas and fifteen PEs.

If adversaries are to be interrupted before sabotage or removal tasks
are completed at the target location, then the ASD shown in Figure A-5
represents all of the entry paths. In this case, the PEs are
traversed in only one direction; only delay and detection wvalues
associated with the entry path are used to calculate the P(I) .
However, if adversaries are to be interrupted before exiting the site
boundary (i.e., contained), then the ASD shown is utilized both on
entry to the target and on exit from the target.

When the entry-exit case is evaluated, the total number of possible
paths represented by the ASD in Figure A-5 is the number of entry
paths squared. Additionally, some of the possible exit paths will
include PEs that were traversed by the adversary during entry. The
exit delay and detection values associated with these PEs depend upon
the way the adversary defeated the element at entry. For example, if
explosives were used to penetrate a wall during entry, then the delay
would be zero at exit. SAVI uses a component data base that includes
the appropriate dependent and independent detection and delay values
for force and deceit scenarios.

Site-Specific ASD

A site-specific ASD is constructed for each target, or set of targets
having a common location, by utilizing the generic ASD together with
facility and PPS layout and drawings. The objective is to correctly
model the PPS that currently exists at a site or to model an upgrade
that is being considered. This site-specific ASD is created by
selecting those elements that are present at the facility from the
complete set presented in the generic ASD.

Figure A-6 shows a simplified sample facility and PPS layout. Figure
A-7 shows the resulting site-specific ASD that is constructed by SAVI
when the analyst uses the information given in Figure A-6.
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Figure A-5 SAVI Generic Adversary Sequence Diagram

ASD Jump and Bypass Features

Deviations from the orderly sequence of physical areas and protection
layers that comprise the generic ASD will often be necessary in order
to create an accurate site-specific ASD. Jump and bypass features are



Offsite and Limited Area

Protected Area
Controlled Building Area

Controlled Room

Target
Enclosure

Target—*-'

DOR (OPEN)'

Figure A-6 Sample Facility

| OFFSITE |

LIMITED AREA
(UNUSED)

PROTECTED
AREA

CONTROLLED
BUILDING AREA

CONTROLLED
ROOM

TARGET
ENCLOSURE

S»mpl« Facility ASD

TARGET

Figure A-7 Sample Facility ASD

izh=

included in the SAVI modeling technique. A jump is used to model a
site element that does not directly connect to the adjacent area shown
on the generic ASD. A bypass is used to model the absence of a

protection layer.



ASD Jump - As shown in Figure A-6, there is a wall common to the
controlled building area and to the target enclosure making it
possible to go directly to the target enclosure without passing
through the controlled room. This situation is modeled (in Figure A-
7) by using the "SUR" jump element with the letter "D" at the bottom
and placing it after the controlled building area. In Figure A-7, the
site-specific ASD then shows a direct path from the controlled
building area to the target enclosure in addition to all other
selected indirect paths.

ASD Bypass - It is possible to bypass features of the generic ASD by
eliminating all of the elements in a layer. If, for example, as shown
in Figure A-6, a facility does not have a limited area. The resulting
site-specific ASD configured by SAVI would have a direct connection
between the off-site area and the protected area. The bypass is
accomplished by eliminating all of the protection elements in the
layer between the limited area and the protected area. Figure A-7
also shows this bypass.

Threat Specification

Attributes

Because of the availability of arms, penetration tools and equipment,
and explosives, SAVI assumes all adversaries will carry them. Three
modes of transportation are considered - foot, wvehicle, and
helicopter; and the analyst can select any one of these for analysis.

Other conditions that must be considered are whether the attack occurs
during day-shift, off-shift, or emergency plant states. This is done
by selecting those components that are operative for the specified
state from the component lists provided for each element. The threat
where outsiders act in collusion with an insider is also considered by
setting zero value to the components that the insider could defeat.
SAVI does not directly input the number of adversaries. However, the
size of the adversary force must be considered in estimating the
response force time.



Objectives

The objective of the adversary may be to sabotage the facility or to
steal material. SAVI considers the objective together with the
response force strategy of interruption.

In the case of sabotage, interruption must occur prior to or at the
hands-on actions necessary for sabotage.

In the case of theft, a conservative strategy of interruption prior to
or at the target, before the adversary can effect hands-on removal of
material, can be used. Alternatively, a strategy of theft containment

can be used whereby the adversary is interrupted prior to or at the
site boundary.

SAVI provides the capability of selecting a hands-on theft or sabotage
strategy that models a worst-case interruption at the target. It also
provides for selection of a theft containment strategy that models a
worst-case interruption at the site boundary.

Response Force Time

The response force time (RFT) is the time for arrival of the
appropriate number of response personnel at the specified deployment
point after receiving the first alarm. The RFT includes assessment,
communication, and deployment time. The specified value for RFT can
be based on actual field trials or on estimated performance. The
analyst must determine the appropriate response force stations and
deployment locations so that the interruption objective can be met.
After the ten most vulnerable paths are calculated based on an initial
estimate of RFT, the analyst may want to change the deployment
configuration and RFT based on the vulnerable path exit locations and
then rerun the analysis.

The RFT should be based on time to deploy a sufficient number of
response persons to stop the forward progress of the adversary long

A-16



enough to allow for reinforcements to arrive. This initial number
will vary depending upon many factors, such as the number of
adversaries and the amount of exposure of the on-site forces.
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COMPONENT SELECTION LISTS

The SAVI model uses a systematic procedure for obtaining a complete
list of components associated with each PE of the specific ASD.
Component selection 1lists are provided that contain the typical

candidate components for a particular element. Also 1listed are
reference detection and delay values for these components that
experience has shown to be realistic. Two forms of the same component
lists are provided: 1) hard-copy lists for use in the field component

identification process and 2) computer display windows that allow
transfer of component information from hard-copy to computer and
subsequent processing in the path analysis algorithm.

SAVI uses mean or average-value point estimates of performance based
on a worst-case adversary attack. It assumes that data 1links, alarm
and assessment units, and security procedures are reliable. The
reference values for component performance are generally based on
field experiments performed under varying conditions at DOE national
laboratories and other facilities. When adequate test data is no”*
available, engineering Jjudgement is used. Actual componen
performance depends upon many factors such as initial quality,
installation and maintenance procedures, security procedures, and
adversary capabilities. If any of these factors are substandard or if
there are single-point vulnerabilities or other common-mode failures,
then the reference or analyst-selected mean values of performance
should be degraded to reflect realistic performance. Good data on the
standard deviation from the mean value of performance is not generally
available. Therefore, if there is concern about the accuracy of the
mean value, the analyst should vary it and rerun the analysis to
determine the effect on P(I). Whenever possible, component
performance values should be obtained by tests conducted at the
facility being evaluated.

The analyst takes the component 1lists for each PE to the field and
marks the components on the 1lists that most closely represent the
existing ones. Alternatively, he can write in his own estimated



values if there is no reference component that is sufficiently similar
to the one at the site.

Component-Threat Considerations

The hard-copy component 1lists show values for one threat, namely
adversaries on foot with equipment and explosives. However, the
component lists in the computer model are configured to allow the SAVI
code to show component performance values for three different threat
capabilities: l) on foot with equipment and explosives, 2) in a
vehicle with equipment and explosives, and 3) in a helicopter or
aircraft with equipment and explosives. For example, if adversaries
are on foot, then a zero delay time for vehicle barriers is selected.
If adversaries are in a vehicle, then the appropriate vehicle barrier
delays are selected. If adversaries use a helicopter, either the
limited or protected area (or both) may be jumped by using the
helicopter element.

For all paths that include the helicopter element, SAVI considers that
the adversary travels over the jumped area by helicopter on both entry
and exit. All other elements on that path, and on all other paths
that do not include the helicopter element, are considered to be
traversed by foot.

For a scenario including collusion with an insider, the appropriate
component values are selected by the analyst. For example, for
emergency doors with panic bars, a zero time delay is used even though
the door is normally locked, because the insider can open it for the
outsider adversary. . If a guard badge check is used with the guard
postulated to be the insider adversary, a zero detection probability
would be selected for the identity check value at that location.
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SAVI CALCULATION OF PE AGGREGATE DELAY AND DETECTION VALUES

There are many ways an adversary can attempt to defeat a PE. For
example, an adversary can attempt deceitful passage through a portal
by counterfeiting a credential and smuggling contraband.
Alternatively, he can force open or penetrate the portal doors or
penetrate the walls with tools or explosives. The appropriate
detection and delay element values for each defeat method are
automatically calculated by combining the appropriate component
values. The aggregate values for the worst-case method of defeating
the element are then used in determining the path wvulnerability.

Figure A-8 shows an example of a personnel portal protection element
that typically has several components that act together to perform
detection and delay functions. The individual values of components
that work together are aggregated or combined by the SAVI code, as
shown in Figure A-9 . The force or deceit delay times (t) for the
individual components are added to obtain the aggregate delay time
(T) . The non-detection probabilities (p) for the individual
components are multiplied and subtracted from one to obtain the
aggregate detection probability (P). It should be noted that the non-
detection probability is given by p = 1-p.

Component Element, and P(I) Value Truncation

The field tests of component delay times give results that are usually
valid to a few seconds, so delay values are given to the nearest

second. The field tests of component detection probabilities give
results that are wusually valid to two-figure accuracy, so these
detection values are truncated to two-place significance. Because the

element aggregate detection probability is usually obtained from two
or more detectors, the PE detection values are truncated to three-
place significance. Also, because a path generally is comprised of
several PEs, the P(I) values are truncated to four-place significance.
Truncation of the path P(I)s in this manner allows a practical ranking
of paths without presenting more accuracy in the results than is
warranted by the input data.
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Although conservative estimates of component values are wused, some
analysts will be concerned that the resulting P(I) values do not
accurately reflect actual PPS vulnerabilities. In this case, they can
put lower estimates on the component values. It is important to
realize that the P(I) measure gives a realistic relative ranking among
paths. It should be used as an absolute measure cf PPS effectiveness
only when validated by component performance tests and by field tests
conducted at the facility.

Transit Times

SAVI considers two types of adversary transit times - 1) area transit
times, and 2) element transit times. SAVI automatically calculates
traversal times for the current threat transportation mode when the
analyst has input the site-specific distances. For the physical
areas, the analyst initially wuses the minimum distance required to
traverse the area to reach the next area. For the elements, the

distance across the element, such as a tunnel or isolation 2zone is
used.

After SAVI calculates path P(I)s, the analyst may decide to rerun SAVI
using actual area transit distances along a path rather than minimum
distances. If a path is one of the most vulnerable ones, the analyst
determines the actual distance from one physical area to the next
physical area when the adversary actually goes through each specific
PE on the path being analyzed. He then replaces the minimum area
distances with these specific distances and reruns SAVI to see if the
path is still one of the ten most vulnerable ones.



THE SAVI P(I) CALCULATION ALGORITHM

For interruption to occur, two conditions must be met: 1) the
adversaries must be detected, and 2) they must be detected while there
is still time for the response force to arrive. Therefore, the

optimal adversary strategy is to avoid detection until a point on the
path is reached where the minimum delay time remaining, TR, is less
than the response force time, RFT. After this point, detection is
ineffective because there is no longer enough delay to allow
interruption.

This strategy can be demonstrated by considering the relationship of
detection, delay, and response along a path. On the ASD, a path
consists of an ordered sequence of protection elements through the
facility to the mission completion point. However, a path can also be
represented by an event line as seen in Figure A-10a . This 1line
represents the events on the path the adversary takes from off-site to
the end location. The dotted part of the line is the distance already
traversed by the adversary, and the solid part of the line is the time

remaining to mission completion (TR). The events shown on the line
are: 1) the location of the detection components pi, p2, etc., 2) the
accumulated delay times Tl1, T2, etc., representing the sequence of

delays provided by barrier, delay components, transit and task times,
and 3) the point where the TR is equal to the RFT; namely TR*.

Time Remaining (TR *) = RFT

T=0 Tl T2 T3 T4 T5
L
t t
pi p2 p3 p4 p5 p6

*Response Force Time (RFT)1

Mission
Completion

Critical Detection Point (CDP)

Figure A-10a Adversary Path Event Time Line



The first detection point encountered on the 1line prior to TR* (in
this case p4) 1is called the critical detection point, CDP, because
detection must occur either before or at this point for interruption
to occur. It should be noted in Figure A-10b that detectors located
beyond the CDP (in this case pi and p2) are ineffective. Even if the
adversary 1is detected after the CDP, the remaining path delay is
insufficient to allow the timely arrival of the response force after
they receive the alarm.

A path can have a CDP but still have a P(I) = 0. This occurs if the
total path time (in this case t5) 1is greater than the RFT, but there
is no detector on the path prior to the TR* point as shown in Figure
A-lob* Furthermore, there must be a CDP on the path for interruption
to occur. If the total path time is 1less than the RFT as shown in
Figure A-10c. then there is no CDP and P(I) = 0.

-Time Remaining (TR *) * RFT-

T=0 Tl T2 T3 T4 TS
J.
a T t
pi P2

* Response ForceTIme (RFT)-

Critical Detection Point (CDP) Mission

Completion

No detectors prior to TR *
Figure A-i1obAdversary Path Event Time Line

Stated more fully then, the optimal strategy is the one that would be
used by an adversary who knew all the delay and detection values, the
RFT and who could make the same calculations as SAVI does. He would
proceed along a path minimizing detection until the remaining time to
target is less than the response force time, and then minimize delay
without further regard to detection. This strategy decouples the
detection and delay functions because the adversary attempts defeat



Total Path Time >

T=0 Tl T3 T4 T5
1 I
) T t T
pi P2 P3 P4 PS  p6
Responaa Pore* Time (RFT) —>
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Total path time is less than RFT, so there is no TR * or COP on the path.

Figure A-10c Adversary Path Event Time Line

of either the element delay or the detection components depending on
whether or not he has passed the CDP. Because delay is thus decoupled
from detection, the calculation algorithm is simplified.

Based on this optimal strategy, the SAVI path P(I) calculation
algorithm: 1) starts backward from the last task at the target (or
the path end point) , 2) locates the TR* point by summing the minimum
delays for each element until they equal or just exceed the RFT, 3)
locates the CDP at the first detector encountered prior to the TR¥*
point, 4) if there is a CDP, then it accumulates detection
probabilities from the CDP to off-site to obtain P(I), 5) calculates
the minimum delays from the CDP to the target (or path end point) and
subtracts the RFT to obtain the time remaining after interruption, and
6) if there is no CDP on the path, it sets P(I) equal to =zero.
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SAVI ANALYSIS

The SAVI analysis procedure consists of three steps: 1) input data
and execute SAVI, 2) perform upgrade analyses, and 3) perform
sensitivity analyses.

Input Data and Execute

The site-specific ASD is created by selecting the PEs at the facility.
The detection and delay data from the component lists for the selected
threat, target, plant state, and site-specific PPS is entered into the
SAVI program. Area and element transit distances are entered. The
value of the RFT is entered and after all inputs are checked for
accuracy, the analysis is executed.

The SAVI code determines the value of P(I) for each path scenario on

the ASD. It lists the first ten most wvulnerable path scenarios and
ranks them in order of their vulnerability. If two paths have the
same P(I), then they are ranked on the time remaining after

interruption (TRI) that the adversary still needs to completes his
mission. Before deciding that the P(I) value for a given path is
acceptable, the TRI should be reviewed to see if there is a sufficient
surplus time to ensure interruption if the response 1is actually
somewhat longer than estimated.

Upgrade Analyses

SAVI does not determine whether the P(I) wvalues are acceptable; the
analyst must make that determination. SAVI does provide assistance
for the analyst in considering possible wupgrades to the most
vulnerable path scenarios. A blinking arrow is displayed on the path
segment of the element where the CDP is located. The direction of the
arrow shows whether it is on the entry or exit part of the path.
Also, each path element displays whether it has been defeated by force
or deceit. If defeat is by force, the side of the element is broken.
Thus, the ten worst-case scenarios and their P(I)s and TRIs are
presented.



SAVI displays a "Cumulative Path Delay Deficiency" warning if the
cumulative path delay is less than the RFT, which means that there is
no CDP on the path and P(I) =O. When there is a CDP on the path,
recommendations are shown stating that a path can be wupgraded by
adding detectors to path segments prior to the CDP. Adding them at
the beginning of the path is generally preferred if costs allow. A
path can also be upgraded by adding delay to path segments past the
CDP. Adding delays close to the target or at the surfaces and
entryways of buildings and rooms is generally preferred.

It is left to the analyst to determine whether the vulnerability is
caused by inadequate detection, insufficient delay, or both.
Furthermore, even though P(I) is adequate, the analyst may decide that
the TRI is marginal and more delay or faster response is needed. SAVI
displays the RFT as well as the surplus or deficiency in TRI which
assists the user in making this determination.

Alternatively, the analyst may determine that protection is not
balanced with some paths having insufficient or excessive delay or

detection relative to other paths. Furthermore, some paths may not
have protection in depth and instead concentrate protection in a
single element. It is good design practice to obtain the required

P(I) by using more than one layer of protection.

A number of upgrade alternatives should be considered before a final
upgrade design is selected. Both hardware and response force upgrades
should be considered and the necessary delay/response trade-off
studies made. For example, it may be more cost-effective to reduce
the response deployment time by stationing forces at different
locations than by adding concrete walls.

In reviewing the vulnerable paths, the presence of an element that is

common to many paths should be sought. The addition of an element
that is not in the current ASD should be considered especially if it
can reduce common path vulnerabilities. Also, there may be "quick

fix" upgrades that produce 1large changes in PPS effectiveness for
small costs and these should be 1looked for. A survey of all of the



most wvulnerable paths should be made before any upgrade decisions are
made.

If all of the paths have very high P(I)s, then it is 1likely that
unrealistic component detection and delay values were selected. The
analyst should reconsider these values to be sure that they are
justified.

Three types of graphs, shown in Figures A-11, A-12, and A-13, are
produced by SAVI: 1) a graph showing P(I) and TRI for each of the ten
most vulnerable paths when an RFT is specified, 2) a graph showing the
distribution of P(I)s by giving the percentage of path scenarios that
have a given P(I) value, and 3) a graph showing the variation of the
worst-case path P(I) with changes in RFT.

Ptrfomanct on IB Host Balnenllt Piths
RFT @ 80 seconds

1.0
0.9
0.8
0.7
0.8
P(I) 0.5 TRI
0.4
I o
0.2
0.1

0.0
L2 3 4 5 8 7 8 9 1

Path Nunto

Figure A-11 P(I) and TRI as a Function of Response Time
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Sensitivity Analyses

Sensitivity analyses are performed on a PPS design to determine the
effect of incremental changes in the elements and components, and in
the response capabilities. An intelligent analysis can uncover places
where relatively small changes can produce significant improvements in
PPS effectiveness. It can also uncover whether small changes in RFT
can result in large changes in P(I). Because the most critical PPS
parameter is RFT, SAVI allows the analyst to vary the RFT over a
specified range and then calculates the variation in P(I) over this
range for worst-case vulnerable path. Figure A-13 shows this graph of
the variation in P(I) with REFT.

Detailed analysis of a single path can be done after SAVI has
calculated the P(I)s for a specific PPS. By constructing a new ASD
consisting of only path, any of the vulnerable paths listed by SAVI
can be analyzed to determine the effect of changing elements on that
path, components in an element, area or element transit times, and
response force time.

Changes can also be made to the specific ASD by adding or deleting
elements with postulated aggregate element values. This approach
allows a rapid means of determining whether a "quick" fix is useful.
If a useful change is uncovered at this level of analysis, then a more
detailed look at the proposed element to determine what components are
necessary to obtain the specified aggregate performance can be made.

Finally, if all paths have very high (.9999) values for P(I), a

sensitivity analyses based on varying component performance values
should be made.



SUMMARY

SAVI models a facility protection system and evaluates its

effectiveness against a specified threat and specified target. The
model results are based on performance at the component 1level - the
level at which the adversary attempts system defeat. Current

knowledge and experience on component performance is utilized.

SAVI calculates the value of P(I) for each path scenario on the ASD
but does not determine whether the P(I) values are acceptable; the
analyst must make that determination. SAVI does provide help for the
analyst in considering possible upgrades to the most wvulnerable path
scenarios. It lists the first ten most vulnerable paths and ranks
them in order of their wvulnerability. If two paths have the same
P(I) , then they are ranked on the time remaining to complete the
adversary mission after interruption occurs. The 1location of the
critical detection point on each path is displayed and prior to.this
point, the path can be upgraded by adding detectors. A path can also
be upgraded by adding delay past this point.

The site-specific ASD data files and printouts are permanent records
of protection system designs and performance. Once the initial
configuration of the baseline PPS at a site 1is modeled, both

sensitivity and upgrade analyses can be performed and recorded quickly
and easily.
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ATTACHMENT A-1

DESCRIPTION OF PROTECTION ELEMENTS

There are 15 different protection elements as shown in Table A-Al.

Each element is composed bf delay and detection components. These
components are the links in the protection chain that the adversary
attempts to defeat. The components work together to perform a unique

security activity.

DOR  Door PER  Personnel Portal
EVC  Evacuation Shelter RAL  Rail Portal

FEN  Fence SHP  Shipping Area
GEN  Generic Element SUR  Surface

GAT Gate TSK  Task

HEL  Helicopter Flight Path TUN  Tunnel

ISO Isolation Zone VEH  Vehicle Portal

MAT  Material Portal

Table A-A1l Protection Elements

A brief description of each protection element is given below. A
layout of each element 1is provided that shows the components that
comprise the element.

Note that on many elements the terms input and output components are

used. Input and output segments (on which the components are located)
refer to the traversal of a PE as the adversary approaches the target
during entry. When an element is traversed by the adversary as he

leaves the target and exits the facility, the output segment
components will then be encountered first.
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Door

A single controlled door, shown in Figure A-Al, 1is a protection
element that allows unrestricted passage of authorized persons,
vehicles, and material and impedes passage of unauthorized persons,
vehicles, and material. All doors that are not part of a portal are
modeled using this construction. It should be noted that portals have
dual-interlocking doors.

If a controlled door is used for normal authorized passage, it will
either be remotely operated or a security guard will be present. When
remotely operated, identification is wusually by CCTV credential or
badge verification, although other means may be used. Controlled
doors are generally used to allow infrequent authorized passage. They
are usually unlocked only when a security inspector is present.
However, if they allow emergency exit, they have an interior panic

bar. This feature provides no delay if an insider adversary is
present to open the door using the panic bar. ~
Identity Exptoatvaa Sacurtty Entry
Ctwek Datedor- Inapactor-
Pwaonnal On Paraon Datactton knartor
D*t*ct Door

htuston

IntrusJor c
Maul Paekaga Sacurtty Datactlon

Oatactton- Search Ineepdor-

On Paraon Delay

Figure A-Al Door

Evacuation Shelter

The evacuation shelter PE models a safe haven type of evacuation
system. Currently, most facilities do not have safe-haven evacuation
shelters and evacuation is via a panic-bar emergency exit door. If



this is the case, the DOR PE, rather than the EVC PE, is used to model

evacuation.

The evacuation shelter, PE, shown in Figure A-A2» is configured as a

protection element that provides a secure emergency exit to a
haven and eventual exit to a protected area.

Entry
Output Surface
Penetration
Monitor Transit
Time Through
Shelter Input Surface
Penetration
Detector
Personnel Detect
Surface
Penetration
Controlled
Boundary

Figure A-A2 Evacuation Shelter

safe



Fence

A single fence, shown in Figure A-A3, is a protection element that
impedes passage to a limited area or to a protected area. It is used

if the facility does not have the standard dual-fence isolation zone
around the protected area.

Fence
Fence

Entry

Detection

Ground Securty Patrol Security Patrol
kibutlon or Tower-
DotedIon

or Tower-
Detection Delay

Vehicle
Banter

Figure a-A3 Fence

Generic Element

The generic protection element, shown in Figure A-A4, is provided to
enable the analyst to model a situation not covered by any of the
standard elements. It should be noted that when this element is used,
the detection and delay values of the element must be calculated to
give the worst-case force or deceit scenario values for each threat.
These values are used for the SAVI input when a specific threat is

analyzed.
toput friput
Delay Datactlor

Entry
( GEN )

OQutput Output
Detoy Detection

Figure A-A4 Generic Element



Gate

A single gate, shown in Figure A-A5, 1is a protection element that

impedes vehicle or personnel passage. It is generally associated with
a single fence barrier system where a standard vehicle portal is not

installed.
Package
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Figure A-A5 Gate
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Helicopter Flight Plan

The helicopter flight plan protection element,
is used to model the traversal of physical areas by an aircraft. It
is included as a PE because there is delay and detection associated

with the flight path.

shown in Figure A-A6,

This element can be inserted in the ASD only

when the adversary attributes include a helicopter.

An isolation =zone,

Isolation Zone

as shown in Figure A-A7,

is the protection element

surrounding the perimeter of a facility that impedes wunauthorized

passage to the protected area.

against intrusion.

It provides the first line of defense
It generally is made up of two chain-link fences
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Figure A-A6 Helicopter Flight Plan

with intrusion detectors along the outer fence, between the fences,
and on the inner fence. A vehicle barrier typically runs just inside
the inner fence to delay motorized attack. The roofs of buildings
that span the isolation 2zone should have detection and delay
equivalent to that of the ground system. Care must be taken in the
installation of the detection system to ensure that no detection gaps

occur at zone transition points such as vehicle portals and building
walls.
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Material and Personnel Portals

The material and personnel portals shown in Figures A-A8 and A-A9 are
protection elements that allow unrestricted passage of authorized
persons and material, and impede passage of unauthorized persons and

material. In a security context, portals are secure passageways that
can be booths, rooms, or- controlled areas. They are surrounded by
fixed barriers such as walls or wire mesh. They have controlled,

movable barriers such as doors, gates, or turnstiles at both entry and

exit which normally operate in an airlock mode to allow authorized
passage.

Portal entry doors are frequently left wunlocked and alarms are
suppressed during daytime operations or heavy traffic periods to
facilitate passage. In this case, a security guard is usually present
to prevent unauthorized passage. The guard can serve in both
detection and delay roles.

Portal Operations - Within the personnel portal an entrant is
generally subjected to identity verification and is checked to see if
he is carrying contraband. If packages or other material are allowed
through a personnel portal, they are usually checked independently for
contraband. Similarly, if personnel are allowed through a material
(or vehicle portal), they are subjected to independent verification
and contraband checks in addition to inspection and searches of
packages, material, or cargo.

When traffic is infrequent, a portal can be remotely operated. In
this case, both doors are locked and alarmed. An entry request unit,
such as a buzzer, is provided and entry into the portal is
automatically allowed upon normal request. The entrant's identity is

then remotely verified. There may not be a contraband check for
remote operation.



Figure A-A8 Material Portal

Different detection and delay components may be in use depending upon
the state of the plant. During off-shift or shutdown states, both
portal doors are 1locked and alarmed. If there 1is an interior
intrusion monitor, it is turned on and other portal monitors are off.
During an emergency state, material portals would be locked, personnel
portals evacuated and then locked, but some vehicle portals would be
opened and reinforced by guards to allow passage by emergency
vehicles.
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Figure A-A9 Personnel Portal

Rail Portal

A rail portal, as shown in Figure a-AIO, is a protection element
generally located at the protected area perimeter and spans the
isolation zone. Chain-link vehicle gates are used that are controlled
by a security inspector when the portal is in operation. A movable
rail barrier is generally used to impede forcible train passage.
Train and cargo searches are generally done at this portal. Drivers
and other passengers are required to dismount and enter the protected



area via a personnel portal for identity and contraband checks. If
they are allowed passage via the rail portal, they are required to
pass the identity and contraband checks at this point.

Shipping Area Portal

A shipping area is a vehicle and cargo portal that is part of a
building, as shown in Figure A-All. This portal is similar to the
vehicle portal except it usually has a roll-up door instead of a gate
and concrete walls instead of fencing.

Surface

A surface that envelopes an area includes walls and berms, roofs,
ceilings, floors, and surface openings is shown in Figure A-Al2 it
is a fixed barrier protection element consisting of detection and
delay components. The entire surface enclosing an area or room is
considered, and the weakest part is selected for the barrier delay
time. A room may have an unbarred window or a tin roof as the weak
part even though the walls may be reinforced concrete. Because the
optimal adversary strategy is to either minimize detection or minimize
delay at each element, the detection value associated with this
element is selected independently of the weakest delay. That is, an
alarmed window may be the weakest delay route, but an unalarmed wall
may be the weakest detection route.

A surface is modeled in two stages: 1) barriers that can be
penetrated in a single action - both detection and delay occur during
the first stage, 2) thick, hardened walls or heavy earthen covers -
two penetration actions are required, and detection is assumed to

occur during the first stage (e.g., when explosives are detonated)
prior to the second stage delay (e.g., rubble clearing and cutting of
rebar).
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Theft or Sabotage Task

The theft or sabotage task protection element, shown in Figure A-Al3 ,
provides protection at the target location. Interior intrusion
detectors in the target enclosure are associated with the task
element. Detection and delay components can be installed at the
target to impede and monitor unauthorized activity. Co-workers for
ad-hoc monitoring of operations can be effective. However, wunless
they are dedicated to surveillance or monitoring of specific tasks for
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only short periods of time, they are not likely to observe improper
actions by an insider employee. Furthermore, they should have duress
alarms or protected positions to ensure that they can reliably
transmit an alarm to security.

TV« T™™W Interior Security
Tart » Parson Intrusion Inspector-
Detection Detection Detection Detection

Entry

Security
Task inepector-
DMy Delay

Figure A-Al3 Theft or Sabotage Task

Tunnel, Pipe, or Drain

The tunnel, pipe, or drain, shown in Figure A-Al4, is not a protection
element in the strictest sense, but components should be present to
provide protection against entry through this element. Detection and
delay components can be installed at both ends of the element. In
addition, an interior intrusion detection system can be added within
the element. Transit time through the element is usually significant.

Vehicle Portal

Vehicle portal, as shown in Figure A-Al5, is a protection element
generally located at the protected area perimeter and spans
theisolation zone. Chain-link vehicle gates are wused that are
controlled by a security inspector when the portal is in operation.
Additionally, a movable vehicle or rail barrier is generally used to
impede forcible vehicle passage. Vehicle and cargo searches are
usually done at this portal. Drivers and other passengers are
generally required to dismount and enter the protected area via a
personnel portal for identity and contraband checks. If they are
allowed passage via the vehicle portal, they are required to pass the
identity and contraband checks at this point.
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SAVI Software Manual



SAVI

Systematic Analysis of Vulnerability to Intrusion

Physical Protection System Analysis Software

Version 2.2

Sandia National Laboratories and Science & Engineering Associates,
Inc., provide this manual and accompanying software "as is," without
warranty of any kind, either expressed or implied. Both Sandia National
Laboratories and Science & Engineering Associates, Inc., reserve the
right to make revisions and/or changes to the product(s) and/or the
program(s) described herein at any time without obligation to notify
anyone of such revisons or changes.

If you have comments about or problems with the SAVI software or this
manual, please complete the SAVI Report Form provided at the back of
this manual and mail it to the address listed.

SAVI contains licensed program materials of Metagraphics Software
Corporation Copyright © 1985, 1986 Metagraphics Software
Corporation, Scotts Valley, CA 95066
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About SAVI

SAVI (Systematic Analysis of Vulnerability to Intrusion) is a
powerful, easy-to-use software package for evaluating the
effectiveness of physical security systems against outsider
threats. The package incorporates several innovative concepts
including the adversary sequence diagram methodology which
was developed by Sandia National Laboratories and an
advanced path vulnerability analysis algorithm developed by
Science and Engineering Associates, Inc. A highly interactive
interface allows the user to accurately model complex facilities,
calculate the most vulnerable paths through a facility and
maintain a library of these models and analyses results on disk.
Recommendations are given as to modifications which might
reduce the vulnerability to intrusion for the most vulnerable
paths. Results can be displayed and printed in a variety of forms
to aid in developing security system upgrade plans and
performing sensitivity analyses.

SAVI Features

The SAVI software package includes the following features:

* Runs on IBM PC compatibles

+ Provides a highly interactive user interface

+ Constructs and archives physical protection system models

+ Allows threat to be specified including attributes, objective,
and intrusion tactics

* Includes a database of delay and detection components for
modeling a wide range of security systems

+ Models time necessary for intruders to traverse distances
through the facility



+ Evaluates adversary paths through a modeled facility and
determines the most vulnerable paths

+ Displays path vulnerability diagnostics and recommendations
for decreasing path vulnerabilities

+ Provides graphs of vulnerability analyses including sensitivity
to variations in response force times.

Overview of SAVI

SAVI makes use of a highly interactive user interface where
information is presented in graphic form. Pop-up windows are
used throughout for entry and display of information. A single
line menu at the top of the screen presents all options to the
user. These options are further explained on a message line
directly below the menu. The remainder of the screen is
dedicated to a diagram which represents the current protection
system model. All input is checked for accuracy, and data is
presented in a logical and clear manner.

SAVI utilizes a security system analysis technique based on the
Adversary Sequence Diagram (ASD). These diagrams provide a
method of graphically representing Physical Protection Systems
(PPS) composed of physical areas and Protection Elements
(PE). As an adversary attempts to move from area to area
through the system, he must defeat these elements. Elements
are composed of associated delay and detection components
and are the basic building blocks of ASDs. The user is given the
ability to specify the PEs which exist within the facility including
the associated delay and detection components.

The characteristics of the threat can be specified including
intruder attributes, objectives and tactics. SAVI then calculates
the system vulnerabilities, ranks the most vulnerable paths for a
range of security force response times and provides
recommendations for improving the PPS.



Data file functions support the archiving of ASDs and analysis
results to disk, while print utilities provide hard copies of all
results. Extensive graphic and tabular output is available to
document the modeling process.

About This Manual

This software manual is divided into two parts: a User's Guide
and a Reference Manual. The User's Guide supplies the
information necessary to operate the SAVI system including
directions for getting started and using the software. A step-
by-step tutorial covers all aspects of using SAVI to analyze a
sample security system. The Reference Manual provides the
user with an alphabetized reference to all menus and functions,
providing a precise explanation of all features.
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USER'S GUIDE

The SAVI User's Guide contains installation procedures,
directions for software use, and includes background
information and terminology necessary for effective system
operation. A tutorial chapter guides the user step-by-step
through a sample problem which includes modeling a facility,
analyzing the vulnerabilities, and investigating security system
improvements.



CONTENTS

Getting Started

1.1

1.2
1.3
1.4
1.5
1.6

Hardware Requirements
Package Contents

Backing Up Your SAVI Disks
Making a Data Disk

Running SAVI

Personal Computer Basics

Using SAVI

2.1

2.2
2.3
24
25
26

The SAVI Screen

The Current ASD Display
Using the Menu

Entering Data
Sub-Menus and Functions
Special Keys

Terms and Concepts

3.1
3.2
3.3

3.4

Terminology

The ASD and Timely Detection

SAVI Modeling Concepts

3.3.1  Adversary Sequence Diagram
3.3.2 Threat Characteristics

3.3.3 Detection and Delay Components
3.3.4 Response Force Time Range
SAVI Vulnerability Analysis

3.4.1  The Analysis Technique

B-17
B-17
B-18
B-18
B-19
B-20
B-22

B-27
B-27
B-27
B-30
B-31

B-33
B-38

B-43
B-43
B-45
B-46
B-46
B-51

B-51

B-52
B-53
B-54



CONTENTS (contlnuod)

Tutorial

4.1
4.2

43

44

4.5

4.6

Sample Problem

Modifying the ASD

421 Modify-Title

4.2.2 Modify - Area - Labels

4.2.3 Modify - Area - Traversal

424 Modify - Element - Presence
425 Modify - Element - Jumps
Specifying the Threat

431 Threat - Attributes

4.3.2 Threat - Objective

4.3.3 Threat - Tactics

Defining System Values

441 Define - Component - Settings
442 Define - Component - Copy
443 Define - Distance - Areas

444 Define - Distance - Elements
445 Define - Response

Analyzing Path Vulnerabilities

451 Analyze - Results - Vulnerability
4.5.2 Analyze - Results - Recommendations
453 Analyze - Results - Graphs
Improving the Protection System

B-61

B-61

B-63
B-63
B-63
B-64
B-64
B-66
B-68
B-68
B-69
B-70
B-70
B-71

B-75
B-76
B-77
B-77
B-79
B-80
B-82
B-83
B-85



FIGURES

Figure 2.1
Figure 2.2
Figure 3.1
Figure 3.2
Figure 3.3
Figure 3.4
Figure 3.5
Figure 4.1
Figure 4.2

Figure 4.3

Figure 4.4

Figure 4.5

SAVI Screen

SAVI Menu Structure

ASD Concept

Sample Facility with Jump and Bypass
Sample Facility ASD with Jump and Bypass
Sensitivity Plot

Adversary Path Event Line

Sample Facility

Sample Facility ASD

Sample Surface Delay/Detection
Component Settings

Response Force Time Range Input Windows

PE Tactic Markings

B-28
B-34
B-47
B-49
B-50
B-55
B-57,58
B-62

B-67

B-74
B-78

B-81



TABLES

Table 2.1 SAVI Protection Element Type Acronyms B-29

Table 4.1 Sample Facility Traversal Distances B-77

B-13,14






Getting Started

B-15,16






1.0 Getting Started

Before using SAVI for the first time, you should back up your
original software and create a data disk. This section covers
these topics and includes a section for first time users of IBM PC
compatible personal computers.

1.1

Hardware Requirements

SAVI is written for the IBM PC and true compatibles running
MS-DOS Version 2.0 or later.

The hardware required to run SAVI is:

An IBM PC or compatible with 640 KB of memory

Two Double Sided/Double Density (DS/DD) 360 KB floppy
disk drives or a hard disk and one floppy drive

A standard IBM Color Graphics Adapter (CGA) or functional
equivalent with an appropriate graphics monitor
(monochrome or color)

A parallel printer port with an Epson FX series or compatible
printer (the printer must recognize the IBM graphic character
set to produce correct diagrams and support the IBM graphic
command language for graph printouts)

An 8087 math co-processor is suggested to reduce analysis
times but is not required



1.2 Package Contents

The SAVI software package contains the following programs and
files distributed on the original SAVI system and catalog disks.

SAVI System Disk Contents:

SAVI.EXE

RUNSAVI.BAT

README.DOC

The SAVI program

A batch file to allow SAVI to be run easily
on a two floppy disk system

Contains latest documentation on SAVI

SAVI Catalog Disk Contents:

PE.CAT
DEL.CAT
DET.CAT
THREAT.CAT
STARTUP.ASD
SAMPLE.ASD

SAVIFONT.FNT

Protection element definitions catalog
Delay component catalog

Detection component catalog

Threat definitions catalog

The ASD file that SAVI loads at startup
The ASD file that is used in the tutorial

Graphic font file

1.3 Backing Up Your SAVI Disks

For your own protection, it is recommended that you make a

backup copy of the original SAVI system and catalog disks. To
accomplish this you will need:



+ The original SAVI system and catalog disks
+  Two (2) blank DS/DD 5.25" disks
* A copy of DOS (Version 2.0 or later)

Place the DOS disk into Drive A, and at the "A>" prompt, type:
DISKCOPY A: B:

The following message should appear:
Place the source disk in Drive A
and the destination disk in Drive B
Press RETURN when ready

Remove the DOS disk from Drive A, and replace it with the

original SAVI system disk. Place the blank disk in Drive B, and
press [J] to start the copy operation.

When the copy is complete, type [Y] when prompted to make
another copy.

Remove the original SAVI system disk from Drive A, and store it
in a safe place. Remove the disk from Drive B, and label it:

SAVI System Disk Backup

Now place the original SAVI catalog disk in Drive A. Place the
second blank disk in Drive B, and press [J] to start the catalog
disk copy operation. When copying is complete, remove the
original catalog disk from Drive A and label the disk from Drive B:

SAVI Catalog Disk Backup

1.4 Making a Data Disk

When running SAVI, a blank formatted data disk is required to
store facility models. To create one you will need:



* Ablank DS/DD 5.25" disk
+ A copy of DOS (Version 2.0 or later)

Place the DOS disk in Drive A.
At the "A>" prompt, type: FORMAT B :
The following message should appear:

Insert new disk in Drive B
Press RETURN when ready

Place the blank disk in Drive B, and press [J] to begin the format
operation.

When formatting is complete you will be prompted to enter a
label for the new disk.

Type an appropriate label such as:
SAVI DATA
or simply press [J] for no label.
Type [N] when prompted to format another disk.
Remove the disk from Drive B and label it:

SAVI Data Disk

1.5 Running SAVI

SAVI can be run from either a floppy disk or a hard disk. Follow
the instructions for your system.



Note - The DOS graphics driver (CRAPHICS.COM or
GRAPHICS.EXE) must be loadedprior to running SAVI so that
graphic phntouts can be made. You may want to ensure that this
is automatically loaded each time your system is booted by
including the line "GRAPHICS' in your autoexec batch file.
See your DOS manual for more on this topic. You must also
ensure that no other memory resident software is loadea since
SAVI requires nearly 640KB of memory to execute.

Two Floppy Disk System

To run SAVI from a floppy disk you will need to boot the
computer system from DOS. Simply place a bootable DOS disk
(Version 2.0 or later) in Drive A and boot the system either by
pressing the [Ctrl][Alt] and [Del] keys simultaneously or by
turning the system power off and back on. Now place a copy of
the SAVI system disk in Drive A and a copy of the SAVI catalog
disk in Drive B. Run SAVI by typing "RUNSAVI" at the "A>"
prompt. Once SAVI is running you can replace the catalog disk
in Drive B with a blank formatted data disk to store and retrieve
SAVI datafiles.

Hard Disk System (Install on drive C)

Place a copy of the SAVI system disk in Drive A and a copy of
the SAVI catalog disk in Drive B.

Create a sub-directory on the hard disk by typing:
MKDIR C:\SAVI
To copy all SAVI files to the hard disk type:

COPY A:* . * C:\SAVI
COPY B * * C:\SAVI



Although data can be stored on the hard disk, you may wish to

place your SAVI data disk in Drive B to save and retrieve data
files.

To run SAVI from the hard disk, set the current worthing directory
by typing:

CHDIR C:\SAVI
and then type:

SAVI

1.6  Personal Computer Basics

This section provides basic information relating to the use of IBM
PC compatible personal computers. To use SAVI you should be
familiar with the general operation of your computer. You need
to be able to run programs, manipulate files, make copies, and
format disks. If you need further help in this area, consult the
user's manual and documentation provided with the computer
.that you will be using. Some basic terms that you should know
are presented here for your convenience.

Boot To load the operating system from a disk containing
DOS. Simultaneously pressing the [Ctrl][Alf] and
[Del] keys resets the system and boots the disk in
Drive A.

Dir A DOS command to display a listing of disk files.

Directory A grouping of files on disk. The main directory is
called the root directory and is indicated by a single
backslash (\). Directories within directories are
called sub-directories.



DOS

Drive

Format

Load

Path

Prompt

Disk Operating System. Allows the user to
create and handle data files, run programs, and

access peripheral devices such as printers and disk
drives.

The device which reads and writes information to a
disk. Each drive is assigned a unique letter by
DOS. Usually the floppy disk drives are assigned
A and B and the hard disk, if one exists, is C.

The process of preparing a disk to accept
information.

To copy a program from disk to the computer
memory so that it can be run.

A unique sequence of directory names separated by

backslashes (\). The path indicates the location of a
file on disk.

The request from DOS for a command. Usually

indicated by the current disk drive letter followed
by a prompt character (Example: =u&>").
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2.0 Using SAVI

This chapter covers the basic information needed to use SAVI,
including the screen display, menu usage, entering data, and
special keys. The best way to learn this material is to begin
running SAVI as outlined in Section 1.5. Before continuing,
ensure that the instructions in Sections 1.3 through 1.5 have
been completed, including backing up your disks and loading
the DOS graphics driver.

2.1 The SAVI Screen

The SAVI screen is divided into two sections: 1) the menu
which appears at the top of the screen, providing access to all
SAVI functions, and 2) the current Adversary Sequence
Diagram (ASD) which represents a Physical Protection System
(PPS). These are shown in Figure 2.1. The key at the bottom of
the figure describes various features of the SAVI screen which
are discussed in detail in the following sections.

2.2 The Current ASD Display

SAVI represents physical protection systems with a graphic
known as an adversary sequence diagram. The ASD represents
a physical facility and its security system as layers of protection
separating an offsite intruder from a target inside the facility. The
offsite and target points are indicated toward the top and bottom
of the screen, respectively (see Figure 2.1).

When the SAVI program is first started, the ASD that appears is a
generic version of a PPS. Any number of ASDs can be created,
saved to disk, and retrieved later. The version that appears on
the screen at any given time is called the "current" ASD, and
changes to it do not affect other ASD versions on the disk.
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The ASD shows areas of the facility, such as buildings and yards,
as double horizontal bars labeled on the left side of the screen
with large rectangular boxes. The boxes which contain these
labels also indicate how the area can be traversed. Those areas
which can only be crossed on foot (interior areas) are labeled
with a solid outlined box. Areas which can also be traversed by a
vehicle (exterior areas) are indicated by a dashed box. The areas
are separated by layers of small boxes which represent doors,
fences, and other protection elements (PEs). Protection
element types are designated by a three letter abbreviation; for
example, a door is labeled as "DOR." A list of the PEs available
in SAVI and their acronyms are presented in Table 2.1.

DOR Single Door PER Personnel Portal
EVC Evacuation Shelter RAL Rail Portal

FEN Fence SHP  Shipping Area
GAT Gate SUR Surface

GEN Generic PE TSK Target Task
HEL Helicopter Flight Path TUN  Tunnel

ISO Isolation Zone VEH Vehicle Portal

MAT Material Portal

Table 2.1
SAVI Protection Element Type Acronyms

As an adversary moves through a facility, he must pass through
the PEs along his path. Each PE has an associated input path
segment and output path segment. The input path segment is a
single line on the upper, or offsite, side of the PE box; and the
output path segment is a line on the lower, or target, side.
These vertical lines connect to the facility areas (horizontal bars)
on either side. In Figure 2.1, note that some output path
segments do not directly connect to the area below, but are
marked by tabs with a single letter. These represent "jumps"
where an adversary can bypass facility areas and lead directly to
another area closer to the target. Corresponding jump tabs are



marked with tetters (A - D) on the double area lines as well,
indicating jump destinations.

The current ASD title is displayed at the bottom of the screen. If
analysis has not been completed on the current ASD, then a"?"
appears at the right end of the title box. This indicator
disappears when vulnerability analysis is completed. Once
analysis results are calculated, they are associated with the ASD
and are saved and retrieved along with the ASD itself.

2.3 Using the Menu

When the SAVI program is started, the top line of the menu
displays categories of SAVI functions. Use the cursor keys to
highlight any choice and press [J] to select it. Any category can
also be selected by pressing its first letter, such as [M] for
Modify.

Since the SAVI menu is a tree structure, many selections, called
sub-menus, lead to branches of associated functions. When a
sub-menu item is highlighted, its associated choices appear on
the second line of the menu. When a sub-menu selection is
made, these choices then move up to the top line. The new
items may then be selected, with some leading to further
branches, and so on.

If a menu choice offers no further branches, it is a SAVI function,
and a brief explanation of its capabilities appears on the second
line. This function will be invoked if selected. For example, to
invoke the Modify-Titte function, first select Modify from the main
menu. Several associated functions move up to the top line,
and Title can then be selected. Rather than choosing and
selecting with the cursor keys, it may be simplerto press [M] and
then [T].

Throughout SAVI the [Esc] key will back you up one level from
the current state. The Quit function also appears on all levels of



the menu and will back you up one menu level at a time when
selected. The main menu choices are displayed when SAVI is
first started, and can always be reached by pressing [Esc] or
selecting Quit repeatedly until the top menu level is reached.

2.4 Entering Data

Throughout SAVI you will be required to input both text and
numeric data, orto select data settings from a list or range SAVI
accepts input in different ways depending upon the type of data
and range of acceptable values. When data are to be entered,
the current settings are highlighted within a pop-up window. On
color screens, this highlighting is seen as a solid blue area
surrounding the data, while single color monitors show a grey
area. This state is known as the 'edit mode'.

Some SAVI functions, such as Modify-Title and Modify-Area-
Labels, are designed to accept text from the keyboard. To enter
text in edit mode, SAVI operates like a simple word processor.
The cursor keys move a cursor (blinking underline) to indicate
your position in the text. New words can be typed in, with the
old text replaced character by character. If errors are made, the
cursor can be moved back and the entry retyped. The
backspace key deletes text while backing over it. The [Del] key
can be pressed at any time to delete the character which
appears above the cursor. [Ins] is a toggle key which allows you
to insert new words into existing text (insert mode) or to replace
the existing text by writing over it (replace mode). The replace
mode is indicated by the normal blinking cursor, while the insert
mode is indicated by an increase in the height of the cursor. At
any time, you can undo all changes made while in edit mode by
pressing the [Esc] key. When the new text is satisfactory,
pressing the [J] key enters it into SAVI and exits the edit mode.

Other functions in SAVI, such as Define-Distance-Areas allow
you to enter numeric data. When entering numbers, simply type



in the new values over the old. Again, the [Esc] key will leave
the edit mode without changing the values, and [J] will save the
new data. Sometimes the numbers must be within a certain
range, and SAVI will indicate immediately if an attempt is made to
save invalid values. In some cases, SAVI will simply not allow
values outside of the required range to be typed. For example,
when entering time in seconds, numbers greater than 59 cannot
be entered.

With some SAVI functions, including Modify-Element-Jumps
and Types, changes are made by highlighting the current
setting and scrolling through the alternate choices using the
cursor keys. You may stop on the desired entry and set the data
by pressing [J], or reset to the original choice by pressing [Esc].

Still other functions are designed to allow you to select from a list
of choices, including Define-Component-Settings and the
Threat functions. Here SAVI uses a pointer to indicate the
current setting within a list of choices. The list is displayed in a
pop-up window; however, in some cases only a few of the
entries will fit the window. This is indicated with arrows and the
word "MORE" above and/or below the list. Use the cursor keys
to scroll up or down to view all choices and highlight the desired
one. Pressing the [J] key will select the highlighted choice, and
the [Esc] key will exit the window, leaving the current setting
where the pointer indicates.

SAVI makes extensive use of pop-up windows to display
information and to accept input. These windows appear
automatically within SAVI functions. If you would like to remove a
window from the screen to see the current ASD more clearly,
press the [space] bar. Press the bar again to bring the window
back. Throughout SAVI, windows can be toggled on and off the
screen using the [space] bar. However, if you are editing the
data within a window, you must first save your changes by
pressing [J] before removing the window from the screen.



2.5 Sub-Menus and Functions

The SAVI menu system is structured to encourage systematic
modeling and analysis of physical protection systems. The main
menu is made up of several sub-menus which contain all SAVI
functions. The functions contained within the Modify, Threat,
Define, and Analyze sub-menus provide the protection system
modeling capabilities, allowing the user to:

Modify  Model a specific facility by modifying the current
ASD.

Threat  Specify a particular threat to the facility.

Define  Define the security components which delay an
intruder and increase the probability of his
detection, the range of response force times, and
the facility distances.

Analyze Analyze the vulnerability to intrusion of all paths,
and display the sensitivity to variations in the
response time of security forces.

See Figure 2.2 for a diagram of the SAVI menu structure.
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The SAVI menu is designed to encourage a logical selection
sequence when progressing left to right. In other words, the
Modify functions should be selected before the Threat
functions, and so on. While these can be selected in any order,
a logical sequence follows, with a brief explanation of each
function.

File Functions

The File sub-menu is the first entry in the main menu and
contains functions which are used to retrieve and save ASDs to
disk.

File - Retrieve:
Retrieve the ASD file from disk which most closely
resembles the facility to be modeled. |If desired,
you can simply modify the generic ASD which
appears at the start of SAVI (STARTUP.ASD).

File - Save:
Save the current ASD to disk periodically to ensure
that no data is inadvertently lost.

File - Directory:
Set the disk directory for the Retrieve and Save
functions.

Modify Functions

These functions allow the current ASD to be modified to
represent a site-specific facility.

Modify - Title:

Input the new ASD title.
Modify - Area - Label:

Modify area labels to site-specific names.
Modify - Area - Traversal:

Specify the traversal limitations for each area.
Modify - Element - Presence:

Select PEs which exist in the new ASD.
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Modify - Element - Jumps:
Modify the output areas of the PEs within the
current ASD to indicate indirect connections
between areas.

Modify - Element - Types:
Modify the PE types within the current ASD.

Threat Functions

The Threat functions specify characteristics of the threat.

Threat - Attributes:
Specify the properties of the threat.

Threat - Objectives:
Identify the adversary's goal.

Threat - Tactics:
Indicate whether the intruder will attempt to
intrude into the facility using both force and
deceit tactics or will simply force each PE.

Define Functions

These functions allow detection and delay components to be
selected, and response force times and traversal distances to be
set.

Define - Component - Settings:
Define delay and detection component settings
for each PE.

Define - Component - Copy:
Copy PE component settings from one element to
another.

Define - Distance - Areas:
Define the distance across each area.

Define - Distance - Elements:
Define the distance across each protection
element.



Define - Response:
Define the range of response force times.

Analyze Functions

Path vulnerabilities are calculated and results displayed inside
the Analyze sub-menu. If analysis results are not current
(indicated by a "?" at the right side of the ASD title box), they are
automatically calculated upon entering the Analyze sub-menu.
See these functions in the Reference Manual for a complete
explanation of the display of analysis results.

Analyze - Results - Vulnerability:
Provides functions to display the most vulnerable
paths and vulnerability diagnostics for each path.
Analyze - Results - Recommendations:
Suggests changes to detection or delay
values on the most vulnerable paths in order to
improve effectiveness of the PPS.
Analyze - Results - Graphs:
Provides functions to display and print the analysis
results graphically.
Analyze - Print:
Provides the ability to print out analysis results.

Print Functions
The Print sub-menu provides hardcopy records of all input data.

Print - Diagram:
Prints the current ASD in graphic form.

Print - Tables:
Prints the current ASD protection system settings
in tabular form.

From this point you can reselect any function and modify the
ASD as necessary to reduce the system vulnerabilities. Each
function is explained further in the Reference Manual. See the



Tutorial in Chapter 4 for a more detailed example. Be sure to
save your ASD periodically. You can Quit SAVI at any time, and
continue analysis later by retrieving your ASD file from disk.

2.6 Special Keys

The following keys provide special functions within the SAVI
system.

e Cursor Control

m (i) wM

Use these keys to highlight menu selections, move between
protection elements within the current ASD, or to scroll
between paths and RFT values within the Analyze functions.

Note = The cursor keys are disabled by the [NumLock] key
above the numeric keypad, if your cursor keys do not seem
to work, you may have inadvertently pressed this key. Simply
press the [NumLock] key again to regain cursor control.

* Select
[J] or [Return]

Use this key to select functions from the menu and
protection elements within functions, and to set data when in
edit mode.

+ Escape
[Esc]

Use this key to back up to the preceding level within the
menu, or to undo changes made while editing within a
window.



Window Toggle
[Space] bar

Use this key to remove any pop-up window which is currently
on the screen orto replace it it it has been removed.

Maximum Vertical Movement

[PgUp] [PgDn]

Use these keys to move quickly to the top or bottom of the
current ASD display while in an ASD function, or to the top or
bottom of a list when appropriate.

Maximum Horizontal Movement
[Home] [End]

Use these keys to move quickly to the far left or far right of
the current ASD display while in an ASD function, or to the
beginning or end of a list when appropriate.

Insert/Delete
[Ins] [Del]

Use these keys to insert or delete the highlighted PE within
the current ASD while in the Modify-Element-Presence
function, or to enter data when in edit mode.

InsertTDelete Protection Layer
[*] followed by [Ins] or [Del]

Press the [*] key prior to pressing insert or delete, in order to
insert or delete all PEs on the current protection layer while in
the Modify-Element-Presence function.



Clear Component Settings in a Single Protection Element
m

Press this key to clear component settings while in the
Define-Component-Settings function.

Clear All Component Settings in Current ASD
[*] followed by [?]

Press the (*] key prior to pressing [?] to clear all component
settings after just entering the Define-Component-Settings
function.

Direct Setting
[#]

Press the [#] key while in a component settings window in
the Define-Component-Settings function to quickly enter a
direct setting.



Terms and Concepts
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3.0 Terms and Concepts

This chapter defines the terms and concepts which underlie the
SAVI technique of vulnerability analysis.

3.1

Terminology

The following are important terms used within the SAVI system:

Adversary Sequence Diagram - ASD
A graphic representation of a physical protection system
comprised of protection elements connecting physical areas.

Critical Detection Point — CDP

The last point on a given path where detection must occur if
the response force is to have enough time to interrupt the
adversary before he completes his mission.

Cumulative Path Delay
The total delay from offsite to the end of the path. This delay

is provided by the delay components encountered by the
adversary along a given path.

Cumulative Path Delay Deficiency

The time that must be added to the cumulative path delay on
a deficient path if interruption is to occur. This time is the
difference in the response force time and the cumulative
path delay plus one second to break a tie.

Path

A specific route through the facility consisting of a sequence
of physical areas and protection elements that an adversary
can traverse to accomplish his mission.



Path Scenario
The specific sequence of force or deceit actions that an

adversary may use to sequentially defeat each protection
element on a path.

Path Segment

The point leading into or out of a protection element where
the adversary delay times and detection probabilities are
assigned based on the component settings.

Physical Protection System - PPS

The collective interaction of delay, detection, assessment
and communication components, and security and response
force personnel that provide protection for facility targets.

Probability of Interruption — P(l)
The probability that the response force will interrupt the
adversaries priorto completion of their mission.

Protection Element — PE

The basic building block of a physical protection system
consisting of components which delay the adversary and
provide associated detection probability.

Protection Layer
A set of protection elements which separate two physical
areas within a physical protection system.

Response Force Time — RFT

The assessment, communication, and deployment time
expended by the response force in order to reach a
specified interruption point, after receiving the first alarm.

Timely Detection

A security system requirement whereby the adversary must
be detected in time for the response force to interrupt him
before he completes his mission.



* Time Remaining after CDP
The minimum tirrie required for an adversary to complete his
mission from the critical detection point on a given path.

* Time Remaining after Interruption — TRI
The time remaining on a path after interruption occurs. This
is the difference in the time remaining after CDP and the
response force time.

3.2 The ASD and Timely Detection

The adversary sequence diagram is a tool designed to model
physical protection systems. When combined with the concept
of timely detection, the ASD provides a means of evaluating
vulnerability to intrusion of all paths through a facility. This
capability provides the basis for designing, evaluating, and
improving physical protection systems in a thorough and
systematic way.

The concept of timely detection integrates detection, delay, and
response force time. This is accomplished by calculating the
minimum probability of detecting the adversary while there is still
time for the response force to interrupt. That is, it measures the
probability of interruption P(l).

The P(l) along any path is determined by calculating the critical
detection point (CDP). This is defined as the point where the
adversary delay time along the remaining path just exceeds the
response force time. The probability of interruption is then the
likelihood of detecting the intruder at or before the CDP.

SAVI uses the concept of timely detection to compute the
probability of interruption along every path within an ASD. Paths
are ranked according to the P(l), with the most vulnerable path
having the lowest probability of interruption. Paths with
equivalent P(l)s are sub-ranked according to the time remaining
after interruption (TRI).
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3.3 SAVI Modeling Concepts

SAVI is designed to be used to construct a site-specific model of
the facility protection system and to analyze its effectiveness.
This process requires several pieces of information:

+ Construction of a site specific ASD

+ Specification of the threat characteristics including the
intruder attributes, objective (entry or entry/exit) and tactics
(force-only or mixed force/deceit)

+ A set of protection system detection and delay components
assigned to the protection elements in the ASD

1 Distances across facility areas and protection elements

+ A range of response force times.

The SAVI analysis utilizes all of these settings to calculate the
vulnerability to intrusion for each of the possible adversary paths
through the defined facility and ranks the ten most vulnerable
ones. Each piece of information necessary to determine these
vulnerabilities is discussed further in the following sections.

3.3.1 Adversary Sequence Diagram

An ASD is a graphic representation of a facility and its PPS
comprised of protection layers which separate physical areas. A
protection layer includes everything between two physical areas
that would impede or expose an adversary. In SAVI, these are
called PEs and must be identified and defined in order to model
a specific facility. Doors, surfaces (walls, floors, ceilings), portals,
and isolation zones are examples of protection elements.
These elements can be thought of as the basic building blocks
of the physical protection system. A list of the protection
elements which are used in SAVI can be found in Table 2.1.



As an adversary attempts to accomplish his goal, he must pass
through a single PE within each layer of protection. Each PE
has an input path segment which leads into the element itself

and an output path segment which leads into the next physical
area.

Protection elements are composed of delay and detection
components which must be assigned specifically for each
facility. A path through the system is then a unique, ordered
sequence of these path segments. Figure 3.1 provides a
conceptual view of the interrelationships between physical
areas, protection layers, PEs, and path segments.

Offsite
Limited Area
Physical
Areas
Protected Area
Protection
Layer
Controlled Building Area
Protection
Controlled Room Elements
Target Enclosure
Path
Segments

Figure 3.1
ASD Concept



Within SAVI a site-specific ASD is constructed for the target, or
set of targets having a common location, by utilizing the generic
ASD together with specific facility and PPS layouts and
drawings. This site-specific ASD is created by selecting those
elements that are present at the facility from the general set
presented in the generic ASD.

Deviations from the orderly sequence of physical areas and
protection layers that comprise the generic ASD will often be
necessary in order to create an accurate site-specific ASD. Both
jump and bypass features are supported in the SAVI modeling
technique. A jump is used to model a site element that does not
connect to the adjacent area shown on the generic ASD. A
bypass is used to model the absence of a protection layer.

« ASD Jump - As shown in Figure 3.2, there is a wall which is
common to both the controlled building area and the target
enclosure making it possible to go directly to the target
enclosure without passing through the controlled room. This
situation is correctly modeled in Figure 3.3 using a surface
PE which jumps from the controlled building area to the
target enclosure (area “D"). Note the "SUFT protection
element with the letter "D" on the jump tab. This indicates
that a direct path exists from the controlled building area to
the target enclosure through the shared surface.e

+ ASD Bypass - It is possble to bypass entire protection layers
by eliminating all of the elements on a layer. Notice that the
facility shown in Figure 3.2 has only a protected area
between offsite and the controlled building area. Therefore,
any PEs leading between the limited area and the protected
area do not exist since there is no limited area in this
example. A bypass line indicates when all of the PEs on this
layer are deleted. Again Figure 3.3 shows the resulting
site-specific ASD with this bypass.
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3.3.2 Threat Characteristics

The characteristics of the threat must be specified for any
vulnerability analysis. These characteristics include setting the
adversary attributes, objective and intrusion tactics. Analysis for
normal day shift, off-shift hours, or during an emergency state
may affect the choices made for the threat characteristics.

SAVI supports analysis for three different sets of threat
attributes:

1) Outsiders with metal and explosives traveling on foot
2) Outsiders with metal and explosives traveling by truck
3) Outsiders with metal and explosives traveling by helicopter

The inclusion of "metal" indicates that equipment, tools and/or
weapons are carried and will be subject to metal detectors if the
intruders submit to these tests. The "explosives" are also
carried by the intruders and will be subject to explosives
detectors if present. SAVI calculates the time to travel across
discrete distances within a facility, and the mode of transport
(example: "on foot") will affect the time required to traverse the
facility. SAVI also takes into consideration those areas and
elements which cannot be traversed by a vehicle (example:
building interiors) and restricts travel to foot when appropriate.

Finally, the threat tactics can be specified. SAVI will model
intruders that forcibly penetrate all PEs or intruders that mix force
and deceit tactics along a path.

3.3.3 Detection and Delay Components

As noted in Section 3.2, SAVI utilizes the concept of timely
detection in analyzing PPS vulnerabilities. This requires
specifying delay times and detection probabilities for each PE.
The delay time is defined as the delay presented to an adversary
along a specific path segment given that the intruder has already
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been detected. Detection probability is the likelihood of
detecting an adversary along a specific path segment given that
he has not yef been detected. The element delay and
detection probabilities are calculated by SAVI from choices
made from component lists.

To help the user obtain detection and delay values for the
security system, the SAVI model provides a database of
possible security components associated with each element of
the specific ASD. The associated detection and delay values for
these components are shown. These values are based on
laboratory and field experiments, and engineering judgements.
Since some components vary in effectiveness depending on
the threat, SAVI allows the user to specify which components
exist in the PPS, and the delay and detection perfomance is
automatically adjusted for each component based on the
specified threat characteristics discussed above, ff desired, the
user may directly input threat specific component values.

SAVI also considers the delays along each path associated with
traversing areas and PEs. Element transit times are normally
used only for elements that have considerable length such as
tunnels or wide isolation zones. The area and element traversal
times are calculated automatically by SAVI based on the
minimum distances across each physical area and PE in
combination with the threat mode of transportation.

3.3.4 Response Force Time Range

The response force time (RFT) is the time it takes to interrupt the
intruders after receiving the first alarm. This time should include
assessment, communication, and deployment time. The
specified values for RFTs can be based on actual field trials or on
estimated performance. The analyst must determine the
appropriate response force station and deployment location for
each target so that the interruption objective can be met. It is
recommended that the analyst use an RFT value that reflects the



time associated with the arrival of a sufficient number of
response persons to successfully stop the forward progress of
the specified intruders. Therefore, the size of the adversary
force should be considered in estimating the number of
response personnel that must be deployed to achieve the
specified RFT.

SAVI allows the user to input a range of up to ten values for RFT.
The probability of interruption, P(l), for each path is calculated for
the range of RFT values. A graph can be displayed which
depicts the sensitivity of the most vulnerable path to variations in
the RFT.

3.4 SAVI Vulnerability Analysis

Once the required data is entered into SAVI, vulnerability
analysis can be done. SAVI calculates P(l) and TRI for each
path through the specified ASD. It will display the ten most
vulnerable paths ranked in order of their vulnerability. If two
paths have the same P(l), then they are sub-ranked by the time
remaining after interruption.

SAVI provides several features which help the user in
considering possible upgrades to the most vulnerable paths.
The critical detection point (CDP) is displayed graphically for the
top ten most vulnerable paths for any RFT in the given range. A
path can be upgraded by improving the detection components
in the PEs prior to the CDP. These upgrades will directly
improve P(l) for the most vulnerable path. A path can also be
upgraded by improving the delay components in PEs past the
CDP. This action may move the CDP closer to the end of the
path, thus gaining the effect of additional detectors and possibly
improving P(l).

In addition to display of the most vulnerable paths and the
associated diagnostics for each, three types of graphs are
available. These graphs are: 1) Vulnerability - a graph of P(l) and



TRI for each of the ten most vulnerable paths for any RFT in a
given range, 2) Sensitivity - a graph showing the variation of the
most vulnerable path's P(l) with changes in RFT, and 3)
Distribution - a histogram plot of the percentage distribution of
P()s for all paths for any RFT in a given range.

Sensitivity analyses can be performed on a PPS design to
determine the effect of incremental changes in the elements
and components. Because the most critical PPS parameter is
RFT, SAVI allows the analyst to vary the RFT over a specified
range and then calculates the variations in P(l)s over this range
for the most vulnerable paths. This information is displayed in
the Sensitivity plot (see Figure 3.4) and clearly indicates the
time in which the response force must respond to maintain a
desired P(l) for the most vulnerable paths.

3.4.1 The Analysis Technique

Although the SAVI software package is very complex and
powerful, the underlying concept for determining path
vulnerabilities can be stated simply.

The SAVI vulnerability analysis technique makes two
assumptions: 1) adversaries have knowledge of the protection
system characteristics, and 2) they use an optimal penetration
strategy — minimizing detection until the remaining delay time is
less than the RFT, then minimizing delay without regard to
further detection. The second assumption makes it possible for
SAVI to consider delay times independent of detection
probabilities, because at each point on the path, the adversary is
concerned with either delay or detection, but not with both.



Sensitivity of Worst Case P(I) to RFT
10 RFTs from 60 to 120 seconds

60 67 73 80 87 93 100 107 113 120
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Figure 3.4
Sensitivity Plot



In other words, the optimal penetration strategy is to avoid
detection until a point is reached on the path where the
minimum delay time remaining is less than the response force
time (RFT). After this point, detection is ineffective because
there is no longer enough delay to allow interruption. This
strategy can be demonstrated by considering the relationship of
detection, delay, and response along a path.

A path can be represented by an event line as seen in Figure
3.5. This line represents the delay, detection and response
events on a given path. The dotted part of the line represents
the portion of the path which has already been traversed by the
intruder; the solid part of the line represents the delay time
remaining on the path. The events shown on the line are; 1) the
location of the detection components pt, p2, etc., 2) the
accumulated delay times T1, T2, etc., representing the
sequence of delays provided by delay components, and task
times, and 3) the point where the time remaining on the path is
equal to the RFT; namely TR \

The first detection point encountered on the line priorto TR * (in
this case p4) is called the critical detection point (CDP) because
detection must occur either at this point or before it for
interruption to occur. If the total path delay is less than the RFT,
then a CDP cannot be specified and interruption is not possible.

If there is a CDP on the path, then detection probabilities are
accumulated from off-site up to and including the CDP, and this
gives P(l) for the path. If there is no CDP on the path, then P(l) is
defined as zero.
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4.0 Tutorial

This section provides a step-by step tutorial session designed to
introduce you to the process of analyzing a physical protection
system. All of the necessary steps are covered including: 1)
modeling a sample facility, 2) specifying the threat
characteristics, 3) defining the protection system values, 4)
analyzing the relative path vulnerabilities, and 5) interpreting the
displayed results to improve the protection system. To use the
tutorial most effectively, you should be at your computer running
SAVI before proceeding. You should also be familiar with the
SAVI system as explained in Chapter 2, Using SAVI. See
Chapter 1 if you need help getting the software started. Allow
approximately one hour to work through this tutorial completely.

4.1 Sample Problem

In modeling a PPS, we begin by gathering all relevant data about
the facility to be analyzed. This data may come from several
sources including, but not limited to, expert judgement, plant
layouts, and published information. Once this initial information
is obtained, you are ready to begin using SAVI.

A sample facility is shown in Figure 4.1. In examining this figure,
note that the facility can be broken down into several distinct
physical areas. The area outside of the facility is always refened
to as offsite and the point or item to be protected is always
refened to as the target. In this case, a protected area, a
controlled building area, a controlled room, and a target
enclosure make up the facility areas. Notice that this facility has
no limited area.
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Offsite

Protected Area

Controlled Building Area

Controlled Room

Target
Enclosure

Target—p

DOR (OPEN)'

Figure 4.1
Sample Facility

A personnel portal (PER), vehicle portal (VEH), and isolation
zone (ISO) separate offsite from the protected area. In addition,
two doors (DOR), and a surface (SUR), are between the
protected area and the controlled building area. The controlled
building area is separated from the controlled room by a single
door and a surface. Notice that the controlled building area is
also adjacent to the target enclosure separated by a single
surface. This arrangement is referred to as a jump.

Finally, a single door and a surface lead from the controlled room
to the target enclosure. The target itself is always associated
with a target task which the adversary must perform to
accomplish his mission.



Although this sample facility represents a simple protection
system, analyzing it will demonstrate all of the steps necessary to
model much more Complex systems within SAVI.

4.2 Modifying the ASD

The sample facility must be modeled correctly within the SAVI
system before a vulnerability analysis can be obtained. Upon
entering SAVI, a generic ASD is displayed. Your job is to modify
this ASD so that it correctly models the sample facility shown in
Figure 4.1. If you are not familiar with finding and selecting
functions within the SAVI menu system, refer to Chapter 2
before continuing.

4.2.1 Modify-Title

All SAVI functions for modifying the current ASD are found
within the Modify sub-menu. The first step in modifying the ASD
is to change the ASD title. Select the Modify-Title function and
you will be immediately placed in edit mode within a window
which contains the current ASD title. Delete the word
"Generic" by pressing the [Del] key repeatedly. Press the
[Ins] key to allow insertion of characters without overwriting.
Notice that the blinking cursor increases in height to indicate that
you are in insert mode. Type in "Sample Facility". The
label should now read "Sample Facility Adversary
Sequence Diagram". Press [J] to set the new title, and
you will return back to the Modify sub-menu.

4.2.2 Modify * Area * Labels

The next step in creating the sample facility model is to specify
information regarding the ASD areas. Specifically, we may want
to change area label names, or more importantly, specify the
traversal limitations for the areas.



You should still be in the Modify sub-menu, so select the
Area-Labels function. The first area label is now highlighted.
Let's change this title to' LIMITED AREA (UNUSED) 'to
indicate that there is no limited area in the sample facility model.
Press (J] to enter edit mode for this label. Now use the cursor
keys to position the blinking cursor to the right of the word
"LIMITED" and type "AREA*., Now move the cursor to the
second line of the label and type' (UNUSED)" over the original
word "AREA". Press [J] and the area label now reflects your
change. SAVI has been designed to allow you to change area
label names to reflect the semantics of your particular facility.
You could now modify the other area labels, however, this is not
necessary for the sample facility that we are modeling. Press the

[Esc] key to exit this function and return to the Modify-Area
sub-menu.

4.2.3 Modify - Area e Traversal

The Modify-Area sub-menu also provides a function to set the
traversal limitations of the facility areas. Select Traversal to see
how this function operates. Note that the area labels which are
displayed in a dashed-line box (Limited Area, Protected Area)
indicate exterior areas which can be traversed by a vehicle.
Areas which are labeled with a solid box are restricted to foot
traversal only. A pop-up window displays the current traversal
setting for the highlighted area. You can press [J] to modify the
setting for the selected area and choose either "INTERIOR" or
"EXTERIOR" as appropriate. The settings for the generic ASD
are correct for the sample facility that we are modeling, so press
[Esc] once to exit this function and again to return to the Modify
sub-menu.

4.2.4 Modify - Element * Presence

We now want to specify the protection element layout for the
sample facility by modifying the current ASD which appears on



the SAVI screen. The functions which provide this capability are
found in the Modify-Element sub-menu. If you are still in the
Modify sub-menu, press [E] to enter this sub-menu. The
general idea behind these functions is to provide you with a

palette of protection elements which you can use to model your
specific facility.

Select the Presence function to add or delete PEs for the
sample facility. Notice that the first PE within the current ASD is
now highlighted, and a window has popped up which displays
specific information concerning this PE. You can remove this
window if you like by pressing the [space] bar. Pressing the
[space] bar again will bring the window back, in this case, you
need to delete several PEs to create the sample facility ASD.

Delete all PEs which are not present in our model. Refer again
to Figure 4.1. Use the cursor keys to highlight the PEs which
need to be removed and press [Del]. Notice that protection
elements which are deleted are displayed with dashed lines to
indicate that they are no longer present within the model.
Continue deleting PEs until you have created the sample ASD.
If you delete a PE accidentally, you can re-insert it by pressing
[Ins]. Notice that in the sample facility there is no limited area.
Therefore, you must delete all PEs which connect the limited
Area to the Protected Area. When you do, a small vertical bar
appears between the two area labels to indicate that there is no
layer of protection between these areas. This is referred to as a
protection layer bypass.

Whenever you want to delete several PEs on a single layer, K
may be more efficient to take advantage of a special key
sequence provided by SAVI. To delete all PEs on the layer
which the highlighted PE is on, simply press [*] followed by
[Del]. The [*] key also works with the [Ins] key to insert all PEs on
a given layer. Once you have created the desired layout of PEs,
exit the function as usual by pressing [Esc].



Note - Helicopter Flight Paths

The Helicopter Flight Path PE cannot be traversed by intruders
without a helicopter. For this reason this type of PE cannot be
made present in an ASD unless the threat attributes include a
helicopter. If the threat does include a helicopter, these
intruders are modeled as traveling on foot through the facility
after leaving the helicopter at the end of the flight path.

4.2.5 Modify * Element * Jumps

Notice that we also need to specify a jump between the
controlled building area and the target enclosure. Select the
Modify-Element-Jumps function. Position your cursor on one of
the surface PEs between the controlled building area and the
controlled room and press [J]. Notice that the label of the
output area within the pop-up window is now highlighted. Use
your cursor keys to scroll through the choices for output areas
until "TARGET ENCLOSURE" appears. Press [J] to select
this choice. The surface PE which you selected should now
indicate a jump directly to the Target Enclosure (area "D"). Press
[Esc] three times to exit this function and return to the main
menu. You should now have an ASD that looks like Figure 4.2.
If you don't, then reselect the appropriate functions to modify
the ASD as specified.
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4.3 Specitying The Threat

Now that the current ASD has been correctly modeled to
represent a site-specific facility, we need to specify the threat
characteristics. The Threat sub-menu provides functions to
specify the threat attributes, objectives, and intrusion tactics.

4.3.1 Threat - Attributes

Select the Threat-Attributes function and notice that a window
appears displaying three sets of threat attributes. A pointer
indicates the current choice, as it does in all SAVI windows which
display a list of possible settings in this form. Notice that each
set indicates that the intruders are outsiders carrying contraband
which will be subject to metal and explosives detectors. The
"metal” indicates that the intruders have both weapons and
equipment to penetrate structures. The sets differ only in the
primary mode of transport (foot, truck, or helicopter). Select the
set of threat attributes "Outsiders With Metal/
Explosives on Foot’from the list by using the cursor
keys to highlight it and pressing [J] to select it. Once the
attribute is selected you will be returned to the Threat
sub-menu.

Note - Threat Transport Modes

SAVI models the time for an intruder to traverse distances in the
facility based on the best mode of transport available.
Therefore, if an intruder has a truck, SAVI will model traversal
across an exterior area using the tmck for maximum speed.
However, each threat can also travel on foot if necessary. SAVI
will model traversal by the fastest mode possible, but will switch
to foot traversal when required, such as in building interiors. In
other words, if an intruder has a vehicle, it will be used when
possible, otherwise traversal will be on foot.



4.3.2 Threat + Objective

The next step is to specify the threat objective. Select the
Threat-Objective function and another window appears
displaying the two types of threat objectives which are
supported by SAVI. The threat objective specifies whether you
would like SAVI to-determine the vulnerability to intrusion along
all paths from Offsite to the Target (Entry Only Analysis) or all
paths from Offsite to the Target and back Offsite again
(Entry/Exit Analysis). For the tutorial exercise, we will analyze
the facility vulnerabilities for an Entry threat. Select this objective
in the same way that you selected the threat attributes, and you
will be returned again to the Threat sub-menu when complete.

Note * Analysis Complexity

SAVI utilizes an exhaustive search of the entire path space to
find the most vulnerable paths through a specific ASD. If N
discrete paths exist on entry, then there are N2 discrete paths
for entry/exit analysis. This increase in the number of paths
which SAVI must examine for entry/exit may make this analysis
impractical for complex systems due to the time required to
analyze. It should be noted that if a system is capable of
interrupting an intruder before reaching the Target, then it is
certainly secure against theft. This is the reason that entry
analysis is also referred to as Hands-On theft. If the intruders
can't remove the target from its location, they certainly can't steal
it. On the other hand, ifa security system cannot be designed or
upgraded to protect adequately against entry, then entry/exit
analysis must be done. It should also be noted that analysis
times will be unnecessarily lengthened if multiple PEs with
identical settings are ever modeled on the same protection
layer. This should always be avoided.



4.3.3 Threat - Tactics

The last threat characteristic that must be set is the intrusion
tactics. Select the Tactics function to see another pop-up
window with the possible tactics settings. This function allows
you to specify the tactics which the intruders will use to
penetrate the security system. If the intruders are restricted to
forcibly defeating all security components, for example
penetrating surfaces and destroying detection systems, then
Force Only tactics should be set. However, if the intruders are
also able to minimize detection by deception, for example by
falsifying ID badges, then Mixed tactics should be selected.
Select Mixed tactics for now and you will again be returned to the
Threat sub-menu. You have now specified all threat
characteristics in preparation for vulnerability analysis. Press
[Esc] to return to the main menu.

Note-Force vs Mixed Tactics

Normally a PPS is more secure against intruders who use force
tactics only than it is against intruders who both deceive and
force protection elements by mixing tactics to minimize
detection and delay along a path. Therefore, analysis should be
done once for each tactic setting to ensure complete
vulnerability analysis.

4.4 Defining System Values

In order to facilitate learning the Define sub-menu, a special
tutorial ASD file (SAMPLE.ASD) has been provided with much
of the worfc done for you. This file can be found on your SAVI
catalog disk. Make sure that the file directory is set for the disk
and sub-directory where the sample ASD can be found. Go to
the File sub-menu and retrieve this ASD file. SAVI will ask if you
would like to save the changes made so far in this tutorial



session. You may save your work, but it is not necessary since
the tutorial ASD which you will retrieve has all the same
information with most of the component settings already
defined. Once you have retrieved the tutorial ASD, your screen
should again look like Figure 4.2.

4.4.1 Define - Component - Settings

The Define sub-menu provides a complete set of functions
which allow you to quantify specific information about your facility
PPS. The most powerful of these functions, Define-
Component-Settings, provides access to the SAVI database of
protection element security components.

Choose the Component-Settings function to select the delay
and detection components for all PEs in the sample facility ASD.
Once this function is entered, notice that the personnel portal
within the sample ASD becomes highlighted. Press [J] to
select this PE and a window appears allowing you to choose
either delay component or detection component settings.
Select delay components, and another window will pop-up with
a list of all delay components which might be found in a
personnel portal. Select the "INPUT DOOR" component and
still another window will pop-up to offer you a list of doors from
SAVI's delay component database. Once again a pointer
indicates the current choice.

Notice that arrows appear along with the word "MORE" at the top
and bottom of the choice list. This indicates that more choices
exist both above and below those shown. You can use the
cursor keys to view all choices in this list. The [Home] and [End]
keys will take you to the beginning and end of the list,
respectivefy and the [PgUp] and [PgDn] keys allow you to move
through the list a page at a time.

For the sample facility, the input door into the personnel portal is
not locked. Escape from this window and select the delay



component type, "D) OUTPUT DOOR". The output door has
been set to, "c) Hollow Core Metal" which offers 12
seconds of delay to the sample threat. When a specific door is
selected, yet another window will appear asking you if the door
has a panic bar or allows free passage on exit. Select choice
"c)" either by highlighting the selection with the cursor keys
and pressing [J] or by simply typing the letter "C". Upon making
a choice, the panic bar setting window will pop-up. Notice that a
panic bar has ngl been set for this door. SAVI needs this
information to correctly model a door which can be freely
opened from the inside. This question will automatically be
asked for all delay components which might have this
characteristic. Press [Esc] to leave the panic bar setting
unchanged or reselect "NO" and the window will disappear,
storing your selection.

At the bottom of the choice list you will find the special option,
"DIRECT SETTING". This choice gives you the ability to
directly input a time delay to be associated with this door. If you
choose this option, the value which you enter will be used
instead of the value from the delay component database. This
capability is available for all delay and detection component
settings. When a component value is directly set, this is
indicated throughout the component settings windows and on
the associated PE itself by a "#". This mark indicates that a
component value has been directly set. Notice that the target
task PE (TSK) indicates that a direct setting has been made.

Note » Direct Component Settings and the Threat

The SAVI delay and detection databases contain values which
are dependent upon the selected threat characteristics. This
allows SAVI to re-analyze a PPS for different threats without
requiring the user to change any component selections. You
can see this by looking at the delay value for a vehicle barrier
within an isolation zone. Ifthe current threat attributes include a
truck, the vehicle barrier choice window indicates that a concrete



median will delay the intruders by 125 seconds. However, if
threat attributes are set so that the intruders are on foot, the time
to step over the median becomes neqgligible and SAVTI sets the
delay for this component to zero. This automatic modeling
based on threat characteristics is only possible when
component selections are made from the SAVI database. If
component values are directly set, they will be constant for all
threats. Therefore, you should reconsider all direct settings
whenever the threat characteristics are changed. For this
reason, SAVI marks all PEs which have at least one direct setting
with a as an aidin finding all such settings.

At the top of each component choice list you will find a choice
which is not really a choice at all. The "CLEAR SETTING-
allows you to naj make a specific choice at this time. If you clear a
component, this will be indicated throughout the component
settings windows and on the PE itself by a “?". The "?" is SAVI's
way of telling you that some component choice has yet to be
made.

SAVI cannot analyze an ASD until ALL component choices are
made; therefore, if any question marks appear within this
function, vulnerability analysis will not be possible until the marks
are removed. You can use these indicators to find PEs which
you have not finished working on, since there will always be at
least one "?” until every PE is completely defined. Make sure
that the personnel portal output door component setting is still
set to choice "c)", and press the [Esc] key three times to
remove all component settings windows.

Notice that the surface between the controlled building area and
the target enclosure has a question mark on it indicating that the
delay and detection components within this surface have not
been set. Refer to Figure 4.3 for the information needed to
make these selections.



TITLE: v«uu w.i:

HPUT P*TX SECIKXT FROM

ControUtd BuUeinq Area

SURFACE

Is wt, or write rr oomporwrrt data.
OUTPIff PATH SEGMEXTTO Tirqet Er.cloiure
DELAY COMPONENTS
A. SURFACE DELAY STAGE t in seconds C. SURFACE DELAY STAGE 2 f in seconds
(Note: Choices m Stafes 1 and 2 Must Be identical) (Note: Choices m Stages 1 and 2 Must Be Identical)
a) OpenPon 0 a) Open Port 0
b) Unbarred Wndow 5 b) Unbarred Window 0
c) Vent, Port, Duct Standard Louvers 30 c) Vent, Port, DucC Standard Louvers 0
d) Vent, Port, Duct Heavy Ond 60 d) Vent, Port, Ducc Heavy Grid 0
e) Vent, Pen, Duct DiUtuen 120 e) Vent, Port, Ducc DifTueers 0
f) 4“ Framed w/ Sheetroci 10 0 4* Framed w/ Sbettrock 0
1) “ Concrete 30 g) 4" Concrete 0
h) 160as|e Metal 48 h) 16 Gauge Metal 0
i) <a CoDcrefc w/ Rebar 84 i) 4" Conorx w/ Rebar 0
j) r Coacrese w/ Rebar 120 j) 8" Coocrec w/ Rebar 0
k) 12" Concrete w/ Rebar 120 k) 12" Coocmt w/Rtb«r 54
1) 19" Concrete w/Rebar 12C« 1) 18" Conaete w/ Rebar 1ISO*
m) 24" Concrete w/ Rebar 120 m) 24" Concrete w/ Rebar 384
n) 36" Concrete w/ Rebar 156 n) 36" Concrete w/Rebar 756
0) 2'Earth 120 o) 2 Earth 0
p) 3'Earth 120 p) 3'Earth 54
q) 4’Earth 120 q) 4'Earth 180
r) S'Earth 120 r) el Earth 384
+) IC Earth 156 «) 10 Earth 756
SET SET
B SECURITY INS'EECTOR DELAY
a) No bspector oa
b) Unprotected bapectu 5
c) Protectad hupeexx 30
d) bapector in Hardened Poaiboc 120
SET
DETECTION COMPONENTS
A. SURFACE PENETRATCN DETECTION P C INTERIOR INTRUSION DETEGTION P
(Select Sse lowest value aarfacc desaction coaxpooent a) No Sensors 0.0#
repnflesi of the surface delay compnnerr sekcied.) b) Senaon Tumed Off 0.0
a) No Sensor 0.0 c) Single Motion Sensor J
b) Senear Turned Off 0.0 d) Complementary Moooc Sensors 9
c) Capacitance SenKr 99 SET
d) VibratioD Senear 99%
e) Ond Mesh 99
SET D. SECURITY INSPECTOR DETECTION
a) No kvpector 0.0 =
B. PERSONNEL DETECT SURFACE INTRUSION b)) Inspector W//O Duress Alarm 0.0
. - c) Inspector w/ Duress Alarm 5
D Ze.“’ Probab}l_lty 0.0 d) ProFtJected Impccax w/ Alarm .99
b) Fair Probability 5 SET
c) Good Probability 9 E—
d) Exccflent Probability 99 +
SET
tagaloM
Figure 4.3

Sample Surface Delay/Detection Component Settings



Use your cursor keys to highlight this surface and press [J] to
begin setting the components. Select the delay components
and the first delay component type, "SURFACE DELAY
STAGE 1". Notice in Figure 4.3 that the correct choice for this
component is, "1h 18" Concrete w/ Rebar". Select
this choice either by highlighting it with the cursor keys and
pressing [J] or by simply typing the letter "L". Note that the
same choice which you make for the stage 1 delay should be
made for the stage 2 delay as well. Continue to refer to Figure

4.3 to make all delay and detection component settings for this
PE.

When you complete the settings for this PE, and escape from
the component settings windows, notice that the question mark
has been removed, indicating that you have made all choices for
this PE. Once you have finished, escape from the
Component-Settings function. All component settings are now
defined in preparation for vulnerability analysis.

4.4.2 Define » Component - Copy

A Copy function is also offered within the Component
sub-menu. This function can be very valuable when you have
more than one PE in an ASD with exactly the same component
settings. In these cases, you can make the component
selections once and then copy the entire contents of the PE
over to another PE using this function. We do not need this
function now, but you may want to experiment with it to see how
it operates.

When you select this function, the first PE in the ASD becomes
highlighted.  Notice also that every PE in the system, even
those that are not present in the current ASD are available to
copy from or to. This allows you to store PE settings in unused
PEs for use later. These settings are all stored when you save
your ASD. Use the cursor keys to highlight the PE that you
wish to copy, and select it by pressing [J].



In the sample facility, the surface between the Controlled
Building Area and the Target Enclosure has the same
characteristics as the surface between the Controlled Room and
the Target Enclosure Knowing this, we could have saved some
time by copying the settings from one to the other. You can try it
now if you like. Select the surface between the Controlled
Room and the Target Enclosure and notice that this PE begins
blinking, indicating that it is ready to be copied. Now you may
highlight any other PE to copy to, even one of a different type.
In this case you want to highlight the surface between the
Controlled Building Area and the Target Enclosure. Press [J]
and all settings from the blinking PE are copied over. This
function is a real time saver for more complex ASDs. When you
finish using this function, press [Esc] twice to return to the
Define sub-menu.

4.4.3 Define ¢ Distance ¢ Areas

Next we want to define the traversal distances associated with
each area and relevant PE in the sample facility. The
Define-Distance sub-menu provides the functions to set these
distances.

Select the Define-Distance-Areas function to set the distance
across each area. Notice that the top area label becomes
highlighted and a window appears displaying the current
distance setting for this area. The time associated with
traversing this area for the current threat is also displayed. Press
[J] while highlighting any area to enter edit mode. The new
distance can now be entered.

Refer to Table 4.1 for the distance across each area. Enter the
distance from the table for each area by typing over the old
distance settings and pressing [J] to set the values. When all
distances have been entered, press [Esc] to exit this function
and return to the Define-Distance sub-menu.



4.4.4 Define - Distance - Elements

Now select the Elements function to enter the distances across
the PEs mentioned in Table 4.1. This function operates the
same as the Distance-Areas function. Any PEs which do not
have a distance specified in Table 4.1 are already set to zero.
When you have entered all distances, press [Esc] twice to return
to the Define sub-menu.

Areas Distance (m)
Limited Area (Unused) 0
Protected Area 31
Controlled Building Area 31
Controlled Room 15
Target Enclosure 6

Protection Elements

Personnel Portal 15

Vehicle Portal 15

Isolation Zone 15
Table 4.1

Sample Facility Traversal Distances

4.4.5 Define * Response

Finally, you must set the response force time range. These
values represent the range of times required for the security
response force to interrupt the intruders following detection.

Select the Define-Response function and two windows appear,
displaying the number of times in the current range, and the
range of response force times. These windows are shown in
Figure 4.4.



Number of RFTs in Range

10 Response Force Times

Response Force Times

Minimum
2 minute
0 seconds

Maximum
5 minutes
0 seconds

Figure 4.4
Response Force Time Range Input Windows

Notice that the number of RFTs is highlighted allowing you to
specify the number of times you would like in the range. Up to
10 RFTs can be set. Set the number of RFTs in the range to 10
and press [J]. Now you are able to edit the minimum and
maximum time values in the range window. These values
represent the shortest and longest times that the response
force might require to interrupt the intruders following detection.
Note that these times must include response force alarm
assessment, communication, and deployment. Enter the
minimum and maximum times found in Figure 4.4 and press [J]
to set the values. Once this is accomplished, escape from this
function all the way back to the main menu.

The sample facility is now completely modeled and site specific
protection values are defined. SAVI is ready to calculate path
vulnerabilities.



It is a good idea to save your ASD periodically during a SAVI
session, especially after all data are entered prior to analysis.
Simply select the File-Save function and you will be prompted
from there. After the file has been saved, you may also want to
print out documentation of the ASD settings. This is done by
selecting the functions found in the Print sub-menu, allowing
you to print both your facility diagram (ASD) and tables of all
current settings.

4.5 Analyzing Path Vulnerabilities

The Analyze sub-menu provides the functions that display the
calculated system vulnerabilities, offer improvement
recommendations, and produce graphic results. Analysis
occurs automatically when Analyze is selected if results have not
been previously calculated. Note that a "?" is displayed at the
right side of the ASD title box as long as analysis results are not
calculated for the current ASD.

Select Analyze now and vulnerability calculations will be done for
the current ASD. When analysis begins, an estimate is made of
the time that will be required, and this estimate is updated
throughout the analysis. If for any reason you do not want to
wait for analysis to be completed, you can escape by pressing
the [Esc] key.

Once the analysis is finished, notice that the analysis required
indicator on the right side of the ASD title has disappeared. You
may want to save your ASD again now that analysis is complete
since these results are automatically saved along with the ASD if
they are available.

When the vulnerability calculations are completed, you are
placed in the Analyze sub-menu. The functions within this
menu provide the ability to display the most vulnerable paths
through the ASD for any response force time in the previously
specified range, and produce various graphs of the system



vulnerabilities. The Vulnerability function displays vulnerability
diagnostics for each path, the Recommendations function gives
simple improvement suggestions for upgrading the system, and
the Graphs sub-menu provides access to all graphing
capabilities.

4.5.1 Analyze - Results ¢ VulneiBbility

Select the Results-Vulnerability function to view the most
vulnerable paths for the current threat. A large window appears
on the right of the screen to display the vulnerability diagnostics
for each path. The first path displayed is the most vulnerable
path (path number 1) for the maximum response force time (RFT
# 10). Notice that the paths are ranked by vulnerability (Most
Vulnerable Path, Second Most Vulnerable Path, etc.).

The probability of interruption (P(I)) along this path and the time
remaining after interruption (TRI) are also displayed. Even
though P(l) is generally considered the most important measure
of vulnerability, K is also necessary to consider the location of the
critical detection point as well as TRI, which represents the time
remaining on a path after interruption occurs. These measures
are fully discussed in the Reference Manual under
Analyze-Results-Vulnerability. Simply press the [space] bar to
remove this window to see the corresponding path through the
ASD.

The most vulnerable path scenario is displayed as a highlighted
chain of all PEs along the path. Notice that arrows along the path
indicate the intruders direction. The critical detection point
(CDP) is indicated by the arrow which is blinking red. This
indicates that the intruders must be detected by the time they
reach this point if the response force is to have enough time to
interrupt them before the system is defeated.

SAVI also determines and displays the penetration tactics which
the intruders would use for each PE along this path. Notice that
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the left side is missing from the isolation zone PE. This indicates
that the system is most vulnerable if the intruders force this
element on entry into the facility. You should think of the hole in
the side of the PE as an indication of forced intrusion. Elements
which are forced gn entry toward the target are then less secure
on exit. This dependency is accurately modeled within SAVI. In
contrast, notice that the first door into the controlled building
area is still intact indicating that the intruders would pass this
element by deceit. In this example, the most vulnerable deceit
path through this door involves falsifying ID badges. Figure 4.5
shows how to interpret these tactic markings for PEs on a path.

r7 I'Ati

SUR PER
45 t7
Force Entry Deceit Entry
Force Exit
Figure 4.5

PE Tactic Markings

Within this function you can use the cursor keys to scroll through
the most vulnerable paths and through the range of RFTs. The
left and right arrow keys step through the ranked paths, and the
up and down arrow keys scroll through the RFT range. Press
[Home] to display the most vulnerable path and [End] to display
the least vulnerable of the ranked paths. [PgUp] and [PgDn]
move directly to the minimum and maximum RFT.
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Another pop-up window is displayed to help you move through
the most vulnerable paths for the entire range of response force
times without getting lost. This small window on the left of the
screen indicates at all times the vulnerability rank and RFT for the
highlighted path. 'Using this window, you should be able to
easily find any combination. For example, the most vulnerable
path for the first RFT, or the sixth most vulnerable path for the
tenth RFT. This little window can also be removed from the
screen at any time by pressing the [space] bar. Press the
[space] bar again to return both the diagnostics window and this
window.

Now let's look more closely at the vulnerabilities of this system. If
the diagnostics window is not on the screen, press the [space]
bar again until it reappears. The window indicates that the
probability of interrupting the specified threat along this path is
only 0.1 (10% chance). The blinking red arrow which marks the
CDP is on the output path segment of the first door leading into
the controlled building area, indicating that the intruders must be
detected by this point on the path for interruption to occur. Now
press the [Esc] key to exit this function so that we can see the
recommendations for system improvements.

4.5.2 Analyze - Resutts - Recommendations

Select the Recommendations function and another large
window appears on the right side of the screen with suggestions
for improvements to the displayed path. This function operates
the same way that the Vulnerability function does, allowing you
to view the most vulnerable paths for all RFTs in the specified
range. Forthe most vulnerable path and the maximum RFT, the
window suggests improving the detectors on the elements that
precede the CDP, and increasing delay within the elements after
this point. The isolation zone seems to be a likely candidate for
improvement. Escape from this function keeping in mind that
improving the detection components within the isolation zone is
a suggested upgrade for this ASD.



4.5.3 Analyze - Resutts - Graphs

Before we modify the system, enter the Graphs sub-menu to
see the system vulnerabilities presented in a different form. As
soon as you select Graphs, the screen makes a dramatic change
from the ASD layout, to a graph of analysis results. Notice that
the familiar two line menu is still there. Three different graphs
can be plotted, each selected from within the Type function.

The graph which you see displayed first is a plot of P(l) and TRI
for the most vulnerable paths for a single RFT. This is a concise
graphic representation of the information found in the
Results-Vulnerability function. Notice that the most vulnerable
path (path number 1) has a P(l) of 0.1 as we saw in the
Results-Vulnerability function.

You may change the scale from linear to logarithmic if desired
using the Scale function, or expand the vertical scale to examine
the data more closely by selecting Zoom. These functions can
be selected for each of the three graph types. Refer to the
Reference Manual for more on these two functions.

Select the Response function to see an animated display of the
vulnerability measures for each RFT in the current range. Notice
that another pop-up window appears, indicating for which RFT
the current graph is plotted. Press the [Home] key to graph the
vulnerability data for the minimum RFT (120 seconds). Use the
cursor keys to scroll through the entire RFT range. Notice that
the system becomes more vulnerable (P(I) decreases) as the
response force takes more time to respond. Ensure that the
RFT is reset to 300 seconds, and press [Esc] to leave this
function.

Now select the Type function to view another graph. Upon
selecting Type, a window appears indicating the three graph
types which can be displayed. The first type, Vulnerability, is the
graph which we have just seen. Select the second graph type,
Sensitivity, and a graph of P(l) for the most vulnerable paths



across the entire range of RFTs will be drawn. This graph clearly
indicates the system sensitivity to variation in response force
time. Notice that for the current ASD, the probability of
interrupting an intruder along the most vulnerable path is better
than 0.95 (95%) if the response force can respond in 200
seconds or less. However, if the RFT is greater than 200
seconds, the probability of interrupting an intruder along the
most vulnerable path drops to 0.1 (10%).

This information can be very helpful in making upgrade
decisions. If the response force can guarantee response in 200
seconds or less for our sample facility, the security system might
be considered acceptable. On the other hand, if the response
force cannot be made to respond any faster, then the PE
components must be upgraded. We will assume that the
response force in the sample facility may require up to 5 minutes
(300 seconds) to respond in some instances.

Before we upgrade the current ASD, return again to the Type
function and select the last graph type, Distribution, for a broad
view of system performance. This graph displays a histogram of
P(l) for all paths through the system. Use this graph to
determine what percentage of paths are acceptable. In some
cases, a great majority of the paths through a facility are
considered acceptable, but the remaining few percent are very
vulnerable. This information can give you a feel for the number
of paths which might not be adequately secure against intrusion.
For the sample facility, you will need to change to a logarithmic
scale to see all of the data in this graph. Once you change the
scale, notice that over 99% of the paths have a P(l) greater than
0.75 but 0.5% have a P(l) of 0.15 or less.

Escape now from the Graphs sub-menu all the way back to the
main menu so that we can upgrade this facility.
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4.6 Improving the Protection System

Recalling that SAVI recommended an improvement in the
detectors within the isolation zone, select the
Define-Component-Settings function so that we can examine
the detectors within this element. Highlight the isolation zone
PE and select the detection components as suggested.

If we look at the settings of these detection components we find
that they appear to be appropriate for a common isolation zone.
Notice that the ground detection component ("C") between the
fences is selected as multiple sensors with a detection
probability of 0.8.

At this point, it should be noted that the personnel portal for this
facility spans the isolation zone (see Figure 4.1). However, if we
look at the building roof detectors (component "G") within the
isolation zone, we notice that the system has been set without
any sensors on the roof of the building which spans the isolation
zone. Therefore, the intruders would simply climb over the roof
of the personnel portal and avoid all probability of being
detected while crossing this protection layer. This can be easily
corrected by installing roof detectors comparable to the ground
sensors which already exist. Select multiple sensors (choice
"e") for the building roof detection and escape back to the main
menu. You would normally want to modify the title of the ASD at
this point to indicate that an upgrade has been implemented.

Select Analyze once again to recalculate path vulnerabilities with
the upgrade in place. Once this analysis is complete you may
want to save the ASD under a new file name along with the new
results to document this upgrade. If you like, you can do this
now. Otherwise, select the Results-Vulnerability function to see
the effect of your change. Notice that P(l) for the most
vulnerable path with the maximum RFT has now improved to
0.775. Select the Graphs functions again to determine if this
upgrade is adequate.
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At this point, it should be clear to you that making security
system upgrades is an iterative process in which you: 1) examine
the most vulnerable path for an RFT of concern, 2) modify an
appropriate PE's component values to improve the system
effectiveness, and 3) re-analyze the system to observe the
effects. It is suggested that you continue to upgrade the sample
ASD and model other sample facilities to become more familiar
with the SAVI package. Refer to Chapter 3 and the Reference
Manual for more on fully utilizing the power of SAVI.



Reference Manual
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REFERENCE MANUAL

This Reference Manual is written under the assumption that you
have read and understand the information which is covered in
the SAVI User's Guide. You should be familiar with the main
screen display, use of the menu system, and techniques for
entering data, as well as understand the basic terms and
concepts which underlie vulnerability analysis.

The SAVI menu system is a tree structure, containing
sub-menus, or branches, of associated functions. The main
menu contains a set of sub-menus which lead to further
sub-menus as well as to related functions. Each function is
found at the end of a sub-menu branch, and is invoked when
selected from the menu. See Figure R-1 for a diagram of the
SAVI menu structure. This figure is also found in Chapter 2 of
the User's Guide.

Notice that the sequence of selections which lead from the main
menu to a particular function forms a string of words which helps
describe the function. For example, "Define - Component -
Settings' or "Modify - Element - Types". Use this feature to
make SAVI functions both easier to remember and easier to find.

All sub-menus and functions are listed here in alphabetical
order. Each sub-menu entry lists the sub-menus and functions
which it leads to, and each function entry includes a description
of capabilities along with instructions for its use. The first letter of
each entry is shown in bold text to indicate that any choice can
be selected within the menu system by pressing the key which
corresponds to the first letter.
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Description:

Contents:

Analyze
Sub-Menu

Calculates the most vulnerable paths through
the current ASD and provides access to the
Results sub-menu which contains the functions
which display the vulnerability diagnostics,
improvement recommendations, and analysis
graphs. Path vulnerabilities are automatically
calculated upon entering this sub-menu if
necessary. A"?" is displayed at the right side of
the ASD title box to indicate when analysis is
required.

Results

Print
Quit
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Description:

Contents:

Analyze - Print
Sub-Menu

Provides access to the functions which print the
results of the vulnerability calculations and
system improvement recommendations.

Vulnerability
Recommendations
Quit



Analyze - Print - Recommendations

Description:

Usage:

Function

Prints the recommended changes to the delay
or detection component values for each PE
along the most vulnerable paths for the range of
response force times.

A pop-up window appears displaying the current
RFT for which recommendations are to be
printed. Use the cursor keys to select a new
RFT, if desired. Pressing [J] enters the
selection and begins printing. Press [Esc] at any
time to cancel printing and return to the
Analyze-Print sub- menu.



Description:

Usage:

Analyze - Print - Vulnerability

Function

Prints a table of PEs which lie on the most
vulnerable paths and vulnerability diagnostics for
each path for a particular RFT from the response
force time range. This information includes:

+ path rank within most vulnerable paths
+ probability of interruption (P(l))
+ critical detection point (CDP)
+ time remaining after CDP
+ time remaining after interruption(TRI)
+ response force time (RFT)
If the probability of interruptionis zero along

any path, diagnostic messages are printed to
assist in evaluating the cause.

A pop-up window appears displaying the
current RFT for which vulnerability diagnostics
are to be printed. Use the cursor keys to select
a new RFT, if desired. Pressing [J] enters the
selection and begins printing. Press [Esc] at
any time to cancel printing and return to the
Analyze-Print sub- menu.



Description:

Contents:

Analyze - Results
Sub-Menu

Provides access to the functions which display
the most vulnerable paths with diagnostics,
recommendations for improving the most
vulnerable paths, and the sensitivity analysis
graphs.

Vulnerability
Recommendations
Graphs

Quit



Description:

Contents:

Analyze- Results - Graphs
Sub-Menu

Provides access to the functions which
graphically display the results of the vulnerability
calculations and print these graphs. When
Analyze-Results-Graphs is selected, the SAVI
main screen ASD display is replaced by a graph
of vulnerability results.

Type
Response
Zoom
Scale
Print

Quit



Analyze - Results - Graphs - Print

Description:

Usage:

Function

Prints the current graph.

When selected, this function automatically prints
the current graph. The two line menu at the top
of the screen is replaced by the ASD title and
the current threat settings to further document
each printout.

Note N This function will not operate correctly
unless a memory resident screen dump utility
was haded prior to running SAVI. The graphic
print utility (usually called GRAPHICS.COM or
GRAPHICS.EXE) must be capable of printing a
high-resolution screen (640x200 pixels) from a
CGA compatible display device. Consult your
computer system documentation for more on
this toph.



Analyze -Results-Graphs-Response

Description:

Usage:

Function

Displays the Vulnerability and Distribution
graphs for any RFT selected from the response
force time range. The current graph information
is animated as the user scrolls through the RFT
range. This function is not available for the
Sensitivity graph, since this graph displays data
from the entire RFT range.

The current display RFT number is displayed in a
pop-up window. Use the cursor keys to scroll
through the range of RFTs and see the current
graph updated for each value. The display RFT
can be set directly by pressing [J] to enter edit
mode within the RFT window. Type in the
desired RFT number and press [J]. If desired,
you can end editing and revert to the original
RFT by pressing [Esc]. Press [Esc] when not in
edit mode to exit this function.



Analyze - Results - Graphs - Scale

Description:

Usage:

Function

Selects a linear or logarithmic scale for the
vertical axes of the current graph. The
logarithmic scale is useful for displaying data with
a large range of magnitudes.

A pop-up window appears with a pointer
indicating the current scale setting. Use the
cursor keys to select either scale type and press
[J] to enter the selection. Pressing [Esc] exits
the function, leaving the setting where the
pointer indicates.



Analyze - Results - Graphs - Type

Description:

Usage:

Function

Selects the current graph type. Three types of
graphs are available:

Vulnerability - Plots P(l) and TRI for the most
vulnerable paths for any RFT from the current
range. This is a graphic display of the results
which are presented in the Analyze-
Results-Vulnerability ~ function.

Sensitivity - Plots the P(l) of the most
vulnerable path for each RFT in the current
response force time range. This graph can
be used to find the critical point in an RFT
range where P(l) drops below an acceptable
level.

Distribution - Plots the distribution of P(l) for
all paths through the current ASD for any
RFT in the current range. This graph
provides a broad view of the vulnerability of
the entire path set.

A pop-up window appears with a pointer
indicating the current graph type. Use the
cursor keys to select the desired graph type
and press [J] to make this selection. Pressing
[Esc] exits the function, leaving the setting
where the pointer indicates.
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Analyze - Results - Graphs - Zoom

Description:

Functions:

Usage:

Functions

The Zoom functions increase or decrease the
range of the vertical axis for the current graph so
that the vulnerability results can be examined
with greater resolution.

In
Out
Home
Quit

When the current graph is first displayed, the
vertical range scaling is automatic and is referred
to as the home view. In this case the only Zoom
function available is Zoom-In. When selected, a
dotted frame appears which can be adjusted in
height using the cursor keys to set a new range
for the vertical axis.

Initially, the top of this frame displays two arrows
indicating that it can be moved down to
decrease the maximum axis setting. Press the
[Space] bar to toggle between control of the top
and bottom of the range frame. The bottom of
the frame can be moved up to increase the
minimum axis setting. Use this capability to
frame data in a region of the current graph which
you would like to examine more closely. Once
you have set the desired range, press [J] to exit
the Zoom-In function and the graph will be
redrawn with the new range. You may zoom
further into the displayed graph by selecting this
function repeatedly as desired.
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Analyze - Results - Graphs - Zoom
(continued)

Once the Zoom-In function has been used, the
Zoom-Out and Zoom-Home functions become
available. Choose Zoom-Out to return to the
previous view. The Zoom-Home function
returns the current graph to the home view
directly.
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Analyze-Results-Recommendations

Description:

Usage:

Function

Suggests improvements to the delay or detection
values for each PE along the most vulnerable
paths for any RFT in the current response force
time range.

When this function is selected, two pop-up
windows appear along with a highlighted path.
The small window on the left side of the screen
identifies the highlighted path by displaying its
path number and the associated RFT. The larger
window on the right displays the recommended
modifications for the highlighted path.

Use the cursor keys to highlight any path by
scrolling through the path numbers and RFT
range. The left and right arrows are used to
change the path number and the up and down
arrows scroll through the RFT range. The [Home]
and [End] keys can be used to display the most
vulnerable and least vulnerable ranked paths
respectively. Use [PgUp] and [PgDn] to select
the minimum and maximum RFTs in the current
range.

Arrows, which indicate the intruder's direction of
travel, are displayed on each protection element
on the highlighted path. The CDP is displayed as
a blinking arrow on the appropriate protection
element of each path.
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Analyze-Resutts-Recommendations
(continued)

The sides of each protection element along the
highlighted path are displayed with either a solid
or broken line to indicate the intrusion tactics that
would be used to cross this PE for the current
threat settings. A solid line indicates that the PE
would be passed through deceit, while a broken
line indicates penetration by force. The left and
right sides of each PE are associated with entry
and exit respectively. For example, a PE with a
solid line on the left side and a broken line on the
right side indicates traversal by deceit upon entry
into the facility, and by force upon exit.

The improvement recommendations are based
on the concept of timely detection and show
where to improve detection and/or increase delay
relative to the critical detection point on the
highlighted path. You should upgrade the
component settings as appropriate to change a
single PEs delay or detection values based on
these recommendations and return to the
Analyze sub-menu before making further
changes. This ensures that the effect of the
changes will be determined in an iterative
manner.

By repeatedly pressing the [space] bar, the two
windows can be toggled on and off in different
combinations to permit an unobstructed view of
the ASD display. Press [Esc] at any time to exit
this function.
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Analyze - Results - Vulnerability

Description:

Usage:

Function

Displays the most vulnerable paths and
vulnerability diagnostics for any RFT in the
current range. The diagnostics include:

+ path rank within most vulnerable paths

+ probability of interruption (P(l))

+ time remaining after critical detection point
+ time remaining after interruption (TRI)

+ response force time (RFT)

If the probability of interruption is zero along any
path, diagnostic messages are displayed to
assist in evaluating the cause.

When this function is selected, two pop-up
windows appear along with a highlighted path.
The small window on the left side of the screen
identifies the highlighted path by displaying its
path number and the associated RFT. The
larger window on the right displays all
vulnerability calculations for the highlighted
path.

This function operates the same way that the
Recommendations function does. Refer to the
entry for Analyze-Results-Recommendations for
details on displaying a path for a particular RFT
and interpreting the highlighted path markings.

Press [Esc] to exit this function.
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Description:

Contents:

Define
Sub-Menu

Provides access to functions which define
protection system values for the current ASD.
Delay and detection components for each
protection element may be specified along with
the range of response force times and the
traversal distances across all PEs and areas.

Component
Distance
Response
Quit
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Description:

Contents:

Define-Component
Sub-Menu

Provides access to functions which allow setting
of delay and detection components for each
protection element.

Settings

Copy
Quit
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Description:

Usage:

Define-Component - Copy
Function

Copies a selected protection element with all of
its settings from one PE to another. All PEs in
the generic ASD can be used, even those which
are not present in the current ASD. This allows
PE settings to be copied to an unused PE for
later use. All PE settings, including those for
non-present PEs, are saved to disk within the
File-Save function.

Use the cursor keys to highlight the protection
element to be copied from. A pop-up window
appears to display the protection element type
and input/output areas. Press [J] to select the
PE. This PE will begin to blink to indicate that it
is ready to be copied. Use the cursor keys to
highlight the PE which is to be copied to and
press [J] to copy. An exact copy of the blinking
PE is made, including all component settings
and the element traversal distance. Press [Esc]
when finished copying to return to the
Define-Component sub-menu.
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Description:

Usage:

Define-Component - Settings

Function

Defines the delay and detection component
settings within each protection element. This
function provides access to the SAVI security
component database.

Use the cursor keys to highlight any protection
element to be defined and press [J]. A pop-up
window appears allowing definition of either
delay or detection components. Use the cursor
keys to choose which type of components are to
be defined and press [J]. Another window
pops-up displaying a list of all delay or detection
components associated with the highlighted
PE. Select each component as desired to see
another pop-up window containing the specific
component choices available. Note that the
current component setting is indicated by a
pointer. Use the cursor keys to highlight the
desired choice and press [J] to select it, or
simply press the corresponding alpha key.

Any component choice can be cleared by
selecting the first choice on the component list,
"CLEAR SETTING", or by pressing [?]. Also,
the delay or detection value for each component
can be set directly by choosing the last choice
on the component list, "DIRECT SETTING",
or by pressing [#]. When component settings
are cleared or directly set, a"?" or "#" will appear
as appropriate throughout the component
settings windows and on the associated PE
itself to indicate this.
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Define - Component - Settings
(continued)

If it is possible for a delay component to allow
free passage on exit from the facility (ie; a door

with a panic bar), a pop-up window will appear to
allow this to be specified.

Pressing the [Esc] key repeatedly will close this
series of windows and exit this function.
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Description:

Contents:

Define - Distance
Sub-Menu

Provides access to functions which define the
distances across ail areas and protection
elements.

Areas

Elements
Quit
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Description:

Usage:

Define - Distance - Areas
Function

Displays the distance across any area and allows
it to be redefined. SAVI uses these distance
settings to calculate the time for an intruder to
cross each area based on the intruder's mode of
transportation and the area traversal limitations.
The calculated transit time associated with each
area is also displayed.

Use the cursor keys to highlight the area for
which the distance is to be specified. Press [J]
to enter edit mode for this window and enter a
new setting. The distance entered should
represent the minimum distance across the
associated area. Press [J] again to set the new
value. If you like, you can end editing and revert
to the original distance setting by pressing [Esc].
When all area distances are set correctly, press
[Esc] to exit this function.
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Description:

Usage:

Define - Distance - Elements
Function

Displays the distance across any protection
element in the current ASD and allows it to be
redefined. SAVI uses these distance settings to
calculate the time for an intruder to cross each
element based on the intruder's mode of
transportation and the element type. The
calculated transit time associated with each
element is also displayed.

Use the cursor keys to highlight the PE for which
the distance is to be specified. Press [J] to
enter edit mode for this window and enter a new
setting. The distance entered should represent
the minimum distance across the associated PE.
Normally this function will only be used for
protection elements which have considerable
length such as tunnels or wide isolation zones.
Enter the appropriate distance and press [J] to
set it. If you like, you can end editing and revert
to the original distance setting by pressing [Esc].
When all PE distances are set correctly, press
[Esc] to exit this function.
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Description:

Usage:

Define-Response
Function

Allows specification of a range of response force
times for the current modeled facility. The range
is specified by setting the number of RFTs in the
range and the minimum and maximum response
times. This allows vulnerability analysis results to
be examined with respect to variations in the
response force time.

The number of RFTs in the current range is
displayed in a pop-up window and may be edited
using the cursor keys or by directly entering the
desired number. The range can be set to
contain up to ten RFTs. Press [J] to set the
number of times and begin editing the minimum
and maximum RFT values. If a single RFT is
selected, a single RFT value may be entered.
Once the RFT value(s) are entered, press [J] to
set these values and exit this function by
pressing [Esc].
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Description:

Contents:

File
Sub-Menu

Provides access to the functions which retrieve
and save ASD disk files.

Retrieve
Save
Directory
Quit
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Description:

Usage:

File-Directory
Function

Sets the current data disk file directory for the
File-Retrieve and Save functions.

A pop-up window appears displaying the current
data file directory. Enter the new file directory
and press [J]. The file directory must conform to
DOS path name conventions. When SAVI is
started, the data disk file directory is set to the
current DOS directory. If you would like ASD
files to be stored on a specific disk or directory,
use this function to set the directory path. You
may exit this function without changing the
directory by pressing [Esc] at any time.
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Description:

Usage:

File-Retrieve
Function

Replaces the current ASD with a selected ASD
retrieved from disk. If analysis results were
saved along with the ASD, these will be
retrieved as well.

A pop-up window appears to accept the name of
the ASD disk file to be retrieved. Enter the
name of the ASD file and press [J) to retrieve
the selected file. You may exit this function
without retrieving a new ASD by pressing [Esc]
at any time.
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Description:

Usage:

File-Save
Function

Saves the current ASD to a specified data disk
file. Analysis results are saved along with the
ASD if analysis has been completed. A "V
appears at the right side of the ASD title box to
indicate when analysis is required. [f this mark is
not displayed when the ASD is saved, analysis
results are available and will be stored along with
the ASD settings.

A pop-up window appears to accept the name of
the ASD disk file in which to save the current
ASD. Enterthe ASD file name, and press [J] to
save the current ASD to this file. If the selected
file already exists within the data disk directory,
you will be offered the option of replacing it with
the current ASD. This function can be utilized to
make copies of the current ASD to disk files of
different names for future use. You may exit this
function without saving by pressing [Esc] at any
time.
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Description:

Contents:

Modify
Sub-Menu

Provides access to the functions which modify
the current ASD display, including setting the
ASD title, area labels, protection element types
and area connections.

Title
Area
Element
Quit
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Description:

Contents:

Modify - Area
Sub-Menu

Provides access to functions which modify the
current ASD area labels and area traversal
settings.

Labels

Traversal
Quit
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Description:

Usage:

Modify - Area - Labels

Function

Modifies the area labels for the current ASD.

Once this function is selected, the first area label
is highlighted and a pop-up window appears
displaying the label text. Use the cursor keys to
highlight any area label to be modified and press
[J] to edit the label. Enter the new text into the
two lines in the window, and press [J] to set the
new label. If you like, you can revert to the
original area label by pressing [Esc]. Once all
area labels are set, press [Esc] to exit this
function.
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Description:

Usage:

Modify - Area - Traversal
Function

Modifies the area traversal settings. Each area
can be specified as either interior or exterior.
Interior areas allow foot traversal only, whereas
exterior areas also allow traversal by vehicle.
This information is used to calculate the transit
time across each area based on the current
threat attributes.

Once this function is selected, the first area label
is highlighted and a pop-up window appears
displaying its traversal setting. Use the cursor
keys to highlight the label for any area and press
[J] to edit the traversal setting. The current
traversal setting is indicated by a pointer within
the pop-up window. Highlight the desired
setting and press [J] to enter the selection.
Notice that interior areas are indicated by a solid
line box surrounding the area label, whereas
exterior areas are indicated by a dotted line box.
Once all area traversal settings are correct, press
[Esc] to exit this function.
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Description:

Contents:

Modify - Element
Sub-Menu

Provides access to functions which modify
protection element types, area connections and
element presence in the current ASD.

Presence
Jumps
Types
Quit
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Description:

Usage:

Modify-Element - Jumps

Function

Modifies the output area connection for any
protection element within the current ASD.

The first protection element is highlighted and a
pop-up window appears displaying its type and
input/output areas. Use the cursor keys to
highlight any protection element to be modified.
Press [J] to select the area into which the
output path segment leads. Use the arrow keys
to scroll through the possible output area
choices and press [J] to select. If you like, you
can revert to the original output area for the
highlighted PE by pressing [Esc].

Notice that the PE output segment is displayed
as a jump tab when connected to an area other
than the area immediately below the PE. The
letter on the jump tab corresponds to the letter
on the associated output area. Press [Esc]
when not modifying a PE to exit this function.

B-124



Description:

Usage:

Modify - Element - Presence
Function

Modifies the current ASD by selecting
protection elements which are present in the
facility to be modeled.

All protection elements which are available within
the current ASD are automatically displayed.
Protection elements which are not currently
present are displayed with dashed lines. A
pop-up window appears to display the
highlighted PE’s type and input/output areas.
Use the cursor keys to highlight any PE which
you desire to insert into or delete from the
current ASD. Insertion or deletion s
accomplished by using the [Ins] or [Del] keys,
respectively. The highlighted PE can also be
toggled between the inserted and deleted
states by pressing [J],

Two special functions exist to aid in efficient
insertion or deletion of entire layers of PEs. To
insert or delete all PEs on the layer which the
highlighted PE is on, press [*] followed by [Ins]
or [Del] as desired.

If all PEs are deleted from a single layer at any
time, a protection layer bypass link appears
between the two area labels which bracket the
layer. This is to indicate free passage between
the areas and is displayed as a vertical bar
connecting the labels of the areas involved.
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Modify - Element - Presence
(continued)

Note - The Helicopter Flight Path PE (HEL)
cannot be traversed by intruders without a
helicopter. Therefore, this type of PE cannot be
made present in the current ASD unless the
threat attributes include a helicopter.

Press [Esc] at any time to exit this function.

B-126



Description:

Usage:

Modify - Element - Types

Function

Modifies the protection element types within the
current ASD. Many different PE types are
supported including personnel portals (PER),
isolation zones (ISO), doors (DOR), surfaces
(SUR) and several others.

The first protection element is highlighted and a
pop-up window appears displaying its type and
input/output areas. Use the cursor keys to
highlight any protection element to be modified.
Press [J] to select the PE type. Use the arrow
keys to scroll through all type choices, and press
[J] to select. If you like, you can revert to the
original type for the highlighted PE by pressing
[Esc]. Press [Esc] when not modifying a PE to
exit this function.
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Description:

Usage:

Modify-Title

Function

Modifies the title of the current ASD.

A pop-up window appears displaying the current
ASD title. Enter the new title and press [J] to
set it into the system. You may exit this function
without changing the ASD title by pressing [Esc]
at any time.
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Description:

Contents:

Print
Sub-Menu

Provides access to the functions which print the
current adversary sequence diagram or the
current ASD settings in tabular form.

Diagram

Tables
Quit
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Description:

Usage:

Print-Diagram
Function

Prints the current adversary sequence diagram.

This function operates automatically when
selected. It should be noted that the system
printer must recognize the IBM Graphic
Character Set to produce correct diagrams with
this function. Press [Esc] at any time to cancel
printing.
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Description:

Usage:

Print-Tables
Function

Prints all settings for the current ASD in tabular
form. This information includes the threat
characteristics, all PE component settings,
facility distances, area traversal limitations, and
the response force time range.

This function operates automatically when

selected. Press [Esc] at any time to cancel
printing.
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Description:

Usage:

Quit

Function

Exits SAVI and returns to DOS. If current
changes have not been saved, a window will
appear offering the option of saving the ASD
prior to leaving SAVI.

Select Yes to exit to DOS. If you do not wish to
exit SAVI, select No to return to the main menu.
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Description:

Contents:

Threat
Sub-Menu

Provides access to functions which select the
threat characteristics.

Attributes
Objective
Tactics
Quit
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Description:

Usage:

Threat - Attributes

Function

Displays the current threat attributes and allows
them to be selected. Three sets of attributes are
supported. Each set specifies an outsider threat
with metal and explosives. The "metal” attribute
indicates that the intruders will be carrying
weapons and/or equipment which will be subject
to metal detectors. The intruders' "explosives"
will be subject to explosives detectors. Each set
of attributes differs only in the primary mode of
transport, affecting the transit time calculations.

A pop-up window appears displaying the
available threat attributes with a pointer
indicating the current selection. Use the cursor
keys to select a new set of threat attributes and
press [J] to enter the selection. Pressing [Esc]
exits the function leaving the setting where the
pointer indicates.
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Description:

Usage:

Threat-Objective

Function

Displays the current threat objective and allows it
to be redefined. SAVI supports both entry and
entry/exit objectives, indicating whether the
intruders will be modeled entering the facility up
to the target (entry), or entering to the target and
attempting to remove the target from the facility
(entry/exit).

A pop-up window appears displaying both threat
objectives with a pointer indicating the current
objective. Use the cursor keys to select a new
threat objective and press [J] to enter the
selection. Pressing [Esc] exits the function
leaving the setting where the pointer indicates.
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Description:

Usage:

Threat-Tactics
Function

Displays the current threat tactics setting and
allows it to be redefined. This setting indicates
whether the intruders will simply use force to
penetrate each PE (Force Only tactics) or will mix
force and deceit tactics along any path (Mixed
tactics), ff the intruders are restricted to forcibly
defeating all security components, for example
penetrating surfaces and destroying detection
systems, then Force Only tactics should be set.
However, if the intruders are also able to
minimize detection by deception, for example by
falsifying ID badges, then Mixed tactics should
be selected.

A pop-up window appears displaying the threat
tactic settings with a pointer indicating the
current choice. Use the cursor keys to select
the desired threat tactics and press [J] to enter
the selection. Pressing [Esc] exits the function
leaving the selection where the pointer
indicates.
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SAVI
Report Form

Instructions

Use this form to report software bugs, documentation errors, or suggested
h ts. Mail the form to:
enhancements afl the form o SAVI Technical Support

Sandia National Laboratories

SAVI Software | | Division 5212

Version Number I I
ersion xumber Albuguerque, NM 87185  (505)844-1906
Name Title
Company
Street
City State Zip
Phone __ ( ) - Date _
Category
D Software Problem O User's Guide Problem O Other

G Software Enhancement (G Reference Manual Problem
Hardware Description

Manufacturer Total RAM KB

Peripherals

Problem Description

Describe the problem. Also describe how to reproduce K and your diagnosis or
suggested corrections. Attach any related SAVI printouts.
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87-1 August 1987

This is the first issue of SAVI Technotes, designed to keep you current
on the SAVI software. We are very interested in your feedback for
future issues. Please send your ideas, questions or comments to the
address listed at the bottom of this page.

SOFTWARE

SAVI Version 2.2 was completed and released at the

end of May. This newest version provides several
functional improvements over Version 1.0 and corrects three errors
which were discovered in Version 2.1. The major features of the
software are covered along with a complete explanation of these errors.

HARDWARE

SAVI was designed to am with a specific set of

computer hardware. Although these requirements
are discussed briefly in Chapter 1 of the software manual, many users
have questions concerning the use of SAVI with various display cards,
monitors and printers. These issues are covered more fully, and the
correct settings for the Epson FX series printers are given.

auEsiiQNs

i Q j SAVI utilizes an exhaustive path search technique to

determine the most vulnerable paths into a particular

facility. This ensures that the vulnerability to intrusion is calculated

along all paths, However, as many SAVI users know, this can require

large amounts of analysis time for complex systems, Techniques are
suggested to reduce these analysis times.

YY~» 1BEAS,

I * 11-j i1 SAVI users are always discovering new ways to use
I [ L—J their software. A simple technique is presented to
conveniently store extra Protection Element (PE) settings in non-
present PEs by using the Define-Component-Copy function.

* Send all correspondence to * SAVI Technical Support ¢
¢ Sandia National Laboratories ¢ Division 5212
* Albuquerque, New Mexico * 87185 + (505) 844-1906 -
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o SOFTWARE

The newest version of SAVI (2.2) offers several new features
over those found in earlier versions. SAVI Version 1.0 users
will find that although the screens look similar, the menus
contain many new functions to support more complex and
accurate analyses. The Version 1.0 paper worksheets used to
quantify delay and detection values at the path segment level
have been replaced with an automated database of security
components within the Define-Component-Settings function.
Several characteristics of the threat can now be specified
including the adversary objective (entry-only or entry/exit).
Extensive graphics functions are now included to allow the
user to clearly document the calculated path vulnerabilities as
well as display the sensitivity to variations in response force
time. The major new features include the following:

+ Threat Specific Security Component Database.

+ Extended Threat Characteristics
including Attributes, Objective and Tactics.

+ Consideration of Threat Transport Mode to

model Traversal Times across specified
Area & PE Distances.

* Vulnerabilities calculated for a Range of
Response Force Times.

+ Analysis Results Automatically Saved
with ASD file.

+ Graphics functions including three types of
graphs and animated display of system
vulnerabilities vs. RFT. Support for Zooming
and Linear/Logarithmic scaling.

A small group of users received SAVI Version 2.0 at the
beginning of 1987. This version was released for beta-test
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only, and should not still be in use. If you are a Version 2.1
user, please note that three errors have been discovered in
Version 2.1. These errors are explained in detail below and
have all been corrected in SAVI Version 2.2. |t is
recommended that you do not use the older versions of the
software (2.0 or 2.1). If you do not have a copy of SAVI Version
2.2, send your request to the address listed at the bottom of
the front page of these Technotes. For those of you who are
interested, the Version 2.1 errors are explained below.

VERSION 2.1 ERRORS

Critical Detection Point Displayed In Wrong Place

The Critical Detection Point (CDP) may be displayed on an
incorrect path segment within the Analyze-Results-
Vulnerability & Analyze-Results-Recommendations functions.
This error only occurs when three specific conditions are met:

1) The Threat Objective is Entry/Exit,

2) The CDP is calculated to lie on the
input segment of the Target Task
PE on exit,

3) The protection layer preceding the
Target Enclosure is bypassed
(no PEs present).

Under these circumstances, the CDP is displayed in the wrong
place (closer to the start of the path) within the Vulnerability and
Recommendations functions in the Analyze-Results
sub-menu. The calculated measures of vulnerability (P(lI) and
TRI) are still accurate for all output including screen printouts
and Analysis Graphs. It should be noted that since
improvement recommendations are stated relative to the
location of the CDP, these suggestions will indicate that
detection should be improved prior to the incorrect CDP and
delay increased from that point on.
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Building Roof Barrier Error

SAVI is designed to model a building roof barrier as impassable
by intruders traveling by truck since it is generally not possible
to drive a truck over the roof of a building which spans an
isolation zone, although it may be possible for an intruder to
climb over the roof on foot. SAVI Version 2.1 may incorrectly
indicate a path through the building roof barrier within the
isolation zone PE as most vulnerable on entry for intruders
with vehicles. In reality, the building roof barrier is impassable
and therefore least vulnerable in this case. The resulting
vulnerability measures may indicate that isolation zones are
more vulnerable than the components would otherwise
indicate. This error is only significant when an isolation zone
occurs on an identified path after the CDP on entry to the
target, since this is when intruder delay is considered.

Analysis Required Indicator Failure

Under certain circumstances, once analysis has been
completed on the current ASD, certain component settings
can be changed without triggering the analysis required
indicator ('? displayed at the far right of the ASD label box).
This error can cause a user to inadvertently associate previous
analysis results with modified ASD component settings. The
error can occur in two ways, both within the
Define-Component-Settings function:

1) A component setting is changed from a discrete
lettered choice to a direct setting (#).

2) The [?] key is used to clear a component choice
or set of choices.

This error is easy to detect. It has occurred if the '? indicator
does not appear once changes have been made to the
component settings under the given circumstances. You may
force the indicator to appear by simply clearing a component
choice and then reselecting the appropriate choice.
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HARDWARE

The IBM-PC was one of the first micro-computer systems to be
designed with an "open architecture". This allows a world of
secondary vendors to produce hardware which will work both
inside of and along with PCs and PC compatible machines.
Although many experts consider this to be one of the most
valuable characteristics of the PC design, it has laid the
foundation for a myriad of confusing hardware options for the
user. Since there are so many different display cards, display
monitors and printers available, systems can easily be
assembled which are not compatible with the SAVI software.
There are few true "standards’ in this area to govern
compatibility; however, for display systems and printers, two
de-facto standards have emerged.

SAVI Requires a CGA or Compatible Display Device
The oldest and most commonly available display device for the
PC is the IBM Color Graphics Adapter (CGA). Although the
hardware design is outdated and the display characteristics
unimpressive, this card or another vendor's clone of itis the
most commonly found display hardware. The CGA can
produce 16 colors of text characters in text mode, 320x200
pixels w/ 4 colors or 640x200 pixels in a single color in graphics
modes. The main SAVI screen is displayed in 16 color, text
mode. The graphs which are produced within the
Analyze-Results-Graphs function are produced in 640x200
graphics mode.

This display card can be connected to either a color monitor or
to a monitor which can only display a single color (usually green
or amber). When the CGA is connected to a single color
monitor, the colors can be difficult to differentiate, however the
SAVI software was designed so that the colors are not critical to
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interpreting the display. There has been some confusion
when a CGA is connected to a single color monitor, with a
monochrome text-only system. This hardware is not capable of
producing graphics. As a result, SAVI will not be able to
produce graphs with a monochrome text system.

The IBM Enhanced Graphics Adapter (EGA) is a more powerful
display system which was introduced in recent years to improve
on the CGA. This system has become very popular, although
there are still far fewer installed EGA systems than CGAs. A
true EGA device should emulate the functionality of a CGA,
thus making it compatible with SAVI. ft may be necessary to run
a small program from the EGA manufacturer to set it into CGA
mode prior to running SAVI. The SAVI software does not
automatically set the mode of the display device.

SAVI will run on any PC compatible, including laptops such as
the Toshiba Til00 and NEC Multi-Speed. With the recent
popularity in laptop computers, it is expected that users will find
themselves using SAVI on these machines with their Liquid
Crystal Displays (LCD). One problem with an LCD screen,
although it supports CGA graphics, is it cannot render colors as
shades of gray as a single color monitor on a CGA or EGA can.
This can make SAVI difficult to use. However, SAVI can
overcome this problem by displaying in a high contrast mode.
Simply set your laptop into black&white mode by typing "MODE
BW80" at the DOS command line prior to running SAVI, and
color generation will be suppressed.

SAVI Requires a Printer Which Supports the IBM
Graphic Command Language

The most common printer in use with the first IBM PC
compatible systems was the Epson FX series. This dot-matrix
printer supported a graphic command language which allows
bit-mapped graphic output to be produced. Due to the wide
spread success of this printer, including distribution under the
IBM label, the graphic command language used by this printer
has become a practical standard. Most dot-matrix printers on
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the market today now support this command language.
Consult your printer's user manual to be sure.

Note - a memory resident graphic screen dump utility must be
loaded prior to running SAVI if you want to make graphic
printouts from the Analyze-Results-Graphs function. The most
common screen dump utility is called "GRAPHICS . COM* oOr
"GRAPHICS .EXE' and can be loaded by simply typing
"GRAPHICS" atthe DOS prompt. Ifyou have an EGA display
device you will need an EGA screen dump utility which should
be provided by the manufacturer.

SAVI Requires a Printer Which Recognizes the IBM
Upper 128 Graphic Character Definitions

The main SAVI screen is composed entirely of text characters.
Although the screen includes "graphics" such as boxes and
double-lines, these are simply special graphic text characters.
The American Standard Code for Information Interchange
(ASCII) table defines 128 text characters (numbered 0 through
127) as standard. These characters include the upper and
lower-case alphabet, all nhumbers and common typewriter
special characters such as an asterisk and ampersand. Another
128 characters were defin&'by IBM when the PC was
designed, to include special graphic characters for drawing
boxes and organizing text on the PC screen. It is this set of
characters (numbered 128 through 255) which is used by SAVI
on the main screen. The Print-Diagram function requires that
your printer recognize these special graphic characters to
produce a printout of the SAVI screen. This capability should
be discussed in your printer manual as well.

Many users have requested a sample set of printer settings to
serve as a guide for setting up their printers. The Epson FX
series printers are relatively common, therefore we are
providing a discussion of the settings for Epson FX-85/185
printers for your reference.

B-147



EPSON FX-85/185 PRINTER SETTINGS

The Epson FX-85/185 printers support the IBM/Epson graphic
command language to allow bit-mapped printouts of the SAVI
graphs. This capability is true of all Epson FX series printers.
However, not all FX series printers support the IBM graphic
character set of line drawing text characters, needed to
produce copies of Adversary Sequence Diagrams from the
Print-Diagram function.

The FX-85 and wkJe-carriage FX-185 printers will support the
IBM graphic character set through DIP switch settings. There
are two DIP switch sets on these printers which control various
printer functions. DIP switch set 1 has a single switch (#4)
which controls the printer mode (Epson or IBM). This switch
must be set to IBM mode (OFF) for the printer to recognize the
IBM graphic character set. All other switches in DIP switch set 1
control features which will not affect the function of the SAVI
software. A single switch (#4) in DIP switch set 2 controls the
handling of carriage returns at the end of text lines. This switch
should be set OFF to not automatically add line feeds to each
carriage return sent from the software. If this switch is set ON,
all tabular output from SAVI will be incorrectly double-spaced.
These are the only switches on this printer which must be set to
use SAVI.

If you have experimented with any display devices and/or
printer settings and would like to share your success or failure
with other SAVI users, please send all information to the
address listed on the cover page, and we will publish your
findings in future Technotes.
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QUESTIONS

Many SAVI users have called us with questions. A commonly
asked question is how to reduce analysis time. Analysis time is
directly proportional to the complexity of the facility to be
analyzed; therefore, if the number of elements can be reduced
without affecting the accuracy of the PPS model, analysis time
can be reduced. Several techniques to reduce analysis time
can be considered:

Install an 8087 Math Co-Processor

Most IBM-PC compatibles support the option of
installing an 8087 math co-processor. Once installed,
SAVI automatically utilizes the co-processor and can
reduce analysis times by up to 1/3 of that required
without a co-processor.

Analyze for Entry Only First

SAVI will calculate the most vulnerable paths for both
intrusion to the target (entry only) and intrusion to the
target and back offsite (entry/exit). This setting is
made within the Threat-Objective function. The time
for entry/exit analysis requires approximately the
square of the time to do entry only analysis. Of
course, if a facility can be made secure against entry, it
is by definition secure against entry and exit.
Therefore, entry only analysis should be done first to
determine if the facility is acceptably secure without
spending the extra time for entry/exit analysis.

AnglYM for Force Only TPCtlcs

If the current threat can be assumed to use force only
(no deceit) to defeat the security system, then the
force only tactic should be set within the
Threat-Tactics function. Selecting force only analysis
will reduce calculation time since SAVI will not
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consider deceit intrusion when modeling all intrusion
paths.

Eliminate Duplicate PEs on Each Protection
Laver

Many Physical Protection Systems (PPS) are
designed with several identical PEs separating
adjacent areas. Forexample there may be two or more
identical doors with the same detectors leading into a
building area. Since these doors have the same
characteristics and lead between the same areas, they
are logically equivalent, and therefore do not need to
be modeled separately. A single copy of one of these
doors and its component settings is enough to
accurately model vulnerability to intrusion through any
of these doors into the associated building.
Therefore, only one PE with a unique set of
components need be modeled on a particular
protection layer.

Model Only the Most Vulnerable PEs of
Each Type on Each Laver

Since SAVI is designed to model only the most
vulnerable intrusion paths, it is possible to eliminate all
but the most vulnerable PEs of each type on each
layer to reduce the overall complexity of a PPS. This
sounds easy, but in reality it can only be done in the
simplest cases.

A PE must be determined to be the most vulnerable
to intrusion compared to all other PEs of its type on
the given layer. The identified PE must have the
lowest cumulative probability of detection, and the
smallest delay time for all threats. In many cases one
PE may be most vulnerable if the intruder is minimizing
detection, while another PE on the layer is most
vulnerable if the intruder is minimizing delay. In these
cases it is not possible to eliminate either PE.
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Therefore, be careful to eliminate only those PEs
which are less vulnerable (more secure) in all cases
compared to the PE which is being retained.

For example, consider a facility with two surfaces
leading into a building, one of which has a minimum
delay of 20 seconds and a minimum detection
probability of .2 and the other with a minimum delay of
120 seconds and a minimum detection probability of
.8. In this case the first surface is more vulnerable than
the second for both detection and delay. If this
relationship between the two surfaces holds for all
threats both on entry and exit from the facility, then
the second surface may be eliminated from the model.
If there is any doubt as to the relative vulnerability of
two PEs, be sure to include both inthe model.

Remove All PEs on Anv Lavers with '"Free
Passage”

In some cases it is possible that entry into and out of
an area is entirely unrestricted through a particular PE.
Although this is clearly a gaping hole in the PPS
between the adjacent areas, some facilities have this
characteristic during certain operating shifts.

For example, a facility may be operated with an open
or unlocked and unmanned door leading between
two protected areas. This door might be locked after
hours, but if the analysis is concerned with normal
operating hours it would be modeled as unsecured.
In this case the PPS complexity can be reduced by
removing all PEs on the protection layer on which this
door lies, since all of the most vulnerable paths
through the PPS will lead through this door which
offers no protection. Of course, if the door is then
later locked, all PEs would need to be inserted back
onto the layer.
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Analyze a Single Path

A single path can be analyzed by removing all PEs
except those which lie on a path of interest. Include
only those PEs which fall on the entry and/or exit
portion of the specific path. Note this will not yield on
exhaustive analysis. In this case the analysis will
indicate only the vulnerability to intrusion along the
chosen path, and not necessarily the most vulnerable
path through the facility. However, this will greatly
reduce analysis time when necessary.

JBEAS

Store Extra PE Settings In Non-Present PEs

Many SAVI users don't realize that PE settings are always
maintained by the software, even when a PE is made
non-present within the Modify-Element-Presence function. In
other words, a PE's settings will still be available even after a PE
has been removed and then re-inserted into the current ASD.
This feature combined with the Define-Components-Copy
function will allow you to store specific PE settings in unused,
non-present PEs within any ASD.

For example, if you have a PE for which you have made all of
the component settings, but you would like to modify the PE
without throwing away the settings which have already been
made, you can simply copy the PE to an unused, non-present
PE (indicated by dashed lines) within the Copy function. Then
you may change the settings of the PE which you copied from
without losing the old settings. Whenever you wish to use the
old settings again, you can simply copy them back from the
unused PE. All unused PE settings are also saved to disk
when you save your ASD, so you can confidently use your
non-present PEs as permanent storage for special settings.
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TITLE: DOOR

—— INPUT PATH SEGMENT FROM Select tha applicable Item In each
DOR set, or write in component data.
——— OUTPUT PATH SEGMENT TO £ DAYSHIFT IDOFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds
A. DOOR B. SECURITY INSPECTOR DELAY
a) Door Not Locked 0
b) Key/Combination Available 0 2) No Inspector 0
¢) Hollow Core Metal 12 b) Unprotected Inspector 5
d) Vehicle Rollup - 16 Gauge Metal 42 ¢) Protected Inspector 133
¢) Turnstile - Floor to Ceiling 80 d) Inspector in Hardened Position
f) 12" Steel Plate 84 SET
g) 1" Steel Plate 120
h) Vault - Class V or VI 300
i) Special Door 600
SET

Does this delay component have a i i —
panic bar or allow free passage on exit? [ »'0 [ LXELI

DETECTION COMPONENTS

A. DOOR POSITION MONITOR E. PERSONNEL DETECT DOOR INTRUSION
a) No Monitor 0.0 a) Zero Probability 0.0
b) Monitor Turned Off 0.0 b) Fair Probability 5
¢) Balanced Magnetic Switch 99 ¢) Good Probability 9
SET d) Excellent Probability 99
SET

B. DOOR PENETRATION DETECTION F. IDENTITY CHECK

) No Sensor 0.0 ) Personnel Not Allowed Through N/A
b) Sensor Turned Off 0.0 a w u
¢) Grid Mesh 99 b) No ID Check 0.0
SET c¢) Picture Badge - Take Home A
d) Picture Badge - Exchange S
¢) Hand Geometry Check 95
C. SECURITY INSPECTOR DETECTION QETEY‘* Retina Scan 9
a) No Inspector 0.0
b) Inspector w/o Duress Alarm 0.0
¢) Inspector w/ Duress Alarm 3 G. METAL DETECTION ON PERSON
Protected I tor w/ Al 99
(Sl)ET rotected Inspectorw/ Alarm a) No Metal Detector 0.0
b) Good Detector 9
¢) Excellent Detector 99
D. INTERIOR INTRUSION DETECTION SET
a) No Sensors 0.0
b) Sensors Turned Off 0.0 H. EXPLOSIVES DETECTION ON PERSON
¢) Single Morion Sensor S a) No Explosives Check 0.0
d) Complementary Morion Sensors 9 b) Vapor Collection 1
SET S c¢) Trained Dog A
d) Rigorous Patdown Search 9
SET
Pag* 1 of 2
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TITLE: DOOR

-J—. INPUT PATH SEGMENT FROM Select the applicable item in each
DOR set, or write in component data.
-T— OUTPUT PATH SEGMENT TO ) DAYSHIFT TDOFFSHIFT
DETECTION COMPONENTS
(CONINTUED)
P P
I. SNM DETECTION ON PERSON K. SNM DETECTION IN PACKAGE
a) No SNM Detector 0.0 a) No SNM Detector 0.0
b) SNM Detector w/o Metal Detector A b) SNM Detector w/o Metal Detector A
¢) Fair SNM Detector 5 ¢) Fair SNM Detector .
d) Good SNM Detector 9 d) Good SNM Detector 9
e) Excellent SNM Detector .99 ¢) Excellent SNM Detector 99
SET SET

J. PACKAGE SEARCH

a) Packages Not Allowed Through N/A
b) Packages Allowed - No Search 0.0
¢) Visual Check 1
d) Vapor Collection A
e) Trained Dog A
f) X-RAY - Metal Only 9
g) Excellent Metal Detector 99
h) Rigorous Package Search 99
SET
Page 2 of 2
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TITLE:

—i— INPUT PATH SEGMENT FROM
EVC
—IF  OUTPUT PATH SEGMENT TO

A. INPUT DOOR

a) Door Not Locked

b) Key/Combination Available

¢) Hollow Core Metal

d) Vehicle Rollup -16 Gauge Metal
e) Turnstile - Floor to Ceiling

0 12" Steel Plate

g) 1" Steel Plate

h) Vault - Class V or VI

i) Special Door

SET

Does this delay component have a
panic bar or allow free passage on exit?

B. INPUT SURFACE

EVACUATION SHELTER

Salact the applicable Item in each
set, or write in component data.

— OFFSHIFT
DELAY COMPONENTS
t in seconds C. OUTPUT DOOR | m seconds
0 a) Door Not Locked 0
0 b) Key/Combination Available 0
12 ¢) Hollow Core Metal 12
42 d) Vehicle Rollup -16 Gauge Metal 42
80 e) Turnstile - Floor to Ceiling 80
84 f) 12" Steel Plate 84
120 g) 1" Steel Plate 120
300 h) Vault - Class V or VI 300
600 i) Special Door 600
SET
Does this delay component have a j-mmm

1
panic bar or allow free passage on exit? L"£J

D. OUTPUT SURFACE

a) Open Port 0 a) Open Pat 0
b) Unbarred Window 5 b) Unbarred Window 5
¢) Vent, Port, Duct Standard Louvers 30 ¢) Vent Port, Duct Standard Louvers 30
d) Vent Port, Duct Heavy Grid 60 d) Vent Port, Duct Heavy Grid 60
e) Vent Port Duct Diffusers 120 e) Vent Port Duct Diffusers 120
f) 4" Framed w/ Sheecrock 10 f) 4" Framed w/ Sheetrock 10
g) 4” Concrete 30 g) 4" Concrete 30
h) 16 Gauge Metal 48 h) 16 Gauge Metal 48
i) 4" Concrete w/ Rebar 84 i) 4" Concrete w/ Rebar 84
j) 8" Concrete w/ Rebar 120 j) 8" Concrete w/ Rebar 120
k) 2' Earth 120 k) 2'Earth 120
SET SET
DETECTION COMPONENTS
A. INPUT DOOR POSITION MONITOR C. INPUT SURFACE PENETRATION
, F DETECTION P
a) No Monitor 0.0
b) Monitor Turned Off 0.0 (Select the lowest value surface detection component
¢) Balanced Magnetic Switch 99 regardless of the surface delay component selected.)
SET a) No Sensor 0.0
b) Sensor Turned Off 0.0
B. INPUT DOOR PENETRATION DETECTION ¢) Capacitance Sensor 99
. 2) No Sensor 0.0 d) Vibradon Sensor 99
b) Sensor Turned Off 0.0 e) Grid Mesh 99
¢) Grid Mesh 99 SET

ET

D. PERSONNEL DETECT DOOR INTRUSION

a) Zero Probability 0.0
b) Fair Probability S
¢) Good Probability 9
d) Excellent Probability 99
SET

Page 1 of 2
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EVACUATION SHELTER

Stlsct the applicable Item In each
set, or write In component data.

= DAYSHIFT ©— OFFSHIFT

TITLE:
INPUT PATH SEGMENT FROM

OUTPUT PATH SEGMENT TO____

DETECTION COMPONENTS

(CONTINUED)
P P
E. PERSONNEL DETECT SURFACE INTRUSION H. OUTPUT DOOR PENETRATION DETECTION
a) Zero Probability 0.0 a) No Sensor 0.0
b) Fair Probability 5 b) Sensor Turned Off 0.0
¢) Good Probability 9 ¢) Grid Mesh 99
d) Excellent Probability 99 SET
SET
L OUTPUT SURFACE PENETRATION
F. INTERIOR INTRUSION DETECTION DETECTION
(Select the lowest value surface detection component
a) No Sensors 0.0 regardless of the surface delay component selected.)
b) Sensors Turned Off 0.0
¢) Single Motion Sensor 5 a) No Sensor 0.0
d) Complementary Motion Sensors 9 b) Sensor Turned Off 0.0
SET c¢) Capacitance Sensor 99
<5 Vibration Sensor 99
e) Grid Mesh 99
G. OUTPUT DOOR POSITION MONITOR SET
a) No Monitor 0.0
b) Monitor Turned Off 0.0
¢) Balanced Magnetic Switch 99
SET
Page 2 of 2
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TITLE:

INPUT PATH SEGMENT FROM.
{ RNCI

OUTPUT PATH SEGMENT TO

A. FENCE

a) No Fence
b) 8' Chain Link Fence w/ Outriggers
SET

B. VEHICLE BARRIER

a) No Vehicle Barrier

b) Aircraft Cable

¢) Concrete Median or Ditch
SET

Does this delay component have a
panic bar or allow free passage on exit?

A. FENCE DETECTION

a) No Sensors

b) Sensors Turned Off

¢) Fence Intrusion Sensors
SET

B. GROUND DETECTION

a) No Sensors

b) Sensors Turned Off

¢) Single Sensor - Not on Fence
d) Multiple Sensors

e) Complementary Sensors
SET

FENCE

S«l«ct the applicable Item In each
set, or write In component data.

= DAYSHIFT

DELAY COMPONENTS

t in seconds

C. SECURITY PATROL DELAY

0 a) No Patrol
10 b) Unprotected Patrol
¢) Protected Patrol
d) Inspectors in Tower
e) Inspectors in Hardened Position
SET
0
0
0
| No| |Yes)
DETECTION COMPONENTS
P
C. SECURITY PATROL DETECTION
0.0 a) No Patrol
0.0 b) Patrol w/o Duress Alarm
1 ¢) Patrol w/ Duress Alarm
d) Inspector in Tower w/ Duress Alarm
SET
0.0
0.0
5
8
99
PagsloH
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TITLE: GATE

INPUT PATH SEGMENT FROM Select the applicable item in each
set, or write in component data.
OUTPUT PATH SEGMENT TO 0 DAYSHIFT = OFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

A. GATE C. SECURITY INSPECTOR DELAY
a) Gate Not Locked 0 a) No Inspector 0
b) Key/Combination Available 0 b) Unprotected Inspector 5
¢) Gate Locked 10 c¢) Protected Inspector 30
SET d) Inspector in Hardened Position 120

SET

B. VEHICLE BARRIER
a) No Vehicle Barrier 0
b) Aircraft Cable 0
¢) Concrete Median or Ditch 0
SET
Does this delay component have a | No| |Yes|

panic bar or allow free passage on exit?

DETECTION COMPONENTS
P

A. GATE DETECTION E. EXPLOSIVES DETECTION ON PERSON
a) No Sensor 0.0 a) No Explosives Check 0.0
b) Sensor Turned Off 0.0 b) Vapor Collection A
¢) Gate Intrusion Sensor A ¢) Trained Dog A
SET d) Rigorous Patdown Search 9
SET
B. GROUND DETECTION
a) No Sensors 0.0
F. SNM DETECTION ON PERSON
b) Sensors Turned Off 0.0
c¢) Single Sensor - Not on Fence 5 a) No SNM Detector 0.0
d) Multiple Sensors 8 b) SNM Detector w/o Metal Detector A
e) Complementary Sensors 99 ¢) Fair SNM Detector S
SET d) Good SNM Detector 9
¢) Excellent SNM Detector 99
SET
C. IDENTITY CHECK
a) Personnel Not Allowed Through N/A
b) No ID Check 0.0 G. PACKAGE SEARCH
¢) Picture Badge - Take Home A a) Packages Not Allowed Through N/A
d) Picture Badge - Exchange &) b) Packages Allowed - No Search 0.0
¢) Hand Geometry Check 95 ¢) Visual Check 1
f) Eye Retina Scan 99 d) Vapor Collection N
SET e) Trained Dog A
f) X-RAY - Metal Only 9
g) Excellent Metal Detector 99
D. METAL DETECTION ON PERSON h) Rigorous Package Search 99
a) No Metal Detector 0.0 SET
b) Good Detector 9
¢) Excellent Detector 99
SET
Pagel of 2
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TITLE:

INPUT PATH SEGMENT FROM.
GAT
OUTPUT PATH SEGMENT TO

GATE

Select the applicable Item in each
set, or write in component data.

0 DAYSHIFT IDOFFSHIFT

DETECTION COMPONENTS
(CONTINUED)

H. SNM DETECTION IN PACKAGE

a) No SNM Detector

b) SNM Detector w/o Metal Detector
¢) Fair SNM Detector

d) Good SNM Detector

¢) Excellent SNM Detector

SET

I. VEHICLE AND CARGO SEARCH

a) Vehicles Not Allowed Through
b) No Contraband Check

¢) Visual Check

d) Vapor Collection

e) Trained Dog

f) Rigorous Vehicle Inspection
g) Rigorous Cargo Search

SET

P

P

J. SNM DETECTION IN VEHICLE AND CARGO

0.0 a) No SNM Detector
A b) SNM Detector w/o Metal Detector
5 ¢) Fair SNM Detector
9 d) Good SNM Detector
99 ¢) Excellent SNM Detector
SET
K. SECURITY INSPECTOR DETECTION
N/A a) No Inspector
N/A b) Inspector w/o Duress Alarm
N/A c¢) Inspector w/ Duress Alarm
N/A d) Protected Inspector w/Alarm
N/A SET
N/A
N/A
Page 2 of 2
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TITLE: GENERIC

INPUT PATH SEGMENT FROM. Salsct tha applicable item in each
eat, or writa in component data.
OUTPUT PATH SEGMENT TO o1 DAYSHIFT ©— OFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds
A. INPUT GENERIC DELAY B. OUTPUT GENERIC DELAY
a) No Delay a) No Delay
SET SET
Does this delay component have a Does this delay component have a
No Yes No Yes

panic bar or allow free passage on exit? panic bar or allow free passage on exit?

DETECTION COMPONENTS

A. INPUT GENERIC DETECTION B. OUTPUT GENERIC DETECTION
a) Zero Detection Probability 0.0 a) Zero Detection Probability 0.0
SET SET
TITLE: HEUCOPTER FLIGHT PATH
INPUT PATH SEGMENT FROM Select the applicable Kern in each
set, or write In component data.
OUTPUT PATH SEGMENT TO . “ = DAYSHIFT DOFFSHIFT
DELAY COMPONENTS
t in seconds t in seconds
A. HELICOPTER UNLOAD DELAY B. HELICOPTER LOAD DELAY
a) No Delay 0 a) No Delay 0
SET SET

DETECTION CCOMPONENTS

P P
A. HELICOPTER DETECTOR C. PERSONNEL DETECT HELICOPTER
a) No Detector 0.0 a) Zero Probability 0.0
b) Fair Detector S b) Fair Probability S
¢) Good Detector 9 ¢) Good Probability 9
d) Excellent Detector 99 d) Excellent Probability 99
SET SET
B. PATROL DETECT HELICOPTER
a) Zero Probability 0.0
b) Fair Probability S
¢) Good Probability 9
d) Excellent Probability 99
SET
Pagel of 1
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TITLE:

-J— INPUT PATH SEGMENT FROM
ISO
T OUTPUT PATH SEGMENT TO

ISOLATION ZONE

Salaft tha applicable Item In each
€1, or write in component data.

0 DAYSHIFT IDOFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

A. INPUT FENCE E. OUTPUT FENCE

a) No Fence 0 a) No Fence 0
b) 8' Chain Link Fence w/ Outriggers 10 b) 8' Chain Link Fence w/ Outriggers 10
SET SET
B. INPUT VEHICLE BARRIER F. OUTPUT VEHICLE BARRIER
a) No Vehicle Barrier 0 a) No Vehicle Barrier 0
b) Aircraft Cable 0 b) Aircraft Cable 0
¢) Concrete Median or Ditch 0 ¢) Concrete Median or Ditch 0
SET SET
Does this delay component have a Does this delay component have a —i i
panic bar or allow free passage on exit? No Yes panic bar or allow free passage on exit? [ [ I'res|
C. INPUT BUILDING ROOF BARRIER G. OUTPUT BUILDING ROOF BARRIER
a) No Building Spans Isolation Zone N/A a) No Building Spans Isolation Zone N/A
b) No Building Roof Barrier 0 b) No Building Roof Barrier 0
¢) 8' Chain Link Fence w/ Outriggers 10 ¢) 8' Chain Link Fence w/ Outriggers 10
SET SET
D. SECURITY PATROL DELAY
a) No Patrol 0
b) Unprotected Patrol 12
¢) Protected Patrol 30
d) Inspectors in Tower 30
e) Inspectors in Hardened Position 125
SET
DETECTION COMPONENTS
A. INPUT FENCE DETECTION C. GROUND DETECTION
a) No Sensors 0.0 a) No Sensors 0.0
b) Sensors Turned Off 0.0 b) Sensors Turned Off 0.0
¢) Fence Intrusion Sensors A ¢) Single Sensor - Not on Fence S
SET d) Multiple Sensors 8
e) Complementary Sensors 99
B. OUTPUT FENCE DETECTION SET
a) No Sensors 0.0 D. SECURITY PATROL DETECTION
b) Sensors Turned Off 0.0
. 1 a) No Patrol 0.0
;)E]lj ence Intrusion Sensors b) Patrol w/o Duress Alarm 0.0
¢) Patrol w/ Duress Alarm A
d) Inspector in Tower w/ Duress Alarm A
SET
Pag*1 of 2
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TITLE:

~—+—, INPUT PATH SEGMENT FROM

|10 |
A~ OUTPUT PATH SEGMENT TO

E. INPUT ROOF FENCE DETECTION
a) No Building Spans Isolation Zone

b) No Sensors

¢) Sensors Turned Off

d) Fence Intrusion Sensors
SET

ISOLATION ZONE

Select the applicable Item In each
aet, or writa In component data.

1 DAYSHIFT IDOFFSHIFT

DETECTION COMPONENTS

(CONTINUED)

P P
G. BUILDING ROOF DETECTION

N/A a) No Building Spans Isolation Zone N/A

0.0 b) No Sensors 0.0

0.0 ¢) Sensors Turned Off 0.0

1 d) Single Sensor - Not on Fence 5

e) Multiple Sensors 8

f) Complementary Sensors 99

F. OUTPUT ROOF FENCE DETECTION

a) No Building Spans Isolation Zone

b) No Sensors

¢) Sensors Turned Off

d) Fence Intrusion Sensors
SET

SET
N/A
0.0
0.0
1
Paga2of 2
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TITLE:
—+— INPUT PATH SEGMENT FROM

MATERIAL PORTAL

Select the applicable Item In each
or write In component data.

MAT
TA OUTPUT PATH SEGMENT TO 0 DAYSHIFT IDOFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

A. INPUT DOOR D. OUTPUT DOOR

a) Door Not Locked 0 a) Door Not Locked 0
b) Key/Combination Available 0 b) Key/Combination Available 0
¢) Hollow Core Metal 12 ¢) Hollow Core Metal 12
d) Vehicle Rollup -16 Gauge Metal 42 d) Vehicle Rollup -16 Gauge Metal 42
e) Turnstile - Floor to Ceiling 80 e) Turnstile - Floor to Ceiling 80
fH 12" Steel Plate 84 f) 172" Steel Plate 84
g) 1" Steel Plate 120 g) 1" Steel Plate 120
h) Vault - Class V or VI 300 h) Vault - Class V or VI 300
i) Special Door 600 i) Special Door 600
SET SET

Does this delay component have a Does this delay component have a .

panic bar or al{ow frle)e passage on exit? . G5] panic bar or aﬁ,ow frl:ze passage on exit? | Noj [ Yes|

B. INPUT SURFACE E. OUTPUT SURFACE

a) Open Port 0 a) Open Port 0
b) Unbarred Window 5 b) Unbarred Window 5
¢) Vent, Port, Duct: Standard Louvers 30 ¢) Vent, Port, Duct: Standard Louvers 30
d) Vent, Port, Duct Heavy Grid 60 d) Vent, Port, Duct Heavy Grid 60
e) Vent, Port, Duct Diffusers 120 e) Vent, Port, Duct Diffusers 120
0 4" Framed w/ Sheetrock 10 f) 4" Framed w/ Sheetrock 10
g) 4" Concrete 30 g) 4" Concrete 30
h) 16 Gauge Metal 48 h) 16 Gauge Metal 48
i) 4" Concrete w/ Rebar 84 i) 4" Concrete w/ Rebar 84
j) 8 Concrete w/ Rebar 120 j) 8" Concrete w/ Rebar 120
k) 2’Earth 120 k) 2’Earth 120

SET

C. SECURITY INSPECTOR DELAY

a) No Inspector 0
b) Unprotected Inspector 5
¢) Protected Inspector 30
d) Inspector in Hardened Position 120
SET

SET

DETECTION COMPONENTS

A. INPUT DOOR POSITION MONITOR

C. INPUT SURFACE PENETRATION

No Monit 0‘6 DETECTION v
:l,)) M(:,nit(;?lrl“(:ll;ned off 0'0 (Select the lowest value surface detection component
¢) Balanced Magnetic Switch 99 regardless of the surface delay component selected.)
SET a) No Sensor 0.0

b) Sensor Turned Off 0.0

B. INPUT DOOR PENETRATION DETECTION c¢) Capacitance Sensor .99
a) No Sensor 0.0 d) Vibration Sensor 99
b) Sensor Turned Off 0.0 ¢) Grid Mesh 99
¢) Grid Mesh 99 SET
SET

Pagel of3
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TITLE: MATERIAL PORTAL

INPUT PATH SEGMENT FROM. Salsct the applicable Item In each
MAT or write In component data.
—— OUTPUT PATH SEGMENT TO 1 DAYSHIFT EDOFFSHIFT
[ DETECTION COMPONENTS
(CONTINUED)
P P
D. IDENTITY CHECK I. SNM DETECTION IN PACKAGE

a) Personnel Not Allowed Through N/A a) No SNM Detector 0.0

b) No ID Check 0.0 b) SNM Detector w/o Metal Detector 1

¢) Picture Badge - Take Home 1 c¢) Fair SNM Detector S

d) Picture Badge - Exchange 5 d) Good SNM Detector 9

e) Hand Geometry Check 95 e) Excellent SNM Detector 99

0 Eye Retina Scan 99 SET

SET

J. INTERIOR INTRUSION DETECTION

E. METAL DETECTION ON PERSON a) No Sensors 0.0
a) No Metal Detector 0.0 b) Sensors Turned Off 0.0
b) Good Detector 9 ¢) Single Motion Sensor 5
¢) Excellent Detector 99 d) Complementary Motion Sensors 9
SET SET

F. EXPLOSIVES DETECTION ON PERSON K. SECURITY INSPECTOR DETECTION
a) No Explosives Check 0.0 a) No Inspector 0.0
b) Vapor Collection A b) Inspector w/o Duress Alarm 0.0
¢) Trained Dog d c¢) Inspector w/ Duress Alarm 5
d) Rigorous Patdown Search 9 d) Protected Inspector w/ Alarm 99
SET SET

G. SNM DETECTION ON PERSON L. PERSONNEL DETECT DOOR INTRUSION
a) No SNM Detector 0.0 a) Zero Probability 0.0
b) SNM Detector w/o Metal Detector A b) Fair Probability 5
c¢) Fair SNM Detector 5 ¢) Good Probability 9
d) Good SNM Detector 9 d) Excellent Probability 99
e) Excellent SNM Detector 99 SET

SET

M. PERSONNEL DETECT SURFACE INTRUSION
H. PACKAGE SEARCH

a) Zero Probability 0.0
a) Packages Not Allowed Through N/A b) Fair Probability S
b) Packages Allowed * No Search 0.0 ¢) Good Probability 9
¢) Visual Check A d) Excellent Probability 99
d) Vapor Collection 1 SET
e) Trained Dog 1
0 X-RAY - Metal Only 9
g) Excellent Metal Detector 99 N. OUTPUT DOOR POSITION MONITOR
h) Rigorous Package Search 99
SET a) No Monitor 0.0
b) Monitor Turned Off 0.0
¢) Balanced Magnetic Switch 99
SET
Page 2 of 3
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TITLE:

_J— INPUT PATH SEGMENT FROM
MAT
—IF  OUTPUT PATH SEGMENT TO

0. OUTPUT DOOR PENETRATION DETECTION

a) No Sensor

b) Sensor Turned Off
¢) Grid Mesh

SET

DETECTION COMPONENTS
(CONTINUED)

0.0

0.0

99
a) No Sensor
b) Sensor Turned Off
¢) Capacitance Sensor
<p Vibration Sensor
e) Grid Mesh
SET

Pag* 3 of 3
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MATERIAL PORTAL

Select the applicable Item In each
set, or write In component data.

= DAYSHIFT = OFFSHIFT

P. OUTPUT SURFACE PENETRATION
DETECTION

(Select the lowest value surface detection component
regardless of the surface delay component selected.)

0.0
0.0
99
99
99



PERSONNEL. PORTAL

Select the applicable Kern In each
set or write in component data.

3 DAYSHIFT = OFFSHIFT

TITLE:

.—J— INPUT PATH SEGMENT FROM
PER
“~— OUTPUT PATH SEGMENT TO

A. INPUT DOOR

DELAY COMPONENTS

t in seconds

D. OUTPUT DOOR

t in seconds

a) Door Not Locked 0 a) Door Not Locked 0
b) Key/Combination Available 0 b) Key/Combination Available 0
¢) Hollow Core Metal 12 ¢) Hollow Core Metal 12
d) Vehicle Rollup -16 Gauge Metal 42 <5 Vehicle Rollup -16 Gauge Metal 42
e) Turnstile - Floor to Ceiling 80 e) Turnstile - Floor to Ceiling 80
f) 172" Steel Plate 84 0 1/2" Steel Plate 84
g) 1" Steel Plate 120 g) 1" Steel Plate 120
h) Vault - Class V or VI 300 h) Vault - Qass V or VI 300
i) Special Door 600 i) Special Door 600
SET SET
Does this delay component have a Does this delay component have a
panic bar or allow free passage on exit? No Yes panic bar or allow free passage on exit? Tes
B. INPUT SURFACE E. OUTPUT SURFACE
a) Open Port 0 a) Open Port 0
b) Unbarred Window 5 b) Unbarred Window S
¢) Vent, Port, Duct Standard Louvers 30 ¢) Vent Port, Duct: Standard Louvers 30
d) Vent Port, Duct Heavy Grid 60 d) Vent Port, Duct Heavy Grid 60
¢) Vent Port, Duct Diffusers 120 e) Vent Port, Duct Diffusers 120
f) 4” Framed w/ Sheetrock 10 f) 4" Framed w/ Sheetrock 10
g) 4" Concrete 30 g) 4" Concrete 30
h) 16 Gauge Metal 48 h) 16 Gauge Metal 48
i) 4" Concrete w/ Rebar 84 i) 4" Concrete w/ Rebar 84
j) 8" Concrete w/ Rebar 120 j) 8" Concrete w/ Rebar 120
k) 2’Earth 120 k) 2’Earth 120
SET SET
C. SECURITY INSPECTOR DELAY
a) No Inspector 0
b) Unprotected Inspector 5
¢) Protected Inspector 30
d) Inspector in Hardened Position 120
SET
DETECTION COMPONENTS
A. INPUT DOOR POSITION MONITOR C. INPUT SURFACE PENETRATION
. DETECTION P
a) No Monitor 0.0 .
b) Monitor Turned Off 0.0 (Select the lowest value surface detection component
¢) Balanced Magnetic Switch 99 regardless of the surface delay component selected.)
SET a) No Sensor 0.0
b) Sensor Turned Off 0.0
B. INPUT DOOR PENETRATION DETECTION ¢) Capacitance Sensor .99
a) No Sensor 0.0 d) Vibration Sensor 99
b) Sensor Turned Off 0.0 ¢) Grid Mesh 9
¢) Grid Mesh .99 SET
SET
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TITLE: PERSONNEL PORTAL

INPUT PATH SEGMENT FROM. Select the applicable Item In each
set, or write in component data.
OUTPUT PATH SEGMENT TO ) DAYSHIFT  OFFSHIFT
DETECTION COMPONENTS
(CONTINUED)
P p
D. IDENTITY CHECK I. SNM DETECTION IN PACKAGE
a) Personnel Not Allowed Through N/A a) No SNM Detector 0.0
b) No ID Check 0.0 b) SNM Detector w/o Metal Detector 1
¢) Picture Badge - Take Home Bl ¢) Fair SNM Detector 5
d) Picture Badge - Exchange S d) Good SNM Detector 9
e) Hand Geometry Check 95 e) Excellent SNM Detector 99
f) Eye Retina Scan 99 SET
SET

J. INTERIOR INTRUSION DETECTION
E. METAL DETECTION ON PERSON

a) No Sensors 0.0

a) No Metal Detector 0.0 b) Sensors Turned Off 0.0
b) Good Detector 9 ¢) Single Motion Sensor 5
c) Excellent Detector 99 d) Complementary Motion Sensors 9
SET SET

F. EXPLOSIVES DETECTION ON PERSON K. SECURITY INSPECTOR DETECTION
a) No Explosives Check 0.0 a) No Inspector 0.0
b) Vapor Collection 1 b) Inspector w/o Duress Alarm 0.0
c¢) Trained Dog 1 ¢) Inspector w/ Duress Alarm 5
d) Rigorous Patdown Search 9 d) Protected Inspector w/ Alarm 99
SET SET

G. SNM DETECTION ON PERSON L. PERSONNEL DETECT DOOR INTRUSION
a) No SNM Detector 0.0 a) ZAFO Probab.il.ity 0.0
b) SNM Detector w/o Metal Detector 1 b) Fair Probability S
¢) Fair SNM Detector S ¢) Good Probablllty. ) 9
d) Good SNM Detector 9 d) Excellent Probability 99
e) Excellent SNM Detector 99 SET
SET

M. PERSONNEL DETECT SURFACE INTRUSION

H. PACKAGE SEARCH a) Zero Probability 0.0
a) Packages Not Allowed Through N/A b) léalr(f;()b:bgf? g
*b) Packages Allowed - No Search 0.0 Sl) EOO I ro Pa lbltz'l‘ 60
¢) Visual Check 1 ) Excellent Probability .
d) Vapor Collection 1 SET
¢) Trained Dog A
f) X-RAY-Metal Only 9
g) Excellent Metal Detector .99 N. OUTPUT DOOR POSITION MONITOR
h) Rigorous Package Search 99 a) No Monitor 0.0
SET b) Monitor Turned Off 0.0
¢) Balanced Magnetic Switch 99
SET
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TITLE: PERSONNEL PORTAL

— | INPUT PATH SEGMENT FROM Select the applicable Item in each
PER set, or write in component data.
“I— OUTPUT PATH SEGMENT TO O DAYSHIFT TDOFFSHIFT
DETECTION COMPONENTS
(CONTINUED)
0. OUTPUT DOOR PENETRATION DETECTION P. OUTPUT SURFACE PENETRATION
DETECTION
a) No Sensor 0.0 )
b) Sensor Turned Off 00 (Select the lowest value surface detection component
¢) Grid Mesh 99 regardless of the surface delay component selected.)
SET a) No Sensor 0.0
b) Sensor Turned Off 0.0
¢) Capacitance Sensor 99
<D Vibration Sensor 99
e) Grid Mesh 99
SET
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TITLE: RAIL PORTAL
., INPUT PATH SEGMENT FROM. Salad tha applicable Item in each
I RAI| sat, or write In component data.

OUTPUT PATH SEGMENT TO = DAYSHIFT = OFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

A. INPUT GATE

a) Gate Not Locked 0
b) Key/Combination Available 0
¢) Gate Locked 10
SET

B. INPUT RAIL BARRIER

D. OUTPUT GATE

a) Gate Not Locked 0
b) Key/Combination Available 0
¢) Gate Locked 10
SET

E. OUTPUT RAIL BARRIER

a) No Rail Barrier 0 a) No Rail Barrier 0
b) Concrete Median or Ditch 0 b) Concrete Median or Ditch 0
¢) Railcar Barrier 0 ¢) Railcar Barrier 0
SET SET
Does this delay component have a Does this delay component have a .
panic bar or allow free passage on exit? | No| | Yesl panic bar or allow free passage on exit? | No| |Yesj
C. SECURITY INSPECTOR DELAY
a) No Inspector 0
b) Unprotected Inspector 5
¢) Protected Inspector 30
d) Inspector in Hardened Position 120
SET
DETECTION COMPONENTS
P P
A. INPUT GATE DETECTION D. METAL DETECTION ON PERSON
a) No Sensor 0.0 a) No Metal Detector 0.0
b) Sensor Turned Off 0.0 b) Good Detector 9
¢) Gate Intrusion Sensor 1 ¢) Excellent Detector 99
SET SET
B. DETECTION BETWEEN GATES E. EXPLOSIVES DETECTION ON PERSON
a) No Sensors 0.0 a) No Explosives Check 0.0
b) Sensors Turned Off 0.0 b) Vapor Collection A
c¢) Single Sensor - Not on Fence 5 ¢) Trained Dog 1
d) Multiple Sensors 8 d) Rigorous Patdown Search 9
e) Complementary Sensors 99 SET
SET
C. IDENTITY CHECK F. SNM DETECTION ON PERSON
a) Personnel Not Allowed Through N/A a) No SNM Detector 0.0
b) SNM Detector w/o Metal Detector A
b) No ID Check 0.0 )
. C) Fair SNM Detector S
¢) Picture Badge * Take Home A
. d) Good SNM Detector 9
<D Picture Badge - Exchange 5 Excellent SNM Detect 99
e¢) Hand Geometry Check 95 g)ET xcellen etector )
f) Eye Retina Scan 99
SET
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TITLE: RAIL PORTAL

—i— INPUT PATH SEGMENT FROM Select the applicable Hem in each
RAL set, or write in component data.
—— OUTPUT PATH SEGMENT TO = DAYSHIFT = OFFSHIFT
DETECTION COMPONENTS
(CONTINUED)
P P
G. PACKAGE SEARCH J. SNM DETECTION IN VEHICLE AND CARGO
a) Packages Not Allowed Through N/A a) No SNM Detector 0.0
b) Packages Allowed - No Search 0.0 b) SNM Detector w/o Metal Detector A
¢) Visual Check B ¢) Fair SNM Detector S
d) Vapor Collection A d) Good SNM Detector 9
e) Trained Dog 1 e) Excellent SNM Detector 99
f) X-RAY - Metal Only 9 SET
g) Excellent Metal Detector 99
h) Rigorous Package Search 99
SET K. SECURITY INSPECTOR DETECTION
a) No Inspector 0.0
b) Inspector w/o Duress Alarm 0.0
H. SNM DETECTION IN PACKAGE c) Inspector w/Duress Alarm S
d) Protected Inspector w/Alarm 99
a) No SNM Detector 0.0 SET
b) SNM Detector w/o Metal Detector B
¢) Fair SNM Detector .
d) Good SNM Detector 9
e) Excellent SNM Detector .99 L. PERSONNEL DETECT GATE INTRUSION
SET a) Zero Probability 0.0
b) Fair Probability S
¢) Good Probability 9
I. VEHICLE AND CARGO SEARCH d) Excellent Probability .99
a) Vehicles Not Allowed Through N/A SET
b) No Contraband Check N/A
¢) Visual Check N/A
d) Vapor Collection NjA M. OUTPUT GATE DETECTION
e) Trained Dog N/A
f) Rigorous Vehicle Inspection N/A %) No Sensor 0.0
g) Rigorous Cargo Search N/A b) Sensor Tlll‘l.led Off 0.0
SET ¢) Gate Intrusion Sensor B
SET
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TITLE:

r—i—, INPUT PATH SEGMENT FROM
IsHPI

—+— OUTPUT PATH SEGMENT TO

SHIPPING AREA

Select the applicable item in each
or write In component data.

= DAYSHIFT = OFFSHIFT
DELAY COMPONENTS

t in seconds t in seconds

A. INPUT DOOR

E. OUTPUT DOOR

a) Door Not Locked 0 a) Door Not Locked 0
b) Key/Combination Available 0 b) Key/Combination Available 0
¢) Hollow Core Metal 12 ¢) Hollow Core Metal 12
d) Vehicle Rollup -16 Gauge Metal 42 d) Vehicle Rollup -16 Gauge Metal 42
e) Turnstile - Floor to Ceiling 80 e) Turnstile - Floor to Ceiling 80
f) 1/2" Steel Plate 84 f) 1/2" Steel Plate 84
g) 1" Steel Plate 120 g) 1" Steel Plate 120
h) Vault - Class V or VI 300 h) Vault - Class V or VI 300
i) Special Door 600 i) Special Door 600
SET SET
Doe.s this delay component have a _ I EEI Doe.s this delay component have a . 1 ES]
panic bar or allow free passage on exit? panic bar or allow free passage on exit?

B. INPUT VEHICLE BARRIER F. OUTPUT VEHICLE BARRIER
a) No Vehicle Barrier 0 a) No Vehicle Barrier 0
b) Aircraft Cable 0 b) Aircraft Cable 0
¢) Concrete Median or Ditch 0 ¢) Concrete Median or Ditch 0
SET SET
Does this delay component have a Does this delay component have a
panic bar or allow free passage on exit? N0 Yes panic bar or allow free passage on exit? N0 Yes

C. INPUT SURFACE G. OUTPUT SURFACE
a) Open Port 0 a) Open Port 0
b) Unbarred Window 5 b) Unbarred Window 5
¢) Vent, Port, Duct Standard Louvers 30 ¢) Vent, Port, Duct Standard Louvers 30
d) Vent, Port, Duct; Heavy Grid 60 d) Vent, Port, Duct Heavy Grid 60
e) Vent, Port, Duct Diffusers 120 ¢) Vent, Port, Duct Diffusers 120
f) 4" Framed w/ Sheetrock 10 f) 4" Framed w/ Sheetrock 10
g) 4" Concrete 30 g) 4" Concrete 30
h) 16 Gauge Metal 48 h) 16 Gauge Metal 48
i) 4" Concrete w/ Rebar 84 i) 4" Concrete w/ Rebar 84
j) 8" Concrete w/ Rebar 120 j) 8" Concrete w/ Rebar 120
k) 2’Earth 120 k) 2'Earth 120
SET SET

D. SECURITY INSPECTOR DELAY
a) No Inspector 0
b) Unprotected Inspector 5
c¢) Protected Inspector 30
d) Inspector in Hardened Position 120
SET

Page 1 of 3

Cc-19



TITLE: SHIPPING AREA

L INPUT PATH SEGMENT FROM S«l*ct th* applicable Item In each
SHR™ set, or write in component data.
T OUTPUT PATH SEGMENT TO 0 DAYSHIFT IDOFFSHIFT

DETECTION COMPONENTS

A. INPUT DOOR POSmMON MONITOR G. SNM DETECTION ON PERSON
a) No Monitor 0.0 a) No SNM Detector 0.0
b) Monitor Turned Off 0.0 b) SNM Detector w/o Metal Detector 1
¢) Balanced Magnetic Switch 99 c) Fair SNM Detector S
SET d) Good SNM Detector 9
¢) Excellent SNM Detector 99
SET
B. INPUT DOOR PENETRATION DETECTION
a) No Sensor 0.0
b) Sensor Turned Off 0.0 H. PACKAGE SEARCH
¢) Grid Mesh 99 a) Packages Not Allowed Through N/A
SET b) Packages Allowed - No Search 0.0
c) Visual Check A
d) Vapor Collection A
C. %)I\EI:FIIJETC%P(%{NEACE PENETRATION ¢) Trained Dog P
(Select the lowest value surface detection component Q) ]}E(;Ic{el(lslz{n; 11:,[/[:::11 ;)):tle};tor 93
regardless of the surface delay component selected.) h) Rigorous Package Search 99
a) No Sensor 0.0 SET
b) Sensor Turned Off 0.0
¢) Capacitance Sensor .99
d) Vibration Sensor .99 I. SNM DETECTION IN PACKAGE
g)Ef rid Mesh 99 a) No SNM Detector 0.0
b) SNM Detector w/o Metal Detector A
c) Fair SNM Detector S
d) Good SNM Detector 9
D. IDENTITY CHECK
e) Excellent SNM Detector 99
a) Personnel Not Allowed Through N/A SET
b) No ID Check 0.0
¢) Picture Badge - Take Home A
d) Picture Badge - Exchange 5 J. VEHICLE AND CARGO SEARCH
e) Hand Geometry Check 95 .
0 Eye Retina Scan 99 a) Vehicles Not Allowed Through N/A
SET b) No Contraband Check N/A
¢) Visual Check N/A
d) Vapor Collection N/A
E. METAL DETECTION ON PERSON e) Trained Dog N/A
0 Rigorous Vehicle Inspection N/A
:))) ggxg::e]c)gfcm o.g 8) Rigorous Cargo Search N/A
¢) Excellent Detector 99 SET
SET
K. SNM DETECTION IN VEHICLE AND CARGO
F. EXPLOSIVES DETECTION ON PERSON a) No SNM Detector 0.0
2) No Explosives Check 0.0 b) SNM Detector w/o Metal Detector A
b) Vapor Collection :1 ¢) Fair SNM Detector 5
¢) Trained Dog 1 (0 Good SNM Detector 9
d) Rigorous Patdown Search 9 e) Excellent SNM Detector 99
SET SET
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TITLE: SHIPPING AREA

INPUT PATH SEGMENT FROM Select tha applicable Hem In each
set, or write in component data.
OUTPUT PATH SEGMENT TO - oDAYSHIFT DOFFSHIFT
DETECTION COMPONENTS
(CONTINUED)
p p
L. INTERIOR INTRUSION DETECTION P. OUTPUT DOOR POSITION MONITOR
a) No Sensors 0.0 a) No Monitor 0.0
b) Sensors Turned Off 0.0 b) Monitor Turned Off 0.0
¢) Single Motion Sensor S5 ¢) Balanced Magnetic Switch 99
d) Complementary Motion Sensors 9 SET
SET

Q. OUTPUT DOOR PENETRATION DETECTION
M. SECURITY INSPECTOR DETECTION

a) No Sensor 0.0
a) No Inspector 0.0 b) Sensor Turned Off 0.0
b) Inspector w/o Duress Alarm 0.0 ¢) Grid Mesh .99
¢) Inspector w/ Duress Alarm S SET
d) Protected Inspector w/ Alarm 99
SET

R. OUTPUT SURFACE PENETRATION
DETECTION
N. PERSONNEL DETECT DOOR INTRUSION (Select the lowest value surface detection component

a) Zero Probability 0.0 regardless of the surface delay component selected.)
b) Fair Probability S a) No Sensor 0.0
¢) Good Probability 9 b) Sensor Turned Off 0.0
d) Excellent Probability 99 ¢) Capacitance Sensor 99
SET d) Vibration Sensor 99

e) Grid Mesh 99

SET

0. PERSONNEL DETECT SURFACE INTRUSION
a) Zero Probability 0.0
b) Fair Probability 5
¢) Good Probability 9
d) Excellent Probability 99
SET
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TITLE: SURFACE
-J—, INPUT PATH SEGMENT FROM Salact th« applicable Item In each
SUR aet, or write In component data.

—r1— OUTPUT PATH SEGMENT TO
0 DAYSHIFT IDOFFSHIFT

DELAY COMPONENTS

C. SURFACE DELAY STAGE 2
(Note: Choices in Stages 1 and 2 Must Be Identical)

t in seconds 1 W seconds

A. SURFACE DELAY STAGE 1
(Note: Choices in Stages 1 and 2 Must Be Identical)

a) Open Port 0 a) Open Port 0
b) Unbarred Window 5 b) Unbarred Window 0
¢) Vent, Port, Duct Standard Louvers 30 ¢) Vent, Port, Ducc Standard Louvers 0
d) Vent, Port, Duct Heavy Grid 60 d) Vent, Port, Duct Heavy Grid 0
¢) Vent, Port, Duct Diffusen 120 ¢) Vent, Port, Duct: Diffusers 0
f) 4" Framed w/ Sheetrock 10 f) 4" Framed w/ Sheetrock 0
g) 4" Concrete 30 g) 4" Concrete 0
h) 16 Gauge Metal 48 h) 16 Gauge Metal 0
i) 4" Concrete w/ Rebar 84 i) 4" Concrete w/ Rebar 0
j) 8" Concrete w/ Rebar 120 j) 8" Concrete w/ Rebar 0
k) 12" Concrete w/ Rebar 120 k) 12" Concrete w/ Rebar 54
1) 18" Concrete w/ Rebar 120 1) 18" Concrete w/ Rebar 180
m) 24" Concrete w/ Rebar 120 m) 24" Concrete w/ Rebar 384
n) 36" Concrete w/ Rebar 156 n) 36" Concrete w/ Rebar 756
0) 2’Earth 120 0) 2'Earth 0
p) 3'Earth 120 p) 3'Earth 54
q) 4’Earth 120 q) 4'Earth 180
r) 6°Earth 120 r) 6'Earth 384
s) 10' Earth 156 s) 10'Earth 756
SET SET
B. SECURITY INSPECTOR DELAY

a) No Inspector 0

b) Unprotected Inspector 5

c¢) Protected Inspector 30

d) Inspector in Hardened Position 120

SET

DETECTION COMPONENTS

P
A. SURFACE PENETRATION DETECTION P C. INTERIOR INTRUSION DETECTION

(Select the lowest value surface detection component a) No Sensors 0.0
regardless of the surface delay component selected.) b) Sensors Turned Off 0.0
a) No Sensor 0.0 ¢) Single Motion Sensor S
b) Sensor Turned Off 0.0 d) Complementary Motion Sensors 9
¢) Capacitance Sensor 99 SET
d) Vibration Sensor 99
¢) Grid Mesh 99
SET D. SECURITY INSPECTOR DETECTION
a) No Inspector 0.0
B. PERSONNEL DETECT SURFACE INTRUSION  b) Inspector w/o Duress Alarm 0.0
.. c¢) Inspector w/ Duress Alarm S
a) Zero Probability 0.0 d) Protected Inspector w/Alarm 99
b) Fair Probability 5 SET
¢) Good Probability 9
d) Excellent Probability 99
SET
Pagel oil
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TITLE:

INPUT PATH SEGMENT FROM

OUTPUT PATH SEGMENT TO___

TARGET TASK

Select the applicable Hern in each
aet, or write in component data.

= DAYSHIFT = OFFSHIFT

DELAY COMPONENTS

t in seconds

t in seconds

A. TARGET TASK DELAY

B. SECURITY INSPECTOR DELAY

a) No Delay 0 a) No Inspector 0
SET b) Unprotected Inspector 5
c¢) Protected Inspector 30
d) Inspector in Hardened Position 120
SET
DETECTION COMPONENTS
P P
A. TARGET TASK DETECTION C. INTERIOR INTRUSION DETECTION
a) No Detector 0.0 a) No Sensors 0.0
b) Detector Turned Off 0.0 b) Sensors Turned Off 0
¢) Fair Integrity Monitor 5 ¢) Single Motion Sensor I
d) Fair Presence Monitor S d) Complementary Motion Sensors
e) Good Integrity Monitor 9 SET
f) Good Presence Monitor 9
g) Excellent Integrity Monitor 99
gizrll:lxcellent Presence Monitor 99 D. SECURITY INSPECTOR DETECTION
a) No Inspector 0.0
b) Inspector w/o Duress Alarm 0.0
B. TWO-PERSON RULE DETECTION ¢) Inspector w/ Duress Alarm 5
2) No Two-Person Rule 0.0 ?))C 1Protected Inspector w/Alarm 99
b) Casual Observation 0.0 '
¢) Dedicated Observation w/ Alarm 5
d) Protected Dedicated Obsv. w/ Alarm 95
SET
Pagel of 1
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TITLE: TUNNEL
INPUT PATH SEGMENT FROM. Select tha applicable Item In each
[T™] aet, or write In component data.

OUTPUT PATH SEGMENT TO = DAYSHIFT = OFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

A. INPUT TUNNEL BARRIER

B. OUTPUT TUNNEL BARRIER

a) Open Tunnel 0 a) Open Tunnel 0
b) Standard Louvers 30 b) Standard Louvers 30
¢) Heavy Grid 60 ¢) Heavy Grid 60
d) Diffusers 120 d) Diffusers 120
e) Fence 10 e) Fence 10
f) 4" Concrete 30 f) 4" Concrete 30
g) 16 Gauge Metal 48 g) 16 Gauge Metal 48
h) 4" Concrete w/ Rebar 84 h) 4" Concrete w/ Rebar 84
i) 8" Concrete w/Rebar 120 i) 8" Concrete w/ Rebar 120
j) 2'Earth 120 j) 2'Earth 120
SET SET

DETECTION COMPONENTS

P

A. INPUT SURFACE PENETRATION
DETECTION
(Select the lowest value surface detection component
regardless of the surface delay component selected.)

D. OUTPUT SURFACE PENETRATION
DETECTION

(Select the lowest value surface detection component
regardless of the surface delay component selected.)

a) No Sensor 0.0 a) No Sensor 0.0
b) Sensor Turned Off 0.0 b) Sensor Turned Off 0.0
c¢) Capacitance Sensor 99 c¢) Capacitance Sensor 99
d) Vibration Sensor 99 <5 Vibration Sensor 99
e) Grid Mesh 99 e) Grid Mesh 99
SET SET

B. INPUT PERSONNEL DETECT SURFACE

E. OUTPUT PERSONNEL DETECT SURFACE

INTRUSION INTRUSION
a) Zero Probability 0.0 a) Zero Probability 0.0
b) Fair Probability 5 b) Fair Probability 5
¢) Good Probability 9 ¢) Good Probability 9
d) Excellent Probability 99 d) Excellent Probability 99
SET SET
C. INTERIOR INTRUSION DETECTION
a) No Sensors 0.0
b) Sensors Turned Off 0.0
¢) Single Motion Sensor 5
d) Complementary Motion Sensors 9
SET
Pagel of 1
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TITLE:
INPUT PATH SEGMENT FROM.
OUTPUT PATH SEGMENT TO

A. INPUT GATE

a) Gate Not Locked

b) Key/Combinadon Available
¢) Gate Locked

SET

B. INPUT VEHICLE BARRIER

a) No Vehicle Barrier

b) Aircraft Cable

¢) Concrete Median or Ditch
SET

Does this delay component have a
panic bar or allow free passage on exit?

VEHICLE PORTAL

Satoct tha applicable Ram In each
mrt, or write in component data.

= DAYSHIFT = OFFSHIFT

DELAY COMPONENTS

t in seconds t in seconds

D. OUTPUT GATE

C. SECURITY INSPECTOR DELAY

a) No Inspector

b) Unprotected Inspector

¢) Protected Inspector

d) Inspector in Hardened Position
SET

A. INPUT GATE DETECTION

a) No Sensor

b) Sensor Turned Off

¢) Gate Intrusion Sensor
SET

B. DETECTION BETWEEN GATES

a) No Sensors

b) Sensors Turned Off

¢) Single Sensor - Not on Fence
d) Multiple Sensors

e) Complementary Sensors
SET

C. IDENTITY CHECK

Personnel Not Allowed Through
No ID Check

Picture Badge - Take Home

<) Picture Badge * Exchange

¢) Hand Geometry Check

f) Eye Retina Scan
SET

a)
b)
c)

0 a) Gate Not Locked 0
0 b) Key/Combination Available 0
10 ¢) Gate Locked 10
SET
E. OUTPUT VEHICLE BARRIER
0 a) No Vehicle Barrier 0
0 b) Aircraft Cable 0
0 ¢) Concrete Median or Ditch 0
SET
Doe.s this delay component have a . = Gi]
panic bar or allow free passage on exit?
0
5
30
120
DETECTION COMPONENTS
P P
D. METAL DETECTION ON PERSON
0.0 a) No Metal Detector 0.0
0.0 b) Good Detector 9
A ¢) Excellent Detector 99
SET
E. EXPLOSIVES DETECTION ON PERSON
0.0 a) No Explosives Check 0.0
0.0 b) Vapor Collection 1
5 ¢) Trained Dog 1
8 d) Rigorous Patdown Search 9
.99 SET
F. SNM DETECTION ON PERSON
N/A a) No SNM Detector 0.0
0.0 b) SNM Detector w/o Metal Detector A
'1 c) Fair SNM Detector S
' 5 <0 Good SNM Detector 9
9°5 e) Excellent SNM Detector 99
99 SET
Paga1of2
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TITLE:

k)

—1I—, INPUT PATH SEGMENT FROM

VEH

OUTPUT PATH SEGMENT TO

VEHICLE PORTAL

Select the applicable item in each
set, or write In component data.

O DAYSHIFT o OFFSHIFT

DETECTION COMPONENTS

G. PACKAGE SEARCH

a) Packages Not Allowed Through
b) Packages Allowed - No Search
¢) Visual Check

d) Vapor Collection

e) Trained Dog

f) X-RAY - Metal Only

g) Excellent Metal Detector

h) Rigorous Package Search

SET

H. SNM DETECTION IN PACKAGE

a) No SNM Detector

b) SNM Detector w/o Metal Detector
¢) Fair SNM Detector

d) Good SNM Detector

e) Excellent SNM Detector

SET

I. VEHICLE AND CARGO SEARCH

a) Vehicles Not Allowed Through
b) No Contraband Check

¢) Visual Check

d) Vapor Collection

e) Trained Dog

f) Rigorous Vehicle Inspection
g) Rigorous Cargo Search

SET

(CONTINUED)
P P
J. SNM DETECTION IN VEHICLE AND CARGO
N/A a) No SNM Detector 0.0
0.0 b) SNM Detector w/o Metal Detector A
A ¢) Fair SNM Detector 5
A d) Good SNM Detector 9
A e) Excellent SNM Detector 99
9 SET
99
99
K. SECURITY INSPECTOR DETECTION
a) No Inspector 0.0
b) Inspector w/o Duress Alarm 0.0
¢) Inspector w/ Duress Alarm S
0.0 d) Protected Inspector w/ Alarm 99
1 SET
5
9
.99
L. PERSONNEL DETECT GATE INTRUSION
a) Zero Probability 0.0
b) Fair Probability 5
¢) Good Probability 9
N/A (Sl)EljFxcellent Probability 99
N/A
N/A
N/A
N/A M. OUTPUT GATE DETECTION
N/A
Nj A a) No Sensor 0.0
b) Sensor Turned Off 0.0
¢) Gate Intrusion Sensor 1
SET
Pag* 2 of 2
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The SAVI Algorithm

1. Abstract

SAVI (Systematic Analysis of Vulnerability to Intrusion) is a PC-based vulnerability
assessment tool for the analysis of physical protection systems. SAVI utilizes an
exhaustive path analysis algorithm to identify the most vulnerable path through a
facility from offsite to any target of concern; the software can analyze vulnerability to
removal of the target from the facility (theft) as well as access to the target
(sabotage). All possible paths through the facility are examined and the ten most
vulnerable are retained. The vulnerability of a particular path is estimated using
the measures of Timely Detection. This is the requirement that an intruder be
detected with enough time for the response force to interrupt him before he can
complete his mission. Because the analysis is exhaustive, complex facilities can
take a long time to analyze and some paths are considered illogical or
inappropriate. Paths are pruned where possible to mitigate these problems.

2. Terms and Concepts

The complex nature of vulnerability analysis has caused the development of a
large dialect of terms to simplify the concepts behind the SAVI methodology. A
portion of the SAVI dialect is reproduced below as a convenience to the reader.
These terms are the minimum required to understand the description of the SAVI
algorithm.

Area - A physical area at a facility separated from other areas by layers of
protection. The SAVI model assumes that all points inside a given area are
equally accessible to an intruder.

ASD - Adversary Sequence Diagram. A graphic representation of a physical
protection system comprised of protection elements connecting physical
areas.

CDP - Critical Detection Point. The last point on a given path where detection
must occur if the response force is to have enough time to interrupt the
adversary before he completes his mission.

Delay Leg - The portion of a path where an adversary minimizes the time it takes
to complete his mission.
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Detection Leg - The portion of a path where an adversary minimizes his chances
of being detected.

Entry Leg - The sequence of areas and elements traversed by an intruder from
offsite to the target.

Exit Leg - The sequence of areas and elements traversed by an intruder from the
target to offsite (only considered in the case of theft analysis).

Invalid Path - A path generated during theft analysis where the intruder forces his
way through an element on entry and attempts to deceive his way through
the same element on exit.

P(1) * Probability of Interruption. The probability that the response force will
interrupt the adversary prior to completion of his mission.

Parasite Path - One of several path scenarios for a given path which is not the
most vulnerable scenario.

Path - A specific route through the facility consisting of a sequence of physical
areas and protection elements that an adversary traverses to accomplish his
mission.

Path Scenario - A specific sequence of force or deceit actions that an adversary
may use to defeat each protection element on a path. A path scenario differs
from a path in that it contains traversal mode information.

PE - Protection Element. The basic building block of a physical protection system
consisting of components which detect and delay the adversary.

PPS - Physical Protection System. The collective interaction of delay, detection,
assessment and communication components, plus security and response
force personnel that provide protection for facility targets.

Protection Layer - A set of protection elements which separate two physical
areas in a physical protection system.

Redundant Path - A path scenario with deceit traversal on the delay leg of the
path.

RFT - Response Force Time. The assessment, communication, and deployment
time expended by the response force in order to reach a specified
interruption point after receiving the first alarm.

Timely Detection - A security system requirement which states that the adversary
must be detected in time for the response force to interrupt him before he
completes his mission.

TR ¢« Time Remaining after CDP. The minimum time required for an adversary to
complete his mission from the Critical Detection Point on a given path.
Traversa! Mode - The tactics employed by the adversary to penetrate a
protection layer. The two tactics currently supported by SAVI are force and

deceit.

TRI - Time Remaining after Interruption. The time remaining on a path after
interruption occurs. This is the difference in the time remaining after CDP
and the response force time.
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3. SAVI Overview

The SAVI software package is a vulnerability assessment code developed under
contract to Sandia National Laboratories with Department of Energy funding to
support the effective design and analysis of Physical Protection Systems (PPSs) at
facilities that handle special nuclear materials. SAVI represents a PPS as a
connected graph of areas and elements in a structure called an Adversary
Sequence Diagram (ASD). As an adversary penetrates a PPS he moves from
area to area within the facility and submits himself to an ordered sequence of
protection layers arranged in 'concentric' shells of protection. The ASD is therefore
a series of areas separated by protection layers through which the adversary must
pass in order to successfully complete his mission. Each layer of protection is
comprised of Protection Elements (PEs) which correspond to the physical elements
providing security at the facility: portals, surfaces, isolation zones, etc. Each
element is a collection of components which act to detect or delay an intruder
during his assault on the facility: metal detectors, walls, doors, etc. The adversary
must traverse a PE in order to move from one area to another one deeper in the
facility, and he must pay a price in doing so. If the intruder has not yet been
detected, the cost is the chance that he will be detected attempting to penetrate this
particular layer of security. If he has been detected, then the cost is the amount of
time that the PE delays him in his race to complete his mission before being
interrupted by the response force. All detection probabilities in SAVI are chosen
assuming no previous detection has taken place while all delays are chosen
assuming the adversary has been previously detected. A PE is modelled as an
input segment and an output segment, providing a simple and flexible structure to
describe a large variety of elements. Each segment is assigned detection
probabilities and delay times as costs associated with traversing that segment.
There are 6 costs associated with each segment: probabilities of non-detection
and delays for entry, exit, and dependent exit. These costs are explained in greater
detail below.

Any sequence of elements from offsite to the target or mission end point of concern
is a potential path for the intruder to take in his assault on the system. SAVI
identifies the paths which are most vulnerable to intrusion. These are the paths
that are the most advantageous from the adversary's point of view. The SAVI
model is conceptually very simple. The concept of Timely Detection is used to
quantify the vulnerability of a legitimate path through the ASD. Timely Detection is
a security system requirement that an intruder must be detected with enough time
left to interrupt him. The crafty intruder minimizes his chances of being detected
until the amount of delay time remaining before completion of his mission is less
than the Response Force Time (RFT). After the adversary has passed this point
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there is no longer any chance of detecting him with enough delay in the system to
allow the response force to interrupt him. This point, the Critical Detection Point
(CDP), is therefore the last chance to detect the adversary before he beats the
system. The probability of interruption, P(l), is the cumulative probability of
detection from the entry point through CDP. The difference between Time
Remaining after CDP (TR) and the Response Force Time is the Time Remaining
after Interruption (TRI) and is a measure of how close the adversary gets to mission
completion assuming he is detected at CDP. The Timely Detection concept is
illustrated graphically as shown in Figure 1.

Detection Deley >
START L9 = A— INTRUDER
OFFSITE A = A GOAL
Critical Interruption
Detection Point
Point
(CDP) Response Time
Force Remaining
Time After
(RFT) Interruption
(TRI)

Figure 1. Timely Detection Event Sequence

SAVI allows the security analyst to specify the tactics that an adversary will use to
defeat a given security system, i.e. whether he will simply force his way through
each PE or attempt to deceive his way through when appropriate. If the adversary
forces his way through a PE, destroying barriers or detectors in the process, the
protection offered by that PE on the intruder's return trip has been compromised. If
the adversary deceives his way through a PE, the safeguards in the PE are still
available to hinder the intruder should he return through the same element on exit.
The SAVI analysis engine handles the different traversal modes by splitting each
deceivable PE into a force-only and deceit-only counterpart (or clone). Each
cloned element increases the number of possible paths in the facility geometrically.

Consider a unique chain of elements comprising a path from offsite to the target.
Cloning a single element into a force/deceit pair will produce two new paths (at the
cloned element the adversary may choose to traverse in a force manner or in a
deceit manner). If another element along the path is cloned, the number of paths is
doubled again for a total of four paths. If the facility is being analyzed for
vulnerability to theft, then there is an exit leg corresponding to each entry leg and
the number of paths increases to the square of the number of entry paths. But the
cloning process is simply the approach used by the engine to track the traversal
tactics used by the adversary in his assault on each element. The SAVI analyst
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doesn’t care about the extra paths since he is concerned only with the unique
chain of elements used by the intruder. Thus the total humber of paths generated
by the SAVI engine is a superset of the set of all paths represented by the analyst’s
ASD. These extra 'paths' actually contain information about which elements were
traversed and the tactics used to traverse them. These 'paths' are called path
scenarios to distinguish them from actual paths, which are unique chains of PEs.

Handling paths in this fashion has several interesting side effects. SAVI can
produce the ten most vulnerable paths for a given RFT, but if mixed tactics are
used, it may be that these ten paths are the same set of PEs with different traversal
modes (i.e. different path scenarios). Such paths are called parasite paths; they
are useless information for the analyst who is interested in the optimal traversal of a
unique path. Therefore, any path which is actually a different scenario of a path
that has been found previously is discarded unless it is the more vulnerable of the
two. Each of the ten most vulnerable paths is a unique chain of elements and
represents the most vulnerable path scenario for that chain of elements.

The second side effect of the cloning process is the production of a type of path
called a 'redundant path’. After the adversary has passed the CDP, detection is
unimportant since the guards cannot respond fast enough to interdict him.
Therefore the delay times for traversing a segment are the same whether the
traversal tactic is force or deceit. This means that the force and deceit clones
created from a deceivable element both have the same delay values. We are
therefore only interested in force-traversal clones on the delay leg of the path. Note
that redundant paths would be taken care of in the removal of parasite paths, but
we discard them as soon as we are aware that they are redundant in order to save
calculation time.

The last side effect of the cloning process is the production of 'invalid paths'. This
type of path only appears when the analysis is for theft. If the adversary forces a
particular PE, blowing up the door and killing the guard for example, it is illogical to
model deceit through the same PE on exit. Therefore, any time a deceit-only clone
appears on the exit leg, a check is made to see if its force counterpart appears on
the entry leg. If so, the path is discarded.

4. SAVI ASD Tree Structure

The SAVI ASD can be thought of as a tree structure, and all PEs that an intruder
might use to leave an area can be thought of as a branch in the tree. The SAVI
engine uses two data structures to find the set of paths through an ASD. These are
the adjacency array and the stack. The adjacency array represents the ASD tree
structure while the stack is a list of segments representing a single path. The
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elemental unit in this representation is the vertex, or path segment. A vertex has a
one to one correspondence to the segments which make up Protection Elements.
The time it takes an intruder to cross an area is accumulated into the input segment
of a PE and the time it takes to cross a PE accumulated into the output segment.
Each vertex has an associated structure or record that contains all the information
about its corresponding segment on the graph. The structure contains a pointer to
the next structure, a visited field, and information specific to the given ASD. There
are six pieces of information maintained for each path segment describing the
costs associated with crossing that segment:

* Probability of non-detection on entry

* Probability of non-detection on exit (independent)

+ Dependent probability on exit (assuming entry through this segment)
* Time delay on entry

* Time delay on exit (independent)

+ Dependent delay on exit (assuming entry through this segment)

These values are determined in the following manner: the entry and exit detection
probabilities are the sets of detection components which have the lowest
cumulative probability across that segment upon traversal. The dependent values
are set to 0.0 if the segment represents delay or detection associated with traversal
by force on entry. If it is not a forced entry (i.e. the current element is the deceit-only
clone of a deceivable element), then the dependent value is the same as the
independent exit value. In addition, there are 3 fields which identify this vertex, and
its adjacent vertex:

* Vertex number, a unique identifier for this vertex
« Adjacent number, an identifier for the adjacent vertex
* Clone number, an identifier for Force/Deceit vertices.

The tree structure is implemented in the SAVI engine as an array of linked lists.
Each path segment in the ASD appears as an item in the array. For each vertex in
the array there is a linked list of all vertices adjacent to that vertex (leading from that
vertex). Figure 2 shows a simple ASD and the adjacency array representing it.
Note that vertex 5 is the target and since it does not connect to any further nodes,
vertex 5 has a null pointer.

The SAVI Algorithm - 6



ASD Adjacency Array

NULL

Figure 2. SAVI Tree Structure for Entry Analysis

The tree is built by inspecting the connectivity of each element in the ASD. For
each element a pointer to that path segment is inserted into the linked list for that
vertex in the Adjacent Array. In addition to all the values in the structure, the vertex
identification number is assigned, and the adjacent number is the number of the
area that the Protection Element is connected to. If this element is entered in a
Force manner, that node is inserted again with its clone number as its vertex
identification number.

If the analysis is for the theft case (see Figure 3), the adjacency array is expanded
to model the vertices separately on exit. The destination now becomes the origin;
the traversal is origin to target to origin. The identification number of all the vertices
from the target back to the origin are aliased by adding an offset which is the actual
target's index number. The identification number of the destination in the example
is 6 (obtained by adding the origin identification number, 1, to the alias offset, 5).
Hence, the path from 1 ->2 ->4->5*>4->2->1 isrepresentedas t ->2->4->5
->9->7->6.
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ASD Adjacency Array

NULL

Figure 3. SAVI Tree Structure for Entry/Exit Analysis

5. Finding a path

The SAVI engine employs an exhaustive tree traversal algorithm called a 'depth
first search'. The algorithm operates on vertices as follows:

The first vertex from the origin is marked visited. Then the next adjacent or
connecting unvisited vertex from the previous vertex is marked visited and the
depth first search is initiated again. This continues until a destination vertex is
reached. At this point the algorithm 'back-tracks'. We back up to the last vertex
which has an unvisited vertex adjacent to it, and then we can initiate the depth first
search once again. The entire search terminates when no unvisited vertices can
be reached from any of the visited ones (and therefore every branch of the tree has
been traversed). The following is a pseudo-code representation of the 'depth first
search' employed by SAVI:

Procedure Depth_First

Vertex = Adjacent[origin]
push(stack,Vertex)
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while not empty(stack)
begin
find a path//
while adjacent[Vertex] not NULL
begin
// find next connection //
Vertex = Adjacent[Vertex]
push(stack,Vertex)
set Vertex visited
end
// path has been found. Display, perform analysis, etc. //
//get next path from the the stack //
backtrack(Vertex)
end

Procedure Backtrack(Vertex)
begin

Vertex = pop(stack) //remove target/

while Adjacent[Vertex] = NULL
pop(stack) //pop stack until a vertex is found with //

//other connections //

while Adjacent[Vertex] is visited and Adjacent[Vertex] not NULL

Vertex = next Vertex // now that a connection is found, //

//sKip to next unvisited connection //
return(Vertex)
end

The algorithm can be described in the following manner:
Initialize all vertices to unvisited.

Path Finding Algorithm:

Starting with the origin, or first vertex, set it to visited, save this vertex on the stack.
Get its next connection from the Adjacency array and set it visited. Continue until
the destination is encountered, or there are no further connections in the adjacency
array. An entire path has been found and can be viewed and used for analysis at
this point.

The backtrack algorithm is employed to find any other routes to the destination from
each vertex:

The SAVI Algorithm - 9



Backtrack Algorithm:

Pop the target from the stack and check if there are any other unvisited vertices in
the adjacency array. If so, push it onto the stack and return to the path finding
algorithm. If not, and there are no other connections from this vertex, pop the next
vertex from the stack and search for an unvisited vertex. This continues until either
a vertex is found, or the origin is encountered, meaning all vertices have been
seen.

6. Quantifying a path

Once a path is identified it is quantified and ranked by its vulnerability. The path
finding algorithm produces a string of segments representing the path taken by the
adversary from offsite to his goal. The target is the goal in the case of sabotage
analysis and offsite via the target is the goal in the case of theft analysis. The path
is scanned once before quantification begins in order to prepare the quantify
algorithm. The target is located on the stack to identify the entry and exit legs of the
path in the theft case. The entry and exit sides are compared to identify dependent
elements. Any element appearing in the exit side of the path after having appeared
in the entry side is said to be dependent. All dependent elements are marked. If
force/deceit analysis is requested, the path is checked for validity during this first
pass. If a deceit-only clone is found on the exit side of the path then the entry side
of the path is checked for a corresponding force-only clone. If the force-only
element is found, the path is considered invalid, quantification of this path ends,
and the path is discarded. At this point the quantify algorithm is ready to analyze
the current path. If multiple RFTs are requested, then the path is analyzed once for
each RFT.

The quantify algorithm begins at the top of the path stack and grabs the vertex it
finds there (offsite in the theft case and the target in the sabotage case) and begins
its analysis. Since the adversary is being backtracked from his goal, the CDP has
not been located and we are on the delay leg of the path. Therefore, if the current
vertex is a deceit-only element, then the path is a redundant path and we stop
analyzing for this particular RFT. Since the CDP can change with RFT, we cannot
assume this path is redundant for a/l RFTs. If the path is still legitimate, the delay
offered to the intruder is added into the total delay value for this path. If we are still
on the exit side of the path then the exit delay value is used unless this vertex has
been marked as a dependent element. If a dependency exists the exit-dependent
delay value is used. If the current vertex is on the entry side of the path, the entry
delay value is used. The new total delay value for this path is now compared
against the current RFT. If the total delay is greaterthan RFT, the entire delay leg is
found and we have fixed CDP. If the total delay is less than or equal to RFT then
we are still working on the delay leg and we grab the next vertex from the stack and
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do it all again. If the CDP is never found, there is not enough delay in the entire
system to prevent the intruder from completing his mission; the response force is
too slow or the barriers protecting the target or preventing the adversary's escape
are insufficient.

Once CDP is located for a given RFT we calculate the Probability of Interruption for
the current path. The probabilities of nondetection for each vertex from CDP to the
bottom of the stack are accumulated according to the following equation:

P() = 1 -n(PNDK)
k

where PNDk is the Probability of Nondetection for the kth vertex.

After the path is quantified it is checked against each of the top ten most vulnerable
paths currently stored for this RFT to determine if it is a parasite of one of the top ten
paths. If the path is a parasite path, its vulnerability is checked against that of the
stored path and the less vulnerable path is discarded. If the current path is not a
parasite path then it is compared against the other most vulnerable paths and kept
or discarded based on vulnerability. If the current path is kept, it is inserted into the
list of top ten paths.

Summary

The algorithms utilized by SAVI to identify and quantify the most vulnerable paths
through a physical protection system are fairly straight forward. The
implementation of fast, powerful algorithms was considered secondary to the
development of a mathematically defendable modelling methodology. Work is
proceeding on new algorithms which should provide considerable improvements
over those presented in this document.
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SECTION F

SAVI Element Scenario Equations



Entry
Input

ZDEL

INT*SIA

IDEND*MET*EXP +
IDEND*PKG

DR’
SURF'

DP*INT*PHD +
DG,*INT*PHD +
DIS*INT*PHS

ZDEL

PTA

SAVI - 2 ELEMENT SCENARIO EQUATIONS

Exit

Output Input

DOR - SINGLE DOOR

UNAUTHORIZED: Delay
DR + SID DR + SID

UNAUTHORIZED: Detection

DP*PHD + DP*PHD*INT*SIA +
DG*PHD DG*PHD*INT*SIA

AUTHORIZED: Detection

ZDET ZDET

EVC - EVACUATION SHELTER ¢
UNAUTHORIZED: Delay

DR’ DR’
SURF SURF

UNAUTHORIZED: Detection

DP + DP +

DG + DG' +

DIS' DIS'
FEN - FENCE

UNAUTHORIZED: Delay
FN + VB + PTD FN + VB + PTD
UNAUTHORIZED: Detection

DF*DEP DF

F-1

Output

ZDEL

ZDET

SNMP +
SNMPK

DR'
SURF

DP*INT*PHD +

DG'*INT*PHD +
DIS*INT*PHS

ZDEL

PTA*DEP



Entry
Input

ZDEL

SIA

IDEND*MET*EXP +
IDEND*PKG +
IDEND*VSRC

GDEL*

GDET'

ZDEL

HDET «PHH*PTHH

FN! + VB!
PB’

DF»DEP»PTA +
DRF*PBDET*PTA

SAVI ELEMENT SCENARIO EQUATIONS

Exit
Output Input
GAT - GATE
UNAUTHORIZED: Delay
GT+VB+3SID GT +VB + SID
UNAUTHORIZED: Detection
GD*DEP GD
AUTHORIZED: Detection
ZDET ZDET

GEN - GENERIC PROTECTION ELEMENT

UNAUTHORIZED: Delay
GDEL! GDEL'
UNAUTHORIZED/AUTHORIZED: Detection
GDET! GDET!
HEL - HEUCOPTER FUGHT PATH

UNAUTHORIZED: Delay

UHDEL LHDEL
UNAUTHORIZED: Detection
ZDET ZDET
ISO - ISOLATION ZONE
UNAUTHORIZED: Delay
FN'+ VB’ + PTD FN* + VB' + PTD
PB'+ PTD PBf+ PTD
UNAUTHORIZED: Detection
DF + DF +
DRF DRF

Output

ZDEL

SIA*DEP

SNMP +
SNMPK +
SNMV

GDEL

GDET'

ZDEL

HDET*PHH«PTHH

FNI + VB'
PB'

DF*DEP*PTA +
DRF*PBDET*PTA



Entry
Input

DR'
SURF'

DP*INT#PHD*SIA +
DG'aINTKPHD** +
DIS”INT*PHS#SIA

IDEND»MET*EXP +
IDEND*PKG

DR'
SURF

DP*INT*PHD«SIA +

DG"INT*PHD*SIA +
DIS, fINT*PHS*SIA

IDEND»MET*EXP +
IDEND*PKG

SAVI ELEMENT SCENARIO EQUATIONS

Exit
Output Input
MAT - MATERIAL PORTAL
UNAUTHORIZED: Delay
DR' + SID DR' + SID
SURF + SID SURF + SID
UNAUTHORIZED: Detection
DP + DP +
DG* + DG +
DIS' DIS'
AUTHORIZED: Detection
ZDET ZDET

PER - PERSONNEL PORTAL
UNAUTHORIZED: Delay

DR' + SID
SURF + SID

DR' + SID
SURF + SID

UNAUTHORIZED: Detection

DP + DP +

DG' + DG' +

DIS' DIS'
AUTHORIZED: Detection

ZDET ZDET

F-3

Output

DR'
SURF

DP#INT*PHD*SIA +

DG'fcINT*PHD*SIA +
DIS"INT*PHS*SIA

SNMP +
SNMPK

DR’
SURF

DP*INT*PHD#SIA +

DG"INT»PHD*SIA +
DIS'»INT*PHS*SIA

SNMP +
SNMPK



Entry
Input

GT + VBR'

GD"DTE*PHG*SIA

IDEND*MET*EXP +
IDEND*PKG +
IDEND*VSRC

DR' + VB'
SURF

DF*INT*PHD*SIA +

DG*INT*PHD*S1A +
DIS*INT»PHS*SIA

IDEND*MET*EXP +
IDEND*PKG +
IDEND*VSRC

WLA

DISAINT*PHS*SIA

SAVI ELEMEKT SCENARIO EQUATIONS
Exit

Output Input
RAL - RAIL PORTAL
UNAUTHORIZED: Delay
GP + VBR! + SID GT '+ VBR' + SID

UNAUTHORIZED: Detection
GD' GD'

AUTHORIZED: Detection

ZDET ZDET
SHP - SHIPPING AREA
UNAUTHORIZED: Delay
DR'+ VB' + SID DR'+VB' + SID
SURF + SID SURF + SID
UNAUTHORIZED: Detection
DP + DP +
DGI + DG' +
DIS' DIS'
AUTHORIZED: Detection
ZDET ZDET
SUR - SURFACE
UNAUTHORIZED: Delay
WLB + SID WLB + SID
UNAUTHORIZED: Detection
ZDET INT

Output

GP + VBR’

GD"DTE*PHG*SIA

SNMP +
SNMPK +
SNMV

DR' + VB'
SURF

DP*INT*PHD*SIA +
DG*INT*PHD*SIA +
DIS"INT*PHS*SIA

SNMP +
SNMPK +
SNMV

WLA

DIS"PHS*SIA



Entry
Input

ZDEL

TSKDET»INT*2PR*SIA

TUN'

DIS’alNTaPHS'

GT' + VB'

GD'*DTE*PHG"SIA

IDEND*MET*EXP +
IDEND»PKG +
IDEND*VSRC

Key:

’

SAVI ELEMENT SCENARIO EQUATIONS

Output Input
TSK -TARGET TASK
UNAUTHORIZED: Delay
TSKTIM + SID ZDEL
UNAUTHORIZED: Detection
ZDET ZDET
TUN - TUNNEL
UNAUTHORIZED: Delay
TUN' TUN!
UNAUTHORIZED: Detection

DISAPHS! DIS"*PHS'

VEH - VEHICLE PORTAL
UNAUTHORIZED: Delay
GP +VB'+ SID GP +VB' +SID
UNAUTHORIZED: Detection
GD! GD’
AUTHORIZED: Detection

ZDET ZDET

Different input and output values

Output

ZDEL

ZDET

TUN'

DIS"INTAPHS'

GP + VB'

GD,*DTE«PHG*SIA

SNMP +
SNMPK +
SNMV



SAVI ELEMENT SCENARIO EQUATIONS
COMPONENT TYPES

DELAYS
PB Building Roof Barrier
DR Door
FN Fence
GT Gate
GDEL Generic Delay
LHDEL Helicopter Load Delay
UHDEL Helicopter Unload Delay
VBR Rail Barrier
SID Security Inspector Delay
PTD Security Patrol Delay
SURF Surface
wuU Surface Delay Stage
WLB Surface Delay Stage 2
TSKTIM Target Task Time
TUN Tunnel Barrier
VB Vehicle Barrier
ZDEL Zero Delay

DETECTION, UNAUTHORIZED ACTS (FORCE)

PBDET Building Roof Detection

DTE Detection Between Gates

DG Door Penetration Detection

DP Door Position Monitor

DF Fence Detection

GD Gate Detection

GDET Generic Detection

DEP Ground Detection

HDET Helicopter Detector

INT Interior Intrusion Detection
PTHH Patrol Detect Helicopter

PHD Personnel Detect Door Intrusion
PHG Personnel Detect Gate Intrusion
PHH Personnel Detect Helicopter
PHS Personnel Detect Surface Intrusion
SIA Security Inspector Detection
PTA Security Patrol Detection

DIS Surface Penetration Detection
TSKDET Target Task Detection

2PR Two-Person Rule Detection
ZDET Zero Probability of Detection



EXP
IDEND
MET
PKG
SNMPK
SNMP
SNMV
VSRC

SAVI ELEMENT SCENARIO EQUATIONS
DETECTION. AUTHORIZED ACTS (DECEIT)

Explosives Detection on Person
Identity Check

Metal Detection on Person

Package Search

SNM Detection in Package

SNM Detection on Person

SNM Detection in Vehicle and Cargo
Vehicle and Cargo Search



SECTION G

SAVI Component Assignments and Component Performance Values
for Protection Elements



***** Protection Element #1 Specifications *****
PERSONNEL PORTAL : PER

Authorized Passage is Possible

Interior Element

Delay Component List
A) INPUT DOOR

B) INPUT SURFACE

C) SECURITY INSPECTOR DELAY
D) OUTPUT DOOR

E) OUTPUT SURFACE

Detection Component List;

A) INPUT DOOR POSITION MONITOR

B) INPUT DOOR PENETRATION DETECTION

C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK

E) METAL DETECTION ON PERSON

F) EXPLOSIVES DETECTION ON PERSON

G) SNM DETECTION ON PERSON

H) PACKAGE SEARCH

[) SNM DETECTION IN PACKAGE

J) INTERIOR INTRUSION DETECTION

K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT DOOR INTRUSION
PERSONNEL DETECT SURFACE INTRUSION
OUTPUT DOOR POSITION MONITOR

OUTPUT DOOR PENETRATION DETECTION
OUTPUT SURFACE PENETRATION DETECTION

M
N
o

P

~

Unauthorized Delay Traversal Equations :

Input Entry Qompo*nents

*hkkkkkikkikx *k*x *hkkkkkkhkkhkkkhhkkhkkikx*kx

g&%&&i******************************

SURFAG,

kkkkkkkrkhkhkkhkkkkhkkhkkkkhkkhkkkkkkhkkkkk

G-1



Unauthorized Delay Traversal Equations :

Qutput Entry Components ., . ..
DOOR
SECURITY INSPECTOR DELAY

SURFACE
SECURITY INSPECTOR D

kkkxkkkkkkk *kkkkkkkkkkkhkkkkk

Unauthorized Delay Traversal Equations :

Input Exit Components

hkKkkhkkhkkkhhkkkhkhhkhkhhkhhkkhhkhhkkhkkhkhkkhkhkik

DOOR

EGURITY, INSPEG
kkkhkkkhkkkhkhkrhkkhkhkkhkkkkhkhkkhkkkhkhkkhkkkkk

SURFACE
PEGYRILYNRLEGIOR REEA Y cxsnsnen

Unauthorized Delay Traversal Equations :

gc%tpyl*géilggmgaggii**************

PQQBC******************************

SURFAGE

*kkkkkkkkkhkkhkkkhkkhkkhkhkkhkkhkkhkkkkkkkkkx



Unauthorized Detection Traversal Equations :

Lrl&Lit*E*niEcy*ggch *o*n*e*rltf***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEQURITY, INSPECTOR DETECTION,
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEQURITY, INSPECTOR DETECTION, .
SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkhkkhkhkhkkhhkkhkkhhkkhhkhkhhkkhhkkhhkhhhkhhkkhdhkhkhkidx*kx

Unauthorized Detection Traversal Equations

Output Entrx*ggmponents

*hkkrkkhkhkkikx *hkkkkkkhkkhkkhkkhkkhkhkhkkikkx

DOOR POSITION MONITOR

*hkkkhhkkhkkhhkkhhkkkhhkkhhhkkhhkkhkhhkhkhkhkhkkhkhkhkhkkhkikx*kx

DOOR PENETRATION DETECTION

*hkkkhkhkhkhkhkkhhkhkkhhkkhkhhhhkhhhhhhhhkhkhkhhkhkhidx*kx

SURFACE PENETRATION DETECTION

*hkkkhhkkhkkhhkkhhkkhhkkhhhkkhhkhkhhkhhkhkkhhkkhkhkhkhkkikkik*kx

Unauthorized Detection Traversal Equations

Input Exit Components

dhkkkhkhkkhkhkkhhkkkhhkhhhkkhhkkhhhkkhhkhkhhkhkhkhhkhkidxkx

DOOR POSITION MONITOR

*hkkkhkkhkhkhkkhhkkhkkhkhkkhhhkhhkhkhkhkhhkhhkkhhkhhkkikikxkx

DOOR PENETRATION DETECTION

*hkkkhkkhkhkkkhhkkhkkhkkhhkhhhkkhhhkhhkkhkhhkhhkkhkhhkhkhkikx*kx

SURFACE PENETRATION DETECTION

*hkkkhkhkkhkkhhkkhhkkkhhkkhkhkkhhkkhkhhkhhkhkhkkhhkhhkkhkiix*kx



Unauthorized Detection Traversal Equations :

DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY,INSPECTOR DETECTION......
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEGURITY.INSPEGTOR RETEGTION,.....

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

**k %k **k%k **k %k **k %k *kkk*k

Authorized Delay Traversal Equations :

Input Entry Qomponents

*hkkhkhkkkhkhkkhkkkhhkkkhhkhkhkiix*kx

PQQ&******************************

SURFA

*****igcg***************************

Authorized Delay Traversal Equations :

DOOR
SECURITY INSPECTOR DELAY

*hkhkkhkkhkkhkkhkhhkkhkkhhhkhkhhkhkkhhkkhhhkkhhkkhkhhhkikhkkxkx

SURFACE
SECURITY INSPECTOR DELAY
B T T T 2 X T e



Authorized Delay Traversal Equations :

Input Exit Components

hhkkkhkkhkhkhkkhkhkhhhkhkhkhhhkkhhkhkhhkhkhhkhkhkhkkhkkhkhkkxkx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhhkkhkhkhkkhhkkkhhkkhhhkhhkkhkhhkhhkhhhkhkhkhkhkkhkikx*kx

SURFACE
SECURITY INSPECTOR

ft***********************************

Authorized Delay Traversal Equations :

Output Exit Components

*hkkkkhhkhkkkhkhkhkkhkhhkhkhhkkhkkhhhkhkhhkkhkkhhkhkhkkiikkkx

DOOR

*hkkkhhkkhkkhhkkhhkkkhhkkhhhkkhhkkhkhkkhkhkhhhkhkhkhkhkkhkhkx*kx

SURFACE

*khkkkhkhhhhhkhkhkhkhkrhhhhhhhhrkkkkkhbrhhrd

Authorized Detection Traversal Equations

Input, Entry Components,

*kx * k% *khkkhkkkkkhkkkx

IDENTITY CHECK
EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

*hkkkhkhkhkhkhkkhhkhkhhkkhhhkhhkkhhhkkhhkhhhkhhkhkhhkhkhdxkx

IDENTITY CHECK
EAQ@&E*%E&B:QL:{*******************

Authorized Detection Traversal Equations
Output Entry Components
*hkhkhhkhkhkhkhkhrhkhkhkhkhhhhhhkhhhhhhkhhhkkhhkhkhkkx

No Components



Authorized Detection Traversal Equations :

Input Exit Components

hhkkkhhkkhhkhkkhhkhkkhhkhhhkhhkhkhkhkhhhhhkhkhkhkhhkkhkikx*kx

No Components
Authorized Detection Traversal Equations

Output Exit Components

*hkhkrhkhkhkhkkhkhkhkkhhkkhrkhkhhkkhhhkhhhhhkhhkhdhkhkidx*kx

SNM DETECTION ON PERSON

**k %k **k* * k% *hkkkkkhkkkkhkkikx

SNM DETECTION IN PACKAGE

**k* *hkkkkkhkkhkkhkkikx

*khkkk

protection Element #2 Specifications *****
MATERIAL PORTAL: MAT

Authorized Passage is Possible

Interior Element

Delay Component List

A) INPUT DOOR

B) INPUT SURFACE

C) SECURITY INSPECTOR DELAY
D) OUTPUT DOOR

E) OUTPUT SURFACE

Detection Component List:

A) INPUT DOOR POSITION MONITOR

B) INPUT DOOR PENETRATION DETECTION

C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK

E) METAL DETECTION ON PERSON

F) EXPLOSIVES DETECTION ON PERSON

G) SNM DETECTION ON PERSON

H) PACKAGE SEARCH

[) SNM DETECTION IN PACKAGE

J) INTERIOR INTRUSION DETECTION

K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT DOOR INTRUSION

M) PERSONNEL DETECT SURFACE INTRUSION
N) OUTPUT DOOR POSITION MONITOR

O) OUTPUT DOOR PENETRATION DETECTION
P) OUTPUT SURFACE PENETRATION DETECTION



Unauthorized Delay Traversal Equations :

Input Entry Components

QQQB:******************************

URFACE

kkkkkkkkkkkkhkkhkkkhkkhkkkhkkhkkkhhkhkkkkkkkk

Unauthorized Delay Traversal Equations :

Qutput Entry Components

*hkkrhkkhkhkkhhkThkkhhkhhkkhhkhkkhhkhhkkhkhkhhkkhkkid*kx

DOOR
PREGYRILLINSEEGTOR DR cnsnsns

SURFACE
PEGYRILLINSEEGIOR REE A csnsnsns

Unauthorized Delay Traversal Equations :

Lrlput Exit Comgonents

hhkkkkkhkkhkhkkhkhkkhhkkhkhkkhhkhkhkkhkhkkhkkhkhkkhkk

DOOR
PRGYRILYINEESIOR RE M cnsnens

SURFACE
SECURITY INSPECTOR D

*kkkkkkkkkkk kkkkhkkkkkkkkkkkkkhkkkkkk

Unauthorized Delay Traversal Equations

Q*%PE;E*&&L&Q%%Q&QE&**************

P&ggﬁ******************************

URFACE

kkkkkkhkkkkkkhhkkhkkkhkkkhkkkhkkkhkkkhkkkkkkk



Unauthorized Detection Traversal Equations :

Lrlalit*gpigcy*g*gcrl‘l P*n*e*rltf***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION,
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
§E*§9RITY I*NSPEC*TOR QETECTLON

* k% * k% * k% * k% *kk*x

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkhkhkhkhkkhkhkkkhhkkhhhkhhkhhhkkhhhhhkkhhkhkhhkkhkikxx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkhhkkhkhkhkkhhkrkhhkkhhkkhhkkhhkkhhkkhkhhkhkhkhkhhkhkikkx

DOOR POSITION MONITOR

*hkkkhhkkhkhkkkhhkhkkhkkhhkkkhhkkhhkhkhhkhhhhhkhkhhkhkikk

DOOR PENETRATION DETECTION

*hkkkhhkkhkhkhkkhhkhkhkkhhkkkhhkkhhkhkhhkhhhhhkhhhkhkkikk

SURFACE PENETRATION DETECTION

*hkhkkkhkhkkhkhhkkkhhkkhkhhkkhkkhhhkhhhkkhkhkhkkhhhikhkkkx

Unauthorized Detection Traversal Equations :

Input Exit Components

*hkkkhhkkhkhkkkhhkhkhhkhhhhhkkhhkhkhhkhkhhkhhkhhhkhhkikkx

DOOR POSITION MONITOR

*hkkkhhkkhkhkkhhkhkhhkkhhkhhhkkhhhkhhkkhkhhkhhkhhhkhkikkx

DOOR PENETRATION DETECTION

*hkkkhhkkhkhkhkkhhkhkhhkkhhkkhhkkhhkhkhhkkhkhkkhhkhkhhkhkikkx

SURFACE PENETRATION DETECTION

*hkkkhhkkhkhkhkkhkhkhkkhhkkhhkhhhkkhhhkhhkhkhhkhhkkhhhkhkikkx



Unauthorized Detection Traversal Equations :

9*%Eyl*é§ci£ggm*&gcrl§cals***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEGURITY, INSPECTOR DETECTION,
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEQURITY,INSPECTOR DETEGTION,
SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkkhkhkkhkkhkhkkkhhhkkhhkkhkkhhhkkhhkkhkhkhkkhhkkhkkikkikxkx

Authorized Delay Traversal Equations :

Input Entry Components

*hkkkhhkkhkhkhkKhkkkhhkkhrhhkhhkkhkhkhkhhkhkhkkhkhkhkhkkhkikx*kx

DOOR

hhkkkhkkhkhkkhhkkhkkhkkhkhkkhhkkhkhkhkhhkkhkhkkhkhkhkhkkhkkikkx

§L¥3E£§¥;***************************

Authorized Delay Traversal Equations :

DOOR

SR NP E G TOR DELAY s
SURFACE

SECURITY, INSPECTOR DELAY

kkkkkkkkkkkkkkkkk *kkkkkkkkkkk



Authorized Delay Traversal Equations :

Input Exit Components

*hkkkhkkhkhkkkhhkkhkkhkhhkhhhkhhhkhhkkhkhkkhhkkhkhhkhkhkikx*kx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhkhkkhkkkhhkkkhkhkkhhkhhhkkhhhkhhhhhkhhkhkhhkhkhkikx*kx

SURFACE
SECURITY INSPECTOR DELAY

*hkkkhkhkhkkhkhkkhhkhkkhhkkhhhhhkkhhhkhhkhkhhkhhkhkhhkhkikx*kx

Authorized Delay Traversal Equations

OutPut Exit Components

e X X L e L s
PQQB:******************************

§L¥$Eé&¥i***************************

Authorized Detection Traversal Equations

Input Entry Components

* k% *hkkkkkikkkkhkkikx

IDENTITY CHECK
EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

*hkkkhkhkkhkhkkhkhkkhkhhkkhkhkhkhhkhhhkkhhhhhkkhhkhkhkkhkhkidx*kx

IDENTITY CHECK
PAGKAGE SEARGH

*kkkkkhkkkkkkhhkkhrxkkhhkkhkkkhkkkhkkkhkkkkkk

Authorized Detection Traversal Equations

Output Entry Components

*hkkkhhkkhkhkhkkhhkrkhhkkhhkhkhhkkhhhkhhkkhkhhkhhkhhhkhkikkx

No Components



Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhkkhkhkkkhkkhkhkhkkhhkhhkhkkhhkhkhhkkhkhkhkhhhkhkkhkhkkx

No Components
Authorized Detection Traversal Equations :

Output Exit Components

***P********************************

SNM DETECTION ON PERSON

*hkkkhhkkhkhkhkkhhkhkkhhkkhhhkhhkkhkhkkhhkhhhkhkhkhkhkkhkhdx*kx

SNM DETECTION IN PACKAGE

*khkkkki*k *%* *khkkhkkkkhkkhkkhkkhkhhkkhkkhkhikhkk

*hkkk*k

protection Element #3 Specifications *****
VEHICLE PORTAL: VEH

Authorized Passage is Possible

Exterior Element

Delay Component List

A) INPUT GATE

B) INPUT VEHICLE BARRIER

C) SECURITY INSPECTOR DELAY
D) OUTPUT GATE

E) OUTPUT VEHICLE BARRIER

Detection Component List;
A) INPUT GATE DETECTION

B) DETECTION BETWEEN GATES
C) IDENTITY CHECK
D) METAL DETECTION ON PERSON
E) EXPLOSIVES DETECTION ON PERSON
F) SNM DETECTION ON PERSON
G) PACKAGE SEARCH
H) SNM DETECTION IN PACKAGE
[) VEHICLE AND CARGO SEARCH
J) SNM DETECTION IN VEHICLE AND CARGO
K) SECURITY INSPECTOR DETECTION
L) PERSONNEL DETECT GATE INTRUSION
M) OUTPUT GATE DETECTION



Unauthorized Delay Traversal Equations :

Input*Entry gompo*nents

*k*x *k* *khkkhkkkhkkhkkhkhkkhhkkhkhkikkx

GATE
ygu&&é*&éﬁ&ﬁﬁc*******************

Unauthorized Delay Traversal Equations

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

* k% **k %k *hkkkkhkkhkkhkkhkkhkkhkhkikx*kx

Unauthorized Delay Traversal Equations :

Input Exit Components

dhkkkhkhkkhkhkkhkhkhkhhkhhhkhhkhhhkkhhkhhhkhhkhkhhkhdhidx*kx

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*hkkkhkkhkhkkhkkhhkkhkkhhhkkhhkkhkkhkhhkhhhkkhkhkhkkhkhhikikkkx

Unauthorized Delay Traversal Equations :

Output Exit ComPonents

*hkkrkhkkhhkkhkkhhkkkhhhkrkhhkkhkkhhhkhhhkkhkhhkkhkhhikikkkx

GATE
yE*liliS;I?cE*%éBBJEB:*******************



Unauthorized Detection Traversal Equations

Lrlput Entl;y* ComPonents

*kkkkk *hkkkhkrkhhkkhkhkkhhkhkkhhkhhkhkkhkkhkhkikkikx

PERSONNEL DETECT GATE INTRUSION
SECURITY INSPECTOR DETECTION
GATE DETECTION

DETECTION BETWEEN GATES

*hkkkhkhkhkhkhkkhkhkhkkhhkkhhkhkhhkkhkhkkhhkhkhhkhkhhkkhkkhkhkkikx

Unauthorized Detection Traversal Equations

*O*ut ut Ent Comgonents

*kkkhkhkkhkkhkRhkkhkhkhkkhkhkkhkhkkhhkkkhkkhkhkhkhkkhkhkkkkx

QALEE*QELEQILQN********************

Unauthorized Detection Traversal Equations

Lrlput Exit Componfnts

*hkkkhkkkkhkhkkikk *hkkkkkhkkhkkhkkhkkhkhkik*kx

gALE*QEJ&QILQiN********************

Unauthorized Detection Traversal Equations

Output Exit Components

*hkkkhkhkhkhkkhhkhkkhhkhRhkhhkkhhhhhkhkhhkhhkhdhhkhkkikxkx

PERSONNEL DETECT GATE INTRUSION
SECURITY INSPECTOR DETECTION
GATE DETECTION

DETECTION BETWEEN GATES

*hkkkhhkkhkkhhkkhhkkkhkhkkhhhkkhhkkhkhkhkhhkhhkkhhkhkhkkikkikx*kx

Authorized Delay Traversal Equations :

GATE
VEHIGLE BARRI

kkkkkkkkkkkkhkkkkrkhkkkhkkkhkkkkhkkkkkkkkk



Authorized Delay Traversal Equations :

Output Entry Components

*hkkkhhkkhkhkhkkhhkhhhkkhhkhhkkhhhkhhkkhkhhkhhkhkhhkhkikkx

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*hkkkhhkkhkhkkkhhkhkhkhkkhhkkhkhhkkhhkhkhhkhhhkhhkkhkhhkhhkikk

Authorized Delay Traversal Equations :

Input Exit Components

*hkkkkhkkhkkhkkhhkhkkhhkkhkhkkhkkhhkhkkhhhkkhkhhkhkhkhhkkhkhkkxkx

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*hkkkhkkhkhkkhkkhhkkhkkhhhkhkhhkkhkkhhkhkkhhhhhhkhkhhhhkhkkkx

Authorized Delay Traversal Equations

Output Exit Components

*k* **********Bc********************

GATE
VEHICLE B |

kkkrkhkkkkkhkkkhrxkkrxkhkkkhkkhkkhkkhkhkkhkkkkkkk

Authorized Detection Traversal Equations

Input Entry ComEonents

*hkhkhkkhkhkkhkKhkkhkkhhhhkhkkhkkhhkkkhhhkhkhhkhkhhhkhkhkkxkx

IDENTITY CHECK

EXPLOSIVES DETECTION ON PERSON
METALRETECTION ONRERSON wns
IDENTITY CHECK

PACKAGE SEARGH

khkkkkkkkkkkkkhkkhhkhkkkhkhkhhhkkkkkkkkkkkkkx

IDENTITY CHECK
YEHIGLE ANR. CARGQ.SFAR G  cnsnsensr



Authorized Detection Traversal Equations :

Output Entry Components

**k* ******rX*************************

No Components
Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhkhkhkhkhkkhhkhkhhkkhhkhhhkkhhhkhhkhkhhkhhhkkhkkhkhkkikx

No Components
Authorized Detection Traversal Equations :

Outgut Exit Components

*hkkkhhkkhkkhhkkhhkkkhhkkhRhkkhhkkhkhkkhkhkhkkhhkhkhkhkhkkikikx*kx

SNM DETECTION ON PERSON

hhkkkhhkkhkkhhkkhhkkkhhkkhhhkkhhkkhhhkhkhkhkkhkkhkhkhkhkkikikx*kx

SNM DETECTION IN PACKAGE

*hkkkhhkkhkkhhkkhhhkkhhkkhhhkkhhkkhhhkhhhkhhkkhkhkhkhkkikhik*kx

SNM DETECTION IN VEHICLE AND CARGO

*hkkkhhkkhkkhhkkhhkkhhkkhhhkkhhkhdhhkhhkhkhhkkhkhkhkhkkikik*kx

*khkkk

protection Element #4 Specifications *****
RAIL PORTAL : RAL

Authorized Passage is Possible

Exterior Element

Delay Component List

A) INPUT GATE

) INPUT RAIL BARRIER

) SECURITY INSPECTOR DELAY
) OUTPUT GATE

E) OUTPUT RAIL BARRIER

B
C
D
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Detection Component List:

A) INPUT GATE DETECTION

B) DETECTION BETWEEN GATES

C) IDENTITY CHECK

D) METAL DETECTION ON PERSON

E) EXPLOSIVES DETECTION ON PERSON
F) SNM DETECTION ON PERSON

G) PACKAGE SEARCH

H) SNM DETECTION IN PACKAGE

I) VEHICLE AND CARGO SEARCH

J) SNM DETECTION IN VEHICLE AND CARGO
K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT GATE INTRUSION
M) OUTPUT GATE DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkkhhkhkkhkKhkkhkkhhkkhdhhkhkkhhkhkkhhhkhhkhkkhkhhkikkkxkx

GATE
RAIL I

khkkkkkkkkkkkhkkhhkkkhkkhhhkkhkkhkkkkkkkkkx

Unauthorized Delay Traversal Equations :

GATE
RAIL BARRIER
SECURITY INSPECTOR DELAY

*hkkkkhkhkkhkkhkhkkhhkhkhdhhkhkhhhkkhhhkhhhikkhkhhkikkkkxkx

Unauthorized Delay Traversal Equations :

GATE
RAIL BARRIER
SECURITY INSPECTOR DELAY

*hkkkhkkhkhhkhkhhkkkhhhkkhkkhhkkhkkhhkhkhkhhkhkhhkhkhkhhkikikkxkx
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Unauthorized Delay Traversal Equations :

Output Exit Components

*hkkkhhkkhkkhhkkhhhkkhhkkhRhkkhhkkhkhhkhkhhkhhkhkhkhkhkkikikx*kx

GATE
Bﬁ!k*&é’e&gﬁ***********************

Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkhhkkhkhkhkKhkkkhhkkhrhhkkhhkkhkkhkhkhhkhkhhkhkhkhkhkkikik*kx

PERSONNEL DETECT GATE INTRUSION
SECURITY INSPECTOR DETECTION
GATE DETECTION

DETECTION BETWEEN GATES

*hkkkhkkhkhkhkkhhkkkhhkkhhkkhhkkhkhkhkhhkhhkkhkhkhhkkhkikx*kx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkkhkkhkhkkkhhkhhhkhhkhkhhkkhhhkhhkkhhhkhhkkhdhhkhkhkidx*kx

gﬁlg*gEIBQILQ!:I********************

Unauthorized Detection Traversal Equations

Input Exit Components

*hkkkhkhkkhkhkhkkhhkkkhhkkhhhkhhkkhhhkkhhkhhhkhhkhkhhkhkhikxkx

QAIE*QE;EE:QILQ!}I********************

Unauthorized Detection Traversal Equations

*O*Lit E;—t*é)}ciitrE&ein*&?krlggscs***************
PERSONNEL DETECT GATE INTRUSION
SECURITY INSPECTOR DETECTION
GATE DETECTION

PEIEGUON BEDVEEN SATES awnnsns



Authorized Delay Traversal Equations :

Input Entry Components

*hkhkkhkhkhkhkhkXKhkhkhhkkhhhdhhkhhhkhhhhhkhhkhdhkhdhidx*kx

GATE
EgﬁkJiéﬁgyﬁii***********************

Authorized Delay Traversal Equations :

GATE
RAIL BARRIER
SECURITY INSPECTOR DELAY

* k% *hkkhkkkhkkhkkhkkhkhkik*kx

Authorized Delay Traversal Equations :

Input Exit Components

*hkkkhhkkhkhkhhkkhkhhkhhkhhhkkhhhkhhkhkhhkhhkkhhhkhhkikkx

GATE
RAIL BARRIER
SECURITY INSPECTOR DELAY

*hkkkkhkhkkhhkhkkhkkhhkkhhkkhkkhhhkkhhhkkhkhkhkkhkhkikhkkkx

Authorized Delay Traversal Equations :

Output Exit Components

**k* **********g********************

GATE
RAIL |

kkkkkhkkkkrkhkkhhkhkhkkhkkkhkkhkkkkhkhkkhkkkhkkkk



Authorized Detection Traversal Equations :

Input Entry Components

hhkkkhkhkhkhkhkRKhkhkhhkkhkhkhkhhkkhkhkhkhhhkhhkhkhkhkhkkhkhkkxkx

IDENTITY CHECK
EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

*hkkkhhkkhkkhhkkhhkkkhhkkhhhkkhhkkhkkhkhkhhkhhkkhkhkhkhkkikik*kx

IDENTITY CHECK
PACKAGE SEARCH

R R Rk R R Rk R Rk Rk R R o Rk R Rk

IDENTITY CHECK
VEHICLE AND CARGO SEARCH

hhkkkhhkkhkkhhkkhhhkkhhkkhhhkkhhkkhkhhkhhhkkhhkhhkhkhkkikikx*kx

Authorized Detection Traversal Equations :

Output Entry Components

*hkkkhhkkhkhkhkkhhkdhhkkhhhkhhkkhkhkkhhkhhhkhkhkhkhkkikkikxkx

No Components
Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhhkkhkhkhkkhhkkkhhkkhhhkhhkkhkhkhkkhhkhkhhkhkhkhkhhkkhkikx*kx

No Components
Authorized Detection Traversal Equations

Output Exit Components

*hkkkhhkkhkhkhkkhhkkhkkhhkkhrhkkhhkkhhhkkhhhhhkhhkkhkhhkhkhkidx*kx

§J‘\IM DETECTION *ON PERSON

*hkkkhkkkkhkhkkhkk *hkkkhkkhkhkkhkkkkhhkkhkik*kx

SNM DETECTION IN PACKAGE

*hkkhkkkhkkhkkhhkkhkkhkhkhkhhkhkhhkhhkkhkhhkhhkhkhkhkkxx

SNM DETECTION IN VEHICLE AND CARGO

*hkkkhkhkkhkhkkhhkkkhhkkhhkhkhhkhhkkhhhhhkhhhkhhkhkhkidx*kx



*kkkk

protection Element #5 Specifications *****
SHIPPING AREA : SHP

Authorized Passage is Possible

Interior Element

Delay Component List
A) INPUT DOOR

B) INPUT VEHICLE BARRIER
C) INPUT SURFACE
) SECURITY INSPECTOR DELAY
) OUTPUT DOOR
) OUTPUT VEHICLE BARRIER

G) OUTPUT SURFACE

D
E
F

Detection Component List:
A) INPUT DOOR POSITION MONITOR
B) INPUT DOOR PENETRATION DETECTION
C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK
E) METAL DETECTION ON PERSON
F) EXPLOSIVES DETECTION ON PERSON
G) SNM DETECTION ON PERSON
H) PACKAGE SEARCH
[) SNM DETECTION IN PACKAGE
J) VEHICLE AND CARGO SEARCH
K) SNM DETECTION IN VEHICLE AND CARGO
L) INTERIOR INTRUSION DETECTION
M) SECURITY INSPECTOR DETECTION
N) PERSONNEL DETECT DOOR INTRUSION
O) PERSONNEL DETECT SURFACE INTRUSION
P) OUTPUT DOOR POSITION MONITOR
0) OUTPUT DOOR PENETRATION DETECTION
R) OUTPUT SURFACE PENETRATION DETECTION

G-20



Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhkkhkhkhkXhkhkhkhkkhkhkhkhhkhhkhhhkhkhkhkhhkhkhhkhkhkikkx

DOOR
ygslil*c;cl*g*&éﬁa&gﬁc*******************

§sp*3gé:9*§***************************

Unauthorized Delay Traversal Equations :

DOOR

VEHICLE BARRIER
SECYRITYINSPEGTOR DELAY wcwsns
SURFACE

SECURITY INSPECTOR DELAY

*hkkkhkhkkhkhkkhkhkkhkkhhkkhhhkhhkhhkkhhhhhkhhhkhhkhkhkidx*kx

Unauthorized Delay Traversal Equations :

Lrlegt* Exit Cgmponfnts

**k*k **k%* *hkkkkhkkhkkhkkhkkhkkhkhkikx*kx

DOOR
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*hkkkhhkkhkhkhkkhhkkkhhkkhkhhkhhkkhhhkhhkhkhhkhkhkhkhhkkhkikx*kx

SURFACE
PEGYRITYINSPESTOR REH M wassnsn



Unauthorized Delay Traversal Equations :

Output Exit Components

*hkkkhhkkhkkhhkkhhhkkhhkkhrkhkkhhkkhdhhkhhkhhkkhkhkhkhkkikikx*kx

DOOR
ysEl!jcl*C*I*E*&éBBJEBc*******************

§LJ*&EQQ*§***************************

Unauthorized Detection Traversal Equations :

Lrleclitkgﬂil;y**c*gcrl] grlce*rlt*s***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION

*kkk*k

DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkhkkhkhkkhkhkkkhkhkkhkhkhkhhkhhhkkhhkhhhkhhhkhhkhkhkhdx*kx

Unauthorized Detection Traversal Equations :

Output Entry Comgonentg

*hkkkkhkkhhkkik * k% * k% *hkkkkkkhkkhkkkx

DOOR POSITION MONITOR

*hkhkkhkhkhkhkhkkhhkhkkhhkkhkhhkhhkhhhkhhhhhkhhkhkhhkhdhidx*kx

DOOR PENETRATION DETECTION

*hkhkhkhkhkhkhkkhkhkkkhhkkhkhhhhkhhhkhhhhhkhhkhkhhkhdhikx*kx

SUREACE F;ENETBATION DETE*CTION**

G-22



Unauthorized Detection Traversal Equations :

Input Exit Components

*hkkkhkkhkhkkhkkhhkhkhkhkkhhkhkhhkkhhkhhhkkhhkhhhkhkhkrhkidkx

DOOR POSITION MONITOR

*hkkkhhkkhkhkhkkhhkkkhkhkkhhkkhhkkhhkkhkhkhkhhkhkhkhkhkkikikx*kx

DOOR PENETRATION DETECTION

*hkkkhhkkhkhkhkkhhkhkkhhkkhhhkhhkkhkhhkhhkhkhhkhkhkhkhkkhkikx*kx

SURFACE PENETRATION DETECTION

*hkkkhhkkhkhkhkkhhkhkkhhkkhhhkhhkkhhkkhhkhkhhkhkhkhkhkkhkkikx*kx

Unauthorized Detection Traversal Equations :

DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SEGYRITYINSPEGTOR DETECTION. ..
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION

**k %k **k*k *k*k **k%k *kkk*k

SURFACE PENETRATION DETECTION

PERSONNEL DETECT SURFACE INTRUSION

INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkhkhkhkhkkhkhkhkkhhkkhhhkhkhkhhhkkhhhhhkkhkhkhhkkhkhkx*x

Authorized Delay Traversal Equations :

Input Entry Components

*hkkkkkhkkkkhkkikx

G-23



Authorized Delay Traversal Equations :

Output Entry Components

*hkkErhkhkhkhkkhhkFhhkhhhhhkhhhkhhkhhhkhhkhdhkhhidxkx

DOOR

VEHICLE BARRIER

YR INSPEGTOR DELAY cinscs
SURFACE

SECURITY INSPECTOR DELAY

*hkkkhkhkkhkhkkhkhkkkhhkkhkhhkhhkkhhhkkhhkhkhhkhkhkhhkkhkhkx*kx

Authorized Delay Traversal Equations :

DOOR
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*khkkhkkhkhkkkhkikkhkkikkikx

SURFACE
SECURITY INSPECTOR DELAY

*hkkkhkhkkhkhkkhkhkkkhhkkhkhkhkhhkhhhkkhhhhhkhhhkhhkkhkhkidx*kx

Authorized Delay Traversal Equations :

Output Exit Components

*hkkrhkkhkhkhkkhhkhkhhkkhkkkhhkhhkhkhhkkhhkkhhkhhhkhkikk

DOOR
ysg!il*c*l;g*aéﬁgclf*&*******************

kkkkkkkkkhkhkkhkkkhkhkkhkkkhkhkkhkkkkkkhkkkkk



Authorized Detection Traversal Equations :

Input Entry Com mponents

*hkkkhkkhkhkhkKhkhkhkhkkhkhkhhhkkhhkhhhkhhkhkhhkhhhkhkikkx

IDENTITY CHECK
EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

*hkkkhhkkhkhhkkhhkkkhkhkkhhhkhhkkhhkkhhkhkhkkhkhkhhkkhkiix*kx

IDENTITY CHECK
EAQ**&E*%EABCQ********************

IDENTITY CHECK
VEHICLE AND CARGO SEARCH

*hkkkhkhkkhkhkkkhhkkhkkhkkhhkhkhhkhhhkhhkhhkkhhkkhkhhkhkhkidx*kx

Authorized Detection Traversal Equations :
Output Entry Components
*hkhkkhkhkhkhkhkhkrhkhkhkhkhkhhkhkhkhhhhhhkkhhkhkkkkkkx
No Components

Authorized Detection Traversal Equations
Input Exit Components
hhkkhhhkhkhkkkhhkhhkhkkkhkhhkhhkkkhkhhkhkkkhkkhkkkhkkkkkkx
No Components

Authorized Detection Traversal Equations

Output Exit Components

*hkkkxkkhkkhkkx *kx *hkkkkkkhkkhkhkkhkkhkhkhk*kx

SNM DETECTION ON PERSON

*hkkkhkhkkhkhkkhkhkkkhhkkhkkhkhkhhkhhhkkhhhkhhkhkhhkkhhkkhkikx*kx

SNM DETECTION N PACKAGE

**k* * k% **k* *hkkkkkikkkkhkkikx

SN*M DETECTION IN VEHICLE AND CARGO

*kkkkx * k% *hkkhkkkhkkhkhkhhkkhkkikx*kx



***** Protection Element #6 Specifications
ISOLATION ZONE : ISO
Exterior Element

Delay Component List:

A) INPUT FENCE

B) INPUT VEHICLE BARRIER

C) INPUT BUILDING ROOF BARRIER
D) SECURITY PATROL DELAY

E) OUTPUT FENCE

F) OUTPUT VEHICLE BARRIER

G) OUTPUT BUILDING ROOF BARRIER

Detection Component List:

A) INPUT FENCE DETECTION

B) OUTPUT FENCE DETECTION

C) GROUND DETECTION

D) SECURITY PATROL DETECTION

E) INPUT ROOF FENCE DETECTION
F) OUTPUT ROOF FENCE DETECTION
G) BUILDING ROOF DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhkkhkhkkhkkhkhkkkk

FENCE
VEHICLE BARRIER

*hkkhkkhhkkhkhkkkhhkhkhkkhhkkhhkkhhkhkhhkkhkhkkhkhkhhhkhkikkx

-?-lykljapicll*\l*cj*BQ*QE*%QB:&LE*&************



Unauthorized Delay Traversal Equations :

FENCE

VEHICLE BARRIER
BUILDING ROOF BARRIER
SECURITY PATROL DELAY

*hkkkhhkkhkhkhkkhhkhkhhkkhhhkhhkkhhkhkkhhkhkhhkhkhkhhkkhkikx*kx

Unauthorized Delay Traversal Equations :

Input Exit Components

hhkkkhhkkhhkhkkhhkkkhhkhhkkhhkkhkhkhkhhkhkhhkhkhkhkhkkhkikx*kx

FENCE

VEHICLE BARRIER

S M UNS LY e\
BUILDING ROOF BARRIER

SECURITY PATROL DELAY

*hkkkhkhkkhkhkhkkhhkkkhhkkhhkhhhkkhhhkkhhhhhkhhkkhkhhkhkhkhdx*kx

Unauthorized Delay Traversal Equations

OutEut Exit Components

*hkkkhhkkhkkhhkkhhhkkhhkkhrkhkkhhkhkdhhkhkhkhkhhkkhkhkhkhkkikikx*kx

FENCE
VEHICLE BARRIER

*hkkkhhkkhkhkhkkhhkhkkhhkkhhhkhhkkhhhkhkhhkhhkhkhkhkhkkhkik*kx

QMJ?QJN*Q*BQ*QE*QQ@'E&************



Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkkkkhkkhkkkx

FENCE DETECTION
GROUND DETECTION
SECURITY PATROL DETECTION

ROOF FENCE DETECTION
BUILDING ROOF DETECTION
SECURITY PATROL DETECTION

*hkkkhhkkhkhkkkhhkhkkhkhkkhhkkhhkkhhkhkhhkkhkhhkkhhkhkhhkhkikkx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkhhkkhkhkhkkhhrhkhkkhhkhhkkhhkhkhhkhhhkkhhkhhhkhkikkx

FENCE DETECTION

kkkxrkkhhkhkkhkkkkhkkkhkkkkhkkkhkkkhkkkhkkkhkkkkkkk

ROOF FENCE DETECTION

*hkhkkhkkhkhkkhkhhkhkkhkhhkkhhhkkhkhhhkhhhkhkhhkkhhhikhkkkx

Unauthorized Detection Traversal Equations

Input Exit Components

*hkkkkhkhkkkhhkhkhhkkhkhkkhkkhhkkhhhkhhhkhkhhhikhkkkx

EEAQE*Q%EJ;EQIJQN:******************
ROOF FENCE DETECTION

*hkkkkhkkhkkhkhhkkhkkhhhkkhkkhhkkhkkhhkkkhhhkkhhkhkhhhkhkhkkkx

Unauthorized Detection Traversal Equations

Output Exit Components

*hkhkrkhhkkhkkhkkhhkhkhhhkrkhkkhkkhhkkhkhhkhhhkhkhkhhkhkhkkxkx

FENCE DETECTION

GROUND DETECTION
SEGURIY, PATROL DETECTION s
ROOF FENCE DETECTION

BUILDING ROOF DETECTION
SECURITY PATROL DETECTION

*hkhkkkhhkhkkhkkhhkkhhhhkhkhhkkhkkhhkkkhhhkkhkhhkhkhhhkhkhkkxkx



Authorized Delay Traversal Equations :
Input Entry Components
hhkhkkhkhkhkhkKhhhkhkhkhkhhhkhkkhkhkhhkkhhkkkhkhkhkkkkkk
No Components

Authorized Delay Traversal Equations :
Output Entry Components
*hkkhhkhkhkhkhkhkhhkhkhkhkkhkhkhkhhkkkhhhhhkkhkhkhkkhkkkkkkx
No Components

Authorized Delay Traversal Equations
Input Exit Components
hhkkkhkhkhkhkhkhkhkhkhkhhkkhkhkhkhkhkkhkhhkkhkhkkkkhkhkkkkkkx
No Components

Authorized Delay Traversal Equations
OutPut Exit Components
*hkkhhkhkhkhkhkhkhkhkhkhkkhkhkhkhhkkkhhkhkhhkkkhkhhkkhkkkkkx
No Components

Authorized Detection Traversal Equations

Input Entry Components

*hkkkkkkhkkhkkkx

No Components

Authorized Detection Traversal Equations
Output Entry Components
hhkkhhhkhhhkhkhhkhhhkkhkhhkhhkkkhhhhhkkhkhkhkhhkkkkx
No Components

Authorized Detection Traversal Equations
Input Exit Components
*hkkhkhkhkhkhkhkhhhkhkhhkhkhkhkhhkhkhhhkhkhkkhhhkhhkkkkkx

No Components



Authorized Detection Traversal Equations :

Output Exit Components

*hkkkhhkkhkhkhkhhkhkkhhkkhRkkkhhkkhhkhkhhkhkhkkhhkhkhhkhhkhkkx

No Components

***** Protection Element #7 Specifications *****
EVACUATION SHELTER : EVC
Interior Element

Delay Component List
A) INPUT DOOR

B) INPUT SURFACE

C) OUTPUT DOOR

D) OUTPUT SURFACE

Detection Component List;

A) INPUT DOOR POSITION MONITOR

B) INPUT DOOR PENETRATION DETECTION

C) INPUT SURFACE PENETRATION DETECTION
D) PERSONNEL DETECT DOOR INTRUSION

E) PERSONNEL DETECT SURFACE INTRUSION
F) INTERIOR INTRUSION DETECTION

G) OUTPUT DOOR POSITION MONITOR

H) OUTPUT DOOR PENETRATION DETECTION

[) OUTPUT SURFACE PENETRATION DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkhkkkhkkhkhkikKhkkkhhkhkhdhhkhhhhkhhhkhkhhhkkhkhkkikkixkx

E&%gii******************************

SURFAG,

khkkkkkkkkkkkhkhhkhkkhkhkhhhkhkkkkkkkkkkx
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Unauthorized Delay Traversal Equations :

Output Entry Components

*hkkkhkkhkhkhkkhhhhhkkhhhhhkkhhhkhhkhkhhkhkhhkhkkhkhikikx

*élgu*******************************

SURFACE

kkkkkkkrkkhkkhkkkkhkkhkkkkhkkhkkkkkkkkkkx

Unauthorized Delay Traversal Equations

Input Exit Components

*hkkkhkhkhkhkhkkhkhkhhhkkhhhkhhkhkhhkhhkhkhhkhkhhkhkkhkhkkikx

DOOR

hhkkkhhkkhkkhkkhhkkhhkkhkhkkhkkhhkkhkkhhkkhkkhkhkkhkhkkk

SURFACE

kkkkkkhkkkhkkkhhkkhkkhkhhkkhkhhhkhhkkhkkkhkkkkkk

Unauthorized Delay Traversal Equations :

OutPut Exit Components

*hkkkhhkkhkhkhkkhhkhkkhhkkhhkhkkhhkkhkhkkhkhkhhhkhkhkhkhkkikikxkx

E&;gii******************************

SURFACE

hhkkkhkkhhkkkhkhkhkhkkhkhkhkhhkkhhkhkhhkhkhkkhkhkkhkkhkkkkx

Unauthorized Detection Traversal Equations :

I*rle}it*gp;tiy*g*clr’r) 99*n*e*r9]¢t*s***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SURFACE PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT SURFACE INTRUSION

*hkkkhhkkhkhkhkkhhkkkhhkkhkhhkkhhkkhkhkkhhkhhkkhkhkhkhkkikkikx*kx
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Unauthorized Detection Traversal Equations :

Output Entry Components

*hkkhhkhkhkhkkhhrhhkkhhkhhkhhkhkhhkhkhkkhhhkkhkkhkhkkhkx

DOOR POSITION MONITOR

*hkkkhkhkhkhkhkkhkhkhkhhkkhkhkhkhhkhkhhkhhkhkhhkhkhhkkhkkhkhkkikx

DOOR PENETRATION DETECTION

*hkkkhkhkhkhkhkkhkhkhkhhkkhhhhhkhhhkhkhkhkhhkhkhhkkhkkhkhkkikx

SURFACE PENETRATION DETECTION

*hkkkhkhkkhkkhhkkhhkkhhkkhhhkkhhkhdhhkhkhkhkhhkkhkhkhhkkikikxkx

Unauthorized Detection Traversal Equations :

Input Exit Components

*hkkkhhkkhkkhkhkkhhkkhhkkhhhkkhhkhdhhkhkhhkhhkkhkhkhkhkkikik*kx

DOOR POSITION MONITOR

*hkkkhkhkkhkhkhkkhhkkkhkhkkhhkkhhkkhkhkhkhhhhkkhkhkhkhkkikikkx

DOOR PENETRATION DETECTION

*hkkkhkhkkhkhkhkkhhkkhkkhkhkkhhkkhhkkhkhkhkhhkhhkkhkhkhhkkikikkx

SURFACE PENETRATION DETECTION

*hkkkhkhkkhkhkhkkhhkkhkkhkhkkhhkkhhkkhkhkhkhhkhkhkkhkhkhkhkkikikx*kx

Unauthorized Detection Traversal Equations :

*O*Li;t ichiE*E*)J(clitcgcgcrI]*p*gcrlggscs***************
DOOR POSITION MONITOR

INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION

*k*k *k %k **k%k * k% *kkkkkk

DOOR PENETRATION DETECTION
INTERIOR INTRUSION DETECTION
PERSONNEL DETECT DOOR INTRUSION

*kkkkkikkikkx * k% * k% *khkkhkkkhkkhkkkx

SURFACE PENETRATION DETECTION
INTERIOR INTRUSION DETECTION

PERSONNEL DETECT SURFACE INTRUSION

* k% **k %k *hkkkkkhkhkkhkkkkhhkkkhkkhkhkhkhhkkhkkx
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Authorized Delay Traversal Equations :

Input Entry Components

hhkkkhhhkhkhkKhkkhhkkhrhkhkhkhhhkhhhkhhkhhhkhkkhkhik*kx

No Components

Authorized Delay Traversal Equations :
Qutput Etry,COmRONeNtS v vxxxssss
No Components

Authorized Delay Traversal Equations :
INRUt EXLCOMPONENIS 1 vtk
No Components

Authorized Delay Traversal Equations :
Output Exit Components

e Kk s Aok e e ok ok ke ok
No Components

Authorized Detection Traversal Equations
INRUL ENtry, COMPONENIS, vv ks
No Components

Authorized Detection Traversal Equations
OUpUL ENtrY, COMPONENS sk
No Components

Authorized Detection Traversal Equations
Input Exit Components

*hkkkhkhkhkhkhkkhhkhkhhkkhhkhkhhkhhkhkhhkhkhhkhkhkhkkhkkhkhkkhkx

No Components



Authorized Detection Traversal Equations:

Outgut Exit Components

*hkkkhkkhkhhkkhhkkkhhkkhhkhkkhhkkhkhkkhkhkhkhkkhkhkhkhkkikikx*kx

No Components

***** Protection Element #8 Specifications *****
TUNNEL:TUN
Interior Element

Delay Component List;
A) INPUT TUNNEL BARRIER
B) OUTPUT TUNNEL BARRIER

Detection Component List

A) INPUT SURFACE PENETRATION DETECTION

B) INPUT PERSONNEL DETECT SURFACE INTRUSION
C) INTERIOR INTRUSION DETECTION

D) OUTPUT SURFACE PENETRATION DETECTION

E) OUTPUT PERSONNEL DETECT SURFACE INTRUSION

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhkhkhkhkhkXKhkkkhhkkhkhhkhhkkhhhkhhkhhhkhhkhdhkhkhidxkx

IQ*NL\CIEJ?:pAaBJCEB********************

Unauthorized Delay Traversal Equations :

Output Entrx Comgonents

*kkkrkkhkkikkx **k* *hkkkkkkhkkhkkhkkhkkhkhkik*kx

Iy*NQLEJ?cPAQBLEB********************

Unauthorized Delay Traversal Equations :

Input Exit Components

*hkkkhkkhkhkhkkhhkkhkkhhkkhhkhkhhkhhhkkhhhhhkhhkhkhhkkhkhkx*x

TUNNEL B
*kk*

kkkkkkkkkkhkkkkkkkkkkhkkkhkkkkkkhkkkkkkk

G-34



Unauthorized Delay Traversal Equations :

Output Exit Components

***P********************************

Iyiuughgﬁaslgg********************

Unauthorized Detection Traversal Equations :

Input Entry Components

hhkkkhhkkhkkhhkKhkhkkhhkkhhhkkhhkkhkhhkhhkhkhhkhkhkhkhkkikik*kx

INTERIOR INTRUSION DETECTION
SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION

*hkkkhkkhkhkkkhhkhkhhkkhhkhkkhhkkhhkhhhkhhkhhhkhkhkkhkhidkx

Unauthorized Detection Traversal Equations

Output Entr;/ Components

*hkkkhkhkhkhkhkkhhkhhkkhkhkhkhhkhkdhhkhhkhkhhkhkhhkhkkhkhkkikx

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION

*hkkkhhkkhkkhhkkhhhkkhhkkhhhkkhhkkhkhhkhhkhkhhkhkhkhkhkkhkikx*kx

Unauthorized Detection Traversal Equations :

L’l&‘i& Exit Cgmpongnts

* k% **k%* *hkkkhkkkhkkhkkkhhkkhkkik*kx

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION

*hkkhkhkhkhkhkkhhkkhkkhhkkhhkhhhkkhhhkhhhkhhkhhkhkhhkhkkikxkx

Unauthorized Detection Traversal Equations :

*O*Litgilcji*E*)i(riitrQQT*BCQQEQLS***************
INTERIOR INTRUSION DETECTION
SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION

*hkkkhhkkhkhkhkkhhkhkkhhkkhkhhkhhkkhkhhkhhhkhhkhkhkhkhkkhkikx*kx
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Authorized Delay Traversal Equations :
Input Entry Components
hhkkhkhkhkhkhkXhkhhkhkhkhhkhhkhkhkhhhhkhhkkhkhhkkkkkkx
No Components

Authorized Delay Traversal Equations :
Output Entry Components
hhkkhhkhkhkhkhkhkhhkhkhkhkhkhhhhkkhhhkkhhkkhhkhkhkkkkkx
No Components

Authorized Delay Traversal Equations :

Input Exit Cgmpongnts

**k* **k* *hkkkkkhkkhkkhkkhkkhkhkikx*kx

No Components
Authorized Delay Traversal Equations :

Output Exit Components

*k %k *kx *k*k *khkkkhkkkhkkhkkkx

No Components
Authorized Detection Traversal Equations

Input Entry Components

**k*k *hkkkkkkhkkhkkkx

No Components
Authorized Detection Traversal Equations

*O*litfyt Entrl/ Comgonents

* k% * k% *hkkkhkkhkhkkhkkkkhhkkhkkkkx

No Components

Authorized Detection Traversal Equations

Input Exit Cgmponfnts

* k% **k %k *hkkkkkhkkhkkkkhkkhkhhk*kx

No Components



Authorized Detection Traversal Equations :

Output Exit Components

*hkkrhkkhkhkhkkhhkkkhhkhRhkhhkkhkhkkhhkhkhkkhkhkhkhkkikikx*kx

No Components

***** Protection Element #9 Specifications *****
SURFACE:SUR
Interior Element

Delay Component List

A) SURFACE DELAY STAGE f

B) SECURITY INSPECTOR DELAY
C) SURFACE DELAY STAGE 2

Detection Component List

A) SURFACE PENETRATION DETECTION

B) PERSONNEL DETECT SURFACE INTRUSION
C) INTERIOR INTRUSION DETECTION

D) SECURITY INSPECTOR DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

hhkkkhhkkhkkhhkrhkhkkhhkkhhhkhhkkhkhhkhhhkhhkhkhkhkhkkhkikx*kx

SURFACE DELAY STAGE 1

*hkkkhhkkhkkhhkkhhkkkhhkkhhhkkhhkkhkkhhkhkhhkhhkhkhkhkhkkikikx*kx

Unauthorized Delay Traversal Equations :

Output Entry Components

*hkkkhhkkhkkhhkkhhkrhhkkhhhkhhkkhdhhkhhhkhhkhkhhkhkhkikx*kx

SURFACE DELAY STAGE 2
SECURITY INSPECTOR DELAY

*hkkkhkhkkhkhkhkkhhkkhkhkkhhkkhhkkhkhkhkhkhkhhkkhkhkhkhkkikikx*kx
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Unauthorized Delay Traversal Equations :

Input Exit Compgn*e*n}s*

ECk S ok ok ok S **x * *kk* *

SURFACE DELAY STAGE 2
SECURITY INSPECTOR DELAY

**k* *k*k *hkkkhkkkhkkhkhkhkkhkhkikx*kx

Unauthorized Delay Traversal Equations :

Qﬂtfyt Exitgompgnents .

*k %k *kx *k%k *hkkkkkkkkhkkkx

SURFACE DELAY STAGE |

* k% * k% * k% *hkkkkkkhkkhkkkx

Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkhkkkhkkhkkkx

SURFACE PENETRATION DETECTION
PERSONNEL DETECT SURFACE INTRUSION
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkhkhkhkhkkhkhkkkhhkkhkhhkhhkhhhkkhhhkhhkkhhkhkhhkhkhidx*kx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkkhhkkhkkkkhkkhhkkhhkikikk*x ** *hkkkkkkk

No Components
Unauthorized Detection Traversal Equations :
Input Exit Components

*hkkkhhkkhhkhkkhkkhkhhkkhhkhhhkkhhkhkkhhkhkhkkhhkkhkhhkhhkikkx

INTERIOR INTRUSION DETECTION
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Unauthorized Detection Traversal Equations :

Output Exit Components

* k% **********SBC********************

SURFACE PENETRATION DETECTION

PERSONNEL DETECT SURFACE INTRUSION

SECURITY INSPECTOR DETECTION

*hkkkhhkkhkhkkkhhkkkhhkkhhhdhhkhhhkhhhhhkhhhdhkhkidx*kx

Authorized Delay Traversal Equations :

Input Entry Components

*hkkkhhkkhkhkhkhkhkkkhhkkhhkkhhkkhkhkkhhhhhkhkhkhkhkkikikx*kx

No Components

Authorized Delay Traversal Equations :
Output Entry COMPONSIES -+ verwrsrens
No Components

Authorized Delay Traversal Equations :
NRUL EXILCOMPONENIS vk
No Components

Authorized Delay Traversal Equations :
Outgut Exit Components

*hkkkhhkkhkkhhkkhhkhkkhhkkhkhkhkkhhkkhkhhkkhhkhhhkhkhkhkhkkikikx*kx

No Components

Authorized Detection Traversal Equations:

Input Entry Components

*hkkkhkkhkhkhkkhkhkhkhkhkkhhkhkhhkkhhkhkhhkhhhkhhkhkhhkhkidkkx

No Components
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Authorized Detection Traversal Equations :

Output Entry Components

*hkkkhhkkhkhkkhhdhhkkhhhkhhkkhhhkhhkhkhhkhhkhhhkhkikk

No Components
Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhhkkhkhkhkkhhkkhkhhkkhhkhhhkkhhhkhhkkhkhkkhhkhhhkhkikkx

No Components
Authorized Detection Traversal Equations:

Output Exit Components

*hkhkrkhkhkkhkhkhkkkhhhkRhhkkhkkhhhkkhhkkhkhkhhkhhkhikdkkxkx

No Components

***** Protection Element #10 Specifications *****
DOOR:DOR

Authorized Passage is Possible

Interior Element

Delay Component List:
A) DOOR
B) SECURITY INSPECTOR DELAY

Detection Component List:

A) DOOR POSITION MONITOR

B) DOOR PENETRATION DETECTION

C) SECURITY INSPECTOR DETECTION

D) INTERIOR INTRUSION DETECTION

E) PERSONNEL DETECT DOOR INTRUSION
F) IDENTITY CHECK

G) METAL DETECTION ON PERSON

H) EXPLOSIVES DETECTION ON PERSON
[) SNM DETECTION ON PERSON

J) PACKAGE SEARCH

K) SNM DETECTION IN PACKAGE
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Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhkhkhkhkhkKhkhkhhkkhhkhkkhhkhhkhkhhkhkhhkhhkhkhkkhkhkkikx

No Components
Unauthorized Delay Traversal Equations :

Output Entr;/ Components

*hkkkhkkhkhkhkkhkhkhhhkkhhkhhhkkhkhkhhhkhhhhhhkhhkhkikkx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhhkkhkkhhkkhhkhkkhhkkhhhkkhhkkhkhhkhkhhkkhhkhkhkhkhkkhkikx*kx

Unauthorized Delay Traversal Equations :

Input Exit Components

*hkkkhkhkkhkhkkhkhkhkhhkkhhhkhhkkhhhkkhhkhhhkhhkhkhhkhkidxkx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhhkkhkkhhkhhkkhhkkhhhkhhkkhkhhkhhkhhhkkhkhkhhhkkikik*kx

Unauthorized Delay Traversal Equations :

*O*litPHt Exit gompgnents .

**k* *kx **k* *hkkkkkhkkkkhkkikx

No Components

Unauthorized Detection Traversal Equations

Lrleclit*gﬂlm*c*arp B*rle*rlt*s***************
INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION

*hkkkhkkhkhkkkhhkkhkkhkkhhkhhhkkhhhkhhkkhkhhkhhkkhkhhkhkhkikx*kx



Unauthorized Detection Traversal Equations

Output EntQ/ Comgonentg

*hkkrxkkhkkhkx **k%k **k %k *hkkkkkhkkkkhkkikkx

DOOR POSITION MONITOR
PERSQNNEL RETECT DOOR INTRUSION
DOOR PENETRATION DETECTION
PERSONNEL DETECT DOOR INTRUSION

*hkkkhhkhkhkhkkhhkhkhhkkhhkhhhkkhhhkhhkkhkhhkhkkhkhhkhkikkx

Unauthorized Detection Traversal Equations

I*rlecligcEzlt*ggmipcgpf*njisc****************
DOOR POSITION MONITOR
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION
INTERIOR INTRUSION DETECTION

DOOR PENETRATION DETECTION
PERSONNEL DETECT DOOR INTRUSION
SECURITY INSPECTOR DETECTION
INTERIOR INTRUSION DETECTION

*hkkkhhkkhkhkhkkhhkhkhhkkhhkkhhkkhhhkhhkhkhkkhhkhkhhkikikkx

Unauthorized Detection Traversal Equations
Output EXIt COTIPONENS s
No Components

Authorized Delay Traversal Equations :

LQB‘[J‘B‘ED’E%Q*O*QPP&%QE?***************

No Components



Authorized Delay Traversal Equations :

Output Entry Components

*hkkkhkkhkhkhkkhhkhhkkhhkhkhhkkhhkhkhhkhhkhkhhkhkhkkhkidkx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhkkhkhkhkkhhkkkhkkhhhkhhkkhhkhkkhhkhhkkhkhkhkhkkikik*kx

Authorized Delay Traversal Equations :

Input Exit Components

*hkkkhkkhkhkhkkhhkhkhkhkkhhkhkhhkkhhkhhhkhkhkhkhhkhkhkkhkkidkkx

DOOR
SECURITY INSPECTOR DELAY

*hkkkhhkkhkkkhhkdhhkkhhhkhhkhhhkhhhhhkhhhdhkhkhidx*kx

Authorized Delay Traversal Equations :

Outgut Exit Components

*hkkkhhkkhkkhkhkkhhkkkhhkhrRhkhhkkhhkhkhhkhhhkhhkhkhkkhkikx*kx

No Components
Authorized Detection Traversal Equations

Input Entry Components

.*****.**.**.*..********************

IDENTITY CHECK
EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

*hkkkhhkkhkkhhkkhhkkkhhkkhhhkhhkkhkkhhkhkhkhhhkhkhkhkhkkhkikx*kx

IDENTITY CHECK
PACKAGE SEARCH

dkhkkkhhhhkkhhhhkhhhhhhdhhhhhhkhhdhhkhhrhidx

Authorized Detection Traversal Equations

Q*%P)HJE*&QS{X*QQ&QQQQQDi%*************

No Components



Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhkhkkhkhkkhkhkkkhhkkhkhhkhhkhhhkkhhhhhkhkhkhhkhkhikx*kx

No Components
Authorized Detection Traversal Equations :

Output Exit Components

*hkhkkhhkhkhkhkkhkhkhkkhhkkhkhkhkkhhkhhhkhhkhhhkhhkhdhkhkhhix*kx

SNM DETECTION ON PERSON

*hkkkhkkkkhhkkhkk *hkkkkkkhkkhkkhkkhkkhkhkikx*kx

SNM DETECTION IN PACKAGE

*k*k *k %k **k %k *hkkkkhkkkkhkkikx

*kkk*x

protection Element #11 Specifications *****
FENCE : FEN
Exterior Element

Delay Component List;

A) FENCE

B) VEHICLE BARRIER

C) SECURITY PATROL DELAY

Detection Component List:

A) FENCE DETECTION

B) GROUND DETECTION

C) SECURITY PATROL DETECTION

Unauthorized Delay Traversal Equations :
Input Entry Components

*hkhkkkhkkhkkhkKhkkhkhhkrkhhkkhkkhhkhkhhhkhhhkkhkhkhhkhkhkkxkx

No Components
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Unauthorized Delay Traversal Equations :

Output Entry Components

*hkkhkkhkhkhkkhhhhhkkhhhkhhkhkhhkhhhkhhkhkhhkhkkhkkkikx

FENCE
VEHICLE BARRIER
SECURITY PATROL DELAY

*hkkkhhkkhkkhhkkhhkkhhkkhhhkkhhkkhkhkhkhkhkhhkkhkhkhkhkkikik*kx

Unauthorized Delay Traversal Equations :

Input Exit Components

*hkkkhhkkhkkhhkkhhkkhhkkhhhkkhhkkhhhkhkhkhkhhkhkhkhkhkkikikxkx

FENCE
VEHICLE BARRIER
SECURITY PATROL DELAY

*hkkkhkkhkhkkhkkhkhkhkhkhkkhkhkhhhkkhhkhkhhkhkhhkhhhkhkkhkikkx

Unauthorized Delay Traversal Equations

Output Exit Components

*hkkkhkkhkhkhkkhkhkhkhkhkkhkhkhkhhkkhkhkhkhhhhhkhhhkhhkhkikkkx

No Components
Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkhkkhkhkhkXhkhkhkhkkhkhkhhhkkhhkhkhhkhhkhhhkhkhkkhkikkx

SECURITY PATROL DETECTION

*hkkkhhkkhkhkhkkhhkkhkkhhkkhhkkhhkkhkhhkhhkhkhhkhkhkhkhkkhkik*kx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkkhhkkhkkhhkkhhkThhkkhhkhhkkhkhkhkhhkhhkkhkhkhhkkhkik*kx

FENCE DETECTION
GROUND, DETECTION

*kkkkkkkkhkkkkhhkkkhkkkkhkkkkhkkkhkkkhkkkkk



Unauthorized Detection Traversal Equations

Input Exit Cgmpongnts

* k% * *hkkkhkkkhhkkhkkkhhkkhkhik*kx

FENG CLION
kkkxrkhhkkkhkhkkkkrkkhkkkhkkkhkkkkkkkkkkkk

Unauthorized Detection Traversal Equations

SECURITY PATROL DETECTION
GROUND DETECTION

*k*k *hkkkhkkkhkkhkkkkhhkkhkhik*kx

Authorized Delay Traversal Equations :
Input Entry Components
hhkhkhhkhkhkhkKhkhhhkhkkkhhkhhhkkkhhhhhkkkhkhkhkkhhkkkkkx
No Components

Authorized Delay Traversal Equations :
Output EntrX Components
*hkhhhkhkhkhkhkhhhhhkkhhhhkhkhkhhkhhkhkhhkhhkhkkkx
No Components

Authorized Delay Traversal Equations :

Input Exit Cgmponfnts

*kkkkhkkkkhkkhkhkik*k

No Components

Authorized Delay Traversal Equations:

*kkkkkkkkkkkkkkk

No Components



Authorized Detection Traversal Equations :

Input Entry Components

*hkkkhkkhkhkhkXhkkhkhkhkkhkhkhhhkkhhkhkhhhhkhkhhhkhkkhkikkx

No Components

Authorized Detection Traversal Equations :

Output Entry Components

**k* ******r-Y*************************

No Components

Authorized Detection Treversal Equations :

Input Exit Components

*hkkkhkkhkhkkkhhkkkhkhkkhhkhhhkhhhkhhkhhhkhhkkhkhhkhkhkikx*kx

No Components

Authorized Detection Traversal Equations

Output Exit Components

*hkkkrhkhkhkhkkhhkhkkhhkkhhkhkhhkhhhkhhhhhkhhkhkhhkhkhkikx*kx

No Components

***** Protection Element #12 Specifications *****

GATE : GAT
Authorized Passage is Possible
Exterior Element

Delay Component List

A) GATE

B) VEHICLE BARRIER

C) SECURITY INSPECTOR DELAY

G-47



Detection Component List:
A) GATE DETECTION
B) GROUND DETECTION
) IDENTITY CHECK
) METAL DETECTION ON PERSON
) EXPLOSIVES DETECTION ON PERSON
F) SNM DETECTION ON PERSON
G) PACKAGE SEARCH
H) SNM DETECTION IN PACKAGE
[) VEHICLE AND CARGO SEARCH
J) SNM DETECTION IN VEHICLE AND CARGO
K) SECURITY INSPECTOR DETECTION

C
D
E

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhkhkkhkkhkhkrXhkkkhhkkhrnkhkkhhkhhhkkhhkhhhkhkkhkhhkhkkikx*kx

No Components
Unauthorized Delay Traversal Equations :

*O*Lilct E}*EQEC *C*:gmeggspii*************
GATE

VEHICLE BARRIER
SEGURITY.INSPEGTOR DE

kkkkkkkhkkkhkkxkkk kkkkkkkkkkkkhkkkkk

Unauthorized Delay Traversal Equations:

Input*Exit Cgmponents

*k*k **k %k *hkkhkkkhkhkkhkkkkhhkkkhkkhkhkhhhkikk

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

*hkkkhkhkkhkhkkhkhkkkhhkkhhhkkhkhkhhhkkhhhhhkhkhkhhkkhkhkx*x

Unauthorized Delay Traversal Equations:

9*%9#’43*%&&493%9&%&5&**************

No Components
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Unauthorized Detection Traversal Equations
Input Entry Components

SECURITY INSPECTOR DETECTION

*hkkkhkhkhkhkhkkhhkhkhhkkhhkkhhkhhkkhhkhkhhkhkhhkhkkhkhkkikx

Unauthorized Detection Traversal Equattons

Output Entry Components

*hkkrhkkhkhkkik *****B*******************

GATE DETECTION
GROUND DETECTION

*hkkkhhkkhkkhhkkhhkhkkhhkkhkhhkkhhkkhkhhkhkhhkkhhkhkhhkhkhkik*kx

Unauthorized Detection Traversal Equations

Input Exit Components

*hkkkhkhkhkhkkkhhkhkhkhkhhkhkhhkkhhkhhhkhkhkhhhkhkhhkkhkkidkx

QAEE*QEJQQILQL\I********************

Unauthorized Detection Traversal Equations

Output Exit Components

*hkkkhkkhkhkhkkhhkkhkkhhkkhRhkhhkkhhhkkhhkhhhkhhkkhkhhkhkhkidx*kx

SECURITY INSPECTOR DETECTION
GROUND DETECTION

*hkkkhhkkhkkhhkkhhkkkhkhkkhhhkkhhkkhhhkhkhkhkhhkhkhkhkhkkhkikx*kx

Authorized Delay Traversal Equations :

Input Entry Components

*hkkkhkhkkhkhkhkhkkkhhkkhhhhhkkhhhkhhhhhkhhkhkhhkhkhkikx*kx

No Components



Authorized Delay Traversal Equations :

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY

**k*k * k% * k% *hkkkkkikkhkkhkkikx

Authorized Delay Traversal Equations :

Input Exit Components

*hkkkhkhkkhkhkkhkhkkkhhkkhkhkkhhkhhhkkhhhkkhhkkhkhhkkhkkhkhikkxkx

GATE
VEHICLE BARRIER
SECURITY INSPECTOR DELAY |

Authorized Delay Traversal Equations

Output Exit Components

*kkkkkhkkikx *k*k *hkkkhkkkhkkhkkkkhhkkhkik*kx

No Components

Authorized Detection Traversal Equations

I*rleclit*gpigcy**C*czc*Ps\(—)*rle*rlt*S***************
IDENTITY CHECK

EXPLOSIVES DETECTION ON PERSON
METAL DETECTION ON PERSON

* k% * k% *hkkkkkhkkhkkkkhkkhkhik*kx

IDENTITY CHECK

EAQM&E*%E’A’B& *kkkkkkkkhkkkkkkkkkkkk
IDENTITY CHECK

VEHICLE AND CARGO SEARCH

*hkkkhkhkhkhkhkkhkhkhkkhhkkhkhhkhkhkhhhkkhhhhhkkhhkhkhhkhkhhk*kx



Authorized Detection Traversal Equations :

Output Entry Components

***g****** *hkhkkhkhkkhkhhkkhkkkhkkhhkkhkhhkkhkhhkhhkkhkhikx

No Components

Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhkhkhkhkhkkhhkhkkhhkkhkhkhkhhkhhkhkhhkhkhhkhkhhkhkkhkhkkikx

No Components

Authorized Detection Traversal Equations :

Output Exit Components

*hkkhkkhkhkhkkhhkhkkhhkhrkhkkhhkkhkhhkhhhkhkkhkhhkhkkhkhkkikx

SNM DETECTION ON PERSON

*hkkkhhkkkhhkkhhkkkhhkkhhhkkhhkkhdhhkhkhhkhhkkhkhkhkhkkikikx*kx

SNM DETECTION IN PACKAGE

*hkkkhhkkhkkhhkkhhkhkkhhkkhhhkkhhkkhdhhkhhhkhhkhkhkhkhkkikikx*kx

SNM DETECTION IN VEHICLE AND CARGO

*hkkkhhkkhkhhkkhhkhkkhhkkhkhhkkhhkkhkhhkhkhhkhhkhkhkhkhkkhkikxkx

*kkk*x

HELICOPTER FLIGHT PATH : HEL
Exterior Element
This is the Helicopter Element

Delay Component List
A) HELICOPTER UNLOAD DELAY
B) HELICOPTER LOAD DELAY

Detection Component List

A) HELICOPTER DETECTOR

B) PATROL DETECT HEUCOPTER

C) PERSONNEL DETECT HEUCOPTER

protection Element #13 Specifications

*kkk*k

G-51



Unauthorized Delay Traversal Equations :

rlput Entm Components

*kkkkkikk *hkkhkhkrkhkhkkhkhkkhkkhhkkkhhkhkhkhkhkkhhikkkk

No Components
Unauthorized Delay Traversal Equations :

Output Entry Components

*hkhkrhkhkhkhkkhkhkrhhkkhhhkhhkhhkhkkhhhhkhkkhkhkhhkkhkhk*kx

HEUCOPTER UNLOAD DELAY

*hkkhkkkkhkkhkkhkkhkkkx

Unauthorized Delay Traversal Equations :

Lrlput Exit Comgonents

hhkkkhkkhhkkhkhhkkhhhkkhhkkhhkhhkkhkhhkhkhkhkhkkhhkkkk

HELICOPTER LOAD DELAY

*hkkkhkhkkhkhkkkhhkkhkkhkhkkhhkhkhhkkhhhkhhkhhhkhkkhkhhkhkhkidx*kx

Unauthorized Delay Traversal Equations :

*O*l,l:[EHt Exit gompgnents .

* k% *kx **k %k *hkkkkikkhkkhkkikx

No Components
Unauthorized Detection Traversal Equations

Input Entry Components

*kkkXxK *k*x *hkkkkkhkkhkkhkkhkkhkhik*kx

HEUCOPTER DETECTOR
PATROL DETECT HEUCOPTER
PERSONNEL DETECT HEUCOPTER

*hkkkhhkkhkhkhkkhhkhkhkhkkhhkhhhkkhhkhkhhkhkhhhhkhhhkhhkikkx

Unauthorized Detection Traversal Equations

%%tpyg*gglry*ggmgggg }%*************

No Components



Unauthorized Detection Traversal Equations

Input Exit Components

*hkkkhhkkhkkhhkkhhkkkhhkhkhhkhhkkhkhkhkhhkhkhhkhkhkhkhkkhkikx*kx

No Components
Unauthorized Detection Traversal Equations

Output Exit Components

*hkkkhhkkhkkhhkkhhhkkhhkkhRhkkhhkkhkkhkhkhhkhhkkhkhkhkhkkikikx*kx

HELICOPTER DETECTOR
PATROL DETECT HEUCOPTER
PERSONNEL DETECT HEUCOPTER

*hkkkhkhkkhkhkkhkhkhkkhhkkhhhkhhkkhhhkkhhhhhkhkhkhhkhkidxkx

Authorized Delay Traversal Equations :

Input Entry Components

*hkkhkkhkkhkkhkkhkkhhkkhkhkik*kx

No Components
Authorized Delay Traversal Equations :

Outﬂgt Entrl/ Comgonents

*k*k **k* * k% *hkkkkkhkkhkkhkhkkhkhkik*kx

No Components

Authorized Delay Traversal Equations :
NRUL EXILCOMPONENIS v
No Components

Authorized Delay Traversal Equations :

Q%tpyg*géiiggmgqggli**************

No Components



Authorized Detection Traversal Equations :
Input Entry Components
*hkkkhkhkhkhkhkRKhkkkhhkkhkhhkhhkhhhkkhhhhhkkhhkhkhhkkhkikx*x
No Components

Authorized Detection Traversal Equations

Output Entrx Comgonentg

*kkrxkkikkikkx *k %k *k*k *hkkkkkkhkkhkkkx

No Components
Authorized Detection Traversal Equations :

LrlEU*L Exit Cgmpongnts

* k% **k %k *k*k *hkkkkkkkkhkkkx

No Components
Authorized Detection Traversal Equations :

Output Exit Components

*hkkkhhkhkhkhkkhhkhkkhhkkhkkkhhkkhhhkhhkhkhhkhhkhhhkhhkikkx

No Components

***** Protection Element #14 Specifications
GENERIC PROTECTION ELEMENT : GEN
Interior Element

Delay Component List:
A) INPUT GENERIC DELAY
B) OUTPUT GENERIC DELAY

Detection Component List:
A) INPUT GENERIC DETECTION
B) OUTPUT GENERIC DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

*hkkkhhkkhkhkhkhkhkhkhhkkhhkkhhkkhhkhkhhkkhhhkkhhkhkhhkihkikkx

GENERIC DELAY

kkkkkkkkkhrkkkkkkkkkhkkkhkkkhkkkkkkkkkkkk



Unauthorized Delay Traversal Equations :

Output Entry Components

*hkkkhkhkhkhkhkkhhhhhkkhhkhhkhkhkhkhhkhkhhkhkhhkkhkkhkhkkikx

GENERIC DELAY

kkkkkkkkkhkkkhkkkhkkkkhkkkhkkkhkkkhkkkhkkkkkk

Unauthorized Delay Traversal Equation?:

Input Exit Components

*Kkkhhkkhkhkhkkhhkkkhhkhhhkhhkkhhhkhhkhkhhkhkhkhkhkkhkikx*kx

ggugﬁlgp*EJ*QX*********************

Unauthorized Delay Traversal Equations :

Output Exit Components

*hkkkhkkhkhkhkkhhkkhkkhhkkhrkkhhhkkhhhkhhkhhkkhhkkhdhhkhkhkidx*kx

GENERIC DELAY

hhkkkhkkhkkhkkhhkkkhkkhkhkhkkhhkhkhhkhhkkhkhkhhkkhkkikkx

Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkhkhkkhkhkKhkkkhkhkkhrkhkkhhkkhhkkhhkhkhhkhhkkhkhhkhkhkikx*kx

GENERIC DETECTION

*hkkkhkkhkhkhkkhhkkkhhkkhhkhhhkkhhhkhhhhhkhhkhkhhkhkhkikx*kx

Unauthorized Detection Traversal Equations

Output Entry Components

*hkkkrhkhkhkhkkhhkdhhkkhhhkhhkhhhkkhhkhhhkhhkhdhkikhkxkx

GENERIC DETECTION

*hkkkhkhkkhkhkkhhkhkkhhkkhkhhhhkhhhkhhhhhkhkhkhhkhkhkidx*kx

Unauthorized Detection Traversal Equations

Input Exit Components

*hkkkhhkkhkhkhkkhhkkkhhkhkhhkhhkkhhkkhhhkhhkhkhkhkhkkhkik*kx

GENERIC DETECTION

*hkkkhhkkhkhkhkkhhkkkhkhkkhhhkkhhkkhhhkkhkhkhkhhkhkhkhkhkkikikx*kx



Unauthorized Detection Traversal Equations
Output Exit Components

*hkkrhkkhkhkhkkhhkhkhhkkhRhkkhhkkhhkhkhhkkhhhhhkhkhhkhhkikkx

GENERIC DETECTION

*hkkkhhkkhkhkhkhhkhkkhhkkhhkkhhkkhhkhkkhhkkhkhkkhhkhhhkhkikkx

Authorized Delay Traversal Equations:
InRUt ENY, COMPONENS vk
No Components

Authorized Delay Traversal Equations :
QUIpUL ENtY, COMPONENIS vtk
No Components

Authorized Delay Traversal Equations :
INRUL EXILCOMPONENIS v tksnmes
No Components

Authorized Delay Traversal Equations :
Output Exit Components

et bl xeue -
No Components

Authorized Detection Traversal Equations :
IRt Entry, COMPONEN'S, e
No Components

Authorized Detection Traversal Equations
*O*%tpyg*éggx*ggmggggp}ci*************

No Components



Authorized Detection Traversal Equations :

Input Exit Components

*hkkkhhkkhkkkhhkkhhkhhhkhhkhhhkhhhkhhkhkhhkhhkkhkhikxkx

No Components
Authorized Detection Traversal Equations :

OutEut Exit Components

*hkkkhkhkhkhkhkkhhkhkkhhkkhkhkkkhhkkhkhkhkhhkhkhhkhhhkkhkkhkhkkikx

No Components

***** Protection Element #19 Specifications
TARGET TASK : TSK
Interior Element

Delay Component List
A) TARGET TASK DELAY
B) SECURITY INSPECTOR DELAY

Detection Component List:

A) TARGET TASK DETECTION

B) TWO-PERSON RULE DETECTION
C) INTERIOR INTRUSION DETECTION
D) SECURITY INSPECTOR DETECTION

Unauthorized Delay Traversal Equations :

Input Entry Components

**k* *hkkkkkikkkkhkkikx

No Components
Unauthorized Delay Traversal Equations :

Output Entry Components

*hkkkhhkkhkhkhkkhhkrhhkkhhhkhhkkhkhhkhhkhkhhkhkhhkhkhkikkxkx

TARGET TASK DELAY
SECURITY INSPECTOR DELAY

*hkkkhhkkhkhkhkkhhkkhkkhhkkhhhkhhkkhkhhkhhkhkhhkhkhkhkhkkhkikx*kx



Unauthorized Delay Traversal Equations :

Input Exit Components

*hkkkhhkkhkhkkhhkhkhkhkkhhhkhhkkhhkkhhkkhkhkkhhkhhhkrkikkx

No Components
Unauthorized Delay Traversal Equations :

Output Exit Components

*hkhkhkhhkkhhkhkkhkkhkhhkrkkhhkkhkkhhkhkkhhhkhkhkhkkhhkhhdkkxx

No Components
Unauthorized Detection Traversal Equations

Input Entry Components

*hkkkkhkhkkikKhkkkhhkrhhkhkkhhhkhhhkhkhhhkhhhkhkhkkkx

INTERIOR INTRUSION DETECTION
SECURITY INSPECTOR DETECTION
TARGET TASK DETECTION
TWO-PERSON RULE DETECTION

*hkhkhkkhhkkkhhkhkkhkkhhhkkhkhhkkhkkhhhkkhhhkkhkhkhhkkhhhhkhkkkx

Unauthorized Detection Traversal Equations
Qutput Entry COMRONENIS o sswsnnns
No Components

Unauthorized Detection Traversal Equations
InRut EXLCOMPONENIS s vwenssnnns
No Components

Unauthorized Detection Traversal Equations

Q*Lsctpyis*gc&i}cigcgmﬁko*qgaks***************

No Components



Authorized Delay Traversal Equations :
InRUt Enlry COMPONENES, sk
No Components

Authorized Delay Traversal Equations :
OUpUL ENtTY COMPONENS sk
No Components

Authorized Delay Traversal Equations
INRUL EXILCOMPONENIS 1 vvskn s
No Components

Authorized Delay Traversal Equations :
Output Ext COMPONENtS s vexxsnes
No Components

Authorized Detection Traversal Equations
Input Entry Components

*hkkkhhkkhkhkhkKhkhkkhhkkhrhhkhhkkhhkhkhkhkhkhhkhkhkhkhkkhkikx*kx

No Components
Authorized Detection Traversal Equations
Output Etry GOMRONSIIS s
No Components
Authorized Detection Traversal Equations

VIRYL EXLCOMPONEIIS s s sk

No Components



Authorized Detection Traversal Equations :

Output Exit gompgnents

*kkkhkkhkkikx *k*x *hkkkhkkhkkhhkkhkkkkhhkkhkhkik*kx

No Components

***** Delay Component #0 Specifications *****
GENERIC DELAY
Panic Bar Capable
a) No Delay
0.000 0.000 0.000 0.000 0.000

***** Delay Component #1 Specifications *****
DOOR

Panic Bar Capable

a) Door Not Locked

0.000 0.000 0.000 0.000 0.000
b) Key/Combination Available
0.000 0.000 0.000 0.000 0.000

c¢) Hollow Core Metal

12.000 12.000 12.000 12.000 48.000
d) Vehicle Rollup -16 Gauge Metal

42.000 42.000 42.000 42.000 42.000
e) Turnstile - Floor to Ceiling

80.000 80.000 80.000 80.000 80.000
f) 1/2> Steel Plate

84.000 84.000 84.000 84.000 84.000
g) 1“ Steel Plate

120.000 120.000 120.000 120.000 120.000

h) Vault - Class V or VI

300.000  300.000  300.000 300.000 INFINITY

i) Special Door

600.000  600.000  600.000  600.000 INFINITY

G-60

0.000

0.000

0.000

12.000

60.000

190.000

192.000

275.000

INFINITY

INFINITY

0.000

0.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

0.000

0.000

12.000

42.000

80.000

84.000

120.000

300.000

600.000



***** Delay Component #2 Specifications *****
SURFACE
a) Open Port

0.000 0.000 0.000 0.000
b) Unbarred Window

5.000 5.000 5.000 5.000
c) Vent, Port, Duct: Standard Louvers

30.000 30.000 30.000  '30.000
d) Vent, Port, Duct: Heavy Grid

60.000 60.000 60.000 60.000
e) Vent, Port, Duct: Diffusers

120.000 120.000 120.000 120.000
f) 4" Framed w/ Sheetrock

10.000 10.000 10.000 10.000
g) 4" Concrete

30.000 30.000 30.000 30.000
h) 16 Gauge Metal

48.000 48.000 48.000 48.000
i) 4' Concrete w/ Rebar

84.000 84.000 84.000 84.000
j) 8" Concrete w/ Rebar

120.000 120.000 120.000 120.000
k) 2' Earth

120.000 120.000 120.000 120.000

***** Delay Component #3 Specifications *****
GATE
a) Gate Not Locked

0.000 0.000 0.000 0.000
b) Key/Combination Available
0.000 0.000 0.000 0.000

c¢) Gate Locked
10.000 10.000 10.000 10.000

***** Delay Component #4 Specifications *****
VEHICLE BARRIER
Panic Bar Capable
a) No Vehicle Barrier

0.000 0.000 0.000 0.000
b) Aircraft Cable

0.000 20.000 0.000 0.000
c) Concrete Median or Ditch

0.000 125.000  0.000 0.000

0.000

5.000

30.000

60.000

120.000

10.000

30.000

48.000

INFINITY

INFINITY

INFINITY

0.000

0.000

10.000

0.000

0.000

0.000

G-61

0.000

5.000

30.000

130.000

240.000

10.000

30.000

60.000

240.000

INFINITY

INFINITY

0.000

0.000

10.000

0.000

0.000

0.000

0.000

5.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

0.000

10.000

0.000

0.000

0.000

0.000

5.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

0.000

0.000

10.000

0.000

0.000

0.000



*x*** Delay Component #5 Specifications *****
SECURITY INSPECTOR DELAY
a) No Inspector

0.000 0.000 0.000 0.000
b) Unprotected Inspector

5.000 5.000 5.000 5.000
c) Protected Inspector

30.000 30.000 30.000 30.000
d) Inspector in Hardened Position

120.000 120.000 120.000 120.000

***** Delay Component #6 Specifications *****
RAIL BARRIER

Panic Bar Capable

a) No Rail Barrier

0.000 0.000 0.000 0.000
b) Concrete Median or Ditch

0.000 125.000 0.000 0.000
¢) Railcar Barrier

0.000 125.000 0.000 0.000

***** Delay Component #7 Specifications *****
HEUCOPTER UNLOAD DELAY
a) No Delay

0.000 0.000 0.000 0.000

***** Delay Component #8 Specifications *****
FENCE
a) No Fence

0.000 0.000 0.000 0.000
b) 8 Chain Unk Fence w/ Outriggers

10.000 10.000 10.000 10.000

***** Delay Component #9 Specifications *****
BUILDING ROOF BARRIER
a) No Building Spans Isolation Zone

0.000

INFINITY

INFINITY

INFINITY

0.000

0.000

0.000

0.000

0.000

10.000

INFINITY  INFINITY  INFINITY  INFINITY  INFINITY

b) No Building Roof Barrier

0.000 INFINITY  INFINITY  0.000
¢) 8 Chain Unk Fence w/ Outriggers

10.000 INFINITY  INFINITY  10.000

0.000

10.000

G-62

0.000

5.000

30.000

120.000

0.000

0.000

0.000

0.000

0.000

10.000

INFINITY

0.000

10.000

0.000

INFINITY

INFINITY

INFINITY

0.000

0.000

0.000

0.000

0.000

10.000

INFINITY

INFINITY

INFINITY

0.000

5.000

30.000

120.000

0.000

0.000

0.000

0.000

0.000

10.000

INFINITY

0.000

10.000



***** Delay Component #10 Specifications *****

SURFACE DELAY STAGE

a) Open Port
0.000

0.000

b) Unbarred Window

5.000

c) Vent, Port, Duct: Standard Louvers

30.000

5.000

30.000

0.000

5.000

30.000

d) Vent, Port, Duct: Heavy Grid

60.000

e) Vent, Port, Duct: Diffusers

120.000

f) 4* Framed w/ Sheetrock

10.000
g) 4” Concrete
30.000

60.000

120.000

10.000

30.000

h) 16 Gauge Metal

48.000

48.000

i) 4" Concrete w/ Rebar

84.000

84.000

j) 8" Concrete w/ Rebar

120.000

k) 12" Concrete w/ Rebar

120.000

1) 18" Concrete w/ Rebar

120.000

m) 24" Concrete w/ Rebar

120.000 120.000
n) 36" Concrete w/ Rebar

156.000 156.000
0) 2' Earth

120.000 120.000
p) 3' Earth

120.000 120.000
q) 4’ Earth

120.000 120.000
r) 6’ Earth

120.000 120.000
s) 10" Earth

156.000 156.000

120.000

120.000

120.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

120.000

120.000

156.000

120.000

120.000

120.000

120.000

156.000

0.000

5.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

120.000

120.000

156.000

120.000

120.000

120.000

120.000

156.000

0.000

5.000

30.000

60.000

120.000

10.000

30.000

48.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

G-63

0.000

5.000

30.000

130.000

240.000

10.000

30.000

60.000

240.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

5.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

5.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

120.000

120.000

156.000

120.000

120.000

120.000

120.000

156.000



***** Delay Component #11 Specifications *****

SURFACE DELAY STAGE 2

a) Open Port

0.000 0.000 0.000
b) Unbarred Window

0.000 0.000 0.000
c) Vent, Port, Duct: Standard Louvers

0.000 0.000 0.000
d) Vent, Port, Duct: Heavy Grid

0.000 0.000 0.000
e) Vent, Port, Duct: Diffusers

0.000 0.000 0.000
f) 4 Framed w/ Sheetrock

0.000 0.000 0.000
g) 4" Concrete

0.000 0.000 0.000
h) 16 Gauge Metal

0.000 0.000 0.000
i) 4" Concrete w/ Rebar

0.000 0.000 0.000
j) 8" Concrete w/ Rebar

0.000 0.000 0.000
k) 12" Concrete w/ Rebar

54.000 54.000 54.000
1) 18" Concrete w/ Rebar

180.000 180.000 180.000
m) 24" Concrete w/ Rebar

384.000 384.000 384.000
n) 36" Concrete w/ Rebar

756.000 756.000 756.000
0) 2' Earth

0.000 0.000 0.000
p) 3’ Earth

54.000 54.000 54.000
q) 4’ Earth

180.000 180.000 180.000
r) 6' Earth

384.000  384.000 384.000
s) 10’ Earth

756.000 756.000 756.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

54.000

180.000

384.000

756.000

0.000

54.000

180.000

384.000

756.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

G-64

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

54.000

180.000

384.000

756.000

0.000

54.000

180.000

384.000

756.000



***** Delay Component #12 Specifications *****
TUNNEL BARRIER

a) Open Tunnel

0.000 0.000
b) Standard Louvers

30.000 30.000
¢) Heavy Grid

60.000 60.000
d) Diffusers

120.000 120.000
e) Fence

10.000 10.000
f) 4' Concrete

30.000 30.000
g) 16 Gauge Metal

48.000 48.000
h) 4” Concrete w/ Rebar

84.000 84.000
i) 8" Concrete w/ Rebar

120.000 120.000
j) 2' Earth

120.000 120.000

***** Delay Component #13 Specifications

TARGET TASK DELAY

a) No Delay
0.000

***** Delay Component #14 Specifications
SECURITY PATROL DELAY

a) No Patrol
0.000

0.000

0.000

b) Unprotected Patrol

12.000

12.000

c) Protected Patrol

30.000

30.000

d) Inspectors in Tower

30.000

30.000

0.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

0.000

0.000

12.000

30.000

30.000

e) Inspectors in Hardened Position

125.000

125.000

125.000

0.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

0.000

0.000

12.000

30.000

30.000

125.000

0.000

30.000

60.000

120.000

10.000

30.000

48.000

INFINITY

INFINITY

INFINITY
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0.000

*hkk*k

0.000

INFINITY

INFINITY

INFINITY

INFINITY
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0.000

30.000

130.000

240.000

10.000

30.000

60.000

INFINITY

INFINITY

INFINITY

0.000

0.000

12.000

30.000

30.000

125.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

INFINITY

0.000

0.000

INFINITY

INFINITY

INFINITY

INFINITY

0.000

30.000

60.000

120.000

10.000

30.000

48.000

84.000

120.000

120.000

0.000

0.000

12.000

30.000

30.000

125.001



***** Delay Component #15 Specifications *****
HELICOPTER LOAD DELAY
a) No Delay

0.000 0.000 0.000 0.000 0.000

***** Detection Component #0 Specifications *****
GENERIC DETECTION
a) Zero Detection Probability

1.000 1.000 1.000 1.000 1.000

***** Detection Component #1 Specifications *****
DOOR POSITION MONITOR
a) No Monitor

1.000 1.000 1.000 1.000 1.000
b) Monitor Turned Off

1.000 1.000 1.000 1.000 1.000
c¢) Balanced Magnetic Switch

0.010 0.010 0.010 0.010 0.010

***** Detection Component #2 Specifications *****
DOOR PENETRATION DETECTION
a) No Sensor

1.000 1.000 1.000 1.000 1.000
b) Sensor Turned Off

1.000 1.000 1.000 1.000 1.000
c¢) Grid Mesh

0.010 0.010 0.010 0.010 0.010

***** Detection Component #3 Specifications *****
INTERIOR INTRUSION DETECTION
a) No Sensors

1.000 1.000 1.000 1.000 1.000
b) Sensors Turned Off

1.000 1.000 1.000 1.000 1.000
¢) Single Motion Sensor

0.500 0.500 0.500 0.500 0.500
d) Complementary Motion Sensors

0.100 0.100 0.100 0.100 0.100
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0.000

1.000

1.000

1.000

0.010

1.000

1.000

0.010

1.000

1.000

0.500

0.100

0.000

1.000

1.000

1.000

0.010

1.000

1.000

0.010

1.000

1.000

0.500

0.100

0.000

1.000

1.000

1.000

0.010

1.000

1.000

0.010

1.000

1.000

0.500

0.100



*x*** Detection Component #4 Specifications *****
PERSONNEL DETECT DOOR INTRUSION
a) Zero Probability

1.000 1.000 1.000 1.000 1.000
b) Fair Probability

0.500 0.500 0.500 0.500 0.500
¢) Good Probability

0.100 0.100 0.100 *0.100 0.100
d) Excellent Probability

0.010 0.010 0.010 0.010 0.010
***** Detection Component #5 Specifications *****
SECURITY INSPECTOR DETECTION
a) No Inspector

1.000 1.000 1.000 1.000 1.000
b) Inspector w/o Duress Alarm
1.000 1.000 1.000 1.000 1.000

c¢) Inspector w/ Duress Alarm

0.500 0.500 0.500 0.500 0.500
d) Protected Inspector w/ Alarm

0.010 0.010 0.010 0.010 0.010
***** Detection Component #6 Specifications *****
SURFACE PENETRATION DETECTION
a) No Sensor

1.000 1.000 1.000 1.000 1.000
b) Sensor Turned Off
1.000 1.000 1.000 1.000 1.000

c¢) Capacitance Sensor

0.010 0.010 0.010 0.010 0.010
d) Vibration Sensor

0.010 0.010 0.010 0.010 0.010
e) Grid Mesh

0.010 0.010 0.010 0.010 0.010
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1.000

0.500

0.100

0.010

1.000

1.000

0.500

0.010

1.000

1.000

0.010

0.010

0.010

1.000

0.500

0.100

0.010

1.000

1.000

0.500

0.010

1.000

1.000

0.010

0.010

0.010

1.000

0.500

0.100

0.010

1.000

1.000

0.500

0.010

1.000

1.000

0.010

0.010

0.010



***** Detection Component #7 Specifications *****
PERSONNEL DETECT SURFACE INTRUSION
a) Zero Probability

1.000 1.000 1.000 1.000 1.000
b) Fair Probability

0.500 0.500 0.500 0.500 0.500
¢) Good Probability

0.100 0.100 0.100 0.100 0.100
d) Excellent Probability

0.010 0.010 0.010 0.010 0.010

***** Detection Component #8 Specifications *****
IDENTITY CHECK
a) Personnel Not Allowed Through

0.000 0.000 0.000 0.000 0.000
b) No ID Check

1.000 1.000 1.000 1.000 1.000
c) Picture Badge - Take Home

0.900 0.900 0.900 1.000 1.000
d) Picture Badge - Exchange

0.500 0.500 0.500 1.000 1.000
e) Hand Geometry Check

0.050 0.050 0.050 1.000 1.000
f) Eye Retina Scan

0.010 0.010 0.010 1.000 1.000

***** Detection Component #9 Specifications *****
EXPLOSIVES DETECTION ON PERSON
a) No Explosives Check

1.000 1.000 1.000 1.000 1.000
b) Vapor Collection

0.900 0.900 0.900 0.900 0.900
¢) Trained Dog

0.900 0.900 0.900 0.900 0.900
d) Rigorous Patdown Search

0.100 0.100 0.100 0.100 0.100
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1.000

0.500

0.100

0.010

0.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

0.500

0.100

0.010

0.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

0.500

0.100

0.010

0.000

1.000

1.000

1.000

0.050

0.010

1.000

0.900

0.900

0.100



***** Detection Component #10 Specifications ==~
METAL DETECTION ON PERSON
a) No Metal Detector

1.000 1.000 1.000 1.000 1.000
b) Good Detector

0.100 0.100 0.100 0.100 1.000
c) Excellent Detector

0.010 0.010 0.010 0.010 1.000

**k*

***** Detection Component #11 Specifications -
PACKAGE SEARCH
a) Packages Not Allowed Through

0.000 0.000 0.000 0.000 0.000
b) Packages Allowed - No Search

1.000 1.000 1.000 1.000 1.000
¢) Visual Check
0.900 0.900 0.900 0.900 0.900

d) Vapor Collection

0.900 0.900 0.900 0.900 0.900
e) Trained Dog

0.900 0.900 0.900 0.900 0.900
f) X-RAY - Metal Only

0.100 0.100 0.100 0.100 1.000
g) Excellent Metal Detector

0.010 0.010 0.010 0.010 1.000
h) Rigorous Package Search

0.010 0.010 0.010 0.010 0.010

***** Detection Component #12 Specifications e
SNM DETECTION ON PERSON
SNM Detector
a) No SNM Detector

1.000 1.000 1.000 1.000 1.000
b) SNM Detector w/o Metal Detector

0.900 0.900 0.900 0.900 0.900
c¢) Fair SNM Detector

0.500 0.500 0.500 0.500 0.500
d) Good SNM Detector

0.100 0.100 0.100 0.100 0.100
e) Excellent SNM Detector

0.010 0.010 0.010 0.010 0.010
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1.000

0.100

0.010

0.000

1.000

1.000

1.000

1.000

0.100

0.010

0.010

1.000

0.900

0.500

0.100

0.010

1.000

1.000

1.000

0.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

1.000

0.900

0.500

0.100

0.010

1.000

0.100

0.010

0.000

1.000

0.900

0.900

0.900

0.100

0.010

0.010

1.000

0.900

0.500

0.100

0.010
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***** Detection Component #13 Specifications
SNM DETECTION IN PACKAGE
SNM Detector
a) No SNM Detector

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
b) SNM Detector w/o Metal Detector

0.900 0.900 0.900 0.900 0.900 0.900 0.900 0.900
c¢) Fair SNM Detector

0.500 0.500 0.500 0.500 0.500 0.500 0.500 0.500
d) Good SNM Detector

0.100 0.100 0.100 0.100 0.100 0.100 0.100 0.100
e) Excellent SNM Detector

0.010 0.010 0.010 0.010 0.010 0.010 0.010 0.010

***** Detection Component #14 Specifications
SNM DETECTION IN VEHICLE AND CARGO
SNM Detector

a) No SNM Detector

1.000 1.000 1.000 0.000 0.000 0.000 0.000 0.000
b) SNM Detector w/o Metal Detector

0.900 0.900 0.900 0.000 0.000 0.000 0.000 0.000
c) Fair SNM Detector

0.500 0.500 0.500 0.000 0.000 0.000 0.000 0.000
d) Good SNM Detector

0.100 0.100 0.100 0.000 0.000 0.000 0.000 0.000
e) Excellent SNM Detector

0.010 0.010 0.010 0.000 0.000 0.000 0.000 0.000

***** Detection Component #15 Specifications e
HEUCOPTER DETECTOR
a) No Detector

0.000 0.000 1.000 0.000 0.000 0.000 0.000 0.000
b) Fair Detector

0.000 0.000 0.500 0.000 0.000 0.000 0.000 0.000
c¢) Good Detector

0.000 0.000 0.100 0.000 0.000 0.000 0.000 0.000
d) Excellent Detector

0.000 0.000 0.010 0.000 0.000 0.000 0.000 0.000
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***** Detection Component #16 Specifications
PATROL DETECT HELICOPTER
a) Zero Probability

0.000 0.000 1.000 0.000
b) Fair Probability

0.000 0.000 0.500 0.000
c¢) Good Probability

0.000 0.000 0.100 0.000
d) Excellent Probability

0.000 0.000 0.010 0.000

***** Detection Component #17 Specifications b

PERSONNEL DETECT HELICOPTER
a) Zero Probability

0.000 0.000 1.000 0.000
b) Fair Probability

0.000 0.000 0.500 0.000
c¢) Good Probability

0.000 0.000 0.100 0.000
d) Excellent Probability

0.000 0.000 0.010 0.000

***** Detection Component #18 Specifications .

FENCE DETECTION
a) No Sensors

1.000 1.000 1.000 1.000
b) Sensors Turned Off
1.000 1.000 1.000 1.000

c) Fence Intrusion Sensors
0.900 0.100 0.900 0.900

0.000

0.000

0.000

0.000

*%

0.000

0.000

0.000

0.000

*%

1.000

1.000

0.900

***** Detection Component #19 Specifications e

DETECTION BETWEEN GATES
a) No Sensors

1.000 1.000 1.000 1.000
b) Sensors Turned Off

1.000 1.000 1.000 1.000
c) Single Sensor - Not on Fence

0.500 0.100 0.500 0.500
d) Multiple Sensors

0.200 0.010 0.200 0.200
e) Complementary Sensors

0.010 0.001 0.010 0.010

1.000

1.000

0.500

0.200

0.010
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0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

1.000

1.000

0.900

1.000

1.000

0.500

0.200

0.010

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

1.000

1.000

0.900

1.000

1.000

0.500

0.200

0.010

0.000

0.000

0.000

0.000

0.000

0.000

0.000

0.000

1.000

1.000

0.900

1.000

1.000

0.500

0.200

0.010
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***** Detection Component #20 Specifications
VEHICLE AND CARGO SEARCH
a) Vehicles Not Allowed Through

0.000 0.000 0.000 0.000 0.000 0.000 0.000 0.000
b) No Contraband Check

0.000 1.000 0.000 0.000 0.000 0.000 0.000 0.000
c) Visual Check

0.000 0.900 0.000 0.000 0.000 0.000 0.000 0.000
d) Vapor Collection

0.000 0.900 0.000 0.000 0.000 0.000 0.000 0.000
e) Trained Dog

0.000 0.900 0.000 0.000 0.000 0.000 0.000 0.000
f) Rigorous Vehicle Inspection

0.000 0.100 0.000 0.000 0.000 0.000 0.000 0.000
g) Rigorous Cargo Search
0.000 0.010 0.000 0.000 0.000 0.000 0.000 0.000

*kkk*k

***** Detection Component #21 Specifications
GROUND DETECTION
a) No Sensors

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
b) Sensors Turned Off

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
¢) Single Sensor - Not on Fence

0.500 0.010 0.500 0.500 0.500 0.500 0.500 0.500
d) Multiple Sensors

0.200 0.010 0.200 0.200 0.200 0.200 0.200 0.200
e) Complementary Sensors

0.010 0.001 0.010 0.010 0.010 0.010 0.010 0.010

***** Detection Component #22 Specifications
SECURITY PATROL DETECTION

a) No Patrol

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000
b) Patrol w/o Duress Alarm

1.000 1.000 1.000 1.000 1.000 1.000 1.000 1.000

c) Patrol w/ Duress Alarm

0.900 0.900 0.900 0.900 0.900 0.900 0.900 0.900
d) Inspector in Tower w/ Duress Alarm

0.900 0.900 0.900 0.900 0.900 0.900 0.900 0.900
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***** Detection Component #23 Specifications *****
NOT CURRENTLY USED
a) No Choices

1.000 1.000 1.000 1.000 1.000
***** Detection Component #24 Specifications B
BUILDING ROOF DETECTION
a) No Building Spans Isolation Zone

0.000 0.000 0.000 0.000 0.000
b) No Sensors

1.000 0.000 1.000 1.000 1.000
c) Sensors Turned Off

1.000 0.000 1.000 1.000 1.000
d) Single Sensor - Not on Fence

0.500 0.000 0.500 0.500 0.500
e) Multiple Sensors

0.200 0.000 0.200 0.200 0.200
f) Complementary Sensors

0.010 0.000 0.010 0.010 0.010

*khk*k

***** Detection Component #25 Specifications *
TARGET TASK DETECTION
a) No Detector

1.000 1.000 1.000 1.000 1.000
b) Detector Turned Off

1.000 1.000 1.000 1.000 1.000
c) Fair Integrity Monitor

0.500 0.500 0.500 0.500 0.500
d) Fair Presence Monitor

0.500 0.500 0.500 0.500 0.500
e) Good Integrity Monitor

0.100 0.100 0.100 0.100 0.100
f) Good Presence Monitor

0.100 0.100 0.100 0.100 0.100
g) Excellent Integrity Monitor

0.010 0.010 0.010 0.010 0.010
h) Excellent Presence Monitor

0.010 0.010 0.010 0.010 0.010
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1.000

0.000

1.000

1.000

0.500

0.200

0.010

1.000

1.000

0.500

0.500

0.100

0.100

0.010

0.010

1.000

0.000

1.000

1.000

0.500

0.200

0.010

1.000

1.000

0.500

0.500

0.100

0.100

0.010

0.010

1.000

0.000

1.000

1.000

0.500

0.200

0.010

1.000

1.000

0.500

0.500

0.100

0.100

0.010

0.010



***** Detection Component #26 Specifications
TWO-PERSON RULE DETECTION
a) No Two-Person Rule

1.000 1.000 1.000 1.000
b) Casual Observation

1.000 1.000 1.000 1.000
c) Dedicated Observation w/ Alarm

0.500 0.500 0.500 0.500
d) Protected Dedicated Obsv. w/ Alarm

0.050 0.050 0.050 0.050

***** Detection Component #27 Specifications o

NOT USED

*khkk*x

1.000

0.900

0.500

0.050

*k*

***** Detection Component #28 Specifications e

PERSONNEL DETECT GATE INTRUSION
a) Zero Probability

1.000 1.000 1.000 1.000
b) Fair Probability

0.500 0.500 0.500 0.500
c) Good Probability

0.100 0.100 0.100 0.100

d) Excellent Probability
0.010 0.010 0.010 0.010

***** Detection Component #29 Specifications -

ROOF FENCE DETECTION
a) No Building Spans Isolation Zone

0.000 0.000 0.000 0.000
b) No Sensors

1.000 0.000 1.000 1.000
c) Sensors Turned Off

1.000 0.000 1.000 1.000

d) Fence Intrusion Sensors
0.900 0.000 0.900 0.900

1.000

0.500

0.100

0.010

*k*

0.000

1.000

1.000

0.900
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1.000

1.000

0.500

0.050

1.000

0.500

0.100

0.010

0.000

1.000

1.000

0.900

1.000

0.900

0.500

0.050

1.000

0.500

0.100

0.010

0.000

1.000

1.000

0.900

1.000

1.000

0.500

0.050

1.000

0.500

0.100

0.010

0.000

1.000

1.000

0.900



***** Detection Component #30 Specifications
GATE DETECTION
a) No Sensor

1.000 1.000 1.000 1.000
b) Sensor Turned Off
1.000 1.000 1.000 1.000

c¢) Gate Intrusion Sensor
0.900 0.100 0.900 0.900
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1.000

1.000

0.900
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1.000

1.000

0.900

1.000

1.000

0.900

1.000

1.000

0.900



SECTION H

SAVI Data File Structure



SAVI Version 2.2 Data File Structure

This document specifies the format of the Physical Protection System (PPS) data files which
are used by the SAVI software, version 2.2. These files are both created and read by SAVI
and carry the MS-DOS filename extension 'ASD'. Data files with this extension are referred to
as ‘ASD files'. The data in ASD files are stored in a serial binary format, with the interpretation
of all information based upon the specific data type of each field; for example a string of single
byte ASCII characters or a two byte integer. Each data file is divided into two logical parts; the
PPS definition which contains all data specific to a facility security system, followed by the
vulnerability analysis results. If analysis results were not available at save time, this part does
not exist. The presence of the analysis results at the end of the file is indicated by a flag field
within the PPS definition part. The data fields are listed below in the order in which they are
stored in an ASD file. Information concerning interpretation of the content as well as
specification of the size of each field in bytes is included. The numeric data types Float and
Integer refer to the interpretation as defined by Microsoft C Version 4.0. The String type is an
array of single byte ASCII characters with a terminating null byte at the end of the string. The
null byte is included in the byte count.

Attached to this document are listings of the catalogs which define the SAVI Protection
Elements, Delay Components and Detection Components.

Field Field Name Byte Type Interpretation
Count Count
1 Version Number - 4 Float File Format Version # (ex: 2.2)
1 ASD Label - 49 String User specified label (ex: "Generic ASD")
5 Area Transit
Distance - 2 Integer Distance across each area in whole meters.

Range from 0 to 9999.

5 Area Type - 2 Integer Indicates whether vehicle traversal is possible
or not for the associated area. Vehicle
traversal is possible for Exterior areas only
which is indicated by an integer value of 1.
Interior areas are indicated by a 0 in this field.

5 Area Label - 28 2 Strings The first 14 bytes contain a string representing
the first line of text within the area label. The
second 14 bytes contain the second line of
text, (ex: 'Limited" followed by "Area")



Protection Element Structures

Fifty-six (56) Protection Element (PE) Structures follow. These structures represent the data
specific to each PE within the ASD. The PE structures are stored left to right across each layer
beginning with the top layer which leads from Offsite. There are five (5) protection layers with
eleven (11) PEs on each layer. The 56th PE corresponds to the Target Task PE which
permanently leads between the last area and the target.

Field Field Name  Byte Type Interpretation
Count Count
1 Present Flag - 2 Integer This field indicates whether or not this PE will

be included in vulnerability analysis. Note that
SAVI always maintains space for all 56 PEs
with associated data. This field is set TRUE
(integer value of 1) if the associated PE is
present and is set FALSE (0) if non-present.

1 PE Type - 2 Integer Number of the PE type from the PE catalog,
(ex: 1 - Personnel Portal)
4 Unused Field - 4 N/A Skip over these bytes when reading file.

Component Choice Structures

Twenty (20) component choice structures occur at this point within each PE structure. The
order corresponds to the order of the delay and detection components as specified in the PE
catalog. For example, the second delay component within a Vehicle Portal (PE Type 3) is the
'Input Vehicle Barrier'. If there are less than 20 delay or detection components for a particular
PE type, the extra data within the file should be ignored.

Field Field Name Byte Type Interpretation
Count Count
1 Delay
Component Choice 2 Integer This field indicates the choice for a particular

delay component. If the user has made no
choice then this field is set to Clear (integer
value of -1). If the user has chosen to directly
set a delay value then this field is set to Direct
(-2). Any other positive value corresponds to
the component choice within the delay
component catalog. Note that the first choice
in a list is choice 0. (ex: choice 2 for a 'Vehicle
Barrier' component is 'Concrete Median or
Ditch")
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1 Delay

Direct Setting - 4 Float
1 Panic Bar Setting - 2 Integer
1 Detection
Component Choice - 2 Integer
1 Detection
Direct Setting 4 Float
1 Unused Field - 2 N/A

End Component Choice Structures

Field Field Name Byte Type
Count Count
1 Input Area# - 2 Integer
1 Output Area# - 2 Integer
1 Transit Distance - 2 Integer

End Protection Element Structures

Direct setting of delay in whole seconds.
Range from 0 to 5999. This value is only used
when the corresponding choice is set to

Direct (-2).

Indicates for those components which are
panic bar capable, whether this instance allows
free passage on exit. This field is set TRUE (1)
if free passage is possible on exit and set
FALSE (0) otherwise. Components which are
panic bar capable are indicated as such in the
delay component catalog.

This field indicates the choice for a particular
detection component. If the user has made no
choice then this field is set to Clear (integer
value of -1). If the user has chosen to directly
set a detection value then this field is set to
Direct (-2). Any other positive value
corresponds to the component choice within
the detection component catalog. Note that
the first choice in a list is choice 0. (ex: choice 2
for a 'Door Position Monitor' component is
'Balanced Magnetic Switch')

Direct setting of probability of detection.
Range from 0.0 tol .0. This value is only used
when the corresponding choice is set to
Direct (-2).

Skip over these bytes when reading file.

Interpretation

Number of area which corresponding PE leads
from. Range from 0 to 5. Offsite area is
number 0.

Number of area which corresponding PE leads
to. Range from 1 to 6.

Distance across PE in whole meters. Range
from 0 to 9999.



Field Field Name Byte Type Interpretation
Count Count

5 Layer Bypass - 2 Integer Indicates whether the corresponding protection
layer contains any present PEs. TRUE (1) if no
PEs are present on a layer and FALSE (0)
otherwise.

1 Analysis Results
Follow - 2 integer Set TRUE if analysis results are present at the
end of this file. FALSE (0) if analysis results
were not appended.

10  Response Force
Time - 2 Integer Response Force Time (RFT) in whole seconds.
Range from 0 to 5999.

1# of Specified RFTs - 2 Integer Number of RFTs which are real within above
list. Range from 0 to 10. The specified RFTs
are at the beginning of the list. Note that the
RFTs increase from the smallest to the
largest in equal steps.

1 Unused Field - 4 N/A Skip over these bytes when reading file.

1 Threat Attributes
Set# - 2 Integer Number of selected set of Threat Attributes.
Range from 0 to 2. (ex: 0 corresponds to
'Outsiders with Metal /Explosives on Foot')

1 Threat Objective - 2 Integer Threat Objective setting. A setting of 0
corresponds to Entry Only Analysis, and 1
corresponds to Entry/Exit.

1 Threat Tactics - 2 Integer Threat Tactics setting. 0 indicates Force Only.
1 indicates Mixed Force/Deceit tactics.

Analysis Results begin here if previous 'Analysis Results Follow' field is set TRUE. Note that
twelve (12) bytes of workspace data appear at the beginning of the results data. These bytes
should be skipped when reading the file.

Field Field Name Byte Type Interpretation
Count Count
6 Work Space Field 2 Integer Skip over these bytes when reading file.
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The calculated most vulnerable paths through the ASD follow. This information is stored
unsorted within ten (10) path structures for each RFT in the range specified above. Therefore,
there are '# of Specified RFTs™10 path structures written here. The path ordering information
is stored in index structures which follow the path structures. It should be noted that although
ten path structures are stored for each specified RFT, some paths may be garbage data if
there are less than ten paths through the ASD for a given RFT. The number of path structures
which contain valid path data is determined from the '# of Valid Paths' field which also follows.

Begin Most Vulnerable Path Structures

Field Field Name  Byte Type Interpretation
Count Count

1 Probability of
Non-Detection - 4 Float Probability of Non-Detection of intruders of
specified Threat type up to and including the
critical detection point on path.

1 Time Remaining
after COP - 2 Integer Time remaining on path from CDP to goal.

1 CDP Node - 2 Integer Index of node in node list which CDP falls on.
Note that if this node is an area then the CDP
falls on the preceding PE on the path.

1 # of Nodes on Path - 2 Integer Number of nodes which exist on path.

25 Node Numbers - 2 Integer The encoded node numbers of all nodes which
appear on the path in order of traversal from
offsite to goal. Note that only the first '# of
Nodes on Path' values contain valid node
numbers.

The Node Numbering System is explained at
the end of this document.

25  Work Space Field 2 Integer  Skip over these bytes when reading file.

End Most Vulnerable Path Structures
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Ten (10) path sort index structures follow, Only the first ‘# of Specified RFTs' structures
contain real data.

Begin Path Sort Index Structures

Field
Count

10

End Path Sort Index Structures

Field
Count

10

Field Name

Path Index

Field Name

# of Valid Paths

Count

Byte
Count

2

Byte

4

Type

Integer

Type

Float

Interpretation

Index of Path in Path structure list sorted by
relative vulnerability. The most vulnerable path
is first. The primary criteria for the vulnerability
sort is by Probability of Interruption (P(l)) which
is the inverse of the non-detection probability
found in the path structures. The path with the
smallest P(l) is considered most vulnerable.
The Time Remaining on a path is used as a
secondary sort criteria for ordering paths with
equal P(I). Note that the number of paths in
the most vulnerable list for a given RFT may be
less than ten (10). If the '# of Valid Paths' field
which follows contains a value less than 10,
then this is the number of paths which are
sorted by this index structure. If the indicated
number of valid paths is greater than or equal
to ten (10) then all 10 paths in the path
structure list for the corresponding RFT are
valid.

Interpretation

Number of paths in the path structure list which
are valid for the corresponding RFT. Note that
only the first '# of Specified RFTs' values are
real.
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Ten (10) frequency distribution structures follow. This data includes the percentage
distribution of path vulnerabilities in bins of 0.05 probability points. There are ten (10)
distribution structures, although only the first '# of Specified RFTs' structures contain real data.

Begin Frequency Distribution Structures

Field Field Name Byte Type Interpretation
Count Count
20 Frequency Bin 4 Float Percentage of all paths which have a

Probability of Interruption (P(l)) within the
corresponding frequency bin. Note that the
first bin contains the percentage of paths which
have a P(l) between 0 and 0.05. The second
bin contains the percentage of paths which
have a P(l) between 0.05 and 0.10 and so on.

End Frequency Distribution Structures

Two analysis specific, SAVI worfc space bytes appear at the end of the file. These should be
ignored.

Field Field Name Byte Type Interpretation
Count Count
1 Work Space Field - 2 Integer Ignore these bytes at the end of the file.

Node Numbering System

Both Areas and PEs along a path are assigned a node number which is used to reference the
traversal of a path. The numbering system guarantees a unique number for each Area and
PE within an ASD. Areas are numbered from 0 beginning at offsite and increase in steps of
60; therefore, offsite is number 0, the next area is 60 followed by 120, 180 etc. PEs begin
numbering at one (1) greater than the preceding area number and increase by one (1), left to
right across the protection layer. PEs which may also be traversed by deceit (ie: marked
'Authorized Passage is Possible' within the PE catalog) are 'cloned' to model both force and
deceit traversal of these elements. The deceit clone node numbers are calculated by adding
25 to the base PE node number. For example: the node representing force traversal of the
first PE on the second layer of the ASD is always numbered 61; if this PE may also be
traversed using deceit tactics, then the node representing deceit traversal of this PE is 61+25 =
86. Attention must be paid to this numbering system to accurately indicate the elements and
areas which appear on a vulnerable path, as well as the intrusion tactics which apply.
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SAVI Protection Element Catalog

***** Protection Element #1 Specifications
PERSONNEL PORTAL : PER

Authorized Passage is Possible

Interior Element

Delay Component List

A) INPUT DOOR

B) INPUT SURFACE

) SECURITY INSPECTOR DELAY
) OUTPUT DOOR

) OUTPUT SURFACE

Detection Component List:
A) INPUT DOOR POSITION MONITOR
B) INPUT DOOR PENETRATION DETECTION
C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK
E) METAL DETECTION ON PERSON
F) EXPLOSIVES DETECTION ON PERSON
G) SNM DETECTION ON PERSON
H) PACKAGE SEARCH
I) SNM DETECTION IN PACKAGE
J) INTERIOR INTRUSION DETECTION
K) SECURITY INSPECTOR DETECTION
L) PERSONNEL DETECT DOOR INTRUSION
M) PERSONNEL DETECT SURFACE INTRUSION
N) OUTPUT DOOR POSITION MONITOR
O) OUTPUT DOOR PENETRATION DETECTION
P) OUTPUT SURFACE PENETRATION DETECTION
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**** Protection Element #2 Specifications
MATERIAL PORTAL : MAT

Authorized Passage is Possible

Interior Element

Delay Component List:

A) INPUT DOOR

B) INPUT SURFACE

C) SECURITY INSPECTOR DELAY
D) OUTPUT DOOR

E) OUTPUT SURFACE

Detection Component List

A) INPUT DOOR POSITION MONITOR

B) INPUT DOOR PENETRATION DETECTION

C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK

E) METAL DETECTION ON PERSON

F) EXPLOSIVES DETECTION ON PERSON

G) SNM DETECTION ON PERSON

H) PACKAGE SEARCH

I) SNM DETECTION IN PACKAGE

J) INTERIOR INTRUSION DETECTION

K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT DOOR INTRUSION

M) PERSONNEL DETECT SURFACE INTRUSION
N) OUTPUT DOOR POSITION MONITOR

O) OUTPUT DOOR PENETRATION DETECTION
P) OUTPUT SURFACE PENETRATION DETECTION



***** Protection Element #3 Specifications
VEHICLE PORTAL: VEH

Authorized Passage is Possible

Exterior Element

Delay Component List

A) INPUT GATE

B) INPUT VEHICLE BARRIER

) SECURITY INSPECTOR DELAY
) OUTPUT GATE

) OUTPUT VEHICLE BARRIER

Detection Component List:

A) INPUT GATE DETECTION

B) DETECTION BETWEEN GATES

C) IDENTITY CHECK

D) METAL DETECTION ON PERSON

E) EXPLOSIVES DETECTION ON PERSON
F) SNM DETECTION ON PERSON

G) PACKAGE SEARCH

H) SNM DETECTION IN PACKAGE

I) VEHICLE AND CARGO SEARCH

J) SNM DETECTION IN VEHICLE AND CARGO
K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT GATE INTRUSION
M) OUTPUT GATE DETECTION



***** Protection Element #4 Specifications
RAIL PORTAL : RAL

Authorized Passage is Possible

Exterior Element

Delay Component List
A) INPUT GATE
B) INPUT RAIL BARRIER
C) SECURITY INSPECTOR DELAY
D) OUTPUT GATE
E) OUTPUT RAIL BARRIER

Detection Component List:

A) INPUT GATE DETECTION
DETECTION BETWEEN GATES
IDENTITY CHECK
METAL DETECTION ON PERSON

SNM DETECTION ON PERSON
PACKAGE SEARCH
SNM DETECTION IN PACKAGE

H
[) VEHICLE AND CARGO SEARCH

B)
C)
D)
E) EXPLOSIVES DETECTION ON PERSON
F)
G)
)

J) SNM DETECTION IN VEHICLE AND CARGO

K) SECURITY INSPECTOR DETECTION

L) PERSONNEL DETECT GATE INTRUSION

M) OUTPUT GATE DETECTION
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***** Protection Element #5 Specifications
SHIPPING AREA: SHP

Authorized Passage is Possible

Interior Element

Delay Component List;

A) INPUT DOOR

B) INPUT VEHICLE BARRIER

C) INPUT SURFACE

D) SECURITY INSPECTOR DELAY
OUTPUT DOOR

OUTPUT VEHICLE BARRIER
OUTPUT SURFACE

E
F

G

~

Detection Component List:

A) INPUT DOOR POSITION MONITOR

B) INPUT DOOR PENETRATION DETECTION
C) INPUT SURFACE PENETRATION DETECTION
D) IDENTITY CHECK

E) METAL DETECTION ON PERSON

F) EXPLOSIVES DETECTION ON PERSON
G) SNM DETECTION ON PERSON

H) PACKAGE SEARCH

1)

K

L

PERSONNEL DETECT DOOR INTRUSION
PERSONNEL DETECT SURFACE INTRUSION
OUTPUT DOOR POSITION MONITOR

) OUTPUT DOOR PENETRATION DETECTION

) OUTPUT SURFACE PENETRATION DETECTION

)
) SECURITY INSPECTOR DETECTION
)
)
)



***** Protection Element #6 Specifications
ISOLATION ZONE : ISO
Exterior Element

Delay Component List
A) INPUT FENCE

B) INPUT VEHICLE BARRIER
C) INPUT BUILDING ROOF BARRIER
) SECURITY PATROL DELAY
OUTPUT FENCE

OUTPUT VEHICLE BARRIER
G)

OUTPUT BUILDING ROOF BARRIER

D
E)
F)

Detection Component List:

A) INPUT FENCE DETECTION

B) OUTPUT FENCE DETECTION

C) GROUND DETECTION

D) SECURITY PATROL DETECTION

E) INPUT ROOF FENCE DETECTION
F) OUTPUT ROOF FENCE DETECTION
G) BUILDING ROOF DETECTION

*eo*e* Protection Element #7 Specifications *****
EVACUATION SHELTER : EVC
Interior Element

Delay Component List
A) INPUT DOOR

B) INPUT SURFACE
C) OUTPUT DOOR

D) OUTPUT SURFACE

Detection Component List:
A) INPUT DOOR POSITION MONITOR
B) INPUT DOOR PENETRATION DETECTION
C) INPUT SURFACE PENETRATION DETECTION
D) PERSONNEL DETECT DOOR INTRUSION
E) PERSONNEL DETECT SURFACE INTRUSION
F) INTERIOR INTRUSION DETECTION
G) OUTPUT DOOR POSITION MONITOR
H) OUTPUT DOOR PENETRATION DETECTION
I) OUTPUT SURFACE PENETRATION DETECTION



***** Protection Element #8 Specifications
TUNNEL:TUN
Interior Element

Delay Component List
A) INPUT TUNNEL BARRIER
B) OUTPUT TUNNEL BARRIER

Detection Component List:

A) INPUT SURFACE PENETRATION DETECTION

B) INPUT PERSONNEL DETECT SURFACE INTRUSION
C) INTERIOR INTRUSION DETECTION

D) OUTPUT SURFACE PENETRATION DETECTION

E) OUTPUT PERSONNEL DETECT SURFACE INTRUSION

***** Protection Element #9 Specifications *****
SURFACE:SUR
Interior Element

Delay Component List

A) SURFACE DELAY STAGE !

B) SECURITY INSPECTOR DELAY
C) SURFACE DELAY STAGE 2

Detection Component List:

A) SURFACE PENETRATION DETECTION

B) PERSONNEL DETECT SURFACE INTRUSION
C) INTERIOR INTRUSION DETECTION

D) SECURITY INSPECTOR DETECTION



**o*e Protection Element #10 Specifications
DOOR:DOR

Authorized Passage is Possible

Interior Element

Delay Component List;
A) DOOR
B) SECURITY INSPECTOR DELAY

Detection Component List:

A) DOOR POSITION MONITOR

B) DOOR PENETRATION DETECTION
SECURITY INSPECTOR DETECTION
INTERIOR INTRUSION DETECTION

IDENTITY CHECK
METAL DETECTION ON PERSON

EXPLOSIVES DETECTION ON PERSON

H
[) SNM DETECTION ON PERSON
J) PACKAGE SEARCH

K) SNM DETECTION IN PACKAGE

**** Protection Element #11 Specifications
FENCE:FEN
Exterior Element

Delay Component List

A) FENCE

B) VEHICLE BARRIER

C) SECURITY PATROL DELAY

Detection Component List:

A) FENCE DETECTION

B) GROUND DETECTION

C) SECURITY PATROL DETECTION

)
C)
D)
E) PERSONNEL DETECT DOOR INTRUSION
F)
G)
)
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**** Protection Element #12 Specifications *****
GATE : GAT

Authorized Passage is Possible

Exterior Element

Delay Component List

A) GATE

B) VEHICLE BARRIER

C) SECURITY INSPECTOR DELAY

Detection Component List:

A) GATE DETECTION

B) GROUND DETECTION

) IDENTITY CHECK

) METAL DETECTION ON PERSON
EXPLOSIVES DETECTION ON PERSON
SNM DETECTION ON PERSON

) PACKAGE SEARCH

H) SNM DETECTION IN PACKAGE

I) VEHICLE AND CARGO SEARCH

J) SNM DETECTION IN VEHICLE AND CARGO
K) SECURITY INSPECTOR DETECTION

C
D
E)
F)
G

***** Protection Element #13 Specifications
HELICOPTER FLIGHT PATH : HEL
Exterior Element

This is the Helicopter Element

Delay Component List
A) HELICOPTER UNLOAD DELAY
B) HELICOPTER LOAD DELAY

Detection Component List:

A) HELICOPTER DETECTOR

B) PATROL DETECT HELICOPTER

C) PERSONNEL DETECT HELICOPTER

***** Protection Element #14 Specifications '
GENERIC PROTECTION ELEMENT : GEN
Interior Element

Delay Component List:
A) INPUT GENERIC DELAY
B) OUTPUT GENERIC DELAY

Detection Component List
A) INPUT GENERIC DETECTION
B) OUTPUT GENERIC DETECTION



“**** Protection Element #19 Specifications
TARGET TASK : TSK
Interior Element

Delay Component List;
A) TARGET TASK DELAY
B) SECURITY INSPECTOR DELAY

Detection Component List

A) TARGET TASK DETECTION -

B) TWO-PERSON RULE DETECTION
C) INTERIOR INTRUSION DETECTION
D) SECURITY INSPECTOR DETECTION



SAVI Delay Component Catalog

***** Delay Component #0 Specifications
GENERIC DELAY

Panic Bar Capable

a) No Delay

***** Delay Component #1 Specifications
DOOR

Panic Bar Capable

a) Door Not Locked

b) Key/Combination Available

c) Hollow Core Metal

d) Vehicle Rollup + 16 Gauge Metal
e) Turnstile - Floor to Ceiling

f) 1/2" Steel Plate

g) 1" Steel Plate

h) Vault - Class V or VI

i) Special Door

eeeee Delay Component #2 Specifications
SURFACE

a) Open Port

) Unbarred Window

c) Vent, Port, Duct: Standard Louvers
d) Vent, Port, Duct: Heavy Grid

e) Vent, Port, Duct: Diffusers

f

g) 4" Concrete

h) 16 Gauge Metal

i) 4" Concrete w/ Rebar
j) 8" Concrete w/ Rebar
k) 2’ Earth

***** Delay Component #3 Specifications
GATE

a) Gate Not Locked

b) Key/Combination Available

c) Gate Locked*****

***** Delay Component #4 Specifications
VEHICLE BARRIER

Panic Bar Capable

a) No Vehicle Barrier

b) Aircraft Cable

c) Concrete Median or Ditch



*kkkk

***** Delay Component #5 Specifications
SECURITY INSPECTOR DELAY

a) No Inspector

b) Unprotected Inspector

c) Protected Inspector

d) Inspector in Hardened Position

***** Delay Component #6 Specifications *****
RAIL BARRIER

Panic Bar Capable

a) No Rail Barrier

b) Concrete Median or Ditch

c) Railcar Barrier

***x* Delay Component #7 Specifications *****
HELICOPTER UNLOAD DELAY
a) No Delay

***** Delay Component #8 Specifications *****
FENCE

a) No Fence

b) 8' Chain Link Fence w/ Outriggers

***** Delay Component #9 Specifications *****
BUILDING ROOF BARRIER

a) No Building Spans Isolation Zone

b) No Building Roof Barrier

c) 8' Chain Link Fence w/ Outriggers*****

***** Delay Component #10 Specifications ****
SURFACE DELAY STAGE 1

a) Open Port

b) Unbarred Window

c) Vent, Port, Duct: Standard Louvers
d) Vent, Port, Duct: Heavy Grid

e) Vent, Port, Duct: Diffusers

f) 4" Framed w/ Sheetrock

g) 4" Concrete

h) 16 Gauge Metal

i) 4* Concrete w/ Rebar

j) 8" Concrete w/ Rebar

k) 12" Concrete w/ Rebar

L) 18" Concrete w/ Rebar

m) 24" Concrete w/ Rebar

s) 10' Earth



**** Delay Component #11 Specifications
SURFACE DELAY STAGE 2

a) Open Port

b) Unbarred Window

c) Vent, Port, Duct: Standard Louvers

d) Vent, Port, Duct: Heavy Grid

e) Vent, Port, Duct: Diffusers

f) 4* Framed w/ Sheetrock

g) 4* Concrete

h) 16 Gauge Metal

i) 4* Concrete w/ Rebar

j) 8" Concrete w/ Rebar

) 12* Concrete w/ Rebar

L) 18* Concrete w/ Rebar

m) 24* Concrete w/ Rebar

n) 36" Concrete w/ Rebar
0) 2* Earth
p) 3' Earth
q) 4' Earth
r) 6 Earth
s) 10' Earth

***** Delay Component #12 Specifications
TUNNEL BARRIER
a) Open Tunnel

)

) Heavy Grid
) Diffusers
) Fence

g) 16 Gauge Metal
h) 4* Concrete w/ Rebar
i) 8 Concrete w/ Rebar

***** Delay Component #13 Specifications
TARGET TASK DELAY
a) No Delay

***** Delay Component #14 Specifications
SECURITY PATROL DELAY

a) No Patrol

b) Unprotected Patrol

c) Protected Patrol

d) Inspectors in Tower

e) Inspectors in Hardened Position*****

***** Delay Component #15 Specifications
HELICOPTER LOAD DELAY
a)No Delay



SAVI Detection Component Catalog

*kkkk

Detection Component #0 Specifications
GENERIC DETECTION
a) Zero Detection Probability
***x* Detection Component #1 Specifications *****
DOOR POSITION MONITOR
a) No Monitor
b) Monitor Turned Off
¢) Balanced Magnetic Switch
***** Detection Component #2 Specifications *****
DOOR PENETRATION DETECTION
a) No Sensor
b) Sensor Turned Off
c) Grid Mesh
*x*** Detection Component #3 Specifications *****
INTERIOR INTRUSION DETECTION
a) No Sensors
b) Sensors Turned Off
c) Single Motion Sensor
d) Complementary Motion Sensors
*x*** Detection Component #4 Specifications *****
PERSONNEL DETECT DOOR INTRUSION
a) Zero Probability
b) Fair Probability
¢) Good Probability
d) Excellent Probability
wx*** Detection Component #5 Specifications *****
SECURITY INSPECTOR DETECTION
a) No Inspector
b) Inspector w/o Duress Alarm
¢) Inspector w/ Duress Alarm
d) Protected Inspector w/ Alarm
***** Detection Component #6 Specifications *****
SURFACE PENETRATION DETECTION
a) No Sensor
b) Sensor Turned Off
c) Capacitance Sensor
d) Vibration Sensor
e) Grid Mesh
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***** Detection Component #7 Specifications
PERSONNEL DETECT SURFACE INTRUSION
a) Zero Probability
b) Fair Probability
c) Good Probability
d) Excellent Probability
***x* Detection Component #8 Specifications *****
IDENTITY CHECK
a) Personnel Not Allowed Through
b) No ID Check
) Picture Badge - Take Home
) Picture Badge - Exchange
) Hand Geometry Check
f) Eye Retina Scan

c
d
e

*kkkk

***** Detection Component #9 Specifications
EXPLOSIVES DETECTION ON PERSON

a) No Explosives Check

b) Vapor Collection

c) Trained Dog

d) Rigorous Patdown Search

**e*s Detection Component #10 Specifications ****
METAL DETECTION ON PERSON

a) No Metal Detector

b) Good Detector

c) Excellent Detector

***** Detection Component #11 Specifications ***'
PACKAGE SEARCH

a) Packages Not Allowed Through

b) Packages Allowed - No Search

c) Visual Check

d) Vapor Collection

e) Trained Dog

f) X-RAY - Metal Only

g) Excellent Metal Detector

h) Rigorous Package Search

***** Detection Component #12 Specifications ****
SNM DETECTION ON PERSON

SNM Detector

a) No SNM Detector

b) SNM Detector w/o Metal Detector

c) Fair SNM Detector

d) Good SNM Detector

e) Excellent SNM Detector
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***** Detection Component #13 Specifications *****
SNM DETECTION IN PACKAGE

SNM Detector

a) No SNM Detector

b) SNM Detector w/o Metal Detector

c¢) Fair SNM Detector

d) Good SNM Detector

e) Excellent SNM Detector

***** Detection Component #14 Spopifications *****
SNM DETECTION IN VEHICLE AND CARGO
SNM Detector

a) No SNM Detector

b) SNM Detector w/o Metal Detector

c) Fair SNM Detector

d) Good SNM Detector

e) Excellent SNM Detector

***x* Detection Component #15 Specifications *****
HELICOPTER DETECTOR

a) No Detector

b) Fair Detector

c¢) Good Detector

d) Excellent Detector

=+ Detection Component #16 Specifications *****
PATROL DETECT HELICOPTER

a) Zero Probability

b) Fair Probability

¢) Good Probability

d) Excellent Probability

***** Detection Component #17 Specifications *****
PERSONNEL DETECT HELICOPTER

a) Zero Probability

b) Fair Probability

c) Good Probability

d) Excellent Probability

*xx* Detection Component #18 Specifications *****
FENCE DETECTION

a) No Sensors

b) Sensors Turned Off

c) Fence Intrusion Sensors
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***x* Detection Component #19 Specifications
DETECTION BETWEEN GATES
a) No Sensors
b) Sensors Turned Off
c) Single Sensor - Not on Fence
d) Multiple Sensors
e) Complementary Sensors
***** Detection Component #20 Specifications *****
VEHICLE AND CARGO SEARCH
a) Vehicles Not Allowed Through
b) No Contraband Check
Visual Check
Vapor Collection
Trained Dog
Rigorous Vehicle Inspection
g) Rigorous Cargo Search

c
d
e

~— ~— — —

*kkkk

***** Detection Component #21 Specifications
GROUND DETECTION
a) No Sensors
b) Sensors Turned Off
c) Single Sensor - Not on Fence
d) Multiple Sensors
e) Complementary Sensors
=+ Detection Component #22 Specifications *****
SECURITY PATROL DETECTION
a) No Patrol
b) Patrol w/o Duress Alarm
c) Patrol w/ Duress Alarm
d) Inspector in Tower w/ Duress Alarm
***** Detection Component #23 Specifications *****
NOT USED
***** Detection Component #24 Specifications *****
BUILDING ROOF DETECTION
a) No Building Spans Isolation Zone
b) No Sensors
c) Sensors Turned Off
d) Single Sensor - Not on Fence
e) Multiple Sensors
f) Complementary Sensors
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#xx Detection Component #25 Specifications *##**
TARGET TASK DETECTION

a) No Detector

b) Detector Turned Off

¢) Fair Integrity Monitor

d) Fair Presence Monitor

e) Good Integrity Monitor

f) Good Presence Monitor

g) Excellent Integrity Monitor

h) Excellent Presence Monitor

#xxx Detection Component #26 Specifications **¥#*
TWO-PERSON RULE DETECTION

a) No Two-Person Rule

b) Casual Observation

¢) Dedicated Observation w/ Alarm

d) Protected Dedicated Obsv. w/ Alarm

**o*e Detection Component #27 Specifications *****
NOT USED

#xxx Detection Component #28 Specifications *#***
PERSONNEL DETECT GATE INTRUSION

a) Zero Probability

b) Fair Probability

¢) Good Probability

d) Excellent Probability

#xxx Detection Component #29 Specifications *###*
ROOF FENCE DETECTION

a) No Building Spans Isolation Zone

b) No Sensors

¢) Sensors Turned Off

d) Fence Intrusion Sensors

#xxx Detection Component #30 Specifications **¥**
GATE DETECTION

a) No Sensor

b) Sensor Turned Off

¢) Gate Intrusion Sensor
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