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1. xunmnncK

1.1 m this paper we -fflpnrLfy the procadural 
requirements which vculd have ho he sec In oroer 
ifraf facility qperatOEB could onnpTeta ccne of 
ti« seal procedures nonaally per fanned fcy _ca 
inspector, tbese&y reducing the damxifls for 
Inspector peesmee at certain crucial tires. 
The most often Quoted exaaple is Ct» possihiI±ty 
that, where nBtarial is transferred imder /pency 
seal, it nay sot be necessary for an inspector 
to be present to rsverxgy the seel on errival at 
the receiving facility if a VACOSS type 
ai^g«.rr>ift seal is used to reuurd the date end 
time of seal tssoval. Although other possible 
opportunities SEy exist thxoupxxrt the fuel 
cycle for operator use of Agency seals, cnly 
situations related to materiel sh^pnenfs are 
emsideted here.

1.2 In principle, operator involvement in seal
procedures might arise in two weys, either by 
cppLying seals >&icii are later verified by an 
inspector or by removing seals which bad been 
applied by an inspector. Both options are 
considered in relation to the safeguards 
requirement of timely verlficaticn. The direct 
benefits fcoa hauing fedlity operators involved 
in Agency seal posooedures can only rriate to 
matters of efficiency (i.e. to resource 
savings). To determine the extent of t±ie 
resource savings requires lAant-ifirvHm at. end 
detailed lenewledge of, those applications wtere 
the invol’i^aent of fecility mjtfit be

Thus this study is restricted to 
an ocaninstiai of t±e tprhnlcel requirenents to 
be met if it Is proposed that facility operators 
amitd be involved in fqary seal procedures. 
The alternatives of seal applicacioa by an 
irL^pprtpr aoi seal acpUcatlrn by the cpFg:aftQr 
are note being considered in turn.

2. TOANEF2S GF NDCIfAR HASERIAZ, tMTEl itSHS

A Asolication bv Trsceet"*- fin* Beaoval bv
Oogrator

2.1 m this option the inspector applies a seal 
before the idiirper transfers the item. As part

of the agreed routine procedure, the receiver 
may remove the seal on receipt of the 
transferred item, in the absence of an 
Inspector. The possibility of the receiver 
having to rerofe the seal under exEeptamal 
circumstances vfcm normally be wait imrn
an inspector bad routinely verified the <^1 is 
sot considered under this cptim.. Ihe procedure 
is sbeui scbenscically in Zlgure 1.

2.2 At A. a convenient time prior to the 
transfer, the material is verified and placed 
under seal by the inspector. ££ the material 
remains with, the shipper for at least one 
ttunel iness parind thm at B the seel will have 
to be reverified. At c. the sealed wrt-prlal has 
been received by the operator vfco -■avn'id wish, to 
satisfy himself, to the extent possible, that 
the seal is correctly artyrbpd and Intact. A£ 
C, which my be concurrent with C the eperator 
xeaoves the seal In order to gain access to the 
sealed material. At E. the inspector verifies 
the seal data to ccnfisa the ev«t at D. (If 
agpeepriata he may reveri^’ the nuclear tret-cTn ai, 
as well), ideally the tome betweai B s E should 
not exceed cne i-imoHiwa. period but safifiT has 
advised that sane relaxation of this critenLoo 
should be acceptable to taAe into account 
reasonable transport times for the transfers.

2.3 The safeguards acceptability of arh a 
Bdyap requires that the 2q&xy have mnrirarity 
of knowLoige thnativair. the steps A-D (and, 
either fiarther untinuity of knowledge from. D to 
B, or the capability to gain adequate assurance 
of non-diversion through the material 
xevenificacim at 2}. Each of these three steps 
is now considered separately.

a(i) OarrlnitLty of Rxiwledae through. A to D

2.4 The fendaniHtiral requiraaects for continuity 
of safeguards know''edge are that identity and 
Integrity of the seal are n^int^-imori end that 
the idesit±ty. end integrity of the ccnteinment 
(i.e. the shisgting ceik) are also itnintained. 
dearly there is no ooutinuity of knowledge as %
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far as Che Agsocy Is crarggaaJ nn1>q{ tbs 
iaspecoor ac E is satlsgad tuac tba data tsaa 
the Mtal aeoflsns •tfwt seal has
not baea tflmEsa:ed with during this pesiod*. 
Furthstmore, the soal data mist also mn-Hint 
that tba anal tcs nipTi«^ and xmaoved at the 
t±n»s stared by the inspector ac A aid the 
crwadtjur at fi and that no other 'manes' wre 
zecarded by tte seal be&esn t±osa times, lb 

.ccnplete the assurance, the inspector 
have the opportunity to verify the integrity of 
the shirsdng container.

2.5 If neUanos is ts be placed m the swnTing 
system., the retrospective assurance of 
omrhurity of tacwOedge up to D as_ vigwed by the 
inspector at S is provided by an effective 
ie»a7 systsoi and s^tisfectory contTrinmeat, 
both of ihidi need to be verifiable at E with a 
conclusive positive outcane. Methods of 
achieving this onnirinuly of identity of the 
shipping fiimrftirntT- in. order to verify its 
integrity at E are considered below.

a(ii) Period D to E
2.6 C/S cont.lrarity is required feen the time 
the eperator has renoved the seal 19 to the time 
vfcen zevezificaticn or remsasursmset is carried 
cut. A dLversim saavarlo nFftlng use cf a dunay 
cask has bear propounded. This involves a 
possible disennt-i rarity of the C/S assurance at 0 
there the receiving eperator teznves the Agexy 
seal ften. the iraxnrtng shipping cask. - The 
diversion procedure Is for an undeclared 
’ideitical' cask to be Intrcdtoed into the field 
of view of the receipt area surveillance systea, 
Whilst the eperator resrves the Agency seal feta 
the declared ontainer airsf.dr cf the field of 
■view. simnl tenuously, dranmy seal reneval 
activities ere performed in the field of vimr 
and the correct Agency seal is introduced into 
these activities as qiicicly as possible.

2.7 Where such a diversion scenario is 
credible, it is essential to maintain mit -irajity 
of C/S ksevdedge of the derlared cask in the 
receipt area. In. the ahserne of an inspector 
there are in principle two possible methods to 
achieve this continuity; by continuity of 
knowledge of the InrerTim of the Agency seal up 
to the gqnent of its reicval within the field cf 
view of the surveillance system** or by 
assurance of the IdaoCLty of the spaled shipping 
cask. Assurance of identity of the cask 
requires that it has a unique Identity and that

* It is inevitable that a suitable seal tor the 
functions t^wg- r«m«ri Atoned In tbi V «wvty TTiiyr 
tSipabLe of stfring date and time intonxethun, on 
seal 'mates' and 'breaks'. AH retoreoces to 
seals will' imply this capability unless 
otherwise stated.
** It is the loss of the ooudnuity of knofledpe 
of the locaticc of the seal vfcich fivhles an 
undeclared substitute cask to be •tut rryfry*^ -trim 
the receipt: area.

toe identity is verified prior ts removal of the 
cask from the surveillance coverage, nireg two 
irranlWItries are now rragii^yuflfl s^mrecely.

a(iii) Seal f4r7mrtr<n

2.8 Assurance of the seal identity and 
integrity rag,tires seme conxearative evix^sce 
that the vasifi ration refers to the relevant 
seal on the declared cask in its declared 
lecaticn in the receipt area. It has beat 
suggested that the corroborative evii^xe could 
be generatedby having the seal identifier and 
(fete/titte data superiiiposed oa. the surveillance 
data. This could be done by Unirfnj the two 
devices hnaediBCely prior to removal of the
and aslntoining thap link the
been removed so the status rh”nsp of the 
seal is also superimposed cn. the surveillance 
data. WttfflFil surveillance procedures would 
be used to provide continuity of assurance. 
This procedure is the principle of the 
TOCQSS/KIVS inlwrfdce.

2.9 toe basic necessary specification tor such
an lni'er "geing cm be ident-ina* fairly readily, 
toe todli^ operator requires assurance that 
the intertoce is correctly, toe
eperator would be expected to demand that: the 
interfacing procedure required the minimum, 
complexity- end made limited dmimid in terns of 
skills- cn the other hand he would need to have 
unambiguous assurance that the interface 
Ctonecdm had been correctly made and the 
Interrogation/data transfer from seal to 
surveillance equipment hod been completed 
snti.vffectorPy. toe cy^rTtnr would also want to 
satisQ- himself that_ the seel cn the received 
cask hod been correctly attached and ves intoct. 
Therefore, it could be argued that the seal 
status data should be .made' accessible to the 
operator (in read-only form] the
Interfiling period. From the safeguards point, 
cf view it is essential that only the seal cn 
the cask in the field of view can be interi^oyt
and furtherance that the surveillance is 'not
aisled' to indirato this to be the case when in 
fact the linking is with the correct seal vhich 
is located outside of the field of vis*. 
Furthesaore the hrpli raticos of a system failure 
need to be uaderstood by end be acceptable to 
both the cpfftrft nr and the Agency.

e(iv] Shipping- Cask Identification

2.10 Two reasons justify the need tor an 
inspector to hove a high assurance that the 
shipping cask detected by the receipt area 
surveillance systea is the cask declared by the 
eperator. Firstly, at S the Inspector needs to 
verify the integrity of the shipping cask as 
well as verifying the mnoued seel, dearly 
this can cnly be thieved if inspector 
visits the facility before the cask is epened 
(or before it is transferred out of the facility 
again]. SPOmrfly. vertfiraHon of the identity 
of the tfriraring cask detested by surwiHlance at
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racelpt asst togettiHr with aval vdCLcadjcs 
«ould provid* adequate \«rificatica of tiw 
eoperacor's daclaratlon. ihiB cam coly be 
adiieved IS t&e Inspector nakes a 'visit: beiore 
the cask Is trsusfisrred cut of the fedlity.

2.11 TMo obvious zecsziEisieots ere t£sc the
AhtraJng cask bee a uaixpie identity (or et least 
^wi provide a txigh rhaw- its identity
is as declared by the operator) aad that 
gjii.irnjity of surveillance is Beintalned Cron, 
tine oC seal resrol to time of jnspectian. If 
the interfacing between the seal and 
surveillance systan is successfidly inplsosnsd 
as curl^ned in paragratfi 2.8 - 2.9 then the seel 
Identrt fisr should adequately seat the cask 
identifier requirement. Ecwevar if the 
interfacing systeo. does sot functicn ecc^t^ly 
it will be necessary to use cask
Which, are capable of fulfi'* l'ling this functiai.

2.12 An cbvious tecbciczil snlTirirn could be a
'seal' attached to the cask by the inspector 
prior to gh-ipraif. in such a way that it does not 
seal the cask but is attached as an identifier. 
There would be no need for the eperator to have 
erress to this identifier. Provided .that the 
identifier is no sore vulnerable than the seal 
there should be no significant npriugeirn in the 
levels of assurance of nco-diversim from, tbe 
systan. if both, devices are correctly installed. 
Such, a system places no additional 
gespmsihni,rifts upon the operator shove the 
need to remove the seal frem the cask in the 
routine way and to ensure that the cask resins 
under surveillance i identity
<i-nfa<niiiMiit are vetified. by an inspector.
'seal* functions purely as an indeganrtpnt and 
unique IfrnHgijgr of the cask, ensuring that 
declared cask ves in the field of view of the 
surveillance systea.

2.13 In ccoduslcn; in order that the Agexy 
have high assurance that the eperator has 
reroved the correct seal frm the corract cask 
at the declared rime, it is essential that:

1) if a seaL/vldeo interface is used, coly the 
Seal within the field of viav of the CCJV 
can he <.t»u wcted to the interface; or

ii) the identity of the cask within the field 
of view of the COV needs to be verifiable aod 
cenrinuity c£ kncwledga of the locarim of 
cask is reqpized frm the rime of seal zeneval 
until it is verified by an inspector;

iii) these the seal/video interface is used, 
its ^aciticatlan should make allowance for the 
fact that the facility operator requires 
assurance that the interface is Smcricring 
ourractly md that the tapfl 1 fattens of a system 
failure are understood md are nrrvp-zMm xo 
both the eperator and the Agency.

these three points are considered to be 
fundamental to the acceptance of tbe principle
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of having facility operators move Agmcy ««g.Tg 
cn in-ooning ^•?nylrig casks. The first two 
paints esa be sumBrised as:aiLy the declared 
seal can be epened, after vfeich. cenrinuity of 
kncWlecige of die unsealed cask is required imt-n 
an inspector has 'wrlfied the seal, the cask 
Inwntory and the cask integrity.

B. »iTVH<-ait-<aa bv the Ooerarcr nine agnoval bv

2.14 By & sim'.lar st^-by stq? analysis of the 
tfrlpnpnr process we have identified two cases 
v&ich need to he rmsideren: Case 1, where the 
eperator has sealed the cask p^nr to en 
inspector having made a timely verification of 
its'contests; Case 2, there verificarinu was 
made by an inspector but for cperatlonal reasons 
the. shipper wished to have the cask unsealed 
until sore time after the inspection had been 
&ede.

2h case 1 we conclude, if tte cask is 
sealed by the operator prior to inventory 
verificarim, it is •gganMwT that:

i) the eperator should use the seal/video 
interface >hes snaling the g^n'^p-t-ng cask. He 
msy apply it to either the seal or tte cask 
identifier if cee is fitted; and
ii) an inspector should verify that the seal 
had been applied correctly before the seal is 
removed at the receiving facility;
ill} if the cask is not to be unii-odud at the 
time the seal is verified, the unseal pd cask 
should be kept under effective C/S until the 
inspectorate have the opportunity- to verity its 
Inventjciry;
iv) whei the seal/video interface is used, cnly 
the seal (orideitifier) within the field of 
view of the CCXV caoeza can be ccxxceeted to the 
interface.

m case 2 we conclude, if the cask 
inventory is verified by an inspector but not 
immediately -^tigd, it is essential that:

1) the shipping cask rerains under effective 
surveillance between, the rime of inventory 
verificarim and the appllcarim of the seal by 
the operator;
ii) there a tmiiyi* identifier is available on 
the cask, this should be verified by tbe 
inspector at the time of pre-garment invfcmtory 
wrificarim;
iii) the eperator makes use of a seal/video
interface tom the cask cnly if there is
as unique asA identifier;
lv) these the seal/video is tiacd,
cnly the seel (or identifier) within tbe field 
of view of the CQv cprnrae on be comeeted to 
the interface;
v) an inspector ties that tbe seel has been 
wnVUfld correctly before tbe seal is removed at 
the receiving facility.
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3. n|grig<rrcw ev tee PSTJCftTICKS CF CPESttSCR

3.1. It Is me tb* ini wril.-1.cn In t±ds pepsr to 
actempt to dazesaSnB tbe benefit of hivlo?apply or resove Acsrxy aaaJs- 
Cleirly tbe notiLvetion for pursuing such 
procedures is to reduce the need for inspector 
pn^eowr^ at 'fwrrjgod to nllQfcf the CPeSSCOr 
gzBater r i'» »*i m of cytuations by nFrtring him Bore 
independent of the need, to ba/M inspectors 
prucynr at cdcioil times* It is paxtyWe that 
the benefits (end costs) will be

it has been essaand. hers 
that tbe merits of the pmpusal ha^ justified 
the need for the implications to be 
investigated- It has been stem that, in order 
tz> -twpTmRnr. the pccposals. certain procedures 
fPd technological requiremmts have to be 
observed so as not to reduce the level of 
safeguards effectiveness from the present 
standards.

3.2. The key factors arising in the analysis 
are:

- in rn'nHptft there are situations there it 
nhnild be acoESrtzble to permit eperator* to 
eicher apply Agency seals provided that an 
•tn^'cr-rnT- is to verify correct applicatim 
prior to thr-l-- renoval or for eperaters to 
rmeve which have previously besa agpliad 
by an inspector;

- jq effective seal/video haterfsce will be 
regmred in order to ribiTte to the assurance 
rh?r. tie operators' actions were correct and ’as 
declared by the operator’;

- a seal /video interface would have to be 
*«*gna* in such a >ey that cnly the seal within 
the TV fieid-of-viarf could be attached to that 
interfere;

- under some circumstances unambiguous 
idmTiflcaticn of the declared whipping- egg^ is 
regrired in addltim to the seal identity and 
status.

3.3 Faults may arise as a rr"Sf!rjierv~e of faulty 
equipment. The latter could be tbe result of 
deliberate cr accidental actions by either the 
shipper or the receiver or during- rrrmtfjn The 
possibility of incorrect procedures by an 
inspector should not be overlccked. an-wraigh ace 
would expect this to be a rare occurxeme.

3.4. Follow-up procedures following the
discovery of procedural cr technical fwnii-g win 
be required and they will very rawh cm
the nature of the anoiBly. a \accss-type seal 
and the MIVS may be to provide
itif»nnrai-i<*i cm the t-imipg of event which 
caused the euanaly. If this is the case, thm 
the pursuit of assurance of nenrdiversian. mgy be 
directed to a limited number of local 
icwntTories. loss of continuity of toowledge 
during transit raises the issue of diversicn. 
(wmi substitutdcxi) frem that mntp-rial in. the 
KK-ipping- cask and also the possibility of the 
'borrowing scenario' to teaporarUy ooncesl 
diversicn fra* other inventories.

3.5. The impLicatims of accidental failures of 
the seal Interfece procedure or of the seal. 
in-gt-anwi-im will require serious ccnsideratdm 
when evaluating the benefits and costs o£ 
negotiating agxaHDents to allow operators to 
aepLy or renove jgeocy seals-
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Figure 1: Basic Features of Shipment Operations


