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Introduction 

Industrial-type programmable controllers offer significant 
advantages in cost, size, adaptability and maintainability 
over conventional relay-based interlock systems, especially 
lor large experiments such as MFTF-B. These advantages 
can be easily exploited to achieve an even higher degree of 
safety and reliability than is usually practicable with 
discrete relays alone. For example: 

1. Construction is modular. New modules and accessories 
can be added, substituted or deleted as needs change. 
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srpiiate EnonilaNnj; systera smrh as CAM AC. 

Even with these great .pole nj ia^antigei, 'catefu'l 
attention rr.ust still be paid to . iTaspects o! the system 
desifeii in order that the system will actually achieve and 
maintain the leve] ol performance of which it is capable. 

The purpose of this piper is to highlight the most significant 
insights and lessons-learned to date from the application of 
programmable controllers in the Ml" "F-B Personnel Salety 
and Interlocks system. Specilic real. nd potential problems 
recognized during the design proce: s as well as those 
discovered during the initial stages o! »sting and operation 
are presented along with their respec e solutions in both 
hardware and software. 

The following overview of the MFTF-B Personnel Safety and 
Interlocks System is provided to facilitate discussion of the 
specific problems and solutions which follow. 

System Overview 

The Personnel Safety and Interlocks System now being 
designed and installed in MFTF-B is illustrated in Figure I. 
The logic for all personnel salety interlocking and warning 
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Figure 1. Personnel Safety and Interlocks System for MFTF-B. 
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c i i"i»;*ra<iiras>ic,;-^ ••oyipwent « j j | be n.onitcred as 
citzs'ii a* p:n»iiKe sn order to minimize rhe possibility of 
L^cxTtzi system operation. This approach also minimizes 
trie nerd to bypass an interlock because most o l the 
»-iarrr.«ioB necessary to determine the safety of a 
p a n i o i a r operation » i l l be available in * e controller logic, 
or in the safety logic o ! the individual subsystems 
themselves. 

Control outputs of the system are of ihree basic types 

1. Permissive signals to the controls for systems which 
produce personnel hazards such as high voltage, 
raciation, e t c 
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JroiTi i t * u l r l y system f«i>Jfiipllrr» to (irodiKP €c!jr 
(rapWrs an>1 l r » i <3»»>)*ys at the roMrol roam of«rf'i"n"J' 
conwles, LonttlUtin) o ! the ir.teflare toet»*er. the 
controllers aTri the mj in control system computers will 
begin in early calendar 11IV. 

A high degree of faihsafe reliability for the system is 
attained by augmenting the protective features intrinsic to 
each controller with those provided by a small amount of 
external support hardware and the corresponding additional 
controller programming. The basic hardware configuration 
is illustrated in Figure 2. The principal elements are the 
Input Test Relay, the Watchdog Timer and the Safety 
Backup Relay. Especially note that safety permissives, and 
also the more important warning device control signals 
though not shown, are supervised by individual, dedicated 
inputs. The need for and function of these elements is 
discussed in the following section. 

Dtta link ID main control >— 
systflfli compultn / 

Protrimnwbl* control)* 
miinlramt 

D i l l link to 
proorammtr/monitor 

terminal 

Control and data 

1 
Common Syntm 

monitor 
I/O 

Pulse 
resat 

r 
28Vdc 

K/--Q 
1 — » —, 

Input test 
relay 

,. , 

Watchdog 
timer 

Common 

"He, 
-C4-

A+ 
Safety 

backup relay 

Ptrmi»ivt 
outputs 

$ 

Relay or optical 
isolation at 

receiving system 
inputs r 

28Vdc 

Figure 2. Programmable Controller and Principal Supporting Hardware. 
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•••"I'irtnjj timer. ^V*: , ;T I« shit Tcibuit c.>r,5.t!.or»<,',«% the 
i.-.T'tT.";>j- (nj»:rilT*':;» acK-s, h»»p TMi'mi siMtt;" m Hi S»i)ue 
ivs>Ti , - f capitei ' . t in utiirJh tv.un fee (juarJesS fhnau£h the 
o.«- cH p»tptr.»l i^.-virt h*n!»*rp. 

Cbe o r i l prowunent Mind spot i t the inabilit} of the 
n i s l n m r to detect failures or malfunctions on the 
"S»e:eh*iSe'" o l its l]0 modules. For exan-.ple, #ie 
©-jrpi.-t-lype modules supplied by Gould (or the model 514 
are topical of l i e industry in that they do not contain 
i-.terna] circuivy to monitor fee failure o! the output 
contra! device. The control device is a power transistor in 
DC-type modules, and a triac in AC-type modules. Small, 
litfit-duty relays are also used in some module styles. 
These device-types are notorious for failing in a "shorted" 
mode, which generally is not a fail-safe condition. A 
similar blind-^wt exists for input-type modules. Because 
the design of both the input and output stages is 
non-redundant (also typical), the failure of a single 
component could result in a potentially unsafe condition if 
compensating measures are not designed into the system. 

Solution: These blind 3>ots are countered in the 
MFl'F-B Personnel Safety and Interlocks System as follows 

1. Dedicated input modules were added to supervise all 
critical output signals such as safety permissives. 
Additional logic within the controller compares the 
ordered and the observed state of each supervised 
output point. If a miscompare exists for a longer time 
than required for a state change to register, the 
controller's User Program lets i t own fatal error flag. 
All such flags cause the safety backup relay, which is 
physically part of the external watchdog timer, to 
drop-out and remove power from the permissive 
outputs. A similar response will occur if the controller 
stops scanning for any reason because the external 
watchdog timer requires a pulsed reset signal. Upon loss 
of these safety permissives, all hazard-generating 
systems respond by going to their respective 
least-hazardous states. 

2. An "input test relay" was added to permit the controller 
to periodically interrupt the contact-sensing current 
supplied to each discrete-type input module. While 
current is interrupted, which lasts several hundred 
milliseconds, the controller's user program checks for 
any inputs which remain "on". All inputs should register 
as "off" because the style of modules being used requires 
current flow for the "on" state. If any "on" states are 
discovered, the program sets a fatal error flag and ail 
safety permissives are removed, as described above. To 
prevent disruption of outputs during this test, the 
program temporarily suspends performing of other 
control or test logic, and also the logic which updates 
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»*'!«': * V ijn« ;M'."<3*i'!i * I , H « T I !.>I vtr W.t'34 "t* 
IVn>i r i r ] >*!<iv *nfl a .Jt i . :**!* ii.i;^v,:ilri» 'Hfitsii *!'n'i> 
trfN* J.K « « . * tllujt ••Silfl lUf.Ktl* II "t» Ct 
<iii'-.nii^..i'*t<.lh i»,it1i v-f l/i> (iiivlu'lr, 11 tiwn.'i, * »|1»I 
t i rsr S l»uU*M an?! »S?ety (wruM.)***. #1* f^~^-v«!, 

E 'J^yjSyp *'"I*',«'l«' tiniuw history to date «lur4ng 
indeperiopnt s'yttem oppfitlon lha* dpaiJy Oemonstraled e » 
mred for t t * coricctivp steps dpKfitpd aboie. Sppcifically. 
l i t e Ij'O inodulr ' r i i . c t i have been observe, two c l «hid> 
»ere in non-tail>sife «nodev In eitih case, ttie controller 
detected the failure and removed the "simulited" safety 
permissive signals. The two non-fail-safe failures m-eie aba 
cf types which are not detectable by the controller's 
intrinsic protective features. 

The first of the non-fail-safe mode failures occurred in a 21 
volt D.C. style output module. The module outputs are 
"protected* by a single, collective fuse located in the 
negative common lead. During an evaluation test for this 
module style, the load connected to one output transistor 
was momentarily short-circuited. This was done to check 
whether or not a collective fuse could protect the individual 
output transistors, each of which had maximum current 
ratings which were well below the rating ol the fuse. The 
result was that the fuse did not blow before the output 
transistor current-limited. After the short circuit was 
removed, the output transistor failed to respond to control 
signals from the controller mainframe, and instead 
continued to conduct several milliamps of current through 
its load. This leakage was detected by the supervising 
input module (only), and simulated permissives were 
removed! by the safety backup relay. It was subsequently 
decided to purchase the more robust, and more expensive, 
10-60 volt D.C. style modules which also had individual 
fuses for each of its .6 outputs. A repeat of the 
shorted-toad test revealed that this fuse would blow before 
the output transistor will sustain damage. The need for 
output supervision still remains, however, because other 
failure causes such as voltage overstress could damage the 
output transistor. 

The second of the non-fail-safe mode failures occurred in a 
10-60 volt D.C. style Input module. The symptom was 
failure of the test for stuck "on" inputs. Because the test 
program identifies the module position which contains the 
failed input, the apparently defective module was quickly 
replaced with a new module. Upon attempting to clear the 
error flag and restore normal operation, the same failure 
symptom appeared, but for a different module position 
located in the same I/O channel (1 of •(). That module was 
changed-out and the failure repeated a third time. Process 
of elimination finally uncovered the truly defective module, 
the diagnosis of which revealed a defective address decoder 
chip. The module had been answering-up lor other modules 
in the same channel in su»:h a way that even the controller's 
intrinsic I/O communications diagnostic did not reveal the 
problem. Were i t not for the added test lor stuck "on" bits, 
the failure could have prevented the opening of an 
important interlock! 

file:///lilli
http://j1i.fi
http://wts.pt


' - I I . ' I*. II 

I. . 4 , II « 
<h Vr » l** 
^'Wi-vM-li 

¥' 

'.*.|.i't» t 
l> 

• • • • ! j :n ' i ; , i , | i . . i 
141 , ^ . [ X ,1*. «.'l'l 

•iii'irif-i I ' H I I 
'•.'' I t ' l l 1.1.Il«* 
,l,,H i(i.-.;«'lv 4 c 

i j , -. w> ftHf . I y M '|J : ; . # *R .,* 
:.-,. ».^l ' l it*' . '^ I t i ' i rj • i l i tu* ' ' iM'.'l 
i.'l * « r .... n»> 1 <( i i t i j> . . ! . ) • , ?'!»• 
M:'I T i n t >.i * *.'<" • i « | M ' * : > 

•virnw*' ; * • •« *« * • • i i ( i i f i i . » i i i . ; , l H , ' » . f>i,i->7 •MC:*;iiifc'!iftjn U . W I V I . ' ! * 
^..•),)».• l.')#('u>i * i , Itnif, v r , ru.>''i i t m * ; i i.),i : f n*fr ^ m v i ^ * (L««%<1 . . i , 
l * « « r * f i Wrt"; <ti',4»i 1..1I . 

-44.,.., 

, s f l l l . 

i i H'l 

•'•11 " I t * IH'W I -H.il 
" l * * ' ' l tM|* l i | t t - 'M' l t * >. 

•rfttn^' i^ ' i if/ . fV ' -»(#'i.s- ->;i*'(' 
1 » . . e n , ! ' :;•• ; . ' . . . ' t ;•> . . •;•• 
in '•(« ' * t i i t '' I ' . 

: ' * : i , * ' : . in i H'.i' ' ' * i ' 
.'•' '̂ . .. . i i i i M i o i i ' ! . ) :|n 

IjW n" 'I o i l * l i l l i< h>\ 
,mt'<i . i l 'III* v . , ! ( 

»•» 

*Yi f t * (,>«»> >"j l ' i :» ! » « , > ii:„>ill(l 
'. *in»''*(«!V*'f l ifrmttr Sfi«r»i,C"V>(»:' 

i.tii:r,4 * r t i » l * l *T.lr«.;»v'l 
• C . W t . i i . ; 

.'', - I . : ? * ? --:«• 'V .l.l'KV »«",'> 'O »'»ilH «'') « ' * j K U m t»M» *' iflYii.liVi 
• r - m r n i T a -Oil (Tit* nruHlule i.'!l ini'On 1 0 J U I O W I *f ,»»! l l t 
*..,ur,» f.Ar% tva:-in*M.i4f>j*irki»*ss.,sWj«n<»*lk»M!k 

,'-. :".-i i<l !'> »"»;m it «!«*!>. ii j i *n «iTMir>»}pstrr v>ttrt-e it 
i- mr.i-iva ta trWirtte -ifhetrnf i"»r oufput tr*r,v*slnr it 
"'~?i*S:c;n.T.*r:.nt5. 

in *3S,«iD7i to the aboie internal connections, each 
*tril4tiT ©..'".pel was connected to the input ol » supervising. 

-p-i-tipi? module, at discussed above. Irte circuitry ol the 
tnpal enodWe •sources* current so that it can be connected 
direct]) to the open-collector type output modules, which in 
t u n "*«** current. 

During initial checkout ol the MFTF-B Personnel Safety and 
Interlocks system, a design problem was discovered when 
test relay loads connected to several permissive outputs did 
i-.ot drop out when load power should have been removed by 
t!-.e salety backup relay. Investigation revealed that no 
component had failed; the test load relays were being 
held-inat reduced current by power which was being 
supplied from the output modules' internal LED status 
indicator circuit, and also trom the connected input 
modules. When the safety backup relay opened, power from 
diese sources flowed to the now-cpen (•) common load 
powe- bus through connected loads and the spike 
suppression diodes; that is, unless the particular output 
transistor was conducting. Enough power was supplied to 
sustain the load relays which were connected to conducting 
output transistors. 

Solution: The sneak circuit discovered above resulted 
Irom the classic hardwire control design problem known as 
"breaking the neutral". This problem, however, is a built-in 
feature of the I/O system described above. Three design 
changes were made to counter this problem, as Illustrated 
in Figure 2: 
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Conclusian 

Prcgrammible controllers, I>y themselves, gerCTally do not 
have sutlkient capablity to detect and counter failures on 
the "tteldViioV ol their hardware. As a result, a 
programmable controller or similarly-based system which is 
used in critical applications such as personnel safety 
interlocks must be augmented by a combination of external 
support hardware and special program logic Neglecting to 
account for predictable failure modes and sneak circuits can 
result in it system which is inherently less "sale" than 
intended. Careful design of the system hardware and 
sofi-vare will both minimize the impact of this added 
complexity, and assure that the system actually achieves 
and maintains the level of performance of which it is 
capable. 
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