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Introduction

dustrial-type programmable controllers offer significant
advantages in cost, size, adaptability and maintainability
over conventional relay-based interlock systems, especially
for large experiments such as MFTF-B. These advantages
can be easily exploited to achieve an even higher degree of
safety and reliability than is usually practicable with
discrete relays afone. For example:

I. Construction is modular. New modules and accessories
can be added, su_stituted or deleted as aeeds change.
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Even with these great pote ‘L] advantages, caredyl

attention must stll be paid 1o . Il aspects of the system

design in order that the system wili acxuaﬂuy achieve and

maintain the leve] of performance of which itis capabie.

The purpese of this paper is to highlight the nost signiticant
insights and lessons-learned to date from the application of
programmable controllers in the MIT 'F-B Personnel Safety
and Interlocks system. Specific real . nd potential problems
recognized during the design proce: 5 as well as those
discovered during the initial stages of -esting and operation
are presented along with their respec’ -c solutions in both
hardware and software.

The [ollowing overview of the MFTF-B Personnel Salety and
Interlocks System is provided to facilitate discussion ol the
specific problems and solutions which follow.

System Overview

The Personnel Safety and Interlocks System now being
designed and installed in MFTF-B is illustrated in Figure L.
The logic for all personnel safety interlocking and warning
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Figure 1. Personinel Safety and Interlocks System for MFTF-B.
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the oeed 10 bapass an interlock because most of the
indormation necessary 10 determine the safety of a
particular operation will be available in the controller logic,
o in the safety logic o the individual subsystems
temelves.

Contro] oylputs of the system are of three basic types

I. Permissive signals to the controls for systems which
produce  personnel hazards such as  high voltage,
raciation, etc.
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A high degree of faiksafe reliatility for the systein is
attined by avgmenting the peotective {eatures intrinsic to
each controlior with those provided by a small amount of
external support hardware and the corresponding additional
controller programming. The basic hardware contiguration
is illustrated in Figure 2. The principal elements are the
Input Test Relay, the Watchdog Timer and the Safety
Backup Relay. Especially note that safety permissives, and
also the more jmportant warning device control signals
though not shown, are supervised by individual, dedicated
inputs. The need for and function of these elements is
discussed in the following section.
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Figure 2. Programmable Controller and Principal Supporting Hardware.
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The et promivent Bind spot is the inability of the
maidratme  to detect failures or emalfunctions on the
"ieldg-use™ of its I)O modules. For example, the
otact-Type modules supplied by Gould for the model 384
are hypical of she industry in that they do not contin
internal crcuitry 1o monitor for failure of the output
contro; device. The contro! device is a power transistor in
DC-type modules, and a triac in AC-type modules. Small,
light-duty relays are aiso used in some module styles.
These device-types are notorious for failing in a “shorted™
mode, which generally is not a fail-safe conditionn A
similar blind-spot exists for input-type modules. Because
e design of both the input and output stages is
non-redundant (also typicall, the failure of a single
comsponent could result in a potentially unsafe condition if
compensating measures are not designed into the system.

Solution: These blind spots are countzred in the
MFTF-B Personael Safety and Interlocks System as follows:

1. Dedicated input modules were added to supervise all
critical output signals such as safety permissives.
Additional logic within the controller compares the
ordered and the observed state of each supervised
output point. If a miscompare exists for a longer time
than requiged for a state change to register, the
controfler’s User Program sets it own fatal ercor tlag.
All such {lags cause the safety backup relay, which is
physically part of the external watchdog tlmer, to
drop-out and remove power [rom the permissive
outputs. A similar response will occur If the controller
stops scanning for any reason because the eoxternal
watchdog timer requires a pulsed reset signal. Upon loss
of these safety permissives, all hazard-generating
systems respond by going to their respective
least-hazardous states.

2. An'input test relay” was added to permit the controller

to periodically interrupt the contact-sensing current

supplied to each discrete-type input module. While
current is interrupted, which lasts several hundred
milliseconds, the controller's user program checks for
any inputs which remain "on”. All inputs should register
as "off" because the style of modules being used requires
current flow for the "on" state. If any “"on" states are
discovered, the program sets a fatal error flag and all
safety permissives are removed, as described above. To
prevent disruption of outputs during this test, the
program temporarily suspends performing of other
control or test fogic, and also the logic which updates
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Expaviencer  Wiptile fadwe history o date duning
indenendant 1ystem operation has cleatly dempnstrates the
need for the corrective steps gdescrided above, Specitically,
fiae 1O module rilices have been observad, tao o which
were in non-faibksafe modes. In each case, the Conttaller
detected the falure and removed the "simulsted® safety
permissive signals. The two non-fail-sate tailures were also
el types which are not detectable by the controlier's
intrinsic protective features.

The {irst of the non-fail-sale mode failures occurred in a 24
volt D.C. style output module. The module outputs are
“protected® by a single, collective fuse located in the
negative common lead. During an evaluation test for this
module style, the load connected to one output transistor
was momentarily short-ciccuited. This was done to check
whether or not a coliective fuse could protect the individual
output transistors, each of which had maximum current
ratings which were well below the rating of the fuse. The
result was that the fuse did not blow before the output
transistor current-limited. After the short circuit was
removed, the output transistor failed to respond to control
signals from the controller mainframe, and instead
continued to conduct several milliamps ol current through
its load. This leakage was detected by the supervising
input medule (only), and simulated permissives were
removed by the safety backup relay. It was subsequently
decided to purchase the more robust, and more expensive,
10-60 volt D.C. style modules which also had indlvidual
fuses for each of its 6 outputs. A repeat of the
shorted-foad test revealed that this fuse would blow before
the output transistor will sustain damage. The need for
output supervision still remains, however, because other
failure causes such as voltage overstress could damage the
output transistor.

The second of the non-fail-sate mode failures occurred in a
10-60 wvolt D.C. style lnput module. The symptom was
failure of the test for stuck "on" inputs. Because the test
program identifies the module position which contains the
failed input, the apparently defective module was quickly
replaced with a new module. Upon attempting to clear the
error flag and restore normal operation, the same failure
symptom appeared, but for a different module position
focated in the same 1/O channel (1 of 4). That module was
changed-out and the failure repeated a third time. Process
of eliminatlon finally uncovered the truly defective module,
the diagnosis of which revealed a defective address decoder
chip. The moduie had been answering-up for other modules
in the same channel in su=h a way that even the controller's
intrinsic 1O communications diagnostic did not reveal the
problem. Were it not for the added test for stuck "on" bits,
the failwe couvld have prevented the opening of an
important interlock!
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O oadZon 1 the abhwe intermal conneCtions, eath
ENLTAT 0Pt WAt connected to the input of a supervising
inpLt-Type moadule, as discussed above. The circuitry of the
P! module "sourres” current 50 that it can be connected
directiy to the open-collectior type outhut modules, which in
turn “sink™ cureent.

During iritial checkout ol the MFTF-B Personne] Safety and
[arerlocks system, & design problem was discovered when
test relay {oads connecied to several permissive outputs did
not drap out when load power should have been removed by
e salety backup relay. Ivestigation revealed that no
component had failed; the test load relays were being
held-in at reduced current by power which was being
supplied {rom the output modules internal LED status
indicator circuit, and also [Irom the connected input
modules. When the safety backup relay opened, power from
these sources flowed to the now-open {4} cammon load
powe” bus through connected loads and the spike
suppression diodes; that is, unfess the particufar output
wransistor was conducting. Enough power was supplied to
sustain the load relays which were connected to conducting
output transistors.

Solution: The sneak clrcuit discovered above resulted
from the classic hardwire control design problem known as
“breaking the neutral". This probfem, however, is a built-in
feature of the I/O system d=scribed above! Three design
changes were made to counter this problem, as iliustrated
in Figure 2:
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Eaprvience: Tone above changes completrly elimingted
he ptcclrm.

Conclusion

Pregrammable controllers, by themselves, gererally do nol
have suilicient capablity to detect and counter failies on
the “icld-side” o! their hardware. As a result, a
programmable controller or similarly-based system whith is
used in aitical awliations such as personne!l  safety
lmerlodu must be aug d by a combination of external

hardware and special program logic. Neglecting 10
ar.count tor predictable failure modes and sneak cxcCuits can
result 1n A system which is inherently less “sale®™ than
intended. Careful design of the system bhardware and
sofivare will both minimize the impact of this added
complexity, and asswe that the system actually achieves
and maintains the level of performance of which \t is
capable.
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