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ABSTRACT 

Preliminary concepts for detecting national 
diversion of LWR spent fuel during storage, 
handling and transportation are presented. 
Principal emphasis is placed on means to 
achieve timely detection by an international 
authority. This work was sponsored by the 
Department of Energy/Office of Safeguards 
and Security (DOE/OSS) as part of the over­
all". Sandia Fixed Facility Physical Protection 
Program. 
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PRELIMINARY CONCEPTS FOR DETECTING 
NATIONAL DIVERSION OF LWR SPENT F'JEL 

Introduction 

In April 1977, the U.S. announced its decision to defer indefi­
nitely the commercial reprocessing and recycling of plutoniura produced 
in U.S. nuclear power programs. In addition, the intention was ex­
pressed to continue discussions of a wide range of international ap­
proaches and frameworks that would permit all nations to achieve 
their energy objectives while reducing the spread of nuclear explosives 
capabilities, implementation of this policy will increase the re­
quirements for handling and long-term storage of reactor spent fuel. 

Large quantities of spent fuel are currently in storage. In the 
U.S. alone, there are approximately 12,000 spent fuel assemblies 
stored in reactor pools and at Away-From-Reactor (AFR) storage facil­
ities, which represent 25,000 to 30,000 kg of fissile Plutonium.1 

Assuming no reprocessing, this quantity is expected to double by 1980. 
Comparable quantities are, and will be, stored in foreign facilities. 
This spent fuel represents a target for national diversion as well as 
subnational acts of sabotage and theft. 

Following the April policy announcement, a spent fuel safeguards 
project, sponsored by the DOE/OSS, was initiated to identify safe­
guards system performance criteria for the detection of national diver­
sion and for the prevention of acts of theft and sabotage perpetrated 
by subnational groups. The'planned activities of this project in­
clude the development and demonstration of the feasibility and per­
formance capability of selected safeguards elements and subsystems. 
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It is the purpose of this document to address the problem of 
national diversion of reactor spent fuel. Principal emphasis is 
placed on the development of concepts for the detection of diversion 
and the establishment of performance measures for comparing these con­
cepts. The subnational threat is being addressed: in other studies 
covering concepts for the protection of reactors, spent fuel storage 
facilities, reprocessing plants, and transportation.2"6 

Timeliness of Detection 

In the international context, the broad objective of safeguards 
is "the timely detection of diversion of significant quantities of 
nuclear material from peaceful nuclear activities to the manufacture 
of nuclear weapons or of other nuclear explosive devices or for pur­
poses unknown, and deterrence of such diversion by the risk ^f early 
detection."' Timeliness of detection is related to the time required 
to convert diverted material to nuclear explosive devices. As discus­
sed in the following paragraphs, this time is estimated to range from 
weeks to months if the diverted material is irradiated fuel. 

A reprocessing facility is essential to recover the plutonium in 
reactor spent fuel for use in weapons production. Table I lists some 
cf the reprocessing plants throughout the world t:.?t have been or are 
now operating.° Assuming 10 kg of plutonium per weapon, an operating 
facility with a moderate capacity could produce a sufficient quantity 
of plutonium for several nuclear weapons in a few days. In addi­
tion, the basic reprocessing technology is well known and although 
design and construction is a complex and highly technical process, the 
potential for a clandestine reprocessing plant cannot be ignored. 

If several assumptions are made, it is possible to estimate wea­
pon production rates as a function of time from diversion. Let 

T. = Time to transport diverted spent fuel to a 
reprocessing plant 
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T- = Startup time, after cold testing, for the re­
processing plant 

T, = Time to produce enough plutonium for one weapon 
given an operating plant 

T. = Time to fabricate a nuclear explosive device 
assuming all nonnuclear parts are available and 
assembled 

then the time to produce the first weapon will be 

T (First Weapon) = T.. + T, + T, + T. 

TABLE I 
Nominal Reprocessing Plant Capabilities 

Plant 
Italy: Saluggia Eurex 1 
FRG: Karlsruhe 
India: Trombay 
Belgium: Hoi 
Japan: Tokai Mura 
USA: West Valley, NY 
France: La Hague 

Capacity 
(tonnes of spent 
fuel per year) 

Daily 
Fissile 

Production of 
Plutonium (leg) * 

10 0.2 
40 0.9 
60 1.3 
60 1.3 
200 4.5 
300 6.7 
800 IB 

Daily production rate is based on an average recovery rate of 6.7 
Kilograms of fissile plutonium per tonne of spent fuel'and 300 
days operation per year. 
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Subsequent weapons will be produced at intervals of T. assuming 
that there are sufficient assembly lines to accomodate the Pluto­
nium production rate and that fuel assemblies are diverted at a 
rate sufficient to support the reprocessing plant. Approximately 
three pressurizea water reactor (PWR) assemblies or eight boiling 
water reactor (BWR) assemblies would have to be diverted to obtain 
sufficient plutonium for each weapon. For example, if it is es­
timated that 

T^ = 2 days 

T 2 = 180 days 

T 3 = 2 days (5 kg/day Pu output) to 
20 days (0.5 kg/day Pu output) 

T. = 21 days 

then the weapon production rates will be as shown in Figure 1. 

A plant plutonium output of 5.0 kg/day would allow the first 
weapon to be produced in 205 days. One weapon could be produced 
every 2 days thereafter. An output of 0.5 kg/day would allow the 
first weapon to be produced in 223 days, with one additional weap­
on being produced every 20 days thereafter. 

The value of T 1 is not expected to vary -substantially, and the 
range of values for T, is based on the data, shown in Table I. 
However, the values of T- and T 4 may vary from those shown. As 
shown in the -example, some estimates of fabrication time (T.) are 
on the order of weeks 1 0 while other estimates are either longer or 
shorter. With the aid of knowledgeable individuals, device fab­
rication time could possibly be very short. In addition, it is 
possible that the startup time (T2) for a new plant could be more 
or less than 180 days. Furthermore, a clandestine laboratory or 
pilot-scale plant could begin processing small amounts of diverted 
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fuel without delay. Since reprocessing procedures are well-documented 
and many plants are in operation, as indicated by Table I, the start­
up time of a new, clandestine plant could possibly be very short. If 
it is assumed that the startup time is 6 days and the fabrication 
time is also 6 days, which is consistent with the lower range of 
estimates, then the weapon production rates will be as shown, in 
Figure 2. In this case, a plant plutonium output of 5.0 kg/da^ would 
allow the first weapon to be produced in 16 days, with one additional 
weapon being produced every 2 days thereafter. A plutonium output of 
0.5 kg/day would allow the first weapon to be produced in 34 days, 
with one weapon produced every 20 days thereafter. 

The above production estimates are consistent with the reproces­
sing time of weeks to monchs noted in Reference 12. A facility in­
spection once every few months could provide detection well before the 
first weapon could be produced if the production requires 205 days or 
more. However, if a weapon can be produced in 16 to 34 days, and 
additional weapons every few days thereafter, other detection options 
must be considered. The remainder of this report examines several 
safeguards concepts that would provide timely detection if the actual 
weapon production time .is within the range just discussed. 

Facility and Transportation Safeguards Concepts 

This section covers several facility and transportation safe­
guards concepts. No attempt is made to imply international accep­
tance of these concepts. They are presented primarily to indicate 
several means for an international authority to detect a diversion 
of spent fuel and to show the time relationship between the initia­
tion of a diversion attempt and the detection of such an attempt. 

,. international response to a diversion must be preceded by 
detection and verification. 

• Detection is the receipt of an indication by an international 
authority that an underclared transfer of spent fuel may have 
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occurred. Declaration by the facility operators/states of 
intended spent fuel operations is assumed to be provided to 
the appropriate agencies. 

• Verification is the determination by an international author­
ity that a diversion has occurred. It requires independent 
assessment of the data upon which the detection was based and 
may be supplemented by: 

(1} Additional records and reports from the state or from 
the facility operator, 

(2) Additional data from the site, e.g., physical 
inventory, and 

(3) On-site observation. 

The effectiveness and duration of the verification activity 
could depend on the quality and timeliness of the detection 
data. 

• Response is the set of institutional and political actions 
that may be set in motion by appropriate international 
organizations following the verification of a diversion. 

The primary role of the safeguards concepts described in this 
report is the detection of national diversion. The verification and 
international response processes that must follow detection are not 
considered. 

Facility Concepts 

Facility Concept 1, Periodic Inspections — In this concept, 
periodic inspection of facilities, each lasting a few days, is 
employed. - In addition, an inspector is assumed to be present at each 
reactor during refueling. The inspector is assumed to be aided by 
safeguards instrumentation at.the facility, including sensors, closed-
circuit television and fuel assembly integrity devices to detect 
and record actions which may be related to the diversion of spent 
fuel. The inspector may also use portable instrumentation to aid 



in detection. This instrumentation contributes significantly to 
detection probability but does not influence timeliness of 
detection. 

On-site instrumentation is not a pivotal point in this study. 
The same basic on-site instrumentation would be required for each 
facility concept! consequentlyr specific instrumentation will m t b e 
discussed in this report. Other studies to define instrumentation 
requirements and feasibility are in progress. 

The duties of the inspector include the following: 
• Reviewing accounting records for comparison with previously 

submitted reports, 
• Performing sampling tests to assure tTie presence and integrity 

of the fuel inventory, 
• Reviewing the recorded surveillance data, and 
• Observing the installation and removal of fuel assembly 

integrity devices. 

During the periodic inspections, this system has the capability 
of providing detection of undeclared removal of spent fuel through 
discrepancies in records or imbalance in inventories. The delay in 
detection of diversion is directly related to the time interval 
between inspections, with the maximum delay occurring when the diver­
sion occurs immediately after the departure of the inspector. 

Facility Concept 2, Resident Inspectors — This concept is based 
on a resident inspector having continuous access to fuel storage areas, 
records, and reports. The inspector is assumed to be aided by safe­
guards instrumentation and portable devices similar to those avail­
able in support of the periodic inspection concept described previous­
ly. The duties of the on-site inspector will be similar to those of 
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the periodic inspector, but will be performed =»t a much greater 
frequency. The on-site inspector may perform additional timely 
safeguards duties, including 

• Inspection of anomalies in spent fuel shipments and 
schedules, 

• Investigation of anomalies detected by the safeguards instru­
mentation, and 

• Spot checks of facility status and operations. 

This concept provides the capability for rapid detection of the un­
declared removal of spent fuel. 

Other factors related to this concept are 
• The need for a sufficient number of trained inspectors to 

accommodate all spent fuel facilities, with the associated 
yearly cost, and 

• The possibility that some states may not be willing to accept 
the continuous presence of extra-national individuals whose 
observations can^t be unequivocally limited to safeguards, 
e.g., an inspector might become cognizant of matters of an 
embarrassing or proprietary nature,, extraneous to safeguards. 

Facility Concept 3, Remote Surveillance with Occasional Inspec­
tions — in this concept, authenticated data from on-site safeguards 
instrumentation would be. transmitted over a tamper-indicating communi­
cation link to ar off-site monitoring facility where assessment of the 
safeguards status of the spent fuel is made. The data could be trans­
mitted over conventional landlines, high-frequency radio channels, or 
by satellite. The data transmittals could occur continuously, on a 
prearranged schedule* or on demand, and may include real-time obser­
vations and/or selective replays of the data recorded during periods 
of nontransmission. The detection of an anomaly in the spent fuel 
status is made by comparing current observation to a data base stored 
at the off-site monitoring facility. The freguency of data 
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transmission is not necessarily limited by the technical system, but 
rather will be selected by interpretation of timeliness requirements 
and cost considerations. 

Occasional inspections would be conducted to confirm safeguards 
instrumentation integrity, and an inspector may be present at each 
.reactor for the refueling period. Other duties of the inspector 
would be the same as those discussed for Facility Concept 1, Feriodic 
Inspections. 

This concept can provide rapid detection of the undeclared re­
moval of spent fuel. Further, this concept can provide for detection 
of diversion during transport at a time interval equal to the transit 
time. Cask seals and fuel assembly integrity devices could be read 
upon arrival at the receiving facility, and such information trans­
mitted to the off-site monitoring facility. 

other factors related to this concept are 
• Feasibility evaluation and demonstration of this concept would 

be required. 
• While system costs are not yet accurately known, they are 

likely to be associated mainly with the initial capital 
investment. 

• operation is less intrusive than Facility Concept 2. 

Transportation Concepts 

Transportation Concept 1, Periodic Shipping/Receiving Comparison 
— This concept is based on the comparison and correlation of spent 
fuel transfer records at the origin and destination of shipments, and 
on the accountancy records maintained at a monitoring agency. The 
key elements are 

• Notification by the shipper of the transfer, 
• Notification by the receiver, 
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• Use of cask seals and fuel assembly integrity devices fay 
the shipper/receiver to assure the integrity of shipping 
casks and the fuel within the casks, and 

• Periodic on-site inspection of shipment records supplemented 
by physical inventory. 

This system provides for the detection o* anomalies in shipment 
records or in inventories during on-site inspections. It is compat­
ible with all three facility concepts. The timeliness of detection 
is equal to the inspection time interval or the shipping time interval, 
whichever is longer. 

Transportation Concept 2, Escorts — This concept, which is 
applicable to shipment times averaging more than a few days, assumes 
continuous escort of the transportation vehicle from the point of 
origin to destination. The key aspects of this system may include 

• Frequent notification of the position of the transportation 
vehicle and the integrity of cask containment, over standard 
telephone, 

• On-site observation of loading and unloading of transported 
fuel, and 

• Use of cask seals and fuel assembly integrity devices by 
the shipper/receiver to assure the integrity of shipping 
casks and the fuel within the casks. 

This concept has a capability to detect diversion of the shipment 
during the transit. It is compatible with and similar to the resident 
inspector capability described in Facility concept 2. 

Transportation Concept 3, Remqte_ Surveillance — This concept is 
based on a monitoring system which verifies, by a remote communication 
link, the presence anJ integrity of the cask on the transport vehicle 
during its transit between the origin of shipment and the destination. 
Placement and removal of the spent fuel from the shipping casks is 
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verified independently at the shipping and receiving facilities. This 
concept provides the capability for the detection of cask tampering or. 

\removal of fuel during transit. It is compatible with Facility Con­
cept 3, Remote Surveillance- The detection time is dependent on the 
time interval chosen for communication between the vehicle and the 
off-site monitoring facility. As in the case of Facility Concept 3, 
this concept would require feasibility evaluation and demonstration 
prior to international implementation. 

Manpower,-and Cost Estimates 

While the details of the various facility and transportation con­
cepts previously described have not been fully developed, it is use­
ful to compare them in terms of communication mode, reporting interval, 
number of personnel, and rough estimates of cost. All comparisons 
are based on a network of 60 power reactors and 3 supporting storage 
facilities. 

Facility Concepts 

Table II compares the three facility concepts. The manpower es­
timates are based on 240 work days per inspector per year, at $50,000 
per year per inspector. For Facility Concept 1, Periodic Inspections/ 
twc inspection intervals are shown: bimonthly and monthly. Each in­
spection including travel time requires 5 days. For Facility Concept 
2, Resident Inspectors, each facility is monitored 365 days of the year 
during normal wprking hours. For Facility Concept 3, Remote Surveil­
lance, the off-site monitoring facility is manned by two inspectors 
24 hours a day, 365 days a year,* a total of 10 personnel would be 
required to allow for weekends, holidays, and sick leave. In addi­
tion, quarterly inspections are assumed. An additional 30 days of 
inspector presence is assumed to be required at each reactor during 
the yearly refueling operation for Facility Concepts 1 and 3. 
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TABLE II 
Facility Manpower and Cost Estimates 

Annual Coat (5 Millions)* 
Off-Si te 
Monitoring 
F a c i l i t y 
Equipment 

F a c i l i t y Concept Ctmuni ca t ion 
Hods 

Reporting 
I n t e r v a l 

number of 
Personnel 

Manpower Travel Ins t rumenta t ion Cun&unicatiocs 

Off-Si te 
Monitoring 
F a c i l i t y 
Equipment 

To ta l 

1-Per iodic 
Inspec t ions 

Commercial* 
Telephone 

Every 2 
Months 

1 5 0.75 0.28 0.63 1.66 

Monthly 2 2 1 . 1 0.57 0.63 2 . 3 

2-Hesident 
In spec to r s 

Commercial 
Telephone 

Daily 9 6 4 . 8 0.63 5.43 

3-Rejwt* 
Surve i l l ance 

HF Radio 

Leased Line 

Daily 

Daily 

22 

22 

1.1 

1.1 

0.19 

0.19 

0.63 

0.63 

0.7S 

1.01 

0.05 

0.05 

2.72 

2.98 

S a t e l l i t e Daily 2 2 1 . 1 0.19 0.63 1.56 0.07 3.55 

•costs are based an a network of 60 reactor, and 3 storage facilities. 
Hardware costs are based on a 10-year amortization schedule. 



Travel expenses are estimated for each concept based on a cost of 
5750 per round trip. 

Costs for the basic safeguards instrumentation is estimated at 
$100,000 per facility: this amount is used for all-concepts. It is 
recognized that the safeguards instrumentation for Facility Concept 2, 
Resident Inspectors, may not need to be as reliable ox tamper resistant 
and, therefore, may not be as costly as instrumentation for the other 
concepts. This factor is not considered due to the "rough estimate" 
nature of the c03t estimates. Detection, assessment, fuel assembly 
integrity, and data processing and storage equipment are included in 
this amount. These costs, and other capital costs, are amortized 
over a 10-yesr period to provide annual cost estimates. 

For Facility Concept 3, three communication modes are compared: 
high-frequency (hf) radio, leased landlines, and satellite. With this 
concept, an off-site monitoring facility is required; these are es­
timated at $500,000 for the hf radio and landline modes and $700,000 
for the satellite mode. The communications cost for the three modes 
are based on: 

• High-Preguency Radio Mode - 63 transceivers at $10,000 each 
and 63 digital interfaces between the instrumentation and the 
transceivers at $100,000 each. Five relay sites at $125,000 
each are also required to provide communications over a 
land area similar to that of the United States. 

• Leased landline Mode - 63 lines at $6,000 per year each (based 
on typical foreign costs of $6 per mile and an average,line 
length of 1000 miles) and 63 digital interfaces between the 
instrumentation and the. landlines at $100,000 each. 

• Satellite Mode - 63 transceivers at $100,000 each, 63 digital 
interfaces between the instrumentation and the transceivers 
at $100,000 each, and $300,000 per year for a dedicated non-
preemptabla channel. 
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Transportation Concepts 

Table III compares the three transportation concepts. Each of 
the 60 reactors is assumed to require 54 spent fuel shipments per 
year. A 7-day overland shipping cycle time is assumed, including 
loading, transit, unloading, and cask return. The transit time is 
assumed to be 2 days. Shipment by rail or sea could take longer. 

Only Transportation Concept 2, Escorts, would require additional 
manpower beyond that required for facility monitoring. Manpower 
estimates are based on 240 work days per escort per year at §50,000 
per year per escort. 

For all concepts/ the casks are assumed to have tamper-resistant 
seals at $300 each. 

For Transportation Concept 3, Remote Surveillance, the safeguards 
instrumentation-to-communications interface is estimated at $100,000 
per cask, and includes tamper indicators as well as position location 
equipment. The communications equipment is estimated as follows: 

• Bigh-Frequency Hadio Mode - 63 units at $110,000 ($10,000 per 
transceiver and $100,000 per digital interface), assuming 
that the hf radio network has been established, as well as an 
off-site monitoring facility. 

* Satellite Mode - 63 units at $200,000 ($100,000 per tranceiver 
and $100,000 per digital interface), assuming the use of 
existing commercial satellites and the establishment of an 
off-site monitoring facility. 

Note that if the 7-day shipping cycle time increased to 30 days, 
the costs of all transportation concepts would change significantly. 
Escort personnel and safeguards instrumentation would be required 
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TABLE III 
Transportation Manpower and Cost Estimates 

Transportation 
conctpt 

1-Periodie 
Shipping/ 
Receiving 
Comparison 

Facility 
SquipmeRt 

Nuaber of 
Escort 

Personnel 
Saae AS For 
The Associated 
Facility Concept 
(2 Jay HiniaiuJL) 

Annual Cost (5 Millions)* 

Co—unlcatlons -

hf Radio 
Satellite 

Daily 
Daily 

0.91 
0.97 

0.69 
1.26 

l.tB 
2.23 

•Costs are based on a notwrrk of GO rescton, each requiring 5* shipments of spent fuel par year, 
estimated to take 2 week. Hardware costs are baaed on a la-year amortization schedule. Each shipment i s 



depending on the number of casks needed and how the casks are grouped 
for shipping. Furthermore, the minimum reporting interval for Trans­
portation Concept 1 would be increased. 

Conclusions 

Summary data for the facility and transportation safeguards con­
cepts are presented in Tables IV and V. These summaries allow the 
reader to compare the basic elements of timeliness and costs. All of 
these concepts are considered technically feasible; however, insti­
tutional and political constraints, which are not considered in this 
report, may strongly influence the evaluation and ultimate selection 
of a particular concept. 

Three key elements in the initial analysis of these concepts are 
the reprocessing plant startup time, the daily plutonium production 
rate, and the device fabrication time. A range of times has been con­
sidered that encompasses available estimates for these elements. The 
analysis shows the impact of these estimates on detection timeliness. 
If the low end of the range of estimates is considered reasonable, then 
the need for a daily reporting interval is indicated. 

All of the concepts described utilize the same types of detection, 
assessment, and fuel assembly integrity equipment. This equipment is 
assumed to be highly tamper-resistant and reliable. The required 
degree of tamper resistance and reliability would depend on the con­
cept chosen. For example, with a resident inspector (Facility Concept 
2), the necessary degree of tamper resistance may be significantly 
less than for the unattended remote surveillance concept. 

The periodic inspection concepts, with inspection intervals of 1 
and 2 months, offer the lowest costs; however, given the initiation of 
a diversion sequence soon after the inspector(s) departs the facility, 
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TASLK IV 

F a c i l i t y Concept Comparison 

TiiM> for v e r i f i c a t i o n and Response (PayB) wi th Indicated Pu Output 
4-Day P lan t S t a r t u p 

F a c i l i t y Concept 
Annual C o s t -

IS Mil i lona) 

6-Month Plant s t a r t u p ' 
6-Dav Fabr ica t ion 21-Day Fabrication, 

5 leg/Day O.S kg/pay 5 kg/Day 0.5 Kg/Day 

Connercial 
Telephone 

3-Resident 
Inspec tora 

Cownercial 
Telephone 

Daily 5.4 

3-Heaote 
S u r v e i l l a n c e 

hf Radio 

Land Lines 

Daily 

Daily 

2.7 

3.0 

S a t e l l i t e Daily 3.6 

None (23 weapons None {2 weapons 
produced before produced before 
de tec t ion) de tec t ion) 

None (7 weapons 4 
produced before 
de tec t ion) 

163 

204 222 

20 * 222 

20« 222 



TABLE V 

Transpor ta t ion concept Comparison 

Tiwe t o r V e r i f i c a t i o n and Response (Days) wi th Ind ica t ed Pu Output 
fc-Month P lan t S*airtup 6-Day Plant s t a r t u p 

6-Day Fabr i ca t ion 
Transpor ta t ion 

Concept 
Ccamun i c a t ion 

Mode ' 
Reporting 
I n t e r v a l 

Annual Cost 
($ Mil l ions) 5 k<i/Dav D. .5 kq/Dav 

1-Pcriodic Ship­
ping/Receiving 

F a c i l i t y 
Equipment 

Every Two 
Months 

1.0 Hone (23 weapons 
produced before 
de tec t ion} 

Hon* (2 weapons 
produced befora 
de tec t ion) 

Monthly 1.0 None (7 weapons 
producad before 
de tec t ion) 

4 

Every Two 
Days 

1.0 14 32 

2-Escorts Conmercial 
Telephone 

Daily 5.8 15 33 

3-Remote 
S u r v e i l l a n c e 

hf Radio 

S a t e l l i t e 

Daily 

Daily 

1.7 

2.2 

15 

15 

33 

33 

21-Day Fabr ica t ion 

S kg/Day 

203 221 

204 222 

204 222 

204 222 



the detection time is 1 to 2 months. Given the assumption of rapid 
plant startup, rapid fabrication, and a moderate production rate 
(5 kg/day), such a detection time would be undesirable since many 
weapons could be produced before detection. 

Facility Concept 2, Resident Inspectors, provides very rapid 
detection time at an expense of approximately $5.4 million per year— 
the highest of all concepts presented. This concept may also present 
an acceptability problem because of the continuous presence of in­
spection personnel. 

Facility Concept 3, Remote Surveillance, also would provide very 
rapid detection time but with reduced inspector presence. She costs 
for this concept appear to be competitive with the bimonthly or monthly 
inspection concepts, with a reduced detection time. This concept . 
would require a comprehensive evaluation of its feasibility, the devel­
opment of subsystem elements, and a capability demonstration. The 
communication options are straightforward adaptations of existing com­
munication systems. Implementation of the hf radio link on au inter­
national basis may present a significant problem in the area of 
frequency allocations. Similarly, implementation of the leased land-
line link may be severely affected by the wide range of existing land-
line quality. 

For the transportation concepts, the timeliness of detection is 
improved by Concept 2, Escorts, or Concept 3, Remote Surveillance. 
It is assumed that Transportation Concept 3 would not be implemented 
for transportation only; hence, its costs are rather minimal since 
the basic communications link would be established as part of Facility 
Concept 3. Should Facility Concept 2 or 3 be implemented. Transpor­
tation Concept 1 could then provide a reporting interval equivalent 
to the transit time 12 days in this example) since the cask seals and 
fuel assembly integrity devices could be read upon departure and ar­
rival and then data transmitted to the off-site monitoring facility. 
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Timeliness of detection and costs are the main themes of this re­
port. Cost differences among the concepts are shown to be relatively 
minor, but reporting interval differences are significant depending 
on assumptions made regarding the startup time of a clandestine re­
processing plant, plutoniura production rates, and nuclear explosive 
device fabrication time. Further investigation to resolve startup 
and fabrication time uncertainties could provide an improved basis 
for concept selection. Feasibility and developmental programs for a 
variety of safeguards instrumentation and communication concepts are 
in progress to assure the availability of appropriate technology for 
any concept that might be selected for future implementation. 
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