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MULTIPLE FAULT ANALYSIS IN SYNCHRONOUS SEQUENTIAL CIRCUITS

BY MEANS OF VECTOR BOOLEAN DIFFERENCE

Lawrence H. Goldstein
Sandia Laboratories
‘ Division 2142
.»Albuquerqug;‘ﬁéi Mexico 87115

The Boolean difference is an elegant mathematical concept which has found
significant application in the study of single faults of a stuck-at nature
in combinational logic circuits. Recently, several authors have extended this
technique to the analysis of multiple faults in combinational circuits. In
this paper, the concept of vector Boolean difference is further extended to

" the analysis of multiple stuck-at faults in synchronous sequential circuijts.

1. INTRODUCTION

Fault analysis in digital circuits has emerged as
one of the principal reseérch areas in fault-
tolerant computing. As LSI realization of digital
éircuits has increased in popularity, the problem
of gencrating fault-detection test sets for com-
plex sequential circuits has increased in import-
ance. Significant results have been achieved in
generating tests for combinational logic circuits
wnder the assumption that only single=fault situ-
ations can occuf. However, there are cases where
multiple-fault situations must be considered.
Several authors(l)’(e) have recently extended the
Boolean diffecrence technique to the mulitiple fault
case. In this paper, the concept of vector Boolean
differcnec is further extended to the analysis of
multiple.-stuck-at faults in synchronous sequential

circuits.

Treating the current state of the circuit as a
pseudo-input vector and the next state as a pseudo-
. output vector, a vector Boolean difference tech-
nique is utilized to determine the set of input/
state pairs that will. produce a difference in

either output or next-state between the fault-

free and faulty circuits. Assuming that the fault-
free and faulty circuits start in the same initial
state, they must be driven by applying a sequence
of input vectors to a. staterin which either a
difference in output or next-state is evidenced.
If a difference in output cannot be achieved
immediately, a second sequence of‘input vectors
must be applied in order to propagate the state
difference to the output. The Boolean difference
analyeis can Le coumbined with a successor tree
approach to derive the required input vector

sequences.
2. CIRCUIT DESCRIPTION

Consider a synchronoﬁs sequential circuit with
input vector X(k) = [Xl(k), X (k)5 000X (K)],
output vector Y(k) = [Yl(k), Y2(k),...,Yn(k)], and
state veetor S(k) = [Sl(k),'Sa(k),..:;sb(k)], where
k is the time parameter. Each line of the circuit
is labeled with a unique integer, a line numbered

J having & logical value Idti(k)’ §(k)]. Assume
that the initial state of the circuit is a known
S§(0). Then the behavior of the circuit can Le
described by two vector-valued Boolean functions,
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where the dependence of the output and next-state

S(k + 1)

functions on a subset of the internal lines
I(k) = [Ijl(k), Ije(k),...,ij(k)] is explicitly
indicated in Equations (1) and (2).

3. FAULTY CIRCUITS

The type of fault under consideration is represen-
table as the logical values of a group of lines in
the circuit permanently stuck at one (s-a-1) or
Fault situations
are stuck at

ji e{0,1},

i=1, 2,...,p are denoted Ijl(s-a-ajl),

permanently stuck at zero (s-a-0).
in which lines Ijl’ Ijz""’ij
ajl’ aj2”"’ajp’ respectively, a

Ij2(s'a-aj2)”"’ij(s—a_ajp)'

Two faults, & and 8, in a synchronous scquential
circuit starting in an initial state S{0) are
said to be "strongly equivalent” if- the output and
next-state functions of the circuit with fault Q,
Gy and Ey
of the circuit with fault 8, Gg and Fg.

, respectively, are identical to those
Strong
equivalence of faults in a synchronous seguential
circuit resettable to S(0) is identical to
equivalence of faults in the combinational circuit
derived from the synchronous sequential circuit by
breaking feedback loops and considering the current
state vector as & pseudo-imput and the next state

vector as a pseudo-output.

If faults & and 8 are strongly equivalent, then
the tests for faults @ and 8 are identical. More-
over, for some multiple faults, a subset of Lhe
faults may daninate the othcrs in the set under
considevation. For ekamplc, if ; multiple fault
Ijl(s-a—ajl), Ijz(s—a-ajz), 133(s a-a, ) is
strungly eyuivalent to Ijl(s"a'ajl)’ then'lt is
necessary to test only for the presence of
Ijl(s-a'ajl)! vhich is called the dominating
fault.
dominating faults is called a reduced multiple
fault.

faults in a synchronous sequential.circuit, only

A multiple fault which contains only
From each set of strongly cquivalent

one reduced nultiple fault need be considered for

the purpose of test sequence generation.
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h . BOOLEAN DIFFERENCE FYPRESSIONS .
FOR MULTIPLE FRULTS, IN SEQUENTIAL CIRCUITS

" Consider a fault 1nvolving the P internal variables
=[r1, 51 Tipse-os

+

Eoolean d;fferences of output Y and next state S

ij] simultaneously. The vector

with respect to I can be defined as

n
L —_
. . Y= T "6lX,8,I} ® G I
sz 172 (x,5,1 @ “6lx,5,3) (3)
and
b.
2 £
. . s =13 "Hxs,1® HxsI (&)
3132...qp— 4-1 . ==

£ L.
wvhere G and F are the ZEE components of the out-
put and ne
I-= [Ijl’ IJ.ZE..., J_p]
functions of 1]

rt-state vectors, respectively, and

. Define the residuzl

- £ : L
¢ [x,s] = "0lX,8,0,0,...,0], "G,[X,s]

£ ) L
60X,5,0,0,...51],..., Ga[§,§] =

d X,S, p-bit binary number with decimal equivalent

L
al,..., G

L }
6lx,s,1,1,...,1].
ol

{x,8] =

Defining the residual functions of F{X s I] in an

analogous manner, we obtaln( )

2Py nfo o,
sz 1Tk (mi ’ m2p-l-i)£§l( 52 Gap-l-:')
and |
Q + 23—1'1 L)
ae.an 2 7T (mi i map-l-i)z.i:l( iy Fa"-l.-i)
where My = IJl j2° T p’ m JlIJ2 LI jp*TT
‘2p_1 = 131132...ij. Deflne_a combinational test

as an input/state vector which, when applied to the
combinational circuit derived from the sequential
circuit es indicated in Section 3, produces a
difference in nutput or next-state between the
fault-free and faulty circuits. To compule the
complete set of combinational tests, single through

pEE -order on the p lines jlj2...jp, we must



compute the vectorABoolean differences of the out-
put and next-state functions with respect to all
2P different combinations of the p variables
I.,1.,...1, '
J1je Jp

(2)

Theorem : Consider the combinational logic
circuit which results from a given synchronouﬁ
sequential circuit by regarding the currént state
as avpseudo—input and -the next-state as a pseudo-
output. The vector Boolgan functions which des-
‘cribe the output and next state in terms of inpﬁt,
current state, and internal line values are
Y = ¢[X,s, I]' and §' = H X,5,I], vhere

[131, 20+ .,IJ.p]. The complete.set of combi-
natlonal test vectors, t, to detect all possible
fault situations from single through p—t-2 - order

on the p lines jl1j2...Jjp is
af1;

.

I.]= .tQ.'Y+Q s +0 Y
1,0 = (Eay

j1’ 32’
+032§++. .+ij1_(
+ ij§+ Q1 50Y + 053508 +
* Q152508
* Q,jlj2..;,jp§+ =1

Corollary: The cémplete set of combinational test
- vectors to detect the specified multiple fault

Ijl(s-a—ajl), Ijz(swa-aj2),..

the p lines jl, j2,...,jp is

.,ij(s—a-ajp) on

Q[Ijl(s~a-ajl), Ijz(s-a-ajz),. .,ij(s-a—ajp)]

= {tll.l(E. ) [n. X+ s*]
* Ijplagy) 100 + 0408 "

+o.+ I, (a,) [QJ

Jp' ip

+
+ 0.8
pt * ps ]

Yo,y +q, s

Tinlagy) Tiplagn) 1y 0¥ + 055

...t Ijl(_Ejl) IJZ(EJZJ...I (a. )

Jp*ip
+
Y + 9] S =
(o jige...a0t T Vgge. . gpt 1}
where
( | ‘Ijk if 'ajk = 1 .
I.. {(a. )= .
Jk* Tk 1— C e
Ijk if “jk =0
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Congider the fault on the p lines jljZ;..jp of

That is, (a. 518907+ +85 )2 10°
If the ¢ircuit is in a detecting state for fault m,

decimél equivalent .

an input can be applied that will produce a differ-.

ence in output between the fault-free and fault-m

*
circuits. Let Zn be the set of detecting states

R ¥*
for fault m. If L =@, input/state pairs may

exist that will cause a difference in next state
between fault-free and faulty circuits. States
belonging to these pairs are called diverging

states for faulttn and form the set Z;. The dif-

‘ference in state must be propagated to an output

in orde:r for the fault to be detected.
5. DETECTING FAULT m

Given thut the initial state of both fault-free and
faulty éircuits is §(O), the problem is to generate
a sequence of input vectors that will detect favlt
m, If s(0) e Zn we are guaranteed that a sequence
of length 1 exists. If 5(0) ¢ Z > we rust either
drive the circuit to a state in Zn or drive the
circuit to a state in Z: and propagate the result-~
ing difference in state between the fault-free and
faulty circuits to an output. A successor tree
with root §(0) in which are recorded the outputs
and state; of both faglt-free and faulty machines °
produced »y various sequencesd of input vectors,
when combined with the results of a Boolean dif-
ference aaalysis of the form presented in Section
k) will yield an efficient means for generating
test sequences for faults in a given synchronous

sequential circuit.
6. CONCILUSIONS

It has been demonstrated that the Boolean differ-
ence method can be effectively utilized in the
synthesis of test sequences for multi-output
Boolean '

difference equations provide complete sets of

synchronous sequential circuits.

combinational tests for the circuit derived from
a given sequential circuit by treating the current
state as a pseudo-input vector and the next-state
as a pseudo-output vector. When this information
is combined with a successor tree technique for
treating the sequentiality of the circuit, it be-

comes a straightforward procedure to derive test
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"sequénées for synchronous sequential circuits.
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