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MULTIPLE FAULT AflALYSIS IK SYTfCHROKOUS SEQUENTIAI. CIRCUITS 

BY MEAl'fS OF VECTOR BOOLEAN DIFFERENCE

Law rence H. G o ld s te in  
S a n d ia  L a b o r a to r ie s  

D iv is io n  21^2 
A lb u q u e rq u e ,’ KeSr M exico 8 7 I I 5

A b s t r a c t

The B oo lean  d i f f e r e n c e  i s  an  e le g a n t  m a th e m a tic a l  c o n c e p t w hich  h a s  fo u n d  
s i g n i f i c a n t  a p p l i c a t i o n  in  th e  s tu d y  o f  s i n g l e  f a u l t s  o f  a  s 't u c k - a t  n a tu r e  
i n  c o m b in a tio n a l l o g i c  c i r c u i t s .  R e c e n tly , s e v e r a l  a u th o r s  h av e  e x te n d e d  t h i s  
te c h n iq u e  to  th e  a n a ly s i s  o f  m u l t ip le  f a u l t s  i n  c o m b in a t io n a l  c i r c u i t s . In  
t h i s  p a p e r ,  th e  c o n c e p t o f  v e c to r  B oolean d i f f e r e n c e  i s  f u r t h e r  e x te n d e d  t o  
th e  a n a ly s i s  o f  m u l t i p le  s t u c k - a t  f a u l t s  i n  sy n ch ro n o u s s e q u e n t ia l ,  c i r c u i t s .

1 . INTRODUCTION

F a u l t  a n a ly s i s  i n  d i g i t a l  c i r c u i t s  h a s  em erged  a s  

one o f  th e  p r i n c i p a l  r e s e a r c h  a r e a s  i n  f a u l t -  

t o l e r a n t  co m p u tin g . As LSI r e a l i z a t i o n  o f  d i g i t a l  

c i r c u i t s  h a s  in c r e a s e d  i n  p o p u l a r i t y ,  th e  p rob lem  

o f  g e n e r a t in g  f a u l t - d e t e c t i o n  t e s t  s e t s  f o r  com­

p le x  s e q u e n t i a l  c i r c u i t s  h a s  in c r e a s e d  i n  im p o r t­

a n c e . S i g n i f i c a n t  r e s u l t s  have  b een  a c h ie v e d  i n  

g e n e r a t in g  t e s t s  f o r  c o m b in a tio n a l l o g i c  c i r c u i t s  

u n d e r  th e  a ssu m p tio n  t h a t  o n ly  s i n g l e - f a u l t  s i t u ­

a t i o n s  can  o c c u r .  However, t h e r e  a r e  c a s e s  w here 

m u l t i p l e - f a u l t  s i t u a t i o n s  m ust be c o n s id e re d .  

S e v e ra l  a u t h o r s h a v e  r e c e n t l y  e x te n d e d  th e  

B oolean  d i f f e r e n c e  te c h n iq u e  t o  th e  m u l t i p le  f a u l t  

c a s e .  In  t h i s  p a p e r ,  th e  c o n c e p t o f  v e c to r  B oolean 

d i f f e r e n c e  i s  f u r t h e r  e x te n d e d  t o  th e  a n a ly s i s  o f  

m u l t i p l e - s t u c k - a t  f a u l t s  i n  sy n ch ro n o u s  s e q u e n t i a l  

c i r c u i t s .

T re a t in g  th e  c u r r e n t  s t a t e  o f  th e  c i r c u i t  a s  a  

p s e u d o - in p u t  v e c to r  and  th e  n e x t s t a t e  a s  a  p se u d o ­

o u tp u t  v e c to r ,  a  v e c to r  B oolean  d i f f e r e n c e  t e c h ­

n iq u e  i s  u t i l i z e d  t o  d e te rm in e  th e  s e t  o f  i n p u t /  

s t a t e  p a i r s  t h a t  w i l l  p ro d u ce  a  d i f f e r e n c e  in  

e i t h e r  o u tp u t  o r  n e x t - s t a t e  be tw een  th e  f a u l t -

f r e e  and  f a u l t y  c i r c u i t s .  A ssum ing t h a t  t h e  f a u l t -  

f r e e  and  f a u l t y  c i r c u i t s  s t a r t  i n  th e  same i n i t i a l  

s t a t e ,  th e y  m ust be d r iv e n  by a p p ly in g  a  sequence  

o f  in p u t  v e c to r s  t o  a. s t a t e ;  i n  w h ich  e i t h e r  a  

d i f f e r e n c e  i n  o u tp u t  o r  n e x t - s t a t e  i s  e v id e n c e d .

I f  a  d i f f e r e n c e  i n  o u tp u t  c a n n o t be  a c h ie v e d  

im m e d ia te ly , a  seco n d  seq u en ce  o f  in p u t  v e c to r s  

m ust be a p p l i e d  i n  o rd e r  t o  p ro p a g a te  th e  s t a t e  

d i f f e r e n c e  t o  th e  o u tp u t .  The B oo lean  d i f f e r e n c e  

a n a ly s i s  can be com bined W ith  a  s u c c e s s o r  t r e e  

ap p ro ach  to  d e r iv e  th e  r e q u i r e d  in p u t  v e c to r  

s e q u e n c e s .

2 . CIRCUIT DESCRIPTION

C o n s id e r  a  sy n ch ro n o u s s e q u e n t i a l  c i r c u i t  w ith  

i n p u t  v e c to r  X (k) = [X ^ (k ) ,  ; ^ ( k ) , . . . ,X ^ ( k ) ] , 

o u tp u t  v e c to r  Y (k) = [ Y ^ (k ) ,  Y2 ( k ) , . . . ,Y ^ ( k ) ] , and 

s t a t e  v e c to r  S (k ) = [ S ^ ( k ) ,  S2 ( k ) , . . . , 'S ^ ( k ) ] ,  where 

k  i s  t h e  tim e  p a ra m e te r .  Each l i n e  o f  th e  c i r c u i t  

i s  l a b e l e d  w ith  a  u n iq u e  i n t e g e r ,  a  l i n e  num bered 

j  h a v in g  a l o g i c a l  v a lu e  I j [ x ( k ) ,  S ( k ) ] .  Assume 

t h a t  th e  i n i t i a l  s t a t e  o f  th e  c i r c u i t  i s  a  known 

S ( 0 ) .  ITien th e  b e h a v io r  o f  th e  c i r c u i t  cuii be 

d e s c r ib e d  by tw o v e c to r - v a lu e d  B oo lean  f u n c t io n s ,
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Y (k) = C [X (k ), S ( k ) ,  I ( k ) ]  

S (k  + 1) = F tX (k ) ,  S ( k ) ,  I ( k ) ]

(1)

( 2 ) . : .

w here th e  dependence o f  th e  o u tp u t  and  n e x t - s t a t e  

f u n c t io n s  on a  s u b s e t  o f  th e  i n t e r n a l  l i n e s  

I(I^) = t l j ^ ( k ) ,  I^.2 ( k ) , . . . , I ^ p ( k ) ]  i s  e x p l i c i t l y  

in d i c a t e d  i n  E q u a tio n s  ( l )  and ( 2 ) .

3 . FAULTY CIRCUITS

The ty p e  o f  f a u l t  u n d e r  c o n s id e r a t io n  i s  r e p r e s e n ­

t a b l e  a s  th e  l o g i c a l  v a lu e s  o f  a  g ro u p  o f  l i n e s  i n  

th e  c i r c u i t  p e rm a n e n tly  s tu c k  a t  one ( s - a - 1 ) o r  

p e rm a n e n tly  s tu c k  a t  z e ro  ( s - a - O ) .  F a u l t  s i t u a t i o n s

i n  w hich  l i n e s  I . - , ,  I . I .  a r e  s tu c k  a t  
JJ- 0^ JP

^d2 ’ ' ‘ - ’ ®'ap’ r e s p e c t i v e l y ,  a^^  e[o, l] ,  
i  = 1 ,  2 , . . . , p  a r e  d e n o te d  I ^ ^ ( s - a - a ^ ^ ) ,

I . 2 ( s - a - a , 2 ) , . . . , I j p ( s - a - a . p ) .

Two f a u l t s , and 8 , i n  a  sy n ch ro n o u s  s e q u e n t i a l

c i r c u i t  s t a r t i n g  i n  an i n i t i a l  s t a t e  ^ ( 0 ) a re  

s a i d  t o  be " s t r o n g l y  e q u iv a le n t"  i f -  th e  o u tp u t  and  

n e x t - s t a t e  f u n c t io n s  o f  th e  c i r c u i t  w i th  f a u l t  a ,  

and  F^^ , r e s p e c t i v e l y ,  a r e  i d e n t i c a l ,  to  th o s e  

o f  th e  c i r c u i t  w ith  f a u l t  3 , Gg an d  F g  . S tro n g  

e q u iv a le n c e  o f  f a u l t s  i n  a  sy n ch ro n o u s  s e q u e n t ia l ,  

c i r c u i t  r e s e t t a b l e  t o  ^ ( 0 ) i s  i d e n t i c a l  to  

e q u iv a le n c e  o f  f a u l t s  in ' th e  c o m b in a t io n a l  c i r c u i t  

d e r iv e d  from  th e  sy n ch ro n o u s  s e q u e n t i a l  c i r c u i t  by 

b re a k in g  fe e d b a c k  lo o p s  and c o n s id e r in g  th e  c u r r e n t  

s t a t e  v e c to r  a s  a  p s e u d o - in p u t  and  th e ’ n e x t  s t a t e  

v e c to r  a s  a  p s e u d o - o u tp u t .

I f  f a u l t s  OL and  6  a r e  s t r o n g ly  e q u iv a l e n t ,  th e n  

th e  t e s t s  f o r  f a u l t s  Cl find 8  a r e  i d e n t i c a l .  More­

o v e r ,  f o r  san e  m u l t i p le  f a u l t s ,  a  s u b s e t  o f  Lhe 

f a u l t s  may d o m in a te  th e  o th e r s  i n  th e  s e t  u n d e r 

co n r.- id ev e tio n . F o r exam p le , i f  a  m u l t i p l e  f a u l t  

I . l ( s - a - a . ^ ) ,  I . 2 ( s - a - a . 2 ) ,  I . 3 ( s - a - a . 3 ) i s  

s t r o n g ly  e q u iv a l e n t  to  I ^ j ^ ( s - a - a ^ ^ ) , th e n  i t  i s  

n e c e s s a ry  to  t e s t  o n ly  f o r  th e  p re s e n c e  o f  

I j ^ ( s - a - a j j ^ ) ,  w h ich  i s  c a l l e d  th e  d o m in a tin g  

f a u l t .  A m u l t i p le  f a u l t  w hich  c o n ta in s  o n ly  

d o m in a tin g  f a u l t s  i s  c u l l e d  a  re d u c e d  m u l t ip le  

f a u l t .  From en.ch s e t  o f  s t r o n g ly  e q u iv a le n t  

f a u l t s  i n  a  .synchronous s e q u e n t i a l ,  c i r c u i t ,  o n ly  

one re d u c e d  m u l t ip le  f a u l t  n eed  be c o n s id e re d  f o r  

th e  pu .ipose o f  t e s t  seq u en ce  g e n e r a t io n .

■ : li. ■ ,'BOOLll'AN DIFFERENCE EXPRESSIONS

FOR MULTIPLE FAULTS IN SEQUENTIAL CIRCUITS

C o n s id e r  a  f a u l t  in v o l i 'ln g  th e  p i n t e r n a l  v a r i a b le s

I  = [ l . , ,  I . „ , . . . , I .  ] s im u l ta n e o u s ly .  The v e c to r  
"  3^ 3P
B oolean  d i f f e r e n c e s  o f  o u tp u t  Y and  n e x t s t a t e  S 
w ith  r e s p e c t  t o  ^  can  be d e f in e d  a s

0  y = E ^ g [ X ,S ,I ]  © ^ G [X ,S ,I ]  (3 )
j ± j e l *  .  .  J P

and

n  s"" = E V x , S , l ]  © ^ F t x ,S , I ]  (li)J l o 2 . . . o p  -  ---------  ---------

JL It ' thwhere G and F are the I—  components of the .out­
p u t  and  n e x t - s t a t e  v e c to r s ,  r e s p e c t i v e l y ,  and

[ l . , ,  I . I .  ] .  D e fin e  th e  r e s i d u a l  
3 £ 3 P

f u n c t io n s  o f  G[x , S , I ]  a s

^G ^[X ,S] = ^ g[ x , s , o , o , . . . , o] ,  '̂g^ [ x , s ]

X X
= g[ x , s , o , o , . . . , i ] , . . . ,  G|^[x , s ] =

£ -
GLX,S, p - b i t  b in a r y  number w 'ith  d e c im a l e q u iv a le n t

a ] , . . . , ^ G  [X ,S ] = •̂ g[ X , S , 1 , 1 , . .
2'  -1

D e f in in g  t! ie  r e s i d u a l  f u n c t io n s  o f  F t X ,S , l l  i n  an 

' j  we

,P-1_

( 2 )a n a lo g o u s  m annerj we o b ta in  ‘

Qili? in I = ^ ^(m. + m \ E (^G.e^G \D 32...3P ^_Q \ 1 2P-l-i/l=l' ^ 2^-1-i/3 1 3 2  

and

" i l i p  i \  s  (^ f / f  . \
.U3 2 ...JP 2̂ -l-i/jS=l\ 2̂’-l-i)

w here m^ = I j  ‘ "^jp^ ® 1  "  ĵl ĵ2‘' ‘ ^ j p ’ ’ ’ ' >
m = I . , I . „ . . . I .  . D efin e  a  c o m b in a tio n a l t e s t  

g P . i  3 1  3 2  3 P

a s  an  i n p u t / s t a t e  v e c to r  w h ic h , when a p p l i e d  to  th e  

c o m b in a tio n a l c i r c u i t  d e r iv e d  from  th e  s e q u e n t i a l  

c i r c u i t  a s  i n d i c a t e d  i n  S e c t io n  3 , p ro d u c e s  a  

d i f f e r e n c e  in  o u tp u t  o r  n e x t  a t a t c  be tw een  th e  

f a u l t - f r e e  and  f a u l t y  c i r c u i t s .  To com pute th e  

co m p le te  s e t  o f  c o m b in a tio n a l t e s t s ,  s i n g l e  th ro u g h  

- o r d e r  on th e  p l i n e s  j l J 2 . . . j p ,  we m ust
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' I

com pute t h e  v e c to r  B oolean d i f f e r e n c e s  o f  th e  o u t ­

p u t  and  n e x t - s t a t e  fu n c t io n s  v rtth  r e s p e c t  t o  a l l  

2 ^ d i f f e r e n t  co m b in a tio n s  o f  th e  p v e ir ia b le s

^ J l ^ j 2 - - - ^ 0 p-

( 2 )Theorem : C o n s id e r  th e  c o m b in a t io n a l  lo g i c

c i r c u i t  w hich r e s u l t s  from  a  g iv e n  sy n ch ro n o u s  

s e q u e n t ia l  c i r c u i t  by r e g a r d in g  th e  c u r r e n t  s t a t e  

a s  a  p s e u d o - in p u t and  th e  n e x t - s t a t e  a s  a  p seu d o - 

o u tp u t .  The v e c to r  B oolean f u n c t io n s  w hich d e s ­

c r i b e  th e  o u tp u t  and n e x t s t a t e  i n  term s- o f  in p u t ,  

c u r r e n t  s t a t e ,  and i n t e r n a l  l i n e  v a lu e s  a r e  

1  = and  S'^ = i f  X > S ,I] , w here

I  = [ l , I  . p , . . .  , I . ] .  The c o m p le te  . s e t  o f  com bi- j i  JP
n a t i o n a l  t e s t  v e c to r s ,  t ,  t o  d e t e c t  a l l  p o s s ib le  

f a u l t  s i t u a t i o n s  from  s i n g l e  th ro u g h  p ^  -  o rd e r  

on th e  p  l i n e s  j l J 2 . . . j p  i s

■ f*i W *  * V
+  n .  Y 

o p -

+ n. + n.,  ,„Y + n., .„s‘̂OP- J l j 2 -  J l j 2 -  

^  ^  ^ j l j 2 . . . j 'p ^

C o r o l l a r y : The co m p le te  s e t  o f  c o m b in a tio n a l t e s t

v e c to r s  t o  d e t e c t  th e  s p e c i f i e d  m u l t i p le  f a u l t  

I ... ( s - a - a  I . „ ( s - a - a , I . ( s - a - a .  ) onj l '  j l ^ ’ j 2 '  0 2 '"  ’ OP*- OP''
th e  p  l i n e s  j ' l j  0' 2 j - - - > j p  i s

= { t |  1 .^ ( 1 .^ )  [ n j i l + f i j i s " ]

"  ^0 2 ( " 0 2 ) ^'^0 2 ^  "  ""0 2 ^"^

[ n . ^  .  0 . / ]

*-^0 l 0 2 ^  ^ 0 l 0 2 -  ^

•̂ “ j l j 2 . . . j p - ^  ^ j l J 2 . . . j p ^  ^
w here

( l

I ^ J k  - J k =

C o n s id e r  th e  f a u l t  on th e  p  l i n e s  j l j 2 . . . j p  o f

d e c im a l e q u iv a le n t  t t .  T h a t i s ,  ( a . . . a  . . . a .
0 1 J 2  0 P 2 1 U

I f  th e  c i r c u i t  i s  in  a  d e t e c t in g  s t a t e  f o r  f a u l t  n ,  

an  in p u t  c an  be a p p l i e d  t h a t  w i l l  p ro d u ce  a  d i f f e r ­

en ce  i n  o u tp u t  be tw een  th e  f a u l t - f r e e  and  f a u l t - n  
•*

c i r c u i t s .  L e t be th e  s e t  o f  d e t e c t in g  s t a t e s  

f o r  f a u l t  T T .  I f  = 0 ,  i n p u t / s t a t e  p a i r s  may 

e x i s t  t h a t  v d .l l  c a u se  a  d i f f e r e n c e  i n  n e x t  s t a t e  

betw een  f a u l t - f r e e  an d  f a u l t y  c i r c u i t s .  S ta te 's  

b e lo n g in g  t o  th e s e  p a i r s  a r e  c a l l e d  d iv e r g in g  

s t a t e s  f o r  f a u l t . r r  an d  form  th e  s e t  The d i f -

• fe re n c e  i n  s t a t e  m ust be  p ro p a g a te d  t o  an  o u tp u t  

i n  o rd e :: f o r  th e  f a u l t  t o  be d e te c te d .

5 .  DETEXOTING. FAULT n

G iven th i ; t  t h e  i n i t i a l  s t a t e  o f  b o th  f a u l t - f r e e  and

f a u l t y  c i r c u i t s  i s  ^ (O ) ,  th e  p ro b lem  i s  t o  g e n e ra te

a  seq u en ce  o f  in p u t  v e c to r s  t h a t  w i l l  d e t e c t  f a u l t  
/ ♦TT. I f  S (0 ; e Z , we are guaranteed that a sequence*

o f  le n g th  1 e x i s t s .  I f  ^ (O ) ^  Z ^ , we m ust e i t h e r  

d r iv e  th e  c i r c u i t  t o  a  s t a t e  i n  o r  d r iv e  th e  

c i r c u i t  t o  a  s t a t e  i n  Z^ and  p ro p a g a te  th e  r e s u l t ­

in g  d i f f e r e n c e  i n  s t a t e  be tw een  th e  f a u l t - f r e e  and 

f a u l t y  c i r c u i t s  to  an  o u tp u t .  A s u c c e s s o r  t r e e  

w ith  r o o t  S (0 )  i n  vThich a r e  r e c o r d e d  th e  o u tp u ts  

and  s t a t e  > o f  b o th  f a u l t - f r e e  an d  fa T il ty  m ach ines 

p ro d u c e d  ay  v a r io u s  se q u e n c e s  o f  in p u t  v e c to r s ,  

when comb Ined  v d th  th e  r e s u l t s  o f  a  B oo lean  d i f ­

f e r e n c e  a x ia ly s is  o f  th e  fo rm  p r e s e n te d  i n  S e c t io n  

w i l l  y i e l d  an  e f f i c i e n t  means f o r  g e n e r a t in g  

t e s t  sequences- f o r  f a v i l t s  i n  a  g iv e n  sy n ch ro n o u s 

s e q u e n t i a l  c i r c u i t .

6 . CONCLUSIONS

I t  h a s  been  d e m o n s tra te d  t h a t  th e  B oo lean  d i f f e r ­

en ce  m ethod c a n  be e f f e c t i v e l y  u t i l i z e d  i n  th e  

s y n th e s i s  o f  t e s t  se q u e n c e s  f o r  m u l t i - o u tp u t  

sy n ch ro n o u s s e q u e n t i a l  c i r c u i t s .  B oolean  

d i f f e r e n c e  e q u a t io n s  p ro v id e  co m p le te  s e t s  o f  

c o m b in a tio n a l t e s t s  f o r  th e  c i r c u i t  d e r iv e d  from  

a  g iv e n  s e q u e n t i a l  c i r c u i t  by t r e a t i n g  th e  c u r r e n t  

s t a t e  a s  a  p s e u d o - in p u t  v e c to r  an d  th e  n e x t - s t a t e  

a s  a  p s e u d o -o u tp u t v e c to r .  When t h i s  in fo rraaL io n  

i s  com bined w ith  a  s u c c e s s o r  t r e e  te c h n iq u e  f o r  

t r e a t i n g  th e  s e q u e n t i a l i t y  o f  th e  c i r c u i t ,  i t  b e ­

comes a  s t r a ig h t f o r w a r d  p ro c e d u re  to  d e r iv e  t e s t
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seq u en ces  f o r  synch ro n o u s s e q u e n t i a l  c i r c u i t s .
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