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REACT~ SABOTAGE VULNERABILITY AND VITAL EQUIPMENT IDENTIFICATION

by

J. M. Boudreau and R. A. Haannan
Los Alanos National Laboratory

Abstract

Two ongoing programs at Los Almos, the Vital Area Analysis Program and the

Reactor Sabotage Vulnerability Program, are discussed. The Laboratory has

been providing the Nuclear Regulatory Ccmnlsslon wit: technical support In

Identifying the vital area’;at nuclear power plants through the use of

sabotage fault trees. This’procedure is being expanded to provide support for

the Reactor Sabotage Vulnerablllty Assessment Program. A re-examination of

sme of the orlglnal system Imodellngassumptions, including a survey of the

applicable research, Is underway. A description of thv s~rvey work and the

computerized data bases being used Is provided. This program Is expected to
result in refinements In the exlstlng procedures.

Introduction—.

This paper will discuss briefly the work performed by the Los Alamos National

Laboratory for the Vital Area Analysis (VAA) Program. It also will outline

the newly Inltlated Reactor Sabotage Vulnerablllty Program. Both of these

programs are being perfowed under contract for the Nuclear Regulatory

Cannlsslon (NRC).

Since 1979 Los Alamos has been provldlng the NRC with technical support for

determining the locatlons of vital areas, as defined In 10 CFR 73, for all

power reactors In the United States. The NRC now Is considering expanding the

vital area analysls procedure to provide support for the Reactor Sabotage

Vulnerablllty Assessment Program. A re-exarnlnatlonof certain assumptions

currently used by Los Alamos or proposed by the NRC relating to reactor

sabotage Is required to extend the previous wrk.



fltal Area AnalVsls Program

Since the Vital Area Analysls (VAA) Program’s Inception In 1979, Los Alamos

has vlsitec!almost all of theoperatlng reactors and approx.lmately10 plants

undergol~g their operating license review as part of the Laboratory’s Vital

Area Anaiysis Program.l The results of the program are used as a resource

by the K-C licenslng staff to Identify vital equlpnent and areas at the plants

that require protection and to verify the llcensee-identifiedv?tal areas.

The method used to perform the analysls focuses on the fault-tree approach to

systematically identify the sabotage scenarios and equipment locations in the

plant.z The vital area fault-tree methodology was developed by Sandia

National Labor~torles, Albuquerque (SNLA), In the early 1970s for the NRC’S

Offlcs of Nuclear Regulator.yResearcti(RES).3 Starting In 1979, the method

was applied to speclflc plants by Los Alamos for the Office of Nuclear ‘Reactor

Regulation (NRR) and nest recently for the Office of Nuclear Material Safety

and Safeguards (NMSS). This technique has proved to be an excellent tool for

performing detailed and systematic analyses of complex plants.

The vital ar~a fault-tree methodology uses the SETS computer code to solve the

massive fault ti’eesto provide the results in a usable format. SNLA Is con-

tinuing Its efforts In modifying the code to provide time-saving techniques

for computer usage, and cooperation between SNLA and Los Alamos Is required to

provide Interaction betw~en the developer of the code and Its user. The

formation of the fault tree Is central to the whole program. The acchrate

representation of the plant Is essential for credible results. Solving the

fault tree requires sophisticated numerical manlpulatlon, and computers are

well suited to the process,

Los Almncs uses a multlstep procedul’eIn the VAA program that is Intended to

eff?clently gather the necessary data for input to the fault tree. This

technique cunslsts of an FSAR review, ~ site visit, data reduction, formation

of a fault tre~, and a computer solution. Los Alamos engineers spend time at

each plant to gether the site-speclflc Information needed to develop the

tree. The Inltlal fnult-tree formation uses a combination of gcnerlc subtrees

to represent the plant, llwever, experience has shown that all plants differ



widely In site-speclflc data, hence the fault-tree development tends to be an

Iterative process that concludes with a unique fault tree for each plant. The

plant personnel who provide the most useful infoma+ion are members of the

operating, training, licensing, and maintenance staff. A typical site visit

is 1 week long and starts with discussions with plant-systems-oriented

personnel to establish the initiating events and the system mitigating

capabilities. During the discussions, the operating procedures are reviewed

to determine system and operator responses. Once the appropriate systems are

identified, the Piping and Instrumentation Diagrams, Electrical Single Line

drawings, and associated control system drawings are examined and physical

locations are noted. Los Alamos en!lineersmake verification Inspections of

selected equipment locations throughout the plant and maintenance personnel

are consulted for various appraisals of component vulnerabilities. The

information then Is brought back to Los Alamos where the engineers develop the

complete trees for eventual computer input. ThP results are compared with the

information received at the plants, an~~often the plant personnel are consulted

again to provide a double check on the Input data before submitting the results

to the NRC. The entire process takes approximately 6--10 weeks to complete.

Sabotage fault trees differ from safety fault trees In one Important area--

single failure crlteris are not consldere(’for sabotage-related scenarios

because the saboteur Is not restricted to iiamaginga single piece of equip-

ment. This has led to the Inclusion of multiple-failure scenarios In the

sabotage fault trees, which provides a different set of assumptions than might

be found on a safety tree. Oecause most light-w~ter,reactor safety work has

been dune assuming single-failure criteria and system Interactions In the

sabotage mode are not as well understood, there has been a .endency to use

conservative assumptions in the sabotage trees. A good example of this was in

the case of whether to permit a plant to use the feed-and-bleed mode of re-

covery In the event it has lost its feedwater capability. In 1978, calcula-

tions were performed usin~ the Los Alamos TRAC (Transient Reactor Anelysis

Code) for a B&W plant to determine whether the plani should be given credit

for usln~ feed and bleed as an alternate procedure t~ auxiliary feedwatcr In a

safeguards situation.4 This run was made because the vital area designa-

tion Impact was significant and It involved multlple failures that had not

been considered before in the safety area. Not until ufter the TM] incident,



w4ere a similar scenario was involved, was tte feed-and-bleed scenario more

fully developed. Generally, the sabotage tree wI1l not include credit for

‘ecoverymodes that have not been revla~d and approved by the NRC. Here

agatn the flexibill”L.~f the tree and computers make changes fairly simple;

the analyst Is oble to ocus on the localized problem and use the computer to

perform the Impact analysis in a stralghtforward approach.

The most dlfflcult part of the sabotage tree to develop is in the area of

determining the system or combination of systems that is required to mitigate

various saboteur-initiated incidents. The difficulty is a r~sult of the lack

of Information in the safety area when multiple failures are considered. It

should be stressed that this lack of information does not cause the vital area

analysis results to be wrong in the sense that areas that contain vital equip-

ment are not identified, but rather it is entirely possible that more safe-

guards requirements are put iI areas of the plant where they are not required.

The case of “better too many than not enough” may appear to satisiy the notion

of security. However, when plant operations are considered, these safeguards

requirementsmay affect safety adversely.

It Is intended that the reactor sabotage vulnerability and vital equipment

Identification programs will concentrate on providing the mos~ recent research

work applicable to the fault tree formation and thereby eliminate unnecessary

conservatism.

Reactor Sabotaqe Vulnerability Program

As mentioned earlier, the NRC’s reactor sabotage vulnerability assessment

program is based on the VAA procedure. To extend the work previously per-

formed by Los Alanos, a re-examination of some of the original assumptions

about the way certain systems are modeled is needed To meet this end, the

MRC retently has funded additional work at the Lakmatory. The objectives of

this work are (1) to identify and characterize the existing information re-

qardlng the original assumptions, (2) to determine additional research

requlranents, and (3) to Identify the specifir aspects of the existing vital

area analysis and reactor sabotage vulnerability assessment procedures that

should be refined.
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“[omeet these objectives, Los Alanos first wI1l survey and analyze the research

aridengineering studies that can assist in identifying the vulnerability of

reactors to sabotage of the f~llowing types of equipment.

a. Individual safety-related cables In cable trays

b. Ccnnpletecable trays.
c. systems during shutdown or refueling conditions

d. Sensor systems, instrumentation, and nonsafety related control systems

e. Spatially-extended systems and components (that is, piping,

electrical distribution, and HVAC systems)
4,. Air systems

9* Electrical equipment by grounding or lifting of grounds

In additinn, Los Alamos will identify and analyze any research that:

am relates best-estimate analyses of plant responses to system failures

to the corresponding FSAR analysis;

b. discusses effective inclusion of random events, such as anticipated

transients, in fault-tree methodologies;

c. addresses possible system failures after which stable hot shutdown

cannot be maintained indefinitely; and

d. considers the use of nonsafety-related equipment, unanalyzed

procedures, or operator ingenuity to recover from system failures.

!,fissues are identified for which no research or insufficient ruearch is

being conducted to su~pwt a defensible conclusion, this situation will be

reported to the NRC as early as possible. It is expected that the survey will

highlight needed changes in the assumptions that will affect the results of

the VAA or the reactor sabotage vulnerability assessment. These issues will

be prioritized according to their anticipated effect. The required refine-

ments to the existing procedures, including the development of modifications

to the fault trees, then will be made one by one.

Before Los Alamos concludes that a particular

suits of the analysis, the assumption will be

gained fran the survey, Los Almos will model

failure effects in a fault tree and will make

issue has no effect on the re-

tested. Using the information

the system or component and its

a demonstration run. The results



. of the modified fault-tree analysis then can be ccnnparedwith the original

results. If the results agree, the issue will be removed from further

consideration.

The survey phase of this work Is expected to ba completed in the spring of

1983 witbthe follow-on work possibly extending into 1985. The survey work

was begun in August of this year. One of the major resources we have avail-

able for this effort is a computerized Information retrieval system. In fact

there are two such systems we are using--DOE’s RECON system and the Dialcg

system. RECON is ccmposed of approximately 40 individual data bases. Dialog

has approximately 150 data bases in its system. Some examples of the data

bases important to this study are shown in Table I. To date, we have done

searches on all of these data bases. We are now in the process of reviewing

the results and selecting the repo~itsfrom those identified that are really

appropriate. The format we selected for the printout fncludes an abstract,

which makes the report SelectIon easier, and all the keywords aridcategories

under which the report was filled. This is helpful in identifying words or

expressions that might have beefimissed on the first search and allows us to

go back and refine or expand our search techniques.

Me are hoping that as we go through the reports we can identify authors or

institutions that have done a fair amount of work on the selected topics. The

next, or possibly concurrent, phase of our efforts will be to contact these

people directly to be sure we have the most up-to-date information on the

subject. In this regard, I would like to encourage each of you to suggest

reports you know of or other data bases or people actively working in this

area that may be of assistance here.



Table I

INFORMATION RETRIEVAL SYSTEMS

DOE/RECON

Energy Data Base (EDB)

Nuclear Safety Information Center (NSIC)

Nuclear Science Abstracts (NSA)

Research in Progress (RIP)

DIALOG

National Technical Information Service (NTIS)

Electric Power Database (EPRI)

Doe Energy

Smithsonian Science Information Exchange (SSIE)

Conclusion—— .

This program wI1l result in the original analysis assumptions either being

confirmed or modified. Once the required refinements are incorporated Into

the VAA and reactor sabotage vulnerability assessment procedures, It is

expected that the NRC will be able to use the results with greater confidence

that all the vital areas and equipment have been Identified. In addition,

some of the unnecessary conservativeness of the analyses may be removed and

thus ~educe the possibility of safeguards requirements adversely affecting the

safe operation of the plants.
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