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ACRONYI_ ABBREVIATIONS, AND INrHALISMS

A&E architectural and engineering
AFTOX Air Force Toxic Chemical Dispersion rnodel
ADSS automated decision-support system '
APG Aberdeen Proving Ground, Maryland.
BZ nonlethal, but incapacitating, chemical agent
CAD computer-aided design
CAIRA chemical accident/incident response and assistance

' CAMEO public domain system developed by the National Oceanic and Atmospheric
Administration (NOAA) for use by fire departments

CONUS continental United States
CPU central processing unit
CRDEC U.S. Army Chemical Research and Development Engineering Center,

Edgewood Area, Aberdeen Proving Ground
CSDF Chemical Stockpile Disposal Facility
CSDP Chemical Stockpile Disposal Program
DBMS Database Management System
DM decision making
DOD U.S. Department of Defense

- DOS disk operating system
D2PC Computer program developed by U. S. Anny's Chemical Research,

Development, and Engineering Center to estirmte downwind doses of
nerve and mustard agents; assumes a Gaussian distribution of agent in
vertical and cross-wind directions as agent disperses downwind

E!S/C Emergency Information System Version C developed byResearch
Alternatives, Inc; Version C is designed for use at chemical facilities and
opcTat_son a personal computer DOS

EMIS Emergency Management Information System
E£X2 Emergency Operations Center
EPZ Emergency Planning Zone
ER emergency response
ERP emergency-response pem)rmel
FAX facsimiJe
FEMA U.S. Federal Emergency Management Agency
FRERP Federal Radiological Emergency Response. Plan
GB chemical nerve agent, also called Satin
GIS geographic information system
h hour
HAZMT hazardous material
IBM International Business Machines
ICCB Intergovernmental Consultation and Coordination Board
ICS Incident Command System
IEMS Integrated Emergen_ Management System

_ IRZ I_.ate Response Zone; 10-km zone surrounding CSDP sites
representing areas of limi_t warning and response time in the event of a
CSDP agent release
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JIB Joint Information Body
JIC Joint Information Center
km kilometer
LAN local area network
lb pound
LEPC Local Emergency Planning Committee (see SARA Title III)
MACS multi-agen(_y coordination system for emergency planning; part of the

incident command system (ICS) for emergency response developed by the
U. S. Forest Service and other agencies

MB megabyte
mg milligram

MOU memorandum of understanding
MSDS material safety data sheet
NOAA U.S. National Oceanic and Atmospheric Administration
bNv'S National Weather Service
OCC Operations Coordination Center, conducts incident command system

planning
PAZ Protective-Action Zone; 35-krn zone surrounding each CSDP site

(50-km zone at PBA) encompassing areas in which hazard distances are
large enough to allow greater response time for decision making

PBA Hnc Bluff Arsenal, Arkansas,
PC personal computer
RAM random-access memory
RDS response data sheets
SARA Superfund Amendments and Reauthorization Act of 1986; Title HI refers to

Title III the Emergency Response and Community Right-To-Know Act
SSAS Surety Site Automation System; emergency mmaagement software

developed at Aberdeen Proving Ground
USGS U.S. Geological Sttrvey
WATCH Warning Against Toxic Chemical Hazards; software system being

developed at Aberdeen Proving Ground



ABS'IRACT

This report examines the adequacy of current command and control systems
designed to make timely decisions that would enable sufficient warning and protective
response to an accident at the Edgewood area of Aberdeen Proving Ground (APG),
Maryland, and at Pine Bluff Arsenal (PBA), A:rkansas.

Institutional procedures designed to facilitate rapid accident assessment,
characterization, warning, notification, and response after the onset of tm emergency and
computer-assisted decision-making aids designex! to provide salient info_'matxon to on- and
off-post emergency responders are examined. The character of emergency decision
making at APG and PBA, as well as potential needs for improvements to decision-making
practices, procedures, and automated decision-sup[.'vort systems (ADSSs), are described
and recommendations are offered to guide equipment acquisition and improve on- and off-
post command and control relationships,

We recommend that (1) a continued effort be ,made to integrate on- and off-post
command, control, and decision-making procedures to perrmt rapid decision making; (2)
the pathways for alert and notification among ocJ-and off-post officials be improved and
that responsibilities and chain of command among off-post agencies be clarified; (3)
gTeater attention be given to organizational and so_al context factors that affect the

adequacy of response and the likelihood that decision-making systems will work as .,
intended; and (4) faster improvements be made to on-post ADSSs being developed at APG
and PBA, which hold considerable promise for depicting vast amounts of information.

Phased development andprocurement of computer.assisted decision-making tools
should be undertaken to balance immediate needs against available resources and to ensure
flexibility, equity among sites, and compatibility among on,. and off-post systems.

xi



1. INTRODUCTION

Effective emergency response (ER) in the event of an accidental release of chemical
agent in the U.S. Army's Chemical Stockp!le Disposal Program (CSDP) depends on
sound command and control as well as rapid decision making (DM). This report reviews
the adequacy of command and control systems being developed at the Edgewood areaof
Aberdeen Prov_g Ground (APG), Marylanc,, by the U,S, Army Chemical Research and
Development Engineering Center (CRDEC) andat Pfile Bluff Arsenal (PBA), Arkansas.
These systems are designed to facilitate timely decisions that would provide sufficient
warn!ngs and protective responses to accidents. A period of 5 to 10 rain after a release
constitutes the maximum allowable time span m which emergency-.response decisions
should be made.

The two principal components of command, control, and DM that are examined are
(1) institutional procedures that facilitate rapid assessment of, characterization of, warning
of, notification of, and response to emergencies and (2) computer-assisted DM aids that
provide information to on- andoff-post emergency-ms.ponse personnel (ERP). These
components are equally vital to rapid response capabih.ties; which need to be implemented
within 5 to 10 mm of a chemical-agent release to save lives..The compone.nts are also
mutually supportive: good information cannot beused effectavely by ERP if they cannot
digest, analyze, or disseminate it, Moreover, even institutions that are well prepared for
disasters may be unable to respond effectively without clear, reliabie, accurate, timely

. information.
Thisreport describes ern_gency DM procedures used at APG and PBA as well as

needs for enhancements to DM procedures and automated decision-suppo_ sy,sterns
(ADSSs). Recommendations are also offered to (1) guide equipment acqmsmon and
procurement decisions and (2) improve on- and off-post command and control
relationships at CSDP sites,

On- and off-post command, control, and DM procedures need to be integrated to
permit rapid DM in an emergency that could have off-post consequences. Thought should

! be given to methods by which the on-scene incident commander could recommend
protective actions and issue an alert. Such responses by the incident commander would
require enhanced capabilities for rapid accident detection and assessment, even if those

- capabilities didnot permit precise accident characterization,
Inability to make timely decisions persists at APG and PBA because emergency-

cornmunications pathways are insufficient among on- and off-post officials and
communities, and the responsibilities of and the chain of co_ld among off-post
agencies are unclear. To enstwe unified command and control ff a chemical-agent release
occurred, potentially affected jurisdictions may need to jointly stipulate beforehaud the
specific roles and responsibilities to be perfome..d by the various parties involved. An
Incident Command System (ICS) that would encompass several jurisdictions and would
be similar to that developed by state, local, and federal agencies for response to forest Iu'es
and other disasters might enhance responses by coordinating personnel and resources.
However, ICSs have certain limitations that would affect their application to the CSDP:
emergency-response resources may be unevenly distributed among potentially affected
communities, a rapid-onset CSDP accident could necessitate a quicker response than ICS,,
type incidents have thus far, and barriers to institutional cooperation exist among off-post
juri._tictions.

1
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Disaster experience, organizational flexibility, and characteristics of individual
decision makers under stress determine the adequacy of responses and whether DM
systems work as intended. In an emergency, decision makers could not calculate ali
possible alternatives or make sweeping, comprehensive choices based on clear
probabilities for success or failure, The decision makers would most likely have to
respond to urgent, highly specific matters and would have to make judgments based on
fragmented, incomplete information. Unless carefully pnoritized and relevantto
immediate needs, data generated by ADSSs may overwhelm decision makers, Thus, the
development of ADSSs should be guided by institutional procedures and needs.

On-post ADSSs being developed at APG and PBA may be able to process vast
amounts of information for emergency responses. Capabilities need to be improved for
processing and displaying meteorological data, increasing user access and secure record-
keeping, and opt'maally using state-of-the-art geographic information system (GIS)
features. Integrating ADSS benefits with the needs of off-post cornrnunities adjacent to
CSDP sites remains a formidable task.

We conclude that computer-assisted DM tools should be procured or developed in
phases according tOimmediate needs (problems requiring resolution before the CSDP is
implemented at any site), intermediate needs (problems that can be resolved as the CSDP
commences), and longer term needs (proble..n_.that arise in early stages of o_ration).
These needs should be balanced against available resources to ensure flexibility, equity
among sites, and compatibility among on-and off-post systems.

Finally, although on-scene coordinators (in most cases, on-post commanders) are
responsible only for mobilizing on-post resources and for warning off-post communities
in an emergency (U.S. Army 1989a), the expectation in some CSDP corranunities is that
the on-scene coordinator's recommendations following an accidental release of chemical
agent w_ be closely followed. Thus, the on-scene coordinator may have de facto
(actual), ff not de jure (legal), authority for some off-post emergency-response actions,
depending on his or her position madaccess to emergency information.
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2. STRUCTURE OF THE REPORT

Section 3 follows an executive sunmam3, (Sect. 2.1) and reviews institutional
factors important to emergency DM, including the role of individual thought processes,

. experience, andintuition; information constraints; and the effects of stress. Section 4
discusses features of an ICS designed to enhance flexible, integrated response to
emergencies that has been widely adapted by state, local, and federal emergency-
management agencies. The features of state-of-the-art ADSSs are compared in Sect. 5.

Section 6 depicts two sets of criteria for evaluating the adequacy of DM systems at
APG and PBA: criteria that measure institutional performance and criteria that assess the

: performance of ADSSs. Section 7 assesses DM systems used atAPG and PBA by
applying thes_ criteAa tc Emergency Operations Center (EOC)operations; to ADSSs; to
on- and off-post command, control, and communications functions; and to emergency-
notification schemata. _ Section 8 recommends enhancements to institutional decision
support systems and ADSSs at APG and PBA that would hasten DM. Finally, Sect. 9
identifies major issues that may require examination madevaluation at other CSDP sites.

2.1 EXECUTIVE SUMMARY AND MAJOR FINDINGS

The major findings of this report are as follows:

• On- and off-post command, control, and DM procedures for ER should be integrated
to link on-post ERP with off-post officials from several juris_ lotions and functional
commands. '

At best, no more than 5 to 10 rain can elapse between detection of an incident "oAth
potential off-post consequences and the initiation of protective actions (Carries ct al.
1989). Some off-post officials believe that population density and warning-system
limitations require that emergency-response decisions decisions be made within 2 to
5 n,,Jnafter a release. Thus, the on-scene incident commander may have to
recommend protective actions as well as issue an alert and would therefore require
better accident detection and assessment capabilities, even if those capabilities did not
tgxmit precise accident characterization._

• Integration of on- and off-post ERs has prog_'essed at APG and PBA. Nevertheless,
communications routes among ERP are inefficient, _,ndresponsibilities of and the
chain-of-command among off-post agencies are unclear.

Potentially affected jurisdictions may need to compose formal agreements to
designate roles and responsibilities in the event of a chemical release to unify command
and control and to fa¢ilitate quick, clear communication among on-post, EOC, and off-

. post officials. Improved communications can be facilitated in two ways. First, the
on-post EOC closest to the chemical stockpile should be linked into communications
systems of, and should be authorized to notify and issue a warning to, off-post
officials (e.g., the Edgewood area CP.DEC_OC should be direcdy linked to Harford
County), Second, employment of an ICS similar to that developed by state, local, and
federal agencies for responding to forest f'ues and other disasters encompassing
several jurisdictions may enhance responseby coordinating and allocating personnel
and resources. Many emergency planners have high confidence in ICS because it is
designed to go into operation as soon as an emergency arises and to adjust itself to

. 3



changes in needs and priorities so that data can be manipulated (Haney 1985; U.S.
FEMA 1987).

• ICS has several drawbacks that need to be understood by potential users. "l'nese
drawbacks include (1) the uneven distribution of ER resomx:es in communities
potentially affected by a CSDP agent release; (2) limited guidance for some rapidly
occurring accidents that would necessitate a quick response; (3) lack of existing
cooperation among jurisdictions, because a chemical release (unlike a forest fire) is not
a periodically rectm'ing emergency; (4) the likelihood that CSDP accidents require
widely scattered, independently operating teams not typical of ICS experience; and (5)
lack of formal evaluation by ICS proponents through comparison with other systems:
periodic test exercises should be performed if an ICS is used in the CSDP. '

• To improve formal corrmaand and control mechanisms on and off post, agency roles
and responsibilities have been clarified and relevant environmental statutes at APG and
PBA have been obeyed. However, institutional factors that determine response
adequacy and whether DM systems work as intended should be aaended to further.

Such institutional factors include organizational flexibility and decision makers'
capacities to rely on personal experience ff information about an emergency were
limited. In an emergency, decision makers may have to respond to sm_, pressing,
specific matters; to make judgments about fragmented, incomplete information; and to
abandon dispassionate reasoning and rely on personal experience and intuition (Simon
1983; Saaty 1982; Tversky and Kalmeman 1974; NeweU and Simon 1972). Decision
makers' attentiveness to detail is likely to be minimal, yet stress is likely to be maximal
(Keinan 1987; Gertman et al. 1985; Graham 1981). Thus, information generated by
ADSSs may overwhelm decision makers unless carefully prioritized and directly
related to immediate needs.

• On-post ADSSs being developed at APG and PB# _._y be able to process and depict
vast amounts of information for ERs. However, the ADSSs also have limited _
capabilities for processing and displaying meteorological data, require greater user
access and sectned record-keeping capabilities, and need most-current GIS features.
Integrating benefits of ADSSs with the needs of communities adjacent to CSDP sites
remains a formidable task.

In developing on-post ADSSs, efforts should be made (1) to ascertain off-post
needs for information and access; (2) to depict information clearly and simply; (3) to
ensure that emergency information is logged in a reliable, secure, tamper-proof manner

in shared records databases; and (4) to compare and contrast alternative systems with
those being developed before procurement decisions are made based on multiple
criteria.

Institutional procedures _.ndcomputer operations should be developed
simultaneously. Because ADSSs would relieve them of many computational and data-
retrieval tasks, decision makers could spend crucial moments making judgments. If
ADSSs were designed with no distinction between routine operations and critical
emergency operations, managers and operators could be familiarized with the systems'
hardware, software, and databases through routine surety tasks such as retrieving and
viewing maps and floor plans, accessing chemical-inventory data, and estimating air-
diffusion plumes.

Ultimately, introducing innovations that require high levels of automation (such as
artificial intelligence systems capable of initiating some decisions) may be feasible.
However, the first priority at APG and PBA must be to accelerate the performance of



routine, standard operating procedures. Computer scientists should collaborate closely
with ERP to ensure that final designs are functional and efficient: some functions are
easy to design and implement, but others are more difficult. Together, emergency
managers and computer scientists could design an effective haformation system based
on incremental enhancements to existing technology.

• Compatibility among on- and off-post ADSSs (both existing and likely to be acquired)
is essential to ensure that information transfers are two directional during a CSDP
emergency.

Some on,post computer resources may need tobeshared with off-post
communities to facilitatewarning, notification, and mobilization of response

=1 apparatus, but some off-post resources could be enhanced with on-post software and

extuipment if accessib!li .tyto off-post personnel were guaranteed.
.. • A GIS is essential te any ADSS, because a GIS can model 2- and 3-dimensional

phenomena by Storing and retrieving relevant spatial data.
__," Deployment of IEMIS,* the Emergency Information System Version C (EIS/C),

and other GISs has been debated considerably. To best aid decision makers, a GIS
., system should be able to depict t_pulation clusters, significant natural features,

human-made structures that would help or hinder responses, transportation
infrastnactures, and environmental pathways (Dobson 1985), Ideally, a GIS should

_ ' be linked to other information systems and should be adjustable to changes in needs
and priorities to permit data manipulation.

• A phased, prioritized system for procuring ADSSs should be developed to best use
resources that are limited at some sites; to ensure adequate time for training, proof
testing, and equipment debugging; and to address urgent DM needs.

Acquisition procedures should facilitate the purchase of computer-assisted DM
tools in terms Ofimmediate needs, resources, and availability of commercial systems.

. As resources permit, intermediate and longer-term needs should be addressed after
basic tools are hl piace.

• Progress in developing ADSSs at APG and PBA should not constitute the sole
criterion for adopting a particular type of system for the entire CSDP ER upgrade
program.

The appropriateness, cost, and overall effectiveness of ADSSs must be gauged by
: several criteria: user friendliness, accessibility, rugged construction (for off'post,

mobile use), reliability (for enduring daily and emergency-use stresses), and ability to
manage multiple data inputs. One means of meeting these criteria would be to adopt

= decision-support systems that incorporate features of systems developed for the armed
: forces in other contexts. Such models would provide a base line for comparing

- advantages and disadvantages of newer systems.

!

*Integrated Emergency Management Information System, a soflavare package
- developed by the U.S. Federal Emergency Management Agency (FEMA) to provide

spatial data nmnagement that is linked to federal models, accessible to public GIS
databases, and has been used in radiological emergency exercises.



3. THE IMPORTANCE OF INSTITUTIONAl, COMPONENTS IN
CSDP _GENCY DM: A IXIERATURE REVIEW

The institutional components of command, control, and DM for ER consist of
organizational factors and social-Context factors. Organizational factors are,the rules,
procedures, and policies that govern an organization and ensure that it conforms with good
organizational science. Social-context factors include interpersonal factors that lie outside
the structm'e of an organization and that are less forrml than organizational components.

, .although widely recognized as important elements of DM, social-context factors usually
are not acknowledged explicitly in rules governing organizational procedures (Mitroff and
Betz 1972).

In the CSDP, organizational factors are composed of those elements of on-post
command and control and off-post civilian authority charged with emergency plmming and
response at the eight continental U.S. (CONUS) CEDP sites. These factors [depicted in
the final programmatic environmental impact statement, in various support studies (U.S.
Army 1988, vol 3: appendix L; Jacobs Engineering Group 1987), and in the most recent
chemical accident/incident response and assistance (CAIRA) rramuals (U.S. Army 1989a)]
include federal, state, and local organizations that interact through prescribed statutes and
regulations.

Social-context factors include organizational loyalty and morale, quality of
leadership, charm or charisma, individual desire for achievement and reward,
interpersonal legitimacy, and inter- and intra-group values (e.g,, those held by co-workers
as opposed to the formal values of an organization).

- Institutional components are important to emergency DM 'for three reasons. First,
+practically speaking, organizations do not make decisions: people do. Organizations are
composed of individual decision makers who possess limited knowledge, have a usually
well def'med role and explicit set of responsibilities, and constitute but one link in a
hierarchical chain of activity that produces a collective response to an event (Simon and
March 1958; Buchanan and Tullock 1962).

Second, every organization, regardless of its formal purpose, is composed of
individuals who have goals and aspirations of their own. These individual goals may not
always be harmonious with the larger goals of an organization. Reconciling organizational
and individual needs can sometimes be accomplished by encouraging the individuals in an
organization to internalize the organization's goals. An organization can prompt its
members to internalize its goals by ensuring job satisfaction through flexibility in
implementing nonemergency decisions, establishing routine procedures that minimize the
need to reason during particularly stressful decisions, and by inculcating a sense of

+ organizational lryalty and pride (Gertman et al, 1985; Kaufman 1968; Blau 1963; Simon
_. 1948; Barnard _936). However, some tension between personal and organizational goals

will likely renmin.
Third, although most organizations have some form of hierarchical command and

control, achievement of organizational goals usually relies on individual perceptions of
situations. Because of their field experience, personnel at lower levels of an organization
often want to implement decisions selectively and to exercise discretion. Latitude for such
judgment by experienced personnel may enhance organizational response to emergency
situations (Simon 1983; Simon 1979; Kaufman 1968; Barnard 1936).

7
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A considerable body of literature in the social and decision sciences hits focused on
the relationship among institutional components and effective command, control, and DM
during situations analogous to rapid-onset emergencies. Four _ ues pertaining to how
individuals in complex organizations solve problems when DM time is short and
uncertainty is high have been studied: file role of emotion and nonlinear reasoning on DM;
the impact of judgment, _intuition, and experience on the quality of decisions; effects of
having fragmented or mcomp!ete data to evaluate aproblem; and stress.

3.1 HOT AND COLD REASONING: SIGNIFICANCE FOR DECISIONS THAT
' _ MUST BE MADE QUICKLY

Dez:ision theorists distinguish between hot and cold reasoning when describing
the process of DM under conditions of uncertainty and time constraints. Cold reasoning
(also termed cool, calculating, or linear reasoning) is the type of thinking employed when
a decision maker approaches a complex problem with dispassionate, scientific detachment.

According to decision theorists, when presented with an incident such as a
chemical-agent release, the decision maker in an EOC is _likelyto view the problem as if he
or she were confronted with a set of clear contingencies or alternatives, each of which had
a fairly predictable set of probabilities for success or failure. Under this cold reasoning
scenario, the key to rendering a good decision (one that quickly and effectively, mitigates
the emergency or other nonroutine problem) is to focus on the means of idenufying the
single alternative likely to restrain the incident.

Tiffs DM approachassumes a well-defined set of alternatives to a problem, a
decision maker who is well trained and able to quickly surmise the entire situation, and a
reliable feedback mechanism that would continually provide information about a problem
to correct and update data on unfolding situations (Linstone 1984; Simon 1983;
Steinbruner 1974; Simon and March 1958).

Hot reasoning, on the other hand, assumes that decision makers sometimes react to
problems with some emotion, passion, fear, and apprehension. Generally, hot-reasoning
decision makers neither are highly trained nor nee.dto be to react quickly to a critical
situation. The principal mechanisms hot-reasoning decision makers rely on for clarifying
a situation are their own experience as wellas information about the event (Saaty 1982;
Maslow 1968; Maslow 1954).

Acc,ording to this hot-reasoning scenario, decision makers are not, nor can they
ever be, entirely detached from or objective about a problem. In practice, decision
makers' responses in an emergency are likely to range along a continuum from hot to cold
reasoning. Few people are either absolutely hot or cold thinkers. Try as they might, they
are unable to entirely remove emotion from DM, partly because of environmental factors
such as upbringing and socialization. These factors shape and order priorities in a
decision maker's assessment of a situation mid determhae if he or she will be optimistic or
cautious and pessimistic about a hazard's consequences, even if the probability of a
serious event is known to be low (Slovic 1987; Simon 1983; Berlinkir 1976; Maslow
1968; Maslow 1954). Some hot reasoning stems from subconscious, hereditary urges---
haapulses and instincts that no amount of learning or socialization can change entirely
(Saaty 1982).

, _p
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3.1.1 Implications for the CSDP

Consideration of hot and cold reasoning is significant for CSDP emergency DM
for two reasons. First, in the event of a chemical-agent release, decision makers in on-
and off-post EOCs would likely employ some cornbination of both types of reasoning.
However, at some point decision makers would likely m!y to a greater extent on hot
reasoning. Cold DM requires that the decision maker digest information from ADSSs and
telecommunications networks to dispassionately assess the situation and weigh tile
comparative benefits and costs of certain responses. Hot DM processes information and
_ternatives through a filter Of experience and subconscious impulse. The more complex a
situation becomes, the greater the amount and range of information that decision makers
must digest; and as the decision maker attempts to quickly digest information displayed on
a computer terminal, transmitted via a radio, or received from othel sources, the filter of
experience and subconscious response is likely to exert a stronger influence on his or her
reaction (Berlinkir 1976) ....

i The reason for a decision maker's changing from cold to hot reasoning ma), be
explained in this way: as the possible consequences of an event become increasingly
apparent, decision makers become less inclined to compute the probabilities of a serious
incident and more attuned to identifying mechanisms to avert catastrophe (Linstone 1984;
Berlinkir 1976). Studies of crisis DM have shown that this search for mitigating
mechanisms serves to falter out some external sources of information because, at the point
at which the gravity of an event becomes apparent, the decision maker no longer needs to
understand its linear causes, Instead, he or she is more likely to want to know how to
control the consequences of cosily errors (Steinbmner 1974). The more complex the

. situation becomes, the less a decision maker is likely to rely on cool, linear, or logical
thinking (Tversky and Kahneman 1974).

A second reason that consideration of hot and cold reasoning is important for
emergency DM is because hot reasoning can never be entirely controlled by cool,
dispassionate thinking. Studies of risk taking in the behavioral sciences have shown that
in some situations, new evidence may have little influence on preformed opinions. This
would appear to confirm current theories that maintain that individuals often search
through only a small fraction of information before responding (Tversky and Kahneman
1974; Simon 1979), Moreover, inthe opinion of some analysts, using only cold
reasoning could hamper DM in an event requiring a quick response (Simon 1983; Simon
1979).

Cold reasoning digests facts logically and orderly, but hot reasoning caaarecognize
= important values necessary to evaluate the consequences of rapidly developing situations.

One such value is the recognition that some facts are more important than others and
should take prem,dence when decisions are being made. Although facts can be weighted
and prioritized through cold reasoning, linear reasoning alone cannot explain which
probabilities are likely to be computed or what aspects of a decision maker's experience
will be accessed. Emotion plays a large part in this process, especially as regards the
order in which facts are presented.

For instance, because reaction to chemical-agent exposure is dose driven, the
: concentration of agent through time as well as the cumulative amount of agent to which

people would probably be exposed are more-important facts for making decisions on
warning and protective actions than is merely the amountof agent released (Carnes et al.
1989). Likewise, determining that some events should be classified as one category of
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• t rprob em or another [e,g,, a level 1 as opposed to a level 2 emergency (see rable 3,1)] and
being aware of the potential errors i,,;_,:::i'entin drawing conclusions from limited
mathematical data may paralyze the judgment of the d_ision maker (Simon 1983; Tversky
and Kahneman 1974), J.nshort,'a pt:t_lycold reasoner could be overwhelmed by data.

3.2 JUDGMENT AND INTUITION: WHY EXPERIEN(_ IS INVALUABLE IN
RAPID.ON S.EWEMERGE_ CIES

Some decision makers ca.r_surrHse the scope of _ulemergency,, even when only a
paucity of information is available, and cart intuitively Calculate its seriousness. They
quickly comprehend the likely prognosis of an unfolding situation by focusing on certain
cues or stimuli that have become famih_x to them through experience (Simon 1983;
Tversky and Kahneman 1974; Newell and Simon 1972), Such cues or stimuli are referred
to as heuristic rules {Tversky and Kahneman 1974; Newell and Simon 1972).

Instead of segregating all the components of a situation into f'mely stnactured
problems, such decision makers draw analogies t_mong their immediate and past
experiences (Sage 1981), In the case of a CSDP chernical-agent release, cues, stimuli, or
heuristic rules oould include sensitivity to the !nflection of a voice on the telephone, the
ability to judge whether a delay in the processing of routine information should be a cause
for concern, and guarded skepticism toward the accuracy of a computer-calculated release
size because a particular meteorological tower was imperfectly calibrated.

These heuristic rules could also include recognition that an emergency may not
remain well structured and predictable in its development and that ali predictions based on
in '

comple!e, data would be erratic and could result in maportant consequences. Finally,
these decision makers are likely to resist being guided entirely by objective probabdities,
They are likely to employ subjective probabilities-u-the determination that different levels
of risk are acceptable bas_ on prior famiharity with a hazard (Tversky and Kahneman
1974). The role of subjecuve probability in emergency DM can be partially appreciated by
comparing the warning notification systems of APG and PBA and those systems' Criteria
for classification (see Table 3.1),

3.2.1 Heuristic Rules in CSDP DM

Heuristic rules ,?a'eimportant for CSDP emergency DI_I for three reasons. First,
CSDP decision maker_ could not calculate ali possible actions or rely on a well-defined
set of alternatives to avoid a possible disaster in the event of a rapid-onset chemical-agent
release. The decision m,akers may have to make judgments about the accuracy of
.fragmented, incomplete.information m a short period of time. Thus, ADSS.generated
information may overwhelm decision makers unless they are able to quickly prioritize it
and plax:e into perspective its relevance to immediate needs. In short, too much
information can overload a DM system and become unusable (Benbasat and Taylor 1982;
Katz and Kahn 1974). Receiving too much information at once may also cause decision
makers to accentuate the possibility of a negative, catastrophic o_,'come because they have
so little time to process the information (Ben Zur and Breznitz 1981).

Second, heuristic rules of judgment play an important role in risk assessment of a
CSDP emergency, Considerable effort has been devoted to specifying the likely
consequences of a CSDP accident based on information developed in the CSDP iisk
analysis (Carnes et al. 1989; MITRE Corporauon 1987). Although this risk analysis has
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helped define a range of probable releases, it is impossible to predict ali the accidents that
could occur dttring operation of the CSDP, As a consequence, reliance on a formal fixed
set of procedures dictating how to respond under certain accident scenarios simply ts not
viable. Instead, decision makers should 'be awm'c of possible accident scenarios that
would be difficult to predict,

Emergency experience in the nuclear industry, for example, reveals that the type of
accident likely to occur in a complex t_hnology may be far different in character fro.m the
type that rmght be depicted in a probabilistic risk assessment. The possibilities of bmarre
mechanical failures or errors in human judgment, compounded by the breakdown of
redundant common-mode safety systems, operator inexperience, stress (see Sect, 3.4.),
and misinterpretation of equipment output., should not be categorically ignored in the
CSDP any more than in other complex technologies (Perrow 1984, Ford 1984)..Because
of people's inabilities to logically evaluate all contingencies in complex technologaes, a
decision tnaker's intuition, jtadgrnent, and experience play a large role in DM.
Subsequently, a third and f'mal point is that people who have good judgment and intuition
tend to make good decisions in an emergency. Good judgment and intuition are gained by
experience within an organizational structure that rewards demonstrated proclivities for
sound DM (Simon 1983; Saaty 1982; Tversky and Kahneman 1974; Newell and Simon
1972). Obviously, a decision maker has no time to develop good judgment and intuition
during an emergency.

3.3 INFORMATION CONSTRAINTS ON RATIONAL DM: TttE PROBLEM OF
BOUNDED RATION_

Uncertain data and time restrictions impose information constrahats on DM. Many
of these information Constraints can be managed effectively by ADSSs, which arem ormonm,o
rulescan be applie,d_ Studies of the usefulness of ADSSs to emergency managers have
shown that a weU-designed ADSS can graplfieally enhance thedisplay of relevant facts
and can prompt emergency managers to be more attentive to cntical variables (Belardo,
Karwan, and Wallace 1984).

However, some information constraints on decision makers transcend the
aggregation of facts. Rendering value judgments is an equally serious need for decision
makers. ADSSs c_mhelp with this problem but cannot totally mitigate it. The symbols
prtx:essed by a computer do not have meaning for the machine: the machine is
pro_ed to simulate a learning process, not dup_cate social reality (Searle 1982).
Thus, dec_tsionmakers must still be able to render judgments.

DM in an emergency requires difficult choices concerning (1) which issues should
demandtheimnaediateattentionofanon-scenecommanderandwhichissuescanbe
delegatedtoothers;(2)how toallocatescarceyetessentialresources',and(3)whether

- personnel should be ordered into a contaminated area to assess damage, evaluate an
emergency, and monitor its prognosis. Decisions are almost always critiqued after a crisis
passes (Simon 1983) because possibly the decision maker could have made better
decisions using rules other than those employed during the emergency (Simon 1983).

: Making difficult value choices under information constraints reqmres an understanding of
the concept of bounded rationality.

- Bounded rationality stipulates that decision makers do not make sweeping,
comprehensive choices in emergencies or other rapid-onset crises; instead, they respond to
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small, pressing, specific matter_ (Agnew and.Brown 1986; Simon 1983) such as how fast
a plutne is moving, the directiort in which it is moving, and the disposition of response
forces.

These small, pressing matters pre-empt the need to make some decisions, In an
emergency, the decision to aet it;essentially preformed, Ce_ain response aet:tons are
automatically initiated and certain checklist ftmctions in ataEOC are automatically actuated,
ADSSs can page ERP [a proces,s under development at APG (see Sect, 7,1)], transmi, t
plume data, and actuate communication and warning systems, The role of the decision
maker in such eircumstanoes is to priofltize the most important response tasks based on
such preeminent values as the preservation of life and property, According to students of
bounded rationality, prioritizing tasks involves both cold and hot reasoning (Agnew and
Brown 1986) and can be performed in two ways.

First, making good decisions in an emergency often depends more on the
adequacy of a predictive model, such as a chemical downwind hazard model, and the data
supporting it than on the ability to compute a maximi_ng value (such as the exact
traj_tory of a plume), Discrepancies between available and desired information in
emergency planning are expected by EP,P (Comfort and C.ahtll 1988). Thus, EOC staff

g intractable such as saving livesshould have means to convert a eneral, abstract, thatProblemor minimizing property loss int a specific, tractable one could be broken down into
smaller components for exercises and readiness assessments. Goals should be defined in
tangible and, if possible, quantifiable ways, such as moving a certain number of
responders into an area or evacuating people from the Immediate Response Zone (IRZ)
within a specified penod of time, In this way, the performance of a DM systgm could be
compared with some ideal set of performance standards (Simon 1979).

Second, decision makers should encourage and nurture organizational setting; in
an EOC that maximize the input of diverse po'hatsof view and ranges of experience and
minimize the number of people participating in emergency DM (Allison 1971;.Allison
1969). One strategy that has been suggested for achieving such settings is patnng
different specialists to work on some pre-emergency task such as communications,
logistics, or planning. The work of these special!sts can be coordinateA. by means of a
coherent tm'uaagement structure and communications system. This p'ainng system would
help prevent a particular group's dominating DM (Cyert and March 1963).

3.3.1 Risk Discounting and Bounded Rationality

A final issue related to bounded rationality is risk discounting. Risk discounting
from a tri event,refers to the fact that the further one gets sis or the longer rouune,

nonerisis conditions prevail in an EOC, the more complacent one is apt to become toward
the possibility of a serious accident (Linstone 1984; Searie 1982). One method that has
been employed by some agencies to minimize decision-maker complacency requires field
persormel to constantly leport to higher-level officials during both routine, nonemergency
periods and during crises. Lower-level personnel must keep a log of activities that is
reviewed by higher-level personnel to identify problems or evaluate performance
deficiencies.

Periodic performance assessments to ascertain how well personnel know the
programmatic mad installation CAIRA manuals may be useful for building supervisors'
confidence in subordinates and may ensure that the subordinates are able to perform
routine decisions (Kaufman 1973; Kaufman 1968), especially if the perforrrmnee
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assessments are designed to ntpidly detect and correct errors (Argyris 1976), 'The obverse
of risk discounting is risk inflation, which is likely to occur during periods of high stress
caused by emergencies. The management of stressunder emergency conditions is
discussed in Sect, 3,4,

3,4 DM UNDF.,RSTRESS

, A chemical-agent release, or its imminent possibility,in the CSDP would likely
stresspersonnel in on- and off.post ECCs and Chemical Stockpile Disposal Facilities
(CSDFs), For crisis situations, stress may be defined as an unusually severn anxiety
caused by a frightening or horrifying event, This reaction would likely be experienced by

. personnel responsible for monitoring, controlling, preventing, or responding to an
accident (Mitchell 1988).

Stress is an important factor in CSDP emergency DM for two reasons, First, in a
CSDP accident, a variety of stress.induced traumas or disorders may occur among
personnel in the 0n-post EOC as well as among EP.d:'who must contain the accident
(Tushman and Nadler 1978; Huber, O'Connell, and Cummings 1975; Monat, Averill, and
Lazarus 1972), Stress may prevent decision makers from making optimal choices or
assessing a situation accurately, Studies of DM in situations characterized by extreme
uncertainty and stress indicate that decision makers are sometimes likely to perform
poorly, to misunderstand usually well-understood cues, and to make poor judgments

,1 unless some stress is alleviated (Tushman and Nadler 1978; Huber, O'Connel, and
Cummings 1975; Monat, Averill, and Lazarus 1972),

Second, in some instances, stress may actuallyenhance ER by compelling decision
makers to initiate a vigilant problem-solving process--particularly if the survivalof the
organizationwere at stakeor if the ethicalvalues important to decision makers could be,
violated if action were not taken (janis 1989; Janis and Mann 1977), Whether stress
would enhance or detract from ER performance is partly a function of the degree to which
an organization nurtures coping mechanisms such as DM shoncuts and novel strategies for
processing information (Zakay and Wooler i984; Wright 1974),i

3.4.1 Stress and DMWlthln the CSDF

Although no one can predict the type of accident thatmight occur in the CSDP, itappears reasonable to asstm_ that ff a chemical-,,gentrelease occun'ed, it would likely
result from equipment failure,or human error, or both, in a CSDF or nearby storage area.
Such an incident would be discovered first by operators in the vicinity of the CSDF,
Personnel training programs are designed so that the normal-operation and emergency-
situation duties of CSDF workers become so engrained that workers could perform
standard operating procedures .at100%effectivenessduring an accidental agent release
(JACADS 0 & M Training Philosophy 1989), Ways in which stress may affect workers'
performance during such an emergency should be eonsidereck

Studies of the impacts of stress on the operators of complex technologies such as
nuclear reactors (whsch,like CSDFs, are highly automated) indicate that stress affects
decision maker_ through

• perceptual narrowing, whict_restricts an operator's understanding of stressful
conditions and appropriam responses to them (Keinan 1987; Gertman et al. 1985);
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* cogtttttve rigidity, which restricts the capacity of an operator to analyze, evaluate, 'and
plan alternativecourses of action to alleviate a problem (Keinan 1987; Gertman et al,
1985);

j

, changes in the nominal correcmess of judgment, which cause an operator to predict

negative instead of positive outcomes (Wright.1974); ,
, information distortion about _heconsequences of stress, which causes an operator to

discount the impact of stress on his or her judgment; and
* response prese_ation, which causes an operator to repeat ineffective actions or to

make inappropriate responses to the stress (Gertman ct al. 1985).

Results of stress-inducingexperiments on nuclear-reactoroperators reveal thatoperators under stressperform better if their work loads are lightened, These results
suggest that in a CSDF setting, work loads must be carefully monitored, especially dating
periods of stress, when accidents are likely tobe caused by hurnan-judgmenterrors (when
the facility is startedor shut down, for example), ADSSs may be able to monitor tt_is
CSDF work load at CSDP sites,

The availabilityof detailedprocedures may also en!lanceoperator performance and
DM, even hl the presence of conflicting information, Additionally, ff operators are made
to clearly understand that they will be rewarded for performing well under stress, they are
likely to perform better, as are operators who have coped successfully with previous
stressfifl experiences,

Compensalorymeasures can be provided toensure that these favorable conditions
are opthrdzed, Su,ehmeasures could include internalizingprior training to such a degree
that the need to think through appropriate resp0,nsesunder an abnormalevent is
minlmize.d;providing special drills and simulationsto manipulatevarious stress-causing
situations (ZakayandWooler 1984); presenting effective displays of critical information in
thecontrol room; providing procedurescompatible .,withrestrictedcognitive and problem-
solving processes, such asergonomicaily design¢d lighting, a well-planned physical
layout of the EOC,good acoustics,small rooms ronnected to the main EOC to facilitate
small-group conferences or consultations (Nunemaker, Applegate, Konsynski 1988;
Robinson 1982); and centralizing authority within a control room (Gertman et al, 1985;
Bronner 1981),

3.4.2 Stressand DM_1thln lhe

A chemical-stockpile accidentwould greatly stress ERP, who may discount the
impact of stress on then' abilitiesto respond !oan untblding emergency (Mitchell 1988;
Linstone 1984; Simon 1983; Steinbruner 1974; Simon and March 1958).

Emergency management l_,rsonnelare likely to discount stress by psychologically
blocking it, by projecting a strong image of toughness, or by hiding their true feehngs
from co-workers (Mitchell 1988; Graham 1981; O'Brien 1979), The significance of this
tendency to discount stress often results in a wide range of physical, cognitive, and
emouonal disorders (Mitchell 1988).

These disordersmay produce effects such as traumatization(the inability to think
clearly) (S0rokin 1942); a tendency to make erratic judgments byrelying on !ess rather
than more information (Rothstein 1986); and perceptual narrowing and cogrutiverigidity,
The discounting of stress may induce decision makers to renderpremature judgments and



to scan disaster-mitigating alternatives in a nonsystematie or even sloppy manner (Keinan
1987).
, Thought should be given to means of extensive pre-incident training on stress and
1tseffects, clinical intervention shortly after the emergency, and other means of stress
mitigation. One example of stress training is stress inoculation, stress inoculation involves
practicing responses to stressful situations so that worke_ are not as stressed during
emergencies (Meichenbaum 1983), Most important, decision makers need to have
information presented to them in a useable foi_",at.Studies indicate.that the appropriate
method for presenting information to a decision maker depends on 1tscontext. Problems
for which sure, plentiful information is available lend themselves to precise mathematical
formulation. Situations cParaeteriz_ by high uncertaint3,and little infomiation may ,
benefit from ADSSs such as those discussed in the next section, from expert systems, and
from some form of artificial intelligence(however, present artificial intelligence systems
may not be able to deal wellwith theseproblems (Cosier and Dalton 1988).



4. THE ICS: AN INSTITUTIONAL APPROACH TO CSDP DM

This section focuses on the ICS, a state-of-the-art institutional model designed to
integrate several jurisdictiens into a coherentER network. Another institutional state-of-
the-art model considered for detailed examination was the Federal Radiological Emergency
Response Plan (FRERP). FRERP was developed after the Three Mile Island nuclear-
power-plant accident in 1979 to expedite federal-agency-coordinated responses to
radiological emergencies. Composed of a master plan and several subsidiary components,
the FRERP was designed to designate a lead agency after an accident, define subsidiary
agencies' on- and off-site responsibilities, and initiate a series of exercises to ensure that
joint response plans among federal-, state,, arid local-agency responders work as intended
(FRERP 1985; Radiological Emergency Planning and Preparedness 1982; National
Radiological Emergency 1980).

Although FRERP is a.nimportant model for coordinated, rapid response, its design
is based in part on ICS cfiteriawparticlflarly as regards planning and operational control,
designation of a lead agency, and compatibility with other federal-agency emergency.
contingency plans and procedures. ICS and ICS variants have been adopted by several
federal, state, and local ER agencies under the bread title Integrated Emergency
Management System, or IEMS (Bragdon, Moreland, r.nd Le Blanc 1988). IEMSs are
tailored 'tothe specific requirements of communities nationwide through FEMA's Hazard
Analysis/Capability Assessment Guidance (Bragdon, Moreland, and Le Blanc 1988).
Moreover; ICS is now a major component of the National Interagency Incident
Management System as a result of the efforts of the U.S. Fire Administration and National
Fire Academy (Haney 1985; Franklin 1989). Thus, a thorough understanding oflCS will
provide insight into the operation of other institutional models of coordination.

ICS is designed to ensure that emergency-rnanagement agencies from jurisdictions
throughout a wide area are preprogrammed to integrate their responses to accidents.
Integrated responses are achieved by obtaining agreement on a set of management
objectives developed by officials from each jurisdiction who represent different functional
areas of responsibility. To implement and support these emergency-management
objectives, a centralized command and control system, subdivided into five areas--
command, operations, planning, logistics, and finance,---supports incident command
(Incident Command at Hazardous Materials Incidents 1989; FIRESCOPE Hazardous

_ Materials (H MA'Is) Specialist Committee 1989).
Under these functions of the ICS, personnel from different jurisdictions serve

together. In theory, anyone can perform any function as long as he or she has been
trained to do so. The important criterion in filling a position is qualification, not role or
formal responsibility requirements within one's respective jurisdiction (Incident Command
at Hazardous Materials Incidents 1989). Managing multiple disciplines and different
levels of government under crisis conditions is possible by relying on an incident
commander to supervise and coordinate each component. The ICS is designed to begin
operating as soon as an emergency arises and to involve either more or fewer agencies and
personnel as an emergency becomes either more or less serious (Schneider Engineering
1989b).
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4.1 ORIGINS OFICS: RELEVANCE TO THE CSDP

The ICS was developed in the1970s to correct organizational weaknesses (such as
lack of common organization, poor on-scene and interagency communication, lack of
multiflequency and scanner capabilities, inadequate joint planning, lack of timely and valid
intelligence, inadequate resource management, and limited prediction capabilities) in ElLs
t° forest fires (Irwin 1989). ICS was later incorporated into other ER plans after
experience proved it to be effective.

ICS comprises two components: a multi-agency coordination system (MACS) for
emergency planIfing and an ICS for ER. Ongoing planning within the MACS takes place
in an Operations Coordination Center (OCC), which coUects, processes, and disseminates
information useful for crisis management. OCC serves as a nexus for information from all
agencies andjurisdictions; provides situation summaries to cooperating agencies, the mass

media, and others; and operates full time and with different readiness levels (i.e., normal,
nonemergency conditions; precautionary conditions; or emergency or red alert conditions).

The ICS component provides an integrated emergency-management organization
that features standardized terrtfinology, uniform procedures, enhanced communication,
and mutual assistance by various jurisdictions. Four separate but interacting levels of
response command are managed by an executive coordinator, as shown in Table 4.1.

The executive coordinator is at the top of a hierarchical chain of command. Pre-
emergency planning is highly democratic. Issues involving operations and management of
MACS and ICS may be identified at any level, by any group or individual (U.S. FEMA
1987).

MACS, the managerial element of the ICS system, has no independent operational
authority. It is dependent on the voluntary cooperation of member jurisdictions, is an
extension of the formally defined command function of member agencies, user managed
and service-oriented, and does not compromise or usurp established agency authority or
practices (U.S. FEMA 1987). Because many state and local emergency-management
agencies have interagency agreements for emergencies that cross jurisdictional boundaries
(Pine 1988; Pine 1989), the leap from established interagency pauems of cooperation to
ICS need not impose unusual demands, at least from the standpoint of unified
management.

Finally, MACS has four operational modes (similar to levels of alert under
CAIRA). The requirements of the highest mode (',evel4, a full regional alert) are clearly
depicted and understood. MACS situational teams meet periodically and plan such
ongoing tasks as agency radio purchases; vehicle procurement; standardized, clear, plain
language text for radio messages; and a matrix for the sharing of radio frequencies (U.S.
FEMA 1987).

4.2 ICS AND ESTABLISHED CAIRA PROCEDURES

ICS practices andArmy procedures depicted in the current CAIRA manual for
nuclear and chemical incidents share,many features. Like CAIRA, ICS recommends
employment of a common terminology for ER; prescribes a modular organization with
limited, manageable span of control under a clear chain of command; urges integrated
communication, unified command structure, a consolidated action plan, and predesignated
incident facilities [such as an EOC and a Joint Information Center (JIC)]; and prescribes
comprehensive resources management (Franklin 1989; U.S. FEMA 1987). Moreover,
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Table 4.1. Incident Comnmnd S ystem formal structure and responsibilities

Level Function
..... m=,.. , ,,, , J - ,

(1) Board of directors Set goals and objectives
Make final decisions
Establish policy
Adopt policies for own agency

(2) Operations team Recommend policy
Prepare action plan
Decide operational issues
Set direction and goals for task force

(3) Task-force elements Develop multi-agency coordination system and
incident command system functions
Establish appropriate organizational
Develop procedures
Provide nontechnical direction to specialist groups

(4) Specialist groups Perform specialized assignments in appropriate
functional areas

Source: adopted from U.S. _eral Emergency Management Agency, National
Emergency Training Center, Emergt.ncy Management Institute, Exemplary Practices in
Emergency Management, February 1987.

ICS systems established in many states are patterned after r _litary.-style comrnand and
control systems (Haney 1985).

The scopeof incident command authority prescribe ' ICS has largely been
adopted by the Army. During the early stages of a CSDP h lt. ,he immediate
response-force commander retains on-scene command so 1o_,,,_. ,.'mae_ate response
force under hisor her authority is deemed capable of managing ria,.incident (U.S. Arnay
1989a). On-scene local officials are relied orr under ICS because of the assumption that
out-of-state, distant teams do not possess intimate knowledge of the characteristics of the
affected area (Incident Command at Hazardous Materials Incidents 1989).

Under ICS, all terminology is predefined and understood by ali participants
regardless of discipline or jurisdiction (Bragdon, Moreland, and Le Blanc 1988). When
agencies use the same terminology, few differences are likely to occur among methods of
operation. Clear terminology identifies resource elements and facilities, delegates
management authority, and facilitates uniform planning by clearly defining objectives.

- When applied to radio communication practices, it ensures that messages are transmitted in
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clear text, free of potentially misleading codes, so that people can say exactly What is on
their minds (Exemplary Practices 1987).

One difference between ICS theory and Army practice, however, is in the area of
emergency-classification terminology, which will be discussed in Sect: 7.3. Differences
among APG, PBA, and CAIRA terminology regarding emergency classification pose a

potential operational problem for which an ICS terminology standard could be beneficial.

4.3 ADVANTAGES OF ICS: SOME LESSONS FOR OPTIMIZING CSDP
EMERGENCY DM

Despite similarities between ICSpractice and CAIRAI some advantages of ICS
have not been fully incorporated into CSDP emergency DM. First, greaterregard for
span-of-control (!.e., the number of people reporting to a single supervisor) considerations
should be encompassed by on-post emergency planners. Under ICS, span-of-control
considerations aredetermined by management needs and ERP safety considerations.
Generally, span of control of any individual charged with emergency-management
responsibility should range between three and seven people, with five being optimum
(Franklin 1989). If a group exceeds seven people, its effectiveness deteriorates. Optimal
span of control aUows each emergency responder to concentrate on a primary assignment,
not be distracted by other responsibilities, and not hinder others performing the same task.

Second, ICS philosophy contends that good communications among on- and off-
post EOCs depend on such relatively simple logistical considerations as shared
procurement of radio systems, interjurisdictional determination of radio equipment needs,
the assi.gnmentof exclusive interagency frequencies for use by resp.onders,and ensuring
that maximum use is made of all assigned communications capabilities. ICS guidance
prescribes shared procurement systems, assurance of equipment compatibility through
compliance with special needs-analysis procedures before equipment procurement is
approved, and through the employment of common communication codes (U.S. FEMA
1987; Haney 1985). During an emergency, responders should use the radio system they
would employ under normal, nonemergency conditions to minimize having to learn new
procedures or to familiarize themselves with strange equipment. This also minimizes
chances for communication breakdowns and ensures the best possible integration of
available commttnications equipment. Secured communications systems are yet to be
developed at AI_ and PBA. Consideration should be given to the incorporation of ICS
experience and philosophy in system development.

Third, there is a need for greater off-post coordination among key jurisdictions at
CSDP sites. ICS provides some practical insights into how to achieve this etx_rdination
with minimal impact to established procedures and emergency protocols. Unified
command structure under ICS allows for considerable flexibility among jurisdictions and
agencies.

Figure 4.1 depicts how an ICS system for the CSDP might work. The most
significant feature of this configuration is that the three main branches of operations
(HAZMATs, medical, and accident suppression) report to an operations section in the
field. This operations section, in turn, reports to an off-post EOC within which the ICS is
housed. Site control, evacuation, and perimeter and access control tea.ms report to the
HAZMAT branch.

The justification for this configuration is that incident-command authority is most
effective when dedicated to supervising major response functions rather than the



23



b

24

microtTmnagement of field tasks, Field,based personnel should practiceimplementing
func,tions pertaining to decontamination, technical support, and site security and entry,

Figure 4,1 demonstrates that, because the qualifications and training of people selec!ed toflu each position am more important than the role each person plays in ensuring funcJtional
specificity, a local expert in safety issues could serve immediately under the incident
commander and could supervise emergency-responder safety during a CSDP incident, and
a state official less qualified for command might be assigned perimeter-access-control
duties in the field, Thus, depending on the scope of a CSDP emergency, incident
command could require the availability of a key responsible individual from each
jurisdiction irl a multijurlsdlctlonal situation or could be composed of several functional
departments within a single political jurisdiction (Haney 1985),

Incident command can be configured ha a variety of ways, During a recent
Colorado forest fire, two on-scene incident commanders coordinated DM. The first, a
federal official, was charged with overseeing ER activities on federal lands, and the
second, a local official, supervised incident response on nonfederal territory (Incident
Command at Hazardous Materials' Incidents1989), Thus, each CSDP site could select the
configuration best suited to its needs, including a dual incident-commander system, if
appropriate,

The greatest advantage of ICS, according to its proponents, is that it enables
agencies to work together more effectively with increased trust and confidence in one
another's capabilities. This is aocomplished by the ICS planning process that stresses
expansibility from simple dally activities to the demands of a major emergency. Policies
and priorities are set by command, mid the organizations established to meet these
priorities are tailored to the needs of operations personnel. Financial constraints on some
eomxnunities ate taken into eonsiderataon in allocating ICS responsibilities (Irwin 1989).
Thus, less-affluent communities may contribute to the integration of emergency commmad
by in-kind contributions of personnel or equipment rather than through monetary
contributions. ICS also displays e0nsiderable flexibility dm'ing the _-entry phase of art
emergency(in ICS terminology, stand down). ICS is capable of rapid stand down and
relinquishment of authority to local officials. As an emergency becomes either more or
less serious, various ICS functions and branches are disbanded, allowing for the retention
of command authority in critical areas and a simultaneous return to normal operations
because some personnel can retm'n to their regular roles.

4.4 LIMrrATIONS OF ICS: A CRITICAL R_EWIEW

There are two broad sets of problems involved in applying ICS to the CSDP.
These are (1) possible disruption of exastmg ER procedures and (2) possible
misapplication of ICS procedures to the CSDP. Prom the standpoint of disruptiveness,
the implementation of an ICS system should impose the least possible change on existing
emergency-management systems at CSDP sites, Unless established jurisdictions can
retain control of theh' legal and fiscal responsibilities, roles, and proce.xlures, they are
unlikely to approve of the system and may resist or subvert its implementation (Franklin
1989). To ensure minimal resistance, strict boundaries of incident command should be,
agreed on beforehand.

Moreover, during an emergency, incident command should not be automaticaUy
transferred to a higher-level officer or political official who arrives on the scene. Before
command is transferred, uhe newly arrived individual should be fully apprised of the
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situation and inI ormed of what actions have been taken, Command transfer should be
done face to faoe (U,S, FEMA 1987),

A second source of possible disruption is file adoption of ¢:orrunonterminology
and standards In planning documents, training programs, and operational procedures, In
actual experience, ICS has generated considerable resistance among response agencies in
states m_dcommunities that have little experience in rapid-onset emergencies, Some
resistance to ICS was displayed by the Forest Service, for whom it was initially developed
(U,S, FEMA 1987), Imposing unifozrn terminology and standards compels agencies to
change established habits and procedures, One reason ICS may have been adopted in

California sooner than !n other states was the relatively long history of ooordinaflon among
local jurisdictions and s_te agencies in emergency planning for forest fires, earthquakes,
and other disasters (U,S, FEMA 1987), To ensure that it works as designed, ICS must be
._hrooftested thn_ugh periodic simulated and full-scale exercises (U,S, FEMA 1987),

ose experienced in ICS training suggest that ICS constitutes a form of technology
transfer that gradl_.allyenhances participants' ability to contribute to integrated ER,
Eventually, common training and gradual operational implementation should reduce
political _sistance (U,S, FEMA 1987),

After they are implemented, ICS p,rocedures provide response personnel with
significant room for discretion and flexibility, The most important decisions within ICS
are not preprogranuned; they are formulated through open communication among lower.

. level and management personnel, Constant contact and eommurflcatmn among on-scene
incident commanders and field-management teams is encouraged, On-scene commanders
often defer to tl_ejudgment of field personnel who, by virtue of their functional
specializations, have earned the respect of supervisory personnel (Incident Command at
Hazardous Materials Incidents 1989),

The overall relevance of ICS to a CSDP chemical-agent release is more problematic
for two reasons. First, an integral assumption of ICS philosophy is that every jurisdiction
potentially affected by an emergency has certah_ resources it can offer in responding to it,
Although each community potentially affected by a CSDP release has resources that can be
mobilized, an emerging consensus among CSDP sites suggests that in the event of a
chemical accident with rapidly developing off-post consequences, principal responsibility

- for warning, notification, arid, to some degree, coordinated off-post response, would fall
to the Army (Schneider Engineering 1989b), Although ICS proponents claim that
nonmilitary experts can be incorporated easily into the management of an,emergency (U,S,
FEMA 1987), iris not enth,ely clear how tiffs could be done during a rapxd-onset chemical-
agent release. Moreover, the unique logistical needs of a CSDP accident may impose
resource requirements that many communities simply cannot bear without significantly
enhancing their ER capabilities.

Second, many of the planning criteria for ICS are geared to a potentially large
incident that extends over a broad area and for which adequate time for preparation is
usually available (U.S. FEMA 1987). No known studies have compared the relative
response times of ICS with non-ICSs,

Despite these limitations, ICS is likely to optimize a timely response to a rapid-
onset emergency for three reasons. First, ICS experience in HAZMAT incidents has

= shown that it is cap.able of coordinating responses amo..ng a complex array of federal, state,
and local agencies m the absence of clear-cut responsibilities for given tasks (Franklin
1989). The integrated planning process of ICS allows for early identification of potential
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organizational problemslikely to interferewith optimal response, especially for
organizations that work for the sponsor of a given task (Franklin 1989),

Second, thepredetermination of functionalareas ofresponsibility under ICS
mi_mizes confusion and overlapping of personnelduring ER, This minimizing of
confusion makes it relatively easy forjurisdictions to negotiate with one another for
various forms of assistance and logistical support under accident scenarios, thereby further
optimizing timely response,

Third, within an ICS, each responder arrives on the scene with a specialized
knowledge and background in some aspect of an emergency (U,S, FEMA 1987). 'Ilms,
little time has to be spent on acquainting responderswith special precautions and
characteristics associated with a CSDP release because their training and operations
planning will haveequipped them with that knowledge. ,

A final problem in applying ICS to a CSDP accident Is that most ICS experience
has been concentrated in well,.understood,recurring emergencies (forest and brush fires)
tj,at, gradually, have prompted cooperation among political jurisdictions, Such
interjurisdictionalcooperation may not exist atmost CSDP sites to the same degree,
CSDP communitieshave had little experience,for example, with major interjurtsdictional
ER. Related to this is the fact that .[CSstresses sn'tailteams of responders able to operate
in widely dispersed units where independence of action is both necessary and appropriate
(U.S, FEMA 1987). Such independence of action is likely to be less appropriate in a
rapid-onset CSDP emergency.

4.5 CONCLUSIONS: HOWTO IMPLEMI_T AN ICS

As a result of this review of the strengths and weaknesses of ICS, suggestionscan
be offered for its use in the CSDP, First, development of an ICS should utilize
established ER protocolsand methods of interjtu'tsdictionalassistance availablein off-post
jurisdictions. At APG, Ibr example, it may be possible to use the authorityof county
sheriffs for integratingoff-post command and control, At PBA, Jefferson and Grant
counties could develop an ICS-type system based on established protocols that have been
used to respond to train derailments and other emergencies.

In almost all cases, CSDP communities should be able to adopt ICS features such
as an optimal span-of-control system (three to seven people per responsible individual) to
allow eachemergency responder to concentrate on a primary assignment. In additaon,
strategies can be developed among CSDP communities to allow less-affluentjurisdictions
to make in-kind contributions to an integrated ER system. Finally, potential off-post
organizationalproblemsl_.ely to slow coordinatedresponse can be investigated mad
meetings among communities and the Army held to resolve some of these institutional
problems through delegation of specific responsibilities to minimize overlapping and
confusion,



5. ADSSs: A GUIDE TOCOMPARATIVEFEATUR_

Increasedpublic support for emergency preparedness in CSDP communities, as

well as increased public awareness, has led on, and off-post emergency managers at
CSDP sites to broaden their technological perspectives, These changes reflect a growing
nationwide concern about technological hazards _U,S,Congress 1983),

. A w.riety of emergency-managementprognu'nsare now offered commercially,
Existing hardware, softw_u'e,and databases cover a wide range of functions from database
management to graphics (see Tables 5,1 and 5,2), Unfortunately, no vendor !ncoxporates
into a single s_,stemali of the functions required for rapid DM, Some systems are well-
suited for storing and retrieving anateritdsafetydata sheet (MSDS)data or chemical-
stockpile inventory data; others are reasonably good at handling maps and floor plans, andstill others are particularly adeptat calculatingplume models,

The ideal automatedsystem would incorporateali of these functions along with ,
GIS features, However, no such system has yet beenintroduced in commercial or public-
domain offerings. A review oi current systems depicted haTables 5,1 and 5,2 illustrates
this point, An additional compatibilityproblem is that current systems are limited to
specific computer architecturesand operating systems, This reduces thechoices available
to CSDP installations as well as to off-post EOCs becauseof previous commitments made
to a particular computer system,

This state-of-the-artreview encompasses a wide range of software including
o systems specifically designedfor emergency management at chemical manufacturing and

storage sites and other systems with generic capabilities that may support emergency-
management needs but that are not specifically designed for that purpose. Numerous data-
relrieval systems describing HAZMATs are available, but these existing systems fall far
short of meeting the needs of CSDP sites for timely response to a chemical-agent release,

The greatest shortcomingof existing emergency-managementinformation systems
(EMISs) is their treatment of geographic information, Conwrsely, none of the
commercial GIS systems is well endowed wlth emergency.management functions such as
those offered by the leading EMISs. It.is important that the system ultimately deployed at
a given CSDP site be capableof acceptingdigutalcartographicand ,geographicdata
regarding chemical-stockpilestorage and demilitarization areas, lt ,s recommended that the

maps and floor plans normally maintained by civil engineers at military installations be the
official database on which ali en_rgency operationsdepend for cartographic information

: about on-post activities. Maintenance of such maps and floor plans is a standard operating
procedure at ali CSDP sites, At most CSDP sites, these documents exist as a collection of
hard-copy drawings or blueprints, However, numerous installations now have digital
cartographic flies or computer-aided design (CAD) fries representing the content of the
hard-copy maps. Development and maintenance of such flies adds a sophisticated
computer-science task to whatis already a difficult and expensive information-
management task.

5.1 HAZMATsDATABASES

CSDP requirements are different from those of most industrial facilities in that
chemical agents to be destroyed are the only important substances to be managed. Hence,

o the MSDS and response data sheets (RDS) capabilitiesof commercial EMISs could be
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important because of the structure they provide for special resp,onse informatiofirather
_an for their pre-existing data content that is not relevant t_ tt _sprogram, l:'re-existing
data on comme_ial materials could, however, be importark co:<other functions for which
the on-post EOC is responsible,

All n'lanufacture_, distributors, _d users of HAZMATs are required to provide a
prescribed listof information describing emc_hsubstance in terms of flan'm_ability,
reactivity, and health characteristics;special precautions;protectiveclothing and equipment
handling or containerization reqtflrements;and ventilationsrequirements, These MSDSs
are available in digital form; MSDSs are the basis for ali of the thematic database systems
evaluated in this report. RDSs are similar but generallycontain more information about
remedial actions, protective clothing, and other factorsrelated to response,

The various systems differprimarily in the lists of materials included in their
databases, as well as in the procedfires used to access MSDS records, The MSDS record
Listsoniy hazardous chemichls in their pure forms, Hazards associated with chemicals'
coming into contact with one another during a fire or explosion are recognized as
important in the CSDP, Unfortunately, no current system deals with the problem of
chemical mixtures,

The total number of MSDSrecords is quite large, Most automated systems limit
their coverage to a few thousand records to optimize efficiency and focus on substances
appr0priateto a particularfacility, A total of 18different MSDS databases were evaluated

' for this report (see Table 5,1), These ranged from the CHEMTREC/CHEMNET
database, which contains more than 90,000 substances, to the SAFECHEM II database,
which contains approximately 1,000 substances,

The EIS/C database contains 2629 substances, The EIS/C list is identical to that
contained in the CAMEO system--a public-domain system developed by the National
Oceanic and Atmospheric Administration(NOAA) specificallyfor use by fire departments,

We recommend that the MSDSdatabase be a resident databaseon digital-storage
medium. However,in ali cases, chemical agents at each CSDP site will have to be added
to these databases,

5.2 INVENTORYDATABASES _

Two inventory databasesrelevantto CSDP emergencyDM were identified:
HAZKNOW and Property, both of which weredesigned specifically to manage inventory
information pertaining to storage fac!litiesand their locations and contents. Although each
of these databasesystems may functionquite well as a stand-alone system (i,e,, one that is
not part of a largercomputer system), none provides a distinct adv,antageover inventory
database systemsthat arealready integratedinto more comprehensiveemergency-
management systems.

5.3 EMISs

EMISs am highly spe,cializexlapplicationsystems thatencompass severaldifferent
information technologies. As shown Ill Table 5.1, only two microcomputer workstations
(as might be found in an EOC, for example) offer a significant subset of features essential
for emergencymanagement: the CAMEO system, developedby NOAA, and the EIS/C
system, developedby Rcseamh Alternatives, Inc.
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The two systems are very simi,lar because EIS/C is a commercially-modified
version of CAMEO, EIS/C was modified to run on International Business Machines
(IBM.)personal computers, CAMEO, on the other hand, was designed primarily to
operate on the Apple fami!yof personal computers, ,

The GENESIS/HEXIS system [not to be confused with the Gentsys event log
program in current use at PBA (see Sect.,7)] has been implemen!ed at Tinker Air Force
Base in Oklahoma, where it is used by the base fire department for emergency-

management purposes, GENESIS is an Air Force-mc_dtfiedversion of _e commercial
HEXIS system that adapts a general-purpose GIS for a specific emergency-management
application, The resulting system runs on Wang minicomputers but is not compatible with
the Wang family of mtcrocomputers, GENESIS/HF.XISis expensive because of the
higher initial cost.of minicomputers vs microcomputers, GENESIS/HIS does not
inalude an air-diffusionmodel, and its emergency-mmaagementfeatures are neither wide
ranging nor user friendly, The 15remaining systems specialize in MSDS management,
inventory management, or air-diffusion modeling, Their hmited range of capabilities
makes them unsuited for the comprehensiveemergency-management needs of the CSDP,

5.4 GISs

EssentialtoanyADSS issometypeofGISthatwouldallowfortherepresentation
of2-and3-dimen,qlonalphenomenainan'umner.thatwouldfacilitatethedepiction,.
storage,andretrievalofspatialdatarelevantforemergencyDM. AtAPG, suchasystem
xsbeingdeveloped.StudiesofGISeXperienceinemergencymanagementindicatethe
followingadvancedcapabilitiesbywhichtheeffectivenessofsuchsystemscanbe
evaluated (Dobson 1988):

• datacapture, including data conversion,digitizing, editing, and image processing;
• data storage,retrieval, and management;
• data integration;
• mensurationand statisticalsummary;
• data manipulation and analysis;
• modeling (including meteorologicalmodeling);
• linkage to other geographical and nongeographical systems; and
• graphical output and display,

b

In addition, the software must be capable of representing the location, geometric
form, and spatial relationships of cartographic objects. Buildings, streets, and other
installation facilities must be converted from analogue drawings (such as would be found
on blueprints or topographic maps, for example) to digital spatial databases with
geometry, topology, and o_er attributes,

In a GIS system, analytical software must be able to represent the distribution of
each geographical object, spatially registering geographic distributions from different
sources, and identifying ¢oineident locations on multiple databases (Green 1988), For
example, in the CSDP, tt essenual to be able to determine the location of a spill, fire,
explosion, or other source of a chemical-agent release, lt is also necessary to be able to
depict IRZs, Protective-Action Zones (PAZs), and smaller subzones within the response
zones as well as to be able to define a no-deaths or no.effects distance for an agent release,
Finally, the intersection of each of these zones with the location of a chemical-agent release
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and the area within which a population Would be at risk from the release are ali available
through the use of a GIS.

The most important GIS function is the conversion and transfer of data from an
installation's engineering and chemical surety database (e.g., floor plans; utilities, other _
facilities) to th,_on-post EOC and its attendant microcomputer workstation.

CSDP requirements may be divided into four distinctly different, but integrally
related, activities: database and scenario preparation; real-time, routine operations; real-time,
emergency operations; and real-time operations during the recovery phase following a
chemical accident[incident. Activities I and 4 are similar in that comprehensiveness and
accuracy :_,"emore important than speed. During an emergency (activity 2), speed is crucial,
but comprehensiveness and accuracy de._end on preparation that has been done ahead of
time (activity 1).

Routine o_:_::_tions are similar to emergency operations, except that the requirement
for speed is not quite as stringent. These combined activities forcetrade-offs among speed,
accuracy, and comprehensiveness that can be resolved only by employing one type of
system during the preparation and recovery phases and another type during emergencies
and routine operations. Paradoxically, the two systems must be so integrally linked that

-_ they can function almost as one system when data are being transferred between them,
Once the database is complete, analysis can be greatly enhanced by the particular

analytical characteristics of the GIS. The selection of an appropriate GIS for the CSDP
must necessarily focus on functional characteristics (see Appendix B). Table 5.2 and
Appendix D depict the results of a survey of 63 GIS and related systems. This survey was
administered by GIS World. The data are derived from a 1989 survey of GIS systems
(GIS Technology 1989), and the analysis is also derived f'roman article in preparation by

" H.D. Parker, editor of GIS World, and J. E. Dobson (Parker and Dobson, 1990--to be
published). In the survey (from which Tables 5,1 and 5.2 were derived), an attempt was
made to contact ali manufacturers of GIS systems to provide a broad, systematic
comparison of features. Tb,ere were no preselected criteria for including or excluding any
system. Thus, the only limiting factor in the GIS World survey was that some companies
did not respond. Systems listed in Table 5.2 were 'selected from the group that responded
to the survey on the basis of five exclusionary criteria: map digitizing capability, reference
to latitude/longitude, topology, raster and vector integration, and map projection conversion
capability.

At this formative stage of GIS development, some vendors offer excellent GIS
products, but many apply the term spuriously to software that will do little more than
digitize maps and display graphic images. Conversely, some systems that are, marketed
under other names [such as automated-mapping (AM), facilities-management, or image-
processing systems] offer a substantial subset of GIS features that may be useful for
emergency management. Of 63 vendors responding to the GIS World survey, 51
considered themselves to be offering a true GIS. Ten characterized their products as AM
software. A,a equal number considered their product to be for facilities management. Only

: 5 vendors characterized their products as image-processing systems, although 15 reported
remote sensing image-analysis capability. Four vendors used the term desktop mapping to
characterize their systems, and two characterized theirs as CAD. The specific
characteristics of these systems are discussed below.

i
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5.4.1 Data Structtwes

Until recently, most GIS systems operated under a single data structure--raster or
vector--and conversion between rastor and vector structures was poorly supported. In
general, raster structures dominate the image-processing arena because data acquired through
regular sampling (as, for example, in a rectangular grid) can be best represented in raster
form. Most of the satellite sensors ased to acquire land-cover data operate on this principle
ofregular sampling. Automatic scamling devices used to convert analogue (hard-copy) maps
to digital data also operate in this manner. Vector structures dominate the CAD arena because
points, lines, and polygon boundaries can best be represented in vector form. Maps can be
represented in either form, but comprehensive geographic analysis requires both structures.

Of the single data structure systems, vector systems outnumber raster systems by
more than 2 : 1. A vowing number (24 at present) of vendors offer a combination of raster
andvector data structures, and vector-to-raster conversion capabilities are available on
32 systems, and raster-to-vector conversion capabilities are offered on 24 systems.

5.4.2 Topology

Topology indicates spatial relationships among entities (left, fight, above, below) and
is a key feature that distinguishes graphics systems from geographic systems. If the primary
purpose of a system is to produce graphic images only for display and visualization,
topology may not be necessary. If, however, the purpose of the system includes the
intersection of two or more geographic distributions in space, then topology is essential. The
CSDP will likely require this type of integrative analysis during the planning and recovery
stages of emergency management. Real-time operations during an emergency might not
depict topological features so that graphic images could be processed more quickly.
However, such images will derive from the analysis conducted during the planning phase,

According to the GIS Worm survey, 34 systems claim topological capabilities, but
12 do not. Topology is an enduring problem for rrany vendors. Many of them simply do
not understand topology and its importance for analytical as opposed to display functions. It
is not uncornrnon for vendors to confuse topology with topography, a cartographic term that
refers to a detailed map _gardless of its data structure. For this reason, one should carefully
inquire about the functionality of topological features claimed by vendors.

5.4.3 Digitization and Coo_ Systems

The most important GIS function is the conversion and transfer of data from each
installation's engineering andchemical surety database (e.g., floor plans, utilities, other
facilities) to the on-post EOC and its attendantmicrocomputer workstation. Some facilities
information already exists in digital form, primarily through the efforts of architectural and
engineering (A&E) contractors using CAD systems, but the vast majority exists only in the
form of hard-copy maps and drawings. Digitization is a labor-intensive task, and it is
absolutely essential in the preparation of the database that will be utilized during emergencies
and routine operations of the EOC. It is important that the software employed for digitization
be referenced to latitude/longitude ,sothat geographic information can be integrated regardless
of its source. For example, it may be necessary to integrate on-post maps and floor plans
with U.S. Geological Survey (USGS) elevation data.
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According to the GIS World survey, 57 of 63 systems support map digitization. A
majority of systems (38) offer conversion from one map projection to another. However,
given the common requirement in geographic analysis for' map digitization, 38 is a smaller
number than might be expected. In addition, most GIS systems are geographically
referenced to latitude and longitude coordinates.

5.4.4 Computing Environment

Ideally, ali of the systems employed for emerge_lcy DM in the CSDP would operate
under a single computing environment (or operating system). This would reduce the
training requirements for developers and operators and would improve speed whenever data
and instructions were passed from one component of the system to another. Network
rtelecommunications among on- and off-post systems would be an important requirement as
developments proceeded. Telecommunications would be facilitated by adopting a single
operating system for ali facilities. The candidate software and hardware options include a
variety of operating systems. No single system addresses all of the CSDP requirements.
Thus, rapid deployment of currently available systems would necessarily involve different
computing environments at different levels of the management structure.

In general, DOS (IBM and IBM compatibles)and Macintosh OS (Apple) have
emer.ged as the leading operating systems for personal computers. VMS (DEC/VAX)
remmns strong at the minicomputer level. UNIX leads in the new category of graphics
workstations and is promising because of its ability to function on all types of computers
personal computers (PCs), minicomputers, and main frames---as weil.

Among GIS products, DOS has emerged as the clear leader among computing
environments, with 37 of 63 GIS systems reporting DOS compatibility. This is due in large
part to the growihg application of personal computers. Some PC-level GIS vendors report
OS-2 as a direction for new development, and two vendors list OS-2 as their current
operating system. UNIX is the second most popular system(17 vendorz), and VMS ranks
third (15 vendors). The growth of UNL'K,is synonymous with the growing popularity of
graphics workstations. Although Macintosh OS is growing as a direction for new

: development, only nine vendors list it as a current operatingsystem. ARC./INFO and Moss
still support Prime/PRIMOS.

5.4.5 IYatalmse-ManagementSystem (DBMS) Interfaces

Rapid DM in the CSDP will require a database-management system. Several options
may suffice, but it is important that a single DBMS be selected. The criteria for selection
should include the functional characteristics of the DBMS software, compatibility with a
variety of different computers (PCs, graphics workstations, minicomputers, and main
frames), and long-term viability of the vendor. A third of the vendors responding to the
survey reported having no DBMS. The remaining vendors reported having a variety of
30 different DBMS interfaces. Oracle and Dbase (each with 13 vendors) are the most
popular DBMS interfaces. No system is currently common enough to be considered an

• industry standard. Support is evenly divided between internal and external interfaces.
al
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5.4.6 Data-input Formals

The most strikia_g feature of current data-input formats is variety. No industry
standard appears to exist, although DXF (24 vendors) and DLG (23 vendors) are clear
favorites. DXF is an exchange standard established by the vendors of AutoCAD, a
commercial CAD system. AutoCAD has excellent featta'es for capturing, processing, and
displaying geometric data, but it does not capture topology or attribute data, DLG and
DLG-3, which support geometry, topology, and attribute data, are formats developed and
promulgated by the USGS. GBF/DIME (18 vendors) and TIGER (17 vendors) are essential
for processing the U.S. Census data that now include detailed topographic databases (roads,
street names, addresses, water bodies, power lines, etc., but not elevation) in addition to the
traditional counts of population and housing characteristics.

Tiger will likely become the cartographic base for the entire United States during the
1990s. It provides a major step forward for emergency ma'aagement. SIF (13 vendors) and
ISIF (5 vendors) are formats developed by the Intergraph Corporation for its popular CAD
system. Like AutoCAD, SIF and ISIF focus on geometry and maybe important for specific:
facilities for which CAD data have already been developed by A&E contractors and for which
the combined total of SIF (13 vendors) and ISIF (5 vendors) are close behind. DEM (10
vendors) is a format developed by the USGS specifically for its detailed elevation databases
that can be used to calculate slope, aspect, and other terrain characteristics. ARC/INI?'O (a
vector system that supports geometry, topology, and attribute data), ERDAS (a raster system
for remote sensing analysis), and IGES (a graphics exchange standard) are supported by six
vendors each. Finally, 39 systems are supported by no more that one vendor each.

5.4.7 Functional Characteristics

The analytical requirements of CSDP emergency DM are extensive. The emergency-
planning phase, in particular, will require sophisticated data processing and modeling
capabilities. Selecting an evacuation route, for example, involves measuring complex
distances, integrating several databases (some of them for depicting points, some for
depicting line features, and some for depicting polygons), and running simulation or
optimization models. Even an action as simple as drawing a cordon arounda building
requires specific software that can draw a buffer around an irregular polygon.

" In descending order of frequency, the functional characteristics considered in the
l GIS Worm survey are mensuration, mathematical operations, polygon geography, terrain

analysis, network functions, and geometric operations. The earliest GIS systems were
capable of measuring simple distances and areas. Today, almost all systems support
simple measurements, and a majority support complex measurements. Only about a third
are able to calculate a weighted buffer.

Mathematical operations, especially Boolean functions, are common among
vendors. These operations are essential when comparing one map distribution with
another. Even complex functions such as searching for the nearest neighbor,
exponentiation maps, and differentiating map values are available in 30% to 50% of
available systems.

Finally, most systems can perform fundamental polygon operations such as
merge/dissolve, locating points or lines in a polygon, and overlay. Fewer than half can
delete spurious polygons after overlay and only 10 Systems can generate Thiessen
Polygons.
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5.5 GISs' GRAPHICS CHARA_TICS

The mouse and digitizing tablet are by far the preferred devices for inputting data,
although a few systems support the u'ackball, thumbwheel, or light pen, Only six systems
support a touchscreen. CSDP requirements will include the mouse and digitizing tablet,
but all other devices are optional.

Virtually ali commercial vendors offer color graphics. Most color graphics are
offered on'a single screen. However, dual screens that allow the user to monitor two
separate sources of information at the same time are available from almost half of the
systems. Some systems can operate in either single- or dual-screen mode. Color graphics
are preferable for CSDP DM _cause they instantly clarify essential features of maps and
menus. The choice between single vs dual screens, however, will depend on the software
selected. Graphics workstations allow for multiple windows, with multiple tasks occurring
simultaneously.

Menus are the prefen'ed technique for user interface because they are easy to use.
Two-thirds of ali systems use function keys as a primary or secondary interface, and
almost as many use a command language. Icons, pictogram-like features most closely
identified with the Apple Macintosh system, have come into widespread use and have
penetrated almost half of the market,

At APG and PBA, off-post emergency managers have expressed considerable
interest in hard-copy technologies associated with ADSSs. Most available systems support
almost ali of the familiar hard-copy technologies already deployed, or anticipated for
deployment, in off-post EOCs, These hard-copy technologtes include relatively
economical dot-matrix printers, ink-jet plotters, _n plotters, electrostatic plotters, and
laser-jet printers. Likewise, almost all systems p-ovide for user annotation and
geographically referenced overlay grids. Only half of available systems can generate
3-dimensional plots, however. Vector map output is slightly more popular than raster map
output. Regardless of how the hard copy is produced, facsimile machines can be used to
transfer copies to other participating organizations such as those in protective-action and
precautionary zones. Hard copies, of course, will not allow for interaction with the data.

Although the emergency,management community is concerned with standards for
the future, it is ironic that state-of-the-art standards have not been heavily implemented in
current systems. For example, fewer than half of the systems have adopted network
standards, and 20% have adopted GKS (i.e., industry-wide) graphics standards,

5.6 AIR.DIFFUSION MODELING

Aswill be seen in Sect, 7, considerable effort has been expended at APG and PBA
to develop ADSSs capable of modeling the dispersion of chemical-agent releases in the
atmosphere. The most important meteorological features pertairfing to a chemical-agent
release at ali CSDP sites are wind direction, wind speed, and atmospheric stability (Cames
ct al. 1989). Ali air-dispersion model applications are constrained by acknowledged
inaccuracies. Moreover, air-dispersion models must be fine tuned to specific source terms
in the CSDP (such as GB, VX, and H/HD). Experiments with the HOTMAC air,

: dispersion model discussed below, for example, have been conducted with white smoke
and simulant releases to create a comprehensive set of data that can be tested against
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meteorological simulations of ground-level and wind'field effects (Yamada, Williams, and
Stone 1989). Similar fine tuning is necessary in other models.

It is relatively easy to enable Emergency Management information System (EMIS)
and GIS software to accept the results of several different atmospheric models. The
selection of these systems, therefore, has little to do with the selection of the atmospheric
model, and vice versa, except that hardware, and operating systems of the EMIS and the
atmospheric model must be compatible, Indeed, it may be advisable to sel'_t multiple
atmospheric models for a variety of emergency situations and purposes. '.t may be wise to
use a detailed, time-consuming model during emergency planning and recovery phases
and an abbreviated, rapid model during routine and emergency operataons.

The D2PC atmospheric-dispersion computer model developed by CRDEC, _selected
for estimating downwind doses of nerve and mustard agents resulting from accidental
releases, does not account for topography, changes in wind direction through time, or any
spatial changes in atmospheric conditions. Consequently, although useful as an analytical
tool for estimating downwind distances for emergency-planning purposes (Cames et al.
1989), the D2PC model may be inappropriate for use trader real-time conditions such as
those hwestigated in tiffs report. As a result, it is necessary to weigh the advantages and
features of several computerized air-diffusion models capable of modeling the dispersion of a
chernical-agent release, Although many of these models are faster and more precise and can
characterize ambient conditions in greater detail, the presence of all three characteristics in a
single model is more problematic.

Fourteen computerized atmospheric-dispersion models were ev.aluated for this
report. Of these 14, 8 were found to have satisfactory mapping capabilities associated with
a chemical-agent-release plume. However, air-diffusion models, like other computerized
models that simulate the movement of fluids in 3-dimensional space, have significant trade-
offs among speed, precision, and detail.

For example, an increase in precision tends to increase the run time for a given air-
diffusion model, thus affecting timely warning and effective response to an accidental agent
release. Moreover, the addition of certain ambient conditions, such as the characteristics of
sm'face land forms and terrain covered by the flow path, may increase computer run time and
impede DM.

There are also trade-offs among levels of precision and computer system sizes--an
important consideration from the standpoint of cost, user friendliness and, from a practical
logistical standpoint as regards their deployment in an EOC, space, Air-dispersion models
designed for long-range emergency planning and environmental analysis and models
intended for use on large, very fast computers are very precise and provide abundant detail.
On the other hand, models designed for rapid response and for use on smaller, personal
computers must sacrifice precision and detail to achieve shorter run times.

The most commonly used models for rapid response are so called puff models that
simulate the movement of air as a series of discrete puffs. The ALOHA model, developed
by NOAA, and the Air Force Toxic Chemical Dispersion Model (also called AFTOX) both
operate in this fashion. These and other air-diffusion models, including D2PC, can be
incorporated into the f'mal system deployed at CSDP sites.

Finally, the HOTMAC atmospheric-dispersion model, develope_l by I.,os_Alamos
National Laboratory, is an example of a prognostic, hydrodynamic model that may be
valuable in CSDP emergency-planning operations. Even on a minicomputer, the model run
time for a 2.5-h forecast is about 35 min (Yamada, Willimns, and Stone 1989). Such a run
time is unacceptable for real-time CSDP response that requires DM in 5-10 min. However,



it would be acceptable for plrmningand recovery, HOTMAC developers recommend at least
a substantial graphics workstationfor practical application,

5.7 GRAPHICSSYSTEMS

Seven graphics systems were considered, but none was found to have pertinent
features that would significantly enhance ADSSs beyond those features currently available
in more general software systems, Of the seven systems investigated, Atlas Graphics was

selected to be evaluated in further detail, Compatibility and user friendliness comprise a
distinctadvantage to using graphicssoftware already integrated into a comprehensive

, emergency-management system or GIS.



6. CRff'FaRIA FOR EVALUATING DM SYS'IEMS

In this _eetion we discuss the criteria by which a DM system should be assessed,
These criteria are divided into institutional factors (Sect, 6,1) and ADSSs (Sect. 6,2), As
noted in Sect, 1, these components of command, control, and DM are equally important for
rapid mobilization of response capabt.lities and are mutually supportive,

J

6.1 CRITERIA FOR EVALUATING INSTITUTIONAL PERFORMANCE

A considerable body of literature on DM in emergencies suggest_ several criteria that
can be usedto evaluate the effectiveness of organizations' ERs to disasters, These include
(1) disaster experience, (2) hieram,hical control and flexibility, (3) role specificity and
delegation of authority, (4) clear lines of communication andinformation, and (5) clear span
of control or, clearly defined bounds of authority, Each of these factors has been addressed
in some way by the current CAIRA manual, in DM guidance provided by contractor
personnel, and by activities performed by on- and off-post emergency personnel at APG and
PBA,

6.1.1 Disaster Experience

Disaster experience enhances the ability of an organization to participate in the
warning process and to effectively respond to warnings (Mileti, Drabek, and Haas 1975;
Barton 1970), Such experience provides information on organizational effectiveness and
points out deficiencies, especially in communications (Neal and Sorensen 1986; Holland
1975),

Although no major chemical-stockpile accidents have oeeurred_the experiencesthat on-post r,,;ficials at APG andPBA have had with minor chemical-stockpile incidents
have partly shaped initial policies regarding warning. In addition, disaster experience in
general has shaped the, views of off-post officials in communities adjacent to APG _md
PBA regarding on- and off-post command and control for rapid-onset emergencies. The
significance of disaster experience for emergency DM at APG and PBA is twofold. First,
this experience has not included a sufficient range of events to adequately bound the types
of problems that wotdd be encountered in a CSDP emergency, Thus, drawing on
emergency experience alone will not be sufficient to resolve institutional problems of rapid
response. Second, prior disaster experience has shaped views of off-post responders as
to the value of ADSSs and their needs for improvement.

6.1.2 Hierarchy and Flexibility

Hierarchical authority has been found to be the optimal pattern for organizational
response, (Dror 1988). For emergencies affecting multiple jurisdictions, hierarchical
authority provides a means of clarifying who will have what responsibilities, Complex
programs such as the CSDP have a need for flexibility among the various agencies
revolved in off-post ER. Flexibility ensures effective coordination of resources and quick

= response to unforeseen contingencies or unstructured problems (Pavlak 1988; Drabek et
al. 1981).
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Although there might appear to be some contradiction in reconciling hle,lttrchictd

authority with organizational floxibillty, they are actuallyqulte compatible, The common
goal of both criterla is to ensure that response organizations will not have to significantly
alter their predisaster functions, 'Ihe less organizations have to change, the more quickly

they ca,n respond to emergencies (Mileti andSorensen 1987; Drabek ct al, 1981), In someinstances, this mettns placing certain functions under highly fomaal, sumdardized
command and control procedures. In other instances, it may mean departing from
standard operating procedures to maximize flexible response (Drabek et al, 1981), No
single plan, element, standardizataonof prt_edure, or task should be taken so seriously
that it precludes flexibilityand adaptation to unforeseenemergenciesor hinders ability to
incorporate a change into ADSSs (Pavlak 1988), On- and off.post officials at APG and
PBA have responded in varying ways to the twin tssues of hierarchy and flexibility, as
shall be seen in Sect, 7,

6,1.3 Role Specificityandthe Delegationof Authodly

Identifying responsibledecision makers and chtrtfying their roles and
responsibilities is essential for effective ER (Kreps 1978), Role specificity, also known as
domain consensus, refers to the degree to which an ER organization understands its
responsibilities and those of other organizations (Dynes 1978), In the CSDP, role
specificity is supposed to be achieved by assigningpoints of contact and by designating
certain individuals as responsible for off-post emergency notification and other salient
tasks, The greater the degree of domain consensus among organizations, the greater the

likelihood oftimely response, , ,DM responsibilitiesshould be allocated during the emergency-planning process.
Program guidance for the CSDP has pointed to the central role Local Emergency-Planning
Committees (LEPCs) can play in off.post DM. LEPCs are usually composed of local
government officials and representatives of chemical facilities;police, tire, medical, and
other organizations involved in chemical ER; and active community groups interested in
environmental safety, LEPCs have been formed in direct response to Title III of the
Superfund Amendments and Reauthorization Act of 1986 (SARA Title III) and, in most
states, are based on county jurisdictions, Before LEPCs can take major responsibility for
the off-post planning process in the CSDP, however, issues pertaining to their resources,
professionalism, time-managementconstraints, andcontending responsibilities at A,PG
and PBA should be addressed (Felchnan, 1989a;Feldman, 1989b), Section 7 will discuss
the effectiveness of attempts to manage role specificity at APG and PBA.

6.1.4 Cdteda for Evaluatinginfonmllon and ComnamlcatlonEffectiveness

Clear lines of communicationand information arecentral to rapid, effective ER
(Leik ct al. 1981). Information must be clear, unambiguous, and quickly communicated
(Anderson 1969). Several elements of communication and information transfer are critical
to CSDP em_=gencyDM at APG and PBA. The followingprincipal elements may be
thought of as sequential components of an information framework:

• communication among on-post responders,
, communication among on- and off-post responders,
• communication among off-post responders, and
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, communication among on- andoff-post responders and the general public',

6.1,4,1 Co--cation arnongon.post m_ponders

Immediate voice communicationshould be pmvlded among on-post EOC and
decontamination/detectionpersonnel (the initial res_nders.to a CSDP chemical-agent
release)via secured radio and telephone systems to avert thepublic's monitoring of
tmnsn,dSsionsvia police scannersor other devices, Telephone and radio communications
networks should 6e secured to prevent rumors' being fueled by a few listeners incapable
of a_curatelyassessing the implications of this information, ,

' . Although considerable thought needs to be given to communications equipment,
the relationship among that equipment and emergencypermnnel and institutions also
requires attention, Rapid communioation among on-post msponders during a CSB '
emergency at APG and PBA requires that tris equipment be aJlocated to designated
personnel and that special operating frequencies be,assigned to users (Irwin 1989), In

addition, clear text, orplain language, should be used to facilitate communication with
less-knowledgeable off-post responders and novice on-post personnel (U.S, FEMA
1987),

6.1.4.2 Co_mmmlcaflonamongon. andoff.postresponders

Communication amongon. and off-post responders dta-inga CSDP emergency
would be constrained by security considerations. The exact size of the chemical stockpile
at APG, PBA, and ali otherCSDP sites is classified. Programsecurityrequirements

established by the U,S, Armyrank the safeguardingof classified information at a CSDP
site a highpriority duringan emergency(US, Army 1989a). Moreover,initial on-post
responders, as well as subsequent service-forceresponderswho might later assist them,
areinstructedtoprotect munitions from sight and overhead surveillance in theevent of art
agent release (U.$. Army 1989a),

There may be some instances when local officials believe they either need to know
additional information about the characterof the APG or PBA stockpile to render proper
and appropriate off-post response or need to enter the installationon request, lt is
conceivable that the confidence of off-post officials in the validity of on-post
recommendations will be contingentpartly on the release of certain classified information
about the stockpilo.--perhaps somethingas simple as the location of a leaking igloo or
container-handling building, In some CSDP states, such as Oregon, off-post responders
are explicitly prohibited from entering the sceneof a chemical accident unless SARA
Title INSects, 311 and 312 data a,:emade available to state and local officials,

Programs established for coordinating state, local, and federal agencies' response
to nuclear-weapons accidents reveal that compromise betweenstandard, necessary military
security practice and state risk-communication laws is possible (U,S, Congress General
Accounting Office 1987).

6.1.4.3 Rapidwarningand notificationas a eomnmnlcaflomproblem

A separate issue pertaining to communication anaongon- and off-post respo,nders
" is rapid notification and warning. There are advantages and disad'¢antagesof both specific

and detailed emergency-notificationclassifications and general emergency classifications,
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The basic question decision maker._must resolve to their'own satisfaction is "How triany

c!assifioations are required to produce clear, easily understood terminology for identifyingresource elements and facilities, delegatingmanagement authority, and ensuring uniform
planning for different contingencies understandableby alijtu%dictions and ER disciplines
at a given CSDP site?" (U,S, FEMA 19871Bragdon, Morehmd, andLe Blanc 1988),

Differencesin interpretationof classification terminologyamong agencies is likely
to result in different patterns of operation and response, Thus, no matter how many
classifications are employed, each on- and oft'-post ER official's understanding about what

each warning category means and what response it requires must be absolutely clear, If
officials do tmderstand, a few, clear general categories may be adexluatefor rapid
response, If this understanding is absent, however, the provision of many detailed
categories for emergency warning could prove largely irrelevant in an emergency,

6,1,4.4 Conmmlcatlon amongoff.post responders

Many of the concerns pertainh_gto on-post communtcattortapply with equal vigor
to off-post responders, These t_oncernsinciudethe technical means of communication
(dedicated phones, computers, and facsimile links, etc,) and domain consensus,

For some off-post communities, information flow among responders from
different jurisdictions constitutes a problem during emergencies, Responders from one
jurisdiction may be unclear about the tasks assigned to other agencies, Cross-training
sessions, in which responders representing different emergency functions are given the
opportunity to learn about each other's responsibilities,may offer a solution to this
communication problem, as shall be seen insect, 7.

6.1.,4.5 Comn_mlcatton among on. and off.post responders and file general public

In the event of a chemical release at a CSDP site,a JIC or Joint Information Body
(JIB) is supposed to be established in a suitable facility outside the IRZ, This facility must
be able to accommodate a large number of reporters madto facilitate a meaningfulexchange
of information with thepublic,

IICs (or JIBs) are supposed to be coordinated with on- and off-post ECCs to
ensure clear, coordinated communication to the media and off-post officials, One issue
that needs to be clarified beforehandis the nature of information that will be communicated
to the public in the event of a CSDP release, lt is important to ensure that the level of
technical detail in preplanned messages designed ibr release to the public, as well as in
preplarmedgraphics packages for computer display, be comprehensible, The causes of a
CSDP release should be made clear. Preliminary,assessr_nts of risks to public health,
safety, and the environment should be conveyed in a credible, believable manner.
Although enhancements to communication among on- and off-l_St responders and the
general public will not enhance rapid response, they may influence public acceptance of
recommended protective actions,

, Finally, many informationprograms designed to provide details about potentially
high-consequence, low-probability events are sometimes viewed disparagingly as
p..ropagandacampaigns to quiet the pubhc without giving them real information (Slovic,
Flschoff, and Lichtenstein 1981),
Experience has shown that to alleviate such perceptions, a competent and credible program
sutt'fneed_':to be assembled in advance. Staff selection shouldbe conducted in
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consultationwlththepeoplewho aretoreceiveinfbrmatlon,suchaslocalandstate
offlcials,representativesofthenewsmedia,andgovernmentalpublicaffairsofficers,

Th!sislikelytoenhancetrustincomznunicatJonspertainingtoaCSDP emergency(S1ovic,Fischoff,andLichtenstein198I)_Loc_tlinter_ovcrnmcntldconsultationandcoordination

boards.(ICCBs)rmtyfacil.itatethisconsultationprocess,TheCAIRA manualsuggeststheft
CSDP installationcommandersshouldperlodlcallymeetwithmembersofthecommurlity
toanswerquestionsaboutchemicalopcn_tions,Suchmeetingsoonstltutconewaytobuild
confidenceinthequalityofoff.postcommunicationstothepublicintheeventofaCSDP
release,

Thisconsultationprocessshouldincludediscussionsaboutthetype,character,and
formatoftheinformationtobereleasedtothepre,_sandthepublictoenhancetrustin
communicationspertainingtoaCSDP emergency(S1ovic,Flschoff,andLichtenstein
1981),Althoughconsultationwithlocalofficialsfollo_dngachemicalreleaseis

itnportant,experiencesuggeststhatwiderconsultationmay bcrequiredtolegitimatedecisions,ConsultationWithmanyofficialsmayentailspcclallogisticalproblems,
Often,thegovernorofastate,oranon-scenecoordinatordesignatedbythe

governor,willdemandtobckeptapprisedofthecourseofanemergencyandtobc
consultedaboutpossibleresponseactions,Asageneralrule,governorsmerelywant*to
knowthateffortsarebeingmadetoprovideconstantly"_datedandaccurateinformation,
Inaddition,governorssometimeshaveaneedtobeseenlocatedasnearasispracticalto
thesceneofanaccident.Theaccommodationofreasonable,prudentrequestsforthiskind
ofservicecomposeavitalmechanismforassuringthelegitimacyofincidentcormnanda,,d
control,

6,1.5SpanofControl

Spanofcontrolisacentralfeatureofgoodmanagementpracticeinemergency
organizations,Thenumberofpersonnelcontrolledbyandreportingtoaparticularunit
commandershouldbclargeenoughtocarryoutthetasksassignedtothatparticularunitin
atimelymannerbutnotsolargethatsupervisionandaccountabilitybecomedifficult,
Eachemergencyrespondcrshouldbcabletoconcentrateonaprimaryassignmentand
withoutbeingdistractedbyotherresponsibilitiesorgcttlnginthewayofothers
performingthesametask(U.S,FEMA 1987).

Inassigningspanofcontrol,thegoalistobalancemanagez_alneedswithsafety
considerations(Franklin1989),Studiesofspanofcontrolduringemergencies(suchas
ICS-typeresponseactionsdiscussedinSect,4)haveshownthatanyindividualcharged
withemc*,rgency-managerncntresponsibilityshouldhavebetweenthreeandsevenpeople
Withinhisorhercontrol,Fiveisbelievedtobctheoptimum(Franklin1989),ifagroup
exceedssevenpeople,itseffectivenessdeteriorates,becausetheindividualinchargeis
morelikelytobeoverwhelmedbyattemptingtoorganize,direct,andcontrolsubordinates
(Franklin1989),

ltis,however,impossible.toplaceanabsolutenumberonoptimalspanofcontrol,
Ifthetasksaresimpleorroutine,iftheemergencyisconfinedtoarelativelysmallarea,
toldifcona'nunicationsaregood,onesupervisorcouldoptimallymanagemorethanseven
people,Conversely,verydemandingtasksmightdictatethatasupervisorbemadeto
managenomorethanthreepeople(irwin1989),

Whatisheretermedspanofcontrolrelatestoemergency-classificationlevelsand
personnelassignments,Withoutaclearunderstandingofwhatlevelofalertshouldbc
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initiated and what level of response is appropriate tbllowtng a chemical-tagent release, the
delegation of span-of-controlauthority rem,alnsproblematic, After span of-control
authority is clearly delegated, it in possible for ADSSs to track span of control within such
alert systems,

6.2 C_ FOR EVALUATINGADSSs

Studies of decision-support systems' effectiveness indic,atc several criteria by
which digital-information technologies can be evaluated, These criteria include speed,
accuracy, precision, comprehensiveness, ease of use, and cost, Although no single
standardexists for any of' thesecriteria because requirements varyfrom institution to
institution, desired features can be generalized nevertheless. Trade-offs must be made
among criteria because some of them are inversely or negativelyrelated to one other, By
relieving them of many computational and da_a-retrievaltasks, ADSSs allowdecision
makers to concentrate on exercisingjudgment, Computer systems employed for
emergency DM should distinguish little between routine operations andcdtical emergency '
operations. Managers and operators _hould become aceustomedto the hardware,
software, and databases as an integral part of their daily work, Functional requirements
should begin with oui_nt institutionalpractices at APG and PBA. What do emergency

managers do now? How can current functions, such as re_eving and viewing maps andfloor plans as well as a_eessingchemical-inventory data, estimating air-diffusion plumes,
and conducting other surety functions, be automated to improve timely response if a
chemical-agentrelease occurred?

The first priority in implemei'ltingADSSs shouldbe to accelerate the performance
of routine, standard operating procedures involved in dally operations. Close
collaboration among emergencypersonnel andcomputer scientistsis necessary to ensure
that the final design is functional and efficient. Thu_, our first recommendation in this area
is that both sets of per_nnel work together to rese_ueh, develop, and deploy ADSSs,

6,2,1 Speed

At best, no more than 5-10 min should elapse betweendetection of an incident
with potential off-post consequences and implementation of protective actions in the CSDP
(Carnes et al. 1989). In the view of some off-post officials, such protective-action
decisions may need to be implemented 2--5rain after a release is detected. This is because
of population density, warning-system limitations, and other constraints. Rapid response
depends on a combinationof powerful hardware, efficient software, appropriate data
structures, and well.trained personnel. If the EMIS is properly designed, DM will likely
be more constrained by human activities than by the speed of data retrieval and display.

Information processing can be accelerated in two major ways. Fast, the
computing equipment itself must be powerful in its ability to process numerical data and
graphic images. Second, preprocessing databases, models, and scenarios could greatly
reduce the real time for processing after an incident occun'ed. Software and databases can
be designed for efficient processing. To develop an emergene_,-managementsystem
capable of responses faster than those of an analogue data-remeval zystem; the range of
likely incidents should be incorporated in system design to bound int'ormat_on
requirements.
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6.2,2 Accuracy

Quality assurance should be,applied to the input data, calculations, models, graphics,
and output data, Maintaining operatorconfidence in the results of information retrieval and
gene_'ationdepend on this assurance, Even trivial errors in seemingly unimponmu data can
undermine the confidence of operatorsand EOC decision makers and lead them todisregm'd
or dismist data, The ir_tegrityof spatial information and spatial relationships among
databases is just as importantas the accuracyof numerical values attachedto tabular data,

lh:is integrity can be maintainedby ensuring the accuracyof spatialinfomaationand spatial
relationships among databases,

6,2,3 P_sion

Spatialinformationandotheremergenc,y-managementdatashouldbcaspreciseas
possibletoensurethattheyftUtheneedsoftheemergencydecisionmakersbutdonot
overloadthemwithnonessentialinformation(KatzandKahn1974;BenbasatandTaylor
1982)(seeSect.3,1,1).Air-diffusionmodels,forexample,shouldbedesignedtoaccept
measuresofmeteorologicalconditionsandchemicalreleasesthatcanbereasonablyand
quicklyobtainedbythepersonnellikelytobeintheEOC atfl_etimeofartemergency,
Thelevelofprecisionoftheresultingplumegeneratedbythemodelshouldmatchthelevel
ofprecision(basegridorothercoordinates)usedinreconamendingprotectiveactions,

6.2.4Comprehensiveness

Thefunctionalcapabilitiesofanautomatedinformatlon-managementsystemmust
satisfyasubstantial,logicalsubsetofrequirementsspec!ficdbyemergencypersonnelthatis
essentialtotheirspecificinstitutionalsituation,Specializedprograms,nomatterhow
excellenttheymaybe,,,wouldnotlikelybeusedatcriticaltimesl-ftheyarepemeivcdas
distractionsft'oreER activities,By contrast,EOC dccmionmakersarelikelytoemploya
widevarietyofspecializedprogramsifthosepmgrm'nsareanintegralpartofasystem
designedtomeetgeneralneeds.Thisprincipalappliesequallytosoftwarefunctionsandto
datacontent,

6.2.5 Easeof Use

Ease of use is an important factor in enticing EOC decision makers to incorporate
computer technologies in their routine operations, Easeof use necessitates a user interface

that is user friendly and can be run by decision n_kers with little or no previous computer
= experience, Most ADSSs available from vendors now employ some type of menu-driven

interface that is augmented with cornmands driven by function keys. It,eluded m the
devices of choice are the on-screen cursor, mouse, digitizing tablet, and one- or two-
keystroke functions, Employment of systems that include such feature,s should be,a high
priority in procurement decisions,

6.2.6 Cost

• Hardwarecosts for emcrgency-raanagementsystems are driven by the need for
free-s_.anding,dedicated systems located in the EOC, Any hardware solution that relies
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l:nimarily on computers Shared by emergency managers and other users is likely to entail
conflicts over demand priorities. Moreover, a system whose memory and processing
capabilities are located outside the EOC may be inaccessible in the event of a power
failure, disruption of telecommunications.lines, or even an act of sabotage. Finally, the
system deployed by decision makers must be powerful enough to handle computationally
complex operations such as air-diffusion models and GISs.

These requirements demonstrate the long-term need for the rapidly growing class
of microcomputers known as graphics workstations. Although costs vary considerat,_y
(from $20,000 to $80,000, depending on the configuration of central processing units,
memory, storage devices, and peripherals), graphics workstations are less expensive than
minicomputer or main-frame systems with similar capabilities and will occupy less
valuable spac,e in EOCs. Moreover, they do not require special conditions to operate
(large air-conditioning Systems for cooling, for example--a logistical problem of
importance in EOCs).



7. ASSESSMENT OF DM SYSTE1VEAT ,APGAND PBA:
APPLYING THE EVALUATION CRITERIA

,

On June 2, and July 26; 1989, respectivel.y, site visits were conducted at CRDEC
at Edgewood Area of APG, Maryland, and of PBA, Arkansas. During these visits, the
authors of this report inspected the EOCs, participated in briefings on local CAIRA plans,
and witnessed demonstrations of ADSSs, To assess the general adequacy of institutional
processes and ADSSs, attention was directed to the criteria depicted in Sect. 6. A general

= comparison of the EOCs and ADSSs is depicted in Table 7.1.

7.1 APG's SUREITSITE AUTOMATION SYSTEM (SSAS) AND ITS
INSTITUTIONAL CONTEXT

,

The goal of APG's SSAS, described as "an approach to faster and more reliable
ER" (U.S. Army 1989b), is to cohere on-post information, including hazard prediction
models, in a user-friendly manner to assist in rapid DM. When fully developed, the SSAS
should be able to run several downwind meteorological models, automatically page
emergency resp0nders, depict the deployment of x?,eldcommand posts and other
resources, and help recommend protective actions.

The current host computer is a Microvax II housed in an office belonging to the
Site Automation group near the Edgewood EOC. Consideration is being given to the
purchase of a future host, such as a Microvax 3400, that would be located adjacent to the
EOC. The Mierovax II is mated to an intemaUy developed software package [version 1.0
of WATCH (Warning Against Toxic Chemic'ii Hazards)].

The capabilities for downwind atmospheric hazards modeling now in piace focus
on the estimation of air-diffusion plumes with reference to the graphic display of key
installation facilities and boundaries. The D2PC program, developed by CRDEC, has
been adopted by At_. However, APG site automation staff are involved in research and

: development for MACH I (a more-advanced air-diffusion model), which is being
developed at Lawrence Livermore National Laboratory as a potential substitute model.
CRDEC is in the process of developing a report system to allow standardized depiction of
accident sotu'ce terms and amounts as well as meteorological conditions.

The plumes generated by the D2PC code m'e displayed as a series of polygons
overlaid on a vector graphic representation of Edgewood area/APG. Hazard areas are
shown as D2PC isopleth lines under three different categories: 1% fatalities, no-deaths
distance, and no-effects distance. Facilities data include a general map of the site and
vicinity, floor plans of key buildings, and data on building personnel present at different
times of day. Meteorological data are acquLredprimarily from six towers located on the
perimeter of the Edgewood area and one tower at the main APG site. When fully
developed, the WATCH system and the SSAS should be able to:

• provide a full site information database depicting all buildings and facilities (by
clicking on a building, for example, its entire floor plan may be depicted, as well as the
number of people in that building at a given time).

• • provide a real-time data link to local authorities (if they have display equipment capable
of running WATCH).

49
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Table 7.1. Co_on of Aberdeen Proving Ground and
Pine Bluff Arsenal Emergency Operations Centers

and AutanmtedDecision Support Systems
ii mi

Function Aberdeen Proving Pine Bluff
Ground (APG) Arsenal (PBA)

ii i

On-and off-post No. CRDECa/EOCa Yes. Direct line from
direct must report incident to PBA EOC to
communications? main EOC at At_ Jefferson County

headquarters EOC; voice only

Mobile EOC? Not currently. Yes. PBA mobile unit
Harford County designed for on- and
intends to obtain a van off-post officials' use

Staffing 8 persons per 8 Variable staffing,
activities as depicted 24 h/d
in CAIRAa manual,
24 h/d

Automated De_sion Yes. Map displays No, but desire for
Support Graphics provide site capability existsb
Capability? information data,

structures, floor
plans. Also, depicts
D2PC isopleths as far
as the 1% no-deaths
distance

User access E-mail connectivity to On- and off-post
on-post users access provided
currently, 0ff-post through modern.
access in future. Off-post users who
When fully have modems and
developed, passwords have
graphical_AXa link passive receiver
to higher chain of access
command/off-post
officials; paging
system for emergency
rcsponders in
planning.
Connectivity and
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Table 7.1. (continued)

Function Aberdeen Proving Pine Bluff
Ground (APG) Arsenal (PBA)

User access (continued) access depend on
needs of off-post
responders; can range
from hazards
prediction information
to high-resolution
graphics. Data access
by off-post
responders may be
passive or interactive.

Event logging? No. None planned Yes. Entries can be
changed by authorized
interactive users. May
pose problems for "

" record-keeping
accuracy

Hardware/software Hardware host: Hardware host:
Microvax II in Microvax 15000 with
CREDC 48 ports and a backup
EOC,/WATCHa v. 1.0 systern/GENISYS
developed by v. 1.0, a commercially
CREDC; not available menu-driven
comn_rciaUy available event/data logging

_ system

Meteorological Data fed from 6 Data fed from 7
systems Edgewood and 1 towers at 3 levels.

Aberdeen towers at 3 Includes wind speed
levels. Includes and direction fed to
wind speed and me--logical station
direction plotted and adjacent to EOC.
fed into CHAWSa, Additional data fed
which is capable of into display monitors
manipulating data on post include
from a given tower + thunderstorm/
source term/type of lightning data and
release, etc, and others. Data fed to
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Table 7.1. (oontinued)
i i i i

Function Aberdeen Proving Pine Bluff
Ground (APG) Arsenal (PBA)

i i , Ill II ii

Meteorological plotting a no-deaths CRTa displays,
systems (continued) distance on display hourly log into

monitor. Future GENISYS
development: real-
time meteorological
sensor feed

aCRDEC= U.S. Army ChemicalResearchandDevelopmentEngineering
Center;,EOC= emergencyoperationscenter,CAIRA= ChemicalAccident/Incident
ResponseandAssistance;FAX= facsimile;CHAWS=ChemicalHazardAdvanced
WarningSystem;CRT= cathoderay tube.

bpBA'scentralcriticismof APG'sSuretySite AutomationSystemis that dose
exposurecan be depictedonlyas farasthe 1%no-deathsdistancefora givensource-term
releaseas preprogrammedintothesystem, lt doesnotdepictactualdoseexposure
distances.However,PBAacknowledgesthatAPG'sgeographic-informationsystem
(especiallyits depictionof mass-carecentersandotheroff-postfacilities)wouldbe highly
usefulffit werejoinedto a bettermeteorologicalmodel.

epBAhasbeendesignatedas testsite userforHOTMAC.Currentplansare to
run the programona SUNwork station(SPARC4/370GX-8-P8). Estimatedcost=
$800K,

Sources: Nick Marasco,Chief,SuretySite AutomationGroup,NBCRecon
DivisionDetectionDirectorate,CRDEC,EdgewoodArea,AberdeenProvingGround,
F_xtgewood,Md.,June2, 1989;MandyKight,ChiefProgrammer,EmergencyOperations
Center,Pine BluffArsenal, July 26, 1989. Also,follow-up communicationswith Nick
Marasco,AI_, Sept. 12,1989,andEd Parham,PBA, Aug.7, 1989.

• provide real-time access to meteorological/sensor data.
• depict real-time deployment of response forces,

, • provide a graphical/facsimile (FAX) link to higher chain-of-cormnand personnel, and
- provide an integrated paging system for responders that can be preformatted as a menu

selection.

Since initial installation of SSAS in May 1988 and the installation of WATCH 1.0
in February 1989, considerable refinements have been made for readiness training and
optimizing site response. The SSAS system was designed to be useful to off-post
communities andto permit them to access the network. When hardware and software
systems are close to being finalizeM, off-post permnnel will be trained on SSAS use by
CRDEC. Because Harford County intends to implement response plans around fireboxes
(emergency call boxes on street comers) to coordinate alert, warning, notification, and
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evacuation plans, efforts are being made to ensure that the on-post data base used by the
SSAS duplicate this format and display information in this form. However, considerably
more refinement and progress will be required to make the system useful for rapid DM
beneficial to off- and on-post response. Sects. 7,1.1-7.1.7 evaluate SSAS and its
institutional context.

7.1.1 Graphics Display Structun_ and Inventory Database

A principle weakness of the current SSAS is that the polygon representing an
atmospheric plume, and the vectors that represent installation facilities, is not linked
through GIS data structures. This is a hindrance to timely response to a chemical-agent
release, lt is impossible to query both databases simultaneously to determine which
facilities are located in the path of an approaching plume and which are not. To make this
determination would require that all databases be fully represented in terms of geometry;
topology, and appropriate attributes and be registered to a common geographic coordinate
system, preferably latitude and longitude.

7.1.2 Database Development and Staffing

The Site Automation Staff (who are housed at the Edgewood Area of APG and are
_. responsible for developing an on-post automated decision-support emergency-

management system) currently includes one manager, two computer scientists, and two
engineers. Although the automation concept adopted by this staff is sound, the size of this
group maybe too small to adequately develop the system to its full potential. By way of
comparison, comparable agencies or f'maxsdeveloping similar types of EMIS or GIS

: maintain developmental staffs numbering in the tens or even hundreds of persons. These
large staffs are necessitated by the size and complexity of the software and hardware
systems and by the need for specialists in many fields, including systems integration,
graphics, geography, and the social and physical sciences.

Maintenance of the SSAS inventory database alone will require the attention of a
substantial component of the current staff. The current system contains an inventory
database intended to be dynamic (i.e., changes in inventory and facilities can be entered
into the database that is maintained by the line organization responsible for surety
management). Frequent updates would be transferred to the WATCH inventory database.

If the APG Surety Site Information System effort is to attain its full potential, it will
, require a substantial expansion of technical staff. On the other hand, the size and expertise of the

current Site Automation Staff appears ideal for an effort that would adapt available commercial or
public-domain systems for application to the CSDP.

7.1.3 Off.Post Interface

Off-post ER officials in Harford County report that rapid, accurate assessment of
an approaching hazard is the single most important piece of information necessary for
initiating timely off-post response. However, although the SSAS under development at
CRDEC is designed to provide this type of information, these same officials areskeptical
of the current capabilities of this system, are somewhat confused by the failure to
systematically compare its features with other available systems, and are concerned about
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the relationship between system costs and the ability to provide other emergency-
preparedness enhancements,

The officials contend that the plume-plotting capabllit-tes of the current SSAS ma3
gen_ate useful o.utpu! too slowly and that prormses made concerning its precision in
tracking plume direction may be difficult to fulfill. It is Important to Harford County that
output concerning the character of an accident be transmitted as accurately as time permits,
However, given a choice, it is more important that the information get to the off-post EOC
as quickly as possible---within 1-2 min ofa release--:even if the precise direction of
plume movement remains unknown,

7,1.4 Enhancements to the Off.Post ER Infrastructure

Enhancements to the off-post ER infrastructure to support and maintain the
SSAS's capabilities require additional development. An ADSS's effectiveness is
determined partly by this infrastructure. Although efforts have been made to identity a
group of potential off-post users in Harford County and to encompass its concerns,
greater effort needs to be expended on identifying the needs of Baltimore County and other
off-post communities to exploit the advantages of SSAS-WATCH or, for that matter, the
capabilities of another system.

For example, possible acquisition of an ADSS for the Baltimore County EOC to
track HAZMATs and assist in DM is under discussion. Some type of responder paging
system, such as that incorporated in $SAS-WATCH, is a highly desired feature,
Improvements tothe off-post infrastructure would require responding to these concerns
and would also necessitate development of routine procedures for informing a particular
institution of its location inor outside a plume if a chemical release with off-post
consequences occurred.

7.1.5 Meteorology and DM

The EOC at Edgewood Area/APG is equipped with a computerized downwind
meteorological-data display (a large.screen television). The display is transposed over a
map of the installation. Data is fed from six meteorological towers around the post, and
from a seventh tower located at the main area of APG. At several-min intervals, wind
speed and direction data are plotted and fedto the Ef.)C. A separate backup unit utilizes
D2PC to model downwind hazard predictions. This information is not displayed in the
map overlay, however. There are no electronic sniffers or other remote chemical detectors
deployed around the chemical storage area. There are plans under consideration for the
deployment of automatic continuous air monitoring systems to be placed around the
perimeter of the chemical storage area. Such devices are capable of detecting small
quantifies of VX in less than 5 rain and GB and toxic stack emissions (from a CSDP
incinerator) in less than 3 rain. Currently, initial detection of an agent release is provided
by two military police who patrol periodically. Finally, there is no full-time on-post
meteorologist assigned to the installation. In addition, meteorological towers surrounding
Edgewood Area/APG are not regularly calibrated.
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7.1.6 FAmrgency Experience

At APG, CRDEC's long experience in chemical research prompted its designation
as the Army Materiel Command's lead agency for development of an ADSS for
responding to chemical surety accidents. This research experience led CRDEC to contend
that prepackaged software systems for ER Wereinadequate for rapid response and were
not fully able to depict numerous features relevant for accident detection and winching
(D, L. Feldman, APG Trip Report, June 2, 1989), Although this view is not necessarily
shared by other CSDP sites (D, L. Feldman, PBA Trip Report, July 26, 1989), it has
guided efforts to develop decision-support software at APG.

The organization of the EOC at Edgewood AreMAPG reflects experience with
chemical agents. At APG, the local (on-post) CAIRA plan has four components: alert,
control, execution, and deactwation. To implement these components, the EOC is staffed
at ali time_ by personnel responsible for functions ranging from traffic control, security
coordination, environmental quality, public affairs, medical liaison, and technical liaison to
off;post decision makers. Unfortunately, the Edgewood area EOC cannot contact off-post
officials directly but must go through Aberdeen area headquarters, an issue discussed in
Sect. 7.3,4.

: Emergency planners in communities adjacent to APG have had considerable
disaster experience. The H arford County emergency-planning director has had
emergency-operations experience at the state level, including coordinating statewide
response to the Three Mile Island nuclear accident and managing loc,al response to
hurricanes. _His assistant CSDP planner has served in the Army for 23 years in the
emergency -operations area,

The experience of these two planners is reflected in two areas germane to CSDP
emergency DM. First, for minor emergencies, defined as relatively routine incidents
posing limited hazards, the off-post EOC in Harford County operates as a dispatch center
to support field personnel. Dta'ing more severe emergencies, the EOC serves as an
incident-cornmand center directed by the county sh.er.'iff,each of whom can direct various
agencies and responders in the event of a CSDP accident, as shall be seen in Sect. 7.1.7.
This is a pattern preferred by Harford C.ounty for off-post incident command in the event
of a CSDP agent release with off-post consequences.

Second, Harford County's emergency planners harbor some skeptic!sm regarding
the capabilities of ADSSs such as that under development at CP.DEC (SSAS). Their
concerns involve questions about how expediently such systems are likely to perform in
an emergency. Although some of these concerns are prompted by the status of the
WATCH system under development at CRDEC, some are prompted by a simple lack of
experience in the use of such systems in rapid-onset emergencies. Efforts to assuage these
concerns should be undertaken during the further development of ADSSs at APG.

Off-.l_.st communities at APG and PBA have had some experience with low-
probability, high-consequence emergencies relevant to DM planning in the CSDP.
However, even with improvements in the local ER infrastructtu'e asa result of
implementation of SARA Title III, CAIRA plans are not completely integrated into
chemical emergency-planning efforts at them sites (U.SI Army 1989a).
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7,1,7 ' Hierarchy and Flexibility

At APG, the current structure of on-post hierarchical command and control truly
impede rapid off-post alert and notification in the event ota CSDP accident, because
command and Control for off-post alert and notification is provided through an indirect
path of communication. CRDEC is a tenant at Edgewood Area/APG and must first notify
the main EOC at APG, which, after assessing the magnitude of ml incident, notifies off-
post communities,

On the other hand, there is potential for flexibility in the event of a CSDP
emergency, because county sherif,fs in Maryland have considerable authority to command
law-enforcement personnel from incorporated and unincorporated jurisdictions within a
county, Based in English common-law tradition, this autholity permits creation of a
temporary ICS during an emergency, with the county sheriff iit the top of a hierarchy,
Thus empowered, the county sheriff can mobilize a centralized, coordinated response
through the county EOC on behalf of ali jurisdictions within a county,

7.2 PBA's GENISYS SYSTEM AND 1TS INSTrIUTIONAL CONTEXT

The emergency-management system at PBA is based primarily on analogue
information, Computer systems are used only to process the event log and several types
of meteorological data. Plans are being made to inerea.,;ethe involvement of computer
systems, but the concept of an integrated EMIS is still new at PBA.

The host computer is a Microvax MV/15000 Eclipse system located in the PBA
computer center in the same building that houses Meon-post EOC, lt is connected to an
event log system that is base.xion a commercially available menu-driven software package,

Thissoftware, Genisys, was chosen pritnarily because of its compatibility wi!h thearchitecture of the host computer. The software vendor, DMS, Inc,, provides three other
utility packages !o the PBA computer center. Other equipment maintained by the computer
center are g-raphicssoftware, spread sheets, office-automation equipment, and special
software. This eqmpment is employed by various departments and offices of PBA but is
not an integral part of.the emergency-management function. Other functions performed by
using this equipment include the routine logging of surety data, on-post law enforcement,
and related matters. There is a backup system in case of failure or breakdown of the main
computer,

There are 48 ports available for active (programming) users, who may input data
or update previously entered information. As is the case at AI'G, stockpile inventory data
is not yet available to the system. Efforts are being made to format such dam to make it
programmable. Passive (nonprogramrning) off-post users can receive updated emergency
information if they have been issued proper password commands, The entire system is
used primarily as an incident report log. During an emergency, the system would provide
status reports on the deployment of emergency forces, casualties, tasks assigned to
various response forces, the status of the response actions, and the status of the
emergency itself. Sections 7.2.1-.7.2.6 evaluate Genisys and its institutional context.
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7,2,1 Event Logging and Record.Keeping Secud(y

The Oenisys program is paradoxical, On the one hand, it expedites various
emergency operations by helping decision makers keep track of events, decisions, and

recommended actions, A nmjor advantage of Genisys is the ease with which text cat: be
recalled and edited. Therein, however, lies the paradox, tile resulting database dots not
adequately serve as a verifiable record of decisions, because any individual with normal
editing access to the system van easily change entries accidentally or Intentionally, The
system offers little protection to honest personnel, If personnel were,involved in

postemergenoy litigation, they would be unable to prove through the event log the veracity
of thetr accounts of decisions,

• Although it is possible to have good editing capabilities while maintaining the
security of the database, Genisys lacks these features, The most sophisticated solution to
this problem would be to enhance the software so that a record is retained of ali revisions

to text, permanent records arc archived, and security features protect the amhive through
methods similar to those used by the intelligence community I A simpler, less-dernanding
(and somewhat less-secure) solution would be frequentrecoIding of backup copies into
the possession of a neutral party off-post,

7.2.2 User Friendliness and Off.Post Accessibility

One obstacle facing off-post accessibility of the Genisys system in Jefferson
County and the Jefferson County EOC is uncertainty about Genisys's purpose and
.possible applications, For exert?pie, the head of the emergency-services department in
Jetterson {sounty reports that, although the terminal allow_ direct, interactive access to
PBA, the equipment is rarely switched on unless PBA suggests there is an apparent need
to do so, Greater effort will need to be made to ensure that off-post users understand the
system's capabilities and are trained to use it in support of emergency-management
functions,

7.2.3 Expansibility and Graphics Support

The potential for expanding emergency-information system and GIS capabilities on
the PBA host computer is limited, A significant constraint is the computer center's
reliance on Cobol, a computer language better suited for business data processing than for
graphics, Ali graphically oriented systems depend on a body of commercial graphics
software that is generally available in FORTRAN C or other languages. A second
constraint is the hardware itself--the existing Microvax unit is more than 5 years tld,
"Hdsplaces the machine in an earliergeneration of,architecture that cannot adequately

, support graphics functions. Very little graphics software exists for the Microvax.
According to PBA, although a decision-support system with graphics support

would be desirable, the current CRDEC ADSS is viewed as having more problems than
advantages for PBA's purposes, lt cannot depict dose exposures to actual accident
distances but only to the 1% no-deaths distance assigned as a category by D2PC,
However, it is contended by PBA that the CRDEC system's graphics support capabilities
(especially as regards the dep_cuon of mass care centers and other information) could be
useful if it were tied to another system that depleted accurate meteorological infomaation,
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"Ilms,consensus exists that a GiS is needed, even though its particular features are subject
to debate,

7,2,4 lVleteorologyand DM

The ',meteorological program at PBA is impressive both for the amountof +
informationavailable and the automated mechanisms designed to integrate the information,
PBA has an elaborate, well-equipped, tedmically sophisticatedmeteorological station,lt
is staffed by a meteorologist who can interpretand relay the data to points of contact in an

emergency, The center's operator controls several systems housed inn room adjacent tothe EOC, These systems involve,

, constant, direct feed from the National Weather Service (NWS)national headquarters,
by both teletype and facsimile;
constant, direct feed (includingpassive radar display allowing for the freezing and

i updating of radar the NWS at Little Rock
images) from Airport;

constant,dh'ect feed from 7 meteorologicaltowers located on the perimeter of PBA
(5 of the towers monitor data at 3 l¢_velsevery 15 rain) that _ displayed as a graphic
image depicting site boundariesand met tower locations;

+ an on-post lightning sensor that can depict strike frequency on a map of PBA and
'vicinity;

, an air-diffusion model (D2PC) that is run on an 80386 microcomputer, and
, severe.weather data (via Little Rock and Fort Smith airports).

The on-post meteorologist accessesGeniays for updating forecasts and
comrnuntcatingthem via electronic marl to off-post officials in Jefferson County, Also,
data is recorded into a permanent data archive file,

The biggest drawback to the system is that little data transmissionoccurs among
the various meteorological functions and the Genisys event log, Each of the systems is
operated independently of the others, with different command languages and operating
procedures, l't_ereis a pressing need for an automated mechanism to integrate
meteorologicalinfon'_tton with other emergencyintbnnation, Aggregatemeteorological
data from the met stauon is currently fed to the system once each h by the base
meteorologist and is displayed in a textu,al format. From the standpoint of rapid DM, the
system cannot display a real-time deptctton of a plume, This problem is exacerbated by

the absence of a graphics-supportcapability, which reduces ability toutilize the very.largeamountof useful information displayed on various terminals within either on.,or off-post
EOCs, For example, despite ate fact that the Genisys system has been installed off post at
ttleJefferson County EOC, during inclement weather conditions, the PBA meteorologist
must phone infommtion to the off-post emergency manager.

Finally, it is uncertain how HOTMAC would interface with present eqaipment,
PBA has been tentatively selected to be the t_st user of HOTMAC, The on-post
meteorologist is concerned that the Sun work station, which is a very large, expensive
computer required to operate HOTMAC, would further resu'iet already-limited work
space,
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7,2.5 F_ergency Expeflence

Attempts to integrate on- tu_doff-post command, conl:rol,and communications trod
to promote enhancements to off-post ER were prompted in part by a BZ Igloo fire in the

1960s, Moreover, after public concerns with off-post cons_luences,,of the CSDP began
to be raised at Lexington-Blue Grass Army Depot in the emly 1980s, PBA began a
program to educate the greater Pine Bluff communityon the potential risks of chemical
demilitarization (D, L, Feldman, PBA Trip Report, July 26, 1989), Consultants were
l_dredto perform hazards assessments, evaluate competing meteorological models for use
in emergency DM, and to conduct engineering analyses of BZ agent disposal,

Attemptswere made to ascertainthe parametersof a maximum credible event,
Independent estimatesof accident scenariosunder different meteorological stability

conditions were also made, A briefing package on emergency prepare_aess wasassembled for local communities, Finally, with the concurrence of state and local
officials, a 50..kmER zone was selected for planning purposes, and an off-post
emergency-training program was begun, The latter was prompted by concerns that off-
post officials needed a greater understanding about CSDP accidents that could haveoff.
post cons ;quencesand by fear that some on-post accidents could simply overwhelm
PBA's internal response capabilities,

Although this experience has proven fruitfulfor promoting enhancements to
emergency DM, there are gaps tn the implementation of these enhancements, These gaps

result from PBA's limitez!,' disaster experience and are exemplified byproblems with PBA
training programs for off post HAT_T responders, PBAtraintng is offered to state and
local msponders and PBA participates in state arid local HAZMATs training workshops,
(Consideration is being given to ER training for local prison officials as weil,) Although
training has doubtless proven useful for enhanced emergency preparedness in the PBA
area, it has not utilized established training programs offered by FEMA that could help set
standards for certifying the quality of the course content and comprehensiveness of
curriculum, In addition, no formal guidelines tor retraining and refresher classes have
been established,

The views of off-post officials on how DM for CSDP ER in the PBA area should
be initiated have been shaped by disasterexperience. A 1985train derailment that caused a
aajorchemical spill prompted Jefferson County to adopt (1) reliance on the organization

charge of the emergency for information, recommendations, and guidance on protective
actions (the railroad, in the 1985case) and (2) a preference for adjusting established ER
proeedtues to the situation at hand rather than adopting entirely new procedures, l"hese
established proc_ures include gathering input from ali communities and agencies affected
by an emergency to encourage consensus DM,

One aspectof these off-post procedures that would appear to require greater
attention from the standpoint of rapid DM, and for which past experience has provided
litre guidance, is fl_atof domain consensus, which t0 discussed insect, 7.3_1(Dynes
1978; Kreps 1978), Response to the 1985 train derailment was eonhned to a fairly small
area. Not only did responders have considerable time to respond to the incident, but
overl,apping of functions did not pose a problem. This may not be true In a CSDP
err_rgency.

q



7,2,6 HierarchyandIqexlblUty

On-postofflolalshavelongbccnconcernedwithhierarchicalcommandandcontrol
andorganizationalflexibllity,A civil!anengineerhasbeendesignatedasassistanton..
scenecoordinatorandisresponsibleforrecommendingprotectiveactionstooff-post
communitiesintheeventofaCSDP emergency,ThisisadeparturefromusuaJprocedure
atCSDP sites,whichpresumesthatthecommandingofficerwillbeinchargeofissuing
warnings,Therationaleforinvestingacivilianwiththisresponslbilitywasthe
assumptlonthatheorshewouldhavegn'eatcrrapportwithci_,ilianofficialsthanwoulda
militaryofficer(D,L,Feldman,TripReport,PBA,July26,1989):,.....

ltisnotentirelyclear,however,preciselywhatrolethisindividualwou_oprey
withinthecontentofon-postchainofcommand,Forexample,wouldtheassistanton-
scenecoordinatorhaveauthoritytorecommendprotectiveactionstooff-postofficialsox'
onlytotheon-postcommander,who wouldthenissuethewarning?Theeffectivenessof
thisruleforrapidresponsedependsonclarifyingsuchnotificationresponsibilities(Dynes
1978; Dynes, Haas, and Quarantelli 1967),

7.3. INs'rrruTIONAL ISSUES COMMONTO AI_ AND PBA

7.3.1 Role Specificity

At APO and PBA, cooperation among more than one LEPC is necessary for

effective planning and allocationof responsibilities, In Maryland and Arkansas_.LEPCsare organized on a county-wddebasis. However, Emergency-Planning Zones (EPZs)
adjacent to CSDP sites in both states encompass several counties, LEPCs in counties
adjacentto both sites havealready displayed an active interest in chemical-emergency
planning, In Jefferson County, Arkansas, and Harford County, Maryland, positive
efforts have been made to incorporate relevant PBA and APG personnel on LEPCs,'
Chemically related munitionsincidents at APO are now routinely relayed to I.,EPC
members at APG; at PBA, ,installationrepresentation on the LEPC as well as chemical
response training offered to off-post agencies by PBA hashelped build a base of trust. "',;

Efforts to ensure domain consensus at APG and PBA have been far more
px'oblematic.Program gutdanee for ER in the CSDP, e1well as the current CAIRA
manutd, suggest that on- and off.post !aw-enforeementprocedures may need to be
integrated for some,emergency scenarios, InstancesaJecontemplated in which off-post
law-enforcement personnel may have to be recruited for on-post security in the event of a
major CSDP accident, At PBA, this scenario has been an important motive for the training
of off-post responders (D. L, Feldman, PBA Trip Report, July 26, 1989), as noted in
Sect, 7.2.5. During a full-scale exercise at PBA fieldin June, 1989, information flow
among off-post responders tended to be slow because of confusion over responsibilities
(D. L, Feldman, PBA Trip Report, July 26, 1989),

Likewise, at APt'], the interface between Edgewood area/APG and the off-post
point of contact in Harford County is still under development, lt is CRDEC's expectation
that any and ali emergency-related information would be share.dwith off-post officials in

*Two of 12 LEPC members in Harford County, Maryland, represent APG, and 3
of 64 LEPC members in Jefferson County, Arkansas, are from PBA,



t

61

theeventofachemical-agentreleasewithoff.postconsequences(D,L,Feldman,APG
TripReport,June2,1989),However,thisexpectationraisesanumberofquestions
concerning what jurisdictions would bc responsible for which duties ar!d to what degreesecurity responsibilities can DCshared among the installation and local cotnmunitics,

Other authority and responsibility issues require further clarification, Will oft-post
personnel bc permitted to monitor the he'alth and environmental impacts of an emergency
that is contained on post? Will police, fire, and Other personnel iri local communities
adjacent to CSDP installations have to become familiarized with the layout of CSDP
facilitiesandfl_epropcrtlesofCSDP HAZMATs toenterCSDP facilities?Althoughsuch
arrangementsexistinsimilarcontextsinotherprograms(forexample,theOak Ridge,
Tennessee,fireandpolicedepartmentshaveaccesstoinformationonhazardous-waste
sitesprovidedforDepartmentofEnergyfacilitiesinthatcommunity),towhatdegree
mightthisrequirecompromisingsensitiveorconfidentialinformationinthecaseofthe
CSDP7

7.3.2 Routes for Rapid Off.Post Alert

After determination that a threat from a chemical-agent release at APG or PBA is
significant, a decision must Dcmade as to whom to notify and alert and what type of
protective actions to re,commend, As good as ADSSs may become, unless the pathway
for DM among on- and off post officials is clear, the information ADSSs provide will be
limited (Mileti, Sorensen, and Bogard 1085),

Decisions pertaining to warning, notification, and protective action would be
driven partly by information about an approaching plume.--its speed, d,txeetion, and source

tem'r--and the quantity of agent released, After this information were derived, it would benecessary to decide whom to involve in the formulation of a decision to warn, what
information to relay off post, and exactly whom to notify, There are two broad sets of
uncertainties in these decisions that must be resolved: the character of the plume and the
pathway for making decisions, APG typifies both sets of uncertainties,

The em3-entemergency-notification procedure at Edgewood Area/APG represents
an uncertainty revolving the pathway for DM, Followingdeteetion of a CSDP incident at
Edgewood Area, incident information such as source term data and meteorological
conditions would be channeled into the EOC in CRDEC's headquarters, Emergency-
status information would then be combined with other data reg,arding the disposition of
response forces and the availability of re_urces, After processing this information, the
Edgewood EOC is suppo_:t to report the incident to a higher-level point of contact at
APG headquarters,

lt is the responsibility of AI_ to further assess and characterize the hazard, to
formulate a response, and to notify the Harford and Baltimore county EOCs, which would
in turn contact institutional populations, warn other off-post populations, and establish
incident commanders to take charge of off-post response
(D. L, Feldman, AI_ Trip Report, June 2, 1989), The requirement that emergency
information at Edgewood DCchanneled through APG before reaching Harford County is a
Oyytentialproblem acknowledged by CRDEC, Harford County emergency planners_ and

a cormnunity study of the CSDP (D. L, Feldman, APG Trip Report, June 2, 1989),
One reason for this procedure is that CP,DEC is a tenant at Edgewood and must itself
request that the APG chain of cornmand grant approval of decisions,
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At PBA, on-post officials have long been concerned with reducing uncertainties
pertaining to file character of a plume as well as the pathway or decision following an
accident. After assessment and characterization of an emergency involving the CSDP, the
PBA EOC would notify off, post local officials as well as the state of Arkansas' EOC in
Conway (Schneider Engineering 1989a). Off-post command and control, as well as the
details of on- and off-post relationships, however, are not as clearly specified, For
example, the !985 CAIRA plan for PBA contains only brief references to off-post
activities, does not address the procedures for DM that must precede off-site notifications,
and does not discuss off-post coordination of ER (Schneider Engineering 1989a).
Moreover, although the Jefferson County Office of Emergency Services has been
designated the lead agency for coordination of off-post response, it shares this
responsibility with the state of Arkansas.

Grant and Jefferson counties have an agreement specifying that, in the event Of a
CSDP emergency, the former is automatically a part of the IRZ. Thus, response actions
by both counties would be initiated simultaneously (D. L, Feldman, PBA Trip Report).
For other counties in the 50-km EPZ, however, procedures for notification and alert are
less clear. Although the Office of Emergency Services is chm'ged with the responsibility
of notifying adjacent counties in the 50-km EPZ, its understanding is that it should first
contact the Arkansas EOC at Conway, which would then notify other counties as
appropriate. Although acknowledging that the alert process could be accelerated as
needed, requiring that the state be notified first could prevent timely warning of outlying
counties.

Other on- and off-post procedures at APG contribute to decision-pathway
uncertainty. After a period of trial and error, Harford County and APG have developed a
memorandum of understanding (MOU) that permits a wide sharing of resources,
information on special populations, facilities, and equipment. The MOU also designates
incident commanders (one at APG and one in Harford County), who share responsibility
for coordinating on- and off-post command and control. It is Harford County's
understanding that in the event of a CSDP emergency, the on-post incident commander at
APG would be in charge of alert and notification andwould recommend protective
actions. The off-post incident commander would then implement recommended protective
actions and supervise uhe formulation of other response decisions.

The off-post incident commander is an elected offici',d (the cotmty executive).
However, it is expected that during the immediate response stage, incident command
would probably fall to the chief of the Joppatowne fire department or to a substitute. In all
cases, the incident commander would have "full atlthority over ER operations at the scene"
(Schneider Engineering 1989c) and would operate out of Harford County's EOC, which
is located in Hickory, approximately 18 km north of the Edgewood area boundary and
18 km northwest of APG, Additional clarification of the relationship between the on-post
incident commander and his or her off-post counterpart is needed.

7.3.3 Conemmicalion Among On-Post Responders

At APG, immediate voice communication is provided between the CRDEC_OC
and decontaminati0n/detection personnel (the first responders to a CSDP chemical-agent
release) by way of radio and telephone. At present, neither system provides secure
communication. This means that members of the off-.post public conceivably could
monitor information on an unfolding emergency at APG, before an official bulletin is



63

released to the public, by monitoring police scanners and similar equipment (D. L.
Feldman, Tri p Report, APG, June 2, 1989). Unsecured communications could result in
rumen being fueled by a few listeners who could not accurately assess the implications of
information they heard.

At PBA, secured communication is provided between first responders and the
EOC through both fixed and mobile systems. A mobile command center, recently
purchased by PBA to provide communication and working space for staff support from
the arsenal as well as from Jefferson County, can connect with commercial and radio
telephone systems while inthe field (D.L. Feldman, Trip Report, PBA, July 26, 1989).

Although considerable thought has been given to rapid communication among on-
post responders during a CSDP emergency at APG and PBA throug!l the integration of
communications equipment, greater thought needs to be given to the kind of information
broadcast via communications equipment, the allocation of communications equipment to
designated personnel, and the assignment of special ope,rating frequencies (Irwin 1989).
Clear text, or plain language, should be used whenever possible for rapid interface with
less-knowledgeable off-post responders and novice on-post personnel (U.S. FEMA
1987).

7.3.4 Conmmication AmongOff-Post Responders

At APG, off-post officials have stated a need to communicate directly with on-post
EOC officials through dedicated phones, computers, and facsimile links, and with each
other through an interactive network among county EOCs (D. L. Feldman, APG Trip
Report). At PBA, off-post communications problems have been singled out for special
attention by off-post officials. These problems are attributed to lack of understanding
among agencies as to what each of their respective responsibilities would be in an
emergency.

Although the responsibilities of off-post responders at PBA are clearly defined in
the CAIR plan for Jefferson County, an emergency exercise in June 1989 revealed that
information flow among off-post responders tended to be too slow for timely response in
the event ofa CSDP chemic'd-agent release with off-post consequences. A principal cause
of this slowness was that many responders were unclear about the ,_asksassigned to other
agencies and often assumed that tasks they were supposed to manage were being managed
by someone else. Conducting cross-training sessions, in which responders representing
different emergency functions are given the opportunity to learn about each other's
responsibilities, has been suggested as one solution to this communication problem.

7.3.5 Connmmication Among On- md0ff-Post Responders

As noted in Sect. 6.1,4.2, communication among on- and off-post responders
during a CSDP emergency would be constrained by considerations of security
sttrrounding the chemical stockpile's size at APG, PBA, and ali other CSDP sites. These
constraints may affect the confidence off-post officials have in on,post instructions
following a CSDP agent release. AtAPG and PBA, on-post officials have acknowledged
the importance of these issues for emergency command and control. CRDEC officials
have suggested that, in an emergency, nothing will remain classified (D. L. Feldman,
CRDEC, APG T:lp Report, June 2, 1989). At PBA, a moremodest approach has been
suggested. A figurative "tearing down of the installation fence" would take piace to ensure=

©
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that on- and off-post responses are parallel (I9. L. Feldman, PBA Trip Report, July 26,
' ¢,1989), This would be accomplished by ensuring that PBA public-affairs officlal_, would

be available to advise off-post officials.
There are potential inconsistencies between these installation policies and official

U.S. Department of Defense (DOD) policy. Under DOD's voluntary compliance with
SARA Title/II, the Army has agreed to report to LEPCs and State Emergency ResPonse
Commissions chemical incidents that have the potential for off-post consequences. At the
same time, however, DOD has stated that it cannot comply with SARA Title III Sects. 311
or 312, which require reporting the types and quantities of chemicals stored, handled,
trans-shipped, or destroyed on site before an emergency (Schafer 1987). The conflicting
responses of DOD to parts of SARA Title III presents an important quandary because, as
seen in Sect. 6.1.4.2, some CSDP states prohibit off-post responders from entering the
scene of a chemical accident unless SARA Title III Sects. 311 and 312data are made
available to state and local officials. Some compromise between standard Army security
practices and state risk-communicatiori laws on the other may be necessary to facilitate
timely off-post response.

713.6 Co--cation Among On- and Off.Post Responders and the General Public

Plans are underway for development and site selection of JICs or JIBs at APG and
PBA. These JlCs and JIBs must be located outside the IRZ and must be able to
accommodate a large number of reporters.

Most of these issues hinge on inconsistencies at APG and PBA in the handling of
emergency information designed to be released to off-post officials and the mass media.
Because the inconsistencies pertain to rapid warning and notification, they are discussed in
detail in Sect. 7.3.7. Two problems of inconsistency are (1) the assumpl,ion at PBA that
those counties outside the IRZ (e. g., Jefferson and Grant) need only be notified of a
CSDP agent release after it has been determined that the release is likely to extend beyond
the IRZ, despite questions pertaining to the adequacy of time for taking preparatory actions
in the PAZ and (2) provision in the APG schema for notification of the news media during
the early stages of a release, even though procedures for notifying PAZ officials are less
explicit.

The nature of information that would be communicated to the public in the event of
a CSDP release also remains to be made explicit in warning notification systems at APG
and PBA. Finally, as noted in Sect. 6.1A.5, the consultation process should include
discussions about the type, character, and format of the information to be released to the
press and the public. This is likely to enhance trust in communications pertaining to a
CSDP emergency (Slovic, Fischoff, and Lichtenstein 1981). At APG and PBA, on- and
off-post officials are actively seeking to utilize local ICCBs as fora for exchanging
information about the CSDP. In addition, the CAIRA manual suggests that CSDP
installation commanders should meet periodically with members of the community to
answer questions about chemical operations. Such meetings may also provide a means of
addressing the need to consult state officials, noted in Sect. 6.1.4.5. Consultation with -_
state officials through ICCBs may obviate the need for accornmodation of requests to be
seen at the site of a CSDP accident since complications entailed by such requests will be
better understood.

_

_
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7.3.7 RapidWarning and Notification

Another problem common to APG and PBA pertains to rapid notification and
warning. APG and PBA have taken the notification classification schema recommended
by the ctwrent CAIRA manual, designed for use at ali CSDP and other Army HAZMATs
sites, and employed it as a point of departure for developing their own systems. At APG,
a fourfold emergency-classification system is in use. At PBA, the emergency-
classification system contains six levels of alert (Schneider 1989d), Atboth sites alert
levels vary with the severity of the release and meteorological conditions. There are
distinct advantages and disadvantages in the At_, PBA, and CA.IRA incident level
schemata, but ali three have potential problems (see Table 3.1).

Specific pathways for alert and notification remain unclear, the character of
recommended protective actions is unspecified under all three systems, and there are
inconsistencies regarding which off-post officials should be alerted and when (see Table
3.1). On this last issue, while all three schemata provide for relatively early notification of
officials within the IRZ, there are differences in provisions for contacting PAZ officials.
The CAIRA manual recommends "widespread notification" of PAZ officials from the time
it is determined that a chemical release may extend beyond the storage area but is thought
to be conf'med on site. This is to allow PAZ officials adequate time to prepare to establish
processing or decontamination posts, set up a JIC, or receive evacuees from the IRZ, It is
also designed to allow for early, effective rumor control within the PAZ.

PBA's scheme, however, presumes that adjacent counties (areas outside the IRZ
counties of Jefferson and Grant) would need to be notified of a CSDP agent release only if
it were determined that the release would likely extend beyond the IRZ. This may not give
PAZ officials adequate time to take the kinds of preparatory actions discussed above,
particularly because PBA's CAIRA plan provides for an elaborate system of evacuee
processing and decontamination at the boundary between the IRZ and PAZ. ha addition,
PAZ officials are likely to discover that an event has occurred through monitoring police
communications.

The APG schema implies that a PAZ alert should be geared to the severity of a
chemical-agent release, much like that of PBA. However, while APG's schema explicitly
allows for notification of the news media during the early stages of a release, procedures
for notifying PAZ officials are less explicit. This is a potential inconsistency in policy,
because after the media were alerted, even on a precautionary basis, widespread
dissemination of information about the incident would likely reach the PAZ anyway.

Classification of accidents also varies widely among the three schemata. Although
the CAIRA manual's classification schema provides general guidance, APG's schema is
imprecise regarding off-post responsibilities following a release. Finally, PBA's schema
appears to presume a greater level of precision concerning accident characterization than

: current ADSSs can provide (see Table 3.1).

!



8, RECOMMENDATIONS FOR IMPROVING DM AT APG AND
PBA AND APPLICATIONS TO til'HER CSDP SIq'_

In this section, we outline the components of a total DM system design by
summarizing major concerns from site visits, recommending changes in institutional
procedures to enhance timely warning and response, and suggesting guidelines for the
development and acquisition of ADSSs,

8.1 SUMMARY OF CONCERNS FROM S.Fl'EVISITS

At APG, enhancement of rapid DM capabilities Wiilneed to focus on (1)
improving graphics display, structures, (2) improving inventory database development and
augmenting staff size, (3) mapmving off-post interface and enhancements co off-post
infrastructure, and (4) more fully integrating meteorological capabilities into the DM
system. The latter will require hiring a full-time on-post meteorologist and ensuring
regular calibration of meteorological towers.

At PBA, enhancement of rapid DM capabilities should focus on (1) promoting
event logging and rec0rd-keeping security, (2) creating a direct interface for.meteorological
data within the ADSS, (3) resolving uncertainty about the purpose and posstble
applications of the ADSS for off-post officials, and (4) improving the potential for
emergency information and geographic information display capabilities on the PBA host
computer,

Finally, atAPG and PBA, efforts should be made to improve the pathway of DM
from on-post decision makers to off-post points of contact. The requirement that
emergency information at Edgewood be channeled through APG before reaching Harford
County can be rectified. Likewise, the alert process at PBA could be accelerated
considerably by eliminating the required middle link, the Arkansas EOC at Conway, in
off-post communication among PBA and outlying counties.

8.2 RE_OMMFNDF2) INSTITUTIONAL ENHANCEMENTS

The principal obstacle to improved command and control for ER is the enormous
potential complexity of the affected environment after an accident. To improve command

_ and control at APG, PBA, and other CSDP sites, it is best to begin by enhancing
procedures that already work effectively and by discarding or significantly modifying
those procedures that are not effective. In this synergistic fashion, CSDP sites may learn
from past deficiencies (Comfort 1988). In summary, we recommend the following
institutional enhancements.

8.2.1 Provide Off.Post E_R Training toHasten Response

• Design training programs to ensure standardized, integrated emergency response by
on- and off-post responders.

• Certify that responders have met certain standards of quality and comprehensiveness
of curriculum as appropriate to their functions.

• Establish formal guidelines for retraining and refresher classes.

67
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* Make available cross-la'aining sessions in which on- and off-post responders
representing different emergency functions are thoroughly exposed to one another's
tasks to better ensure domain consensus.

8.2.2 Simplify the Pathway for Alert and Notification Among On- and Off-Post Officials

• Allow direct on- and off-post communication among the Edgewood Area EOC and
Harford and Baltimore counties for alerI and notification in the event of a CSDP
emergency. At other CSDP sites, ensure that the EOCs in charge of monitoring the
chemical stockpile have direct communication links with off-post officials and have the
authority to warn,

• Urge a clarification of off,,post community notification procedures at PBA by
eliminating the requirement that warnings go through the state EOC at Conway, If
appropriate, implement a similar procedure at other CSDP sites.

• Es_blish procedures for prompt notification of Local Emergency-Planning
Committees and State Emergency-Response Commissions throughout PAZ counties.

8.2,3 Continue to Integrate On- and Off-Post Comrmniealions Systems

• Assign communication systems to designatedpersonnel and ensure theh' operation on
we-assigned frequencies. Avoid cormnunicafions systems for emergency use that a.re
radically different from those intended for everyday, routine use.

• Use clear, uncoded text or plain language for emergency communications among on-
post personnel and among on- and off-post emergency responders to hasten
understanding of the magnitude and character of the emergency. Use this clear text
every day.

• Use dedicated, secure,means of communication to discourage public monitoring of
transmissions and the fueling of rumors.

• Resolve potential inconsistencies among At_, PBA, and DOD policies on the sharing
of information with off-p0st communities during an emergency. In particular,
consider ways that CSDP states can quickly obtain SARA Title III Sects. 311 and 312
data to allow off-post responders to enter installations, if needed.

8.2.4 Ref'me Emergency-Nolification Schemata to Ensure Clarity Concerning
Recormmnded Protective Actions and to Identify Whom Should Be Warned

" Use clear terminology easily understood by ali jttrisdietions and ER disciplines for
identifying resource elements and facilities, delega_ng management authority, and
ensuring uniform planning for different contingencies.

• Avoid terminological differences among agencies that are likely to result in different
patterns of operation and response. Ensure absolute clarity of understanding amon.g
on- and off-post officials as to what each warning category means and what it requtres
officials to do.

, Avoid alert classifications that assume greater precision in accident characterization
than is possible through the use of ADSSs.
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8.2.5 Develop Public Infommflon Programs that EnhanceTrust and Confidence in Army
Command and Control _

• Develop a consultation process with communities and the mass media about the type,
character, and format for information to be released to the press and the public through

JIBs mad JICs.
, Explore the possibility of periodic meetings between CSDP installation cornmande_

and communities to answer questions about chemical operations and to ensure
confidence in warning and alert systems,

• Consider needs for a widcrnetwork of consultation with state officials folloWing a
chemical-agent release to ensure file legitimacy,and acceptability of Army command
and control in 0ff-post areas,

8,2.6 Recognize the Roles of Hot and ColdReasoning,Judgment, andIntuilion in
Ea-ergency DM

• Recognize that linear reasoning is logical and digests facts in an orderly manner,
Whereas hot reasoning is more effective at bringing to bear important values that are
essential for evaluating the consequences of rapid-onset emergencies.

• Recognize that information generated by ADSSs may overwhelm decision makers
unless it can be quickly prioritized and placed into perspective relative to the immediate
needs at hand.

• Avoid reliance on a formal, fixed set of procedures dictating how to respond under
certain accident scenarios.

° Because persons who have good judgment and intuition tend to make good decisions
in an emergency, select experienced personnel who have developed these qualities for
high-level DM roles.

8.2.7 IVlhnagethe Problem of Bounded Rationality Within the E(X_ by Encouraging
Different Specialists to Work Together

• Provide EOC staff' with means to convert general, abstract, intractable problems such
as saving lives or minimizing property loss into specific, tractable ones that can be
analyzed and segmented further for exercise and readiness-assessment purposes,

= • Define ER goals in tangible and, if possible, quantifiable ways, such as by moving a
certain number of responders into an area, evacuating people from the IRZ within a
specified period of time, and so on.

• Encourage the input of diverse points of view and ranges of experience within the
EOC while at the same time minimizing the number of people participating in DM
during the emergency.

° Pair different specialists to work on selected pre,-emergeney tasks such as
- communications, logistics, or planning to help ensta'e domain consensus within the
: EOC.

• Avoid personnel complacency and maintain high levels of personnel readiness for
rapid-onset emergencies by establishing mechanisms for administrative feedback.
Require lower-level personnel to keep a log of activities to identify and correct
problems or grade deficiencies.
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8.2.8 AnticipateThe Possible Effect of Stress on Accident Containment, Rapid
Respome, and Mitigation

• Monitor work loads of CSDF personnel and EOC personnel,especially during periods
when accidents caused by errors in human judgment are mo:_elikely to occur (when
the facility is startedup or shut down, for example),

• Provide detailed procedures to enhance operatorperformance _dDM in the presence
of conflicting information. Ensure that emergency informatior, is depicted in a clear,
useable format,

• Promote stress-compensating measures such as special trainingand drills to establish a
propermental set, effective displays of critical information in the EOC, and special
procedures compatible with restricted cognitive and problem-solving capabilities.
Provide training in stress and its effects,

• Train EOC supervisors andother incident-command personnel to be aware of
personality factors likely to cause stress.

8.2.9 Using the ICS Model to Develop an Effective Protocol For Integrating On- and
Off-Post DM

• Build on established ER protocols and methods of interjurisdictional assistance in
developing an ICS. In _e case of APG, use the authority of county sheriffs as a point
of departure for integrating off-post command and control..In the case of PBA, urge
Jefferson and Grant counties to take the lead in developing an ICS-type system by
building on protocols used in other emergencies.

• Adopt an optimal span-of-control system (3-7 people per responsible individual) to
allow each emergency responder to' concentrate on a primary assignment and not be
distracted by other responsibilities. This recommendation can be adopted even without
subsequent adoption of a complete ICS.

• Consider strategies for commuzfities to make in-kind contributions to an integrated ER
system.

• If a full-blown ICS-type system proves too difficult to establish, explore ways to
identify potential off-post organizational problems likely to slow coordinated response.
Also, encourage the assignment of specific responsibilities to rmnimize overlap and
confusion, and encourage raptd mobilization of emergency resources.

8.3 RECOMMENDED ENHANCEMENTS TO ADSSs

8.3.1 Working Toward a Cormnon Solution

We recommend that a single hardware and software solution be adopted as a
conmaon base for the emergency-nmnagement system at all eight CONUS CSDP
installations. Arguments favoring a common solution are compelling. The overriding
factors are cost, compatibility, and perceived equity across sites, The most likely
candidates for immediate deployment are a combination of currently available commercial
and public-domain systems. Future developments are likely to be more cost effective if
efforts are directed toward a single software package and a single hardware architecture.
Specific recommendations follow in Sect. 8.3.4.
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Even for the near.term purchase of commercial hardware and software, however,
there may be a cost advantage, in negotiating bulk procurement of numerous systems from
a single vendor, Also, tl_ere are cost advantages in training all on- _d off-post operators
for a common system, and there are also advantages in achieving muning objectives,

Compatibility is important from the standpoints of cost and of functto0al utility,
By sharing software and data among common systems, costs are less than they wouldbe
if software and data were being e0mbined from different systems, Adv_cements from
one system to another also result in cost advantages, As for functional utility, data and
software can be shared rapidly without conversion,

8.3.2 Phased Development

It would be advantageous to adopt ADSSs that draw on the lessons, experiences,
and applicauons of models developed for the U.S armed forces in other contexts because
(1) such models have had time to be proof tested a_lddebugged, ff necessary, and
(2) U,S. armed forces' experiences provide a standard for comparing advantages and
disadvantages of newer systems,

The ideal EMIS does not exist in commercial or public-domain offerings,

However, some available systems are designed to handle a large portion of the ERrequirements of the CSDP. We thereforerecommend a phased approach to systems
development and implementation to meet long and short term program needs:

• Adopt an EMIS for !mmediate deployment at CSDP sites--a Phase I effort.
• Enhaneeparticulm' aspects of this Phase I system that could be improved with minimal

eftbrt andexpense,
• Simultaneously undertake design, development, and testing, to improve long-term

capabilities of the system deployed--a Phase II effort. This Phase II effort should
avail itself of the features offered by the Phase I system. However, it may be
substantially different in concept, ,,

• As consensus on needs and capabilmes develops and as resources become available, a
transition from the Phase I system to Phase II should be made.

8.3.3 Off.Post Linkages

We .recx),_nOtelecornm_unications linkages and automated systems to support the
rapid ec_rdination of on- and off-post response. In general, these systems should mirror
the institutional linkages and information exchanges presently in piace between APG and
PBA (and, respectively, Harford and Baltimore counties, the state of Maryland, Jefferson
County, and the state of Arkansas). This will require rugged remote workstations in off-
post locations with dual (voice/data) communication capabilities, Telecommunications
would vary from site-to-site depending on distances of communities to installation, current
telecommunications infrastructure, type of data-processing systems already deployed, and
other factors.

Distributed information systems will require careful consideration and development
of protocols regarding control over systems ar,d databases. A database should be agreed
on by on- and off-post emergency managers, Key on-post officials, as well as off-post
officials in the IRZ, should be authorized to process, analyze, and idter this database.
Actual users in the PAZ and beyond should be permitted to analyze but not alter this
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databaseunlesscompellingreasonsdictateotherwise.Othernonuseragencyofficialsin
thePAZ andbeyondmaybeauthorizedtopassivelyviewtheresultsofanalysesbut

shouldnotbepermittedtorunthesoftwarewithoutauthoriZationfromofficialswhoarepermittedtodoso,A sctofprotocolsimplementedthroughcontrolproceduresinthe

hardwareandsoftwareshouldpermitsharingselectedinformationimmediatelywith
organizationsthatneedtohaveaccesstoitfortimelyresponse,Thisprotocol,,houldbepredetermined,andvarianceforuniquecommunitysituationsneedstobetakeninto
accowlt,

8.3.4 EvahmtlonandReconmmndatlons

The f'u'stpriority at CSDP sites should be to installa workingsystem as quickly as
possible,WaitingfortheperfectADSS isnotviable,Thiswouldexte_ndtheperiodeP, +
vulnerabilityforon..andoff-postpopulationsandr,cduccthelikelihoodofathnelywarmng
andresponseintheeventofachemical-agentreleaseposingpotcntiaioff-post
consequences,Althoughcommercialandpublic-domainsystemsavailabletodayare
impcffectiysuitedtotheneedsoftheCSDP,theyrepre_ntasignificantimprovementover
thecurrentautornationsupportavailableatAPG andPBA, Cia-mnrsystems,employed
correctly, would facilitate response 5.-10min after accidentdetection,

We recommend (1) rapid deploymentof the best availabletechnology and
(2) simultaneous development of advanced systems oriented toward specific CSDP needs.
These systems should be developed and deployed in a phasedprogram based on
manageableincrementsof best availabletechnology to make optimal use of limited
resources; to ensure adequate time for training, proof testing, and equipment debugging; +
and to address urgent DM needs,

We recommend the followingsteps:

• Development of an On-postEMIS

-Select and install the best availableEMIS system at the eight CONUS CSDP sites as soon
as possible, It is imperative that procurement of hardware and software systems be
c,oordinatedandlinkedtoensurecompatibility,

r.-

•-Hardware specificationsfor the near-termcomputer platform should include the =
following:

-

Total cost of central processing unit (CPU) and peripherals should be $20,000 or
less.

Prt_essing speed should be 25 MHz or greater.
Operating system shouldbe compatiblewith one or more of the applicableEMIS

software packages.
Memory shouldbe 4 MB (or greater) of 32-bit random-access memory (RAM).
Ftxed disk storage should exceed I00 MB, with an average access time less than25 MB.
l.x_al area ne._works(LANs) and telecommunicationsshouldbe supported, but each

workstationmust be capable of working primarily as a stand-alone system +
without dependence on host machines or telecommunications links.

--
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-EMIS software specificationsfor the near-term systemshould include the following',

Map and floor plan digitizationsupport must be availablethrough software, contractual
arrangements, or both,

The software must supportan inventorydatabase and rapid retrieval system for
chemical stores, including materials in transit,

The database must include RDS-type data for all chemical agents, and the software
must support rapid retrieval,editing, and updating of such data,

Graphics capabilities mustsupport rapid display of maps and floor plans,
Software must support rapid access to air-diffusion models and rapid display of air.

diffusion plumes,
Softwaremust support a viable geographic coordinate system referenced to

latitude/longitude,
Software must support a varietyof data screens that may include such items as

emergency contacts, special emergency needs, and emergency resources.

Based on the above specificationswe, recommend adoption of EIS/C or CAMEO for
the Phase I system, beginning with immediate deployment at At_ and PBA. Of 40 systems
evaluated (see Appendix C), these2 were found to meet these specificationsand to have the
most comprehensive list of features, including HAZMATs data storage and retrieval,
emergency management, and display functionsessential for timely warning, notification, and
DM (seeTables 5,1 and 5.2). Tho principal shortcomingof EIS/Cand CAMEO is in the area
of geographic informationprocessing. This deficiency will need to be rectified if they are to
meet long-range needs at CSDP sites.

A surnrtu,ryof thereasons for selectingEIS/C and CAMF.Ois as follows:

--Of the systems evaluated in Table 5.1, EIS/C and CAMEO provide the most complete
list of features that are compatible with personal computer systems in the hardware
cost range specified above.

-EIS/C and CAMEO contain reasonably complete databases of RDS records that serve
as a foundation for inclusion of CSDP source terms,

-EIS/C and CAMEO are compatible with microcomputer hardware systems currently in
use and are readily available through existing procurement networks such as
Comprehensive CoordinatedAgreements negotiated by FEMA, NOAA, and state and
local governments.

-EIS/C and CAMEO m'emenu-driven systems, designed for ease of use by
nonprogranmaers,such as off-post emergency managers, who are less likely that on-post
users to be experienced with computer systems,

-EIS/C and CAMEO accept the output of atmospheric-dispersionmodels
and can be modified to accept others.

• -EIS/C and CAMEO include inventory DBMSs.

• Selecting and Installing EMIS for Emergency Coordination, Planning, and Recovery

" We recommend selectingand installingan EMIS for key agencies involved in emergency
eoordi'nation,planning, and recovery activities, lt is tmperative that the purchase of
hmxtwareand software systems be coordinated and linked to ensure,eompatibihty with on-
and off-post rapid-response systems.
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-Hardwarespecificationsforthecomputerplatformshouldincludethefollowing:

TotalcostofCPU andperipheralsshouldbe$80,000orless,'
Processingspeed,memory,andfixeddiskstorageshouldexceedthosespecified

fortheon-site EMIS,
Operatingsystem should be compatible with one or moreof theapplicable EMIS

coordination, planning, and recoverysystemS,
LANs and telecommunications should be supported,

-Coordination, planning, and recoverysystem software specifications should include
thefollowing:

Map and floor plan digitization support must be available through software and

through contractual arrangements,
Graphics capabilities must be able to support rapid display of maps at!dfloor plans,
Software must be able to support access to _'-diffusion models tu:ddisplay of air-

diffusion plumes,
Software must be able to support rapid access to laansportationand evacuation

models,
OIS software must be able to support a viable geographic coordinate system

referenced to latitude/longitude.

, FEMA's IEMIS is suggested,as a candidate system for coordination among federaland Stateagencies, IEMIS is a public-domain system designed to facilitate coordination
among federal agencies, states, and regional emergency-management organizations, its
pflncipal strength is in the large numberof spatial databases thatcan be accessed at the federal
level, Its strongest analytical components are the atmospheric dispersion and transportation
evacuation model,

,, Current capabilitiesinclude textprocessing, electronic mall, databasedevelopment
_.udmanagement, file management, business graphics, and access to meteorological data,

- Z-_esystem supports interactivecolor display andediting of an extensive map database that
forms the background images for model 63output. Current models are prlmanly oriented

. toward radiationincidents. However, its graphics functions and many of 1tsdatabases would
be of genetic interest to the CSDP (U,S, FEMA 1986),

- The system and hardwareconfiguration (VAX minicomputers) are not well suited
to the on-post, real-tirnc response needs of the CSDP but may serve the CSDP's operational

_ requkements for interagency coordination,planning, and recovery in the event of a CSDP
accident,

• Developmentof an AdvancedEMIS

Initiatea programto advancethe stateof the artin EMISs to meet the specific needs of
CSDP. In working with the CSDP, Oak Ridge National Laboratory will develop a list
of recomn_,ndations for futuredevelopment. These recommendations may include, but
arcnot limited to, the following:

-improved GIS software and datastructurescapable of representing geometry,
topology, and attributesin a unified system;

,qf , _q F_, n "
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-improved methods of digitizing maps and floor plans including advanced scanning
technologies; '

-improved methods for continuous, automated input of metcorologic_fl data;,
-improved systems for monitoring materials in transit and in chcndcal demilitarization

' procc_ssing;
-improved teleaommunicatlons and mom-rugge,d equipment for mobile and off-site

workstatlon access and linkage to other agencies_-advanced hardware systems, inaluding computer platforms based on parallel
processing, and advanae,d storage systems; ,

-an expert systetn, based on artificial intt_lligemce,for identifying hazards and remeditd
aotions; .

--improved modelh_g oapabUities;
-interface to roN)fio systems for observation and response;
-a priority list of chemicals that is based on hazard potential; and
-inclusion of satellite data and aerial photographs,

h



' 9, CON(_USIONS: ISSUES FORSrlI_SPECIFIC
EVALUATIONAND IMPLEMENTATION

There are a numberof site.specific factors that will require ongoing monitoring,
assessment, and evaluation ascommand, control, and decision-making systems and
proeedta'esare put into piace, The principal factors are

• Authority to warn, The lacedfor an on-post EOC.issuance of alert in the event of a
chernical,.agentrelease involvingthe CSDP is predicated on the assumption _at,
although the consequences of a release migh!not be as severe as some members ofthe public might believe, consequencesof a chemical.agent release could pose a
greater risk than some on-post officials are willing to acknowledge, To ensure tlmt
off..postofficials would be adequately warned, even if on-post personnel did not
perceive an incident to be serious, is a more difficult task than has been

acknowledged, Continued effort will have to be made in this area, Under what
conditions might an on-post incident commander be gdvenauthority to make some
off-post decisions? Moreover, under what conditions should the on-post
commander be able to orderprotectiveactions?

• Coorclhmtedresponse between the I1LZand thePAZ, The PAZ is characterized as
essential for evacuee support. How can coordinated DM be conducted during
lanning and followingan accident to ensure thatPAZ officials are firmly integrated
to off-post command and control? What kinds of exercises might be most effective

to test this preparedness? Could eatICS coordinate agencieswell outside the IRZ?
How can alert level classification schemata improve the interface between IRZ and
PAZ responsibilities?

• Intra-organ'izationalproblems:varying styles of on-postcommand, control, and DM,
At many CSDP sites, CA/RA plans contain inconsistencies, and lines of DM and
notification authority are unclear, This is true despite the fact that on-post command
and control is supposed to be defined in such plans for each installation (U,S. Army
1988), What are the differences in DM authorityamong tenantagencies at CSDP
installations? What kinds of personnel staff ECCs at these installations, and is this
staffing adequatefor DM tasks? Arc multiple layers of approval requireA for making
decisions?Arc there varyingprocurementplaetices at C.,.qDPsites that may affect
acquisition of emergency-managementsystems?

• Off-post command and control through ECCs and their interfaces with ADSSs. In
some off-post communities, a particularly troublesome problem is the role and status
of ECCs intended to provide centralized management for emergency DM, lt has
been recommended that in those areas adjacent to CSDP installations where more

than one politicaljurisdiction is affected by the possibility of an off-site chemicalrelease, the next higher juri_icrlon should be,invested with the authority to centralize
off-site notification and ER. Two problems arc apparent and .willrexluirecontinued
monitoring. First, although some county governments around mstallations have
ECCs adequate to these tasks, others do not, Second, it is not always clear what
constitutes the next higher politicaljurisdiction.

7

What specific enhancements to ECCs are needed to improve their DM,
communication, warning, and alert functions? What drawbacks to a unified command and

77
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control system continue to prevail at some communities adjacent to CSDP sites? How can
county emergency-management staff, already overworked, be better integrated into a
comprehensive emergency-management system designed for rapid response in the event of
a chemical-agent release?

We conclude by suggesting that the technological features needed to support
command and control on post and at remote locations on and off post at 'ali CSDP sites
will include the following features_

• teleco_ _unications via hardware or other appropriate medium,
• network software,
• established protocols, and
• ruggedized computers and peripherals for field operations.

For stationary locations, the medium of choice is fiber-optic cables with redundant
lines. This wotfld provide the highest level of reliability, speed, and data-transmission
quality. Coaxial cable is only slightly less suitable because it would be vulnerable to
electromagnetic pulses in the event of a nuclear attack. However, for the CSDP, both
media are well suited for the transmission of voice, text, and graphic information,
Conventional telephone lines, however, are not reliable at the speeds of transmission
required for graphic images.

Cellular phones and pocket radios are adequate for voice and text comrrmnication
with mobile workstations. They are too slow and unreliable for satisfacto_3, u'ansmission
of graphic images. If the transmission of graphic information is deemed essential, the
options are:

• Transmit commands that regenerate an identical image at the mobile workstation
without transmitting the original image. This requires similar hardware, software, and
expertise at both ends.

• Transmit via satellite communications, microwave, or other high quality/high cost
link.

• Generate hard-copy images and transmit likenesses via facsimile. This is an
inexpensive solution, but the image would lack the data structure and information
content that could be transmitted by other media.

, Network telecommunications become increasingly complex as the number and
diversity of users increases. The simplest form of network telecommunications would be
for the EOC to generate ali information and transmit directly to one or more passive
workstations. This could be accomplished with minimal effort via telecommunications
software such as that available frf EIS/C and CAMEO.

At the opposite end of th._spectrum, a large number (at least one for each EOC
within an affected jurisdiction) of workstations could be linked together. Some
information would be authorized for ali to receive, and other information would be
restricted to authorized notes of'&e network. The problem would be more comple.,: !f the
network contained a variety of hardware architectures, operating systems, languages, data
formats, and DBMS types. Table 9.1 depicts a likely configuration and protocol for
implementation at APG, PBA, and other CSDP sites. Sophisticated network software and
hardware systems would be required.



Table 9.1. Network configuration and protocol for a typical CSDPa s_te
i ii i r

' Authorized protocol capability Organizational component

Proprietor of database On-post EOCa

Ability to change database On-post EOC, other on-post components
when specifically authorized

Send all types of data On-post EOC

Receive all types of data on demand On-post EOC, on-post mobile units,
restricted federal agency components

Send selected data On-post mobile units, off-post
communities in IRZa, state and federal
coordinators

Receive selected data on demand Off, post mobile units, off-post
communities in IRZ, state and federal
coordinators

Passive receiver for all types of data Restricted federal components

Passive receiver for all types of data News media, off-post comrrmnities in
PAZ and beyond

i i i ii i iii i

aCSDP--ChemicalStockpileDisposalProgram;EOC= EmergencyOperationsCenter;,
IRZ---Immediate-ResponseZone
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APPI_DIX A

FUNCTIONAL CI-IARA_ISTICS OFEMF/{GENCY MANAGEMENT
INFORMATION SYS'1EMS(EMISs)

Thefollowingchecklistoffunctionsandcharacteristicsissuggestcclforevaluation
ofEMIS systemsunderconsiderationforsatisfyingcurrentandfuturedecisionmaking
needsoftheChemicalStockpileDlspos_flProgram:

• EmergencyPlans
-l:h'eparation
-Retrieval
-Revision q

• SelectedGeographical Information System Functions (see Appendix B)

• SpatialDatabases
-Maps and Engineering Graphics

Floor plans
Transportation Networks
ToPOgraphicMaps
Regional and VicinityMaps

-Utility SystemsElectrical
Watt,.'andProcess Liquids
Stearq and Process Gases
Com_nunications

Sewer
Dr',aJnage
Petroleum

Liquid
,Gas

-Other Spatial Databases
Population

Resident
Institutional
Transient

Elevation
Tenain
LandCover
LandUse

Water bodies
GeologyandSoils
Seismology
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, Inventories
--ChemicalStockpiles

' -Hazardous Material Stores
•-Other Materials

• Hazard Assessment and ResponseGuidanee
-Material Safety Data Sheets
-Response Data Sheets

, -Ht_zardousMaterials Infommtion System Database

• Contacts
-Public Officials

Local and State Emergency Managers
Federal EmergencyManagement Agency
Local EmergencyPlanning Committees

.-Media
Utility and Transportation Supervisors

• Resources
-Personnel
-Materiel
-.Contractor Support

• Special Needs
-Hospitals
-Schools
-Day Care Centers
-Nursing Homes
-Resort/Recreational Facilities

• Regulatory Requirements ,

• Event Log

• Meteorology
.-Dam
-Models
--SourceTerms
-Accident Scenarios

• Transportation
-Evacuation Management
-Routing
-Monitoring
-Logistics and Scheduling

• AfterActionReport
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° Remote Workstations

. Telc_onununieatlons Networks
-Voice
"Dam
-Facsh_e
-Local Area Networks
-Electronic Mail

I
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APPENDIX B

FUNCTIONAL CHARACTERISTICS OF
GEOGRAPHIC INFORMATION SYSTEMS (GISs)

The following checklist of functions and characteristics is suggested for evaluation
of GlSs appropriate for current and future development of EMISs:

• User-Friendly Human/Machine Interface
-Menu Lists
-Pop-Up Menus
-Function Keys
-Command Language
-Icons

• System Supervisor

• Data Structure
-Vector

Raster/Vector
-Raster

Quadtree
TIN

• Data Acquisition and Conversion
-Reformat External Files
-Convert Map Projections
-Reference to Lat/I_n
--Scale

Resolution
Filtering
Digitizing

Manual. Grid Overlay
X. Y Tablet
Raster Scanning
Add Identifiers
Topology Assignment
Area
Network
Attribute Assignment

-Editing
Chain Editing
Addition
Replacement
Modification

Topological Error Detection
Repositioning
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Image Processing
Geometric Rectification
Radiometric Rectificatiorl
Classification

Zoom
Pan
Blotch
Statistics

• Data Transformation and Integration
-Raster to Vector

Grid to Polygon
Grid to Line
Grid to Point

-Vector to Raster
Polygon to Grid
Line to Grid
Point to Grid
Polygon Intersection

-Grid to Grid ,_
Interpolation
Extrapolation

-Dime Vector to Chain to Polygon

* Database Nlanagement
--Structure
-File

Relational
ftierarchical
Network

-SQL
Hypertext/Hyperrnedia

-Spatial Data Processing
-Attribute Data Processing
-File Editing and Updating
-File Concatenation and Merging
-Append
-Storage
-Retrieval

Via Keyboard °
ViaCursor

-RecordorKey Searching
Sorting
Data Loading
Q Query
Record Insertion

.Backup
Copy
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Rena/rle

Listings and Report Generation
Record and File Summaries
Catalogs
Directories

-Protection and Security
Activity Logs
Utilities ,andMaintenance
Linkability to External Systems and Models

• Data Analysis, Statistics, and Modeling
-Mensuration

Straight Linear Distance
Area
Perimeter
Buffers Around Points
Buffers Along Straight Lines
Buffers Around Polygons
Buffers Along C'urved Lines
Proximity Distance
Curved Distance
Weighted Buffer

-Mathematical Operations
Boolean Operations/Multiple Maps
Boolean Operations/Multiple Themes
Analysis Within Corridor
Add/Subtract Maps
Multiply/Divide Maps
Nearest Neighbor Search
Exponentiate Maps
Differentiate Map Values

-Polygon Geometry
Polygon Merge/Dissolve
Point-in-Polygon
Line-in-Polygon
Polygon Overlay
Delete Spurious Polygons
Generate Thiessen Polygons

-Terrain Analysis
Ca)mpute Slope
Interpolate Elevation
Compute Compass Aspect
Generate Elevation Contours
Generate Cross.sections
Line-of-Sight Viewshield
Cut and Fill
ModelDrainage
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--Geometric Operations
' Coordinate Geometry (Compute Shortest Path)

-Trigonometry
-Modeling

Spatial Index Computation
Screening Models
Terrain Models

Slope
Aspect
Drainage Patterns
Viewshield

Pattern Reco_ition
Network Amdysis

" Network Tracing
Network Flow

Routing
Linear Programming
Gravity Models
Diffusion Models

-Centroid
Direction

-Proximity Calculations,
Categorizatio n

-Class ,Intervals
Ranking,
Statistics

Mean
Mode
Median
Standard Deviation,
Correlation

' Spatial Autocorrelafion
Regression
Minimum Aggregate Travel
Chi-square Analysis
Cluster Analysis
Factor Analysis
Frequency Distribution

Temporal Analysis
Artificial Intelligence
Expert Systems
Rule-based Logic
Knowledge Engineering
Cognitive

• Graphic Output and Display
-Contouring
-3-D Perspective and Isometric
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-3-DImaging
-Polygon/Segmental Mapping
-Grid Cell Mapping

Cartesian
Raster
Polar Coordinates

-Graduated Circles
-Pie Charts
-Flow Charts
-Line Symbolism
--Graphic Overlay

2-D Overlay
3-D Overlay Perspective

-Mapping Vertical Data Samples and Strata
-Legends
-Labels
-Titles
-Annotation and Text
--Georeferenced Overlay Grid

Scaling
Windowing
Zoom

-Magnify
Pan
Rotate
Polygon Shading
Hashing '
Gray Level
Color
Histograms
BarCharts

Spline Interpolation
--Graphics Output

Vector Map
Raster Map

--Standards
Network Standards
GKS Graphics Standards
Cartographic Data Exchange Standards

--Computing Environment
DOS
UN'IX
VMS

Macintosh
VS
OS2
PRIMOS

-Data Input Formats
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DXF
DLG
GBF/DIME
TIGER ,,
SIF
DEM
ARC/INFO
ERDAS
IGES
DLG-3
ISIF

: -Landsat
ETAK
SPOT ,'

_GIRAS
MOSS
DIF

-Pict 1
IBM

-Atlas
DGN
TIFF
HPGL
ELAS
MAP
Avm
ASIF -;

-Calma ,
CLDG III
CrG
DTED
DTM

-Easydata
EPSF
FGIS,
GNIS
GPG

--Gradis 2000/3000 GRD
IDIMS
IGDS

-Informap
LISP
l.blIC

-Micropips
ODYSSEY

--Ordinance Survey
OSDMC
OSIF
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OXF
-Pallette

PCI
PCIPS

-Pict 2
SISIF
SLF
SYLK
TARGA
TERRAMAR
TIPS
TIROS
UKNTF
URBAN
WDBII

-Database-Management Systems (DBMSs)
Internal DBMS
External DBMS

Oracle
Dbase
Ingres
Informix

SQL
INFO
DB-2

Lotus
RDB
IMS

Rbase
Adept
Britton Lee
Condor

DBF
DIF

Double Helix
Empress
Fasport
Hypercard

QMNIS
Quattro
Request

SAS '
SPSS

Sybase
Unify
UserBase

Z[M
4th Dimension '
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-Graphics System Characteristics
Mouse

Digitizing Tablet
Trackball
Thumbwheel
Light Pen
Touchscreen

Screen Gmphic_
Color

Single Screen
Dual Screen
Multiple Windows
X-Windows

Hard-Copy Output Device
Dot-Matrix Printer
Ink-Jet Plotter
Pen Plotter
Electrostatic Plotter
Laser Printer
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APPENDIX C

REVIEW OFTHE EIS/C _GENCY MANAGEMENT SYSTEIM

'r'he purpose of this document is to review the EIS/C Emergency Management System.
This software rev_,ewis based on (1) approximately one year of experience with EIS/C and
EIS/DRAW source code and object code, (2) published documentation and demonstration
software provided to Oak Ridge National Laboratory (ORNL) by the vendor, and (3) a
demonstration presented 'lo U.S, Air Force and ORNL personnel at Tyndall AFB on
Apr, 19, 1988, The demonstration was presented by Dr, James Morentz, President of
Research Alternatives, Inc, (RA), the company which developed the software and markets
the EIS/C system, The EIS softw_e system is in piace at approximately 300 locations,
including Scott Air Force Base, Kings Bay Submarine Base, an_lLos Alamos National
Laboratory. One user in California operates the system on 11 portable microcomputers,
RA's experience with mobile units has employed the IBM PC/AT or compatible (Intel
80286 processor), operating at 10 MHz, These are portable microcomputers, but they
have not been ruggedized to military standards,

The suffix/C indicates a special-purpose version for use ,.' chemical facilities, This
should not be confused with the fact that EIS/C also happens to be programmed in the
C language, The system currently runs on the PC DOS operating system, Future
directions may include IBM's new OS/2 operating system, RA has been approved as a
beta test site for Microsoft OS/2.

In a typical working environment, the microeornputer is free for use in other
applications when not required for en_rgency operations, If an emergency occurred, an
alarmwould sound, overriding any nonemergeney applicauons, and the operator could
switch quickly to the emergency-management mode.

User Interface and Training, The system employs user-friendly menus and
single keystroke commands that are indicated by a keyboard overlay. The initial training
requirement amounts to approximately 1.5 h and is offered as a tutorial by the vendor,
Help files are,accessed quickly in a similar manner, RA offers more extensive training
programs, but fewer than a dozen of its current customers have requested this service,
Presumably, they have found the 1.5-htutorial to be sufficient for training,

Database Management. EIS/C provides a database-management structure and
numerous functions for producing graphics and reports, lt is not designed as a database-
building tool. The operating assumption is that databases in the EIS/C format will be
available from external sources. RA offers to prepare digital maps and other databases as
a service to the customer, Identical databases can also be prepared at ORNL using the
EIS/DRAW software previously purchased from RA.

The database-management system (DBMS) is a relational structure specific to
emergeney-managernent applications. No commercial software packages are used in the
DBMS; the software is RA's proprietary design. Object code licenses for deployment to
ali AFB fire departments have been offered for a fixed price.

EIS/C contains material safety data sheets (MSDSs) for approximately 2700 materials,
but RA should not be characterized as a hazardous-materials-database supplier, Numerous
private companies and government agencies---e,g., the National Oceanic and Atmospheric
Administrau'on(NOAA)---providedata'basescrvices.RA shouldbeviewedasagateway
tohazardsinformation.
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The map database is maintained as a series ofpreprocessed images, The RAdigitizing
process allows for conversion of latitude/longitude coordinates to EIS/C internal raster
coordinates, but the geographic processing software within EIS/C recognizes only the
internal raster coordinates, This approach improves efficiency but sacrifices generality of
the software, Each image is a bit map stored on hard disk, Current experience includes
20, 40, 70, and 140 MB disks,

Also included in the database is a series of icons representing, for example, fir_
hydrants, emergency-management teams, and various types of heavy equipmex_t, The
icons are stored in digital form. Definitions are published in the manual but are not listed
in the digital icon record.

Air.Diffusion Modeling. _The air.diffusion model in EIS/C isthe ALOt-.IA model
developed by NOAA, The Same air-diffusion model is used in NOAA's CAMEO
emergency-management system. The Radian Corporation's air,diffusion model,
CHARM, can also be run from EIS/C, During an emergency involving airbome
pollutants, the operator could call up a pre-calculated polygon o_ generate a new polygon,
In either case, the polygon would represent the likely plume or pattern of dispersion
estimated for a specific set of meteorological conditions, The pre-calculated plume(s)
would be based on one or more scenarios, while the plume generated during the incident
would be based on current, monitored meteorological data. ORNL has modified the
EIS/C source code to provide direct access to the AF'FOX air-diffusion model and to
facilitate display of AVFOX plumes on EIS/C maps.

The model is designed to be interactive in that the location of the incident and the name
of the hazardous material can be passed from EIS/C to the air-diffusion model, and
meteorological data (wind direction and speed, etc,)can be entered (manually or
automatically) from weather-station monitors, The map display distinguishes among as
many as three isopleths of pollutant concentrations as an overlay to other facilities and
background maps.

Capabilities. The locator function allows input of spatial information via a screen
cursor. For, example,, the database can be prepared so that colored poygl ons indicate
rooms with different levels and types of risk. For example, one color might indicate that
the room is unsafe due to toxic risk and another color might indicate radiation risk,
Emergency-management resources can be included in the database and dispiayed on the
maps and floorplans. For example, flue hydrants can be shown, and the fu'e hydrant
database can contain attributes such as the last date of inspection, The location of heavy
equipment can be shown with attribute,_ indicating, for example, the names of individuals
and organizations to contact in order to obtain authorization for their use.

The location of emergency-management teams can be displayed, and attribute
information about the teams can be recorded. A log of incidents and actions can be
maintained as an archive for post-incident analysis. This log might indicate, for example,
that the fire department was informed and at what time. At the conclusion of the incident,
EIS/C can structure itemized paragraphs and rifles into an ernergency-management plan
consistent with Federal Emergency Management Agency guidelines.

The system _lows for onscreen notes in a graphics window. For example, weather
information might be continuously displayed.

Limitations. The event log does not contain security procedures that would ensure
its integrity as a database, and the EIS/C conm'lercial product does not include software to
convert graphic and geographic data from other sources (such as the base civil engineer)
into the emergency-management system. As a step in this direction, ORNL has developed
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conversion software to convert AutoCAD DXF files into EIS/C format. This covers a
large range, of GIS and CAD sources because DXF has become a common exchange
format for both types of systems, including Intergraph, which is employed by civil
engineers at many military bases. Unfortunately, conversion is only part of the problem.
It would also be necessary to substantially edit the content of the GIS and CAD databases.
Unedited maps and floorplans will contain too much spatial and textual information fbr
effective communication in the EIS/C screens.

At present, the system does not include a model for evacuating personnel along the
transportation networks. Evacuation routes may be indicated as preselected links in the
transportation network. These links can be displayed, but the system does not recognize
the structure of the network (connectivity, attributes, etc.) in the manner that would be
needed for transportation modeling.
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INFORMATION ON THE SURVEY OF GISs AND RELATED SYSTEMS

The following histograms depict a profile of the GIS industry derived from a survey of
63 GISs and related systems administered by GIS World (GIS Technology 1989) and
discussed in the text (seepage 22). The analysis is derived from an article in preparation
by H. D. Parker and J. E. Dobson (Parker and Dobson, to be published).

The number of systems claiming each specific feature is represented by a bar of
proportional length _.A bar of length 63 would mean that ali systems claim that particular
feature. However, in actuality, no feature is common to ali systems, and many features
are claimed by 0nly 30% to 50% of the systems.

The reader should bear in mind that all answers were submitted by the vendors, and
were not independently verified.
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Table D.1. System characteristics
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Table D.2. Data Interfaces
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Table D.3. Graphics system characteristics
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Table D.4. Functional ,characteristics
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