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 ABSTRACT

Sandia Laboratories of Albuquerque, New Mexico, has developed an
advanced p]utonium.storage system. " The system provides protection
for and accountability of material in storage.and controls personnel
access to storage‘areas. This storage sysfem has beén installed
and operationa]]y.demonstrateq at the Rockwell Hanford Operations
Z-Plant facility. Al1l demonstration transactions were performed

by Z—P]ant personnel. Thevdemonstration was carried out to
evaluate the system operation using special nuclear méter1a1»in

én operational envirohment. This document is the evaluation repoft

of the operational demonstration.
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PREFACE

The Plutonium Protection System (PPS) is a safeguards development:
project performed by Sandia Laboratories, A]buquerque, New. Mexico

for the Department of Energy.‘ The overall project goal was to design
and build for evaluation, a prototype plutonium storage system
integrating safeguards concepts with advanced technology. The
resultant system, designed to be compatible with a Hanford storage
facility, has been subjected to safeguards and performance testing.
The latter iné]udes a rea]i;tic operatioﬁa] demonstration using
plutonium and performed by appropriate Rockwell Hanford Operations

personnel.

Relative to existing systems, the PPS is designed to provide improved '
protection, control and accountability of paékaged material and

to provide more rigid control of personnel access. It consists

of three control centers for operations, accountability aﬁd security;
a material packaging area; a secure material transport capability;
and a hardened vault storage area with entry control, intrusion

detection, and assessment systems.

Operation of the PPS is controlled by three computer centers
(Figure ])f The Material Accountability Center, the Materials
Cperations Center, and the Security Operations Center. Operating
as an integrated system, these centers provide stringent control
and rapid accountability for each package of plutonium. Access
to and movement of plutonium are dependent upon operational

- interaction of the three control centers which are designed not
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only to separate the accountability, operations, and security
functions, but also to create overlapping responsibilities for
'system reliability and an inherent set of checks and balances.

~These centers are interconnected by a data communications network.

Activities within the PPS-are covered by four types of transactions:
(1) deposit, (2) in-vault movement, (3) withdrawal and (4) inspection/
maintenance. When-a particular transaction has been authorized,

the appropriate data is entered into.the system, thus estab]ishfng

a trénsaction file. Data from this file are used by each computer
center to set up and assure that conduct of the transéc;ion proceeds

only as authorized.

Rockwell preSenf]y seals plutonium items in food pack cans for
storage. In the PPS, plutonium containing cans are further sealed
into an overpack'container. Integrated into the upper half of each
container are logic circujts and sensors to provide unit identifi-
cation, material security, safety, and rapid inventory. Integral .
to the lower half is a seéurity tang for the purpose of locking

the container in its storage location.

In the packaging area eéch container is logged into the system
data base and the presence of a threshold amount of radioactive
material is verified. Containers are then moved by a secure
transporter to the vault area for storage. The vault area houses
the secure storage modules which provide secure storage space for
the plutonium, control access fo the plutonium, and provide the

final link for maintaining plutonium accountability and inventory.
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The secure storage modules are designed to provide in-depfh
protection (i.e.,-a vault within a vault) for the plutonium.
Each module contains'four storage Carrouse1s_within a massive
structure that has walls of pfe—cast, stee]—reinforcéd concrete
and steel doors. Each carrousel contains 35 storage slots in

a cylindrical configuration designed for sing]e-cdntainer-on]y
access and positive locking of each container. Rotation of»eéch
carrousel is computer-controlled to allow only the prescribed
container to be released at the appropriate time. While in the
storagé carrousels, the status of each container is continuously |
monitored by a microprocessor in communication with the material

accountability computer.

A succession of security checks must be satisfied before personnel
are allowed to enter the vault area. An integrated entry-control,
intrusion-detection, and assessment system is designed to detect
unauthorized entry attempts and verify proper personnel access.
Major elements of this system include an electronic credential
reader, closed circuit TV cameras, an identification booth, metal

and SNM detectors and motion sensors.

In the design of the PPS software, provisions have been made for
supervised contingency operations to allow manual recovery in the

event of personnel errors or system malfunctions.

Testing and evaluation of the PPS have been conducted in two phases;'
performance and safeguards. A major part of the performance test
data is derived from the operational demonstration conducted by

Rockwell Hanford Operations at Richland, Washington.
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The Plutonium Protection System final report, SAND78-0660, is
" published in six.vo1umes as follows: |

Volume I: Executive Summary

vVo]ume IT: System Operation

Volume III: Hardware Deséription,
) Volume 1IV: Software Description

Volume V: Operational Demonstration
& Evaluation*

Volume VI: System Test and Evaluation .

In addition to these volumes, a large number of detailed technical
reports have been published. These are referencedlin the appropriate
volumes. A complete bibliography of Plutonium Protection System

reports is included in the Executive Summary, Volume I.

ATERIALS ACCOUNTABILITY CENTER
(MAC)

SECURE STORAGE MODULE

(SSM)

VAULT CONTROL
(ve)

CONTAINER MODULE PACKAGING
(CMP)

Figure 1
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SUMMARY

Sandia Laboratories has developed a new plutonium protection system
to safeguard plutonium in storage. A prototype of this system‘has
been installed at the Rockwell Hanford Operations, Z-Plant facility.
Thé‘system was exercised in all phases of its operational design by
Z-Plant personnel using special nuclear material. The demonstration
was designed to test the system in an operating environment and

. provide data by which the system could be evaluated.

The Sandia Plutonium Pfotection System was designed to meet nine
specific criteria:
® Prdtection in depth.
e Release of one unit at a time.
e Release of only that material allowed on an authorized
transaction. |
e Separation of material and personnel durihg entry to and
exit from item control areas.
¢  Control of personnel access to the storage area.
¢ Production of real time inventories.
° Reduct%on of personnel exposure to radiation.
e Packaging of material unfform]y.

¢ Providing protection for SNM in transit.

During the demonstration the system met all of the design criteria

requirements.

Y

Minimum manpower required for material transfers in the present

Rockwell storage system is four. The minimum manpower required
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for material transactions in the PPS was five full-time personnel
plus four part-time personnel for vault door opening, transaction.

file initializing and maintenance.

This minimum number could be reduced by locating the security
operation center at a central alarm facility which is manned at all

times for other purposes.

Based on the Security Operations Center log record of transaction
start and completion times, the time required to store SNM in the
Plutonium Protection System averaged 0.52 hours per CM. Storage in
the presently used Z-Plant vaults averages 0.05 hours per storage
container. This increase in time is balanced by the added capabi]ity'

of producing real time inventories.

Hand contact gamma radiation dose rates were reduced by 94 percent
when material was packaged in container modules and held in the
container module handler. Full body dose rates for storage operations
were reduced by 50 percent when compared with that received for

storage in existing vaults.

Alarm conditions that required patrol response occurred af an average
rate of two timeé per working shift. This is a prohibitively high
réte as each alarm stops the movement of personnel and vehicles in

or out of the operating .area. Causés of a]arms must be reviewed

and corrected before the system is acceptable for use in an.

operating storage facility.

Several operating problems were identified. They involved computer

programs, equipment and communications.
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. Computer progfam problems were associated with material handling
sequences in the container modg]e packaging room. During one
withdrawal transaction computer tracking of one CM failed. The
CM was authorized on the transaétion,'but was processed out of
sequence. This sth1d have caused an alarm. Had sequencing
instructions been included in the verification portion of the
withdrawal program, an alafm would have been sdundedlindicating
material was missing. Program sequencing iﬁstructions should be

extended to CMP room activities.

Container modules and the secure transport module could be improved
by.positioning guides to assure alignment with carrousel storage

slots and item control area STM docking ports.

Training programs should be improved to help prevent problems
associated with operating prbcedures and computer'program communi -
cation which must be followed very exactly. Communjcation confuéion
caused several transaction aborts. Better operatof uﬁderstaﬁding

of the system’and computer programs should reduce these transaction

aborts.

Efficient maintenance would require a specially trained maintenance

crew assigned to the Plutonium Protection System.

Criticality evaluation indicates that the storage system could be
extended infinitely for the storage of unmoderated 2.5 kilogram
masses packaged in the container module and retained in carrousel

storage siots.
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The operational demonstration revealed that the safeguards concepts
of the Sandia Plutonium Protection System were compatible with an

operational environment.
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DEMONSTRATION PLAN

The demonstration was divided into three periods, each planned for

four weeks duration. Specific predetermined transactions were to be-.
accomplished during each phése of.the operation to determine PPS
operational impact on all aspects of a plutonium storage facility.

Table I summarizes the actual conduct of the demonstration. Deviations
from the planned demonstration were minor and are noted in the comments.
As discussed below the demonstration was completed in six rather than

twelve weeks.
PHASE I LOADING OPERATIONS

Phase I was planned as a 20 workday period wherein 84 containers of

SNM would be deposited in the PPS. The PPS was_p1anned to be loaded by
performing at 1ea$t 20 material deposit transactions. Carrbuse] one

was completely loaded with plutonium oxide. Radiation exposure levels
were measured and radiation contours resulting from the one fully

loaded carrousel were determined. Carrousel five was completely loaded .
with plutonium metal. Again radiation contours wefe determined from

two fully loaded carrousels. Plutonium oxide was then loaded into

three different carrousels in Bay 1. Inspection/maintenance transactions

were conducted during this period.
PHASE I1 STORAGE OPERATIONS

Phase Il was planned as a 20 workday period beginning after the PPS
‘loading operations had been completed. During this short term storage,
the plutonium was monitored by computer and some CM's were relocated

to different carrousel locations. Real time accountability/inventory
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was performed by computerized monitoring of the container identities,
locations, bulges, and temperatures. Twelve relocations (movement)
transactions, involving 48 containers, were scheduled so that other‘
carrousel locations would be tested for operability. Contaiﬁer modules
were placed in the top and bottom levels of each carrousel. Inspeetion/

maintenance transactions were also conducted during this period.
PHASE ITT WITHDRAWAL OPERATIONS

Phase III was planned as a 20 workday period during which the SNM‘was

to be removed from the PPS. Twenty withdrawal transactions were scheduled
to remove the 84 CM;s. After removal from the CM's the Rockwell containers
were inspected, seal integrity examined, and deposited into an existing
Rockwell vault. Inspection/maintenance transactions were conducted

during this period. The removal of the last SNM container signaled

the end of the demonstration period.
IMPLEMENTATION OF DEMONSTRATION PLAN

Activities in all three phases were completed in fewer workdays than

the project demonstration had planned. Staffing the demonstration for
eight hours a day, rather than the planned four hours, was a major reason
for the reduced number of workdays required to complete all three phases.
Operator efficiency, cooperation of Sandia Laboratories personnel,
reduction of alarm response action and minimal unplanned maintenance'
problems were important in the timely completion of the demonstration

within the planned commitment.

A1l tranmsaclions were carried out on the day shift.
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The twenty deposit transactions were carried out during the Phase 1
loading operations. The minimum number of containers in a transaction
was two, the maximum was five, which represented one full loading of

the STM carrousel.

Transaction identification was ﬁumerica]. Deposit transactions were
authorized by transactions numbered between 33 to 53 (Table I). Deposit
transactions times are summarized in Table II. A1l fransaction times are
based on the Security Operation Center log record of CMP and vault |

transaction times.

“Carrousel one deposit times are high because of transaction failures
and a problem with the carrousel null position microswitch. Manual
mode computer operation was necessary to override the switch. This

increased the time required for deposits in carrousel one.

Phase II, in-vault movement operations, was completed in five working
days. Again staffing the demonstration for eight hour days, rather than
the planned four hours, was a major contribution to the réduction in

the number of workdays required for this phase.

The first in-vault movement transaction in carrousel one was'delayed
because of the null position microswitch problem. Correctfon of this
problem, which developed during Phase I, was delayed until Phase II

so as not to delay Phase I. Sandia personnel freed the microswitch
action. After the switch maintenance, carrousel one could be operated
by computer control. Before the switch maintenance, carrousel one door
release was done in the manual mode, which caused an incfease in the
-time required for transactions in that carrousel. In-vault movement

transaction times are summarized in Table II.
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Phase III, withdrawal operations, were completed in ten and one-half
.working days. Eight hour staffing, a reduction in the number of
transaction failures, and minimum maintenance contributed to the

rapid withdrawal time.

Withdrawal transactions include a one CM withdrawal made during the
ih-vau]t movement phase. This unit was removed early because the
static identification circuit failed. The failed ID was causing a

security alarm each time inventory was taken.

l

Withdrawal transaction times are also summarized in Table II.

Times for transactions in the present Rockwell storage system are
included in Table II. These. transactions include transfers involving
vaults adjacent to the Sandia Plutonium Protection System and those

located a substantial distance from the system.
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TABLE I
SUMMARY OF DEMONSTRATION BY TRANSACTION NUMBER
“TRANSACTION - TYPE OF NUMBER TRANSACTION

NUMBER TRANSACTION . - OF CM's TIME-HOURS

33 ' DEPOSIT 3 5.3 ‘

34 | DEPOSIT 5 2.5

35 INSP. & MAINT. 0 0.5

36 DEPOSIT 4 2.5

37 DEPOSIT 5 1.8

38 DEPOSIT 5 3.7

39 : DEPOSIT 5 4.8

40 'DEPOSIT 5 2.4

41 DEPOSIT 3 1.5

42 INSP. & MAINT. 0 0.8

43 ' DEPOSIT 5 2.0

44 DEPOSIT 4 1.4

45 - . DEPOSIT 2 1.3

46 ‘ DEPOSIT 4 1.4

47 | DEPOSIT 5 3.0

48 . INSP. & MAINT. 0 0.6

49 ' DEPOSIT 3 1.1

50 DEPOSIT 3 1.1

51 DEPOSIT 5 1.7

52 DEPOSIT 4 1.1

53 DEPOSIT 4 1.4

54 DEPOSIT 5 1.1

55 - DEPOSIT 5 2.4

56 VAILT MOVEMENT 5 1.4
57 VAULT MOVEMENT 5 0.4

58 VAULT MOVEMENT 5 0.4

59 VAULT :MOVEMENT 5 0.9

60 VAULT MOVEMENT 4 0.4

61 INSP. & MAINT. 0 0.4

62 VAULT MOVEMENT 5 0.4

63 VAULT MOVEMENT 5 0.4

64 VAULT MOVEMENT 2 0.5



TRANSACTION
NUMBER

L 5 4

*%

*k

*k

*%

65
66
67
68
69
70
71

- 712

73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
96
97
98
99

TABLE 1

SUMMARY OF DEMONSTRATION BY TRANSACTION NUMBER

10
CONTINUED

TYPE OF
TRANSACTION
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL

INSP. & MAINT.
WITHDRAWAL
WITHDRAWAL

MONTHLY COMPUTER MAINT.

WITHDRAWAL
WITHDRAWAL

WITHDRAWAL

NUMBER
OF CM's

TRANSACTION SHEET DESTROYED

WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
INSP.” & MAINT.
WITHDRAWAL
WITHDRAWAL
WITHDRAWAL
IN VAULT MOVE
IN VAULT MOVE
IN VAULT MOVL
IN VAULT MOVE

Last transaction of demonstration.

A A = T o B FURN NS S L TS, B -
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TRANSACTION
TIME-HOURS

2.0
1.5
1.2

1.4
1.7
1.7
1.7
1.2
1.2
3.9
8.0
1.9
1.7
1.9
3.1
2.5
1.6
1.5

These in-vault move transactions were authorized by out of numerical
sequence transactions.



TOTAL
DEPOSITS B
- X DEPOSIT
TRANSACTIONS - CM's TIME TIME/CM
20 84 44 HRS  0.52 HRS
TRANSACTIONS
12
TRANSACTIONS
21

TRANSFERS INVOLVING ADJACENT VAULTS - 10 MINUTES/5 UNITS
TRANSFERS INVOLVING DISTANT VAULTS - 45 MINUTES/15 UNITS

TABLE TII
SUMMARY OF DEMONSTRATION TIME

DEPOSIT TRANSACTIONS

CARROUSEL #1
DEPQSITS

X TIME
PER CM

CM's TIME

35 24.5 0.70

MOVEMENT TRANSACTIONS
CM's

TIME
48 6.1 HRS

WITHDRAWAL TRANSACTIONS
CM’s |

TIME

84 36.8 HRS

ROCKWELL VAULT TRANSACTIONS

CARROUSELS
TWO, THREE, FOUR, FIVE
DEPOSITS
X TIME
M's TIME PER CM
49 19.5 0.40
X MOVEMENT
TIME/CM .
0.13 HRS

X WITHDRAWAL
TIME/CM

0.44 HRS

0.033 HOURS PER UNIT
0.050 HOURS PER UNIT

£9G-0J-0HY
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DESIGN CRITERIA EVALUATION

OPERATING STATEMENT

The Rockwell Hanford Operation demonstration of the Sandia Laboratories'-
designed Plutonium Protection System was conducted to evaluate the

PPS as an operational storage facility using special nuclear material.

Eighty-four items of SNM were loaded into, relocated within and then
withdrawn from the SSM. These actions were conducted by Rockwell
Hanford Operations personnel with minimum guidance from on-site

Sandia personnel.

A11 load in, relocation and withdrawal of SNM was done following a
preplanned transaction schedule. The SNM transactions were planned
to exercise all functions of the PPS. System responses ‘to these

operations are used to evaluate the PPS against the desﬁgn criteria.
DESIGN CRITERIA

The PPS was designed to specific criteria for thé protection and
inventorying of SNM. The design criteria areg
e Provide protection in-depth such that, if the vault wall
were breached by an adversary the material Qou]d still be
protected.
® Release to the custodian only one authorized unif‘at a time.
e Provide a real time inventory of the material in the vault.
© Reduce the radiation exposure to personnel.
® Restrict access to the vault only to those personnel
identified with the particular transaction.
e Separate the bassage of matéria] from the passage of personnel

and monitor the personnel corridor for prohibited articles.
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o Verify that 6n1y authorized material is being removed
from the vault or being deposited in the vault.
e Package material uniformly for storage in the PPS.

e Provide protection for SNM material while it is in transit.
SAFEGUARDS

"Black hatting", planned attempts to subvert the sysfem, was not

included in this demonstration. However, the basic safeguard |
\system requiremeﬁts of detection, assessment and response were .

part.of the operational démohstration. Therefore, these safeguard

requirements are criteria for evaluating system performance.
PROTECTION IN DEPTH

The design features that enab]é the system to meet the criterion of
providing protection in depth, are built into the secure storagé |
module. The individual mini vaults within whicH the storage carrouse];
are located are second barriers to access to SNM. If the vault roomA‘
walls were bfeached, the mini vault and CM tang deadbolt present

another formidable barrier to the adversary.

By inspection it is obvious that this criterion was met. The SSM
was built with sqbstantial construction that would prevent an
adversary from gaining ready access to SNM. The strength of this

second barrier was not cha]lenged'by Rockwell.

RELEASE OF ONE UNIT AT A TIME

1

The system design that‘assures that the SSM will release only one

unit at a time is built into the MAC, MOC, vault computer and carrousels
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. themselves. A narrow door provides access into fne mini vault and

the carrousel. Storage arrongements aroond the carrousel restfict"
access to only one container module at a time. This security exisfs
even when all of the CM tang deadbolts are unlocked. This restriction
is achieved by arranging CM storage slots in a geometry‘that foiiy
exposes only one item when a door is opened. A recessed locking pin
automatically engages the carrousel after the current transaction

CM has been aligned with the door. This prevenfs manual rotétion of

the carrousel when the door is open.

Rotation of the carrousel to position the correct CM retaining slot

in the access position is under control of tne vault compufor. Computer
agreement on all transaction information must be perfect. Without
agréement inter-computer permission for operation and aufomotic
sequencing of actions, which result in access to the SNM, will not be

started.

During the operational demonstration, exact control was maintained

on the release of SNM from the vault.

The secure transport module (STM) also restricts access to one CM
at a time. This materia] must also be authorized by the current
transaction. However, in one move the STM released additional CM's

in the CMP room in a sequence that éubverted computer control.

Operator actions whicn resulted in sub?erted computer control
were as follows:

e The STM was docked at the CMP.

e Operation was by computer control. -

e One CM was removed from the STM, verified and placed in

the glove box.
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e All other CM's were removed from the STM and placed ih
the étorage wagon without passing through the verification
chamber. This should have caused an alarm.

e Verification of CM's was started, but without fegard for
the correct sequencing of CM's.

e Verification in the out-of-sequence order was accepted
by the computer.

8 One CM remained to be verified after the verification of
the CM which the computer had identified as last in the group;

e The computer did not maintain transaction sequencing or alarm
when the last of the transaction CM's was verified ahead of
other CM's.

This is a programming deficiency which is correctable by an addition

to the computer program.

A1l programs should be reviewed to assure that sequencing controls

and alarms are in place.
REAL TIME INVENTORIES

The design criterion to provide real time inventories requires

interaction of several computer activities.
Three types of inventories were taken during the demonstration.

The scheduled invéntory is a full inventory which is automatically
taken on a preset time cycle. The cycle time is program controlled
and can be changed. For the demonstration a one hour cycle time

was used. The initial sche?uled inventory is taken when the system

is initially brought on line. At this time the MAC computer automatica]}y
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inventories the secure storage modules. Subsequent inventories
are then conducted at the preset cycle time. Ahy discrepancy

will cause an alarm.

By design, when a transaction is in progress at the time the scheduled -

inventory should be started the inventory is delayed until the

transaction is ;bmplete, céusing the timing cycle to be reset to

the time the delayed inventory begins. This delay in inventory means
that the inventory perfod is extended. During this extension account-

ability is maintained by the vault security systems and the quick

inventories which are discussed below.

The_quitk inventory is a second type of %nventory of the SSM's which
is taken at the end of each vau]t(transaction while the transaction |
party is detained in the holding area (i.e., prior to unlocking the
ID booth door). This inventoky compares infdrmation received from
the SSM's on the relative location of each CM by ID number with its
position as defined by the inventory data base. ‘This is a securﬁty
inventory which is used to assure that a CM with the correct ID
number is located in Lhe correct carrousel. Discrepancy in CM

position will cause an alarm.

There is also a quick {nventory of the STM. This ihvehtoryAis taken
before undocking and after docking the STM and just prior to the

SSM qufck inventory.

The third type of invéntory is the demand inventory. This inventory
- is initiated by the MAC operator. This inventory is identical with
the scheduled inventory and can be taken at any timé outside of a

transaction.
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Discrepancy between vault and data base information will cause an

"alarm. This inventory causes the inventory cycle to be reset.

In addition to-the above inventories, when not othérwisejoccupied,

the vault computer continually performs a "seal" type inventory.

This inventory checks the condition of deadbo]ts,.microswitches

and other security equipment. An alarm is sounded if an unexpected
change in equibment state is found. The absence of an alarm indicates

that all items in the inventory are secure.

Therefore, by a combination of scheduled and quick inventories and
continual monitoring of security equipment in the vault, the PPS

did provide real time inventories.
REDUCTION OF PERSONNEL EXPOSURE

- Storage areas containinglquge inventories 6f plutonium have high
radiation exposufe rates. A design ériterion of the PPS is to .
reduce the radiation exposure rates. Radiafion exposure‘rateé were
reduced by:
e Placing the radioactive material in the CM which proVides
a layer of shielding.
® Using a CM handler that increases the distance between the
source~mafer1a1 and the operator. |
e Storing the CM's in rotating storage ;y]inders that position
material so that direét exposure is received from only two CM'S;
e Locating the storage carrousel in a cubicle shielded by
concrete and steel.

e Lining the cubicle doors with polyethylene shielding hlocks.
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Radiation measurements made as radioactive material was béing handled
in the PPS, confirmed that radiation exposure rates were reduced by

the PPS.

Personne]Aradiation_exposure received during CMP room activities is
offset by the personnel exposure savings in transferring CM's to the

vault.

In addition to the physical features that reduced the fadiation rate,
the capabi}ity of inventorying the vault by computer reduced the
personnel radiation exposure. Manual invéntory activity necessary

to achieve the same inventory verification confidence provided by

. the PPS, would require at least one person in the exposure‘field

at all times.

Details of radiation exposure rate changes are discussed in the section

on radiation protection.
VAULT ACCESS CONTROL

" Control of personnel access to the vault was a design criterion. The
criterion was met by 1htegrat1ng the activities of several system

components and administrative control.

Personnel were author{zed for specific area access within the PPS:

Vault, MAC and MOC. This authorization was counfersigned by two
independently responsible indiQiduals. Authorized personnel information
must be entered into the system at the MAC to establish electronic

badge identification and the associated photo carrousel slide entries

at the SOC. This information was used in conjunction with two

electronic badge readers and a face/photo matching system.
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The face/photo check required the SOC patrolman to verify the
face/photo match. Door locks were electrically released by the
SOC patrolman if the face/photo matched. The patrolman initiated

an alarm when the face/photo did not match.

Electronic badge alarms were automatic when the badge being read

did not match one authorized by .the transaction file.

' The walk-through badge reader at the entrance to the bersonne]
corridor was installed primarj]y as a system safety featufe used

to keep track of personnel in the vault. In addition Security

use of this badge reader was to make a preliminary éheck that
personnel authorized by the transaction that was in progress were
indeed present. It was found that this badge reader could be>
subverted by knowledgeable personnel. This requires holding the
badge in such a'position that the badge reader did not sense the
built-in identity loop. This did occur during the demonstration;
however, the 1ndiv5dua1 was quickly identified as an intruder at the
outermost security barrier, the vault personnel corridor ID booth.
At this pqint, the individual was still prevented from entering the

vault.

A person not wearing an electronic badge could past the first credential

reader, but would be identified as an intruder at the ID booth.

During the demonstration, the PPS did successfully restrict access
to the vault to only those personnel identified with a particular

transaction.
SEPARATION OF MATERIAL AND PERSONNEL

Basic to the PPS design is the separation of material and personnel.
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This is done by restricting the passage of material when it is
being removed from an item control area. The restriction Timits
the pathway for the removal of SNM to a computer controlled port.

The port is not opened‘unless the STM was docked at that port.

Requiring the STM to be docked beforeAthe port is opened, assured
that the port is blocked by a vehicle that would secure any

material that was passed through. Before undocking from a port,

the STM carrousel is positioned so that material in‘the undocked STM

"is not exposed.

Personnel enter and exit the vault through a personnel corridor.

Thé personnel corridor is equipped with SNM detectorsvto assure thét
SNM 1is not exiting with operating pérsonne]. SNM passing throdgh

" the personnel corridorlwi]] be detected and cause an alarm at the

S0C.

These different exits and the monitoring of personnel assure the

V'separatioh of personnel and SNM material exiting from the vault.

The close proximity of the SSM and docked STM to the SNM portal

monitors resulted in the radiation detectors being in a relatively -

. high radiation field. Activities that caused changes in this radiation
field caused alarms. Because of the high frequehcy of these false

- alarms, the SNM detectors were disabled on the first day of the
demonstration. Quick inventories, taken after persoﬁne] had exited

the vault, but before they entered the ID booth anq the portal metal
deteqtor were used to éonfirm that unauthorized SNM had not been

removed from the vault.
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Future storage system installations using SNM portal monitors
should have the monitors located outside of any radiétion areas

or they should be shielded from this radiation.

During the demonstration, the PPS successfully separated material

and personnel.
RELEASE OF ONLY AUTHORIZED MATERIAL

Verification that on1y authorized material is removed from the
vault is achieved by computer control of material security and
quick inventories of material at the completion of each phase of

a transaction.

Computer control is established by information in the transaction
file. This information is used by the MAC and MOC computers to

contfo] release of material by the vault computer.

During the demonstration, one transaction caused system ccnfusion

on which CM to release. Tang deadbolts were raised on fhe wrong
CM's, but the SSM doors were not unbolted. Unauthorized material was
never available for removal from the SSM. This unbolting was the
result of errors.fn the manual mode operation used in a previous

transactian.

During the demonstration the PPS did release only that materiél which

was authorized by the transaction.
UNIFORM PACKAGING

The system was to provide uniform packaging of material for storage.
A computer/material interface was achieved by electronics built.into
the container module. All material entering the PPS was computer

controlled. Therefore, all material was packaged in container modules.
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Container modules were uniform in construction. A1l sealing of
material in CM's was accordihg to procedures. Therefore, all

material was contained in uniform packages.
PROVIDE PROTECTION FOR SNM MATERIAL WHILE IT IS IN TRANSIT

During the demonstration, SNM material waé placed in a secure
transport module for transfér between the CMP room and the v&u]t.

. Material ih the STM was inventoried by the MAC computer prior to
releasing the STM from a dock. Undocking the'STM started a preset
timer; which would cause an alarm if the STM was not docked at its
pre-established destination before the time cycle lapsed. Material
in the STM was inventoried immediately after the STM was docked:

at itsv destination and reconnected to the computer by an umbilical

connection.

Computer controlled deadbolts hold the container modules in
the STM carrousel. The carrousel is positioned by computer

" command so that the CM's are not accessible during transport.

The STM and computer control did successfully provide protection

for SNM material while it was in transit.

The plutonium protection system successfully fulfilled the design
criterion while being operated by personnel from the Rockwell Hanford

Operation.
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OPERATIONAL EVALUATION

SAFEGUARD CONTROLS

Safeguards controls include all detection equipment and procedures
that 1imit access to SNM or validate that the SNM is in its assigned
location. One item of safeguards hardware, the SNM portal monitor
used to survey personnel entering and exiting from the vault, was
adversely affected by demonstrétion activities. The adverse effects
occurred early in the demonstration and could not be corrected dukinj

the demonstration period.

Arrangement of the vault access corridor located the qnﬁhie]ded SNM |
detectors too close to the vault STM dock and the secure stofage module. -
.. The SNM detectors were located in the - identification booth and were
active only during the initia] transaction and were édverse]y affected

by radiation from plutonium in the STM and SSM.  (Figure 2)

Abrupt changes in the detected radiation rate, tfiggered "red screen"
alarms. This type of alarm stops transaction activities and requires
patrol response. Patrol response includes activities to halt all

traffic entering and exiting the exclusion area.

An unacceptab1e'fa]se'aTarm»réte resulted in disabling of the SNM

monitors.

Future installations should assure that SNM detectors are situated so

that changes in background radiation do not hamper their design function.

Shielding the detectors or locating them in areas outside of the
radiation field are the options for solving this problem. Shielding

may cause some difficulty with bulk. However, locating the detectors
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outside of the radiation zone may require moving them an unacceptable

diétance from the vault.

The origind] system design had planned for SNM detector shielding.

This shielding plan was dropped because of economic constraints.

Motion detectors were affected by building Qibration and several

other unidentified sources of motion. Building vibration affeéted
thdse units mounted oh lath and plaster, plaster board and nonshielding
exterior walls. 'Thg exterior walls are a sandwich of corrugated

aluminum fiber insulation and a sheet steé] inner wall.

Safeguard protection provided by the vault personnel corridor causes
some delay in transaction progression. The average time required
by a three person vault party to pass through the personnel corridor

and be permitted to enter the vault was 3.5 minutes.

Rockwell Hanford Operations' vault entry safeguardsrprocedures,
require on an average 2.5 minutes activity to gainAentfance to

a storage room. The additional time needed to gain entrance to the
'PPS vault is used to determine positive personnel identification,
measure and store personne]lweight information and survey the
individual for SNM and ferrous metal. These activities increased

* the vault safequards with a small increase in entry time.

Vault exit time is ingcreased by the “quick inventory" of the SSM.
after the vault work party has exited from the vault but ‘before
entry to .the ID booth is permitted. The time required to inQentory
the‘SSM, when 84 of the 280 storage positions were full, was five
minutes. For the demonstration this time required for inventory

was not significant. However, if the time required for inventories
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increases arithmetica]]j with the number of SSM's installed, a

facility with ten SNM's would experience signfficant delays for

quick inventories of the vault. Consideration should be given to
statistical sémp]ing for quick invéntories. In a vault with multiple
SSM's, inventory of only those SSM's that were opened may‘be considered

an acceptable alternate to a full vault inventory.
RED SCREEN ALARMS

Alarm conditions were displayed on a CRT in the Security Operations
Center. Two levels of alarm condition were displayed. A probable
alarm condition was indicated by a yellow screen on the CRT. This
condition required CCTV assessment of the situation by the SOC
patrolman. An alarm condition was indicated by a red screen on the
CRT. This type of alarm required plant patrol response, ha]t1ng
transaction operations, stopp1ng vehicle and pedestrian traffic in:
or out of the protected area and full investigation of the cause

of the alarm.

Sixty-nine redvscreen alarm conditions occurred during the six-week
demonstration period. -This.number does not include repeats of the
‘origina1 alarm of different red screen alarms that occurred before
the original one was cleared. CoJﬁting non-redundant alarms raises
the total number of alarms to 87. Red screen alarms occurred on

28 days of the demqnstration.' The maximum number of red scfeen
alarms cleared in one day was 10. No alarms were received on twelve
days of the demonstration, four of which were demonstration activity

days. The others are weekend days during which the PPS was monitoring

stored material.
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Resppnsibi]ity for causing red screen alarms has been divided into
two ba§fc categories, system and human. System mé]functions were
responsible for causing 62 a]arms,;human error éaused 19 alarms.

A combination of system malfunctions and human error caused 5'a1arms.
Response to a fire drill caused one a]arm. The above count includes

all non-redundant alarms. Table III is a record of red screen alarms.

Nine alarms were for vault inventory discrepancies. If alarms
increase linearly with the inventory, a large storage system would

spend much of the working time investigatihg inyentory alarms.

The frequency of alarms caused by human error was still high duriné
the last stages of the demonstration. This would indicate that
experience in operating the system does not significantly improve

operator activities as related to human caused red screen alarms.

Ve
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TABLE III

RED SCREEN ALARM RECORD

TIME
ALARM

‘DATE TIME ALARM MESSAGE CLEARED RESPONSIBILITY

7/17/78 1445 Port Door Deadbolt CMP 1504 System

7/18/78 0906 SNM Detector Signal 2 System
0907 SNM Detector Signal 2 0920 : System
0957 Problem with removal of can 1007 , System

T-vault '

7/19/78 0420 Inventory Discrepancy Vault System
0802 Vault Doors : System
0802 Inventory Discrepancy Vault System
0802 ~ MAC/MOC , ' System
0804 MOC - Occupancy 0813 System & Human
0814 MOC- Occupancy ' 0817 Human

7/20/78 0254 | Inventory Discrepancy 0729 System

' 0852 Inventory Discrepancy Vault 0914 . System

0915 Alarm Condition MAC _ D935 System
0941 ‘Inventory Discrepancy Vault ' Unknown System
1009 Micro Processor Door Open Vault 1128 | System |
1140 Micro Processor Door Open Vault 1156 System

7/21/78 1029 CMP Door Open 1035 * Huran
1414 Carrousel Discrepancy CMP 1430 System
1431 Carrousel Discrepancy 1437 System

- 7/22/78 2154 Micro Processor Door Open Vault o System

7/23/78 0459 Micro Processor Door Open Vault 0945 System



DATE

7/24/78

7/25/78

7/26/78

7/27/78 -

7/28/78

7/31/78

8/01/78

8/02/178

TIME

1101
1541
1603

1106
1134
1337
1356

1425

1554
1850

0839

0934

0943
1244

1501

0948

0950
0950

1238
1302
1645

29

TABLE III (CONTINUED)

ALARM MESSAGE

Alarm Condition MAC/MOC
Carrousel Discrepancy - CMP
Alarm Condition - CMP

~ Inventory Discrepancy Vault

Alarm Condition MAC/MOC (4)*
Alarm Condition MOC (3) '

Unauthorized Request to Open
Door D4-Vault

Alarm Condition MOC (2)

"MOC Corridor Motion Detector

Micro Processor Door Open
Vault (7)

MOC Persannel Count Wrong (3)

Radiation Error in Verification
Chamher (CMP ’

" " " u 1]

CMP Door Magnetic Switch
Magnetic Door Switch (6)

Unauthorized Personnel Present
Alarm Condition MOC & Vault

ID Booth QOccupant does not match
photo MAC/MOC

Alarm Condition MOC (4)
Alarm Condition MOC
Tamper MAC Motion Detector (3)

RH0-CD-567

TIME
ALARM
CLEARED RESPONSIBILITY
1106 Human
1542 System
1604 System
1109 System
1337 Human
1342 Human
1400 System & Human
1434 Human
1557 System
0839 System’
(7/28/78 .
0845 System
0936 System & Human
1031 System & Human
1449 Human
1504 System
System & Human
Human h
0955 Human
1241 System
1306 System
1648 System
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TABLE IIT (CONTINUED)

| TIME
ALARM ’
DATE TIME ALARM MESSAGE CLEARED RESPONSIBILITY

8/3&4/78 1739 ?:Z;O Processor Door Open Vault 0824 System
8/04/78 1108 Motion Detector Vault System
1109 Unauthorized Personnel Present ' System

Vault ‘
‘1116 Inventory Discrepancy - Vault System
1121 Scale Weight Anomaly - Vault 1148 System
1245 Tamper MAC Motion Detector 1247 System
1330 Micro Processor Door Open Vault 1345 System

C(14) ,
8/07/78 0924 MOC Motion Detector CMP Door 0927 | System
Magnetic Switch (2)
1508 MAC/MOC Motion Detector and Doors 1510 System
8/09/78 0856 Unauthorized Personnel Present | 0859 System
, : Vault :

2212 4 Micro Processor Door Open Vault (2) System
8/10/78 0557 Inventory Discrepancy - Vault (4) 0835 ’ System
0857 ! " " " " 0902 System
0927 " " " " " 0931 System.
1029 ! " " o " 1034 System
1056 ! " o " " o System
1108 Alarm Conditions MAC/MOC - Vault System

Alarm Condition MAC/MOC  Human
Inventory>Discrepancy - Vault System

Alarm Condition MAC/MOC , 1126 Human
1156 ~ Inventory Discrepancy - Vault . System
Alarm Condition MOC Vault o System

Alarm Condition MAC/MOC ' Human

Inventory Discrepancy - Vault 1248 System‘



DATE

1 8/10/78

8/14/78

8/15/78

8/16/78

8/17/78

8/18/178

8/22/78

8/23/78 -

TIME

1249
1257
1351
1359

0837

0917
0933

1525

0816

0948
1410

1422

0332

0844
0845
1517
1651

1334
1508

1037

1020

31

TABLE III (CONTINUED)

ALARM MESSAGE

Alarm Condition MOC
Inventory Discrepancy - Vault

MOC Magnetic Switch Open

MAC Motion Detector #2
Carrousel Discrepancy - Vault
MOC Motion Detector (4)

MAC Tamper Motion Detector (4)

Unauthorized Personnel - Vault
Personnel Missing - Vault

Micro Processor Door Open Vault

(2)

Micro Processor Door Open Vault
(2) ,

MOC Motion Detector 2 & 3 (2)

MOC Motion Detector 3 (3)
Unauthorized Personnel Present MAC

MOC Motion Detector 1.

Port Tang Dead Bolt
Carrousel Discrepancy CMP

ID Booth Occupant does not match

photo Vault
Personnel Missing - Vault

RHO-CD-567

TIME
ALARM
CLEARED RESPONSIBILITY
1250 : System
1300 System
1355 System
1449 _ System
0839 _ System
0924 - . System
0938 : Human
1539 Human
0820 - Fire Drill
0951 System
1417 “Human
1538 " System
0843 System
0845 : ‘ Human
0848 A , Human
1527 System.
0846 System
(8/21/78)
1339 System
1526 System
1042 o Human

1023 Human
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8/24/78
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TABLE III (CONTINUED)

TIME

ALARM ,
TIME 4 ALARM MESSAGE CLEARED RESPONSIBILITY
1052 Inyentory Discrepancy - Vault 1056 System

Numbers in () are the number of alarm fepeats before
original alarm was cleared. )
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The frequency of alarms caused by human error would be reduced

by additional training. .

The number of alarms that occurred during the demonstration is
not acceptable. MOC and SOC logs should be given careful study
to identify syétem improvements which will reduce the frequency

of red screen alarms.

Training should be re-examined to be sure that the program is

addressing all phases of system operation with adequate inteﬁsity..
CONTAINER MODULE PROBLEMS

Container modules ‘had a high failure rate. Eighty-four units were
depbsited in the SSM. Eighty-eight CM's were used. The foﬁr
units that fai]ed in the canning proceés represent a 5 percent
failure rate. In a large production program a 5 percent failure

. : 8
rate for a major component may not be acceptable.

Failure causes are listed below:
o Failure to detect'témperature changes.
o0 Broken magnet.
o Static ID failure.

o CM handling tool could not be attached.

The variety of reasons for failure does not indicate any one element
to target for improvement. Therefore, CM manufacturers should
tighten the overall quality control applied to manufacture and

acceptance of CM's.

| In addition to the four CM's that failed during canning, one thaf ;
- was deposited in the SSM had a static identification failure. This
"unit was removed from the SSM.. This failure is especially serious
as an in storage failure of static indentification will cause a

"red screen" alarm.



34 RHO-CD-567

Two other CM's failed in storage due to failure in the temperature
measQring circuits. Both units indicated container'femperatures

of 1000°C. The temperature on one CM dropped to 0°C after the CM
was handled during the physical check of the temperature. This was
followed by a return to 1000°¢ temperature; The temperatures fof

this unit are logged on Table IV.

* When the in-vault fai]ufeS‘are included, the total CM failure is
seven. This many failures would be intolerable in a production

operation.
CONTAINER MODULE SEALING v

Sealing and unsealing the two parts of the CM is the most time-consuming
task of the deposit or withdrawal activity. Waiting the seven minutes

for the CM to cool makes. CM sealing a lengthy task.

Different solder alloys, reduced heating coil size, different heating
technique and perhaps a different closure method should be investigated

" to reduce the time required to seal and unseal CM's.
CUNTALINER MODULE INSERTION

Positioning the CM for insertion into ifs storage slot could be made
with more operator confidence if guides were built into the CM for
a]igning the multi-pin connector. The short connector pin contact
does not produce a sure feel when the contact is made. This could

be improved by lengthening the pin contact distance.

Three problems are associated with inserting the CM. Theée prob]eﬁs
are:

o CM alignment.

0 Multi-pin connector contact distance.

o Fragile connector pins.



DATE

7/26/78

7/28/78
. 7/28/78

7/31/78
8/02/78
8/03/78
8/04/78

- 8/07/78
8/07/78

8/08/78
8/08/78

8/10/78
8/11/78
8/14/78
8/15/78

8/16/178
8/16/78

8/17/78
8/17/178

8/21/78

8/23/78
8/23/78

TIME

1951

1516
1516

1401
1507
1449
1548

0847
1437

1506

2203
1450
1435
1535
1435

0735
1404

0822
2132

1449

0749
1456

TEMPERATURE, WEIGHT & BULGE

DATA
’ BULGE/BULGE
WEIGHT CHANGE
2.4 128/0
2.4 154/15
2.4 155/16
2.4 154/15
2.4 146/7
2.4 140/1
2.4 141/2
2.4 140/1
2.4 146/7
2.4 152/13
2.4 152/13
2.4 153/14
2.4 154/15
2.4 154/15
2.4 153/14
2.4 153/14
2.4 153/14
2.4 153/14
2.4 153/14
2.4 . 153/14
.4 153/14
.4 153/14

35

TABLE IV

CAN #67

RHO-CD-567
TEMPERATURE
ELECTRONICS/CAN
0 0
34 28
34 1000
34 1000
35 0
36 1000
37 42
34 39
36 18
36 40
36 n
35 40
34 1000
33 1000
32 0
29 1000
31 1000
30 34
30 34
32 1000
29 34
3] 1000
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Aligning the CM for insertion would be made with more operator
confidence if guides built into the CM. The guides would help

assure a first try hook up of the CM.

The short connector pin confact distance does not produce a sure
"feel" when the connection has been made. Failure of this connection
could cause loss of electrical power to ID circuits when the placement
of a CM is checked for secure storage positioﬁing. An alternative

connector design should.be developed.

Connector pins are fragile and easily damaged if misaligned when
pressure is applied to couple the connectors. Again an alternate

design would solve this problem.

Quality control shoﬁ]d be improved on container module.electronics.
Container modules or their storage slots should be equipped with

guides to align the computer connections.

CONTAINER MODULE GLOVE BOX

The potential fqr contamination exists, but because the material

that is being handled is packaged for uncontaminated storage, there

is a tendency on the part of the operators to down-grade the contamination
potential. To reduce the dependence on operator alertness, an alpha
detector should be built into the glove Box. The presence of alpha

contamination should annunciate outside of the glove box.

Surb]us solder has a tendency to splash oﬁto the induction coil.

This can cause an electrical short with the coil. An electrical short
| can cause a fire, reduce efficiency or create a maintenance problem.
Two solutions can be applied to prevent these problems. One is to
~wrap the coil and its connectors with insulating tap€; the other is

to place a splash shield around the coil.
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The glove box and heating equipment used for sealing and unsealing
CM's was adequate for the demonstration. It may not have adequate
alpha contamination detection capability or protection from
electrical éhorting of the‘heéting system. Attention should be

given to improving these two conditions.
SECURE TRANSPORT MODULE DOCKING

Close a]ignment is necessary to assure that the STM is in position
for deadbo]t passage through the docking tang. This alignment

is done with the tang hidden from vfew by the STM body. Guides
should be provided to assure correct a1ignﬁent of the STM for

docking.
COMMUNICATIONS

Work party voice communication with the MAC, MOC, and SOC operators
~and between members of the work party should be improved. Action
delays, some resU]ting in transaction aborts, were caused by the

failure to understand'information that was being passed on.

- Different operating gfoups havé slightly different meanings for
the same term. Activities which require precision of information
need precise exp?eésion and interpretation of that information.
Precision in communicatjons between personnel wpu]d be had by

establishing a common term vocabulary for voice communications.

The system anticipates some failures in work party actions. These
actions are given_a second chance for comp]etion. The second chance
is initiated automaticé]]y by the vault computer. Work party
personnel were not confident with the éhort time interval before

the second chance was givei.
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Some method should be developed for communiéating an adequate

warning.to be alert for the second chance operation.
OPERATIONAL EVALUATION CONCLUSIONS

The demonstration found Someloperational weaknesges in the plutonium
protection system's ihterface with an operating environment.  The
most serious weakness is the frequency. of red screen alarms. -Sbme
equipment could be fmproved to aid the operétor in his actions or
improve safety. Operating terms should be standardized to aid the

understanding of voice communications.

The identified weaknesses do not indicate any problems with the
overall PPS cohcept.) Rather they are singu]ar'prob1ems which shou]d
 be correctable without altering fhe plutohium,pratection syétém
concepts. | |
Thbugh conceptuai?y acceptable as a'sto;age éystem, the PPS could
not be accepted for an operational storage facility until the high

red screen alarm rate is reduced.
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RADIATION PROTECTION EVALUATION

PERSONNEL -EXPOSURE

Personnel working in demonstration areas, where exposure to radiation
"was probable, were equipped with special gamma dosimeters in addition
Ato their regu]ér thermoluminescent dosimeter. These special dosimeters
were only worn when the individual was working the PPS demonstration.
Exposure recorded on these dosimeters was compared to that received

-in other 7Z-Plant storage areas.

In addition to dose determinations, exposure rates from recanning

in the CM and use of the CM handler were evaluated.

The dose reduction attributable to the use of the’CM is approximately
50 peréent for the gamma and 11 pgrcent for the neutron components
respectively. In addition, the exposure savings by use.of the CM

and CM handler combinéd is 94 percent.for the gamma and 67 percent

for the neutron components, respectively.

Dose received during CM sealing and SSM deposit operations began at
2.0 mréd per container. This_decreased to 0.5 mrad per container as
personnel became more proficient in the work. Further reduction
could be expected with more experience 1n-hand11ng the material.
Information on dose reduction due to use of the CM and CM handler

is 1isted on Table V.

The dose received in transferring SNM between the presently used
Rockwell storage vaults was approximately 4 mrad per container.
The dose received during CMP room activities was 2.0 mrad per CM

_ loading and sealing. This dose was offset by the reduced dose



TABLE 'V

RADIATION DOSE RATE DATA

DOSE RATE WITHOUT HANDLER

BEFORE GVERPACK - AFTER OVERPACK
l)/ n )-/ n
53 9 ' 27 8

DOSE RATE WITH HANDLER

BEFORE QOVERPACK . AFTER OVERPACK
) n Yo ooon
7 4 3 3

TOTAL PERCENT DOSE RATE REDUCTION BY USING OVERPACK AND HANDLER

947% 67%

¥ REDUCTION

49%

) REDUCTION

57%

N REDUCTION

11%

N REDUCTION

25%

1)/
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received, 2.0 mrad per CM, transferring CM's into the SSM. Additional
relocation of SNM, packaged in CM's would be done at a 50 percent

reduction in dose.

More reduction in radiation dose would result from the dependency
on the automatic inventories rather than requiring in-vault inventories

- by custodial personnel.

Radiation measurements made in the vault during CM deposit operatfons

indicate a significant reduction in exposure from material in storage.

Différing quantities of material in the vaults prevent making the

’ exact 1n;vau]t.dose compariéon. However, the SSM is constructed of

the same thickness of concrete as there is in the present shielded
storage vault, plus an additibna] half-inch steel overlay, which should

assure additional reduction in dose from stored SNM.

Maximum and average dose from gamma radiation in the presently used
shielded storage facility is 40 mr/hr and 20 mr/hr. With 84 units
stored in the SSM, the makimum and average -gamma dose rates are 4.0

mr/hr and Q.6 mr/hr.

P]ufonium protection system vault area dose rates are tabulated on

Table 'VI.
CONTAMINATION CONTROL

There were no contamination incidents during the demonstration.
Evaluation of contamination control is based on control procedures

that are applied in other operating areas.

The probability of a contamination incident in the PPS is very small.

HQwevér,'the possibility for an incident a]ways'exists when radioactive
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materials are present. The sealing hood and SSM are the areas wHere

a contamination incident could have serious consequences for personnel.

Because sealing hood operators are'working in an uncontaminated hood
with material that has a low probability of alpha contamination
leakage, visual methods to determine hood glove integrity must be
developed. Present methods depénd largely on alpha contamination
surveys in finger and other difficult viewing areas. This indicator
of glove failure does not exist in the sealing hood. Therefoke,
alternate procedures should be.developed for the inspection of

hood gloves.
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TABLE VI

PPS IN-VAULT EXPOSURE RATES

MAXIMUM GAMMA
EXPOSURE MR/HR

0.5
2.5
2.5
4.0

This anomaly has not been resolved.

RHO-CD-567

AVERAGE GAMMA
EXPOSURE MR/HR

0.3
0.5
0.6
0.4*



44 RHO-CD-567

To assure that uncontrolled contaminated material is never femoved
from the hood, an alpha detector should be located in the hood.
Audible signals from the alpha detector should sound outside the

hood.

‘ Failure of the inner product can during long term storage is the
most probable contamination event in the SSM. - This type of incident
would be signaled by the can bu]geksensor and if caused by metal
conversion to oxide would be signaled by temperature measuring

_equipment which is built into the CM.
.~ CONCLUSION

Overall radiation exposure rates are reduced by storing material in

the PPS.

Exposure rate reduction for handling radioactive material in the CM

overpack with the handling tool is significant.

Design of the SSM provides additional layers of shielding which will

reduce in-vault exposure.
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SYSTEMS. EVALUATION

PERSONNEL

Three computer equipped control centers were manned during the
demonstfation. The Security Operation Center was manned by a
member of the Plant Protection Department. The Material Operation
Center dnd the Material Accountabi]ity Center were run by personnel

from the Nuclear Materials Control Department.

Personnel chosen to operate the control centers were selected at
random from their work groups. Job requirements for computer
oberation were not estéb]ished nor was consideration given to the
prevjous.experience, educatioh or aptitude of personnel for computer

operations.

The training program used to train persohne] to operate the PPS
during the demonstration was not as broad in 'scope or intensive
1ﬁ detail as it would be for an operating facility. The training
was basically pragmatic rather than theoretical. Instruction was
given on how operations were conducted. Instruction on the why

aspect of computer activities was minimal.

Personnel selection techniques and the limited training given for
the demonstration may have contributed to ditticulties encountered

. during some manual mode operations.

Because personnel and the system are not error free, the manual mode
of operation is necessary to recover from unplanned conditions.
Exact instructions were not prepared for all manual mode situations.

Operator evaluation of system condition and the cause of that condition
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will often determine his choice of action. The accuracy of his

choice is dependent on his understanding of the system.

During manual mode operation, the operator initiates all computer_
action commands. To terminate actions, repeat commands and re-
establish system condition, specific sequehces of commands are
required. An operator with a basic understanding of computer system

requirements may have been able to command the system with fewer errors.

Manual mode operation increases the time required to cﬁmp]ete a
transaction. Dufing the deposit phase of the demonstration, manual
mode was used during the CMP portion of four tfansactions and during
eight vault transactions. This increased the time required for CM
handling in the CMP room by ten minutes per- CM and nine minutes per

CM fn the vault. Manual mode was used four times in the CMP room

and six times in the vau]tiduring withdrawal transactions. CM handling
time in the CMP was increased by three minutes and vault time increased
by twelve minutes per CM processed. Though time consuming, this
contingency operating mpde is necessary to provide operator control

of abnormal situations. Operator expertise in computer operation

may reduce the time required for manual mode transactions.
COMPUTER ENVIRONMENT

Computer hardware is ré]atively temperature sensitive. Room air
temperature was not controlled in the MAC/MOC or vault ICA areas.

High temperature may have caused a problem in restarting-qf the SOC
computers. Demonstration cost considerations reduced the amount of air

conditioning provided for demonstration equipment. This problem is
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not unique to the PPS computers, but affects all computer installations.
This does point out the need for special air conditioning in addition

to regular supplied air.
SECURITY OPERATION CENTER SYSTEM

SOC equipment layout could be improved by the following:

@ Arrange control area in a sémi—circu]ar or ha]f—he{agon
configuration.

® Locate alarm CRT and CCTV next to each other.

® Locate Tine printer at eye level.

e Locate an in-house phone and direct line communications to
.the emergency officer and patrol radio operators within the
SOC operator's reach. Communication equipment should be
arranged so that observation of the alarm CRT and CCTV

is not Tost while communicating.

These improvements are intended to make it possible for the SOC
operator to maintain constant observation of the alarm CRT and

CCTV monitors whilc performing his other functions.

SOC center control and CRT floor plan. displays were easy to interpret
and operate. The arm extension to operate the system is just beyond
comfortable reach. The "Yes," "No" and "Silence" buttons would be

more convenient if located in the desk top.

The SOC operator must be as knowledgeable of transaction brocedures

and sequences as those doing the work. He has a dual application of
this information. One is the assessment of alarms. Response activities
can be expedited if the SOC operator understands what has happened?v

how the alarm condition came about and what overall impact the alarm



48 RHO-CD-567

has on the system. The second reason for the SOC operator having

a high level of system knowledge is activities surveillance by CCTV.
He should be able to evaluate work party activity for correct
sequencing to assist in preventing loss of computer control. This
would be especially important when transactions are in.the manual

mode.
MAC OPERATIONS

The major problem for MAC operation was errors on transaction forms.
This caused delays in establishing transaction files and during the
transmission of information between the MAC and MOC. These érrors
cou]d.be controlled by establishing a closer supervision of forms
and the entry of 1nformat10n in all spaces on the form which is

e
provided to the operator.

Confusion about when entries were required on a transaction form was
the major source of error. The confusion was about which spaces

required entries, even when the entry was a zero.
Working in isolation did not cause a problem.

Computer noise levels did not bother operators; however room noise
was loud enough to make telephone and intercom communications difficult.

Sound deadening boxes should be used with this communicating equipment.

SYSTEM REPORTS

Five reports were'generated daily from the MAC:
® Plutonium Access Control Software (PACS) Inventory Listing
(PACSO1) - the number of items in inventory related to specific
storage location, transaction number, date and container module

(CM) serial number. Table VII"
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® Plutonium Access Control Software Transaction Listing (PACS02) -
1ists the transactions from the previous midnight to midnight.

o Plutonium Access Control Software Overdue Transactions (PACSO3) -
indicates the scheduled times of overdue transactions.

® Plutonium Access Control Soffware Planned Activity (PACS04) -
lists all planned transactions.

e Plutonium Access Control Software Activity Log (PACS05) - lists
the éoftware status messages sequenced by time. This log was
planned to indicate activities such as personnel entries to
the Material Operation Center (MOC), Material Accountability -
.Center (MAC), Security Operétion Center (SOC), and vault as
well as system failures, alarm acknowledgements, repair activity,

etc.

The PACSO1 is an inventory listing which included item identity and
location. In addition to this identification, the condition of
containers is listed. The container bu1ge change information is a

signed number:; the sign is opposite to the can bulge. An increase in
bulge is a negative number. This tends~to be confusing on first reading.

The program should be altered to reverse the number signs for printing.

The PACSOS}report was printed in such a manner that it could not be
readily interpreted. The printing of this extensive report caused
. operating problems. Therefore, it was abandoned early in the demonstration.
"~ This report should be redeﬁigned to be more easily understood and -

generated with fewer major alarms and less system down time.

- CONCLUSION

The computer system operated well when in a temperature controlled

environment. Training of personnel should include some basic



51 RHO-CD-567

information on computers and general computer operating techniques.
Display panels and computer equipment layouts should be reviewed by

a human factors engineer.
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INDUSTRIAL SAFETY EVALUATION

Safety hazards were reviewed by a hazards review team consisting of
personnel from several disciplines: development engineering, environmental
and occupational safety, instrument and equiément development, geo]ogiclA
storage,engineering technical information systems,and safety and

environmental engineering analysis.

Several hazards which are inherent in the Sandia equipment were
identified. These hazards would exist at any location where the PPS

is installed. The hazards and the corrections applied for the demonstration

are given below.
WET SPRINKLER SYSTEM

® Recommendation: The wet sprinkler system should be tied'
in with the electrical supply to cut off power and thereby

minimize equipment damage if the sprinkler system is activated.

Solution: Fire sprinklers protecting the PPS equipment are

wet pipe, individually activated sérink]er heads. They are
installed in a sprink]gr system that protects areas other

than thatvassociated with the Sandia Demonstration. Activation

of any sprinkler head in the system will cut oft electrical

bower. Loss of power to computers used {n the Demonstration

would résy]t in loss of accountability, {nabi1ity to move carrousels
and the .increased possibility of diversion of SNM, the Demonstratior
could suffer unnecessary delays if sprinklers in other sections

of the system were activated.
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However the electricity/water hazard exists wherever sprinkler
systems are used as fire éuppressants. Therefore, in a hermanent
installation a sprinkler sysfem limited to the area occupied by

the protected storage system should be considered. Then sprinkler

activation would be the result of a fire within the Protected

Storage System. The problems wou1d not be caused by activation

of sprinklers not associated with the Protected Storage System.

MICROWAVE RADIATION

Recommendation: Warning signs be posted in the container module -
packaging room to alert personnel to the potential hazards of the

microwave radiation from the induction heater to heart pacemakers.

Solution: Microwave warning signs were posted at the entrance

to and inside the CMP Item Control Area.

CONTAMINATION CONTROL

Recommendation: The CMP glove box/hood be bperated_as a glove box
for unsealing the container modules (CM) to minimize the potential

for radioactive contamination of Lhe CMP.

Solution: The glove box/hood was'uéed as a containment barrier.
during the unsealing of CM's.

Comment:. In conjunction with this solution the feasibility of
detecting_]ooée radioactive material in the CM was evaluated.

This study determined that a reliable means of detectihg pfutonium
leakage from the inner container into the overpack could not be

provided With the present CM design.
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CM HANDLER LATCHING
© Recommendation: The CM handler has a potential for dropping the

CM's, particularly with the CM handler in the vertical position.
Solution: The CM handler was redesigned and tested prior to use.

e Comment: No difficulties were experienced handling CM's with

the redesigned CM handler.

ELECTRICAL TERMINAL INSULATION
& Recommendation: Bare termina]; on the deadbolt actuators,
powered with 110 volt AC, in the carrousels be qdequatéTy,

insulated to preclude the potential electrical shock hazard.

Solution: A1l bare terminals were insulated by wrapping with

insulating tape.

CARROUSEL ROTATION
) The need for rotation of the carrousel to a null position after
expiration of the established time 1imit for CM insertion or
éemova] be investigated. Automatic rotation of the carrousel could
cause injury to the operator or damage a CM. The adequacy of an

“audible and visual alarm only should be investigated.

Solution: The computer program was modified to generate an alarm
after the preset operating time had lapsed. In addition, the
system was set to prevent rotation of the carrousel unless the -

SSM door is closed.

CM HEATING
¢ Recommendation: Confirm the adequacy of the secure transport
module (STM) for maintaining safe CM temperatures without forced

ventilation.
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Solution: Because of its bulky size (400 pounds) and the small
heat load of five CM's (worst case is 50 watts) no hazard was judged

to exist. A test was run to confirm the heat sink calculations.

e Comments: All hazards identified by the Hazards Review Team were

reconciled before the demonstration began.

Operation of the P]utdniUm Protection System did not reveal any
hazards that had not been identified by the Hazards Review Committee.
It can be concluded that the industrial safety risks associated

with the PPS are no greater than those associated with other well-

engineered mechanical systems.

OPERATING HAZARDS
In addition to the general hazards identified by the Hanford Hazards
Review Team, Sandia Laboratories personnel postu]ated several accidents

which may be possible during the use of Sandia design equipment.

¢ Event: Preinature activation of Container Module (CM) sea]ing-

sequence.

Probable Results: Maybe slight pinching of fingers which would

not either bruise the fingers or cut the hood g]oves.‘

® Event: Overheating of CM solder sealing during either a sea]ihg_

or unsealiny operation.

Probable Results: Flammable material or vapors contacting an

overheated CM may ignite.

‘e, Event: Accidental dropping of a sealed CM containing SNM.
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Probable Results: When either‘ the multi-pin electrical connector
or the Schrader Valve is damaged, there is a danger of rupture of

hermetic seals with possible release of contamination.

Event: Interaction of the Electronic Credential Reader‘(ECR) with

a pacemaker.

Probable Results: May cause a temporary erratic function of the

pacemaker.
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CRITICALITY SAFETY EVALUATION N

The Sandia Plutonium Protection System was subjected to a rigorous
criticality analysis by the Rockwell Hanford Operations, Criticality

Engineering and Analysis Section.
SECURE STORAGE MODULE

Criticality analysis determined that an infinite array of carrousels,
"with 35 storage positions each, in the SSM cubicles would be safe when
Toaded with 2.5 kilogram unmoderated plutonijum units. Constraints on

. this storage are:
() kOn]y one unit is to be in each storage position.
e A1l material is to be contained in Sandié overpacks with the
overpacks loaded into position.
No error situations were ca}cu]ated because of the low probability of
making a loading error in the SSM carrousel. Any possib]é erkor would
be with the original can loading. Since the material to be stored is
now 16 storége, two errors would be required to get a single over-batched .
unit into the carrousel.
e The plutonium was over—Eatched and/or mislabeled when it
was originally packaged: and
o The erfor was not detected while preparing the plutonium for

storage in the Sandia system.
SECURE TRANSPORT MODULE (STM)

Because of reduced neutron reflection by walls of the STM, the
K-effective for 2.5 kilogram units in the STM is less than for those
in the SSM. The same two errors as in the SSM are required to load a

single error unit in the STM.
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Therefore the STM is critically safe for the transport of 5 - 2.5-kilogram
" units of unmoderated plutonium. The plutonium is-to be packaged in
Sandia over-packs and secured one unit to the storage position in the

STM carrousel.
CONTAINER MODULE (CM) SEALING OPERATIONS

Criticality safety during the CM sealing operation is maintained by
a combination of mass, moderation and geometry control. Increased

moderation potential was examined in detail.

Two sources of additional moderator, H20, were identified. One, the
'induc;ion heater cooling system, had a potential for delivering up to
15 ga11ons of water to the sealing hood interior. The resu]tjng water
slab was calculated to be safe even in the event that the hood was

double batched.

. The other moderator source is the fire sprinkler which was located
directly over the hood. Because of hood construcfion, steel and wire
reinforced glass wfth two eight-inch glove ports, breaching of the'
'hood is not éredib]e. Therefore, with no credible source of additional
moderation, the CM sealing hood is critically safe even when it contains

a double batched unit mass.
CONCLUSION E

The Sandia Plutonium Protection System is critically safe for unmoderated
2.5 kilogram unit masses contained in seven-inch-tall fruit cans when

the fruit cans are sealed in the Sandia storage CM.
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‘PERSONNEL EVALUATION

PERSONNEL SELECTION CRITERIA

Personnel tfained to operate the PPS were assigned to the demonstration
from the Plutonium Operafions Department, the Nuclear Materials Control
Department, and the Plant Protection Department. Personnel were assigned
without special selection criteria. In a continuing plutonium storage
operation fhere would be advantages to developing special seTectipn
criteria for use in staffing the plutonium protection system. Among
}he criteria should Be: -

® Long attention spans.

e Ability to work in an isolated environment.

e Patience

e Alertness

® Deductive reasoning ability.

The Tong attention span is needed to assure that the operator remains
attentive to action-indicating devices during holding periods. These
periods are of varyiné duration. To help assure that transactions progress
expeditiously, the operator's attention must remain focused so that he

can quickly respond to instructions.

Security control of the MAC and MOC areas separates the‘operators from
contact with other personnel. Isolation and the loss of group contact
can have a negative- effect on some people. An effort should be made to

prevent the assignment of these individuals in the MAC or MOC.

The time between a work party request for permission to conduct a

transaction activity and computer response to that request is not
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instantaneous. In most cases, the time between the request and the
response is short. However, it is an interruption of work flow
continuity and éan be disturbing to some workers. This disturbance can
cause rash or habitual rather than thoughtful actiong. This type of
operator activity has a high probability of causing problems in operating

the PPS. Therefore, patience is a desirable operator character trait.

Operators of the PPS must be alert to system instructions and continually
aware of their own actions. Several system components require precisé |
operator actions; among these are door request switches, e]ecyronic'
éredentia] readers and tHe computer input terminals. To prevent delays
and complications in transactions, PPS operators must be alert to their

actions at all times.

A1l operating problems, of course, have a cause. Recovery from the

~ problem requires that the cause be identified. Identification of the
cause is achieved by reasoning back from the problem through the actions
'that'preceded. This deductive reasoning is necessary to help seject

the correct recovery actions.

CONCLUSION
The. above criteria apply in varying degrees to every position associated
with PPS operation. Therefore, they should be used to select the

operating staff.
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TRAINING EVALUATION

On-site Sandia personnel provided training to Rockwell Hanford Operations
personnel. The objective of the training was to prepare the Rockwell
personnel to perform proficiently and safely all the functions necessary

to operate the PPS during the Operational Demonstration.

TRAINING PROGRAM

System training was organized around the three major-operational areas:
o Item Control Areas (ICA) - CM Packaging & Vault Storage.
e Material Operations and Accountability Centers (MOS & MAC).

e Security Operations Center (SOC).

The training for each of tﬁe operational areas was conducted in four
phases as follows: |

1. Introduction

2. Instruction and demonstration.

3. Supervision and practice.

4. Simulated full-scale operation.

The training was organized in modules and, wherever practicable,

Rockwell procedures were prepared for the PPS demonstration. The modular
organization permitted flexibility on the seqdence, as well as a
iprogression from the simplest to the most complex operations. In
addition, repeated practice sessions were held as necessary to allow
yindividuals to obtain an acceptable Teve] of proficiency. Insofar as
‘possible, modules were organized and presented to simulate actual

transactions.

Records were maintained on each individual's completion of modules.

Each module was signed by one of the instructors as acceptable
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_proficiency was achieved. Proficiency was judged by observation of

each trainee's performance by an instructor.

CONCLUSIONS

Tra%ningvpresented for personnel to operate the PPS during the
demonstration was optimized. In depth, detailed training on the wﬁy's
of system activity was not used. To train a demonstration-operating
staff, limited basic information was presented. The formal training
-bfogram was designed to prepare a staff for a short-duration operation.
Pre-demonstration, on-the-job training gave operating personnel some

_experience in applying the training.

Training of a staff to man a permanent installation should include

a core cUrricﬁ]um of computer 1nf0rmation. This would assure that

all personnel are learning and working from the same knowledge base.

The core knowledge should be applied to specific PPS programs and

v operating procedures. This should all be tied together in an operational
training activify which will train the individual in the application

of basic computer kn6w1edge and specific computer prdgrams to

~ operating situations. To gain the highest efficiency in operation,
selection criteria should be deve1oped for choosing personnel to

m?n the PPS.
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 TRAINING MODULE DESCRIPTION

ITEM CONTROL AREA OPERATION

® The Introduction module consisted of a brief review of the

-~

history and development of safeguards concepts, objectives and

implementation of the PPS, a glossary of PPS terminology, and a

tour of the facilities (3)*

e Simulation of an Inspection/Maintenance transaction consisted

of a brief period of classroom instruction and a walk-through
demonstration. Following classroom instruction, practice
sessions were held with small groups (less than 5) under actual

system operation conditions. (2)

¢ An In-vault move transaction, following an instruction and

demonstration session, utilized the CM Handler to move empty

CM's between locations within the SSM. (4)

A

¢ A Deposit transaction Part I started with the insertion of a CM

in the Verification Chamber, proceed to the loading of the S5TM
and its movement to the vault dock and conclude with the

insertion of the CM's into the SSM. (4)

e Deposit_transaction Part II similar to Deposit transaction Part I

except that operation of the CM Tester and Sealing fixture will
be added. (6)

o A Withdrawal transaction Part I made use of the STM to move empty CM's.

*The figure in the parenthesis following the module description is an
estimated minimum time, in hours, required for the initial instruction
and demonstration. . Practice time was in addition to this and was

variable, dependent on each individual's progress.
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Withdrawal Part II similar to Withdrawal Transaction Part I, except

operations of the sealing/unsealing fixture will be added. (5)

Full-scale operations encompassed all types of transactions with

all other areas in full operation and manned by Rockwell pe?sonne].

MOC AND MAC OPERATIONS

Introduction. (3)

The Data input module instructed peréonnel in the use of computer

terminals for the addition of transaction information to the data

base. (3)

Transaction monitoring demonstrated to personnel how a transaction

may be monitored by the information displayed on either a line
prﬁnter or CRT. (2)
Note: A prerequisite.was participatibn in Deposit and Withdrawal

Transaction Part II.

The: Reports module demonstrated the reports which are generated
by the MAC and provided instruction on how to generate certain

reports_as required. (3)

System start-up ("Boofing“) taught persohne] the procedures for

aborting and re-initializing a transaction and how to start up

the entire system including SOC, MOC, MAC and Vault Control. (4)

Optional (or contingency) control provided procedures on the use
of the override and manual options that may be used in extra-

ordinary circumstances.

Full-scale operations. (18)
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.S0C OPERATIONS

Introduction. (3)’

¢ Participation in Transactions allowed Patrol personnel to be

acquainted with normal operations. . They participated as observers

in simulated transactions. (4)

e A module on the use of Sense Switches (SSW) 0, 1, 2, and 3 trained
the SOC operators on the circumstances under which they will be

activated and the consequences of such use. (2)

e Full-scale operations. (18)
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MAINTENANCE EVALUATION

Two types of preventive maintenance were conducted during the demonstration
period. One was a weekly check of critical incident alarms (CIA) and
constant .air monitors by plant forces. The other.was computer maintenance

and exercise by a representative of the computer manufacturer.

Entrance to safeguarded areas for CIA chécks was made by transaction
control. Delays in passing through the safeguards personnel controls
increased the time required for these checks. The time was increased
from approximately b.] hour for CIA's in other areas to 0.65 hours for
CIA equiﬁment in the PPS area; a significant increase in time, most of

which was needed to pass safeguards controls.

In addition to the increased time required for CIA checks by plant

- forces, inspection and maintenance entries had a high frequency of
safeguards alarms. The alarms were caused by inspection and maintenance
‘party procedure vio]étions. This may be attributable to the limited
training given to these people. This type of alarm involves patrol
response, thereby increasing!the Tmpéct of preventive maintenance on

other plant forces.

Preyentive maintenance by the compUter vendor represeﬁtative was done
with MAC/MOC area safeguards controls in the access mode. There were
no alarms associated with this activity. However, on restart the
computer time settings were re-established twelve hours out of the
phase. 'This>was a non-alarm event. The error does emphasize the fact
that the PPS requirés,full—time attention. Unless close attention is

given to all changes in routine, errors will occur.
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UNSCHEDULED MAINTENANCE

Six unscheduled maintenance acfivities occurred during the demonstration.
They were caused by:

e Inoperative microswitch at CMP port door;'

o STM carrousel failed to rotate. 4

e Vault port door deadbolt would not Tock.

© Microswitch in carrousel one null position sticking.

© VérificationAChamber low gamma count;

@ Vault microprocessor not reading ID numbers.

A11 maintenance was done by Sandia.personnel. The total time involved
in doing the physical maintenance work was four and a quarter hours.
Including the time required to diagnose the problem increases the total
maintenance time to 26'hours.’ Sixteen hours of that time was associated

with the verification chamber problem.

No major disassembly of equipment was required for maintenance done

during the demonstration.

Maintenance was done by personnel who were very familiar with the
hardware and the details of its operation. They were specialists on

the PPS who were not dividing fheir time among other activities. WTttht
substantiation, it can be assumed that specialization by Sandia personnel

contributed to their maintenance éfficiency.

Time required to handle the verification chamber gamma counter problem
may be indicative of plant forces maintenance on the PPS. In this case,
Sandia personnel were not thoroughly familiar with the equipment. Two

days of diagnosis, consultation and discussion with off-site personnel
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were required to determine the extent of the problem and what corrective
action could be taken. Physical maintenance activities required to
adjust- the verifier were completed in approximately 15 minutes after

completing consultations with knowledgeable personnel.

CONCLUSION

The conclusion can be made that a significant savings can be had at the
PPS installation by providing in-depth, detailed training -for system
maintenance personnel. " Additional savings may be made by assigning

maintenance personnel exclusively to the PPS.





