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ABSTRACT 
- .  

Sandia Labo ra to r i es  o f  Albuquerque, New Mexico, has developed an 

advanced p lu ton ium s to rage  system. ' The system prov ides  p r o t e c t i o n  

f o r  and a c c o u n t a b i l i t y  o f  m a t e r i a l  i n  s torage.and c o n t r o l s  personnel 

access t o  s to rage  areas.   his s to rage  system has been i n s t a l l e d  

and operationally.demonstrated a t  t he  Rockwell Hanford Operat ions 

~ L ~ l a n t  f a c i  1  i ty. A1 1  demonstrat ion t r a n s a c t i o n s  were performed 

by Z-Plant  personnel.  The demonstrat ion was c a r r i e d  o u t  t o  

eva lua te  t h e  system ope ra t i on  us ing  spec ia l  nuc lea r  m a t e r i a l  i n  

an ope ra t i ona l  environment. Th i s  document i s  t he  e v a l u a t i o n  r e p o r t  

o f  t he '  ope ra t i ona l  demonstrat ion. 



PREFACE 

The ~l u t o n i  um P r o t e c t i o n  System (PPS) i s  a safeguards development 

p r o j e c t  performed by Sandia Labora to r ies ,  Albuquerque, New..Mexico 

f o r  t h e  Department o f  Energy. The o v e r a l l  p r o j e c t  goal  was t o  des ign  

and b u i l d  f o r  eva lua t i on ,  a p r o t o t y p e  p lu ton ium s to rage  system 

i n t e g r a t i n g  safeguards.concepts  w i t h  advanced technology.  The 

r e s u l t a n t  system, designed t o  be compat ib le  w i t h  a Hanford s to rage  

f a c i  1 i t y ,  has been sub jec ted  t o  safeguards and performance t e s t i n g .  

The l a t t e r  i nc l udes  a r e a l i s t i c  ope ra t i ona l  demonstrat ion us ing  

p lu ton ium and performed by a p p r o p r i a t e  Rockwell Hanford Operat ions 

personnel .  

R e l a t i v e  t o  e x i s t i n g  systems, t he  PPS i s  designed t o  p rov ide  improved 

p r o t e c t i o n ,  c o n t r o l  and a c c o u n t a b i l i t y  o f  packaged m a t e r i a l  and 

t o  p rov ide  more r i g i d  c o n t r o l  of  personnel access. I t  c o n s i s t s  

of t h r e e  c o n t r o l  cen te rs  f o r  opera t ions ,  a c c o u n t a b i l i t y  and s e c u r i t y ;  

a m a t e r i a l  packaging area; a secure m a t e r i a l  t r a n s p o r t  c a p a b i l i t y ;  

and a hardened v a u l t  s to rage  area w i t h  e n t r y  c o n t r o l ,  i n t r u s i o n  

de tec t i on ,  and assessment systems. 

Operat ion o f  t he  PPS i s  c o n t r o l l e d  by t h r e e  computer cen te rs  

( F i g u r e  1 ) : The M a t e r i a l  Accountabi 1 i ty  Center, t h e  M a t e r i a l  s ' 

Cfperations Center, an'd t he  S e c u r i t y  Operat ions Center.  Opera t ing  

as an i n t e g r a t e d  system, these cen te rs  p rov ide  s t r i n g e n t  c o n t r o l  , 

and r a p i d  a c c o u n t a b i l i t y  f o r  each package o f  p lu ton ium.  Access 

t o  and movement o f  p l u ton ium a r e  dependent upon ope ra t i ona l  

i n t e r a c t i o n  o f  t he  t h r e e  c o n t r o l  cen te rs  which a r e  .designed n o t  
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o n l y  t o  separate t he  a c c o u n t a b i l i t y ,  opera t ions ,  and s e c u r i t y  

f unc t i ons ,  b u t  a l s o  t o  c r e a t e  ove r l app ing  r e s p o n s i b i l i t i e s  f o r  

system r e l i a b i l i t y  and an i n h e r e n t  s e t  o f  checks and balances. 

,These cen te rs  a r e  i n te r connec ted  by a  da ta  communications network.  

A c t i v i t i e s  w i t h i n  t he  PPS.are covered by f o u r  types o f  t r a n s a c t i o n s :  

( 1  ) depos i t ,  ( 2 )  i n - v a u l  t movement, ( 3 )  wi thdrawal  and ( 4 )  i nspec t i on /  

maintenance. When.a p a r t i c u l a r  t r a n s a c t i o n  has been au thor ized ,  

t h e  app rop r i a te  data i s  en te red  i n t o . t h e  system, thus  e s t a b l i s h i n g  

a  t r a n s a c t i o n  f i l e .  Data f rom t h i s  f i l e  a r e  used by each computer 

cen te r  t o  s e t  up and assure t h a t  conduct o f  t he  t r a n s a c t i o n  proceeds 

o n l y  as au thor i zed .  

Rockwell p r e s e n t l y  sea l s  p l u ton ium i tems i n  food  pack cans f o r  

s torage.  I n  t he  PPS., p l u ton ium c o n t a i n j n g  cans a re  f u r t h e r  sealed 

i n t o  an overpack con ta ine r .  I n t e g r a t e d  i n t o  t he  upper h a l f  o f  each 

con ta ine r  a r e  l o g i c  c i r c u i t s  and sensors t o  p rov ide  u n i t  i d e n t i f i -  
. . 

ca t i on ,  m a t e r i a l  s e c u r i t y ,  sa fe t y ,  and r a p i d  i n v e n t o r y .  I n t e g r a l  

t o  t h e  lower  h a l f  i s  a  s e d u r i t y  tang  f o r  the  purpose o f  ' l o c k i n g  

t he  con ta ine r  i n  i t s  s to rage  l o c a t i o n .  

I n  t h e  packaging area each con ta ine r  i s  logged i n t o  t h e  system' 

da ta  base and t he  presence o f  a  t h resho ld  amount o f  r a d i o a c t i v e  

m a t e r i a l  i s  v e r i f i e d .  Conta iners  a r e  then moved by a  secure 

t r a n s p o r t e r  t o  t h e  v a u l t  area f o r  s torage.  The v a u l t  area houses 

t h e  secure s to rage  modules which p rov ide  secure s to rage  space f o r  

t h e  p lu ton ium,  c o n t r o l  access t o  t he  p lu ton ium,  and p rov ide  t h e  

f i n a l  l i n k  f o r  m a i n t a i n i n g  p l u ton ium a c c o u n t a b i l i t y  and i nven to ry .  



The secure s to rage  modules a r e  designed t o  p rov ide  in -dep th  

p r o t e c t i o n  ( i . e . ,  a  v a u l t  w i t h i n  a  v a u l t )  f o r  the  p lu ton ium.  

Each module con ta ins  f o u r  s to rage  ca r rouse l s  w i t h i n  a  massive 

s t r u c t u r e  t h a t  has w a l l s  of p re -cas t ,  s t e e l - r e i n f o r c e d  concre te  

and s t e e l  doors.  Each ca r rouse l  con ta ins  35 s to rage  s l o t s  i n  

a  c y l  i n d r i c a l  con f i gu ra t i on  designed f o r  s i ng le - con ta ine r -on l y  

access and p o s i t i v e  l o c k i n g  of  each con ta ine r .  R q t a t i o n  o f . e a c h  

car rouse l  i s  computer -con t ro l led  t o  a l l o w  o n l y  t h e  p resc r i bed  

con ta ine r  t o  be re leased  a t  t h e  a p p r o p r i a t e  t ime. Whi le i n  the, . ' 

s to rage  car rouse ls ,  t h e  s t a t u s  of  each c .onta iner  i s  con t i nuous l y  

moni tored .by a  micropr.ocessor i n  communication wi t h  t h e  m a t e r i a l  

a c c o u n t a b i l i t y  computer. 

A  succession o f  s e c u r i t y  checks.must be s a t i s f i e d  'before personnel 

a re  a l lowed t o  en te r  t h e  v a u l t  area. An i n t e g r a t e d  en t r y - con t ro l , ,  

i n t r u s i o n - d e t e c t i o n ,  and assessment system i s  designed t o  d e t e c t  

unau thor ized  e n t r y  a t tempts  and v e r i f y  p roper  personnel access. 

Major  elements o f  t h i s  system i n c l u d e  an e l e c t r o n i c  c r e d e n t i a l  

reader,  c losed  c i r c u i t  TV cameras, an i d e n t i f i c a t i o n  booth, metal  

and SNM de tec to r s  and mot ion sensors. 

I n  t he  des ign o f  t he  PPS sof tware,  p r o v i s i o n s  have been made f o r  

superv ised cont ingency ope ra t i ons  t o  a l l o w  manual recovery  i n  the  

even t  o f  personnel e r r o r s  o r  system mal func t ions .  

Tes t i ng  and e v a l u a t i o n  o f  the  PPS have been conducted i n  two phases; 

performance and safeguards. A major  p a r t  o f  t he  performance t e s t  

d a t a , i s  de r i ved  f rom the  ope ra t i ona l  demonstrat ion conducted by 

Rockv~el l  Hanford Operat ions a t  Rich land,  Washington. 



The P lu ton ium P r o t e c t i o n  System f i n a l  r e p o r t ,  SAND78-0660, i s  

' pub l i shed  i n  s i x  volumes as f o l l o w s :  

Volume I : Execu t i ve  Summary 

Volume I I : Sys tern Opera t ion  

Volume I I I : Hardware D e s c r i p t i o n  , . 

Volume I V :  Sof tware D e s c r i p t i o n  

Volume V :  Opera t iona l  Denionstrat ion 
& Eva lua t ion*  

~ o i u m e  V I :  System Tes t  and Eva lua t i on  

I n  a d d i t i o n  t o .  these volumes, a  l a r g e  number o f  d e t a i l e d  t e c h n i c a l  - ,  

r e p o r t s  have been ,publ ished. These a r e  re fe renced  i n  t h e  a p p r o p r i a t e  

volumes. A complete b i b 1  iography  o f  P lu ton ium P r o t e c t i o n  System 

r e p o r t s  i s  i nc l uded  i n  t h e  Execu t i ve  Summary, Volume I. 

ATERIALS OPERATIONS CENTER 

SECURE STORAGE,MODULE 
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1  

SUMMARY 

Sandia Labo ra to r i es  has developed a  new p lu ton ium p r o t e c t i o n  system 

t o  safeguard p lu ton ium i n  sto,rage. A  p r o t o t y p e  o f  t h i s  system has 

been i n s t a l l e d  a t  t he  Rockwell Hanford Operat ions, Z -P lan t  f a c i l i t y .  

The system was exerc ised  i n  a l l  phases o f  i t s  ope ra t i ona l  des ign by 

Z-Plant  personnel us i ng  s p e c i a l  nuc lea r  m a t e r i a l .  The demonstrat ion 

was designed t o  t e s t  t he  system i n  an ope ra t i ng  environment and 

. p rov ide  data by which t h e  system cou ld  be evaluated.  

The ~ a n d i a  P lu ton ium P r o t e c t i o n  System was 'designed t o  meet n i n e  

s p e c i f i c  c r i t e r i a :  

P r o t e c t i o n  i n  depth.  

e Release o f  one u n i t  a t  a  t ime. 

e Release o f  o n l y  t h a t  m a t e r i a l  a l lowed on an au tho r i zed  

t r a n s a c t i o n .  

e Separa t ion  o f  m a t e r i a l  and personnel d u r i n g  e n t r y  t o  and 

e x i t  f rom i t e m  c o n t r o l  areas. 

e . Con t ro l  of personnel access t o  t he  s to rage  area. 

e Produc t ion  o f  r e a l  t ime i n v e n t o r i e s .  

a Reduct ion o f  personnel exposure t o  r a d i a t i o n .  

0 Packaging o f  m a t e r i a l  un i fo rmly .  

@ P r o v i d i n g  p r o t e c t i o n  f o r  SNM i n  t r a n s i t .  . 

Dur ing t h e  demonstrat ion t h e  system met a l l  o f  t h e  des ign c r i t e r i a  

r e q u i  rements . 
\ 

Mlnlmum manpower r e q u i r e d  f o r  m a t e r i a l  t r a n s f e r s  i n  t he  p resen t  

Rockwell s to rage  system i s  f o u r .  The minimum manpower r e q u i r e d  



f o r  m a t e r i a l  t r a n s a c t i o n s  i n  t h e  PPS was f i v e  f u l l - t i m e ' p e r s o n n e l  

p l u s  f ou r  p a r t - t i m e  personnel f o r  v a u l t  door opening, t r a n s a c t i o n  

f i l e  i n i t i a l i z i n g  and maintenance. 

Th i s  minimum,number cou ld  be reduced by l o c a t i n g  t h e  s e c u r i t y  

o p e r a t i o n  cen te r  a t  a  c e n t r a l  a la rm f a c i l i t y  which i s  manned a t  a l l  

t imes f o r  o t h e r  purposes. 

Based on t h e  S e c u r i t y  Operat ions Center  l o g  r e c o r d  o f  t r a n s a i t i o n  

, s t a r t  and comple t ion  t imes, t h e  t ime'  r e q u i r e d  t o  s t o r e  SNM i n  t h e  

P lu ton ium P r o t e c t i o n  System averaged 0.52 hours per  CM. Storage i ' n  

t he  p r e s e n t l y  used Z-Plant  v a u l t s  averages 0.05 hours p e r  s to rage  

con ta ine r .  Th i s  inc rease  i n  t ime  i s  balanced by t he  added c a p a b i l i t y  

o f  produc ing r e a l  t ime i n v e n t o r i e s .  

Hand con tac t  gamma r a d i a t i o n  dose r a t e s  were reduced by 94 pe rcen t  
. . 

when m a t e r i a l  was packaged i n  c o n t a i n e r  modules and h e l d  i n  t h e  

c o n t a i n e r  module hand le r .  F u l l  body dose rate,s f o r  s t o rage  ope ra t i ons  

were reduced by 50 percen t  when compared w i t h  t h a t  r ece i ved  f o r  

s to rage  i n  e x i s t i n g  .vau l ts .  

Alarm c o n d i t i o n s  t h a t  r e q u i r e d  p a t r o l  response occur red  a t  an average 

r a t e  o f  two t imes per  work ing s h i f t .  Th i s  i s  a  p r o h i b i t i v e l y  h i g h  

r a t e  as each a larm stops the  movement o f  personnel and v e h i c l e s  i n  

o r  o u t  of t h e  ope ra t i ng  area. Causes of alarms must be rev iewed 

and c o r r e c t e d  be fo re  t h e  system i s  acceptable f o r  use i n  an 

o p e r a t i n q  s to raqe  f a c i l i t y .  

I 

Several  ope ra t i ng  problems were i d e n t i f i e d .  They i n v o l v e d  computer 

programs, equipment and communications. 



Computer program problems were assoc ia ted  w i t h  m a t e r i a l  hand l i ng  

sequences i n  t he  con ta ine r  module packaging room. Dur ing  one 

wi thdrawal  t r a n s a c t i o n  computer t r a c k i n g  o f  one CM f a i l e d .  The 

CM was au tho r i zed  on t he  t r a n s a c t i o n , ' b u t  was processed o u t  o f  

sequence. Th i s  should have caused an .alarm. Had sequencing 

i n s t r u c t i o n s  been i nc l uded  i n  . . t he  v e r i f i c a t i o n  p o r t i o n  o f  t h e  

wi thdrawal  program, an a la rm would have been sounded i n d i c a t i n g  

m a t e r i a l  was miss ing .  Program sequencing i n s t r u c t i o n s  should be 

extended t o  CMP r o o m . a c t i v i t i e s .  

Conta iner  modules and t he  secure t r a n s p o r t  module cou ld  be improved 

b y . p o s i t i o n i n g  guides t o  assure a l ignment  w i t h  car rouse l  s to rage  

s l o t s  and i t e m  c o n t r o l  area STM dock ing p o r t s .  

T r a i n i n g  programs should be iniproved t o  h e l p  p reven t  problems 

assoc ia ted  w i t h  ope ra t i ng  procedures and compute.r program communi- 

c a t i o n  which must be f o l l owed  very  e x a c t l y .  Communication con fus ion  

caused severa l  t r a n s a c t i o n  abor ts .  B e t t e r  ope ra to r  understanding 

of t he  system and computer programs should reduce these t r a n s a c t i o n  

abo r t s .  

E f f i c i e n t  maintenance would r e q u i r e  a  s p e c i a l l y  t r a i n e d  maintenance 

crew assigned t o  t he  Pluton ium P r o t e c t i o n  System. 

C r i t i c a l i t y  e v a l u a t i o n  i n d i c a t e s  t h a t  t h e  s to rage  system cou ld  be 

extended i n f i n i t e l y  f o r  t h e  s to rage  o f  unmoderated 2.5 k i l og ram 

masses packaged i n  t h e  con ta ine r  module and r e t a i n e d  i n  ca r rouse l  

s to rage  s l o t s .  



The o p e r a t i o n a l  demonstrat ion revea led  t h a t  t h e  safeguards concepts 

of t he  Sandia Pluton ium P r o t e c t i o n  System were compat ib le  w i t h  an 

ope ra t i ona l  environment. 



DEMONSTRATION PLAN 

The demonstrat ion was d i v i d e d  i n t o  t h r e e  per iods ,  each planned f o r  

f o u r  weeks d u r a t i o n .  S p e c i f i c  predetermined t r a n s a c t i o n s  were t o  be- 

accomplished d u r i n g  each phase of t h e  ope ra t i on  t o  determine PPS 

ope ra t i ona l  impact  on a l l  aspects of  a  p lu ton ium s to rage  f a c i l i t y .  

Table I summarizes t he  ac tua l  conduct o f  t he  demonstrat ion.  Dev ia t i ons  

f rom the  planned demonstrat ion were minor  and a r e  no ted  i n  t h e  comments. 

As d iscussed below the  demonstrat ion was completed i n  s i x  r a t h e r  than 

twel  ve weeks. 

PHASE I LOADING OPERATIONS 

Phase I was planned as a  20 workday p e r i o d  wherein 84 con ta ine rs  o f  

SNM would be depos i ted  i n  t he  PPS. The PPS was planned t o  be loaded by . 

pe r fo rming  a t  l e a s t  20 m a t e r i a l  d e p o s i t  t r a n s a c t i o n s .  Carrousel  one 

was comple te ly  loaded w i t h  p l u ton ium ox ide .  Rad ia t i on  exposure 1  eve1 s  

were measured and r a d i a t i o n  contours r e s u l t i n g  from the  one f u l l y  

loaded ca r rouse l  were determined. Carrousel  f i v e  was comple te ly  loaded 

w i t h  p l u ton ium meta l .  Again r a d i a t i o n  con tours  were determined f rom 

two f u l l y  loaded car rouse ls .  P lu ton ium ox ide  was then loaded i n t o  

t h r e e  d i f f e r e n t  ca r rouse l s  i n  Bay 1. Inspect ion/maintenance t r a n s a c t i o n s  

were conducted d u r i n g  t h i s  pe r i od .  

PHASE I 1  STORAGE OPERATIONS 

Phase I 1  was p lanned.as a  20 workday p e r i o d  beg inn ing  a f t e r  t he  PPS 

l o a d i n g  ope ra t i ons  had been completed. Dur ing  t h i s  s h o r t  term storage,  

t he  p lu ton ium was moni tored by computer and.some CM's were r e l o c a t e d  

t o  d i f f e r e n t  ca r rouse l  l o c a t i o n s .  Real t ime  accountability/inventory 



was per forned by computer ized mon i t o r i ng  o f  t h e  con ta ine r  i d e n t i t i e s ,  

l o c a t i o n s ,  bulges, and temperatures. Twelve r e l o c a t i o n s  (movement) 

t r ansac t i ons ,  i n v o l v i n g  48 con ta iners ,  were scheduled so t h a t  o t h e r  

ca r rouse l  l o c a t i o n s  would be t e s t e d  f o r  o p e r a b i l i t y . .  Conta iner  modules 

were p laced  i n  t he  t o p  and bottom l e v e l s  of each ca r rouse l .  I nspec t i on /  

maintenance t r ansac t i ons  were a1 so conducted d u r i n g  t h i  s  per iod . .  

PHASE 111 WITHDRAWAL OPERATIONS 

Phase I 1 1  was planned as a  20 workday p e r i o d  d u r i n g  which t h e  SNM was 

t o  be removed f rom the  PPS. Twenty d i t hd rawa l  t r a n s a c t i o n s  were scheduled 

t o  remove t he  84 CM's. A f t e r  removal from the  CM's t h e  Rockwell con ta i ne rs  

were inspected,  seal  i n t e g r i t y  examined, and depos i ted  i n t o  an e x i s t i n g  

Rockwell v a u l t .  Inspect ion/maintenance t r ansac t i ons  were conducted 

d u r i n g  t h i s  pe r i od .  The removal o.f t h e  l a s t  SNM con ta ine r  s i gna led  

t he  end o f  t he  demonstrat ion pe r i od .  

IMPLEMENTATION OF DEMONSTRATION PLAN 

A c t i v i t i e s  i n  a l l  t h r e e  phases were completed i n  fewer workdays than 

t h e  p r o j e c t  demonstrat ion had planned. S ta f f i ng  the  demonstrat ion f o r  

e i g h t  hours a  day, r a t h e r  than t h e  planned f o u r  hours, was a  major  reason 

f o r  the  reduced number o f  workdays r e q u i r e d  t o  complete a l l  t h r e e  phases. 

Operator  e f f i c i e n c y ,  coopera t ion  o f  Sandia Labo ra to r i es  personnel ,  

r e d u c t i o n  o f  a larm response a c t i o n  and minimal unplanned maintenance 

problems were impo r tan t  i n  t he  t i m e l y  comple t ion  of  t h e  demonstra.t ion 

w i t h i n  t he  planned commi tment. 

A l l  tr.ar.~sacL'ior~s were c a r r i e d  o u t  on t h e  day s h i f t .  , 



The twenty  depos i t  t r a n s a c t i o n s  were c a r r i e d  o u t  d u r i n g  t h e  Phase I 

l o a d i n g  opera t ions .  The minimum number of con ta ine rs  i n  a  t r a n s a c t i o n  

was two, t he  maximum was f i v e ,  which represen ted  one f u l l  l o a d i n g  o f  

t h e  STM ca r rouse l .  

T ransac t ion  i d e n t i f i c a t i o n  was numer ica l .  Depos i t  t r a n s a c t i o n s  were 

au tho r i zed  by t r a n s a c t i o n s  numbered between 33 t o  53 (Table I). Depos i t  

t r ansac t i ons  t imes a r e  summarized i n  Table 11. A l l  t r a n s a c t i o n  t imes a r e  

based on t h e  S e c u r i t y  Operat ion Center l o g  r e c o r d  o f  CMP and v a u l t  

t r a n s a c t i o n  t imes.  

Carrousel  one d e p o s i t  t imes a re  h i g h  because of  t r a n s a c t i o n  f a i l u r e s  

and a problem w i t h  t h e  car rouse l  n u l l  p o s i t i o n  mic roswi tch .  Manual 

mode computer ope ra t i on  was necessary t o  o v e r r i d e  t h e  sw i tch .  Th i s  

increased t he  t ime  r e q u i r e d  f o r  depos i t s  i n  ca r rouse l  one. 

Phase 11, i n - v a u l t  movement opera t ions ,  was completed i n  f i v e  work ing  

days. Again s t a f f i n g  t he  demonstrat ion f o r  e i g h t  hour days, r a t h e r  than 

t he  planned f ou r  hours, was a  major  c o n t r i b u t i o n  t o  t he  r e d u c t i o n  i n  

t he  number o f  workdays r e q u i r e d  f o r  t h i s  phase. 

The f i r s t  i n - v a u l t  movement t r a n s a c t i o n  i n  ca r rouse l  one was de layed 

because o f  t h e  n u l l  p o s i t i o n  m ic rosw i t ch  problem. Co r rec t i on  o f  t h i s  

problem, which developed du r i ng  Phase I, was delayed u n t i l  Phase I 1  

so as n o t  t o  de lay  Phase I. Sandia personnel f reed t he  m ic rosw i t ch  

a c t i o n .  A f t e r  the  sw i t ch  maintenance, ca r rouse l  one c o u l d  be operated 
I 

by computer c o n t r o l .  Before t he  s w i t c h  maintenance, ca r rouse l  one door 

r e l ease  was done i n  t h e  manual mode, which caused an inc rease  i n  t h e  

t ime  r e q u i r e d  f o r  t r a n s a c t i o n s  i n  t h a t  ca r rouse l .  I n - v a u l t  movement 

t r a n s a c t i o n  t imes a r e  summarized i n  Tab le  11. 



Phase I I I, withdrawal ope ra t i ons ,  were completed i n  t en  and one-ha1 f 

. working days. ~ i g h t  hour s t a f f i n g ,  a  r e d u c t i o n . i n  the  number of 

t r ansac t i on  f a i  1  ures, and minimum maintenance c o n t r i b u t e d  t o  t he  

r a p i d  withdrawal t ime. 

Withdrawal t r ansac t i ons  i nc lude  a  one CM withdrawal made dur ing  the  

i n - v a u l t  movement phase. Th is  u n i t  was removed e a r l y  because t h e  

s t a t i c  i d e n t i f i c a t i o n  c i r c u i t  f a i l e d .  The f a i l e d  I D  was causing a  

s e c u r i t y  a larm each t ime i nven to ry  was taken. 

Wi thdrawa1, t ransact ion t imes a re  a l s o  summarized i n  Table 11. q 
. '  8 

Times f o r  t r ansac t i ons  i n  t he  pres.ent ~ o c k w e l l  s torage system a re  

inc luded ' i n  Table I-I. These. t ransac t ions  i nc lude  t rans fe rs  i n v o l v i n g  

v a u l t s  ad jacent  t o  t he  Sandia Plutonium P r o t e c t i o n  System and those 

loca ted  a  subs tan t i a l  d is tance from the  system. 
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TABLE I 

SUMMARY OF DEMONSTRATION BY TRANSACTION NUMBER 

.'TRANSACT I ON TYPE OF NUMBER TRANSACTION 
NUMBER TRANSACTION . . OF C M ' s  TIME-HOURS. 

DEPOSIT 

DEPOSIT 

INSP.  & MAINT.  

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

INSP .  & MAINT.  

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

INSP.  & MAINT.  

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

DEPOSIT 

VAI1I.T MOVEMFNT 

VAULT MOVEMENT 

VAULT MOVEMENT 5 

VAULT.IOVEMENT 5 

VAULT MOVEMENT 4 

INSP.  & MAINT.  0 

VAULT MOVEMENT 5 

VAULT MOVEMENT 5 

VAULT MOVEMENT 2 



i' o RHO-CD-567 
TABLE I CONTINUED 

SUMMARY OF DEMONSTRATION BY TRANSACTION NUMBER 

TRANSACTION TYPE OF NUMBER TRANSACTION 
NUMBER TRANSACTION OF C M ' S  TIME-HOURS 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

I N S P .  & M A I N T .  

WITHDRAWAL 

WITHDRAWAL 

MONTHLY COMPUTER M A I N T .  

WITHDRAWAL 
WITHDRAWAL 

WITHDRAWAL 

TRANSACTION SHEET DESTROYED 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

W I T 1  IDRAWAL 

WITHDRAWAL 

I N S P .  & M A I N T .  

WITHDRAWAL 

WITHDRAWAL 

WITHDRAWAL 

I N  VAULT MOVE 

I N  VAULT MOVE 

I N  VAULT MOVE 

I N  VAULT MOVE 

* L a s t  t r a n s a c t i o n  o f  d e m o n s t r a t i o n .  

** T h e s e  i n - v a u l t  m o v e  t r a n s a c t i o n s  w e r e  a u t h o r i z e d  by o u t  o f  n u m e r i c a l  
s e q u e n c e  t r a n s a c t i o n s .  



TABLE I 1  

SUMMARY OF DEMONSTRATION TIME 

DEPOSIT TRANSACTIONS 

TOTAL CARROUSEL # 1  CARROUSELS 
DEPOSITS 

TWO, THREE, FOUR, F I V E  
- DEPOSITS - [ I E P O  I T S  
X DEPOSIT X T IME 

----- 

TRANSACTIONS . CM's T IME TIME!CM CM's  T IME 
.X TIFIE 

PER CM CM' s T IME PER CM 

4 4  HRS 0 .52  HRS 

MOVEMENT TRANSACTIONS 
- 

TRANSACTIONS CM' s T IME X MOVEMENT 
TIME/CM 

1 2  4 8 6 . 1  HRS 0 .13  HRS 

WITHDRAWAL TRANSACTIONS 

TRANSACT IONS CMD s T IME - X WITHDRAWAL 
TIME/CM 

2 1  8 4  3 6 . 8  HRS 0 . 4 4  HRS 

ROCKWELL VAULT TRANSACTIONS 

TRANSFERS INVOLVING ADJACENT VAULTS - 10 MINUTES/5 UNITS  0 . 0 3 3  HOURS PER U N I T  

0.-050 HOURS PER U N I T  



DESIGN CRITERIA EVALUATION 

OPERATING STATEMENT 

The Rockwell Hanford Operat ion demonstrat ion of the .Sand ia  L a b o r a t o r i e s 1 -  

designed Pluton ium P r o t e c t i o n  System was conducted t o  eva lua te  t h e  

PPS as an ope ra t i ona l  s to rage  f a c i l i t y  us i ng  spec ia l  nuc lea r  m a t e r i a l .  

E i g h t y - f o u r  i tems o f  SNM were loaded i n t o ,  r e l o c a t e d  w i t h i n  and then 

withdrawn f rom the  SSM. These a c t i o n s ' w e r e  conducted by Rockwell 

Hanford Operat ions personnel w i t h  minimum guidance f rom o n - s i t e  

Sandia personnel .  

A l l  l oad  i n ,  r e l o c a t i o n  and wi thdrawal  o f  SNM was done f o l l o w i n g a  

preplanned t r a n s a c t i o n  schedule. The SNM t r a n s a c t i o n s  were planned 

t o  exe rc i se  a l l  f u n c t i o n s  o f  t h e  PPS. System responses ' to  these 

ope ra t i ons  a r e  used t o  eva lua te  t he  PPS a g a i n s t  t h e  des ign c r i t e r i a .  

DESIGN CRITERIA 

The PPS was designed t o  s p e c i f i c  c r i t e r i a  f o r  t h e  p r o t e c t i o n  and 

i n v e n t o r y i n g  o f  SNM. The des ign  c r i t e r i a  are:  

e Prov ide  p r o t e c t i o n  in -dep th  such t h a t ,  if the v a u l t  w a l l  

were breached by an adversary  t he  m a t e r i a l  would s t i l l  be 

p ro tec ted .  

e Release t o  t h e  cus tod ian  o n l y  one au tho r i zed  u n i t  a t  a  t ime.  

e Prov ide  a  r e a l  t ime  i n v e n t o r y  o f  t h e  m a t e r i a l  i n  t h e  v a u l t .  

e Reduce the  r a d i a t i o n  exposure t o  personnel .  

s R e s t r i c t  access t o  t he  v a u l t  o n l y  t o  those personnel 

i d e n t i f i e d  w i t h  t he  p a r t i c u l a r  t r a n s a c t i o n .  

Separate the  passage o f  m a t e r i a l  f rom t h e  passage of personnel 

and mon i t o r  t he  personnel c o r r i d o r  f o r  p r o h i b i t e d  a r t i c l e s .  



V e r i f y  t h a t  o n l y  au tho r i zed  m a t e r i a l  i s  be ing removed 

f rom t h e  v a u l t  o r  be ing  depos i ted  i n  t h e  v a u l t .  

e Package m a t e r i a l  u n i f o r m l y  f o r  s to rage  i n  t he  PPS. 

o Prov ide  p r o t e c t i o n  f o r  SNM m a t e r i a l  w h i l e  i t  i s  i n  t r a n s i t .  

SAFEGUARDS 

"Black h a t t i n g " ,  p lanned at tempts t o  subver t  t h e  system, was n o t  

i nc l uded  i n  t h i s  demonstrat ion.  However, t he  bas i c  safeguard , '  

system requi rements o f  de tec t i on ,  assessment and response were 

p a r t  o f  t h e  ope ra t i ona l  demonstrat ion.  Therefore,  these safeguard 

requi rements a r e  c r i t e r i a  f o r  e v a l u a t i n g  system performance. 

PROTECTION I N  DEPTH 

The des ign  f e a t u r e s  t h a t  enable t h e  system t o  meet t h e  c r i t e r i o n  o f  

p r o v i d i n g  p r o t e c t i o n  i n  depth, a r e  b u i l t  i n t o  t he  secure s to rage  

module. The i n d i v i d u a l  m i n i  v a u l t s  w i t h i n  which t h e  s to rage  ca r rouse l s  

a re  l o c a t e d  a r e  second b a r r i e r s  . t o  access t o  SNM. I f  the  v a u l t  room , . 

w a l l s  were breached, t h e  m i n i  v a u l t  and CM tang  deadbo l t  p resen t  

another  f o rm idab le  b a r r i e r  t o  ' the  adversary.  

By i n s p e c t i o n  i t  i s  obvious t h a t  t h i s  c r i t e r i o n  was met. The SSM 

was b u i l t  w i t h  s u b s t a n t i a l  c o n s t r u c t i o n  t h a t  would p reven t  an 

adversary  from g a i n i n g  ready access t o  SNM. The s t r e n g t h  of t h i s  

second b a r r i e r  was n o t  cha l lenged by Rockwel l .  

RELEASE OF ONE UNIT AT A TIME 

The system des ign t h a t  assures t h a t  t he  SSM w i l l  r e l ease  o n l y  one . '  

u n i t  a t  a  t ime  i s  b u i l t  i n t o  t h e  MAC, MOC, v a u l t  computer and ca r rouse l s  



themselves. A narrow door p rov ides  access i n t o  t h e  m i n i  v a u l t  and . *  

t h e  ca r rouse l .  Storage arrangements around t h e  carGousel r e s t r i c t  

access t o  o n l y  one con ta ine r  module a t  a  t ime.  Th i s  s e c u r i t y  e x i s t s  

even when a l l  o f  t h e  CM tang deadbol ts  a r e  unlocked. Th i s  r e s t r i c t i 0 . n  

i s  ach ieved by a r rang ing  CM s to rage  s l o t s  i n  a  geometry t h a t  f u l l y  

exposes o n l y  one i t e m  when a  door i s  opened. A recessed l o c k i n g  p i n  

au tomat ica l  l y  engages t h e  ca r rouse l  a f t e r  t h e  c u r r e n t  t r a n s a c t i o n  

CM has been a l i g n e d  w i t h  t he  door.  Th i s  p reven ts  manual r o t a t i o n  o f  

t h e  car rouse l  when the. door i s  open. 

R o t a t i o n  of t h e  ca r rouse l  t o  p o s i t i o n L t h e  c o r r e c t  CM r e t a i n i n g  s l o t  

i n  t he  access p o s i t i o n  i s  under c o n t r o l  o f  t h e  vaul  t computer. Computer 

agreement on a l l  t r a n s a c t i o n  i n f o r m a t i o n  must be p e r f e c t .  Wi thout  
. . 

. . 
agreement in te r -computer  permiss ion  f o r  ope ra t i on  and automat ic  

sequencing of ac t i ons ,  which r e s u l t  i n  access t o  t he  SNM, w i l l  n o t  be 

s t a r t e d .  

Dur ing  t h e  ope ra t i ona l  demonstrat ion, exac t  c o n t r o l  was ma in ta ined  

on t h e  re l ease  o f  SNM f rom t h e  v a u l t .  

The secure t r a n s p o r t  module (STM) a l s o  r e s t r i c t s  access' t o  one CM 

a t  a  t ime.  Th i s  m a t e r i a l  must a l s o  be au tho r i zed  by t h e  c u r r e n t  

t r a n s a c t i o n .  However, i n  one move t h e  STM re leased  a d d i t i o n a l  CM's 

i n  t h e  CMP room i n  a  sequence t h a t  subver ted computer c o n t r o l .  

Operator  a c t i o n s  which r e s u l t e d  i n  subver ted computer c o n t r o l  

were as f o l l o w s :  

The STM was docked a t  t h e  CMP. 

Operat ion was by computer c o n t r o l .  

0 One CM was removed f rom t h e  STM, v e r i f i e d  and p laced  i n  

t h e  g l ove  box. 



CI A l l  o t h e r  CM's were removed from the  STM and p laced  i n  

t he  s to rage  wagon w i t h o u t  pass ing through t h e  v e r i f i c a t i o n  

chamber. Th i s  should have caused an alarm. . 

@ V e r i f i c a t i o n  of  CM's was s t a r t e d ,  b u t  wi . thout  regard f o r  

t he  c o r r e c t  sequencing of  CM's. 

s V e r i f i c a t i o n  i n  t he  out-of-seque.nce o r d e r  was accepted 

by t he  computer. 

e One CM remained t o  be v e r i f i e d  a f t e r  t h e  v e r i f i c a t i o n  o f  

the  CM which t he  computer had i d e n t i f i e d  as l a s t  i n  t h e  group. 

e The computer d i d  n o t  ma in ta i n  t r a n s a c t i o n  sequencing o r  a la rm 

when t he  l a s t  o f  t he  t r a n s a c t i o n  CM's was v e r i f i e d  ahead o f  

o t h e r  CM's. 

Th i s  i s  a programming d e f i c i e n c y  which i s  c o r r e c t a b l e  by an a d d i t i o n  

t o  t he  computer program. 

A l l  programs should be reviewed t o  assure t h a t  sequencing c o n t r o l s  

and alarms a r e  i n  p lace .  
, 

REAL TIME INVENTORIES 

The des ign  c r i t e r i o n  t o  p rov ide  r e a l  t ime  i n v e n t o r i e s  r e q u i r e s  

i n t e r a c t i o n  o f  severa l  computer ' a c t i v i t i e s .  

Three types o f  i n v e n t o r i e s  were taken d u r i n g  t h e  demonstrat ion.  

The scheduled i nven to ry  i s  a f u l l  i n v e n t o r y  which i s  a u t o m a t i c a l l y  

taken on a p r e s e t  t ime  cyc le .  The c y c l e  t ime  i s  program c o n t r o l l e d  

and can be changed. For t h e  demonstrat ion a one hour  c y c l e  t ime  

was used. The i n i t i a l  scheduled i n v e n t o r y  i s  taken when t h e  system '. . 

i s  i n i t i a l l y  brought  on l i n e .  A t  t h i s  t ime  t h e  MAC computer a u t o m a t i c a l l y  



i n v e n t o r i e s  t he  secure s to rage  modules. Subsequent i n v e n t o r i e s  

a r e  then  conducted a t  the  p r e s e t  c y c l e  t ime.  Any d iscrepancy 

w i l l  cause an alarm. 

By design, when a  t r a n s a c t i o n  i s  i n  progress a t  t h e  t ime t h e  scheduled 

i n v e n t o r y  should be s t a r t e d  t he  i n v e n t o r y  i s  de layed u n t i l  t he  

t r a n s a c t i o n  i s  complete, caus ing t he  t i m i n g  c y c l e  t o  be r e s e t  t o  

t h e  t ime t h e  delayed i n v e n t o r y  begins.  Th i s  de lay  i n  i n v e n t o r y  means 

t h a t  t he  i n v e n t o r y  pe r i od  i s  extended. Dur ing  t h i s  ex tens ion  account-  

a b i l i t y  i s  ma in ta ined  by t he  v a u l t  s e c u r i t y  systems and t h e  qu i ck  

i n v e n t o r i e s  which a r e  d iscussed below., 

The qu i ck  i n v e n t o r y  i s  a  second type  o f  i n v e n t o r y  o f  t h e  SSM1s which 

i s  taken a t  t h e  end o f  each v a u l t  t r a n s a c t i o n  w h i l e  t h e  t r a n s a c t i o n  

p a r t y  i s  de ta ined  i n  the  h o l d i n g  area ( i  .e., p r i o r  t o  un lock ing  t he  

ID  booth door ) .  Th i s  i n v e n t o r y  compares i n f o r m a t i o n  rece i ved  f rom 

t h e  SSM1s on t he  r e l a t i v e  l o c a t i o n  o f  each CM by ID  number w i t h  i t s  

p o s i t i o n  as d e f i n e d  by the i n v e n t o r y  da ta  base. Th i s  i s  a  s e c u r i t y  

i n v e n t o r y  which i s  used t o  assure t h a t  a  CM w i t h '  t h e  c o r r e c t  ID 

number i s  l o c a t e d  i n  Lhe cu r - rec t  ca r rouse l .  Discrepancy i n  CM 
. . 

p o s i t i o n  w i l l  cause an alarm. 

' .  There i s '  a l s o  a  qu i ck  i nven to ry  o f  t he '  STM. Th i s  i n v e n t o r y  i s  taken 

before undocking and a f t e r  dqck ing t he  STM and j u s t  p r i o r  t o  t he  

SSM qu i ck  i nven to ry .  

The t h i r d  t ype  o f  i n v e n t o r y  i s  t h e  demand i nven to ry . .  Th i s  i n v e n t o r y  
, . , . . . 

; i s  i n i t i a t e d  by t he  MAC ope ra to r .  Th i s  i n v e n t o r y  i s  i d e n t i c a l  w i t h  , '  . ' . . 

t he  scheduled i n v e n t o r y  and can ,be taken  a t  any t ime  o u t s i d e  o f  a 

t r a n s a c t i o n .  



Discrepancy between, v a u l t  and da ta  base i n fo rma t i on  w i l l  cause an 

alarm. T h i s  i n v e n t o r y  causes t h e  i n v e n t o r y  c y c l e  t o  be reset . .  

I n  a d d i t i o n  t o .  t he  above i n v e n t o r i e s ,  when n o t  o therw ise  occupied, 

t h e  v a u l t  computer c o n t i n u a l l y  per forms a  ' ' sea l "  t ype  i nven to ry .  

T h i s  i n v e n t o r y  checks t h e  c o n d i t i o n  of deadbolts,  m ic roswi tches  . . 

and o t h e r  s e c u r i t y  equipment. An a la rm i s  sounded i f  an unexpected 

change i n  equipment s t a t e  i s  found. The absence o f  an a la rm i n d i c a t e s  

t h a t  a l l  i tems i n  t he  i n v e n t o r y  a r e  secure. 

Therefore,  by a  combinat ion o f  scheduled and qu i ck  i n v e n t o r i e s  and 

c o n t i n u a l  mon i t o r i ng  o f  s e c u r i t y  equipment i n  t h e  v a u l t ,  t h e  PPS 

d i d  p rov ide  r e a l  t ime i n v e n t o r i e s .  

REDUCTION OF PERSONNEL EXPOSURE 

Storage areas c o n t a i n i n g  1  arge i n v e n t o r i e s  o f  p l  u t o n i  um have h i g h  

r a d i a t i o n  exposure r a t e s .  A  des ign c r i t e r i o n  o f  the  PPS i s  t o  

reduce t h e  r a d i a t i o n  exposure r a t e s .  Rad ia t i on  exposure' r a t e s  were 

reduced by: 

e P l a c i n g  t he  r a d i o a c t i v e  m a t e r i a l  i n  t he  CM which p rov ides  

a  l a y e r  o f  s h i e l d i n g .  

e Using a  CM hand le r  t h a t  inc reases  t h e  d i s tance  between t he  

source. m a t e r i a l  and t h e  ope ra to r .  

e S t o r i n g  t he  CM's i n  r o t a t i n g  s to rage  c y l i n d e r s  t h a t  p o s i t i o n  

m a t e r i a l  so t h a t  d i r e c t  exposure i s  r ece i ved  f r om o n l y  two CM's. 

0 Loca t i ng  t he  s to rage  car rouse l  i n  a  c u b i c l e  sh ie l ded  by 

concre te  and s t e e l .  

e L i n i n g  t h e  c u b i c l e  doors w i t h  po l ye thy lene  s h i e l d i n g  h l ncks .  

I, 



Rad ia t i on  measurements made as r a d i o a c t i v e  m a t e r i a l  was be ing  handled 

: i n  t he  PPS, conf i rmed t h a t  r a d i a t i o n  expo'sure r a t e s  were reduced by 

t he  PPS. 

Personnel r a d i a t i o n  exposure rece i ved  d u r i n g  CMP room a c t i v i t i e s  i s  

o f f s e t  by t he  personnel exposure savings i n  t r a n s f e r r i n g  CM's t o  t he  

vau l  t. 

I n  a d d i t i o n  t o  t h e  phys i ca l  f e a t u r e s  t h a t  reduced t h e  r a d i a t i o n  r a t e ,  

t he  c a p a b i l i t y  o f  i n v e n t o r y i n g  t he  v a u l t  by computer r,educed t h e  

.personnel r a d i a t i o n  exposure. Manual i n v e n t o r y  a c t i v i t y  necessary 

t o  achieve t he  same i n v e n t o r y  v e r i f i c a t i o n  con f idence  p rov ided  by 

t h e  PPS, would r e q u i r e  a t  l e a s t  one person i n  the  exposure f i e l d  

a t  a l l  t imes.  

D e t a i l s  o f  r a d i a t i o n  exposure r a t e  changes a r e  d iscussed i n  t h e  s e c t i o n  

on r a d i a t i o n  p r o t e c t i o n .  

VAULT ACCESS CONTROL 

Cont ro l  o f  personnel access t o  t h e  v a u l t  was a  des ign  c r i t e r i o n .  The 

c r i t e r i o n  was met by i n t e g r a t i n g  the  a c t i v i t i e s  of severa l  system 

components and a d m i n i s t r a t i v e  c o n t r o l .  

Personnel were au tho r i zed  f o r  s p e c i f i c  area access w i t h i n  t he  PPS: 

Vau l t ,  MAC and MOC. T h i s  a u t h o r i z a t i o n  was c.ountersigned by two 

independent ly  r espons ib l e  i n d i v i d u a l s .  Au thor ized  personnel i n f o r m a t i o n  

must be en te red  i n t o  t h e  system a t  t he  MAC t o  e s t a b l i s h  e l e c t r o n i c  

badge i d e n t i f i c a t i o n  and t he  assoc ia ted  photo car rouse l  s l i d e  e n t r i e s  

a t  t h e  SOC. Th i s  i n fo rma t i on  was used i n  con junc t i on  w i t h  two 

e l e c t r o n i c  badge readers  and a face/photo match.iny system. 



The face/photo check ' r equ i red  t he ,  SOC pat ro lman t o  v e r i f y  t h e  

face/photo match. Door l o c k s  were' e l e c t r i c a l l y  re leased  by t h e  

SOC pat ro lman i f  t h e  face/photo matched. _The pat ro lman i n i t i a t e d  

an a larm when t h e  f ace lpho to  d i d  n o t  match. 

E l e c t r o n i c  badge alarms were automat ic  when t h e  badge be ing  read 

d i d  n o t  match one au thor ized  by t he  t r a n s a c t i o n  f i l e .  

The walk- through badge reader  a t  t h e  ent rance t o  t h e  personnel 

c o r r i d o r  w a s , i n s t a l l e d  p r i m a r i l y  as a system s a f e t y  f e a t u r e  used 

t o  keep t r a c k  o f  personnel i n  t he  v a u l t .  I n  a d d i t i o n  s e c u r i t y  

use o f  t h i s  badge reader was t o  make a p r e l i m i n a r y  check t h a t  

personnel au tho r i zed  by t he  t r a n s a c t i o n  t h a t  was i n  progress were 

indeed p resen t .  It was found t h a t  t h i s  badge reader  cou ld  be 

subver ted by knowledgeable personnel .  Th i s  r e q u i r e s  h o l d i n g  t h e  

badge i n  such a p o s i t i o n  t h a t  t he  badge reader  d i d  n o t  sense t h e  

b u i l t - i n  i d e n t i t y  loop.  Th i s  d i d  occur  d u r i n g  t he  demonstrat ion, 

however, the  i n d i v i d u a l  was q u i c k l y  i d e n t i f i e d  as an i n t r u d e r  a t  the  

outermost  s e c u r i t y  b a r r i e r ,  t h e  v a u l t  personnel c o r r i d o r  ID booth.  

A t  t h i s  p o i n t ,  t h e  i n d i v i d u a l  was s t i l l  p revented f rom e n t e r i n g  t h e  

v a u l t .  

A person n o t  wear ing an e l e c t r o n i c  badge c o u l d  p a s t  t he  f i r s t  c r e d e n t i a l  

reader ,  b u t  would be i d e n t i f i e d  as an i n t r u d e r  a t  t he  ID booth.  

Dur ing t he  demonstrat ion,  t he  PPS d i d  s u c c e s s f u l l y  r e s t r i c t  access 

t o  t h e  v a u l t  t o  o n l y  those personnel i d e n t i f i e d  w i t h  a  p a r t i c u l a r  

t r a n s a c t i o n .  

SEPARATION OF MATERIAL AND PERSONNEL 

Basic  t o  t h e  PPS des ign i s  t he  sepa ra t i on  o f  m a t e r i a l  and personnel .  



T h i s  i s  done by r e s t r i c t i n g :  t h e  passage o f  m a t e r i a l  when i t  i s  

be ing removed f rom an i t e m  c o n t r o l  area.  The r e s t r i c t i o n  l i m i t s  

t he  pathway f o r  t h e  removal of SNM t o  a  computer , c o n t r o l l e d  port.,  

The p o r t  i s  n o t  opened unless t he  STM was docked a t  t h a t  p o r t .  

Requ i r ing  t h e  STM t o  be docked before t h e  p o r t  i s  opened, assured 

t h a t  t h e  p o r t  i s  b locked by a  v e h i c l e  t h a t  would secure any 

m a t e r i a l  t h a t  was passed through. Before undocking f rom a  p o r t ,  

, t he  STM ca r rouse l  i s  p o s i t i o n e d  so t h a t  m a t e r i a l  i n  t h e  undocked STM 

i s  n o t  exposed. 

Personnel e n t e r  and e x i t  t h e  v a u l t  through a  personnel c o r r i d o r .  

The personnel c o r r i d o r  i s  equipped w i t h  SNM de tec to r s  t o  assure t h a t  

SNM i s  n o t  e x i t i n g  w i t h  ope ra t i ng  personnel.  SNM pass ing t h r o i g h  

t h e  personnel co r r i do r '  w i l l  be de tec ted  and cause an a la rm a t  t h e  

soc . 

These d i f f e r e n t  e x i t s  and t he  m o n i t o r i n g  o f  personnel assure t h e  

sepa ra t i on  o f  personnel and SNM m a t e r i a l  e x i t i n g  f r om t h e  v a u l t .  

The c l o s e  p r o x i m i t y  of the  SSM and docked STM t o  t he  SNM p o r t a l  

mon i to rs  r e s u l t e d  i n  t he  r a d i a t i o n  de tec to r s  be ing  i n  a  r e l a t i v e l y .  

h i gh  r a d i a t i o n  f i e l d .  A c t i v i t i e s  t h a t  caused changes ' i n  t h i s  r a d i a t i o n  

f i e l d  caused alarms. Because of t h e  h i g h  f requency of these f a l s e  

ala.rms, t h e  SNM de tec to r s  were d i sab led  on t h e  f i r s t '  day o f  t h e  

demonstrat ion. Q u i c k  i n v e n t o r i e s ,  taken a f t e r  personnel had e x i t e d  

t he  v a u l t ,  b u t , b e f o r e  they  en te red  t h e  I D ' b o o t h  and t h e  p o r t a l  meta l  

d e t e c t o r  were used t o  con f i rm t h a t  unau thor ized  SNM had n o t  been 

removed f rom t h e  vau l  t. 



Future  s to rage  system i n s t a l l a t i o n s  u s i n g  SNM p o r t a l  mon i t o r s  

should have t he  mon i to rs  l o c a t e d  o u t s i d e  o f  any r a d i a t i o n  areas 

o r  they  should be sh ie l ded  f r om t h i s  r a d i a t i o n .  

Dur ing t h e  demonstrat ion, t h e  PPS successfu1 ly  separated m a t e r i a l  

and personnel.  

RELEASE OF ONLY AUTHORIZED MATERIAL 

V e r i f i c a t i o n  t h a t  o n l y  au tho r i zed  m a t e r i a l  i s  removed f rom t h e  

v a u l t  i s  achieved by computer c o n t r o l  o f  ma te r i a l .  s e c u r i t y  and 

. qu i ck  i n v e n t o r i e s  o f  m a t e r i a l  a t  t he  comple t ion  o f  each phase of  

a  t r a n s a c t i o n .  

Computer c o n t r o l  i s  es tab l i shed  by i n f o r m a t i o n  i n  t h e  t r a n s a c t i o n  

f i l e .  Th i s  i n f o r m a t i o n  i s  used by t he  MAC and MOC computers t o  

c o n t r o l  r e l ease  o f  m a t e r i a l  by the  vau l  t computer. 

Dur ing the  demonstrat ion, one t r a n s a c t i o n  caused system ccn fus ion  

on which CM t o  re lease ,  Tang deadbol ts  were r a i s e d  on t h e  wrong 

CM's, b u t  t he  SSM doors were n o t  unbol ted.  Unauthor ized m a t e r i a l  was 

never a v a i l a b l e  f o r  removal from the  SSM. Th i s  u n b o l t i n g  was t he  

r e s u l t  o f  e r r o r s  i n  t he  manual mode operaat ion used i n  a  p rev ious  

t r a n s a c t i a n .  

Dur ing t he  demonstrat ion t h e  PPS. d i d  r e l ease  o n l y  t h a t  m a t e r i a l  which 

was au tho r i zed  by t h e  t r a n s a c t i o n .  

UNIFORM PACKAGING 

The system was t o  p r o v i d e  u n i f o r m  packaging o f  m a t e r i a l  f o r  s to rage .  

A computer/mater ia l  i n t e r f a c e  was achieved by e l e c t r o n i c s  b u i l t . i n t o  

t he  con ta ine r  module. A l l  m a t e r i a l  e n t e r i n g  t h e  PPS was computer 

c o n t r o l l e d .  Therefore,  a l l  m a t e r i a l  was packaged i n  con ta ine r  modules. 



Conta iner  modules were un i form i n  c o n s t r u c t i o n .  A l l  s e a l i n g  o f  

m a t e r i a l  i n  CM's was accord ing  t o  procedures. Therefore,  a l l  

m a t e r i a l  was con ta ined  i n  u n i f o r m  packages. 

PROVIDE PROTECTION FOR SNM MATERIAL WHILE I T  I S . I N  TRANSIT 

Dur ing t h e  demonstrat ion, SNM m a t e r i a l  was p laced  i n  a  secure 

t r a n s p o r t  module f o r  t r a n s f e r  between t h e  CMP room and t h e  va'ul t .  

M a t e r i a l  i n  t h e  STM was i n v e n t o r i e d  by t h e  MAC computer p r i o r  t o  

r e l e a s i n g  t he  STM f rom a  dock. ~ n d o c k i n g  t he  STM s t a r t e d  a  p r e s e t  

t ime r ,  which would cause an a la rm if the  STM was n o t  docked a t  i t s  

p re -es tab l  i shed  d e s t i n a t i o n '  be fo re  t h e  t ime  c y c l e  lapsed. M a t e r i a l  
1 

i n  t he  STM was i n v e n t o r i e d  immediate ly  a f t e r  t h e  STM was docked 

a t  i t s  d e s t i n a t i o n  and reconnected t o  t h e  computer by an u m b i l i c a l  

connect ion.  

Computer c o n t r o l ' l  ed deadbol t s  h o l d  the. c o n t a i n e r  modules i n  

t he  STM ca r rouse l .  The ca r rouse l  i s  p o s i t i o n e d  by computer 

command so t h a t  t h e  CM's a r e  n o t  access ib l e  d u r i n g  t ransp.or t .  

The STM and computer c o n t r o l  d i d  s u c c e s s f u l l y  p rov ide  p r o t e c t i o n  

f o r  SNM m a t e r i a l  w h i l e  i t  was i n  t r a n s i t .  

The p lu ton ium p r o t e c t i o n  system successfu11.y f u l f i l l e d  t h e  des ign  

c r i t e r i o n  whi 1  e  be ing  operated by personnel f r om the  Rockwell Hanford 

Operat ion. 



OPERATIONAL EVALUATION 

SAFEGUARD CONTROLS 

Safeguards c o n t r o l s  inc lude a l l  d e t e c t i o n  equipment and procedures 

t h a t  l i m i t  access t o  SNM o r  v a l i d a t e  t h a t  the SNM - is  i n  i t s  assigned 

l o c a t i o n .  One i t em of safeguards hardware, t he  SNM p o r t a l  mon i to r  

used t o  survey personnel en te r i ng  and e x i t i n g  from the  v a u l t ,  was 

adversely  a f f e c t e d  by demonstration a c t i v i t i e s .  The adverse e f f e c t s  

occurred e a r l y  i n  t h e  demonstration and cou ld  n o t  be cor rec ted  d.ur ing 

the  demonstrat ion per iod.  

Arrangement o f  the  v a u l t  access c o r r i d o r  loca ted  the unshie lded SNM 

detec tors  too c lose  t o  the  v a u l t  STM dock and the secure storage module. 

The SNM detec tors  were located i n  t h e . i d e n t i f i c a t i o n  booth and were 

a c t i v e  o n l y  du r ing  the i n i t i a l  t r ansac t i on  and were adversely  a f f e c t e d  

by r a d i a t i o n  from plutonium i n  the  STM and S S M .  (F igure  2) 

Abrupt changes i n  the  detected r a d i a t i o n  ra te ,  t r i g g e r e d  " red  screen" 

alarms. This  type of alarm stops t ransac t i on  a c t i v i t i e s  and requ i res  

p a t r o l  response. Pa t ro l  response inc ludes  a c t i v i t i e s  t o  h a l t  a l l  

t r a f f i c  en te r i ng  and e x i t i n g  the  exc lus ion  area. 

An unacceptable ' fa lse 'a l 'a rm - r a t e  r e s u l t e d  i n  d i s a b l i n g  o f  t he  SNM 

monitors. 

Future i n s t a l l a t i o n s  should assure t h a t  SNM detec tors  a re  s i t u a t e d  so 

t h a t  changes i n  background r a d i a t i o n  do n o t  hamper t h e i r  design func t i on .  

Sh ie ld ing  the  de tec tors  o r  l o c a t i n g  them i n  areas ou ts ide  o f  t he  

r a d i a t i o n  f i e l d  a re  the op t ions  f o r  so l v ing  t h i s  problem. Sh ie ld ing  

may cause some d i f f i c u l t y  w i t h  bu lk .  However, l o c a t i n g  the  de tec tors  
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o u t s i d e  o f  t he  r a d i a t i o n  zone may r e q u i r e  moving them an unacceptable 

d i s tance  f r om the  v a u l t ;  

The o r i g i n a l  system des ign had planned f o r  SNM d e t e c t o r  s h i e l d i n g .  

Th i s  s h i e l d i n g  p l a n  was dropped because of economic c o n s t r a i n t s .  

, Mot ion de tec to r s  were a f f e c t e d  by bu ' i l d ing  v i b r a t i o n  and severa l  

o t h e r  u n i d e n t i f i e d  sources of mot ion. B u i l d i n g  v i b r a t i o n  a f f e c t e d  

those u n i t s  mounted on l a t h  and p l a s t e r ,  p l a s t e r  board and nonsh ie l d i ng  

e x t e r i o r  w a l l s .  The e x t e r i o r  wa1,ls a r e  a  sandwich o f  co r ruga ted  

aluminum f i b e r  i n s u l a t i o n  and a  sheet s t e e l  i n n e r  w a l l .  

Safeguard p r o t e c t i o n  p rov ided  by t he  v a u l t  personnel c o r r i d o r  causes 

some de lay  i n  t r a n s a c t i o n  pro.gression. The average t ime r e q u i r e d  

by a  t h r e e  person v a u l t  p a r t y  t o  pass through t he  personnel c o r r i d o r  

and be p e r m i t t e d  t o  e n t e r  the  v a u l t  was 3.5 minutes. 

Rockwell Hanford Operat ions" vaul  t' e n t r y  safeguards procedures, 

requ i . re  on an average 2.5 minutes a c t i v i t y  t o  g a i n  ent rance t o  

a  s to rage  room. The a d d i t i o n a l  t ime  needed t o  g a i n  ent rance t o  t he  

PPS vaul  t i s  used t o  determine p o s i t i v e  personnel i d e n t i f i c a t i o n ,  

measure and s t o r e  personnel we igh t  i n f o r m a t i o n  and survey t he  

i n d i v i d u a l  f o r  SNM and f e r r o u s  meta l .  These a c t i v i t i e s  inc reasqd  

t he  v a u l t  safeguards w i t h  a  smal l  i nc rease  i n  e n t r y  t ime.  

Vaui t e x i t  t i m e  i s  increased by  t h e  "qu i ck  i -nventory"  o f .  t he  SSM 

a f t e r  ' the v a u l t  work p a r t y  has e x i t e d  f r om t h e  v a u l t  b u t ' b e f o r e  

e n t r y  t o  . the I D  booth i s  permi t ted .  The t ime  r e q u i r e d  t o  i n v e n t o r y  

t h e  SSM, when 84 of  t he  280 s to rage  p o s i t i o n s  were f u l l ,  was f i v e  

minutes. For t he  demonstrat ion t h i s  t i m c  r c q u i r c d  f o r  i n v e n t o r y  

was n o t  s i g n i f i c a n t .  However, if the  t ime  r e q u i r e d  f o r  i n v e n t o r i e s  



increases a r i t h m e t i c a l l y  w i t h  t he  number of SSM1s i n s t a l l e d ,  a  

f a c i l i t y  w i t h  t e n  SNM1s would exper ience s i g n i f i c a n t  de lays f o r  

qu i ck  i n v e n t o r i e s  o f  t he  v a u l t .  Cons idera t ion  should be g i ven  t o  

s t a t i s t i c a l  sampl ing f o r  qu i ck  i n v e n t o r i e s .  I n  a  v a u l t  w i t h  m u l t i p l e  

SSM1s, i n v e n t o r y  of o n l y  those SSM1s t h a t  were opened may be cons idered 

an acceptable a l t e r n a t e  t o  a  f u l l  v a u l t  i n v e n t o r y .  

RED SCREEN ALARMS 

Alarm c o n d i t i o n s  were d i sp layed  on a  CRT i n  t he  S e c u r i t y  Operat ions 

Center.  Two l e v e l s  o f  a la rm c o n d i t i o n  were d i sp layed .  A  p robab le  

a larm c o n d i t i o n  was i n d i c a t e d  by a  y e l l o w  screen on the  CRT. Th i s  

c o n d i t i o n  r e q u i r e d  CCTV assessment o f  t h e  s i t u a t i o n  by t h e  SOC 

patrolman. An a la rm c o n d i t i o n  was i n d i c a t e d  by a  r e d  screen on the, 

CRT. Th i s  t ype  o f  a larm r e q u i r e d  p l a n t  p a t r o l  response, h a l t i n g  

t r a n s a c t i o n  opera t ions ,  s topp ing  v e h i c l e  and pedes t r i an  t r a f f i c  i n ,  

o r  o u t  of t he  p r o t e c t e d  area and f u l l  i n v e s t i g a t i o n  o f  t h e  cause 

o f  t he  alarm. 

, S i x t y - n i n e  r e d  screen a la rm c o n d i t i o n s  occur red  d u r i n g  t h e  six-week 

demonstrat ion per iod .  Th i s  number does 'not i n c l u d e  repea ts  o f  t he  

o r i g i n a l  a la rm o f  d i f f e r e n t  r e d  screen alarms t h a t  occur red  be fo re  
t .  

t he  o r i g i n a l  one was c leared .  Count ing non-redundant alarms r a i s e s  

t he  t o t a l  number o f  alarms t o  87. Red screen alarms occur red  on 

28 days o f  t he  demonstrat ion.  The maximum number o f ' r e d  screen 

alarms c l ea red  i n  one day was 10. No alarms were rece i ved  on twe l ve  

days o f  t he  demonstrat ion, f o u r  o f  which were demonstrat ion a c t i v i t y  

days. The o the rs  a r e  weekend days d u r i n g  which t he  PPS was mon i t o r i ng  

s to red  m a t e r i a l .  



RHO-CD- 567 

R e s p o n s i b i l i t y  f o r  caus ing r e d  screen alarms has been d i v i d e d  i n t o  
I 

two bas'ic categor ies' ,  system and human. System ma1 f u n c t i o n s  were 

respons ib l e  f o r  caus ing 62 alarms, 'human e r r o r  caused 19 alarms. 

A combinat ion o f  system ma l f unc t i ons  and human e r r o r  caused 5 alarms. 

Response t o  a  f i r e  d r i l l  caused one alarm. The above coun t  i n c l u d e s  

a l l  non-redundant alarms. Table 111 i s  a  reco rd  o f  r e d  screen alarms. 

Nine alarms were f o r  v a u l t  i n v e n t o r y  d isc repanc ies .  If alarms 

inc rease  l i n e a r l y  w i t h  t he  i nven to ry ,  a  l a r g e  s to rage  system would 

spend much o f  t h e  work ing t ime  i n v e s t i g a t i n g  i n v e n t o r y  alarms. 

I 

The frequency of alarms caused by human e r r o r  was s t i l l  h i g h  d u r i n g  

t he  l a s t  stages o f  t h e  demonstrat ion.  Th i s  would i n d i c a t e  t h a t  

exper ience i n  ope ra t i ng  t h e  system does n o t  s i g n i f i c a n t l y  improve 

ope ra to r  a c t i v i t i e s  as r e l a t e d  t o  human caused r e d  screen alarms. 

/ 
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TABLE I 1 1  

RED SCREEN ALARM RECORD 

RESPONSIBILITY 

T I  ME 
ALARM 

CLEARED .--.-."- DATE ALARM MESSAGE 

P o r t  Door Deadbolt  CMP System 

Sys tern 

Sys tern 

SNM Detec to r  S igna l  2  

SNM De tec to r  S igna l  2  

Problem w i t h  removal o f  can 
1  -vau l  t 

System 

I n v e n t o r y  Discrepancy V a u l t  

V a u l t  Doors 

I nven to r y  Discrepancy V a u l t  

MAC/MOC 

MOC - Occupancy 

MOC- Occupancy 

Sys tern 

Sys tern 

Sys tern 

Sys tern 

System & Human 

Human 

I n v e n t o r y  Di  screpancy 

I n v e n t o r y  D i  screpancy Vaul t 

A1 arm Cnndi t.i nn MAC 

0729 

091 4 

0935 

Unknown 

1128 

11.56 

Sys tein 

Sys tern 

System 

I n v e n t o r y  Di  screpancy Vau1.t 

M ic ro  Processor Door Open V a u l t  

M ic ro  Processor Door Open V a u l t  

Sys tern 

Sys tern 

Sys tern 

CMP Door Open 

Carrousel  ni screpancy CMP 

Carrousel  Discrepancy 

Human 

System 

'Sy s  t e.rn 

M i c ro  Processor Door Open V a u l t  Sys tern 

M i c ro  Processor Door Open V a u l t  Sys tern 



TABLE I I I (CONTINUED) ' 

TIME 
ALARM 

DATE TIME ALARM MESSAGE CLEARED RESPONS,IBILITY 

7/24/78 11,Ol A1 arm Condi t i  on MAC/MOC 1106 " Human 

1541 Carrousel  Discrepancy - CMP 1542 2ys tcm 

1'603 Alarm Cond i t i on  - CMP 1604 sys tem 

Inven to ry  Discrepancy V a u l t  Sys tem 

Human A1 arm Condi t i o n  MACIMOC ( 4 ) *  

Alarm Cond i t i on  MOC ( 3 )  Human 

Unauthor ized Request t o  Open 
Door D4-Vault 

System Pi Human 

Alarm Cond i t i on  MOC ( 2 )  Human 

MOC Co r r I do r  Mot ion Detec to r  Sys tem 

Sys tem M ic ro  Processor Door Open 
V a u l t  ( 7 )  

MOC Personnel Count Wrong (3 )  Sy s t.em 

System & Human Rad ia t i on  E r r o r  i n  V e r i f i c a t i o n  
Chamher CMP 

System & Human 

Human CMP Door Magnetic Sw i t ch  

Magnetic Door Swi tch ( 6 )  

8/02/78 0948 Unauthor ized Personnel Present  

0950 Alarm Cond i t i on  MOC & V a u l t  

System Pi Human 
. . 

Human 

0950 I D  Booth Occupant does n o t  match 0955 Human 
photo MAC/MOC 

1238 Alarm Cond i t i on  MOC ( 4 )  1241 Sys tem 

1302 A1 arm Cond i t ion  MOC 1306 

1645 Tamper MAC Mot ion Detec to r  ( 3 )  1648 

Sys tem 

Sys tem 



. . DATE TIME ALARM MESSAGE 

M ic ro  Processor Door Open V a u l t  
(14)  

Mot ion  Detec to r  V a u l t  

Unauthor ized Personnel Present  
V a u l t  

I nven to ry  Discrepancy - V a u l t  

Scale Weight Anomaly - V a u l t  

Tamper MAC Mot ion Detec to r  

M i c ro  Processor Door Open V a u l t  
(14)  

TIME 
ALARM 
CLEARED RESPONSIBILITY 

0824 Sys tern 

8/07/78 0924 MOC Mot ion  Detec to r  CMP Door 0927 
Magnetic Swi tch ( 2 )  

1508 MAC/MOC Mot ion De tec to r  and Doors 1510 

8/09/78 0856 Unauthor ized Personnel Present  0859 
V a u l t  

Sys tern 

Sys tern 

System 

System 

Sys tern 

Sys tern 

Sys tern 

Sys tern 

Sys tern 

221 2 Mic ro  Processor Door Open V a u l t  ( 2 )  Sys tern 

8/ 1 O/ 78 0557 I nven to ry  Discrepancy - Vaui t ( 4 )  0835 Sys tern 

0857 I I It I I I I I1 0902 Sys tern 

0927 I I I I I1 I I I I 093 1 Sys tern. 

1029 I I I I I I II I I 1034 Sys tern 

1056 I I I I I I I I [I Sys tern 

1108 Alarm Cond i t ions  MAC/MOC - V a u l t  Sys tcm 

A l arm Condi t i  on MAC/MOC Hurr~an 

I nven to ry  Discrepancy - V a u l t  Sys tern 

Alarm Cond i t ion  MAC/MOC 11 26 Human 

1156 I nven to ry  Discrepancy - V a u l t  System 

Alarm Cond i t ion  MOC V a u l t  System 

Alarm Cond i t i on  MACIMOC Human 

Inven to ry  Discrepancy - Va~ r l  t 1248 system. 



TABLE 11 1 (CONTINUED) 

TIME 
ALARM 

ALARM MESSAGE CLEARED RESPONSIBILITY DATE TIME 

8/10/78 1249 Alarm Cond i t ion  MOC 1250 Sys tem 

Inventory  Discrepancy - Vau l t  
I I II It I I 

Sys tern 

System 

Sys tem 

MOC Magnetic Switch Open Sys tem 

MAC Motion Detector  #2 

Carrousel Discrepancy - Vau l t  

MOC Motion Detector  (4 )  

System 

Human 

Human 

MAC Tamper Motion Detector  (4 )  

Unauthorized Personnel - Vau l t  

F i r e  D r i l l  

Sys tem 

141 0 Personnel Miss ing - Vau l t  1417 Human 

8/17/78 1422 Micro Processor Door Open .Vaul t  1538 Sys tem 
(2 )  

Mic ro  Processor Door Open Vau l t  
( 2 )  

Sys tem 

Human MOC Motion Detector  '2 & 3 (2 )  

MOC Motion Detector  3 ( 3 )  0848 

Unauthorized Personnel Present MAC 1527 

Human 

Sys,tem 

MOC Motion Detector  1 '0846 Sys tem 
(8/21/78) 

P o r t  Tang Dead B o l t  1339 Sys tern 

1508 Carrousel Discrepancy CMP 1526 System 

8/23/78 ' 1037 I D  Booth Occupant does n o t  match 1042 Human 
photo Vau l t  

1020 . Personnel Miss ing - Vaul t 1023 Human 



TABLE I I I (CONTINUED) 

DATE TIME ALARM MESSAGE 

8/24/78 1052 I nven to ry  Discrepancy - Vaul t 

TIME 
ALARM 
CLEARED RESPONSIBlL I T Y  

1056. Sys tem 

Numbers i n  ( )  a r e  the  number o f  a larm repeats  be fo re  

o r i g i n a l  a larm was c leared .  



The frequency of alarms caused by human e r r o r  would be reduced 

by a d d i t i o n a l  t r a i n i n g .  

The number o f  alarms t h a t  occur red  d u r i n g  t h e  demonstrat ion i s  

n o t  acceptable.  MOC and SOC logs  should be g i v e n  c a r e f u l  s tudy 

t o  i d e n t i f y  system improvements which wi 11 reduce t h e  f requency 

o f  r e d  screen alarms. 

T r a i n i n g  should be re-examined t o  be sure t h a t  t h e  program i s  

address ing a l l  phases o f  system ope ra t i on  w i t h  adequate i n t e n s i t y .  

CONTAINER MODULE PROBLEMS 

Conta iner  modules .had a h i g h  f a i l u r e  r a t e .  E i g h t y - f o u r  u n i t s  were 

depos i ted  i n  t he  SSM. E igh ty -e igh t .CM1s were used. The f o u r  

u n i t s  t h a t  f a i l e d  i n  t he  canning process represen t  a 5 percen t  

f a i l u r e  r a t e .  ' I n  a l a r g e  p roduc t i on  program a 5 percen t  f a i l u r e  
I 

r a t e  f o r  a major  component may n o t  be acceptable.  

F a i l u r e  causes a r e  l i s t e d  below: 

o F a i l u r e  t o  d e t e c t  temperature changes. 

o Broken magnet. 

o S t a t i c  ID  f a i l u r e .  

o CM "hand1 i n g  t o o l  cou ld  n o t  be a t tached .  

The v a r i e t y  o f  reasons f o r  f a i l u r e  does n o t ' i n d i c a t e  any one element 

t o  t a r g e t  f o r  improvement. Therefore,  CM manufacturers  should 

t i g h t e n  t h e  o v e r a l l  q u a l i t y  c o n t r o l  a p p l i e d  t o  manufacture and 

acceptance o f  CM's. 

I n  a d d i t i o n  t o  t he  f o u r  CM1s t h a t  f a i l e d  du r i ng  canning, one t h a t  

was depos i ted  i n  t he  SSM had a s t a t i c  i d e n t i f i c a t i o n  f a i l u r e .  Th i s  

u n i t  was'removed f rom the  SSM.. Th i s  f a i l u r e  i s  e s p e c i a l l y  se r i ous  

as an i n  s to rage  f a i l u r e  o f  s t a t i c  i n d e n t i f i c a t i o n  w i l l  cause a 

" red  screen" alarm. 



Two o the r  CM's f a i l e d  i n  s torage due t o  f a i l u r e  i n  t he  temperature 

measuring c i r c u i t s .  Both u n i t s  i n d i c a t e d  conta iner  temperatures 

o f  1 0 0 0 ~ ~ .  The temperature on one CM dropped t o  OOC a f t e r  t h e  CM 

was handled du r i ng  the  phys ica l  check of the  temperature. Th is  was 

fo l l owed  by a  r e t u r n  t o  1 0 0 0 ~ ~  temperature.' The temperatures f o r  

t h i s  u n i t  a re  logged on Table I V .  

When the  i n - v a u l t  f a i l u r e s  .are inc luded,  the  t o t a l  CM f a i l u r e  i s  

seven. Th is  many f a i l u r e s  would be i n t o l e r a b l e  i n  a  p roduc t ion  

opera t ion .  

CONTAINER MODULE SEALING 1 

Seal ing and unseal ing the  two p a r t s  o f  the  CM i s  t he  most time-consuming 

task o f  the  depos i t  o r  withdrawal a c t i v i t y .  Wai t ing the  seven minutes 

f o r  t he  CM t o  cool  makescCM sea l i ng  a  leng thy  task.  

D i f f e ren t  so lde r  a l l o y s ,  reduced heat ing  c o i l  s ize,  d i f f e r e n t  heat ing  

technique and perhaps a  d i i f ferent  c l osu re  method should be i nves t i ga ted  

t o  reduce the t ime requ i red  t o  seal and unseal CM's. 

CUN'lAlNER MODULE INSERTION 

P o s i t i o n i n g  the  CM f o r  i n s e r t i o n  i n t o  i t s  s torage s l o t  cou ld  be made 

w i t h  more operator  conf idence i f  guides were b u i l t  i n t o  the C M f o r  

a1 i g n i  ng the mu1 t i - p i n  connector. The s h o r t  connector p i n  con tac t  

Aoes no t  produce a sure f e e l  when the  contac t  i s  made. This  cou ld  

be improved by lengthening the  p i n  con tac t  d is tance.  

Three problems a re  associated w i t h  i n s e r t i n g  t h e  CM. These problems 

arc :  

o  CM a l ignment .  

o  M u l t i - p i n  connector con tac t  d is tance.  

o  F r a g i l e  connector p ins .  



TABLE I Y  

CAN # 6 7  

TEMPERATURE, WEIGHT & BULGE 

DATA 

r 

BULGEIBULGE TEMPERATURE 
WEIGHT CHANGE ELECTRONICS/CAN DATE 



A l i g n i n g  t he  CM f o r  i n s e r t i o n  would be made w i t h  more ope ra to r  

conf idence i f  guides b u i l t  i n t o  t h e  CM. The gu ides would h e l p  

assure a f i r s t  t r y  hook up o f  t h e  CM. 

The s h o r t  connector  p i n  c o n t a c t  d i s t a n c e  does n o t  produce a sure  

" f e e l "  when t he  connec t ion  has been made. F a i l u r e  o f  t h i s  connect ion 

cou ld  cause l o s s  of  e l e c t r i c a l  power t o  ID  c i r c u i t s  when t h e  placement 

o f  a  CM i s  checked f o r  secure s to rage  p o s i t i o n i n g .  An a l t e r n a t i v e  

connector  des ign . shou ld .be  developed. 

Connector p i n s  a r e  f r a g i l e  and e a s i l y  damaged i f  m isa l i gned  when 

p ressure  i s  a p p l i e d  t o  couple t h e  connectors.  Again an a l t e r n a t e  

des ign  would so lve  t h i s  problem. 

Q u a l i t y  c o n t r o l  should be improved on con ta ine r  modu le .e l ec t ron i cs .  

Conta iner  modules o r  t h e i r  s to rage  s l o t s  should be equipped w i t h  

gu ides t o  a l i g n  t h e  computer connect ions.  

CONTAINER MODULE GLOVE BOX 

The p o t e n t i a l  f o r  contaminat ion e x i s t s ,  b u t  because t h e  m a t e r i a l  

t h a t  i s  be ing  handled i s  packaged f o r  uncontaminated s torage,  t h e r e  

i s  a  tendency on t he  p a r t  o f '  t h e  opera to rs  t o  down-grade t h e  con tamina t ion  

p o t e n t i a l .  To reduce t he  dependence on ope ra to r  a l e r t ness ,  an a lpha  

d e t e c t o r  should be b u i l t  i n t o  t h e  g l o v e  box. The presence o f  a lpha 

con tamina t ion  should annunciate o u t s i d e  o f  t h e  g l ove  box. 

Surp lus s o l d e r  has a tendency t o  sp lash  on to  t h e  i n d u c t i o n  c o i l .  

Th i s  can cause an e l e c t r i c a l  s h o r t  w i t h  t he  c o i l .  An e l e c t r i c a l  s h o r t  

can cause a f i r e ,  reduce e f f i c i e n c y  o r  c r e a t e  a maintenance problem. 

- 
Iwo s o l u t i o n s  can be a p p l i e d  t o  p reven t  these prublerr~s. One i s  t o  

wrap t h e  c o i l  and i t s  connectors  w i t h  i n s u l a t i n g  tape; t h e  o t h e r  i s  

t o  p l ace  a sp lash  s h i e l d  around t h e  c o i l .  



The g love  box and hea t i ng  equipment used- f o r  s e a l i n g  and unsea l ing  

CM's was adequate f o r  t he  demonstrat ion.  It may n o t  have adequate 

a lpha contaminat ion d e t e c t i o n  c a p a b i l i t y  o r  p r o t e c t i o n  f r om 

e l e c t r i c a l  s h o r t i n g  of the' hea t i ng  system. A t t e n t i o n  should be 

g i ven  t o  improv ing these two cond i t i ons .  

SECURE TRANSPORT MODULE DOCKING 

Close a l ignment  i s  necessary t o  assure t h a t  t he  STM i s  i n  p o s i t i o n  

f o r  deadbol t  passage through t he  dock ing tang. Th i s  a l ignment  

i s  done w i t h  t he  tang hidden from view by t h e  STM body. Guides 

should be p rov ided  t o  assure c o r r e c t  a l ignment  o f , t h e  STM f o r  

docking. 

COMMUNICATIONS 

Work p a r t y  vo i ce  communication w i t h  the  MAC, MOC, and SOC ope ra to r s  

and between members o f  t h e  work p a r t y  should be improved. A c t i o n  

delays, some r e s u l t i n g  i n  t r a n s a c t i o n ' a b o r t s ,  were caused by t h e  

f a i l u r e  t o  understand i n f o r m a t i o n  t h a t  was be ing  passed on. 

D i f f e r e n t  ope ra t i ng  groups have s l i g h t l y  d i f f e r e n t  meanings f o r  

t h e  same term. A c t i v i t i e s  which r e q u i r e  p r e c i s i o n  o f  i n f o r m a t i o n  

need p r e c i s e  express ion and i n t e r p r e t a t i o n  o f  t h a t  i n f o rma t i on .  

P r e c i s i o n  i n  communications between personnel would be had by 

e s t a b l i s h i n g  a common term vocabulary  f o r  vo i ce  communications. 

The system a n t i c i p a t e s  some f a i l u r e s  i n  work p a r t y  ac t i ons .  These 

a c t i o n s  a re  g i v e n  a second chance f o r  complet ion.  The second chance 

i s  i n i t i a t e d  a u t o m a t i c a l l y  by t he  v a u l t  computer. Work p a r t y  

personnel were n o t  c o n f i d e n t  w i t h  t h e  s h o r t  t ime  i n t e r v a l  before 

t h e  s e i ~ i i d  i l i a t i i e  was g iven .  



Some method should be developed f o r  communicating an adequate 

warning t o  be a l e r t  f o r  t h e  second'chance ope ra t i on .  

OPERATIONAL EVALUATION CONCLUSIONS 

. . The demonstrat ion found some ope ra t i ona l  weaknesses i n  t he  p l u ton ium 

p r o t e c t i o n  system's i n t e r f a c e  w i t h  an ope ra t i ng  envi.roriment. ' The 

most se r i ous  weakness i s  t he  frequency. o f  r e d  screen alarms. some 

equipment cou ld  be improved t o  a i d  the' ope ra to r  i n  h i s  a c t i o n s  o r  

improve sa fe t y .  Operat ing terms should be s tandard ized  t o  a i d  t h e  
. . 

understanding o f  vo i ce  communica t ions'. 

The . i d e n t i f i e d  weaknesses do n o t  i n d i c a t e  a n y  problems w i t h  t h e  

o v e r a l l  PPS concept.  Rather they  a re  s i n g u l a r  problems which should 
. . 

be c o r r e c t a b l e  with 'out a l t e r i n g  t h e  pl.utonium . p r o t e c t i o n  system 

concepts.  

Though conceptual  l y  acceptable as a s t o r a g e  system, t he  PPS c o u l d  

n o t  be accepted f o r  an ope ra t i ona l  s to rage  f a c i l i t y  u n t i l  t h e  h i g h  

red  screen a1 arm r a t e  i s  reduced. 



RADIATION PROTECTION EVALUATION 

PERSONNEL EXPOSURE 

Personnel work ing i n  demonstrat ion areas, where exposure t o '  r a d i a t i o n  

was probable,  were equipped w i t h  spec ia l  gamma dos imeters  i n  a d d i t i o n  

t o  t h e i r  r e g u l a r  thermoluminescent dos imeter .  These spec ia l  dos imeters  

were o n l y  worn when t he  i n d i v i d u a l  was work ing the  PPS demonstrat ion.  

Exposure recorded on these dos imeters  was compared t o  t h a t  r ece i ved  

. i n  o t h e r  Z-Plant  s to rage  areas. 

I n  a d d i t i o n  t o  dose de te rmina t ions ,  exposure r a t e s  f rom recanning 

i n  t h e  CM and use o f  t he  CM hand le r  were eyaluated.  

The dose r e d u c t i o n  a t t r i b u t a b l e  t o  t he  use o f  t h e  CM i s  approx imate ly  

50 percen t  f o r  the  gamma and 11 pe rcen t  f o r  t he  neu t ron  components 

r e s p e c t i v e l y .  I n  a d d i t i o n ,  t h e  exposure savings by use o f  t h e  CM 

and CM hand le r  combined i s  94 percen t  f o r  t he  gamma and 67 pe rcen t  

f o r  t h e  neu t ron  components, r e s p e c t i v e l y .  

Dose rece i ved  d u r i n g  CM s e a l i n g  and SSM depos i t  ope ra t i ons  began a t  

2.0 mrad pe r  con ta ine r .  Th is  decreased t o  0.5 mrad per  con ta ine r  as  

personnel became more p r o f i c i e n t  i n  t h e  work. Fu r the r  r e d u c t i o n  

cou ld  be expected w i t h  more exper ience i n  hand1 i n g  the  m a t e r i a l .  

I n f o r m a t i o n  on dose r e d u c t i o n  due t o  use o f  t he  CM and CM hand le r  ' 

i s  l i s t e d  on Table V .  

The dose rece i ved  i n  t r a n s f e r r i n g  SNM between t h e  p r e s e n t l y  used 

Rockwell s to rage  v a u l t s  was approx imate ly  4  mrad pe r  c o n t a i n e r .  

The dose rece ived  du r i ng  CMP room a c t i v i ' t i e s  was 2.0 mrad per  CM 

l o a d i n g  and sea l i ng .  Th i s  dose was o f f s e t  by t he  reduced dose 



T A B L E  ' V  

BEFORE ' OVERPACK 

R A D I A T I O N  DOSE RATE DATA 

AFTER OVERPACK Y'..REDUCT I ON N REDUCTION 

).' n 

DOSE RATE W I T H  HANDLER 

BEFORE OVERPACK AFTER OVERPACK J REDUCTION N REDUCTION 

1' n I' n 

? 4 3 3 57% 2 5% 

TOTAL PERCENT DOSE RATE REDUCTION BY U S I N G  OVERPACK AND HANDLER 



rece ived,  2.0 mrad pe r  CM, t r a n s f e r r i n g  CM's i n t o  t he  SSM. A d d i t i o n a l  

r e l o c a t i o n  o f  SNM, packaged i n  C M ' S  would be done a t  a  50 percen t  

r e d u c t i o n  i n  dose. 

More r e d u c t i o n  i n  r a d i a t i o n  dose would r e s u l t  f rom t h e  dependency 

on t he  automat ic  i n v e n t o r i e s  r a t h e r  than  r e q u i r i n g  i n - v a u l t  i n v e n t o r i e s  

by cus.todia1 personnel .  . . 

Rad ia t i on  measurements made i n  t he  v a u l t  d u r i n g  CM d e p o s i t  ope ra t i ons  

i n d i c a t e  a  s i g n i f i c a n t  r e d u c t i o n  i n  exposure f rom m a t e r i a l  i n  s torage.  

D i f f e r i n g  q u a n t i t i e s  o f  m a t e r i a l  i n  t he  v a u l t s  p reven t  making t he  

exac t  i n - vau l  t. dose comparis'on. .However, t h e  SSM i s  cons t ruc ted  o f  

t h e  same th ickness  o f  concre te  as t h e r e  i s  i n  t he  p resen t  sh ie l ded  

s torage v a u l t ,  p l u s  an a d d i t i o n a l  h a l f - i n c h  s t e e l  ove r l ay ,  which should 

assure a d d i t i o n a l  r e d u c t i o n  i n  dose. f rom s to red  SNM. 

Maximum and average dose f rom gamma r a d i a t i o n  i n  t h e  p r e s e n t l y  used 

sh ie l ded  s torage f a c i l i t y  i s  40 m r l h r  and 20 m r l h r .  Wi th  84 u n i t s  

s to red  i n  t he  SSM, t he  maximum and average gamma dose r a t e s  a r e  4.0 

m r l h r  and 0.. 6 mr /h r ,  

P lu ton ium p r o t e c t i o n  system v a u l t  area dose r a t e s  a r e  t a b u l a t e d  on 

- Table ' V I .  

CONTAMINATION CONTROL 

There were no con tamina t ion  i n c i d e n t s  d u r i n g  t he  demonstrat ion.  

Eva lua t i on  o f  contaminat ion c o n t r o l  i s  based on c o n t r o l  procedures 

t h a t  a r e  a p p l i e d  i n  o t h e r  ope ra t i ng  areas. 

The probabi1. i  t y  o f  a  con tamina t ion  i n c i d e n t  i n  t h e  PPS i s  ve ry  sma'l'l . 

  ow ever, t h e  pbss i  b i l  i ty  f o r  an i n c i d e n t  always e x i s t s  when r a d i o a c t i v e  



m a t e r i a l s  a r e  p resen t .  The s e a l i n g  hood and SSM a r e  t h e  areas where 

a contaminat ion i n c i d e n t  cou ld  have ser ious  consequences f o r  personnel.  

Because s e a l i n g  hood opera to rs  a r e  work ing i n  an uncontaminated hood 

w i t h  m a t e r i a l  t h a t  has a low p r o b a b i l i t y  o f  a lpha con tamina t ion  

leakage, v i s u a l  methods t o  determine hood g l o v e  i n t e g r i t y  must be 

developed. Present  methods depend l a r g e l y  on a lpha con tamina t ion  

surveys i n  f i n g e r  and o the r  ' d i f f i c u l t  v iew ing  areas. Th i s  i n d i c a t o r  

of g l ove  f a i l u r e  does 'no t  e x i s t  i n  t h e  seal  i n g  hood.  heref fore, 

a l t e r n a t e  procedures should be developed f o r  t h e  i n s p e c t i o n  o f  

hood g loves.  



CM' S 
I N  SSM 

TABLE V I  

PPS I N - V A U L T  EXPOSURE RATES 

MAXIMUM GAMMA 
EXPOSURE MR/HR 

AVERAGE GAMMA 
EXPOSURE MR/HR 

7 2 4.0 0.4* 

* T h i s  anomaly has n o t  been resolved. 



To assure t h a t  u n c o n t r o l l e d  contaminated m a t e r i a l  i s  never removed 

from t h e  hood, an alpha d e t e c t o r  should be l o c a t e d  i n  t h e  hood. 

Aud ib le  s i g n a l s  f rom the  a lpha d e t e c t o r  should sound o u t s i d e  t h e  

hood. 

F a i l u r e  o f  t he  i n n e r  p roduc t  can du r i ng  l ong  term s to rage  i s  t h e  

most probable contaminat ion even t  i n  t he  SSM. Th i s  t ype  o f  i n c i d e n t  

would be s i gna led  by t he  can bu lge  sensor and i f  caused by metal  

convers ion t o  ox ide  would be s i gna led  by temperature measuring 

equipment which i s  b u i l t  i n t o  t he  CM. 

CONCLUSION 

Ove ra l l  r a d i a t i o n  exposure r a t e s  a r e  reduced by s t o r i n g  m a t e r i a l  i n  

t h e  PPS. 

Exposure r a t e  reduc t i on  f o r  hand l ing  r a d i o a c t i v e  m a t e r i a l  i n  t h e  CM 

overpack w i t h  the  hand l i ng  t o o l  i s  s i g n i f i c a n t .  
f 

Design of t he  SSM p rov ides  a d d i t i o n a l  l a y e r s  o f  s h i e l d i n g  which w i l l  

reduce i n - v a u l t  exposure. 



SYSTEMS. EVALUATION 

PERSONNEL 

Three computer equipped c o n t r o l  cen te r s  were manned du r i ng  t he  

demonstrat ion. The S e c u r i t y  Opera t ion  Center was manned by a  

member d f  t he  P l a n t  P r o t e c t i o n  Department. The M a t e r i a l  Operat ion 

Center and t h e  M a t e r i a l  Accountabi l  i t y  Center were r u n  by personnel 

f rom the  Nuclear  M a t e r i a l s  Cont ro l  Department. 

Personnel chosen t o  opera te  t h e  c o n t r o l  cen te rs  were se lec ted  a t  

random f rom t h e i r  work groups. Job requi rements f o r  computer 

ope ra t i on  were n o t  es tab l i shed  n o r  was c o n s i d e r a t i o n  g i ven  t o  t h e  

p rev ious  exper ience, educa t ion  o r  a p t i t u d e  o f  personnel f o r  computer 

opera t ions .  

The t r a i n i n g  program used t o  t r a i n  personnel t o  opera te  t h e  PP.S 

d u r i n g  t h e  demonstrat ion was n o t  as broad i n  'scope o r  i n t e n s i v e  

i n  d e t a i l  as i t  would be f o r  an ope ra t i ng  f a c i l i t y .  The t r a i n i n g  

was b a s i c a l l y  pragmatic r a t h e r  than t h e o r e t i c a l .  I n s t r u c t i o n  was 

g i ven  on how opera t ions  were conducted. I n s t r u c t i o n  on t h e  why 

aspect of computer a c t i v i t i e s  was minimal . 

Personnel s e l e c t i o n  techniques and t he  l i m i t e d  t r a i n i n g  g iven  f o r  

t he  demonstrat ion may have c o n t r i b u t e d  t o  d i t t i c u l t i e s  encountered 

du r i ng  some manual mode opera t ions .  

Because personnel and t he  system a r e  n o t  e r r o r  f r e e ,  t he  manual made 

o f  ope ra t i on  i s  necessary t o  recover  frorn unplanned c o n d i t i o n s .  

Exact i n s t r u c t i o n s  were n o t  prepared f o r  a l l  manual mode s i t u a t i o n s .  

Operator e v a l u a t i o n  o f  system c o n d i t i o n  and t h e  cause o f  t h a t  c o n d i t i o n  



w i l l  o f t e n  determine h i s  cho ice  o f  a c t i o n .  The accuracy o f  h i s  

choice i s  dependent on h i s  understanding o f  t h e  system. 

Dur ing manual mode opera t ion ,  t he  o p e r a t o r , i n i t i a t e s  a l l  computer 

act i .on commands. To t e rm ina te  ac t i ons ,  r epea t  commands and r e - .  

e s t a b l i s h  system c o n d i t i o n ,  s p e c i f i c  sequences o f  commands a re  

requ i red .  An ope ra to r  w i t h  a  bas i c  understanding o f  computer system 

requirements may have been ab le  t o  command the  system w i t h  fewer e r r o r s .  

Manual mode ope ra t i on  increases t he  t ime  r e q u i r e d  t o  complete a '  

t r ansac t i on .  Dur ing the  d e p o s i t  phase o f  t he  demonstrat ion, manual 

mode was used d u r i n g  the  CMP p o r t i o n  o f  f o u r  t r a n s a c t i o n s  and d u r i n g  

e i g h t  v a u l t  t r ansac t i ons .  Th i s  inc reased  t he  t ime  r e q u i r e d  f o r  CM 

hand l ing  i n  t he  CMP room by t e n  minutes per- CM and n ine  minutes pe r  

CM i n  the  v a u l t .  Manual mode was used f o u r  t imes i n  t he  CMP room 

and s i x  t imes i n  t he  v a u l t  d u r i n g  wi thdrawal  t r ansac t i ons .  CM hand l ing  

t ime i n  the  CMP was increased by t h r e e  minutes and v a u l t  t ime inc reased  

by twe lve  minutes pe r  CM processed. Though t ime  consuming, t h i s  

cont ingency ope ra t i ng  mode i s  necessary t o  p rov ide  ope ra to r  c o n t r o l  

o f  abnormal s i t u a t i o n s .  Operator  e x p e r t i s e  i n  computer o p e r a t i o n  

may reduce t h e  t ime  r e q u i r e d  f o r  manual mode t r a n s a c t i o n s .  

COMPUTER ENVIRONMENT 

Computer hardware i s  r e l a t i v e l y  temperature . sens i t i ve .  Room a i r  

temperature was n o t  c o n t r o l l e d  i n  t h e  MAC/MOC o r  v a u l t  ICA areas. 

High temperature may have caused a  problem i n  r e s t a r t i n g  of t h e  SOC 

computers. Demonstrat ion c o s t  cons ide ra t i ons  reduced t h e  amount o f  a i r  

c o n d i t i o n i n g  p rov ided  f o r  demonstrat ion equipment. Th i s  problem i s  



n o t  un ique t o  t h e  PPS computers, b u t  a f f e c t s  a l l  computer i n s t a l l a t i o n s .  

Th is  does p o i n t  o u t  the need f o r  spec ia l  a i r  c o n d i t i o n i n g  i n  a d d i t i o n  

t o  r e g u l a r  supp l i ed  a i r .  

SECURITY OPERATION CENTER SYSTEM 

SOC equipment l a y o u t  cou ld  be improved by t h e  f o l l o w i n g :  

Arrange c o n t r o l  area i n  a  s e m i - c i r c u l a r  o r  hal f -hexagon 

c o n f i g u r a t i o n .  

Locate a larm CRT and CCTV n e x t  t o  each o the r .  

@ Locate l i n e  p r i n t e r  a t  eye l e v e l .  

e ~ o c ' a t e  an in-house phone and d i r e c t  1  i n e  communications t o  

t h e  emergency o f f i c e r  and p a t r o l  r a d i o  opera to rs  w i t h i n  t h e  

SOC o p e r a t o r ' s  reach. Communication equipment should be 

arranged so t h a t  obse rva t i on  o f  t he  a la rm CRT and CCTV 

i s  n o t  l o s t  w h i l e  communicating. 

These improvements a re  in tended t o  make i t  p o s s i b l e  f o r  t h e  SOC 

opera to r  t o  ma in ta i n  cons tan t  obse rva t i on  of the  a larm CRT and 

CCTV mon i to rs  w h i l c  pc r fo rming  h i s  o t h c r  func t ions .  

SOC c e n t e r  c o n t r o l  and CRT f l o o r  p l a n  d i s p l a y s  were easy t o  i n t e r p r e t  

and operate.  The arm ex tens ion  t o  opera te  t h e  system i s  j u s t  beyond 

comfor tab le  reach. The "Yes," "No" and "S i lence"  bu t t ons  would be 

more convenient  i f  l oca ted  i n  t he  desk top.  

The SOC ope ra to r  must be as knowledgeable o f  t r a n s a c t i o n  procedures 

and sequences as those do ing t he  work. He has a  dual  a p p l i c a t i o n  o f  

t h i s  i n f o r m a t i ~ n .  One i s  t he  assessment of alarms. Response a c t i v i t i e s  

can be expedi ted if the  SOC ope ra to r  understands what has happened, 

how the  a larm c o n d i t i o n  came about and what o v e r a l l  impact the  a la rm 
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has on t he  system. The second reason f o r  t h e  SOC ope ra to r  hav ing 

a  h i g h  l e v e l  o f  system knowledge i s  a c t i v i t i e s  s u r v e i l l a n c e  by CCTV. 

He should be a b l e  t o  eva lua te  work p a r t y  a c t i v i t y  f o r  c o r r e c t  

sequencing t o  a s s i s t  i n  p reven t i ng  l o s s  o f  computer c o n t r o l .  Th i s  

would be espec ia l  l y  impo r tan t  when t r a n s a c t i o n s  a r e  i n .  t h e  manual 

mode. 

MAC OPERATIONS 

The major  problem f o r  MAC ope ra t i on  was e r r o r s  on t r a n s a c t i o n  forms. 

Th i s  caused delays i n  e s t a b l i s h i n g  t r a n s a c t i o n  f i l e s '  .and du r i ng  t he  

t ransmiss ion  o f  i n f o r m a t i o n  between t h e  MAC and MOC. These e r r o r s  

cou ld  be c o n t r o l l e d  by e s t a b l i s h i n g  a  c l o s e r  supe rv i s i on  o f  forms 

and the  e n t r y  o f  i n f o r m a t i o n  i n  a l l  spaces on t h e  fo rm which i s  

p rov ided  t o  t he  opera to r .  

Confusion about when e n t r i e s  were r e q u i r e d  on a  t r a n s a c t i o n  fo rm was 

t h e  major  source o f  e r r o r .  The con fus ion  was about  which spaces 

r e q u i r e d  e n t r i e s ,  even when the  e n t r y  was a  zero. 

Working i n  i s o l a t i o n  d i d  n o t  cause a  problem. 

Computer no i se  l e v e l s  d i d  n o t  bo the r  opera to rs ;  however room no i se  

was l oud  enough t o  make te lephone and in te rcom communications d i f f i c u l t .  

Sound deadening.boxes should be used w i t h  t h i s  .communicating equipment. 

SYSTEM REPORTS 

F i v e  r e p o r t s  were generated d a i l y  from the  MAC: 

8 Pluton ium Access Cont ro l  Sof tware (PACS) I n v e n t o r y  L i s t i n g  

(PACSO1) - t h e  number o f  i tems i n  i n v e n t o r y  r e l a t e d  t o  s p e c i f i c  

s to rage  l o c a t i o n ,  t r a n s a c t i o n  number, da te  and con ta ine r  module 

(CM) s e r i a l  number. Table VPI". :  
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@ P lu ton ium Access Cont ro l  Software Transac t ion  L i s t i n g  (PACS02) - 

l i s t s  t h e  t r a n s a c t i o n s  f rom the  p rev ious  m idn igh t  t o  m idn igh t .  

e Pluton ium Access Cont ro l  Software Overdue Transac t ions  (PACS03) - 

i n d i c a t e s  t h e  scheduled t imes o f  overdue t r a n s a c t i o n s  . 
@ P lu ton ium Access Cont ro l  Software Planned A c t i v i t y  (PACS04) - 

1  i s t s  a1 1  planned t r ansac t i ons .  

e Pluton ium Access Cont ro l  Software A c t i v i t y  Log (PACSOS) - l i s t s  

t h e  so f tware  s t a t u s  messages sequenced by t ime.  Th i s  l o g  was 

pla-nned t o  i n d i c a t e  a c t i v i t i e s  such as personnel e n t r i e s  t o  

t he  M a t e r i a l  Operat ion Center (MOC) ,   ate rial Accountabi 1  i ty  

.Center  (MAC), S e c u r i t y  Operat ion Center (SOC), and v a u l t  as 

w e l l  as system f a i l u r e s ,  a la rm acknowledgements, r e p a i r  ad' t i :v i ty,  

e t c .  

The PACSOl i s  an i n v e n t o r y  l i s t i n g  which i nc l uded  i t e m  i d e n t i t y  and 

l o c a t i o n .  I n  a d d i t i o n  t o  ' t h i s  i d e n t i f i c a t i o n ,  t he  c o n d i t i o n  o f  

con ta iners  i s  l i s t e d .  The con ta ine r  bu lge change i n f o r m a t i o n  i s  a  

s igned number: t he  s i g n  i s  opposi t 'e t o  t h e  can bu lge.  An inc rease  i n  

bu lge i s  a  nega t i ve  number. Th i s  tends t o  be con fus ing  on f i r s t  reading.  

The program should be a l t e r e d  t o  reverse  t h e  number s igns  f o r  p r i n t i n g .  

The PACS05 r e p o r t  was p r i n t e d  i n  such a  manner t h a t  i t  cou ld  n o t  be 

r e a d i l y  i n t e r p r e t e d .  The p r i n t i n g  o f  t h i s  ex tens i ve  r e p o r t  caused 

ope ra t i ng  problems. Therefore,  i t  was abandoned e a r l y  i n  t h e  demonstrat ion.  

Th i s  r e p o r t  should be redes igned t o  be more e a s i l y  understood and 

generated w i t h  fewer  major  alarms and l e s s  system down t ime.  

CONCLUSION 

The computer system operated w e l l  when i n  a temperature c o n t r o l l e d  

environment. T r a i n i n g  o f  personnel should i n c l u d e  some bas i c  



information on computers and general computer operating techniques. 

Display panels and computer equipment layouts should be reviewed by 

a human factors engineer. 



INDUSTRIAL SAFETY EVALUATION 

Sa fe t y  hazards were reviewed by a hazards rev iew team c o n s i s t i n g  o f  

personnel f rom severa l  d i s c i p l i n e s :  development engineer ing,  env i ronmenta l  

and occupat iona l  sa fe t y ,  i ns t rumen t  and equipment development, geo log ic  

s t o r a g ~ ~ e n g i n e e r i n g  t echn i ca l  i n f o r m a t i o n  systems,and s a f e t y  and 

environmental  eng ineer ing  ana l ys i s .  

Several  hazards which a r e  i n h e r e n t  i n  t h e  Sandia equipment were 

i d e n t i f i e d .  These hazards would e x i s t  a t  any ' l o c a t i o n  where t h e  PPS 

i"s i n s t a l l e d .  The hazards and t h e  c o r r e c t i o n s  a p p l i e d  f o r  t h e  demonstrat ion 

a r e  g i ven  below. 

WET SPRINKLER SYSTEM 

% Recommendation: The wet s p r i n k l e r  system .should be t i e d  

i n  w i t h  t h e  e l e c t r i c a l  supply  t o , c u t  o f f  power and thereby  

min imize equipment damage i f  the  s p r i n k l e r  system i s  a c t i v a t e d .  . 

S o l u t i o n :  F i r e  s p r i n k l e r s  p r Q t e c t i n g  t h e  PPS equipment a r e  

wet p ipe,  i n d i v i d u a l l y  a c t i v a t e d  s p r i n k l e r  heads. They a r e  

i n s t a l  l e d  i n  a s p r i n k l e r  system t h a t  p r o t e c t s  areas o t h e r  

than t h a t  assoc ia ted  w i t h  t h e  Sandia Demonstrat ion. A c t i v a t i o n  

o f  any sp . r ink le r  head i n  t h e  system w i l l  c u t  o f f  e l e c t r i c a l  

power. Loss o f  power t o  computers used i n  t h e  Demonstration 

would r e s u l t  i n  l o s s  of. accountabi  1 i ty,  i n a b i  1 i ty  t o  move car rouse l  s 

and t he . i nc reased  p o s s i b i l i t y  of d i v e r s i o n  of SNM, t h e  Demonstrat ior :  

cou ld  s u f f e r  unnecessar .~ de l  a.ys if s p r i n k l e r s  i n  o t h e r  sec t i ons  

o f  t he  system were a c t i v a t e d .  



However t h e  e l e c t r i c , i t y / w a t e r  hazard e x i s t s  wherever s p r i n k l e r  

systems a r e  used as f i r e  suppressants. Therefore,  i n  a  dermanent 

i n s t a l  l a t i o n  a  s p r i n k l e r  system 1  i m i  t e d  t o  t h e  area occupied by 

t h e  p ro tec ted  s to rage  system should be considered. Then sp r . i nk l e r  

a c t i v a t i o n  would be t h e  r e s u l t  of a  f i r e  w i t h i n  t h e  P ro tec ted  

Storage System. The problems would n o t  be caused by a c t i v a t i o n  

. . o f  s p r i n k l e r s  n o t  assoc ia ted  w i t h  t he  Protected '  Storage System. 

MICROWAVE RADIATION 

e Recommendation: Warning s igns  be posted i n  t h e  c o n t a i n e r  module . . 

packaging room t o  a l e r t  personnel t o  t h e  p o t e n t i a l  hazards o f  the. 

microwave r a d i a t i o n  f rom t h e  i n d u c t i o n  hea te r  t o  h e a r t  pacemakers. 

So lu t i on :  Microwave warning s igns  were posted a t  t he  ent rance 

t o  and i n s i d e  t h e  CMP I tem Con.tr-01 :Area. 

CONTAMINATIOl'4 CONTROL 

i 6 Recommendation: The CMP g l ove  box/hood be opera ted .as  a  g l ove  box 

f o r  unsea l ing  t he  con ta ine r  modules (CM) t o  min imize t h e  p o t e n t i a l  

f o r  r a d i o a c t l  ve contallri r1a.t i u r ~  u  T l t l e  CMP. 

So lu t i on :  The g love  box/hood was used as a  containment b a r r i e r  

du r i ng  t h e  unsea l ing  o f  CM's. 

s Connnent:. I n  con junc t ion ,  w i t h  t h i s  s o l u t i o n  t he  f e a s i b i l i t y ' o f  

d e t e c t i n g . l o o s e  r a d i o a c t i v e  m a t e r i a l  i n  t h e  CM was evaluated.  

Th i s  s tudy determined t h a t  a  re1  i a b l e  means o f  d e t e c t i n g  p fu ton ium 

leakage f rom t h e  i n n e r  con ta ine r  i n t o  t h e  overpack cou ld  n o t  be 

p rov ided  w i t h  t he  p resen t  CM des ign 



CM HANDLER LATCHING ' 

e Recommendation: The CM hand le r  has a  p o t e n t i a l  f o r  dropping t h e  

CM's, p a r t i c u l a r l y  w i t h  t h e  CM handler  i n  t h e  v e r t i c a l  p o s i t i o n .  

S o l u t i o n :  ' The CM hand le r  was redesigned and t e s t e d  p r i o r  t o  use. 

e Comment: No d i f f i c u l t i e s  were exper ienced .handl ing CM's w i t h  

t h e  redes igned CM handler .  

ELECTRICAL TERMINAL INSULATION 

e Recommendation: Bare t e rm ina l s  on t he  deadbo l t  ac tua to r s ,  

powered w i t h  110 v o l t  AC, i n  t he  ca r rouse l s  be adequat'e1.y.. 

i n s u l a t e d  t o  p rec lude  t he  p o t e n t i a l  e l e c t r i c a l  shock hazard. 

So lu t i on :  A11 bare t e rm ina l s  were i n s u l a t e d  by wrapping w i t h  

i n s u l a t i n g  tape. 

CARROUSEL ROTATION 

The need f o r  r o t a t i o n  o f  t he  car rouse l  t o  a  n u l l  p o s i t i o n  a f t e r  

e x p i r a t i o n  o f  the  e s t a b l i s h e d  t ime l i m i t  f o r  CM i n s e r t i o n  o r  

removal be i nves t i ga ted .  Automatic r o t a t i o n  o f  t h e  car rouse l  cou ld  

cause i n j u r y  t o  t he  ope ra to r  o r  damage a  CM. The adequacy o f  an 

' a u d i b l e  and v i s u a l  a la rm o n l y  should be i n v e s t i g a t e d .  

So lu t i on :  The computer program was mod i f i ed  t o  generate an a larm'  

a f t e r  t he  p r e s e t  ope ra t i ng  t ime  had lapsed. I n  a d d i t i o n ,  t he  

system was s e t  t o  p reven t  r o t a t i o n  o f  t h e  car rouse l  un less t h e  

SSM door i s  c losed.  

CM HEATING 

@ Recommendation: Conf i rm t h e  adeq~.racy n f  t he  secure t r a n s p o r t  

module (STM) f o r  mai n t a i  n i  ng sa fe  CM temperatures w i  t h o u t  forced 

v e n t i l a t i o n .  



So lu t i on :  Because of i t s  bu l ky  s i z e  (400 pounds) and t he  smal l  

heat  l o a d  of f i v e  CM's (wo rs t  case i s  50 w a t t s )  no hazard was judged 

t o  e x i s t .  A t e s t  was r u n  t o  con f i rm t h e  hea t  s i n k  c a l c u l a t i o n s .  

e Comments: A l l  hazards i d e n t i f i e d  by t h e  Hazards Review Team were 

r e c o n c i l e d  be fo re  t he  .demonstrat ion began. 

Operat ion o f  t h e  Pluton ium P r o t e c t i o n  System d i d  n o t  revea l  any 

hazards t h a t  had n o t  been i d e n t i f i e d  by t h e  Hazards Review Committee. 

I t  can be concluded t h a t  t h e  i n d u s t r i a l  sa fe ty  r i s k s  assoc ia ted  

w i t h  t he  PPS a re  no g r e a t e r  than those assoc ia ted  w i t h  o t h e r  we1 l- 

engineered mechanical systems. 

OPERATING HAZARDS 

I n  a d d i t i o n  t o  t he  general  hazards i d e n t i f i e d  by t h e  Hanford Hazards 

Review Team, Sandia .Labora to r ies  personnel p o s t u l a t e d  severa l  acc iden ts  

which may be p o s s i b l e  du r i ng  t h e  use o f  Sandia des ign  equipment. 

e Event: Prerr~ature a c t i v a t i o n  o f  Coritai ner Module (CM) seal  i n g  

sequence. 

1 Probable Resu l ts :  Maybe s l i g h t  p i nch ing  o f  f i nge rs  which would 

n o t  e i t h e r  b r u i s e  t he  f i n g e r s  o r  c u t  t h e  hood g loves.  

@ Event: Overheat ing o f '  CM so lde r  s e a l i n g  d u r i n g  e i t h e r  a  s e a l i n g  

or unsea l iny  opera t ion .  

Probable Resul ts :  Flammable m a t e r i a l  o r  vapors c o n t a c t i n g  an 

@ Event: Acc iden ta l  dropping o f  a  sealed CM c o n t a i n i n g  SNM. 



Probable Results: When e i ther  the multi-pin electr ical  connector 

or  the Schrader Valve i s  damaged, there i s  a'danger of rupture of , 

hermetic seals with possible release of contamination. 

e Event: In t e rac t io fo f  the Electronic Credential  reader‘(^^^) with 

. - Probable Results: May cause a temporary e r ra t i c  function o'f the 

pacemaker. 



CRITICALITY SAFETY EVALUATION 1, 

The Sandia Pluton ium P r o t e c t i o n  System was sub jec ted  t o  a  r i g o r o u s  

c r i t i c a l i t y  a n a l y s i s  by t h e  Rockwell Hanford Operat ions, C r i t i c a l i t y  

Engineer ing and Ana lys is  Sect ion.  

SECURE STORAGE MODULE 

C r i t i c a l  i t y  a n a l y s i s  determined t h a t  an i n f i n i t e  a r r a y  o f  ca r rouse ls ,  

' w i t h  35 s to rage  p o s i t i o n s  each, i n  t he  SSM c u b i c l e s  would be sa fe  when 

loaded w i t h  2.5 k i logram,unmoderated p lu ton ium.  u n i t s .  Cons t ra i n t s  on 

t h i s  s to rage  a re :  

e Only one u n i t  i s  t o  be i n  each s to rage  p o s i t i o n .  

@ A l l  m a t e r i a l  i s  t o  be con ta ined  i n  Sandia overpacks w i t h  t he  

overpacks loaded i n t o  p o s i t i o n .  

No e r r o r  s i t u a t i o n s  were c a l c u l a t e d  because of t h e  low p r o b a b i l i t y  o f  

making a  1 o a d i n g . e r r o r  i n  t he  SSM ca r rouse l .  Any p o s s i b l e  e r r o r  would 

be w i t h  t he  o r i g i n a l  can load ing .  S ince the  m a t e r i a l  t o  be s to red  i s  

now i n  storage, two e r r o r s  would be r e q u i r e d  t o  g e t  a  s i n g l e  over-batched 

u n i t  i n t o  t he  ca r rouse l .  

e The p lu ton ium was over-batched and/or m i s l abe led  when i t  

was o r i g i n a l  l y  packaged: and 

The e r r o r  was n o t  detected w h i l e  p repar ing  t h e  p lu ton ium f o r  

s to rage  i n  t h e  Sandia system. 

SECURE TRANSPORT MODULE (STM) 

Because o f  reduced neu t ron  r e f l e c t i o n  by w a l l s  o f  t h e  STM, t he  

K - e f f e c t i v e  f o r  2.5 k i l og ram u n i t s  i n  t h e  STM i s  l e s s  than f o r  those 

i n  t he  SSM. The same two e r r o r s  as i n  t he  SSM a r e  r e q u i r e d  t o  l oad  a  

s i n g l e  e r r o r  u n i t  i n  the  STM. 



Therefore t h e  STM i s  c r i t i c a l l y  sa fe  f o r  t h e  t r a n s p o r t  o ' f  5  - ,  2 .5 -k i log ram 

' '  u n i t s  o f  unmoderated p lu ton ium.  The p lu ton ium i s  t o  be packaged i n  

Sandia over-packs and secured one u n i t  t o  t h e  s to rage  p o s i t i o n  i n  t h e  

STM ca r rouse l .  

CONTAINER MODULE (CM) SEALING OPERATIONS 

C r i t i c a l i t y  s a f e t y  d u r i n g  t he  CM s e a l i n g  ope ra t i on  i s  ma in ta ined  by 

a  combinat ion o f  mass, moderat ion and geometry c o n t r o l .  Increased 

moderat ion p o t e n t i a l  was examined i n  d e t a i l .  

Two sources of a d d i t i o n a l  moderator, H20, were i d e n t i f i e d .  One, t h e  

i n d u c t i o n  hea te r  c o o l i n g  system, had a  p o t e n t i a l  f o r  d e l i v e r i n g  up t o  

15 ga l l ons  o f  water  t o  t he  s e a l i n g  hood i n t e r i o r .  The r e s u l t i n g  water  

s l a b  was c a l c u l a t e d  t o  be sa fe  even i n  t he  even t  t h a t  t h e  hood was 

double batched. - 

The o t h e r  moderator source- i s  t h e  f i r e  sp r i nk l e i -  which wa's l o c a t e d  

' d i r e c t l y  over  t he  hood. Because o f  hood cons t ruc t i on ,  s t e e l  and w i r e  

r e i n f o r c e d  g lass  w i t h  two e i g h t - i n c h  g l o v e  p o r t s ,  breaching o f  t he  

hood i s  n o t  c r e d i b l e .  Therefore,  w i t h  no c r e d i b l e  source. o f  a d d i t i o n a l  

moderation, t he  CM s e a l i n g  hood i s  c r i t i c a l l y  sa fe  even when i t  con ta ins  

a  double batched u n i t  mass. 

CONCLUSION 

The Sandia Pluton ium P r o t e c t i o n  System i s  c r i t i c a l l y  safe f o r  unmoderated 

2.5 k i  1 ogram u n i t  masses con ta ined  i n  seven- i nch- t a l l  f r u i t  cans nhen 

t he  f r u i t  cans a r e  sealed i n  t h e  Sandia s to rage  CM. 



I 

-PERSONNEL EVALUATION 

PERSONNEL SELECTION CRITERIA 

Personnel trained to  operate the PPS were assigned to the demonstration 

from the Plutonium Operations Department, the Nuclear Materials Control 

Department, and the Plant Protection Department. Personnel were assigned 

without special selection c r i t e r i a .  In a continuing plutonium storage 

operation there would be advantages to  developing special sel'ection 

c r i t e r i a  for  use in s taff ing the plutoni.um protection system. Among 

the c r i t e r i a  should be: 
i 

8 Long attention spans. 

e Ab,ility to work in an isolated environment. 

@ Patience 

e, Alertness 

e Deductive reasoning ab i l i t y .  

The long attention span i s  needed to assure tha t  the operator remains 

at tent ive to  action-indicating devices during holding periods. These 

periods are of varying duration. To help assure that  transactions progress 

expeditiously, the operator 's  attention must remain focused so tha t  he 

can quickly respond to instructions.  

security control of the MAC and MOC areas separates the operators from 

contact with.other personnel. Isolation and the loss of group contact 

can have a negative.effect on some people. An e f fo r t  should be made to 

prevent the assignment of these individuals in the MAC or MOC. 

The time between a work party request, for  permission to  conduct a 

transaction act ivi ty  and computer response t o  tha t  request i s  not 



instantaneous. In most cases, the time between the request and the 

response i s  short. However, i t  i s  an interruption of work flow 

continuity and can be disturbing to some workers. This disturbance can 

cause rash or.habitua1 rather than thoughtful actions. This type of 

operator ac t iv i ty  has a high probability of causing problems in operating 

the PPS. Therefore, patience i s  a desirable operator character t r a i t .  

Operators of the PPS must be a l e r t  to  system instructions and continually 

aware of the i r  own actions. Several system components require precise 

operator actions; among these are  door request switches, electronic 

credential readers and the computer input terminals. To prevent delays 

and complications in transactions, PPS operators must be a l e r t  to  the i r  

actions a t  a l l  times.. 

All operating problems, of course, have a cause. Recovery from the 

problem requires that  the cause be ident i f ied.  Identification of the 

cause i s  achieved by reasoning back from the problem through the actions 

that  preceded. This deductive reasoning i s  necessary to  help select  

the correct recovery actions. 

CONCLUSION 

The.above c r i t e r i a  apply in varying degrees to  every position associated 

with PPS operation. Therefore-, they should be used to  select  the 

operating s t a f f .  



TRAINING EVALUATION 

On-s i te  Sandia personnel prov ided t r a i n i n g  t o  Rockwell Hanford Operat ions 

personnel. The o b j e c t i v e  o f  the  t r a i n i n g  was t o  prepare the  Rockwell 

personnel t o  perform p r o f i c i e n t l y  and s a f e l y  a l l  t he  func t i ons  necessary 

t o  operate t he  PPS du r i ng  the  Operat ional  Demonstration. 

TRAINING PROGRAM 

System t r a i n i n g  was organized around the  th ree  major .opera t iona1 areas: 

I tem Contro l  Areas (ICA) - CM Packaging & Vau l t  Storage. 

@ Ma te r i a l  Operations and Accountabi l  i t y  Centers (MOS & MAC). 

s e c u r i t y  Operations Center (SOC). 

The t r a i n i n g  f o r  each o f  t he  ope ra t i ona l  areas.was conducted i n  four  

phases as fo l l ows :  

1. I n t r o d u c t i o n  

2.  I n s t r u c t i o n  and demonstrat ion. 

3. Superv is ion and p r a c t i c e .  

4. Simulated f u l l - s c a l e  operat ion.  

The t r a i n i n g  wsq organized i n  modules and, wherever p r a c t i c a b l e ,  

Rockwell procedures were prepared f o r  the  PPS demonstrat ion. The modular 

organi -zat ion permi t ted  f l e x i b i l i t y  on the  sequence, as w e l l . a s  a 

:progress ion . f rom the  s imp les t  t o  the  most complex operat ions.  I n  

a d d i t i o n ,  repeated p r a c t i c e  sessions were he ld  as necessary t.0 a1 1 ow 

, i n d i v i d u a l s  t o  o b t a i n  an acceptable l e v e l  of p r o f i c i e n c y .  I n s o f a r  as 

' possi  b l  e, modules were organized and presented t o  s imu la te  ac tua l  

t ransac t ions .  

Records were maintained on each i n d i v i d u a l ' s  complet ion o f  modules. . 
Each module was signed by one o f  t h e  i n s t r u c t o r s  as acceptable 



p r o f i c i e n c y  was achieved. P r o f i c i e n c y  was judged by obse rva t i on  of 

. . each t r a i n e e ' s  performance by an i . n s t r u c t o r .  

CONCLUSIONS 

 raini in^ presented f o r  personnel t o  opera te  t h e  PPS d u r i n g  t h e  

demonstrat ion was opt imized.  I n  depth, d e t a i l e d  t r a i , n i n g  on t h e  why's 

o f  system a c t i v i t y  was n o t  used. To t r a i n  a  demons t ra t ion-opera t ing  

s t a f f ,  l i m i t e d  bas ic  i n fo rma t i on  was presented. The fo rma l  t r a i n i n g  

program was designed t o  prepare a  s t a f f  f o r  a  s h o r t - d u r a t i o n  opera t ion .  

Pre-demonstrat ion, on- the- job t r a i n i n g  gave ope ra t i ng  personnel some 

exper ience i n  app l y i ng  the  t r a i n i n g .  

Tra in in 's  o f  a s t a f f  t o  man a  permanent . i n s t a l l a t i o n  should i n c l u d e  

a  core  c u r r i c u l u m  o f  computer i n f o rma t i on .  Th i s  .would assure t h a t  

a l l  personnel 'are l e a r n i n g  and work ing f rom t h e  same knowledge base. 

The core  know1 edge should be appl  i e d  t o  s p e c i f i c  PPS programs and 

ope ra t i ng  procedures. Th i s  should a l l  be t i e d  t oge the r  i n  an ope ra t i ona l  

t r a i n i n g  a c t i v i t y  which w i l l  t r a i n  t h e  i n d i v i d u a l  i n  t h e  a p p l i c a t i o n  

o f  bas ic  computer knowledge and s p e c i f i c  computer programs t o  

ope ra t i ng  s i t u a t i o n s .  To g a i n  t h e  h i ghes t  e f f i c i e n c y  i n  opera t ion ,  

s e l e c t i o n  c r i t e r i a  should be developed f o r  choosing personnel t o  

mqn the  PPS. 



TRAINING MODULE DESCRIPTION 

ITEM CONTROL AREA OPERATION 

e The I n t r o d u c t i o n  module cons i s ted  o f  a  b r i e f  r ev i ew  o f  t h e  

h i s t o r y  and development o f  safeguards concepts, o b j e c t i v e s  and 

implementat ion o f  t h e  PPS, a  g l ossa ry  o f  PPS terminology, .  a.nd a  

t o u r  of the  f a c i l i t i e s  ( 3 ) "  

m S imu la t i on  o f  an Inspect ion/Maintenance t r a n s a c t i o n  cons i s ted  

of a  b r i e f  p e r i o d  o f  c lassroom i n s t r u c t i o n  and a  walk- through 

demonstrat ion.  Fol  l ow ing  classroom i n s t r u c t i o n ,  p r a c t i c e  

sess ions were h e l d  w i t h  smal l  groups . ( l ess  than 5 )  under a c t u a l  

system ope ra t i on  cond i t i ons .  ( 2 )  

e An In-vault move t ransac t i on ,  f o l l o w i n g  an i n s t r u c t i o n  and 

demonstrat ion session, u t i l i z e d  t h e  CM Handler t o  move empty 

CM's between l o c a t i o n s  w i t h i n  t h e  SSM. ( 4 )  
, 

e A Depos i t  t r a n s a c t i o n  P a r t  I s t a r t e d  w i t h  t h e  i n s e r t i o n  o f  a  CM 

i n  t h e  V e r i f i c a t i o n  Chamber, proceed t o  t h e  l o a d i n g  o f  t h e  STM 

and i t s  movement t o  t h e  v a u l t  dock and conclude w i t h  t he  

i n s e r t i o n  of t h e  CM's i , n to  t h e  SSM. ( 4 )  

e De.po>it t r a n s a c t i o n  . -. . P a r t  . - . . I 1  s i m i l a r  t o  Depos i t  t r a n s a c t i o n  P a r t  I 

except  t h a t  ope ra t i on  o f  t he  CM Tes te r  and Seali,ng f i x t u r e  w i l l  

be added. ( 6 )  

m A Withdrawal t r a n s a c t i o n  P a r t  I made use o f  t he  STM t o  move empty CM's. 

*The f i g u r e  i n  t he  paren thes is  f o l l o w i n g  t he  module d e s c r i p t i o n  i s  an 

es t imated  minimum t ime, in .  hours, r e q u i r e d  f o r  t h e  i n i t i a l  i n s t r u c t i o n  

and demonstrat ion. P r a c t i c e  t ime  was i n  a d d i t i o n  t o  t h i s  and was 

v a r i a b l e ,  dependent on each i n d i v i d u a l ' s  progress.  



Withdrawal P a r t  I 1  s i m i l a r  t o  Withdrawal T ransac t ion  P a r t  I, except  

ope ra t i ons  of t h e  seal  ing/unseal  i n g  f i x t u r e  w i l l  be added. ( 5 )  

e F u l l  - sca le  'opera t ions  encompassed a1 1  types o f  t r a n s a c t i o n s  w i t h  

a l l  o t h e r  areas i n  f u l \ l  o p e r a t i o n  and manned by Rockwell (18)  

. MOC AND MAC OPERATIONS 

e I n t r o d u c t i o n .  ( 3 )  

The Data i n p u t  module i n s t r u c t e d  personnel i n  t he  use o f  computer 

t e rm ina l  s  f o r  t he  addi  t i 0 .n  o f  t r a n s a c t i o n  i n f o r m a t i o n  t o  t h e  data 

base. ( 3 )  

@ T ransac t ion  mon i t o r i ng  demonstrated t o  personnel how a  t r a n s a c t i o n  

may be moni tored by t h e  i n fo rn i a t i on  d i sp layed  on e i t h e r  a  l i n e  

p r i n t e r  o r  CRT. ( 2 )  

Note: A p re requ i s i t e ,was  p a r t i c i p a t i o n  i n  Deposi t  and Withdrawal 

T ransac t ion  P a r t  11. 

e The.Reports module demonstrated t h e  r e p o r t s  which a r e  generated 

by t h e  MAC and p rov ided  i n s t r u c t i o n  on how to, generate c e r t a i n  

r e p o r t s .  as requ i red .  ( 3 )  

@ System s t a r t - u p  ( " ~ o o t i n ~ " )  t augh t  personnel t he  procedures f o r  

a b o r t i n g  and r e - i n i t i a l i z i n g  a  t r a n s a c t i o n  and how t o  s t a r t  up 

t h e  e n t i r e  system i n c l u d i n g  SQC, MOC, MAC and V a u l t  Con t ro l .  ( 4 )  

e Opt ional  ( o r  cont ingency)  c o n t r o l  p rov ided  procedures on t h e  use 

o f  t he  o v e r r i d e  and manual op t i ons  t h a t  may be used i n  e x t r a -  

o r d i n a r y  c ircumstances. 

o =-. F u l l - s c a l e  opera t ions .  (18)  



,SOC OPERATIONS 

e I n t r o d u c t i o n .  (3 )  

P a r t i c i p a t i o n  i n  T ransac t ions  al. lowed P a t r o l  personnel t o  be 

acquainted w i t h  normal opera t ions .  They p a r t i c i p a t e d  as observers  

i n  s imulated'  t r ansac t i ons .  ( 4 )  

e A module on t h e  use o f  Sense Switches (SSW) 0, 1, 2, and 3 t r a i n e d  

t h e  SOC opera to rs  on t he  circumstances under which they  w i l l  be 

a c t i v a t e d  and t he  consequences o f  such use. ( 2 )  

e F u l l - s c a l e  opera t ions .  (18) 



MAINTENANCE EVALUATION 

Two types o f  p reven t i ve  maintenance were conducted d u r i n g  t he  demonstrat ion 

per iod .  One was a  weekly check of c r i t i c a l  i n c i d e n t  alarms (CIA) and 

c o n s t a n t a i r  moni'tors b y . p l a n t  forces.  The o ther .was  computer maintenance ' ' 

! 

and exe rc i se  by a  r e p r e s e n t a t i v e  of t h e  computer manufacturer .  

Entrance t o  safeguarded areas f o r  C I A  checks was made by t r a n s a c t i o n  

c o n t r o l .  Delays i n  pass ing thrqugh t he  safeguards personnel c o n t r o l s  

increased t h e  t ime  r e q u i r e d  f o r  these checks. The t ime  was increased 

f rom approx imate ly  0.1 hour f o r  C IA 'S  i n  o t h e r  areas t o  0.65 hours f o r  

CIA equipment i n  t h e  PPS area; a  q i g n i f i c a n t  i .ncrease i n  t ime,  most o f  

which was needed t o  pass safeguards c o n t r o l s .  

I n  a d d i t i o n  t o  t he  increased t ime  r e q u i r e d  f o r  CIA checks by p l a n t  

fo rces ,  i n s p e c t i o n  and maintenance e n t r i e s  had a  h i g h  frequency o f  

safeguards alarms. The alarms were caused by i n s p e c t i o n  and maintenance 

p a r t y  procedure v i o l a t i o n s .  Th i s  may be a t t r i b u t a b l e  t o  t h e  l i m i t e d  

t r a i n i n g  . . g i ven  t o  these people. Th i s  t ype  o f  a larm i nvo l ves  p a t r o l  

response, thereby  i nc reas ing  t he  impact  o f  p reven t i ve  maintenance on 

o t h e r  p l a n t  fo rces .  

Preven t i ve  maintenance by t h e  computer vendor r e p r e s e n t a t i v e  was done 

w i t h  NAC/MOC,area safeguards c o n t r o l s  i n  t h e  access mode. There were 

no alarms assoc ia ted  w i t h  t h i s  a c t i v i t y .  However, on r e s t a r t  t h e  

computer t ime s e t t i n g s  were re-estab l . ished twe lve  hours o u t  o f  t h e  

phase. Th i s  was a  non-alarm event.  The e r r o r  does emphasize t h e  f a c t  

t h a t  t h e  PPS requ i res .  f u l l - t i m e  a t t e n t i o n .  Unless c l o s e  a t t e n t i o n  i s  

g i ven  t o  a l l  changes i n  r o u t i n e ,  e r r o r s  w i i i  occur .  



UNSCHEDULED MAINTENANCE 

Six  unscheduled maintenance a c t i v i t i e s  occurred du r ing  the demonstration. 

They were caused 'by: 

o Inopera t ive  microswi tch a t  CMP p o r t  door. 

a STM carrousel '  f a i l e d  t o  r o t a t e .  

g Vau l t  p o r t  door deadbolt  would n o t  lock .  , . 

Microswi tch i n  carrousel  one n u l l  p o s i t i o n  s t i c k i n g .  

Ver i f i ca t ion .chamber  low gamma count. 

e Vaul t  microprocessor n o t  reading ID  numbers. 

A1 l mai ntenance was done by Sandia. personnel. The t o t a l  t ime i n v o l  ved 

i n  doing the phys ica l  maintenance work was four  and a qua r te r  hours. 

I nc lud ing  the t ime requ i red  t o  diagnose the problem increases the  t o t a l  

maintenance t ime t o  26 hours. Six teen hours o f  t h a t  t ime was associated 

w i t h  th'e v e r i f i c a t i o n  chamber problem. 

No major disassembly o f  equipment was requ i red  f o r  maintenance done 

du r ing  the demonstration. 

Maintenance was done by personnel who were very  f a m i l i a r  w i t h  t h e  

hardware and the  d e t a i l s  o f  i t s  opera t ion .  They were s p e c i a l i s t s  on 
. . 

the  PPS who were n o t  d i .v id ing  t h e i r  t ime among o ther  a c t i v i t i e s .  Wi'thout 

subs tant ia t ion ,  i t  can be assumed t h a t  s p e c i a l i z a t i o n  by Sandia personnel 

con t r i bu ted  t o  t h e i r  maintenance e f f i c i e n c y .  

' - Time requ i red  t o  handle the  v e r i f i c a t i o n  chamber gamma counter problem 

may be i n d i c a t i v e  o f  p l a n t  fo rces  maintenance on the PPS. I;n t h i s  case, 

~ a n d i a  personnel were n o t  thoroughly fami l i a r  w i t h  the equipment. Two 

days o f  diagnosis, consul t a t  ion' and discussi'on w i t h  o f f - s i t e  personnel 



were requ i red  t o  determine t h e  e x t e n t  of t h e  problem and w h a t - c o r r e c t i v e  

a c t i o n  cou ld  be taken. Physical  maintenance a c t i v i t i e s  requ i red  t o  

a d j u s t - t h e  v e r i f i e r  were completed i n  approx imate ly  15 minutes a f t e r  

compl e t i n g  consul t a t  ions  w i t h  knowledgeable personnel . 

CONCLUSION 

The conclus ion can be made t h a t  a s i g n i f i c a n t  savings can be had a t  t he  

PPS i n s t a l l a t i o n  by p rov id ing  in-depth, d e t a i l e d  t r a i n i n g . f o r  system 

maintenance personnel. ' A d d i t i o n a l  savi,ngs may be made by ass ign ing  

maintenance personnel e x c l u s i v e l y  t o  the  PPS. 




