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DESIGN CRITERIA FOR VAULT AUTOMATION IN SPECIAL
NUCLEAR MATERIAL STORAGE

W. T. McDuffee
W. R. Hamel*
L. B. Shappert
A. S. Pruitt**

ABSTRACT

Design criteria for safeguards benefits derived for candidate designs of automated special
nuclear material storage vault systems are developed. These are based on the safeguards benefit
evaluation methodology reported earlierl that is used in establishing performance standards for
each element of the safeguards functions. Numerical values between | and 10 are obtained
which minimize the effect of personal preferences or differences in judgment. Specific minimum
values for each safeguards function, as well as for the overall safeguards system, are chosen
that constitute the criteria for designing vault storage systems.

*On loan from the Instrument and Controls Division.
**On loan from UCC-ND General Engineering Division.



. INTRODUCTION

This is the third report in a series on the automation of storage vaults for special nuclear
material (SNM). The first report, on studies that evaluated vault concepts featuring various
degrees of automation, established feasibility and desirability. The second report established the
safeguards value and the cost impact of achieving this value for vault automation.] This, the
third report on automated SNM vaults, discusses design criteria developed by applying the
safeguards worth-evaluation methodology to candidate vault concepts and the establishment of
a basis comparison of the candidates.

2. SAFEGUARDS OBJECTIVES

To make decisions with respect to SNM vault storage design options, the
safeguards-related performance must be quantified in some fashion. In this work, performance
is measured by the effectiveness of the basic safeguards functions of detection, delay, and
deterrence at the conceptual design stage. To evaluate this effectiveness, it is first necessary to
enumerate the vault design parameters that can affect the basic safeguards functions. After the
design parameters are identified, they are evaluated by using a numerical evaluation scheme
which will permit a designer to perform design trade-off studies. This evaluation methodology!
should be sufficiently well structured to ensure repeatability among different designers. This is
particularly difficult because of the inherent complexity and subjectivity of safeguards functions
and design parameters.

In the following sections, a procedure to evaluate safeguards parameters for SNM vaults in
terms of the basic safeguards functions is presented. The evaluation methodology was
structured to provide a reliable tool for use in the quantitative ranking of design options with
respect to generalized design criteria. Now that the methodology is in hand, a set of
performance standards can be established if the boundaries of each element of a system that
contribute to the performance of the safeguards functions are defined conceptually and
numerically.

2.1 Safeguards Functions

To maximize safeguards objectives at an SNM storage vault, a system of hardware,
personnel, and operating procedures must be established which, to the fullest degree possible,
performs the basic functions of the safeguards systems shown in Table 2.1.

These four basic safeguards functions are closely interrelated. For example, knowledge of
the existence of a safeguards system that effectively detects, delays, and responds to attempted
diversions will in itself help deter rational individuals from considering theft of SNM. It is also
clear that increasing the time required to remove SNM increases the likelihood of detection
and interruption of such an attempt.

Thus the engineer charged with the task of designing an SNM vault system has a great
deal of freedom in choosing an overall design, provided the conceptual safeguards system
effectively performs the four basic functions. His problem is how to evaluate the advantages
and disadvantages of various design options with respect to their safeguards effectiveness. This
requires the development of a methodology that will permit a numerical ranking of the option
studied and criteria, or set of goals, toward which the designer must strive.



Table 2.1. Basic functions of the safeguards system

Function Problem addressed

Deterrence (of) Potential adversary actions

Detection (of) Material balance discrepancies; unauthorized
activities

Delay (of) Unauthorized activities until appropriate

response can be made

Response (to) Unauthorized activities and material balance
discrepancies in a timely manner

2.2 Safeguards Effectiveness

The safeguards effectiveness, or value, of potential SNM vault storage automation design
options must be estimated with respect to the basic safeguards functions. In an overall sense,
SNM vault storage functions and equipment are complex. The basic safeguards functions, on
the other hand, represent rather general and broadly defined concepts. It is highly unlikely that
consideration of the effects of various design alternatives directly based on the basic functions
will lead independent evaluators to similar conclusions. An effectiveness evaluation that is
reliable and repeatable demands that more detail be introduced into the process. The basic
safeguards functions must be expressed in terms of SNM vault storage system design
parameters, or performance factors, which properly characterize the effects of design
alternatives. For example, the safeguards function of delay basically reflects how much
obstruction an adversary must overcome along a particular pathway to SNM access. A vault
safeguards performance factor that contributes to this overall obstruction is the thickness and
construction (physical barrier) of the walls enclosing the SNM storage area. All four of the
basic safeguards functions can be similarly resolved into sets of performance factors of this
type which are more meaningful when coupled to the SNM vault design alternatives. By
relating system design options (through safeguards performance factors) to the basic safeguards
functions, a foundation is established for the determination of safeguards design performance
effectiveness. Measured safeguards design performance can then be used as a fundamental
acceptance criterion.



3. EFFECTIVENESS EVALUATION

In the methodology presented in this section, all design trade-offs pertaining to vault
storage automation are evaluated at the conceptual design level of detail. The major steps of
this procedure are shown in Fig. 3.1, and to evaluate the safeguards value of a particular vault
concept, the conceptual design must generally address the system features outlined in Table 3.1.

A standardized procedure has been developed which can be used in the analysis of design
options to establish safeguards value and relative ranking.| This evaluation methodology is built
on a standard set of vault safeguards performance factors that have been defined in terms of
the basic safeguards functions. Generally, these safeguards performance factors are assigned a
numerical value of 0 to 10 based on the attributes of the particular vault concept being
considered. To alleviate some of the subjectivity associated with the process of assigning values,
each performance factor was given a “standard” lower and upper bound concept and assigned
specific values that quantify the effectiveness of the performance of these boundary concepts. In
this way, the endpoints of the safeguards value scale are defined. The purpose in establishing
these performance standard bounds is to provide all persons performing evaluations with the
same reference. Under the assumption that all evaluations are made with sound engineering
judgment, the numerical safeguards values become a reasonable basis for universal comparison
of designs.

Once values are assigned to each of the safeguards performance factors, combined
performance values for the basic safeguards functions and the overall safeguards value can be
calculated using weighted arithmetic averages (Sect. 3.2). Weighting factors are introduced to
emphasize, or de-emphasize, certain groups of performance factors.

Upon completion of the evaluation process, the performance values obtained for each of
the safeguards functions would be allowable minimum value criteria, which can be considered
also as “acceptance criteria.” A minimum overall allowable value ensures suitably effective
integrated safeguards capability. The criteria for the individual safeguards functions ensure a
balanced capability.

3.1 Safeguards Performance Factors

The relative safeguards value, or benefit, of various vault concepts is estimated with respect
to the safeguards performance criteria referred to above. Specific safeguards performance
factors that relate vault systems parameters to the safeguards evaluation criteria are defined
and explained below. Each element of the general safeguards performance criteria is considered
in conjunction with the details of the conceptual vault storage system and its operation.

3.1.1 Detection performance factors
The overall safeguards detection function is broken down into the detection of (1) material

balance discrepancies, (2) unauthorized personnel activities (such as unauthorized removal of
SNM through restricted input/output ports in a vault), and (3) the presence of SNM at any
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Table 3.1. Vault conceptual design content required
for safeguards evaluation
1. Facility/process integration
1.1 Vault/layout
1.2 SNM handling dynamic requirements
2. Storage container design
3. Storage container handling system design

4. Information management istrumentation and controls
system design

5. Safeguards system
5.1 Physical protection
5.2 SNM inventory control
5.3 Personnel control

6. Reliability assessment



unauthorized location. The performance of these three subfunctions depends on the speed and
sensitivity with which evaluations and decisions can be made. An example of the speed
characteristic is the amount of time required to perform an updated inventory calculation.
Detection sensitivity is a function, for example, of the minimum detection threshold of SNM
monitors.

3.1.1.1 Detection of material balance discrepancies. The detection of a material balance
discrepancy is dictated by (1) the timeliness (frequency) and accuracy of SNM measurements
and (2) the timeliness (computational time) and accuracy of SNM inventory calculations.

3.1.1.2 Detection of unauthorized personnel activities. Unauthorized personnel activities
include (1) misuse of the vault storage operational features, such as an attempt to use a control
panel to perform unauthorized (disguised) SNM acquisition and (2) unauthorized presence in
vital vault-related (material access) areas.

In the first case noted above, detection of personnel depends on the spatial surveillance
effectiveness (how good) that can be achieved in the vault interior, input/output ports,
container transfer region, and the control room. Detection of unauthorized activities by
authorized personnel depends on the surveillance effectiveness achieved for container handling,
inventory-data management, and equipment-maintenance activities.

3.1.2  Delay performance factors

The overall safeguards delay function is intended to provide a requisite magnitude of delay
time (generated by functional and physical obstructions) under actual attack conditions. In the
case of SNM vault storage systems, the delay function includes (1) delaying adversary access to
vital areas, (2) delaying adversary use of the vault system, and (3) delaying adversary access to
SNM. These delay functions are implemented through both active and passive mechanisms.

3.12.1 Active delay mechanisms. For a particular conceptual storage vault, active delay
systems’ performance depends on the extent to which the active delay mechanisms are
implemented. Examples of the active delay concepts are: (1) imposition of vault environmental
conditions adverse to humans (i.e., inert gas purging), (2) denial of normal vault entry access,
and (3) denial of the use of operating controls.

3.1.2.2 Passive delay mechanisms. Passive delay mechanisms are realized through the
structural attributes of the various vault components. For this evaluation, the delay aspects of
the structural design features to consider include (1) principal physical barrier (i.e., vault walls),
(2) storage container design, (3) container storage area design (i.e., shelves, racks, etc.), (4)
vault input/ output port design, and (5) maintenance access port design.

3.1.3  Deterrence performancefactors

The safeguards deterrence function is, to a great extent, subjective in nature because it is
closely coupled to the human characteristics of potential adversaries. For example, a
satisfactory safeguards deterrent to a marginally motivated adversary may be of little
consequence to a highly motivated and emotional (perhaps irrational) adversary. As a result,



deterrence performance factors are defined based on the general notion of complicating the
adversary’s preparatory activities. The hypothetical perspective of the potential overt or covert
adversary is used as a base in defining these performance factors, which include (1) detection
system effectiveness, (2) delay system effectiveness, (3) response system effectiveness, and (4)
intrinsic system characteristics.

3.1.3.1 Detection system effectiveness. The performance, both actual and perceived, of
the detection system serves as a major deterrent to both overt and covert assaults.

3.1.3.2 Delay system effectiveness. The delay system performance similarly serves as a
major deterrent to adversary plans and preparations.

3.1.3.3 Response system effectiveness. The visible magnitude (people and weapons) of the
response force (security guards, local police, etc.) at a given facility serves as a major deterrent
to potential overt attacks. Since it is generally assumed that this safeguards function is
essentially independent of vault storage options, response system effectiveness will have little
effect on vault deterrence contributions and, therefore, is included here for completeness only.

3.1.3.4 Intrinsic system characteristics. A number of inherent vault system parameters, or
characteristics, contribute significantly to deterrence. These pertain primarily to covert assault
and include (1) material access and isolation, (2) material-handling time, (3) collusion
vulnerability, and (4) system complexity.

{Material access and isolation). The accessibility of SNM is an obvious prerequisite for
theft. Design features that reduce accessibility and increase physical isolation represent
deterrence.

{Material-handling time). In any system, some direct handling of containerized SNM will
be required as either a part of normal operation or equipment maintenance operations. Since
during these conditions individuals have direct access to material, keeping these times to a
minimum complicates covert assault intentions.

{Collusion vulnerability). Mechanization and automation will generally require that more
than one individual make preparations for theft. Collusion vulnerability, therefore, is considered
a function of the number of people to be involved and their social mixture (i.e., the cross
section of the types, professional training, and the responsibilities of the personnel). Collusion
vulnerability decreases as the number of people required increases and the mixture varies;
hence, these factors serve as a deterrent. Thus, as storage systems tend to become more
automated and complex, the number of people who have some awareness or control over SNM
transactions increases and, based on the above assumption, the vulnerability of the system to
collusion decreases. These people include security guards in the immediate vault area, those
involved in monitoring closed-circuit television (CCTV), the vault (computer) operators, the
operations group, the SNM-accounting group, the personnel control group, etc.

{System complexity). The functional and physical complexity of the vault storage system
will also serve as a deterrent to overt and covert assaults. Complexity implies that greater
knowledge (and collusion) is required to manipulate or defeat a particular system and,
therefore, represents deterrence. On the other hand, system complexity could also be used to
hide overt actions by the “insider” who has knowledge of the system.



3.2 Performance Evaluation Methodology

The evaluation methodology described below! is based on specifying each of the
safeguards-related factors that have an effect on the overall system performance and assigning a
value to each. Table 3.2 may be considered a work sheet for evaluating a vault storage system
concept. In the first column (“Safeguards performance criteria”) are the various performance
criteria arranged under the three safeguards functions that are considered. In the second
column (“Vault safeguards performance factor”) are the safeguards-related performance factors
discussed below that have an effect on the overall criteria for system performance. Each of
these factors is considered by the design engineer and assigned a numerical value which, in his
judgment, lies at the appropriate point between those boundary values defined in the third and
fourth columns of the table. This assigned value is entered in the fifth column. (In the table,
the fifth column is headed “Example” for illustrative purposes; it is in fact the “concept under
evaluation.”)

After all the performance factors have been graded numerically, they are averaged
arithmetically, establishing (1) the effectiveness of each of the detection, delay, and deterrence
functions and then (2) the overall safeguards effectiveness (benefit) of the system. Weighting
factors are also used (for detection only) to force a relative ranking among subfunctions. These
factors are applied prior to calculating the performance factor average. The procedure for
averaging and weighting is as follows.

Calculation of overall safeguards value
. Performancefactors are averaged with respect to performance criteria:

PC =— " PF
" mm -—. n'

For example, in the case of the performance criteria “vault inventory material balance
discrepancy detection” dependence on inventory accuracy; n = I, m = 4.2 3

2. Performance criteria are averaged and weighted with respect to safeguards functions:

mk
SFk 2 PCn * wkn
nk n=1

For detection; k = 1, n* = m = 5.
3. Safeguards functions are averaged with respect to overall safeguards value:

Overall safeguards value

SFi + SF2 + SF3
3



Table 3.2. Safeguards performance standards

Safeguards Vault safeguards
performance performance
criteria factors Lower bound Upper bound Example

1. DETECTION (SF*

1.1 Vault inventory ma- 1.1

terial balance dis-

Vault inventory accuracy

Same as lower bound but

(2) Inventory data manage-
ment (calculations)
accuracy

Vault inventory timeliness
(1) SNM measurement fre-

quency
(PF13)

(2) Inventory data

Human-based line entry accountancy with
no computerization

Value3 = 5

SNM measurements only performed in
association with transactions at ship-
ping, receiving, and transfer to
process

Value = 2

Manual (human-performed) vault item in-

Entirely computer-based with all
physical data obtained from in-
strumentation electronically in-
terfaced to the computer. Auto-
matic calibration and verifica-
tion of sensors

Value - 10

crepancies (1) SNM measurement Measurement system comprised of conven- Direct (e.g-, nondestructive as- I )
spg’ PF, *; accuracy t_1onal nond_estructlve assay, wet chem- say) measurement‘of all SNM ﬂows with .Cgrpputen;ed data
’ 1 (PFn) ical analysis, and weighing with manual and storage continuously to with- acquisition which re-
i data acquisition. Process measurements in 0.1% duces reading and cal-
>0.52 and laboratory measurements <0.4 culational errors
Value3 = § Value = 10 Value = 8

Computerized data man-

agement, record keeping.
and reporting withprin-
cipally manual data en-

try

Value = 8

Continuous SNM measurement duringiSNM measurement of canis-

canister handling and storage

Value = 10

Vault item inventory based on

ters at the beginning
and conclusion of trans-
actions

Value = 6

Same as upper bound but

processing ventory requiring greater than two 8-hr direct verification of storage  with item inventory
(pFid> shifts container integrity and all anly and not direct SNM
transactions initiated or com- verification
Physical inventory requiring a number pleted
of days from time of request
Physical inventory within a few
hours of request
Value = | Value = 10 Value = 7
Overall value NA NA PC1=1/4(8+8+6+7)=7.3

PC, = 1/4(= PF, *)
\ i=1 1

aFootnotes at end of each section of table.



1.

Safeguards
performance
criteria

DETECTION (cont'd)

1.2 Unauthorized personnel

1.2.1

activities

Unauthorized person-
nel in vital vault-
related areas

(PC2, PF2i;
i—1..4)

PC, = 1/4 (E PF-+)
i=1 41

3

Vault safeguards
performance
factors

1.2.1 Surveillance effective-

ness

(D

2

3)

G

Vault interior
(PF21)

Vault input/output
ports
(PF22)

Vault system control
room
(PF23)

Vault process material
transfer

Overall value

Table 3.2.

Lower bound

No surveillance instrumentation
utilized

Value = 0
Same
Value = 0
Same
Value = 0
Same
Value = 0
NA

(continued)

Upper bound

Multiple (at least two) types of

continuous volumetric

monitors which scan 100% of sen-

sitive area

Value = 10
Same
Value = 10

Continuous identification (or dis-
crimination of unauthorized) of
authorized control room personnel

Value = 10

Same as (1) above

Value = 10

NA

intrusion

Example

Continuous volumetric
monitoring which must
be deactivated for
normal operator en-
trance to vault

Value = 5

Manually operated
vault which requires
normal operator traf-
fic across input/out-
put ports (doors)

Value = 2

Manually operated
vault which does not
have a control room
(positive effect)

Value = 10

Continuous volumetric
intrusion monitoring
of a vault with mech-
anized material hand-
ling and physically
isolated (from normal
operating personnel)
material transfer
space

Value = 10

PC2=1/4(5+2+10+10)=6.8



Safeguards
performance

criteria

1. DETECTION (cont'd)

1.2.2

PC, =

3

Unauthorized use of
system operational
features (i.e.,
controls, computers,
etc.)

(PC3, PF3i.;
i=1....3)
1/3 %PF,-

(1=1 31)

Table 3.2. (continued)

Vault safeguards
performance

factors Lower bound

1.2.2 Operations surveillance
effectiveness

Total human operator container hardline
with essentially no additional admini-
strative controls (e.g., operation
which is totally at process operations
integrity and convenience)

Value = 0

(1) Container handling
(PF31)

No routine surveillance of inventory
data bookkeeping functions

(2) Inventory data man-
agement
<PF32>

Value = 0

No surveillance of a situation in which
maintenance personnel require unencum-
bered access to complex equipment in
vital areas and when key safeguards

(3) Equipment maintenance
(PF33>

equipment is disabled 102! of the time
Value = 0
Overall value NA

Upper bound

Container surveillance using in-
dependent and protected instru-
mentation of a system with auto-
mated container handling opera-
tions

Value = 10

Continuous surveillance of se-

cured on-line computer-based in-
ventory system. Password control
of all users (operators) and pro-

grammers
Value = 10

Situations that involve no
equipment maintenance in vital
areas

Value = 10

NA

Example

Manually operated
vault with only ad-
ministrative opera-
ting procedure con-
trol s

Value = 3

Computer-based inven-
tory data managementt
with only password
control of program-
mers and users

Value = 9

Manually operated
vault with no active
internal hardware
other than safeguards
instrumentation

Value = 9

PC3=1/3(3+9+9)+7



Safeguards

performance
criteria

1.3 Unauthorized SNM

1.3.1 Location

PC4=

1/4

Vault safeguards
performance
factors

1.3.1 SNM surveillance effec-
tiveness

(1) SNM not containerized
but within vault
boundary2 (anomalous
condition in which
SNM has been acci-
dentally or pirposely
removed from a con-
tainer at the wrong
time)(PF41)

(2) Containers in storage
rack area (surveil-
lance instrumentation
built into storage
rack) (PF42)

(3) Containers being
handled within vault
interior (surveillance
instrumentation built
into container hand-
ling system) (PF43)

(4) Containers in trans-
fer (i.e., to/from
process) (PF44)

Overall value

Table 3.2. (continued)

Lower bound

No surveillance instrumentation
utilized

Value = 0

No passive locks, seals, or other
methods utilized

Value = 0

Manual handling of containers by indi-
vidual process operators without secu-
rity guard present and no other surveil-
lance instrumentation

Value = 0

Same as above

Value = 0

NA

Upper bound

Continuous radiation monitoring
instrumentation which can dis-
criminate uncontainerized (ex-
posed to vault interior) SNM in-
stantaneously

Value = 10

Continuous SNM container assay
for all storage rack container
positions

Value = 10

Mechanization of container hand-
ling such that human contact is
not required and with continuous
SNM container assay during time
out of storage rack

Value = 10

Same as above

Value = 10

NA

Example

Continuous alpha-
gamma radiation
monitor; no dis-
crimination

Value = 5

Continuous container
bulk weight monitor-
ing of all storage
rack positions

Value = 7

Same as upper bound
but only with nuclear
signature verifica-
tion rather than
assay

Value = 9

Same as above

Value = 9

PCA=1/4(5+7+9+9)=7.5



Safeguards Vault safeguards
performance performance
criteria factors

1.3 Unauthorized SNM (cont'd

3
1.3.2 Shielding materials 1.3.2 Shielding surveillance

PC,
b

(i.e., an amount
which would compro-
mise detectability)

(1) "Large" amounts of
shielding crossing
vault access ports
<PF51>

(2) "Large" amount of
shielding present
during container
transfer (PF")

= 1/2 (_ZIPF,—) Overall value
i=

Detection Sumary

1.

Vault inventory material Weighted overall value
balance discrepancies W4=1

Unauthorized personnel =~ Weighted overall values
activities
+ Unauthorized personnel

in vital vault areas W=l

¢ Unauthorized use of W=0.8
system operational
features

Table 3.2. (continued)

Lower bound

No surveillance instrumentation
utilized

Value = 0

Same as above

Value = 0

NA

NA

NA
NA

Upper bound

Continuous surveillance of all
vault access ports with instru-
mentation which will detect
presence of significant quanti-
ties of materials with shielding
properties which would defeat SNN
portal monitors

Value = 10

Same as above except detection
region is vicinity of handling
equipment

Value = 10

NA

NA

NA
NA

Example

Manually operated
vault with conven-
tional metal detec-
tion at doorway

Value = 5

Same as above

Value = 35

PC5=1/2(5+5)=5

(1.x7.3)=7.3

(1x6.8)=6.8
(0.8x7)=5.6



Safeguards Vault safeguards
performance performance
criteria factors

Detection Summary (cont'd)

3. Unauthorized SNM Weighted overall values
presence
* Location W=0.8
* Shielding materials W=0.8

Average overall weighted
value Overall value = A

Notes for detection:

(1) Value = subjective quant|i fication of safeguards benefit
(2) Vault boundary: storage irea to process transfers,

Table 3.2.

(continued)

Lower bound Upper bound

NA
NA

NA

a scale of - to 10,

NA
NA

NA

10 being most des rable.

(3) Shielding issue is intenjied as a relative argument; perfinuance of heavy-metal detectors may be major problem.

(4) Weighting factor.

2. DELAY (OF) (SF2)

(1) Adversary access to
vault areas

(2) Adversary use of
vault systems func-
tions (i.e., con-
trols, equipment,
etc.)

(3) Adversary physical
access to SNM
(PC2, PF2i;

i=1,...8)

Example

(0.8x7.5)=6.0
(0.8x5.)=4.0

1/5(7.3+6.8+5.6+6+4)=5.9



Safeguards Vault safeguards
performance performance
criteria factors

2.1 Active delay mechanisms

(@)

()

(€))

Imposed adverse vault
conditions (e.g., inert
gas purge) (PF21)

Normal wvault entry
access denial (e.g.,
automatic closure and
securing of doors)
(PF22)

Operating control sys-
tern use denial (e.g..
all operating software
and stored data would
be irretrievably
erased thus rendering
the automated functions
inoperable. Backup
software would be
stored at a distant
geographical location)
(PF23)

Table 3.2. (continued)

Lower bound Upper bound

Not utilized Active system which is capable
of rendering the vault environ-
ment to humanly debilitating

conditions within minutes

Value = 0 Value = 10

No active denial mechanization
utilized

Active system which is capable
of securing within seconds all
vault maintenance and normal en-
try points to a physical barrier
delay effectiveness equivalent to
that of the principal physical
barrier. Reset function to re-
quire hours

Value = 0 Value = 10

Manually operated vault with no
mechanization or control systems
which could be deactivated for use

Completely automated vault stor-
age system in which all equipment
control features can be irrevers-

denial ibly deactivated (required hard-
ware and software repair to re-
activate)

Value = 0 Value = 10

Example

Continuous nitrogen
purge to less than 2.1
oxygen of vault interi-
or and container trans-
fer region

Value = 6

Manually operated
vault with motorized
door opener under re-
mote control

Value = 5

Computer-based vault
material handling con-
trol with all software
stored in volatile
memory

Value = 8



2.

Safeguards
Performance
criteria

DELAY (OF) (SF2)
(cont'd)

2.2

Vault safeguards
performance

factors

Passive delay mechanisms

(1) Principal physical

(structural) barrier
(PF24)

(2) Storage container

design (PF25)

(3) Container storage area

design (Pp26"

(4) Vault input/output

port design (PF27)

Table 3.2. (continued)

Lower bound

Vault structure which can be easily
compromised with conventional tactics
(i.e., explosives, etc.)

Value = 0

Container designed for human operation
without special tools or machines

Value = 0

Storage area design for unassisted
human direct container handling (neg.
effect)

Value = 2

Manually operated vault with normal
human-entry access ports through prin-
cipal physical barrier. Access door
remains open for large fraction of
day

Value = 2

Upper bound

Vault structure which encompasses
all storage and transfer regions
and requires hours to penetrate
using conventional military tac-
tics

Value = 10

Container design requiring spe-
cial machines for opening opera-
tion and handling (bulk weight
> hundreds of pounds)and which
physically would require hours
to penetrate using conventional
military tactics

Value = 10

Storage area structural geometry
which precludes human (of any
conceivable size) entry and move-
ment

Value = 10

Input/output structural geometry
precludes human use and provides
a delay effectiveness comparable
to that of the principal physical
barrier

Value = 10

Example

Earthquake-proof vault
structure with 2- to 4-
metal door entry.

Value = 3
Polyethylene bottles

Value = 0

Storage racks secured
with key-operated pad-

locks. Human access
required
Value = 4

Double-vault doors are
always locked. Human
entry but pass through
input/output station
requires collusion of
two or more people

Value = 6



Safeguards
performance
criteria

2.2

Delay Summary
Rk kk %
P - R TR TPE2Y)

i=1

3. DETERRENCE (SF3)

(1) Potential overt ad- 3.1
versary actions

(2) Potential overt ad 3.2
versary actions
<PC3°PF3i; 33

i=1....7)

3.4

Vault safeguards
performance
factors

Passive delay mechanisms

(cont'd)

(5) Maintenance access
ports (vault opening
used for maintenance
of internal equipment)
<PF28>

Overall value = B

Detection system effective-
ness”™

Delay system effectiveness”™
(PF32)

Response
ness

system effective-

Intrinsic system charac-
teristics

(1) Material access and iso
lation (during normal
operation) (PF33)

Table 3.2. (continued)

Lower bound

Vault designs which require maintenance
access accommodations which compromise
the delay effectiveness of the princi-
pal physical barrier to minutes

Value = 0
NA
Value = 0
Value = 0
NA

Manually operated vault in which SNM
containers are easily accessible when
vault door is open

Value = |

Upper bound

Vault designs which require no
maintenance access for internal
equipment

Value = 10

NA

Value = 10

Value = 10

NA

Material is completely isolated

at all times in a vault system

Value = 10

Example

Maintenance access to
internal equipment
(monitors) occasionally
required; double-vault
doors (one always

Value = 2

PCo=1/8(6:+5+8+3+0+4+6+
A 2)=4.3

5.9
4.3

NA

Maintenance access to
equipment required
under security surveil-
lance

Value = 3



Table 3.2 Safeguard performance standards (cont'd)

Safeguards
performance
criteria

Vault safeguards
performance
factors

3.4 Intrinsic system charac-

teristics (cont'd)

(2) Material handling time
(PF34>

(3) Collusion vulnerability

(a) Number and skills
of people involved

Number of opera-
tions people
Number of mainte-
nance people

e Skill level

(b) Mixture required3

(4) Functional system com
plexity (e.g., operating
controls, computer se-
curity, surveillance)

(PF36)

Table 3.2. (continued)

Lower bound

Manually operated vault on which SNM
containers are easily accessible when
vault door is open

Value = |

Manually operated vault

High

Low

Operators and technicians
Crafts only

Value = 3

Manually operated vaults

Val ue

Upper bound

Material is completely isolated
at all times in a vault system
which requires no maintenance
access

Value = 9

Fully automated vault

<2 people/shift

Maximum; high
Engineers, computer programmers

Maximum number of professionals/
number of crafts

Value = 63

Fully automated, including ma-
terial transfer to process

Value = 7

Example

Maintenance access to
equipment required
under security surveil-
lance

Value = 2

Semi automated vault

>3

Engineers, computer pro-
grammers, operators

Professional/craft = v 1/2

Value = 4

Semi automated

Value = 5



Safeguards Vault safeguards
performance performance
criteria

3.4 Intrinsic system charac-
teristics (cont'd)

(5) Physical system com-
plexity (barriers,
vault internal struc-
ture, etC.)(PFgy)

Deterrence Summary

PC3 . 177 G-P13.) Average deterrence values = C

Notes for deterrence:

(1) Refer to Sect. 1, Decte :tion summary,
(2) Refer to Sect. 2, Delay summary.

Table 3.2. (continued)

Lower bound

Upper bound Example

Conventional earthquake-proof construc- Internal geometry which precludes Conventional earthquake-

tion

Value = 0

NA

(3) It is assumed that coll jsion requiring collaboration be :ween individuals with varying societal
to succeed compared with groups having common societal jases.

Overall safeguards summary

1. Detection A
2. Delay B
3. Deterrence C

Total safeguards relative vilue

:haracteristies (salary, education

movement of average-size humans. proof construction with
Special barrier design to provide armor plate liner

hours of delay when attacked with

advanced weapons

Value = 9 Value = 5

NA PC,=1/7(5.9+4/3+3+2+4+
T 545)=4.2

etc.) is less likely

5.9
4.3
4.2

4.8



4. Indexing key

Overall safeguards value
Safeguards functions:
Performance criteria:

Performance factors:

20

SFkk=1,...3

PCnk;n=1,...nk

PFni k;n;i= 1,... mn

The weighting factors to be applied are tested below.

Safeguards
functions (SF*)

Detection; k = 1,

nk =5
Delay; k =2,
nk = |

Deterrence; k = 3,
nk = |

Performance criteria
(PCn)

Material balance discrepancies
n=|

Unauthorized personnel in
vital areas
n=2

Unauthorized use of operating
features n =3

Unauthorized SNM location
n=4

Unauthorized presence of
shielding
n=>35

Delay effectiveness
n=1

Deterrence effectiveness
n=m

Weighting
factors
(W kn)

Wu =1

wl2 =i

W13=0.8

€ =o8

W15 =0.8

W20 =1

W30 =

i=1,..mn

Performance
factors
m! =4
ey 2%
m3 =3
W=
ms =2
mi =§
m! =§
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The physical location of SNM can be “unauthorized” if it is in a vault area where it
should not be or if it is in a specific place where shielding materials could disguise its presence.
Detection of SNM at an unauthorized location suggests a need for some sort of surveillance of
(1) areas where SNM should not be and (2) areas where SNM should remain. Thus, detection
effectiveness is a function of surveillance effectiveness. In particular, surveillance of (1)
uncontainerized SNM within the vault boundary (assuming that one ground rule is that all
SNM will be containerized before being placed in the vault), (2) integrity of SNM containers in
the vault storage rack, and (3) integrity of SNM containers during handling (both within the
vault and during transfer to/from the process) is considered and included.

The detection of materials that could mask the presence of unauthorized SNM is of equal
importance. Surveillance effectiveness is a measure of performance and includes detection of
“significant” quantities of shielding which (1) cross the vault entry or access ports (without this
provision, once inside, SNM could exit undetected) and (2) are present during container
transfer.

4. SAFEGUARDS PERFORMANCE CRITERIA FOR
SNM VAULT STORAGE SYSTEMS

The overall effectiveness of a safeguards system depends on how effectively it performs
each of the functions of detection, delay, deterrence, and response. As mentioned earlier, the
response function is independent of the design options of the vault concept. Consequently, in
comparing the overall effectiveness of vault-safeguards-system concepts, the response function is
not considered.

Since any safeguards system involves physical structures, equipment, operating philosophy,
and procedures, each of these must be considered and evaluated for its performance functions
against the performance criteria established in Sect. 2 in order to arrive at the effectiveness of
the system as a whole.

With this method of evaluating the performance of vault systems on a common basis, it is
practical to establish minimum criteria to which a candidate conceptual vault system must be
designed. Minimum performance-level value criteria at both the safeguards function level and
for the overall system are shown in Table 4.1 as acceptance criteria. A candidate vault concept
must meet criteria at both levels to be “accepted” by the engineers for developing into a final
design. Otherwise, the concept is rejected until it is refined to strengthen its performance of the
basic safeguards functions.
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Table 4.1. Acceptance criteria: safeguards performance

Minimum acceptable
value

Safeguards function performance (each) 4

Overall system safeguards performance 6

4.1 Functional-Level Criteria

The methodology employed in evaluating vault concepts for performance of the safeguards
functions makes use of averaging the values for each element of the performance factors to
minimize the effect of errors in judgment of and differences among individuals evaluating the
same concept. There is some hazard in this technique, however, because it decreases the
sensitivity in identifying weaknesses in the performances of some element of the vault system
and, perhaps, could result in an overall safeguards benefit value that would be misleading. For
example, in an extreme case, a system might grade high (e.g., value = 10) in performing the
detection and delay functions and grade very low (e.g., value = 1) in performing the deterrence
function; yet the overall rating might be high (value = 7) because of averaging. Such a high
overall value would, in itself, lead to the conclusion that the concept is very attractive from a
safeguards point of view, whereas, in fact, the concept has a highly undesirable “designed-in”
weakness.

To minimize the potential for designing a weakness into a conceptual vault system,
minimum performance values for each safeguards function must be established as acceptance
criteria. Although the numerical value of this minimum is at present somewhat a matter of
judgment, in the absence of an established body of experience with actual vault systems, it
appears prudent to insist that, as an acceptance criterion, the effectiveness as represented in the
performance value of each function should be set at a minimum of 4. As experience is gained
with actual vault systems, the minimum criteria for performance values should be adjusted
accordingly.

4.2 Overall Criteria

The safeguards value (benefit) of a safeguards system as evaluated using the methodology
in ref. | and above is aimed at obtaining a relative value on which effects of personal
preferences and prejudices have been minimized. Such values provide a suitable basis for
comparison of various systems.

Although somewhat arbitrary, a minimum overall value of 6 is suggested as the acceptance
criterion. As experience is gained with actual systems, this value may be changed to a level
that better reflects actual performance as opposed to that predicted by the evaluation
procedure.
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5. EXAMPLE SYSTEM AND CALCULATIONS

The purpose of the example presented here is to illustrate how the evaluation methodology
is applied to a representative conceptual vault design. The acceptance criteria are constraints
against which the evaluation results are compared.

The efforts involved in the task of designing a vault system will generally progress as
shown in Fig. 5.1. In the example presented here, the items in the first block of the logic
diagram have been completed. Implied in the management decision is a manufacturing facility
sized to fabricate fuel rods containing 200 metric tons (MT) of 4% Pu02-96%U02 mixed oxide
(MO) per year using a “dry” blend process. Whereas the hypothetical facility chosen for this
example is a PUO.-UO. MO fuel fabrication facility, the choice does not imply that such a
facility is to be built or, if built, will necessarily operate as shown or even manufacture MO
fuel. Any manufacturing facility handling SNM, regardless of whether or not it included
plutonium, would serve equally well. The first step in designing the manufacturing process is to
develop a material flow diagram from which the points at which the manufacturing process
must interface with the storage vault are determined along with the vault storage requirements.

Up to this point the requirements are common to all vault concepts. Once a vault concept
is chosen, the remaining steps shown in the logic diagram (Fig. 5.1) follow in sequence. It is at
this point that the example begins.

The chosen wvault concept is developed in sufficient detail to apply the safeguards
performance evaluation methodology and obtain values using the performance standards for
comparison with criteria at both functional and overall levels.

The following sections describe the hypothetical manufacturing facility, design details of the
selected vault concept, and application of the evaluation methodology using the proposed
performance standards.

5.1 Manufacturing Facility

The hypothetical fuel fabrication facility in this example is assumed to be similar in
concept and in capacity to the proposed Westinghouse-Anderson MO: recycle fuel fabrication
facility. Some basic plant operating characteristics of that facility are shown in Fig. 5.2.
Whenever departures from those in Fig. 5.2 are assumed, these will be noted. The assumed
annual throughput is 200 MT of MO: having an average composition of 4% Pu2-96% UO..

The automated vault system must interface with the following process operations: receiving,
blending, pelletizing, fuel-rod loading and inspection, fuel element fabrication, and shipping.

Of the two feedstock materials received at the plant-Pu02 and natural (or depleted)
U02~only PUO: requires storage in the SNM storage vault; the UO. will be stored in bulk
outside the vault. The PUO. is shipped in canisters containing 8§ kg each. Shipments of about
38 canisters (307 kg PUO:) are received every other week; sufficient storage space for this
quantity of PUO: is provided.
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MANAGEMENT DECISION TO DESIGN
AND BUILD THE FACILITY

INITIATE DESIGN OF THE FACILITY

DEVELOP PROCESS MASS FLOW DIAGRAM
DEVELOP VAULT STORAGE REQUIREMENTS
CHOOSE VAULT CONCEPT

DEVELOP
NEW
CONCEPT
DEVELOP VAULT CONCEPT
COMPLETE TRANSACTION ANALYSIS
DESIGN MATERIALS HANDLING SYSTEM
DESIGN STORAGE SYSTEM
DEVELOP CONCEPTUAL SAFEGUARDS
SYSTEM INCLUDING OPERATIONAL
PROCEDURES
P
EVALUATE CONCEPT FOR SAFEGUARDS REFINE
VALUES CONCEPT
COMPARE WITH MINIMUM FUNCTIONAL PROCEED
CRITERIA WITH
DETAILED
DESIGN
MEETS ABANDON
MINIMUM CONCEPT
CRITERIA
"MEETS"
COMPARE RESULTS WITH MINIMUM OVER- MINIMUM CONCEPT PROVIDES ADEQUATE
ALL CRITERIA CRITERIA SAFEGUARDS

Fig. 5. Generalized logic diagram: SNM vault design.
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8 MT PuOe/YEAR 192 MT U02/YEAR
44 4 TRUCKS (40 L-I0 CONTAINERS EACH)YEAR IQ TRUCKS (70 DRUMS EACH)/YEAR
Pu02 RECEIVING U02 RECEIVING
(BY TRUCK) (BY TRUCK)
6.0 L-I0 CONTAINERS (4.5 Kg EACH/DAY 2.7 DRUMS (273 Kg EACH)/DAY
(88 L-I0
CONTAINERS 1)  Pu02 POWDER STORAGE | U02 POWDER STORAGE (150 - DRUMS
PER 395.0 Kg  IN L-IO SHIPPING CONTAINERS) {N 55 GALLON SHIPPING DRUMS PER 40.950 Kg
Pu02 MAX) U2 MAX)
6.8 L-I0 CONTAINERS (4.5 Kg EACH)/DAY 2.7 DRUMS (273 Kg EACH)DAY
Pu02 UNLOADING U02 UNLOADING
30.0 Kg PUO2/DAY 738.4 Kg UO2/DAY
3 VESSELS
(PER 5100 Ke Pu02 POWDER STORAGE U02 POWDER STORAGE PSRH%}P(?‘}(
MAX) (IN VESSELS) (IN' HOPPER) o MAXF
30.8 Kg Pu02/DAY 738.4 Kg U02 /DAY

769.2 Kg M02/DAY
M02 POWDER BLENDING

3.4 BATCHES (225 Kg M02 EACH)/DAY

MO02 POWDER STORAGE
(IN SILOS)

3.4 BATCHES (225 Kg M02 EACH)/DAY

(9 SILOS/2.025 Kg M02 MAX.

MO02 PELLETIZING

3.6 BOATS (900 PELLETS EACH)/HOUR

GREEN PELLET STORAGE

(20.9 Kg Pu02 MAX.) (¥ BOATS)

(58 BOATS/522.0 Kg M02 MAX)
3.6 BOATS (900 PELLETS EACH)/HOUR
PELLET SINTERING

3.6 BOATS (900 PELLETS EACH)HOUR

SINTERED PELLET STORAGE

(48.6 Kg Pu02 MAX. (IN BOATS)

(135 BOATS/1215.0 Kg M02 MAX)
3.6 BOATS (900 PELLETS EACH)HOUR

PELLET GRINDING
3.6 TRAYS (900 PELLETS EACH)/HOUR

PELLET INSPECTION AND
(320.0 Kg Pu02 MAX) STORAGE, (IN TRAYS) (888 TRAYS/8000.0 Kg M02 MAX.)

3.6 TRAYS (900 PELLETS EACH)/HOUR
FUEL ROD LOADING
16.0 RODS (200 PELLETS EACH)HOUR
FUEL ROD INSPECTION

7.7 CHANNELS (50 RODS EACH)DAY

FUEL ROD STORAGE

(704.0 Kg Pu0? MAX.) (IN CHANNELS)

(176 CHANNELS/17,600.0 Kg M02 MAX.!

0.96 SHIPPING CONTAINERS (400 RODS EACH)DAY
FUEL ROD SHPPING

I YEAR 260 DAYS (BY TRUCK)

| DAY 24 HOURS

| PELLET * 10 g M02 31.2 TRUCKS (8 CONTAINERS EACH)/YEAR
I MT * 1000 Kg 200 MT MOz/VEAR

Fig. 5.2 Material flow rates and storage capacities for mixed-oxide fuel-rod fabrication plant.
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5.2 Conceptual Automated SNM Vault

It is assumed in this example that an automated power and free conveyer system (PFCS)
is being considered for the handling and storage of all SNM within the conceptual vault.
Commercial applications of such systems are widespread and a considerable body of
user-experience data on their operation, characteristics, reliability, and maintenance is available.

5.2.1 Power andfree conveyer system

A PFCS is an overhead rail system on which small trolley vehicles move freely with the
payload suspended below (Fig. 5.3). The trolleys are equipped with a remotely operated device
which moves them by a chain mounted above the rails. The rail system can include any
number of tracks interconnected by switches so that the trolleys can transfer from any one
track to another.

In an advanced system, each trolley is uniquely identified by a plate attached to it on
which an electromagnetic pattern has been impressed. Reading heads that monitor the trolleys
are mounted at switches and various other points along the tracks; the heads send signals to a
small computer which is programmed to control switch positioning and the engaging devices
(dogs) on the trolleys. Any specific trolley can be called automatically at any position and
transferred to any other position. In the conceptual automated vault system of this example,
the operation of this small computer is supervised by the large supervisory computer(s) which
is a part of the automated vault safeguards system (AVSS). In addition to controlling the
PFCS, the supervisory computer maintains an updated record of the vault inventory.

5.2.2 Input-output stations

In this example, all material is assumed to enter or leave the vault via an input/output
(I/O) station (Fig. 5.4). Canisters of SNM are placed in or removed from the suspended
carriers by a remotely operated manipulator. An inventory station composed of a weighing and
an automatic nondestructive assay (NDA) system is located in each I/O station. The gross
weight of each canister and its SNM content can be determined automatically and
recorded/computed by the computer in the AVSS. Each storage container can be moved to
any specified storage track upon the command of authorized personnel recognized by the
supervisory computer which simultaneously retains a record of the location and the identity of
the carrier and its contents. A remotely operated TV-viewing system located at each I/O
station permits visual inspection and identity verification of each storage container.

The size and storage capacity of the PFCS is governed by the storage requirements which
depend on the production rate of the manufacturing facility and the design of the storage
container.



POWERED
CHAIN

FRONT TROLLEY
READY TO MOVE-

Fig. 5.3

- PUSHER DOG
N UP POSITION

o
i
m

R

>

TING
OWN

-

4
-
w]

Power and free conveyer.

PRECEEDING TROLLEY
MOVING AWAY

ORNL Dwg 78-8483



28

Fig. 5.4 Input-output station.
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5.2.3 Facility and process integration

The manufacturing facility interfaces with the vault system at each part where SNM input
or removal is required. This will govern the number of I/O stations that are provided for raw
material input, inspection for quality of product at intermediate steps of the fabrication
process, and for final product removal.

The layout of the vault provides for a total of nine I/O stations for transferring material
to and from vault storage. In the normal mode of operation, an operator requests through the
control panel at each 1/O station that specific materials be delivered to his 1/O station by the
PFCS. The supervisory computer mentioned above is programmed to monitor and control such
transactions. The principal safeguards features of the AVSS are included in this supervision
and transaction control. For each operation that involves a transfer of SNM to or from the
vault, a specific set of material flow paths and operational sequences are programmed into the
supervisory computer; a departure from the sequence will halt the operation and sound an
alarm in the AVSS. Similarly, specific types and forms of materials should enter and/or exit at
particular I/O stations within a specified time. Further, operators need only have access to
conduct such material transfers as pertain to the operation of their part of the process and at
specific 1/O stations. Thus the supervisory computer restricts vault operation to only
permissible transfers. In normal operation, the supervisory computer is programmed to allocate
storage locations for carriers in a categorized fashion, based on the contents. Actual storage
locations and stored SNM information (e.g., SNM concentration and isotopic information)
would not be accessible to 1/O station operators.

5.23.1 Vault layout. In the conceptual vault of the example, all SNM is assumed to be
transported and stored in carriers (Sect. 5.2.5) that are suspended from the trolley vehicles of
the PFCS. Based on the material throughput shown in Fig. 5.2 and the assumption that
storage space is provided in the vault for the material produced during a week’s operation at
each process step, the vault includes 420 storage spaces (Sect. 5.2.3.2) arranged in two banks of
10 tracks each. In each bank the tracks are arranged on 4-ft centers (Fig. 5.5), and each track
provides 21 storage spaces. The two banks of storage tracks occupy an area 120 ft long by 100
ft wide which opens into a 232-ft-long by 44-ft-wide corridor where the 1/O stations are
located. There are nine I/O stations included in the vault.

The PFCS (i.e., the rails, trolleys, and the power chain) is located in a controlled-access
area above the vault and corridor, which is separated from the vault storage area by a thick
ceiling in which there are narrow slots (Fig. 5.6). The carriers that remain in the vault hang on
rods extending through the slots into the access area above and are attached to the trolleys.
The advantage of this arrangement is that it permits maintenance of the PFCS while excluding
the maintenance personnel from access to the SNM in the vault, thus minimizing their
exposure to radiation.
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Fig. 5.6 Storage vault showing power and free materials handling system.



32

The ventilation system of the vault maintains a negative pressure in the vault with respect
to the upper level where the PFCS is located. The upper level, in turn, is maintained at a
negative pressure with respect to the pressure of the atmosphere surrounding the vault system.
This design keeps the upper level essentially free of the contamination that would hamper
efforts to maintain the PFCS.

5.2.3.2 Material handling dynamics. Taking into account the material flow rates in the
process, the transaction study (Fig. 5.7) was made based on the annual production of finished
fuel rods containing 200 MT of mixed oxide. Based on this study, the number of storage
spaces required in the vault was determined to be 411. Details of the calculations involved in
developing the transaction study are found in Appendix A.

5.2.4 Storage containers

The storage container (Fig. 5.8) is a 6-in.-diam by 18-in.-long can fitted with a screw cap.
Its working capacity is:

PuO; powder 8.0 kg
Mixed oxide powder 12.5
Mixed oxide pellets 20.16

Calculations determining the above capacities are given in Appendix B.

5.2.5 Transport and storage carrier

The storage carrier is a 7-in.-ID by 7-fti-long cylinder (Fig. 5.9) which is suspended from
the trolleys of the PFCS. The carrier is divided into four compartments, each of which is
about 21 in. deep. The compartments are equipped with a door and latch and each will hold
one storage container. Therefore, the capacity of the carrier for each of the materials to be

handled is:
PuOz powder 32 kg

Mixed oxide powder 50

Mixed oxide pellets 80.6
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VAULT STORAGE TRANSACTIONS0 RATE PROCESS STEP
(containers required) (carriers/hr) (Kg/hr)
PuOz uo2
13- b > 1 (30.77 Kg/hr)
r 0.04 <T28>
_22. 0.18
22 0.18 - BLEND
-120- 1.0 — (50055~
1.0 <50.05) PELLETIZE
0. 18 AREJECT o
62- 0.51 <4 1.05>
0.51 <41.05> SINTER
-62- 0.51 <41 .05) ‘
0.51 <41,05)- - GRIND
62- 0.5 <41.05)x
0.51 <41.05)- INSPECT
0. 18 <~5~>‘REJECT f
48- 04 <32.05<
C 0.4 <32.05)-
LOAD RODS
TOTAL 411 TOTAL 6.44

a. HANDLING A CARRIER CONSTITUTES A TRANSACTION
b. BIWEEKLY SHIPMENTS OF 39 CARRIERS, EACH CONTAINING 8 Kg PuO

Fig. 5.7 Transaction study: vault equipped with power and free conveyer system.
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Fig. 5.8 Storage container.
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SNM CANISTER

Fig. 5.9 Transport and storage carrier.
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5.2.6 Container handling system

Containers of SNM are transported in the carriers suspended from the trolleys of the
conveyer system. The containers are handled only at the I/O stations, each of which is served
by a storage track (Fig. 5.5). A specified carrier is moved into position at a specified 1/O
station upon command of the supervisory computer when it recognizes the request of an
authorized person to conduct an authorized process that it recognizes and identifies.

A carrier is loaded or unloaded at an I/O station as follows:

. A specified carrier is called (by the operator).
2. The carrier is moved and indexed at the I/O station (Fig. 5.4).

3. The door of the specified compartment of the carrier is unlatched and opened with
the remotely operated manipulator.

4. The container is removed from or transferred to the compartment using the remotely
operated manipulator and placed on the load cell in the I/O station. It may also, if
desired, be subjected to analyses for SNM content (NDA) in this area.

5. The container is weighed on the load cell and the result registered in the computer.

6. The container and its seal are identified and compared by the computer with
inventory records.

7. When a container is to be transferred to the process, it is opened with the
manipulator, and the SNM canister is removed and identified. In moving from the
process to the vault, the canister is placed in the storage container; the top of the
canister is then sealed and it is moved to the carrier in reverse to the sequence
described above.

Results of the NDA are registered in the computer which converts the signal to weight
units; this weight is retained and compared with that in the inventory records.

8. Canisters are transferred to or from the process via a rotating plug which contains a
recessed cavity on one side (Fig. 5.4).

5.2.7 Storage space requirements

A total of 411 storage spaces are required in the vault (Appendix A). This number satisfies
the process facility needs based on the mass flows shown in Fig. 5.2, the storage carrier
capacities for each of the materials (Sect. 5.2.5) as they occur at each stage of the process, and
takes into account the requirement that storage for a week’s (120 hr) production of material at
each step will be provided.
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5.2.8 Data management and equipment controls

All SNM measurement data (weights and NDA) are acquired automatically and
manipulated by the computer system. Inventory records are automatically updated by the
computer, based on input which is also automatically acquired from the conveyer storage
system; the computer is also programmed to accept receiving data and specified identification
data from authorized personnel. Receiving data are identified as “temporary” in the computer
until verified by measurement.

The conveyer storage system is controlled by the supervisory computer in the the AVSS.

In operation, the conveyer storage system will transfer any specific SNM item to any
specified location upon a request which the supervisory computer is programmed to recognize
as permissible. At the same time, the inventory records kept by the computer are automatically
updated to reflect changes in location of SNM items in the storage vault.

The access door to the conveyer track room located in the upper level of the vault is
supervised and monitored by the supervisory computer. When the door is opened, the
computer automatically shuts off power to the conveyer drive and sounds an alarm in the
AVSS control room. The alarm continues until it is acknowledged; after receipt of the identity
of personnel authorized to enter the area, it can be reset manually. AVSS personnel will
restore power to the PFCS when the authorized maintenance personnel leave the upper level
(via the access door), identify themselves, and indicate that maintenance tasks are completed.
Power to the detection and surveillance systems is not affected by this computer action.

5.2.9 Safeguards system

The safeguards system of the SNM vault system assumed for this example is described
below.

5.2.9.1 Physical protection. Physical protection of the SNM contents of the conceptual
vault is provided by the perimeter fence and the vault boundary walls and ceiling which are
built to seismic and tomadic specifications. Entrances in the walls of the vault and the
upper-level areas housing the PFCS are closed with vault-type heavy steel doors equipped with
combination locks. Access to the combination of the lock is restricted to authorized personnel.

The design of the canisters, the storage container, and the carriers does not serve any
function other than containment of the SNM.

5.2.9.2 Surveillance. The interior of the vault and the upper-level areas are continuously
monitored by closed-circuit television (CCTV), which displays in Security Headquarters
(SECHQ). These areas are also equipped with intrusion alarms (motion detectors) which sound
in SECHQ.
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Each of the doors to the vault, those to the upper level, and those leading to the
operating areas of each of the I/O stations are under continuous CCTV surveillance, with
displays at SECHQ; the vault access doors are also equipped with position indicators similarly
displayed.

The position and identity of each storage carrier in the material handling system are
continously monitored and retained in the memory of the supervisory computer in the Material
Control Center (MCC), which is a section of the AVSS.

The interior of the MCC is continuously monitored by CCTV, which displays in SECHQ.
Access to the MCC which houses the supervisory computers is under the visual surveillance of
security guards manning the SECHQ.

5293 SNM inventory control. All inventory records are kept in the computer. As
SNM transactions occur, the computer automatically updates the inventory, activates alarms,
and brings any transaction in progress to a halt when a deviation from programmed sequences
occurs.

Cathode-ray-tube (CRT) units are provided at each of the I/O station areas to permit
manual entry of identification data and operating commands to the computer(s) by operations
personnel. Similar units are located in the MCC at the AVSS. A printer is also available in
the I/O station area to provide hard copy of the inventory when needed. Similar equipment is
located in the MCC.

Results of NDA and weight measurements are automatically acquired by the supervisory
computer. Manual input is required for entering shipper's estimate of receipts and for
identification of canisters and the associated security seals.

The supervisory computer is programmed to allow only authorized individuals, who must
use coded numbers to gain access to the operation of the machine, to perform specified tasks
in specified sequences within a specified time in transferring SNM to and from the vault. This
computer monitors the operation and is programmed to provide detailed SNM inventory data
upon command from the MCC. It is also programmed to locate and transfer any item of
SNM in storage from one location to another and to update the inventory record.

5.2.9.4 Personnel control. Personnel access to the process area is controlled via a
photoidentifier badge that also carries a coded signal recognized by the computer. An image of
the person is called from the record by the computer and displayed in SECHQ against the
image of the person presenting the badge.

Normally, personnel access to the vault interior is not required. In an abnormal situation
requiring personnel entry into the vault-for example, to conduct inspections-additional
surveillance is provided by security personnel (guards). Specified authorized maintenance
personnel entering the upper level of the vault housing the PFCS is limited and controlled; all
activities remain under continuous CCTV surveillance.

Personnel access to the AVSS (including the MCC) is limited to authorized personnel. A
photoidentifier badge system similar to that described above is used.
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5.2.10 Reliability considerations

The reliability, availability, and maintenance of the PFCS are important considerations in
designing the material handling system in an SNM storage vault. Results reported by the FMC
Corporation,4 submitted under contract to develop reliability and cost information on PFCS
based on a survey of industrial user experience, are summarized below.
. Mean time between failures (MTBF) can be calculated from the equation:

log (MTBF) = 2.864 - 0.2034 log (length) - 0.729 log (complexity) ,

where

MTBF

system operating time in hours,

Length = total length of system in feet,

Complexity = total number of divergent switches plus the number of chain-to-chain
transfers in the system.

2. Mean time to repair (MTTR) ranged from | to 120 min, with an average of 9.4 min.

3. Availability in industrial systems was high, about 0.99.

The concensus of general comments by users and manufacturers who were interviewed are
listed below.

l. Power and free conveyers are complex systems requiring frequent and continual
maintenance. They are completely different in complexity and maintenance requirements from
simple trolley conveyer systems.

2. Frequent stoppages due to jams of carriers hanging up at switches are common.

3. In many plants using PFCS, maintenance men walk the entire conveyer system once or
twice a day to check the operation and to obtain an early warning of potential problems.

4. Power and free conveyers require maintenance men to be continually available for
correcting jams, repairs, etc., whenever the conveyer system is operating. The conveyer systems
cannot operate unattended.5

5. Because conveyer stoppages may be corrected rapidly and do not cause much lost
production, most commercial plants do not consider it worthwhile to spend additional funds to
significantly increase the MTBF of these conveyer systems.
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In the conceptual system chosen for this example the PFCS is located in the upper level
of the vault system and is accessible for maintenance without requiring personnel to enter the
SNM storage area. The MTBF of the conceptual vault system is estimated at 14.6 hr
(minimum) to 29.2 hr (maximum).

A report submitted under contract with JBF Associates,5 who conducted a parametric
study of the unavailability of the power and free conveyer system envisioned in the conceptual
vault of this example, is summarized in Figs. 5.10 through 5.12. Note that the nomenclature
they use is slightly different, that is, MTTF is equivalent to MTBF. The base case identified in
these figures is the conceptual system in the example given in this section, which, from Fig.
4.10, indicates an availability of 99.97.

5.2.11 Safeguards effectiveness evaluation

Table 5.1 gives performance standards and results of the evaluation of the conceptual
automated vault system in this example for safeguards benefits (worth) using the methodology
described in Sect. 3.2. The overall safeguards value of 6, shown on the last page of Table 5.1,
indicates that the conceptual vault storage system of the example ranks high in safeguards
benefits and, from the safeguards standpoint, is a viable candidate for the anticipated use.
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Table 5.1, Safeguards performance standards evaluation worksheet

Safeguards Vault safeguards
performance performance
criteria factors

DETECTION (SF,)

Vault inventory ma- 1.1 Vault inventory accuracy
terial balance dis-
crepancies

(PCx PFli;
1=1....4)

(1) SNM measurement
accuracy
(pFn)

(2) Inventory data manage-
ment (calculations)
accuracy
<PF12>

1.2 Vault inventory timeliness

(1) SNM measurement fre-
quency
<PF13>

(2) Inventory data
processing
(pF.4)

PC, = 1/4 (Z PF,.) Overall value
i=1 11

‘Footnotes at end of each section of table.

Lower bound

Measurement system comprised of conven-
tional nondestructive assay, wet chem-
ical analysis, and weighing with manual
data acquisition. Process measurements
>0.5% and laboratory measurements <0.4
Valued §

Human-based line entry accountancy with
no computerization

Value =5

SNM measurements only performed in
association with transactions at ship-
ping, receiving, and transfer to
process

Value = 2
Manual (human-performed) wvault item in-
ventory requiring greater than two 8-hr

shifts

Physical inventory requiring a number
of days from time of request

Value = |

NA

Upper bound

Direct (e.g., nondestructive as-
say) measurement of all SNM flows
and storage continuously to with-
in 0.1%

Value = 10

Entirely computer-based with all
physical data obtained from in-
strumentation electronically in-
terfaced to the computer. Auto-
matic calibration and verifica-
tion of sensors

Value = 10

Continuous SNM measurement during
canister handling and storage

Value = 10

Vault item inventory based on
direct verification of storage
container integrity and all
transactions initiated or com-
pleted

Physical inventory within a few
hours of request

Value = 10

NA

Conceptual
vault system

Automated NDA system, comput-
erized data

Teduced reading and ealcula-
tional errors

Value3 = 8
Computerized data management,

record keeping, and reporting
Teduced bookkeeninn' errors

Value = 8§

Automated inventory station:
Direct inventory verifica-
tion possible with automated
NDA system

Value = 7

Continuous dynamic in
ventory display

Value = 9

Value = 8§
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Safeguards
performance
criteria

DETECTION (cont'd)

1.2 Unauthorized personnel

activities

1.2.1 Unauthorized person-

nel in vital vault-
related areas
(PC2, PF2j;

i=1,...4)

PC- = 1/4 (r, PF-.)
4 i=1 41

Vault safeguards
performance
factors

1.2.1 Surveillance effective-

ness

(1) Vault interior
(PF2i)

(2) Vault input/output
ports
(PF22)

(3) Vault system control

room
(PF23)

(4) Vault/process materid

transfer

Overall value

Table 5.1.

Lower bound

No surveillance instrumentation
utilized

Value = 0
Same
Value = 0
Same
Value = 0
Same
Value = 0
NA

(continued)

Upper bound

Multiple (at least two) types of
continuous volumetric intrusion

monitors which scan 100% of sen-
sitive area

Value = 10
Same
Value = 10

Continuous identification (or dis-
crimination of unauthorized) of
authorized control room personnel

Value = 10

Same as (1) above

Value = 10

NA

Conceptual
vault system

Continuous intrusion monitoring
during secure state (vault
closed) includes continuous
closed-circuit TV (CCTV)

Value = 8

Personnel entry not required

Value = 10

Required; integrity of .computer-based

data management and controls essential.

Control room under continuous CCTV
security surveillance

Value = 5

Vault physically integrated to
process line; continuous surveil-
lance feasible

Value = 10

Value = 8.3



Safeguards
performance
criteria
1. DETECTION (cont'd)
1.2.2 Unauthorized use of
system operational
features (i.e.,
controls, computers,

etc.)
(PC3, PF3i;
i=1,...3)

PC =1/3(C1 PF )
J i=l il

Vault safeguards
performance
factors

1.2.2 Operations surveillance
effectiveness

(1) Container handling
(PF31)

(2) Inventory data man-
agement
(PF32)

(3) Equipment maintenance
(PF33’

Overall value

Table 5.1.

Lower bound

Total human operator container handlin;
with essentially no additional admini-
strative controls (e.g., operation
which is totally at process operations
integrity and convenience).

Value = 0

No routine surveillance of inventory
data bookkeeping functions

Value = 0

No surveillance of a situation in which
maintenance personnel require unencum-
bered access to complex equipment in
vital areas and when key safeguards
equipment is disabled 10% of the time

Value = 0

NA

(continued)

Upper bound

Container surveillance using in-
dependent and protected instru-
mentation of a system with auto-
mated container handling opera-
tions

Value = 10

Continuous surveillance of se-
cured on-line computer-based in-
ventory system. Password control
of all users (operators) and pro-
grammers

Value = 10

Situations which involve no
equipment maintenance in vital
arecas

Value = 10

NA

Conceptual
vault system

Fully mechanized and computer-con-
trolled continuous surveillance
of all handling feasible (more
sophisticated collusion required)

Value = 9

Computerized; continuous surveil-
lance feasible. Inventory data
base and software programs suit-
ably secured

Value = 10

Virtually nonexistent

Value = 9

Value = 9.3



Safeguards
performance
criteria

1.3 Unauthorized SNM

1.3.1 Location

PCA = 1/4 (:El, PF41i)
i=

Vault safeguards
performance
factors

1.3.1 SNM surveillance effec-
tiveness

(1) SNM not containerized
but within vault
boundary2 (anomalous
condition in which
SNM has been acci-
dentally or purposely
removed from a con-
tainer at the wrong
time)(PF41)

(2) Containers in storage
rack area (surveil-
lance instrumentation
built into storage
rack) (PF42)

(3) Containers being
handled within vault
interior (surveillance
instrumentation built
into container hand-
ling system) (PF43)

(4) Containers in trans-
fer (i.e., to/from
process) (PF44)

Overall value

Table 5.1. (continued)

Lower bound

No surveillance instrumentation
utilized

Value = 0

No passive locks, seals, or other
methods utilized.

Value = 0

Manual handling of containers by indi-
vidua! process operators without secu-
rity guard present and no other sur-
veillance instrumentation

Value = 0

Same as above

Value = 0

NA

Upper bound

Continuous radiation monitoring
instrumentation which can dis-
criminate uncontainerized (ex-
posed to vault interior) SNM in-
stantaneously

Value = 10

Continuous SNM container assay
for all storage rack container
positions

Value = 10

Mechanization of container han-
dling such that human contact is
not required and with continuous
SNM container assay during time
out of storage rack

Value = 10

Same as above

Value = 10

NA

Conceptual
vault system

Conventional radiation monitoring
in some locations feasible (de-
pends greatly on specific radia-
tion characteristics and back-
ground)

Value = §

Continuous alarmed surveillance
of storage rack; nuclear integrity
surveillance feasible; also com-
patible with level of computeriza-
tion

Value = 7

Continuous monitoring as integral
part of mechanized handling system

Value = 5

Continuous surveillance feasible

Value - 7

Value = 6.8



Safeguards
performance
criteria

1.3 Unauthorized SNM (con't)

1.3.2 Shielding materials
(i.e., an amount
which would compro-
mise detectability)

PC- = 1/2 (z PF )
i=1 5l

Detection Sumary

Vault safeguards
performance
factors

1.3.2 Shielding surveillance”

(1) "Large" amounts of

@)

shielding crossing
vault access ports
(PF51)

"Large" amount of
shielding present
during container
transfer (PF™

Overall value

1. Vault inventory material Weighted overall value
W'M

balance discrepancies

2. Unauthorized personnel

activities

* Unauthorized personnel
in vital vault areas

* Unauthorized use of
system operational

features

Weighted overall values

W:

1

W=0.8

Table 5.1.

Lower bound

No surveillance instrumentation
utilized

Value = 0

Same as above

Value = 0

NA

NA

NA
NA

(continued)

Upper bound

Continuous surveillance of all
vault access ports with instru-
mentation which will detect
presence of significant quanti-
ties of materials with shielding

properties which would defeat SNM

portal monitors

Value = 10

Same as above except detection
region is vicinity of handling
equipment

Value = 10

NA

NA

NA
NA

Conceptual
vault system

Possible, but effect is minimized by use
of the NDA stations to verify contents
and comparison with results expected

Value = 5

Localized shielding not required
Discrimination feasible

Value = 5
Value = 5
Value = 8
Value - 8.3
Value = 7.4



Safeguards
performance
criteria

Detection Summary (cont'd)

Unauthorized SNM
presence

3.

* Location

+ Shielding materials

Average overall weighted
value

Notes for detection:

1)
2
)
“

Value = subjective quantp.fication of safeguards benefit on a scale of - to 10, 10 being most

Vault boundary: irea to process transfers,

storage

Vault safeguards
performance
factors

Weighted overall values

W=0. NA
W=0.8 NA

Overall value = A

Table 5.1.

Lower bound

(continued)

Shielding issue is inteniled as a relative argument; perfurmance of heavy-metal detectors may be
Weighting factor.

DELAY (OF) (SF2)

(1) Adversary access to

2)

3)

vault areas

Adversary use of
vault systems func-
tions (i.e., con-
trols, equipment,
etc.)

Adversary physical
access to SNM
(PC2, PF2i;

i=l1....8)

Upper bound

NA
NA

des rable.

major problem.

Conceptual
vault system

Value = 5.4
Value = 4.0
Value —6.6

4>
SO



Safeguards
performance
criteria

Vault safeguards
performance

factors

2.1 Active delay mechanisms

(€D]

@)

3

Imposed adverse vault
conditions (e.g..inert
gas purge) (PF21)

Normal vault entry
access denial (e.g.,
automatic closure and
securing of doors)
(PF22)

Operating control sys-
tem use denial (e.g.,
all operating software
and stored data would
be irretrievably
ecrased, thus rendering
the automated functions
inoperable. Backup
software would be
stored at a distant
geographical location
<PF23>

Table 5.1.

Lower bound

Not utilized

Value = 0

No active denial mechanization
utilized

Value = 0

Manually operated vault with no
mechanization or control systems
which could be deactivated for use
denial

Value = 0

(continued)

Upper bound

Active system which is capable
of rendering the vault environ-
ment to humanly debilitating
conditions within minutes

Value = 10

Active system which is capable
of securing within seconds all
vault maintenance and normal en-
try points to a physical barrier
delay effectiveness equivalent to
that of the principal physical
barrier. Reset function to re-
quire hours

Value = 10

Completely automated vault stor-
age system in which all equipment
control features can be irrevers-
ibly deactivated (required hard-
ware and software repair to re-
activate)

Value = 10

Conceptual
vault system

None

Value = 0

Automatic deactivation and closure
of access port(s) to the extent
that special '"reset" procedures
required. This would permit the
access ports to supply a delay
time equivalent to the principal
physical barrier

Value = 7

Delay is equivalent to principal
vault barrier

Value = 7
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Safeguards
performance
criteria

DELAY (OF) (SF2)
(cont'd)

2.2

Vault safeguards
performance
factors

Passive delay mechanisms

(1) Principal physical
(structural) barrier
(PF24)

(2) Storage container
design (PF25)

(3) Container storage area
design (PF26)

(4) Vault input/output
port design (PF27)

Table 5.1.

Lower bound

Vault structure which can be easily
compromised with conventional tactics
(i.e.,explosives, etc.)

Value = 0

Container designed for human operation
without special tools or machines

Value = 0

Storage area design for unassisted
human direct container handling (neg.
effect)

Value = 2

Manually operated vault with normal
human-entry access ports through prin-
cipal physical barrier. Access door
remains open for large fraction of
day

Value = 2

(continued)

Upper bound

Vault structure which encompasses
all storage and transfer regions
and requires hours to penetrate
using conventional military tac-
tics

Value = 10

Container design requiring spe-
cial machines for opening opera-
tion and handling (bulk weight
> hundreds of pounds and which
physically would require hours
to penetrate using conventional
military tactics

Value = 10

Storage area structural geometry
which precludes human (of any
conceivable size) entry and move-
ment

Value * 10

Input/output structural geometry
precludes human use and provides
a delay effectiveness comparable
to that of the principal physical
barrier

Value = 10

Conceptual
vault system

Encloses entire vault boundary
area (i.e., also encloses transfer
region)

Value = 5

Mechanization of container filling/
emptying feasible. Therefore,
container design can preclude
unassisted operation. Equivalent
delay would be that of container
destruction

Value = 5

Personnel access not required in
normal operation

Value = 5

Personnel access not required in
normal operation

Value = 5



Table 5.1. (continued)

Safeguards Vault safeguards
performance performance
criteria factors Lower bound

2.2 Passive delay mechanisms

(cont'd)

(5) Maintenance access Vault designs which require maintenance
ports (vault opening access accommodations which compromise
used for maintenance the delay effectiveness of the princi-
of internal equipment) pal physical barrier to minutes
(Pf28)

Value = 0
ay Summary
» = 1/8(1 PF?i) Overall value = B NA
i=1

DETERRENCE (SF3)

(1) Potential overt ad- 3.1 Detection system effective- Value = 0

versary actions ness' (PF31)

(2) Potential overt ad- 3.2 Delay system effectiveness”™ y,1ue = 0
versary actions (P£32)
(Pc3, PF3i;

3.3 Response system effective- NA
i=1..7) ness

3.4 Intrinsic system charac-
teristies

(1) Material access and iso- Manually operated vault in which SNM
lation (during normal containers are easily accessible when
operation) (PF33) vault door is open

Value = |

Upper bound

Vault designs which require no
maintenance access for internal
equipment

Value = 10
NA
Value = 10
Value = 10
NA

Material is completely isolated
at all times in a vault system

Value = 10

Conceptual
vault system

Maintenance access to container
storage area required

Value = 5
Value = 5
Value =6.6
Value = 5

Material is isolated at all times
within the wvault boundary

Value = 6



Safeguards
performance
criteria

Table 5.1. (continued)

Vault safeguards
performance
factors Lower bound

3.4 Intrinsic system charac-
teristics (cont'd)

(2) Material handling time Manually operated vault on which SNM
(PF34) containers are easily accessible when
vault door is open

Value = |
(3) Collusion vulnerability Manually operated vault

(a) Number and skills
of people involved

Number of opera-

tions people High
# Number of mainte-

nance people Low

«Skill |evel Operators and technicians

(b) Mixture required” Crafts only
(PF35>
Value = 3

(4) Functional system com- Manually operated vaults
plexity (e.g., operating
controls, computer se-
curity, surveillance)
(PF36>

Value = 2

Upper bound

Material is completely isolated
at all times in a vault system
which requires no maintenance
access

Value = 9

Fully automated wvault

<2 people/shift

Maximum; high

Engineers, computer programmers

Maximum number of professionals/
number of crafts
Value = 63

Fully automated including ma-
terial transfer to process

Value = 7

Conceptual
vault system

Handling time minimized. Virtu-
ally no direct handling within
the wvault boundary

Value = 9

Low

High

Operators, technicians, material
control, computer programmers,
engineers (higher ratio of white
collar types)

Operators, technicians, computer
programmers, guards, and engineers

Value = 6

Complex

Value = 7



Safeguards Vault safeguards
performance performance
criteria factors
3.4 Intrinsic system charac-
teristies “centld®
(5) Physical system com-
plexity (barriers,
vault internal struc-
ture, etc. HPF"™)
Deterrence Summary
PC3 7 1/7 (G/Fgi) Average deterrence values = (

Notes for deterrence:

(1) Refer to Sect. 1, Decte:tion Summary.

(2) Refer to Sect. 2, Delay Summary. .
(3) It is assumed that collision requiring collaboration between individuals with varying societal tharacteristlcs (salary euucation

to succeed compared with groups having common societal bases.

Overall safeguards summary
l. Detection
2.  Delay

3. Deterrence

Total safeguards relative value

Table 5.1. (continued)

Lower bound

Conventional earthquake-proof construc-
tion

Value = 0

NA

Upper bound

Internal geometry which precludes
movement of average-size humans.
Special barrier design to provide
hours of delay when attacked with
advanced weapons

Value = 9

NA

Conceptual
vault system

Operators, technicians, guards,
computer progranaers, and engi-

neers
Value = 6
Value = 6.5

etc.) is less likely

Value = 6.S
Value = 4.9
Value = 6.5
Value = 6.0
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Appendix A
TRANSACTION STUDY

A transaction study was done to establish the number of storage spaces required in the
conceptual vault. The calculations are shown below.
The production rate of finished MO is

(200,000 kg MO2/year)(1 year/260 days)(l day/24 hr)
= 32.05 kg MOij hr .

This requires the input of
(32.05 kg MO%hr)(4 kg PuO2/100 kg MO2) = 1.28 kg MCh/hr,
and
(32.05 kg MO2/hr - 1.28 kg Pu02/hr) = 30.77 kg UOYhr .
Working back from the product end of the process:

a. Assuming that 22% of the ground, sintered-pellet throughput is rejected on inspection,
then the throughput at this stage is

(32.05 kg accepted pellets/hr)(100 pellets produced/78 pellets accepted)
= 41.05 kg MO pellets/hr produced in the sintering-grinding steps.

Therefore, the reject-recycle rate is
41.05 - 32.05 = 9 kgpelletsl hr .

b. Assuming that 18% of the green-pellet throughput is rejected, then the throughput at
this stage is

(41.05 kg accepted green MO pellets)(100 pellets produced/82 pellets accepted)
= 50.05 kg green MO] pellets produced/hr.

and the reject rate is
50.05 - 41.05 = 9 kg green pellets/hr .

Both of the above recycle streams are crushed and milled to obtain powder which is stored
and later recycled to the blending step.



56

Appendix B
STORAGE CONTAINERS
The capacity of the storage container for PuO. powder is limited arbitrarily to 8 kg, the

quantity normally in one canister when it is received from the processing plant. There will be
one canister in each storage container to minimize handling the PuOi powder. The volume of
the 6-in.-diam x 18-in.-long container is

(0.5 ft)(0.5 ft)(0.7854) x 1.5 ft = 0.2945 ft3 .
Assuming a density of 1.5 g/cc (42.5 kg/ft3) for the MO. powder, the container holds

(0.2945 ft3)(42.5 kg/ft)) = 12.5 kg MO: powder .
The capacity of the storage container for the material in pellet form, assuming that the pellets
are stacked in layers in the container that occupy 20% of the cross-sectional area is as follows.
The pellets are assumed to be 0.5 in. in diameter x 0.5 in. long and weigh 0.02 kg. The area
occupied by each layer of pellets is

(6 in.)2(0.7854)(0.2) = 5.65 in.] .
The area of the base of a pellet is

(0.5 in.)2(0.7854) = 0.196 in.] .
Therefore, the number of pellets in each layer is

(5.65 in.2)/(0.196 in.2) = 28 pellets .
Assuming the pellets can be stacked to the full length of the container, then

(L5 f)(12 in./ft)(1 pellet layer/0.5 in.) = 36 layers .

Then the total weight of pellets in a container will be

(36 layers)(28 pellets/layer)(0.02 kg MCh/pellet) = 20.16 kg MCh pellets/container .
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