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FOHGUOKD 

OevelopTieni of the Self- KnurgUed Credential System (SIXS) waB begun in late 1 U7(i and the 
system w.ts installed at Hanford, Washington, in early 1978. The system is distinguished by the 
two features that the credential is passive, and thai the bearer does not have to alter natural move­
ment in order to use the rredential. The first feature makes the credential long lived, :ind the 
second makes ii both unobtrusive and convenient. 

The intended use of the SKCS is to monitor the passage of credentials into or out of ;i con-
irolli'd arc . It is assumed that the credential is being worn by the bearer to whom the credential 
was issued. Such an assumption is reasonable when the SIOCS is used to enferce the safety 
"Two-Man Rule" in a hazardous work area, but the assumption must be verified by auxiliary means 
when the S KCS is part of a physical security system. 

Tin- SKCS is used as part of the Plutonium Protection System (PPS) demonstration at Han lord 
libicb is rtJiK-erru'd both with physical security of material and the safety of personnel. The SlXS 
is used ir. three places in the PPS. One installation is near the entrance to the vault personnel cor­
ridor, the second is located within the identification hooth along the same corridor, and the third is 
at tir* •.-ntram-e td ihe MOC/M.\C System area. This report provides a discussion of the concept 
and major features of the SKCS followed by ;i detailed description of the component eleci.'or-ics. 



THE SEJJ--ENERGIZED CKE13KNTIAI. SYSTEM KOH 
TI1K P'.UTONIUM PROTECTION SYSTEM 

System Description 

Tin- enncept of the SKCS is sot forth, the major components are identified, the coding method 
explained, ami the results oi testing for the effects of the system upon heart pacemakers urt- sum-
rriafized. 

Concept of Operation 

The htisic idea of the SECS is to use the coupling between a Fixurj loop and u moving loop to 
transfer power from the fixed to the movini; loop in order to semi an identification code hack to the 
fixed loop. The fixed loop is large enough to provide a passageway through its interior and is 
referred to as the "portal" loop. The moving loop is wound on a frame which contains a primed 
rireiut card on which the code is permanently stored to Torm u credential. The porta) loop trans­
mits i continuous tone at 110 kHz, and the credential transmits the code in bursts of a 55-kIJ.. 
tone (figure 1). /\ diplexer is used to separate the two signals at the portal loop. The 55-kH/ 
tone burst is amplified, converted to binary form in the decoder, and tested to see if certain for­
mat and parity conditions are met. If the binary code is validated, it is made available for trans­
mission to an operations center. Each nJ' the major components wil l be treated fully in later 
sections after two topics of overall interest are treated. 

LlO-kHz Driver 

Filter/ 
Demodulator 

Electronic 
Credential 
Reader 

Binary Code to 
Operations Center 

Figure 1. Major Component? 



Coding Considerat ions 

\ a.-nap of four he*.,denrr:a] (HID d i j j i l s W:IH r.htiw-n fo r the rr ,dr VLOITI in o rde r to o r o v i d - . 

useful number <.f i-n.l.-s that c i i l d he implemented wi th in the l i m i t e d s ize of a rred.-nt i . i l . T h -

Ml* d ig i ts . i re grou|led as two pa i r s wi th th ree sync b i ts ami a pa r t l y b i t added to each p.«rr, The 

b inary representat ion (Kij»»re 2) I N ihtit o f two l\lA n*52:t2-C fonn. t t sub-i.-ords u i i h i i i .. 24-bi t rude 

, 2 l 1 T, f, 7 li 9 10 1112 I 3 H I M f i 17 l i t 1920 21 22 2't 24 
0 1 0 1 0 1 0 1 0 0 1 1 0 0 1 0 1 0 1 0 1 0 1 I 

L—r J« A »[ L—i—,1_5—J 

juuirLruTJirinn. 
l-'ifjunr 2. Code S t ruc tu re 

The ieegih ot the suhword is st t by the . h o m e (>( e lect ron ic components in tin.- decoder. The 

f i r s t d ig i t i> eaeh III) pa i r if. r r - d as 1 and IJ resp iX t i v .dy , so de- '"'"St J ID d ig i t is .Jv/uys eight o r 

gr.- . , ier :,i«: the i h i r d l i f t d igi t decs ma exc«--d severs. The*. - f ixed b inary d ib i ts a l low lit*, ^e r^ - le r 

tf> d is l ingui-d i between t in ' two siihwor-ds, t>ut re.luce the number of avai lable roiU.-s f r o m I,?,, ">:jli to 

In'.Mfi-l. Tu is number is fu r ther reduced because the bit s t ream in the decoder is not synchronized 

tvi lh rod-.- h •I'.MPI.S i r o i i the r r n h - m i . ' d . The- decoder v.klid;,t<-s the in terna! s t r u c t u r e of n code word 

b\ compar ing successive 2-J-bil b inary .strings on a b i l - b y - l . i l bas in . If the compar ison fails, . i l l 

b i s a n - shif ted one [position, ;t oetv bi t is in t roduced, - m ! another compar ison is a t tempted. The 

proc-sS ii* reii.-.aed .is "ong as ;. e n - d e n t i l ! is present , and i f fu l l compar ison ss not achieved, the 

code word is not t ransmi t ted to the Operat ions Center . Th is va l idat ion process gives r ise to the 

Iw.SKibiMf. d \ d one rode word coald have another code- word imbedded wi th in it bat shi f ted over 

so r i e n i i i i t l ) ' " 1 U h i : fsost ' ions. There . i re W\ pa i r s of such ambiguous code words {.Appendix \ i 

wbicit le . , V e ., n,-t of \t>. 10a avai lable codes. 
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r-iu nlogi.-.l] Kff.-cls 

Tin- poss ib i l i t y thai the magnetic f i i- lds f r o m thr por ta l could be in ju r ious caused Sanei., to 

fund a sl.ufy by tin- f i l i n g s Inst i tute of Technology Research I ns t i t u t e . " The f i r s t part of ih i - studv 

vs-is to expc r i i nem.d l y de te rmine whether the por ta l would i n te r f e re wi th the no rma l o p - r m o n oi 

In-art pacemakers . Kif ihl pacemakers represent ing Five d i f f e r e r t tvpes f r o m four manufac tu rers 

wt-r.' used. Tin- pacemakers were placed in a conta iner f i l l ed w i th a f l u id whose e lec t r i ca l p rop ­

e r t i es had been adjusted to that of human t issue in the thorac ic vo lume, and th<* pacemaker le.ids 

were ar ranged to s imu la te the i r placement in the body. The conta iner was subjected to a va r ie t y 

nf s ta l i r and moving tests wi th in t in- por ta l both v/ith and without s imu la ted card iac waves, and 

th..- operat ion of two d i f ferent types of pacemakers was a l t e red . The por ta l f ie ld would have to l.e 

halved, approx imate ly , to e l im ina te any poss ib i l i t y of In te r fe rence . Consequent ly, it is r e c o m ­

mended thai Tt-rsons wear ing pacemakers be excluded f r o m use of tie- SKCS. 

The second par t of ih r study was a search through the l i t e r a t u r e of b io log ica l effects due to 

• • l i - r l romagnel ic f i t - Ids. The conclusion of the l i t e r a t u r e search is that the thresho ld fo r s i g n i f i ­

cant human b io log ica l effects due to b r i e f repented exposures to unmodulated magnetic f ie lds m a r 

100 klls is probably in excess of 10 " tes las , The max imum l ic i t ) densi ty anywhere in tin- por ta i 
-4 occurs adjacent tn Mir- por ta l f r ame and docs not exceed 10 testae. It appears laat t l n r e is an 

adoquatt* marg in for safe use of the p o r t a l . 

KI i * o sect ions i>f ih is repor t ' 

c c reden t ia l , n -spec l ive lv . 

• in dv ta ' l the components associated wi th the 

i 'or i .d Loopy 

Por ta l Components 

Tv.it iy:.!-s .if por ta l loops a n - used m Un- PI 'S, namely one v.a lk- through loop and two w a l l -

loop.*. The f=i :•!•*, of tin- loops wr- de termined eXTieritm-mally in o r d e r 10 opera te the credo! 

t i a l a! ;. r m g e i.'k-r,' i-V.iiurt-s of each po r ta l a re summar i zed in TabK- I below. 

[WW K I 

1'ortat Loop Descr ip t ion 

1'orial Type ami 
Locat ion 

Walk- th rough in Vauu 
I 'ersonne! C o r r i d o r 

Wal l Hung in Iden t i f i ­
cat ion Booth 

Wall Hung in MOC/ 
MAC System C o r r i d o r 

Loop Winding D imen- Number 
sior.s, II x U x T (m) of Turns 

1. !)8 x !.70 x 0.027 

i . io x i.:io x o.o'jo 

1. 10 x l . : i0x 0.090 

In-S i tu Measured Paramete rs 
at 110 klly. 

Indue tatice 
(mH) 

1. 5fl 

2 . fiO 

l . f i C 

: ) m P^ ' 8 , . 
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\ t i a ly l i cu l fo rmulas have been der ived to pred ic t the f ie ld patterns n«-;i- the loops ( ' tpj- rWiv ID, 

.mil in.-I .SII i-.-ff f ie ld components were found to I,.- in good ..gr<-.-im-nr wi th i . m i n l . - . l •.- , | . , e S >.•••• >>.-• 

tv | . . . s of pm-1,,1 loops. 

1 l l l - K H / D r i v e r 

This unit is liDUBuu in an It x -1 x I t - inch cahine-l and consists of three modules (F igure ''.). 

The jjmvf-r Supply modul i : prov ides un f i i to red t'tO vo i t s to tin- res t of the r i r c u l t r v . T h - • on f r td 

i i iu ' lu l i ' begins wi th a 1 1 0 - k l l / O i l p i t t s c r ys ta l osc i l l a t o r , Q l , v.-luch is rine-'.u<ie, ; l.v ( f ; . 

s .miple tif !he output developed across tin- C10- I .2 lank is T-d to the source of a cont ro l F h T , g-1. 

llnJi-SH .1 -".-volt I i-vcl is appl ied to the gate of Q4 vr;i J'*, C>2. and Q:t, the I M ' - M i / is fed ti> i d " 

I w l adjustment , IM , ;it the base of Qa. The col let- tor of Qfi d r i ves an emi t te r follow--;-, g:>, m 

111-- d r i v e r m o d u l e . T h e r m i U e r f o l l o w e r i s t u n i - d b y 1,5 t o p r o v i d e <-(|U;.l d r ' l t f e VOl l 1^"S I t . l l ; . 

eompi imentary output p a i r s . tQI ,Q2> and Cg:i,Q-1J. Thv output, taken at 4 1 , is Safimh-d v j ; . Hti-HT 

lo s tab i l i ze t in- . - in i l l i - r of Qa in the con t ro l module. Trie value chosen fo r KH in the cont ro l module 

is The value necessary to set zero vol ts tmon pin '•'• of .!a/lT> v.hers H-) is grounded. y l i e output v - d i -

,tg,- ..Tid cu r ren t are respect ive ! •, mon i to red at .11 and ,12. 

D ip lexc r 

The Hip lev i i - rs the means i,v which the inmictance of tin- por ta l loop is tune.1 to nrovid.- , 

r-i'.^islive load in the r l r i ve r ; i i -,)sn prov ides t in- in i t i a l Inning to separate tin- .VVk l ! / s ignal l i -m i 

th- ( l ft-kits tone. The difde«:«-»- is coun ted i/>i?!)L'diute3y a* j i ieen! to the por ta l louu , but may lw 

s-orin'-et'-i! to the f i l t e r / de' j .ode)., ior l>y up to '.) 'i-.el'r.s of HC. f i V . M : coaxial cable. The puf'.al loop 

inductance is se r ies - resona ted at 110 kHz by canac i 'o rs C I through Cf> (F igure 4). The capac i tors 

h.iv- Oi - same nomina l v.i lue of s ix t imes the se r ies - resonan t capaci tance o!' 'he loop. The s.-par' t-

t io j i tit" the ."ta-kllz s ignal begins by placing a afl-ohr.-. in-..; oi: the output port and adiusl i f .g I.! :o 

l-'oek l i f t kHz. The para l le l t - i n K cons is t ing of I.i and the eo l ib inuUm, of (C7. ( I l l i * place,! ,», .(,.•-

[ U n c t i o n o f ( ( • . , . ( • ) t o - e r l t i c e t h e p o t e n t i a l S t r e s s a c r o s H I . I . d i e , - ( h e - > 0 - o l t t r i , i , . t r | i s r . - IT 'OVe- l , 

1.^ IK a.l| i isted In provide a shunt t rap lo ground. 
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1,'U-ctrumc Credent ia l Header 

Th is standard ruck chass is , 5. 25 x 19 x 19 inches, prov ides a common power supply to sup­

port the ele< i ron ies nec -^sa ry fo r decoding c redent ia l s icnu ls fo r as matv as th ree por ta l d i p l exe rs . 

Two .T iMl f tn i . i l renders a re used in th ' - PPS. One reader is in the vaul t con t ro l room to s e r v i c - i|n-

por t . i ls in ih<- vaul t personnel c o r r i d o r and the ident i f ica t ion booth, and the other rca i l i - r is I nc i t ed 

in the MOC fur the M O C / M A C p o r i a l . Tin* c reden t ia l s igna l f r o m each po r ta l is processed through 

a separate combinat ion of f i l t ' r / demodu la to r and decoder as explained below. 

F i l l e r / D e m o d u l a t o r 

Th is c i r c u i t r y (F igure f i l is located w i th in a 3 x 2 s 4 .5 - inch s l i ie lded box nt the r e a r 

of the c redent ia l reader . Tin- c i r c u i t s provide- fu r the r separat ion of the aS-kHz s igna l vi i th subse­

quent w j v i ' 'Mping lo concert the bur i ' t code to a s i r i n g of b inary o' -s and zeros for use in t i i -

decoder. 

The ti im-il e i r c u i l s at the input are adjusted (Appendix C) to f u r t h e r i so ' : iU the 55-kHz s ignal 

a:irl include the effects of ihe cable f r o m the d ip lexer . The output of the 100X a m p l i f i e r , . M i l , is 

s lu int-p 'Mk'-d by adjustment of i.4 and evenly sp l i t along two paths at HO and R7. The f i r s t two 

stages nf \H>. and the low-pass f i l t e r which fo l lows them, prov ide a leve l which is p ropor t i ona l 

to t h " nn'.in of the pea* of the pos i t ive s ignal envelope. The l eve l is compared to the input sif jnal 

in M*2-AH4 to e l iminate noise burs ts which may occur where b inary zeros were intended in the 

code. \1 the same l i m e . ih<> r>f.-kHz signal is l eve l -sh i f ted so that it is no longer balanced around 

zero but r.mpi-s f r o m 0 to 5 vo l ts . Th is s ignal is used to t r i g g e r the mnnosrable m u l t i v i b r a t o r 

in I ' l . and ,i i r i i rd s ignal mod i f i ca t ion which occurs in AR2-4 must now be understood. A b inary 

one, as t ransmi t ted f r o m the c reden t ia l , consists of 32 successive per iods of J 55-kH?. s inewave. 

The compara to r act ion of AH2-4 conver ts this to i.. succession of 32 pu ls"s wi th an ind iv idua l 

pulse width of half the per iod of a n5-kHz s inewave. Th is would also be the output of U l , except 

thid the combinat ion of H21 and C U provide a r e t r i g g e r which does not a l low the output of LT to 

fa l l unt i l af ter the :52nd pulse f r o m \ H 2 - 4 , Th is re i r i gge r - f ea tu re is the means of conver t ing a 

'i'>-k\\y burs t in io a pulse of comparab le width and prov ides the des i red b inary one. A nonzero 

output f r o m L-T to tl ic 'ecoder is proh ib i ted unless the moan pos i t i ve s ignal leve l exceeds the 

threshold set by K H at the input to AR2-:<. 

http://TiMlftni.il
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TrV Mn. i rv i l . i la s t ream and .1 1 ) 0 - k l l / tone f r o m the loop samp le r are thp inputs to The 

H.-i-n-li-r U-'ieure G). The I 10- kHz torn- is divided by <>4 to p rov ide a re fe rence c lock nf 171H. 7fi 

pulses pi-r Second which is the sarin.- as the c redent ia l h i t ra te and which is synchronizer; w i th the 

b inary data s t r e a m . The data s t ream is admit ted to a r e r i a ) i n - p a r a l l e l out sh i f t reg is te r 

(Hegister I ) under con t ro l or the c lock . The s e r i a l output of Regis ter 1 is c locked into Keg is tc r 2, 

and af ter 4W-hit per iods , both reg is te rs may co.....,in the same pat tern of 24 b i t s . The l f i h i ts in 

each reg is te r which may represent the HD-code are pa ra l l e l outputted to a compara to r . The 

par i t i es of l i i l s 2 through U arid hi ts 14 through 21 are computed, and unless hoth sets of (([>-

subwords have even par i t y Uie dalri va l id s igna l f r o m the e r r o r detec tor is inh ib i ted . S imu l tane­

ously w i th th i s h i t compar ison and pu r i t y check procep 1 " . the p a r a l l e l 16-h i t outputs f r o m both 

reg is te rs .irv rh -eked to .<=••<• if f ixed sync bi ts in Posi t ions 2 and 14 are respec t ive ly I and 0. 

A sync hit e r r o r in e i ther of Uiu two words inh ib i ts the data va l id s igna l . The data va l id s ignal is 

sent to 'he operat ions center only i f both ISD-codc groups puss the sync checks and the pa r i t y 

check. The data va l id s ignal also t rans fe rs the compara to r output to a hold ing r e g i s t e r to awai t 

a t r ansm iss ion request f r o m the operat ions cen ter . If the checking process is not success fu l , 

the process s imp l y continues at the d o c k ra te unt i l e i ther a data va l id s igna l is generated o r the 

credent ia l is w i thd rawn. The m in imum t ime requ i red fo r checking is 48 h i t per iods o r about 

2ft ins , I I I J W I - V I T , the synr and pa r i t y b i ts may not be in the i r c o r r e c t b i t posi t ions i n i t i a l l y and 

2.'1 bit per iods must be al lowed to shi f t them f r o m the most ex t reme wrong pos i t i on . Another 

24 hi t peiMoiij: must also IK- -Jlov.ed for s ignal growth and decay as the c reden t ia l moves through 

ll i i) po r ta l , and The total t ime which should be al lowed is 5fi ms . 

^ itd a 

or 
I ' igure G. Block D iagram, Decoder 
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iMKMi.D'ii-iil.s. "I'm- cn-di-nl .il rui>:iMii-i-s 2. li z '<!. 2 > X (].:',!) im:tn-h ' I V I M I I , v/ '- i fhs 1 . . '# ; i . : • 

'-. insists i>l Hit '- • Kcp.ir.it '- p.n'ts (I-'IJJIII-I- 7). 

"N '«MM>! nnl I .oop 

' I I : . - I-I-.-I I--til 1.11 lions l i i f ' " i ns is ts o! two p: i r t^ . .i IIOUSII:J.' ..ti'i > < ovi-r (l-'i(.Mir-- i : j . I ! .-

loop is v.nurifl in .« .:h;mm-l v.f l l i r wif i . ol' lh<' !:rjUH inj{. T l i ' - in'lur-L.,, j<-.- lypic. iJlv r:i---.Mi r. -, f 

ov.T tin- Ir.-.pi.-iK-v r.uifii- l i - ' - : : r>.r> to 1 I H k l l / . , IJ I I I increases shfd i l l y Lo a t.ypir; i! ' .-..].!.• o! '. 

w I i f i i tin- pr int i -d c i r i - i i i t l o a r d is ;-l..'-,-il w i th in tin- liousinf;, "1'Jn- loop r i ' ; , is l :n i ' - • van-- : , I r< 

7, •{ o],,,..-- I.. ) ! , ) oJims o v r Lin- f i-F-tjnt-iii-y runs i- wln-n tin- r i r - i i i t bo. ird is in pl.n -•-. 'I Lis 

l - i i u - var ia t ion is inr l i i r l . - ' . in lli<- design proci-.sK for Or- <-1'-l>-nti..I rJipl.-y-r < \ ! ip. ri ' i i-: h i . 

C i r cu i t lio..i-rl 

Ml ol" i lu- i-|i'i-truni< s ..re iTioiintt-n on one side of .. pr int ' - t l c i r c u i t hoard w i n d . Is j>hi 

tin- housing .u i i - r l.'-iiiM i-f-tiiii-fir-d to Hi'- loop. Tin- operat ion of c l . r l r on i c . s may I.-- innl.-r-st 

the s<-li.-ni.,ljc- (F igure U) l i r j ; inrii)i Li w i l l i 1 >i • - 1 lO-klJz volt.ifjc i n d u e d in On- loop. 1 Iiis vol i 

i-i-c-tiiii-rl !.-. i-]12, I i in it,-«i to \'l .-oils if n.-t-.-ss.ii-v hy C:i{ 1 . ..n-i filt.-:-.-'l liv C": •<> p iovi- ! - . : 

to I lie- : o i - CMOS noi ls on tin- hoard . T in - 1 \\)-r.\\.- volt l f . , - is •: iv idei i hy f t . " . C/l) ,i •: :.n:':.-i 

( •:-] i n 1".; v.h.-c- i! is d i / i d c d hv two. ' I ln- .Vi-k l lz torn- is s.-nt to on-- input o f . , \-\M)~u.,i 

Uh.-n ,i h in. i rv on.- is g.-n - r . d . d , l.v t l . .- d ig i ta l mu l t i p lexe r U l , -i hurs t U' '-'.2 r;v. !'•>, of tin- : 

iK ii.iSS'-d via l ' : i - l i .mil ;i matching network to t in: loop for t ransu i i ss ion to the pu r t . d . 

S;IIHI!;I ! < i ! ' ^ ' " • ' " " ' 

Figure 7. KlL-ctromc Ci-e<k'ntiu! 
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Code Storage ant I Generation 

The credential code is stored by connections within an 8 x 8 matri t (Appendix l.i. Th" rnci-
is generated from the maf-ix by the combination of thi' digital multiplexer, V\. antl the I2-stagi-
ronntiT, V2. The successive duta-select lines of I'l are cor.lrc.lled by dividing tin- 110-kll/ tone 
by 128. 256, and 512 respectively. The complimentary logic within Ul causes the d.it:! input lines 
to be successively selected at a rule of 1 10 kll? divided by G4, and thus establish the credent i.d 
bit rate as 1718. 75 bits pe;- second. Kach of the eight data inputs to V.\ is connected to a lettered 
column of the matrix, and the rows of the matrix are activated by coding signals from \'l. In 
each t okimn there are eight possihle signals available, depending on which row is selected in 
tl..it column. Code storage consists of making one solder connection from each column to •• 
particular row tin lhat column. 

The cotiing signal:, upon the matrix rows are generated from the 10th and 1 ] th stages or f,'2 
together with two fixen signals. Row 1 is always tied :o pround f/ero), and How 2 is always m-d lo 
•V (one). The output of the 10th stage or I"2 is called Code Word A and changes every H-bii rour's,. 
Code Word .-" may be r<-c-denied, in units of 8-bit counts, as 010. Similarly, Code Won! H is the 
output of the 1 Kh stage of U2 and represented as 001. Clearly, it is necessary to reset V,2 every 
2A bits or Code Word si would appear as a one at the slart or the second credential < ode. The 
Code Word C is generated by logically OU-ing \ and B as shown on the schematic. Figure r*. The 
following tabulation illustrates the digital representation associated with each code word. 

H_ . Code Word and .Matrix How Xu.-iber 
Interval 
\umln-r GndQ I • \'(2i M?) MB) B(4) R{n) CVU Cf5) 

1 0 1 : 1 1 0 0 I 

2 0 1 ] 0 1 0 ] f) 

1 0 1 0 1 0 1 1 (j 

file:///umln-r


11. ( i . r.-..we- .ni'l \K\ } . . li.-tni'-r, I ' h i inn ium J ' n > t ' f l i o n Sys ' - -m, S;I/MJJ,-I T w b n o i o j n . . S . " ; \ J J 7 7 -
LT.'IU, S.iii'li.i | . . .h[ J r. i ' . iHii 'S, Mhut iur rq i i f , NM, S<:j>l<.-iril>er I'm. 

HI" Hi-sctr t- l i I n s t i t u t e , A SlU'ly »f ttif IJ(iHHJI>lc KIT'.-ctH of 110 Ml? l-.Tfrlrotini^r-'-tif Kn-Hs f»i 
l|ni ;..iii-s, S \ . \U77-7U2Ji , S I ( I H ( I ; I 1 ..(fiOr.itori'-H, .\i'jii<)u.-rf|iir- \ \ I , ScfA-'-rnhr-r K(77. 

I). !•:. Hurtn-K <l ;il, S . - l f -h r i 'Tg i / f i l C r<:tii-iiti:il Sy.sl.-rn, SunHi., [.:iU>r.ilr,ri<-s, Ui.'iq •j'-rqn. , 
NM, S \NI)7f;-0 r>4(), Oi-ri-rnlKT ! IJ7M. 

22 
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AI'IMZMHX -\ 

I'h. I.'IL' .t!tttttf!UOt!S hi-x.nli-inii.il codes .ir<- listed h-low, in usci-ndine order. 

l i t : 11 > 1074 J C O I ) • i | ! 4 

C 2 J ) <I7"> C : n > u i " . 

i l l ) 071'. C 7 D o n : 

C 7 H 1177 C H I ) rt'17 

I M C 17.1 IK I f 114 

U-JC I T S l > : « : 1 ' . ' , 

il-tf I 7 r . i ) . ' . ( : i -J; 

M I 7 C 1 7 7 C I I I . C 
274 

r : 7 
2:11 

IP: I I 
. ' 7 7 
•J7i; 

u : l \ 
I ' l l ! 

i . ' i f i 
2 : : ' . 

>;f. \ 2 7 7 H 7 A 2:17 

l l ' i l ' '174 8711 T M 

: » ' \ ( 7 5 ' i 1 A : • , : . - , 

••!H -171: 111 I t Tin 

'<:, \ H77 » 7 . \ :::17 
: ) - ) i i 4 70 0711 4 : « l 
\ 1 >' 4 7 1 -' 111 J : i l 
v i : ' 4 7 2 \ 1 1 1 : 2 
\ " t> . 4 7 : \ 7 H 4:1:1 
\ v 7711 , ' .7 ! l :> : i i ( 

l i : n .771 , : 1 s r,: i i 
l i •'• 5 7 2 H I . r>:!2 
H V . : . ? : ! B 7 B f ) : n 
i r . ; » - I7 t l n ? f (,:«} 

e c u I i 7 ! C ! l > i ; : u 
C : D 1172 C 2 D n : :2 
c.'.n i ;7 - ; C - I D f i n 
ecu 7711 C 7 U 7:10 
i n i f 7 7 1 D I C 7:11 
I r a - 7 72 D S C 7:', 2 
n" . t 7 7 : D 4 C 7:1:1 

- D i ; r 1,1 \ 1 ) D 7 c : «"'. \ 
I ' . lB fl:i]l 

\ C < : D II7.-1 1 C l l l B S \ 
f : u I I 7 H C 2 D 3 5 B 
( \ - , D :i 1 '. C 4 I ) S:s A 
O i l ) !»1H C 7 D ! B H 
I K K •M \ I 1 I C ! }nA 
l r ; c : i 7 H I I 2 C n . i l f 
l i ">C U 8 1 H C \ : sn 

\ j > ' . r A 10 1 I7C •vsu 
A 7 8 . \ .1« 
• \7 . t •\r>s 
m n n : i a 
H ! II n : i s 
117a H S 8 
1173 una 
C l l l C O D 
C 2 I ) c m 
C 4 I ) C S I I 
C 7 D O i l J 
D I C I X K 
D 2 C D : I C 

I J 4 C U 5 C 
11 D 7 C I ' D S C 

http://hi-x.nli-inii.il
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l-'ormtihis fo r frr iuecd Voltug*-

I'll.- i-onipom-nls of t l i ' - MUigni'lu- densi ty v i c t o r gt-n»*rat*:d t'V a nrcUmgul. tr loop . . n - d ' - r i v d 

I f f . in ih<- v . - l o r potent ia l of a f in i t i - r u r r t - n l '•!<•, n l , uri ' l a r e us - ' l to eompt i t " th- votMf."- i ndue 'i 

it, .. n.-^rhy loop. 

V i v l n r J;yt.-IHi;.l 

T h " v - f l o r potent ial is d r r iv r - i l fo r a finitt? cu r ren t e lement in : t forns wlncf; is atM'-n:tt»le im* 

«'nmpit(alion exrept at the ends of the element whtT'.- the pot<*nttu! her-omes unbounded. 

Consider a conductor of in f in i i ' -s im; . ] c ross sect ion v.hir l i is c a r r y i n g a un i fo rm ru r r ' - n * 

i 0 ) ! "S|» i-_itoit». The conductor hes in the yz-p !anu and extends f r o m ->.' -h to -/' b .dong 

y" i < Ki|»nro H I ) . It is assumed that thf c u r r u m undergoes negl ig ib le phase shi f t along the 

.-I -iri i-ni, 1ti;i1 i s . Alt it!'- "• 1, ivhcro -" is tin- wavelnngth. Tin- retardr-H vt-f:tor po'er i t ia l i t the 

s'lt-l--) point , i ' lv , -,, , ' | , has ,1 component only in the z - d i r e r Sim pa rath-J I K * i . - - * i i - r - i ;s .-ourf '*. 

This !-nm|)Uiir:nl is given by Hit; i n teg ra l . 

The geonie l ry requires t i n t ,\ have thr• same value a> points symim*tr ;<Ml iv toe.ttix; on 

•itii.-"- ;-.;•!.• of tin- xy- plane. In K c | ( t i l ) . u. is tin- permeab i l i t y of fre,- spue- , a: is l ite ..ngul-ir 

!"; -<}ii.-n;-v, c- is !li<- ve luehv of l ight , the p r i m e denotes source <-n:>.-d mutes. .m'S I; is th.- spher 

:-.iifit:s f r o m th . - soun-.- to th.- f i e ld -po in t . 

V i:.- i S ) i ,Y ;s y r y s m a l l , as in the present «'.>Pi- • .,-. - It is ;, ee-t.-r o r less , the r. 

l t i i» i ; i i " t i is negl ig ib le ami 

,2-'''" I 
1 z ' b - p - (/ - hi* 
\ ~ JTTF 
i z - h 'p - (z - i>r. 



[I is not obvious that llq (H4) is symmetrical ubout J. • 0, but symmetry can h<- shown as follows. 
Substitute - / throughout l\q (L14) and <-quat" the argument to that of Ivq (H4), cross multiply, 
simplify, and an identity will appear. 

i d z ' 6 <o, a.:.') 

(o.a, -h) 

Figure Bt . Geometry of Current Element and Field point 

When p- 0 the definition of R gives 

and the vector potential becomes 

H 'p;0 

£ in U~^ ! 

l i m A 
7 

\p--0 

These results show that A a 0 everywhere but becomes unbounded at thj ends of the current 
element where p = 0, and IzJ = b. 

file:///p--0


Tin ' Uil.tl i - r c . o r pulL'nti.il l i 'om a ri'L-taiiKular l ° " l ' is (In- Hum i>r II..- i iotr i i t i . i ls <ii 

i-uri''Tit .•l.Trirrns K'lik'li fo rm ill ' 1 l o o p . C o n . i n k ' r i U>n[i of h - iph l 'Mi .iMrl v.ulll: '_'v. 

I -1 i- i l fnu t r tin' s p m - r i c a l r .n l ius fi-ot.i IIIL- i l 1 c o r m r I>1" 111'' loop IN III.- fh-li! | n , 

{ » ' • (,v • w ) 2 . (7 - h i " } . r , J x 2 (y • » ) " • ( ' • h i " 

( s " i l.v - « ) " • 1/ ' II)"} . r , \x~ i ly - v.l I.- - l i )"} 

l'(x.y, 

lo olitain Ihi' p t ' ta j ra l form Tor t h e c o r n u r spliL-rina] r a d i u s : 

, 1 / 2 



Tlio components of the vector potential can now be written compactly by using Eq fH4) and 
omitting thf time dependence cxp (-jut). 

\ ' & { l n ( r 2 ' V ' l n , r 4 ' V • l n , r i ' V " ""r:. ' "-.'} 

Components of Magnetic Density 

The magnetic density vector is derived from the vector potential according to 

B curl A leslas . 

The components can he written in these compact forms: 

4 " ( M r n l r n ' »n r-> ' y n | 

4" t-1 / | " " " | 

J ^ V 1-1/7 ' r <r 
- ^ " 7 1 " " J " i 

Indurer.l Voltage-

Because lhe U-field components may vary in magnitude over tin- dimensions of even the 
smaller loop, h is necessary to compute the induced voltage as the lime derivative of the averse 
B-ficld normal to the plane of the loop which is being induced. Let the components of the unit 
vector normal to the surface of Uie induced loop be denoted by (u , ti , LI ), and let "S" he the urea 

x y v. 
per turn of Ihe \'-t;irn loop. The induced voltage is given by 

4ffM ^->, \ x x y y 7. ?. m 

m=l 

where M-sett- of field points are chosen within the area of the loop. The use of M = 400 Tor the 
credential loop and M = )0, 000 for the portal loop, the points being equally spaced in each case, 
has been sufficient to provide uncertainties of less than c > percent. 



M*!'I:M>I\ C 

Ki l t i - rM) i -mof l i . l lUir Tuiii i iR l'ren-i-i[i, n 

1. C u m . f» 1(].- i- i l i lo f r o m tin- <fip]t-xi-r to i l l-- f i l u - r M.-moik i l . t lor , .iiwl i i i"t-. i . i ' - i-.ip... i io r *.-l K. 

•f»f|(i pi- m Hi.- j*>Km<>:i C1.C2 (K i cnn - T.). 

J . Vovi- ;!.•• .•ij-.;p!ini-m for i-.u-h ni f lm-lor. 1.1 through 1.4. n--.u- tin- .-••nt.-r n( n.s IMPJ;.- . 

. V. ;:!. ..:: .-. iDosnopi- ,it T l ' - i , .n!.|usi I /'. to m i l i u m , " - '.!:•• 1 10-K1I/ ion.-. 

i . J'I.K-P- .i r-i-i-Mi-ntin] near tin- por ta l so 'hm A HI is nut uvi-rlo.Kleii .mil .KIJUKI th-- ri • ,•.,,!.• i ' , i j ) . ,ci-

ti.j- m m . , M i r n y ihi- aO-klty s i f ina l . Hi-move the i l r c i rh - .m«l !-«-(>l.ici- it Will i t ' i (~J 'JH.--Ji.ilf 

' i •• <!--. . i . i " v.»]u«-. 

"i . "• ;J : .H ' l.L' ! i - :"-JI-UI.T i i i t ' r i-; im- thi- . ' ) .>k l l / s igna l . 

'5. \ M | U M 1,1 to f i - ' t l i tT iru-r-i-.isi- Hi'-- "j~j-kli7 siRnul. 

7. I -•• i '!• I.iv-ii t r i gge r »ij)C>- tl.c osc i l loscope, ar range to ix . i rn i t i ' - .• J 01 o r 1)10 t r a n s i t i o n . 

• !• :-'. I • " . provid.- r i i i f . i . , u:i: fa l l t ime cons iMr i i : v.:M, .,- i-.-i^t.,!,[.• r lei- i -ras- ,n -J... ' )5-l: | |y 

! -.-. I. 

h. H'-.idius-'t l.'i to improve r i se and fu l l t imes if possib le. 

T ins .i l iRnnn-n; procedure w i l l be. requ i red again i f c i the r the cable length, por ta l Joop, 

tjr.rVi". ' in i i ' -x i - r , o r f i l t e r / J f *modu la to r are changed. 

29-30 
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AIM'I.MJi:-. I» 

|j.-M(,r, .,1 fl-.-n.-fili.-.l I»i;.|. -.-r-

' ih. .i.-Mipn probl-m is to pr'Vi-1-- . f-v. • i ! l | | i . , l . i | . r-s of - ••rr-mt ,t V. H ^ o, .. I 

-1 r i •_ ir..i<r-<-'l « Mil *<•</.-,• il volts .,i l |( l h-.il/. Iv.rt of ' I . - " r - l .> ,U ,1 «.-|..-n t n - i'. : . - ! r 

U"i' •• HI for fOifvcni'Tit r.-f iri.,„<., Th< «-*juiv.iJ'-iM i-.if>'--tt.m' -• ' . ; _ is sht;nl- !•••; on . i . 

•op U, i i . .T . - ; iH<- t h e U O - f c l l / j . O t . - n ! i . . l * ! t S l W h l H l l o [ l O W T i l . . - . - l . - i t r o i ) I c s . H ' ' I f " . 

t;l.t of ! ! , . • ]>io|i is tr.-.,l.-i| ,s follows: tin- oi-;,tii-l» vi i CK2 is r- |,|,K-.-.1 h Y !( \U h< 

<• T.i-.,rii-I. vi.. <-'2 is e-.-(,l..<•-•!) |,y , , , , (,[..-[. ciri-t j i t . *l m* M-rn-h ••i^iivuh-tn . f ! V, * H / 01 i 

»i;ii.ui- (lion of C , th - Soop. ;iml l( is \U<- !o.-,i for th- i,. >*:rk lo )»•- -I. MJ,M.<••!. 

i ' l" of O-.c n>:tv.ork, id-' n e t w o r k sl iouM [»r"S'-m ...M inyul I 

/ . -".liOii • 

-S'-' tmiL net'Aftrk ih us'-n to ti-imsform / ; its |i 

< ' o l t S l d i - l ' I I I ' ' 1 , - t i r f . V o r k p h i r . - ' i l , . tV i - - . • ( , t - ' i f • ! ( , ) • -x S o l t i r - . . t l ' f W...-I f i t . ( , • " ! , ! . ' •->,. / ! 

I y H • jX M-'igun- 1)21. Tin- ti'-lwork [ir-.'Sriils to l.ollt il,.- sourc- .,(,-! I0..1I ini[x-l , 

n- r.-s|i.-.-tivc i-on|ii(i.t.H' iiM|n-/l.infcK yivi-n hv 

iiii-r Hi-- .niiilitioMS Mi:it M • If tin- network rmpi 1 (li.-s.- ffirrrMtl . 

-.f.-V^!.J 

http://h-.il/


Hoih '/. ,%n<\ '/ .t.r • en t i r e l y imag ina ry , and i t appears that there a r e four H<\h 'it i'/. . / I •'.<<•• 

to ihe sign choice -M-for*- ••arh r a d i c a l . But X. and / .^ must have unl ike riigns in o rde r fo r Lq NJ'SJ 

to hold. 

The- design procedure IF par t )f a badge design computer p rog ram l i s ted in •\pji'-ntlix I, and 

is s u m m a r i z e d as fo l lowB: 

1. Compute the total Hhunt capacitance. C _ C' • C ' C* necessary to reson..u-

Liu: loop inductance at 110 kHz . 

2. Compute t in; s c r i p s equivalent impedance at ij-Ti k\\v of the shunt combinat ion of C , 

the loop, and It 10,000 ohms. 

: i . Take 7. - / • 5000 • |2ff (5a.000) I . , wli-
source s 1 

II 
X , i : a p a c i t i v .mil X „ induct ive . Solve Tor C C , < C" •• C,. f r o m X . The n -1 2 a A 5 O 1 

qui red value of [ f r o m X is so Smal l thai i t is rea l i zed by using a H. 2 - m l ! 

inductor- and ser ies tuning i t by the p roper combinat ion of C, C_ • C * C . 

4 . Replace i'.'.-C, in F igu re f j j by i ts output res is tance of 'AA0 ohms. Compute, 

at 1 10 k! lz , the total impedance shunting C and recompute C lo n s o n JU- th--

impedance. 

a. ((cturn to Str-p 2 and repeat three more t imes which is suf f ic ient to prov ide values 

» r C » C . and Cr s table to i f ) " ' . 

(i. Deduct 150 pi-' f r o m C lo adjust for the neglected branch v ia C and s t ray shunt 

cMpar i tanc". A typ ica l value of input impedance presented to l':i-f, is 

V.. 5000 ' .] 1200 ohms as requ i red hy Kq (1)21. The resul ts of th- design p roce ­

du re , C , C . and C {_, a re not s ign i f i can t l y changed as 5000 -" H 

o r :f00 -. (output res is tance of I 'a-f i) u 2000 ohms. The badge design p rogra 

extensively annotated and includes the effects of inductor res is tance va r ia l i o 

frequet r v , 



.2 m i l 

,\.-t.work to C C... C l . ' t :

I 2 

c:n2 

5U kiW 

( .2 m i l 

Ho Ut-sifiiT'd 

C 

2 I " °P 

*)1 10 kllv 

Ta ' 

l( '* 
• V " 

( .2 m i l 

C 

2 I " °P 

*)1 10 kllv 

Ta ' 

l( '* ( .2 m i l 

C 

2 I " °P 

*)1 10 kllv 

IV too |, 

KiHiir i ' 111. I ' i i r l r i l C ' r i " l . i i l i ; . l S. 

Zs = f '' <3=z, 

1 I . - N ^ t w o r k ' 

l-'ipiiri- I>^. 1 .-.V'i / ovk rLtnl "Ti-i-rti ir.il ions 
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Af'I'MNDCX i : 

0.d<- Storage or. On- <: r.-d-nti.-.l 

T d " <•'>'!•• i * Kt'.r--«l on the <;r«-d'-ntial in r.n 8 x i: m a t r i x Pirr i . - r l by nor.r. l . i l -- ' :-1hnvifh J:',., v ,t 

tli-- iiii.-r-S' i-iiori of eight h ' t r i /or) t : i l conductors on tin- mmpon'-nt s ide of tie- c r a-nl iai ii.-t ••:(.'! ' 

vt-rtif-.tJ roJcJiictors on ihi* r'-a.- s i ' l * - . T l i ' - hor izon ta l conductors r>r rov.s a re nu*s *>'-r< •! !I '••• >• •• 

! "HI '« i : (it lh.- . 'natr ix ,inH . i f f ronner 'ed to I hi- coding .sigc.ils discussed i i : lh ' - t'-X' m 'h ' " tol lov. ::.L' 

Coding Signal 

Tin- ve r t i ca l conductors o r columns are le t te red II lo A, from l" f t to rifclit, 

tf:<- inputs of Hit- d ig i ta l mu l t i p lexe r !" i as shown bejow. 

Mu l t i p lexer Input. Ma t r i x Column l.ette 

8 A 

A coding s ignal is connected to a mu l t i p lexor in;iui by so lder ing a ;h rough-v . i re to both s ides of d:* 

appropr ia te m a t r i x in te rsec t ion . For L-xumnlu, to comiucl Ji lo Input 5 requi res th^t Row 0 be con­

nected in Column D. A means must be prov ided, p r i o r to so lder ing , for representat ion of the 

HD-eodc in t u r m s of the var ious coi l ing s igna ls . Th is process vvtj] be expla ; ned wi th the use of a 

coding worksheet and an example. 



The first step in the coding proceHB ia to write the HD-code in binary form consisting of 
24 hits ,IH explained in the text. The binary HD-code in organized into three ("roups of eight hi IK 
e.ich corresponding lo both the* multiplexor inputs and to the three rows of a wire code table 
(Kigurc Kl). Curtain bite which are fixed :.-.re already filled in on this worksheet. AH an example 
consider the HD'Code in the text, AA55, and Till in Step I of Figure K2. Step 2 consists of enter­
ing J binary one or zero into the wire code tabic according to the column content in Step 1. Th" 
wire rode is read by column, from the top down, converted to a matrix row number in Step '.',, 
and the row number is listed for each column in Step 4. 

Copies of the blank worksheet may be used for coding a small number of credentials. The 
entire coiling process is included in a computer program, HlilPDliS, which is prirl of Ihe drawing 
set (Appendix [•'). 



Alpha 

Step 1: B ina ry Representat ion 

"\ 
Hit Posi t ion 1 2 3 4 5 6 7 8 9 10 11 1213 14 15 16 17 18 19 20 21 22 2:1 24 

B ina ry Cod"-' 0 1 1 1 0 0 1 1 

Co lumn 11 G V K D C B A H G F K 1) c » A 11 c r i-: u C I I A 
l . ' t t . T Flow 1 How 2 How n 

^t ' -p 2: Put H i n a r y Coih into Wir<- C o d e Tabl . - ( i . l o w 

1 0 1 

2 1 i 0 0 
I i 

II G y i-: i> c n A 

S u p '.'.: Convert W i re Co<li> to M a t r i x How Number 

Coding 
Sienal 

W i re 
Code 

M a t r i x 
Row 

GNU 
0 
0 
0 

1 

B 
0 
0 
1 

4 

A 
0 
1 
0 

7 

C 
0 
1 
1 

:i 

Coding 
Sienal 

W i r e 
Code 

Matrix 
Row 

C 
1 
0 
0 

5 

A 
1 
0 
1 8 

T: 
1 
1 
n 

6 

•V 
l 
I 
i 

2 

Sti.'p •>: C o n n e c t C o l u m n to How in C n x k - n t i u l M a t r i x 

C o l u m n I.ctU-r I H I G J F I K I D C 1 B A 

How N u m b e r 1 I I 1 I 1 I I 

F i g u r e j ; i . C r e d e n t i a l Code W o r k s h e e t , B lank 



I l l ) Code 

Step i : B ina ry Repre 

A A 5 5 10 10 5 5 
I l l ) Code 

Step i : B ina ry Repre 

Alpha 

mentation 

Numer ic 

'•'it Posi t ion 1 2 3 4 5 (i 7 n a 10 11 12 13 14 15 16 17 18 19 20|21 \ 23 24 

B ina ry Code 0 1 0 1 0 1 0 1 0 0 1 1 0 0 1 0 1 0 1 0 1 0 1 1 

Column I I G !•' !•; D c B A 11 C F K O c n A H C K K I) c B A 
L i t t e r 

, " o » l ^ Row 2 How 3 

Step 2: Put. B inary Code into W i r e Code Table Below 

1 ', 1 0 1 0 1 0 1 
2 0 0 1 1 0 0 1 0 
3 1 0 1 0 1 0 1 1 

II 0 r K I) c B A 

Str-fi :{•. Conver t Wi re Code to M a t r i x How Number 

Coding 
Signal 

W i re 
Code 

M a t r i x 
Row 

U S D 
0 
0 
0 

1 

n 
0 
0 
1 

4 

A 
0 
1 
0 

7 

C 
0 
1 
1 

3 

Coding 
Signal 

W i r e 
Code 

M a t r i x 
How 

C 
1 
0 
0 

5 

A 
1 
0 
1 

B 

h 
1 
1 
0 

fi 

4V 
1 
1 
1 

2 

Step 4 : Connect Co lumn to How in Creden t ia l M a t r i x 

Column l.i-ttiT I H |G| F[ K n l c l n I A 
How Number I 4 I s I s l c l ^ l s i S I d 

F igure K2. Credent ia l Code Worksheet wi th Kxample 



J.iSt uf i lr.tw itigs 

U r . m m g Number - issue Ttl l*-

" I- l - j r .^ ' i - I l I .o«p- | j |p lexer 

T 14524-B Srheirsatic, !.oo|i Uiphx.---

CK-T4Bii:"»!J-C S- i f -Kne rg i / e . ) (* redrn t t . t l Srhem.. t ie 

T4Hf;:.a-C Srlf-Ktv.-rgi/ . i -- ! Cre-I.-nt ial I'WH 

li()-T4H«r»1J- iOlC Scir -Kts iTCi/ ' - ' I C reden t ia l I 'WB. l-'ror.l S M I - M.tM.-

UJl-T-IHi i fW-HOl-C St- i f -L 'nerg i /e . l <*r<«l<-iili:i] I 'WB, Mtsir Ss<ie M.isi.-r 

SS-T48n*»9-H P rog ram BDIPDKS 

T 4 f m o ~ B 1-oop D r i v e r , !*wr Amp Vt-c lor Board 

T49: i51-B Assembly , Loop D r i v e r 

C IK-T l ' j : i 51 -H St:bcnuait;. Por ta l Loop T i r - i v r 

rr.JO: ] - . \ H r ; , r k K , Cap:.cUor 

T:>]U12-A Bracke t , Co i l 

T.V.O] i-A r«v,t-r Supply Mounting Bracket 

T 5 1 0 I 4 - \ I 'owf-r T r a n s i s t o r Mount ing Cover 

Tijttj:r>-.A r-"ront Panel 

r "> in in - \ T n i n s f o r m i - r Mounting Bracket 

T i i l O l T - B Power Supply. Loop Driver 

Ta i r j lH -M pr in ted Wi r i ng Assembly , Loop D r i v e r 

Tri-,4nft- \ e lec t ron ic C r - i i e - u i a l Housing 

C"K-T-"»?1'41- "i Logic f l i : , g r ; t i ' i . Kh-ctronic Creden t ia l I l i M i k r 

T"»Rli27- A Schemat ic, ] ' o r l ; i l F i l t e r /Demodu la to r 

T' jBl ioB-B Assembly , i reden l ia l 

T f i l 22\'\ Ki lU-p; !)emorhi l . . tor Box 

Y<n->22~ \ i - i l l i - r /n r -mniUi la lur Assembly 

'Hi\'i'iij- \ !.oo|i .Sampler 
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