
Strategic Analysis for 
Safeguards Systems: 
A Feasibility Study 

Appendix 

Prepared by A. J. Goldman 

The MAXIMA Corporation 

Prepared for 
U.S. Nuclear Regulatory 
Commission 

li hPS-^ 

•■—•»•«"—^^^-^f^fWiiy,^),*^ 

NUREG/CR-3926 
Vol.2 

',■ -^nr,'^^-: 



NOTICE 
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ABSTRACT 

This appendix provides detailed information regarding game 
theory (strategic analysis) and i t s potential role in safeguards 
to supplement the main body of t h i s repor t . In p a r t i c u l a r , 
i t includes an extensive, though not comprehensive review of 
l i t e ra ture on game theory and on other topics that r e l a t e to 
the formulation of a game-theoretic model (e.g. the payoff func­
t ions) . The appendix describes the basic form and components 
of game theory models, and the solvability of various models. 
I t then discusses three basic issues related to the use of s t ra tegic 
analys is in material accounting; (1) i t s understandability; 
(2) i t s viabi l i ty in regulatory set t ings; and (3) d i f f i c u l t i e s 
in the use of mixed s t r a t e g i e s . Each of the components of a 
game theoretic model are then discussed and related to the present 
context. 

i i i 
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EXECUTIVE SUMMARY 

The procedures for se t t ing alarm thresholds based on inventory 
differences (IDs) in the accounting of specia l nuclear 
mater ia l have t r a d i t i o n a l l y been based on concepts of s t a t i s t i ­
cal qua l i ty control and hypothesis t e s t i n g . This approach has 
come under some c r i t i c i sm because i t i s not spec i f i ca l ly sens i t ive 
to diversion by i n t e l l i g e n t a d v e r s a r i e s . The theory of games 
p rov ides a modeling framework which can e x p l i c i t y l y ident i fy 
the "best" course of act ion against an i n t e l l i g e n t adversary. 

TheNRChas previously undertaken research to develop prel imin­
ary game theory models for the m a t e r i a l account ing c o n t e x t . 
These and other re la ted e f fo r t s are used as points of reference 
in the d i s c u s s i o n s here regard ing the a p p l i c a b i l i t y of game 
theory in t h i s context, and the development of speci f ic components 
of the model. 

The basic elements of a game theo re t i c model a re : 

o the players and the i r allowed r e l a t i o n s , 
o the p layers ' s t ra tegy spaces, and 
o the p layers ' payoff funct ions. 

The f i r s t element inc ludes t he number of p l a y e r s , and t h e i r 
a b i l i t y to communicate and co l labora te . S t ra tegy spaces r e f e r 
to the courses of ac t i on t h a t a r e a v a i l a b l e to t he p layers , 
including p r o b a b i l i s t i c mixtures of s t r a t e g i e s . Payoff functions 
a re the mathematical representat ion of the value tha t a player 
receives based on the outcome of a game. These elements must 
be supplemented by a solut ion concept. The most general solut ion 
for noncoopera t ive games i s t h a t of an equ i l i b r ium p o i n t - - a 
s o l u t i o n ( ac t i on by each player) from which no player has any 
i n c e n t i v e to d e v i a t e u n i l a t e r a l l y , i . e . wi thout arrangement 
t h a t another p laye r w i l l a l so d e v i a t e . Other s o l u t i o n s are 
poss ib le , depending on the form of the game. Basic game theory 
can be extended in several ways to provide more r e a l i s t i c (but 
often more d i f f i c u l t to solve) models, for example, s t o c h a s t i c 
games in which p l a y e r s move from game to game, and repeated 
games with incomplete informat ion p l a y e r s may be p lay ing any 
one of s eve ra l p o s s i b l e games but do not know for sure which 
one. 

Three speci f ic issues have been raised regarding the appl ica­
b i l i t y of game theory in se t t ing ID alarm thresholds : 

o the understandabil i tv of game theory, 
o the v i a b i l i t y of game theory in regulatory s e t t i n g s , 

and 
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o possible diff icul t ies of using mixed strategies 
in implementatation. 

The f i r s t issues does not appear to be a problan for three reasons: 
(1) Game theory has a long and successful history of popularization 
for "lay" persons. (2) At a more technical level, game theory 
i s not regarded as son complex that i t s study need be deferred 
to graduate school. (3) I t i s the responsibility of those engaged 
in safeguards ac t iv i t i es to provide needed technical expert ise; 
and given (1) and (2) , this is not a costly requirement. Regarding 
the viabi l i ty of game theory in regulatory set t ings, mathematical 
models in general have been found to be acceptable in regulatory 
set t ings, provided they are not unreasonable, a r b i t r a r y , and 
capricious, and do not contradict relevant data or well-established 
theory. 

Mixed s t ra teg ies—those in which various s t r a t eg ies are 
selected with specif ied probabi l i t ies—have the advantage of 
denying the adversary information regarding jus t what the player 
will do under a specific set of circumstances. This can resul t 
in higher payoffs to the player using a mixed s t r a tegy . On 
the other hand, use of mixed strategies entai ls planning—with 
i t s associated costs—for more possible ac t i ons . I t may be 
possible to develop "near-optimal" pure s t r a t e g i e s tha t are 
an acceptable compromise. 

In addit ion to these p rac t i ca l issues, several technical 
issues are also addressed, with respect to the number of players, 
i t i s concluded that two players provide an adequate representation 
of the context, pa r t i cu l a r ly since games with more than two 
players are more diff icul t to solve. The inclusion of multiple 
s i tes and multiple accounting periods appears to be p rac t i ca l 
in the specification of strategy spaces. A serious difficulty 
arises in the specif icat ion of the payoff funct ions. While, 
the zero sum assuption, in which the d iver te r ' s payoff functin 
i s assumed to be the negative of the defender ' s , seems to be 
reasonable—though not necessarily uncontroversial—the development 
of the payoff function is d i f f icul t . I t must take into account 
a wide range of motives for diversion as well as the potential 
uses of any diverted material. This process involves both predicting 
outcomes and a t t r i b u t i n g value to those outcomes. Analytic 
methods, e.g. multiattr ibute u t i l i t y theory, exist for developing 
such function, but they involve subjective judgment which maybe 
diff icult to obtain or jus t i fy . 
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1.0 BACKGROUND AND OUTLINE 

The safeguards program whose direction is vested in the 
Nugleac Regulatory CommiSSiPP (NRC) is a body of regulatory, 
operational, and research activities aimed at protecting society 
from the danger implicit in having sensitive nuclear material 
fall into "the wrong hands." It is common, and conceptually 
rather natural, to regard the program as composed of three mutually 
reinforcing but distinctive subprograms: 

- physical Security, involving (1) controls (checkpoints, 
physical barriers, etc.) over access to and egress from 
the material, (2) surveillance and alarm systems, and 
(3) active responses to intrusions; 

- Material Control, involving the governance of and respon­
sibility for current movements, locations, and status 
of the material; and 

- Material Accounting, involving the measurement and assay 
of material quantities and the recording/analysis/reporting 
of resultant information as a check against loss or diver­
sion. 

These "functional" subprograms and their integration require, 
of course, a variety of supportive activities: managerial, 
evaluative, analytical, regulation-promulgating, and the like. 

Our focus in this document is on the third of these functional 
subprograms, material accounting. Its after-the-fact nature, 
and its preoccupation with data rather than explicitly with 
people or with nuclear material, make its role less dramatic 
or palpable than those of the other two subprograms. That this 
role is nevertheless, essential, is established in a careful 
analysis [l;Section 5]^ of the contributions of material accounting 
to articulated objectives of the safeguards program. 

Although the definition of material accounting might pernaps 
be construed to include the analysis of data and records generated 
in the normal management of a facility's operations (batch yields, 
quality control figures, etc.), our main concern will be with 
the evaluation of data from additional material balances, inven­
tories, and records provided specifically for "safeguards" purposes. 
Thus, the characteristic situation to be considered involves 
"striking a balance" in the customary accounting sense for a 
particular material balance area (MBA) at the end of a time 
period; that is, checking the "balance" equation: 

Numbers in squared braces refer to the list of references. 
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(current contents)=(prior contents)+(inputs)-(outflows) (1.1) 
where the l e f t hand term represents the r e su l t of a current 
physical inventory of the material within the MBA, the f i r s t 
term on the right-hand side of the equation i s the current estimate 
of tha t m a t e r i a l ' s quanti ty at the s t a r t of the time period, 
and the second and third terms on the right are sums of recorded 
measured values re fer r ing to movements of material into and 
out of the MBA during the period. 

The fact tha t actual physical measurement processes have 
inherently l imited precis ion, together with the p o s s i b i l i t y 
of human error in any accounting/inventory effort, make i t most 
unlikely that equation 1.1 will hold exactly. The i n i t i a l estimation 
of the right-hand side, corresponding to the striking of a t r i a l 
balance in a double-entry set of accounts, may identify some 
anomalies whose reconc i l i a t ion leads to a revised right-hand 
s ide , the book inventory. But i t remains highly unlikely that 
even th is "improved" value will check perfectly with the physical 
inventory figure on the l e f t . The discrepancy i s present ly 
termed the AnventQgY <3i££ei:gnge (ID). 

If an ID value i s "sufficiently small" ( i . e . , sufficiently 
close to zero), i t can plausibly be regarded as arising simply 
from the inev i tab le imperfection of the measurement processes 
involved. But a "suf f ic ien t ly la rge" ID in one time period 
or over several periods, suggests that the measurement and recording 
systan may have drifted below an acceptable quality of performance, 
that some material "sinks" or process-loss modes have gone unrecog­
nized, that significant discrete errors may have occurred during 
the time period, or even (if the ID has the appropriate sign) 
that a theft or diversion of material has taken place. Such 
poss ib i l i t ies in turn lead to vigorous and often expensive reac­
t ions: an intensified scrutiny of measurement and bookkeeping 
procedures and of securi ty and control records, a search for 
material possibly missed in the physical inventory ( th is can 
require slowdown or even shutdown of the MBA's normal operations, 
which in a "bottleneck" case could paralyze much of the f ac i l i t y ) , 
and possibly the notification or actual involvement of security 
and external law-enforcement author i t ies . 

The l a s t paragraph's weasel words "suf f ic ien t ly small" 
and "sufficiently large" point up the underlying i s sue : how 
and where to set the "alarm threshold" for ID values that separates 
the satisfyingly-small values calling for no response (and providing 
evidence for a "hoax" classification of some claimed diversion 
of material) from the response-requiring larger va lues . A low 
threshold may lead to disruptively frequent, unnecessary interrup­
t ions of the p l a n t ' s operat ions (a high fa l se alarm rate or 
"Type 1 error p robab i l i t y " ) , a high threshold, to excessive 
r isk (miss yate or "Type 2 error probability") of failing to 
in i t i a te a desirable corrective response. Thus, threshold-setting 
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in the ID context presents , in i t s own d i s t i n c t i v e way, the 
r i sk -benef i t t rade off problem generic in modern regulatory 
analysis. 

The t r a d i t i o n a l and s t i l l - p r e v a l e n t conceptual framework 
that presently governs the setting of these alarm thresholds 
i s t ha t of s t a t i s t i c a l qual i ty control and hypothesis test ing 
[2] . Estimates are made of the probabi l i ty d i s t r i b u t i o n s for 
e r ro r s in the measurement processes whose resul ts enters the 
terms of equation 1 .1 . Appropriate mathematical operat ions 
on these distr ibutions yield an estimated probability distribution 
for the difference of the equation's two s ides , i . e . , for the 
ID. Confronting t h i s d i s t r i bu t ion with the actual numerical 
value calculated for the ID yields an estimate of the probability 
that a value so different from zero could arise by sheer chance 
if the measurement systems were operating as postulated and 
no other sources of error were active. Should that probability 
be high enough (the conventional level i s 95%), then "sheer 
chance" i s accepted as an adequate explanation of the calculated 
ID-value; if not, the presumption i s that there are contributors 
to the imbalance other than random measurement error. The alarm 
threshold, then, i s the "95th percentile level" of the estimated 
probability distribution for ID.2 

This simple idea admits refinement and strengthening in 
a variety of ways. Approaches to estimating and tracking the 
error probabi l i ty d i s t r i b u t i o n s of measurement processes can 
be improved. Distributions of e r rors from addi t iona l sources 
( e . g . , recordkeeping) might be estimated and incorporated in 
the ana ly s i s . I n i t i a l l y neglected in te rac t ions between and 
among error sources can be identified and then properly reflected 
in the "appropriate mathematical operat ions" mentioned above. 
The mult i- t ime period nature of the s i tua t ion being analyzed 
might be better exploited (cf. [3;pp. VI 27-32]). A substantial 
investment of a n a l y t i c a l , managerial, and expository e f for t 
and expertise has gone into elaborating this approach to a t ta in 
greater discriminatory power and realism (cf. [4] for one recent 
example), and into making i t s appl ica t ion smooth-running and 
well-understood. Furthermore, i t s use in the safeguards program 
has the comforting advantage of ample precedent, by analogy 
with i t s common use (for example) in industrieil process control 
and in comparison of sc ient i f ic hypotheses with data. 

A challenge to t h i s wel l -es tabl ished paradigm has arisen 
in the past few years . On the c r i t i c a l s ide , the challenge 
observes that although the safeguards program i s fundamentally 
concerned with the poss ib i l i t ies of diversion and theft—threats 
posed by an inte l l igent adversary—the s t a t i s t i c a l methodology 

For s impl ic i ty , we ignore dist inctions between one-sided and 
two-sided t e s t s . 
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has no f e a t u r e s p e c i f i c a l l y s e n s i t i z i n g i t to such t h r e a t s ; 
i . e . , no conceptual element d i s t i n g u i s h i n g c o n t r i b u t i o n s to 
ID by " innocent chance" from the more s e r i o u s p o s s i b l e ones 
due to a malevolent a c t . Nor does i t give e x p l i c i t per se consider­
a t ion in se t t ing the alarm threshold to the nature , effect iveness 
and c o s t s of the responses actuated by an "alarm"—though some 
informal c o n s i d e r a t i o n of these p o i n t s must be r e f l e c t e d in 
the above-mentioned 95% f i g u r e , corresponding to a 5% f a l s e -
alarm r a t e . On the pos i t ive s ide , the challenge notes the existence 
of a branch of applied mathematics targeted d i r ec t ly at ident ifying 
"best" courses of act ion versus an i n t e l l i g e n t adversary, namely 
the theory of games ("s t ra teg ic a n a l y s i s " ) . In i t s most aggres­
s ive ly -advanced form, then, the g i s t of the challenge i s t h a t 
an appropriate game-theoretic analys is should supplant the previously 
described approach as the basis for alarm-threshold s e t t i n g . 

Exploration of t h i s a l t e r n a t i v e methodology required e f fo r t s 
to develop an "appropriate game-the ore t i c a n a l y s i s . " NRC-supported 
research with t h i s aim reached a f i r s t milestone with the appearance 
of S i r i , e t . a l . [5] and i t s subsequent j o u r n a l - p a p e r v e r s i o n 
[6] by Dresher and Moglewer. A fu r t he r ex t ens ion , in which 
the alarm th r e sho ld i s no longer assumed f ixed p r i o r to the 
inventory (and hence i s no longer knowable in advance by the 
adversary) , i s formulated and analyzed in S i r i , Ruderman, and 
Dresher [7] . The work of Avenhaus and var ious col laborators 
which i s in the somewhat different (but c lear ly relevant) context 
of safeguards i s s u e s faced by the In ternat ional Atomic Energy 
Agency, has appeared in a number of p u b l i c a t i o n s , of which we 
note here only the monograph [8] , the journal papers [9, 10] , 
and the course notes [11]; other European l i t e r a t u r e i n c l u d e s 
Beinhauer and Bier le in [12] and Hopfinger [13] . ( I t i s profes­
sionally dis turbing to see that nei ther of these two l i n e s of 
research show awareness of the other . ) 

The novelty of the game- theo re t i c approach, r e l a t i v e t o 
prior p rac t i ce , led the NRC-related Material Control and Material 
Accounting Task Force to conclude [^vol. 1, p. 5-33] t h a t i t 
lacked time for a proper evaluation of t h i s " s i g n i f i c a n t a rea 
of current technical assis tance e f f o r t . " The Task Force recommended 
tha t the NRC undertake a peer review of t h i s methodology by 
a group of su i t ab le government, academic and indus t r i a l profes­
s iona l s . A Peer Review Group, on which the present wri ter served, 
was then formed; i t was organized by J . H. Opelka (Argonne National 
Laboratory) chaired by R. F. Lumb (NUSAC, I n c . ) , and inc luded 
major c o n t r i b u t o r s to the s t a t i s t i c a l methodology desc r ibed 
above (C. A. Bennett and J . L. Jaech) , noted safeguards e x p e r t s 
(W. A, Higginbotham and Lumb) and a dis t inguished academic game-
theor i s t (W. A. Lucas). The Group's consensus conclusions reported 
in [14] , along with detai led supporting discussions plus addi t ional 

Bibliographic completeness has not been attempted. 
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viewpoints of individual Group members, included the following 
(this wri ter ' s paraphrase): 

Because of i t s direct consideration of the antiadversary 
objective of the safeguards program, game theory i s an 
especially promising tool for use in that program, speci­
f i c a l l y (but not exclusively) in material accounting 
to develop a rationale for action in response to ID values. 
However, the particular game-theoretic formulation proposed 
in [5-7] was not convincing as to val idi ty and therefore 
not recommended for application; the NRC was encouraged 
to undertake research and development a c t i v i t i e s needed 
to achieve a formulation sat isfactory in both validity 
and in actual workability. 
Issues of "workability" might include the relat ive unf amiliar-
i ty of the approach, i t s possible call for probabil ist ic 
mixtures of responses, and i t s need for information (e .g . , 
on response costs) and for judgments (e .g. , on quantifying 
s o c i e t y ' s concern with i den t i f i c a t i on and est imation 
of diversions) beyond the requirements of the current 
methodology. 

- A successful game-theory formulation, though achieving 
a higher probabi l i ty of "alarm when there should be" 
on a cos t - e f f ec t ive , d ivers ion-sens i t ized basis, would 
not replace the s t a t i s t i c a l methodology in the l a t t e r ' s 
role of "quali ty control" assurance r e l a t i v e to NRC-
licensees' material accounting measurements and procedures. 

In response to these recommendations, the NRC solici ted 
proposals for "St ra tegic Analysis of Safeguards Systems: A 
Feasibility Study" to analyze further the potential pract icabil i ty 
of the game-theoretic approach in the proposed regulatory setting 
and to assess the likely cost, value, and success chances associated 
with further research into particular technical and implementation 
issues. Embodied in the NRC's Request for Proposal No. RS-RES-
82-022 (July 12, 1982), the s o l i c i t a t i o n led to award of the 
study to a project team assembled by the MAXIMA Corporation, 
involving senior staff from that organization and from International 
Energy Associates Limited (lEAL), as well as th i s writer . 

The body of the document i s organized as follows. The 
following Section 2, in order to establish a common vocabulary 
for the balance of the t e x t , reviews some basic concepts of 
game theory (and thus the basic ingredients of a game-theoretic 
formulation of a decision s i t u a t i o n ) . Section 3 takes up a 
question of both technical and practical nature: the possibil i ty 
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and dif f icul ty , mathematically and computationally, of actually 
"solving" a game-theoretic "model" to determine an "optimal" 
course of action (e .g . , setting an alarm-threshold or choosing 
a response to a particular ID-value). At that point i t i s possible, 
in Section 4, to address some issues of feasibi l i ty (for a game-
theoretic approach) which are relatively "generic" in that their 
discussion can precede an analysis of the technical specifics 
of applying game-theory to the pa r t i cu la r c lass of s i tua t ion 
at hand. 

The second par t of the document addresses these technical 
specif ics one by one, in Section 5 through 8, r espec t ive ly . 
The NRC-sponsored models [5 -7 ] , those of Avenhaus and Frick 
[9-10] and others from the l i t e r a t u r e , are used as points of 
reference thoughout. But because our focus is on discussing 
issues and ideas pertinent to developing an operat ional game-
theore t i c model, and not on presenting a " l i t e ra ture review" 
as such, each of these models appears in d is jo in ted par t s in 
the t ex t - - fo r example, the "adversary 's strategy spaces" for 
al l of them are described together in Section 7 .1 , in connection 
with that pa r t i cu la r element of a game-theoretic model. Our 
discussions of modeling "the adversary," though based only on 
modest library research rather than original thought or established 
experience, go far beyond the efforts of [5-7]. 

Topics requir ing treatment have ranged over a variety of 
d i sc ip l ines and subd isc ip l ines , each with a subs t an t i a l and 
growing l i t e r a t u r e . Thus there was no hope, within the scope 
of this study, of a t t a in ing bibl iographic "completeness" for 
the references . A d i s t inc t effort has been made, however, to 
ass i s t the reader or potential modeler in gaining a rapid foothold 
in the l i t e r a t u r e of possible unfamiliar a reas . One useful 
tac t ic in the references for this purpose i s to examine an ent i re 
l i s t e d paper ra ther than just the particular passage or pages 
cited, or an ent ire l i s ted collection rather than jus t the particular 
paper cited. 
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2.0 SOME BASIC CONCEPTS OF GAME THEORY 

A number of branches of mathematics, for example, d i f f e r en t i a l 
c a l c u l u s and l i n e a r programming, provide techniques useful in 
maximizing or minimizing a mathematical function of one or several 
va r i ab l e s , perhaps subject to more-or- less complicated c o n s t r a i n t s . 
If we regard these var iab les or q u a n t i t i e s as under the control 
of some decisionmaker (who s e t s t h e i r numerical l e v e l s ) , the 
cons t ra in t s as defining the l i m i t s on t h i s l e v e l - s e t t e r ' s freedom 
of choice (due, e . g . , to t he s c a r c i t y of some resource) , and 
the function to be extremized as "scoring" the u t i l i t y or cos t 
t o t he decisionmaker of each possible combination of numerical 
values for the values ; then the mathematical problem jus t described 
can be i n t e r p r e t e d as seeking a best course of action for the 
decisionmaker. The general terms "mathematical o p t i m i z a t i o n " 
and "mathematical programming" are often applied to such problems 
and to the methods used t o a t tack them. 

The theory of games ("game theory") deals with a s ign i f i can t ly 
broader and more d i f f i cu l t c lass of s i t u a t i o n s : those in which 
two or more decis ionmakers ("players") a re involved, in which 
each c o n t r o l s some of the v a r i a b l e s concerned, and in which 
the u t i l i t y or cost experienced by each player depends a t l e a s t 
in par t on what choices other players make. Thus, the optimization 
problems of the preceding paragraph might be viewed as degenerate 
"merely s ingle-player" special cases of the mult i-player s i t u a t i o n . 
If a l l the p l a y e r s ' i n t e r e s t s run p a r a l l e l and they are free 
to cooperate and coordinate t he i r ac t ions , then of course they 
can, in p r i n c i p l e , opera te together as a s ingle "big p layer , " 
and t h e i r dec i s ion problem can, in p r i n c i p l e , be t r e a t e d by 
some mathematical op t imiza t ion t e c h n i q u e . Thus, the r e a l l y 
c h a r a c t e r i s t i c i ssues of game theory emerge only in the presence 
of (at l ea s t p a r t i a l l y ) conf l ic t ing i n t e r e s t s , often accompanied 
by impediments to whatever cooperation the conf l ic t might otherwise 
permit . The des i re to ca lcu la te "optimal" or " ra t iona l" behavior 
for a par t i c ipan t in such a scenario of conf l ic tual inter-dependence 
with others must f i r s t confront the conceptual problems of defining 
"optimality" or " r a t i ona l i t y " in t h i s s e t t i n g . 

Although preceded by mathematical ana lyses due to Borel 
[15], Vi l le [16], and von Neumann [17], i t was the c e l e b r a t e d 
1944 t r e a t i s e of von Neumann and Morgenstern [18] t h a t brought 
th i s body of problems and major steps toward t h e i r r e s o l u t i o n 
t o t h e a t t e n t i o n of both the r e l e v a n t t e c h n i c a l communities 
and a broad i n t e l l e c t u a l p u b l i c . The f r i v o l o u s conno ta t ion 
of the term "game" i s d i s t i n c t l y d e c e p t i v e , although "games" 
in the ordinary sense are indeed among the s i t ua t ions t o which 
the theory a p p l i e s . The t i t l e and preface of [18] reveal an 
in tense motivating concern wi th a p p l i c a t i o n to economics and 
the behavor ia l s c i e n c e s , d i s c i p l i n e s whose enrichment by game 
theory i s now wel l recognized (cf. for example Shubik [ 1 9 ] , 
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Lucas, et al [20] ) . The obvious relevance of the f i e l d ' s subject-
matter for mi l i t a ry analyses i s r e f l ec ted , for example, in the 
long- term ro l e of the RAND Corporation (then predominantly an 
Air Force " think tank") as a major cen te r of game- theo re t i c 
r e s e a r c h , much of i t subsequent ly embodied in [21] and [22] . 
In s h o r t , the m u l t i - p l a y e r problems addressed by the theory 
include profoundly serious and p r a c t i c a l l y important s i t u a t i o n s . 
Technical publ ica t ions on game theory and i t s appl ica t ions appear 
in p ro f e s s iona l j o u r n a l s of the many d i s c i p l i n e s impacted by 
t h i s v e r s a t i l e a rea (economics, p o l i t a l s c i e n c e , psychology, 
operations research, mathematics, and others (cf. [23] and [24])) 
with many notable papers col lected in several volumes (Numbers 
24, 28, 39, 40, 52) of Princeton Univers i ty ' s AnnaJlg Pf HathemsUffff 
Studies s e r i e s . Since 1972 the f i e ld has also enjoyed a dedicated 
journal, the infeernaUpna^l Jpyignal ,p£,,,GaiPfi,Th,epgY. 

To es tab l i sh a common vocabulary for what follows, we sha l l 
next sketch some of the basic concepts of game theory, a t l ea s t 
of those par t s to be employed l a t e r . These concepts y i e l d the 
elements of any formal game-theoretic "model"; for appl ica t ion , 
appropriate e n t i t i e s in the real-world s i tua t ion must be associa ted 
with each of these formal elements and, the usefulness and v a l i d i t y 
of the model w i l l of course depend heav i ly on the s k i l l and 
ca re with which t h i s match-up i s performed. The concepts to 
be discussed here a r e : 

- the players and t h e i r allowed r e l a t ions 
- the p layers ' "s trategy spaces" 
- the p layers ' "payoff functions" 

In addi t ion , we wi l l need to specify what i s meant by a "solut ion" 
of the model since t h i s wi l l correspond to the previous notion 
of " ra t iona l" or "optimal" behavior by the p l a y e r s . I t w i l l 
be convenient f i r s t to descr ibe " s t r a t eg i e s " and "payoffs" in 
the context of what might be c a l l e d a "one-move" p i c t u r e of 
the s i t u a t i o n and only then to sketch a more dynamic p ic tu re 
( the ext^ensiy^ fprm) which takes i n t o account the sequential 
aspect over time of the game's play. 

2.1 T^e Pi^y^ffg an<a, t^hfilt ReJtatJ-pns 
Obviously, the number of p l a y e r s (decisionmakers) i s one 

of the data spec i fy ing any p a r t i c u l a r game- theo re t i c model. 
In a purely formal s e t t i n g one might a s wel l i d e n t i f y a s e t 
of "p" players with the in tegers { l , 2 , . . . , p } . But for appl ica t ion , 
one would want to indicate the p layers ' " i d e n t i t i e s " in a way 
giving a t l e a s t a rough i n i t i a l idea of t he i r respect ive object ives 
and "degrees of freedom." if the number of players in an i n i t i a l 
formation i s so large as to be u n w i e l ^ , one might hope to a l l e v i a t e 
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t h i s d i f f i cu l ty by aggregating players with suf f ic ien t ly s imilar 
i n t e r e s t s (cf. Goldman and Shier [25] and Goldman [26]) . 

By the " re la t ions" among the players we mean in pa r t i cu la r 
the i r a b i l i t y to communicate, co l labora te , and coordinate t h e i r 
a c t i o n s . Impediments to such col laborat ion might be j i iys ica l , 
c u l t u r a l ( e . g . , taboos) , l ega l (where the e f fec t iveness of the 
legal sanction i s not a t question) , e t c . The cooperative theory 
of games i s very r ich in phenomena to be considered ( c o a l i t i o n 
fo rmula t ion , ba rga in ing and t h r e a t s , divis ion of spoi l s among 
coa l i t i on -pa r tne r s , side payments, e t c . ) ; the s o l u t i o n concept 
o r i g i n a l l y advanced for i t by von Neumann and Morgenstern [18] 
was shown nearly 25 years l a t e r (Lucas [27]) not to be universa l ly 
a p p l i c a b l e ( i . e . , not every game has such a " s o l u t i o n " ) and 
so the current l i t e r a t u r e presents a var ie ty of possible "solut ion" 
concepts with d i f fe r ing advantages and disadvantages. We wi l l 
evade the need for an exposit ion (necessari ly somewhat lengthy 
and t e c h n i c a l ) of these i n t e r e s t i n g but complicated m a t t e r s 
by quickly l imi t ing the scope of the discussion: 

- Only non-cooperative games wi l l be considered 

The reasonableness of t h i s r e s t r i c t i o n , for our p a r t i c u l a r 
purposes, wil l be addressed in Section 5 . 

2.2 The jStrategy SB^peg 
"Strategy space" i s technical jargon for the se t of courses 

of act ion ("s t ra teg ies") among which a p layer can choose. In 
a purely formal s e t t i n g , the numbers of a s t r a t e g y space of 
size "m" can simply be referred to "by number," and so the space 
can be i d e n t i f i e d with the s e t { l , 2 , . . . , m } of in tegers . For 
app l ica t ions , of course, s t r a t e g i e s must be descr ibed in terms 
t h a t a re meaningful for the s i t u a t i o n being ana lyzed , which 
means in turn that t h i s s i t u a t i o n must be desc r ibed in terms 
adequate for mathematical modeling; we shal l have some c r i t i c i sm 
on th i s point t o make of [5-7] l a t e r . A s t r a t e g y space can 
be e i the r f i n i t e ( e . g . , the possible mountain passes over which 
the troops might be marched) or i n f i n i t e ; in the l a t t e r case 
the " in f in i ty" in question i s usal ly the "continuum" type involved 
in se lec t ing real-number values for one or more continuous var iab les 
from c e r t a i n i n t e r v a l s ( e . g . , the adversary ' s t a rge t value for 
divers ion-quant i ty during a pa r t i cu la r time period) ra ther than 
t h e " d i s c r e t e " va r i e ty i l l u s t r a t e d by the choice of a pos i t ive 
integer from the ( in f in i t e ) set of a l l such i n t e r g e r s . 

In many c a s e s , the theory a lso requi res consideration of 
p r o b a b i l i s t i c mixtures of the s t r a t e g i e s described above, e . g . , 
"choose action A with probabi l i ty 0.4 and act ion B with probabi l i ty 
0 .6 . " This should not be su rp r i s ing ; for example, strong poker 
p l a y e r s w i l l not always behave the same way when holding the 
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same hand, and wi l l attempt to randomize among a l t e r n a t i v e responses 
in order to avoid revealing a pat tern ( e . g . , regular ly a l t e rna t ing 
between two behaviors ) t h a t could be observed and exp lo i t ed 
by an opponent. The term mixed s t r a t e g y i s app l i ed to such 
a mixture, with the or iginal or "pure" s t r a t e g i e s viewable as 
a kind of degenera te s p e c i a l c a se . Note t h a t choice of the 
pa r t i cu la r mixed s t ra tegy mentioned above i s determinate insofar 
as s p e c i f i c p r o b a b i l i t y weights (0.4 and 0.6) a re associated 
with specif ic act ions (here, A and B) , yet exactly which action 
will actual ly be undertaken remains indeterminate—hence unknowable 
to opponents un t i l the f inal moment when the "wheel of fortune" 
(or whatever random device has been set to incorporate t he 40-
60 odds) i s spun. If the s trategy-space of the player in question 
also included a th i rd pure s t ra tegy C, then the preceding mixed-
s t ra tegy descr ipt ion would be formally rounded out by the redundant 
addition "and action C with probabi l i ty 0 ." 

For an i n f i n i t e p u r e - s t r a t e g y space , the formulation of 
mixed s t r a t eg i e s requires a b i t more in the way of mathenatical 
s t a t i s t i c s a p p a r a t u s , s p e c i f i c a l l y , the notion of "cumulative 
d i s t r ibu t ion function" and (when a p p l i c a b l e ) the accompanying 
no t ion of "probabi l i ty density (or frequency) function." (The 
s t i l l more general notion of "probabil i ty measure" i s not needed 
for our purposes here . ) 

2.3 The ,£ayp££ Fwnptjlpng 
Suppose each player has chosen a pa r t i cu la r course of action 

from the appropriate s t rategy space. With these decisions made, 
the s i tua t ion under study wil l evolve in a de f in i t e way (subject 
to a proviso noted below), l ead ing to a d e f i n i t e "outcome." 
A p layer w i l l , in g e n e r a l , not be indi f ferent as to which of 
these poten t ia l outcomes ac tua l ly occurs, p r e f e r r i n g some over 
o t h e r s , perhaps even regard ing some as extremely sa t i s fac tory 
and some as d i sas t rous . I t i s therefore assumed that each player 
can give a numerical score to any poten t ia l outcome, a higher 
score corresponding to greater d e s i r a b i l i t y . ("Costs," or more 
generally " d i s u t i l i t i e s , " might be represented by negative-valued 
s c o r e s . ) Since t h e outcome depends on the s t ra tegy choices of 
a l l p layers , t h i s score i s (in the mathanatical sense) a function 
of a l l these choices. For each player t h i s function i s Vividly 
but crassly cal led the payoff function of tha t player; i t s speci­
f i ca t ion in a game-the ore t i c model i s a representa t ion in numerical 
("cardinal") terms of tha t p l aye r ' s ob jec t ives . 

Symbolically, if p i s the number of p layers , if S^ represents 
t he k- th p l a y e r ' s s t r a t e g y space and Sĵ  i s a g e n e r i c member 
of tha t space (where k = l , 2 , . . . , p ) , then the payoff func t ion 
for the k- th p layer can be w r i t t e n as f |̂  ( s j ,S2 / . . . , Sp) . We 
emphasize again tha t the payoff t o the k-th player i s not under 
t h a t p l a y e r ' s so l e c o n t r o l , but i n s t e a d depends a l so on the 
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cho ices of the other p l a y e r s ; formal ly , f|̂  i s not a function 
of Sĵ  alone, but in general has a l l of ( s i ,S2r . • . ,Sp) as arguments. 
If p=2 and the two p l aye r s ' s t r a t e g y spaces are both f i n i t e , 
then t h e i r payoff functions can be conveniently wr i t ten as payoff 
m a t r i c e s , where the mat r ix for p layer k (k=l,2) conta ins , at 
t he i n t e r s e c t i o n of i t s i - t h row and j - t h column, the score 
player k would assign to the outcome re su l t ing from player I ' s 
choice of " h i s " i - t h course of act ion from s-^ and player 2 ' s 
choice of the j - t h course of ac t i on (s t ra tegy) from Sn, Such 
games (p=2, f i n i t e s t ra tegy spaces) a re therefore cal led bimatrix 

I t was assumed above t h a t d e f i n i t e choices of s t r a t e g i e s 
by the players would always lead to one and the same d e f i n i t e 
outcome of the game s i tua t ion and therefore to def in i t e payoff 
l eve l s for the p layers . But t h i s need not be t rue if the "playing 
out" of the chosen s t r a t e g i e s invo lves some random elements; 
for example, dice r o l l s or the random measurement e r ro r s a r i s ing 
in the p rocess of determining an ID v a l u e . Such randomness 
wi l l lead (with various p r o b a b i l i t i e s ) to d i f f e r e n t outcomes, 
in genera l not a l l equa l ly d e s i r a b l e t o t h e p l a y e r s . Thus, 
each p l aye r ' s actual payoff viewed in advance becomes a "random 
v a r i a b l e " with a p r o b a b i l i t y d i s t r i b u t i o n of possible va lues . 
To ob ta in a w e l l - d e f i n e d payoff func t ion i t i s necessary t o 
f ind a s i n g l e number which summarizes the overal l d e s i r a b i l i t y 
or " u t i l i t y " to the player, of t h i s p r o b a b i l i s t i c s i t u a t i o n . 

One natural choice for t h i s summarizing number i s the expected 
value (or "means" or "average va lue") of the random payoff, 
obtained by multiplying each possible payoff value by i t s probabi l i ty 
of occurrence and then summing the r e su l t s ( e . g . , equal ly- l ike ly 
payoffs of 1 and 3 y i e l d an expected value of 2) . Thus, the 
k- th p l a y e r ' s payoff func t ion f t ( s i , S 2 f . . • r S p ) i s now taken 
to be the expected value of the d e s i r a b i l i t y score a t t r i b u t e d 
by tha t player to the outcome of the pa r t ly random process t h a t 
follows the respect ive p layers ' choices of s t r a t e g i e s s^, S 9 , . . . , S p . 
(If the randOTi elements involve a continuum of p o s s i o i l i t i e s 
r a t h e r than a f i n i t e se t , then these expected values are given 
by i n t e g r a l s ra ther then f i n i t e sums, but t h i s technical complication 
i s not a s igni f icant conceptual d i s t i n c t i o n . ) 

This se lect ion of expected values as "summarizing numbers" 
t u r n s out t o s impl i fy g r e a t l y the mathematics of the theory 
and r e s t s largely on an in f luen t i a l analysis given in the t r e a t i s e 
of von Neumann and Morgenstern [18; Appendix to Second Edition 
(1947) ] , which shows t h a t expected values a re the only correct 
summarizing numbers i f p layers ' u t i l i t i e s sa t i s fy ce r ta in p laus ib le 
axioms. Those axioms, however, enbody the impl ic i t assumption 
t h a t the p l aye r s a r e or should be (in current parlance) y isk-
n e u t r a l . e . g . , i n d i f f e r e n t between a s u r e - t h i n g payoff of 2 
and a 50-50 gamble between payoffs of s izes 1 and 3 . That assumption 
i s somewhat questionable for many a p p l i c a t i o n s , i nc lud ing the 
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ones of particular concern here. A major theme in modern decision 
science and "economics of uncertainty" research (cf. [28]) i s 
the treatment of "risk-averse" decisionmakers with a well-known 
early precedent supplied by Markowitz's monograph on por t fo l io 
se lect ion [29] in which a pos i t ive mult iple of the variance 
of the (random-variable) payoff is subtracted from the expected 
value to obtain the "summarizing number," 

The issue of "summarizing numbers" as payoff functions 
a r i s e s in much the same way when the use of mixe^ s t rategies 
i s envisaged, with (del ibera te) randomness now enter ing the 
actual strategy choices of the players and thereby being injected 
into the resu l t an t outcome and thus in to the payoffs to the 
players. Again, the use of expected values i s t radit ional (and 
will be assumed la ter whenever nothing to the contrary i s said), 
supplying the same advantages and raising the same questions. 
At a purely abstract l eve l , t h i s use i s unnecessary; one can 
speak of the overall desirabil i ty (to a player) of some probabil ist ic 
distribution of possible game outcomes, note that this desirabil i ty 
i s a function of the p layers ' mixed-strategy choices giving 
rise to that d i s t r i b u t i o n , assign a symbol to that (payoff) 
function and operate conceptually with i t , a l l without specifying 
any concrete formula or calculation procedure for exactly how 
this overall desirabil i ty is bu i l t -up from the d e s i r a b i l i t i e s 
and p r o b a b i l i t i e s of the individual outcomes involved. But 
for any appl icat ion purpose, some speci f ic build-up formula 
(or algorithm) must in fact be specified—either the especially 
simple linear formula representing the expected value notion, 
or something e l s e . I t i s of course much easier to c r i t i c i ze 
the expected value formulation than to propose and justif^^ some 
pa r t i cu la r a l t e r n a t i v e , and for many serious applications i t 
may be appropriate to formulate and compare use of expected 
values with use of several alternatives (in terms of theoretical 
r a t iona le , ease of use, and p l a u s i b i l i t y of results in "test 
cases") ra ther than making an i n i t i a l a priori commitment to 
a single one. 

There i s a special class of games, defined by a particular 
property of the i r payoff funct ions, which wi l l be important 
in the sequel and can natura l ly be introduced at this point. 
Suppose that for every set s = ( s i , s2r . . .Sp) of strategies by 
the players-Si chosen by player 1, S2 by player 2, e t c , the 
resultant payoffs to the players to ta l 0, i , e, : 

f l(s) + f2(s) + , , ,+ fp(s) = 0, (2,1) 
The interpretation i s obvious: whatever some players win (positive-
valued payoffs) is at the expense of an equal total loss (negative-
valued payoffs) by other p layers . A game with th i s property 
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(2,1) i s called zero sum. In the case of jus t two players {p=2) , 
(2,1) implies t h a t : 

f2(s) = -f2(s) (2.2) 

so t h a t the payoff func t ion f j of the player in a two-player 
zero-sum game need not be s p e c i f i e d s e p a r a t e l y ; i t i s f u l l y 
determined by tha t of Player 1 (f^) . Furthermore, if both players 
have s t ra tegy spaces tha t are f i n i t e so tha t we have a "bimatrix 
game" as def ined a l i t t l e e a r l i e r , then i t follows t h a t only 
player I ' s payoff matrix need be given ( i t s negative gives player 
2 ' s p a y o f f s ) . I t i s for t h i s r e s t r i c t i v e but common c lass of 
games, with i t s t o t a l opposition of p layers ' i n t e r e s t s as expressed 
in equation 2 . 2 , tha t both theory and the a v a i l a b i l i t y of compu­
t a t i o n a l s o l u t i o n methods a re in an e s p e c i a l l y s a t i s f a c t o r y 
s t a t e . 

we close t h i s subsection by noting a non-obvious assumption 
hidden in equa t ion 2 .1 and i t s s p e c i a l case ( 2 . 2 ) ; t h a t the 
" s c o r e s " or " u t i l i t i e s " of the di f ferent players have somehow 
been expressed on a common s c a l e which makes t h e i r a d d i t i o n 
meaningful . If only the payoffs to p layer 1 , who hopes for 
a se t s of s t r a t e g y choices t h a t wi l l make f i ( s ) " l a rge" , are 
cons ide red , then the func t ion f]^(s) could j u s t as wel l have 
been 3f2(s) or f i ( s ) = 10. But such changes could change (2,1) 
from true to fa lse or vice versa, so t h a t the zero sum condition 
requires some sor t of prior consistent normalizing of p l a y e r ' s 
payoff functions. 

2,4 Solution Concepts 
With the no t ions of " s t r a t e g y " and "payoff" now at hand, 

we return to the effort to define " ra t iona l" or "optimal" play. 
For s impl ic i ty , we begin with the two-player case (p=2) . Consider 
some pair (s i* , S2*) of s t r a t e g i e s , the f i r s t for player 1 and 
second for p laye r 2 . Imagine t h a t the game i s to be played 
r epea t ed ly ( e . g . , i n v e n t o r i e s a r e s t ruck and "alarm-or-not?" 
decisions made over a se r i e s of time p e r i o d s ) . When would i t 
be reasonable for players 1 and 2 to r e t a in s t r a t e g i e s Si* and 
So* as t h e i r r e s p e c t i v e choices throughout such a s e r i e s of 
plays? 

I t i s easy to describe a scenario in which t h i s would not 
be reasonab le . Namely, suppose player 1 has some s t ra tegy Aĵ , 
(necessari ly) d i f ferent from hi* for which 

fl(Ai,A2*) > fi(Ai*,A2*), (2,3) 
Furthermore, assume tha t in the course of the r epea ted p l a y s , 
player 1 i s able to infer tha t player 2 i s using the pa r t i cu la r 
s t r a t e g y S2* or a t any r a t e i s using some strategy for which 
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(2.3) or i t s analog h o l d s . Since under our "noncooperative" 
hypothesis (see the end of subsection 2.1) p layer 1 i s unable 
to communicate with player 2 over possible changes in the l a t t e r ' s 
s t ra tegy , the natural working hypothesis for p laye r 1 i s t h a t 
p layer 2 ' s behavior wi l l p e r s i s t . Hence, in view of (2.3) i t 
appears to player I ' s advantage to change s t r a t e g y from s^* 
to S]^; and i t would appear iffireasonable for player 1 to pe r s i s t 
in using s-^* when such an advantage-promising change i s ava i l ab le . 
Similarly, if player 2 had some strategy S2 necessar i ly d i f ferent 
from S2* for which 

f2(si*,S2) > f2(si*,S2*) 
then i t would appear unreasonable for player 2 to pe r s i s t in 
using S2*. 

Reversing the negatives in the l a s t paragraph, we can say 
tha t s tab le choice of the s t r a t e g i e s (S2*,S2*) by the respect ive 
players 1 and 2, i s reasonable only if 

f l (s i ,S2*) . l f l (s i* ,S2*) for a l l s j in Si (2.4a) 
and 

f2(si*,S2) 1 f2(S2*,S2*) for a l l S2 in S2. (2.4b) 
These conditions a s se r t that ne i ther p layer has any i n c e n t i v e 
to deviate un i l a t e r a l ly from his present s t rategy (s i* or S2*)r 
"un i l a te ra l ly" meaning "without arrangement t ha t the other player 
would also d e v i a t e . " (Under our "noncoopera t ive" h y p o t h e s i s , 
the only deviations possible are such un i la te ra l ones.) Conditions 
(2.4) def ine the pa i r (Si*,s2*) to be what i s cal led a (Nash) 
Equi l ibr ium Point for the game (Nash [ 3 0 ] ) . The extension to 
more than two players involves the same underlying ideas ; thus 
a set ( s j* , S2*f. . . ,Sp*) of s t r a t eg i e s for the respect ive players 
of a p-p layer game H.s defined to be an equilibrium point^ if, 
for each player i , 

f i ( s i * , . . . , S i _ l * , Sji ,̂ S i + i * , . . . , Sp*) 1 f i ( s i * , . . . , S i _ l * , 
^ i* r S i + i * , . . . , S p ) 

for a l l s t r a t eg i e s Sĵ  in S^. 

This "equ i l ib r ium po in t " concept i s e s sen t i a l l y the only 
s o l u t i o n not ion a v a i l a b l e for general noncoopera t ive games. 
On the posi t ive s ide , i t i s clear (I hope) that the de f in i t i on 
of t h i s concept embodies a " s t a b i l i t y against deviat ions" requirement 
which r e a l l y does appear to be an e s s e n t i a l c r i t e r i o n for a 
" s o l u t i o n . " Also on the p o s i t i v e s ide , i t i s known t h a t a l l 

*Some readers may wish to note the conceptual re la t ion and mathe­
mat ica l s i m i l a r i t y of the fo l lowing c o n d i t i o n s t o those for 
a Pareto Optimum in mathematical economics. 
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games l i k e l y to be of app l ied i n t e r e s t do in fac t have such 
a "so lu t ion ." More p r e c i s e l y (Nash [ 3 0 ] ) , any game in which 
a l l p l aye r ' s spaces of (pure) s t r a t e g i e s are f i n i t e does possess 
a t l e a s t one equilibrium point , though in general i t may involve 
mixed s t r a t e g i e s . This r e s u l t remains t rue for some but not 
a l l games with i n f i n i t e s t r a t e g y spaces ( e . g . , Owen [ 3 1 ] ) . 
Under a fur ther hypothesis of "concavity" of the payoff function, 
i t can be s t r eng thened to a s s u r e an equ i l i b r i um poin t using 
only pur^ s t r a t e g i e s (Rosen [32] Ponstein [33] ) . I n f i n i t e s t ra tegy 
spaces a r i s i n g in a p p l i c a t i o n s can t y p i c a l l y be approximated 
by f i n i t e s t ra tegy spaces ( e . g . , the real-number i n t e r v a l [0,1] 
replaced by the f i n i t e se t 0, 1/100, 2 / 1 0 0 , . . . ,99/100, 1 ) , yielding 
an "approximating game" whose equ i l i b r i a are "approximate equilibrium 
points" for the or ig inal game. 

Use of "equi l ibr ium point" as a solut ion concept involves 
some serious r i s k s . F i r s t , a game may have more than one equilibrium 
poin t , indeed many of them, and they may involve d i f ferent payoffs 
to the p l a y e r s . Without i n t roduc ing a cons ide rab l e body of 
problonat ical assumptions addi t ional to the or ig inal game descr ipt ion 
( e , g , , concerning the dynamic course of r epea ted p l a y s , the 
" p e r s o n a l i t i e s " of the p layers , e t c ) , there i s in general no 
natural way to s ingle out one among these a l t e r n a t i v e "so lu t ions ."^ 
Fur thermore , suppose for example t h a t p=2 and the (s^*, S2*) 
and (Si**, S2**) a r e two d i s t i n c t equi l ibr ium poin ts . If we 
p a i r or s^* with S2** ra ther then S2*, in general we wi l l not 
obtain an equilbrium point , and so we cannot speak of s^* simply 
as "a ra t iona l s t ra tegy for p l aye r 1" wi thou t r e s t r i c t i n g i t 
to a combination with the specif ic choice S2*. These i n a b i l i t i e s 
tend to assure (1) a meaningful spec i f ica t ion for ra t iona l play 
by i n d i v i d u a l p l a y e r s ( r a the r than by the c o l l e c t i v e of a l l 
players) and (2) a def in i te set of player payoffs a r i s i n g from 
play "according t o t h e s o l u t i o n , " a r e s u b s t a n t i a l drawbacks 
for appl icat ion of the theory, despi te i t s helpfulness in focusing 
a t ten t ion on the se t of equilibrium po in t s . 

Note, however, t h a t in any p a r t i c u l a r a p p l i c a t i o n these 
drawbacks might not a r i s e . Suppose, for example, tha t our ana lys is 
i s intended to advise player 1 on a su i t ab le course of ac t ion. 
If tha t ana lys i s shows the game- theo re t i c model t o have only 
a s ingle equilibrium point , then the appropriate advice (insofar 
as i t i s purely model-based) i s r e l a t i v e l y c l ea r - cu t . If there 
are mult iple equilibrium points , but they a l l happen to involve 

^One might p r e f e r , however some equ i l ib r ium points to others 
by v i r t ue of possessing addi t ional " s t a b i l i t y " proper t ies formulated, 
for example, by Williams [34] , Wu [35] , Se l t e r i [36] , Meyerson 
[37], and Okada [38]. The most concentrated effort t o r e so lve 
t h i s ambigui ty , though a "ba rga in ing" con tex t t a n g e n t i a l to 
our motivating app l i ca t ions , i s the work of Harsanyi in tegra ted 
in [39] . 

17 



one and the same strategy s^* for player 1, then a t l ea s t some 
of the s i tua t ion ambiguities are resolved. Similar ly, if there 
a r e m u l t i p l e equilibrium points but they a l l happen to involve 
the same payoff to player 1. C o n s i d e r a t i o n s l i k e t h e s e can 
provide c r i t e r i a for se lec t ing among otherwise p l a u s i b l e game-
t h e o r e t i c models for an a p p l i c a t i o n ; we w i l l see l a t e r tha t 
some of these f e l i c i t ous coincidences have a c t u a l l y a r i s e n in 
the context of the present study. 

No lucky chances a re needed, however, if we r e s t r i c t a t t en t ion 
to the zero sum 2-p layer case , which we r e c a l l r equ i re s the 
r e l a t i o n f2 = ( - f i ) between the p l a y e r ' s payoff f u n c t i o n s . 
Here (2.4a,b) can be wr i t t en 

f l (s i ,S2*) 1 f i (s i* ,S2*) 1 f i ( s i* ,S2) for a l l s j in S i , 
S2 in S2 (2.5) 

From t h i s r e l a t i o n , a number of d e s i r a b l e p r o p e r t i e s can be 
deduced. Consider any two equ i l i b r ium p o i n t s (Ai*,A2*) and 
(Ai**,A2**). F i r s t . (Ai*,A2**) and (Ai**,A2*) are also equilibrium 
p o i n t s ; t h i s i n t e r c h a n g e a b i l i t y permi t s us to sfpeak of Si*, 
(S2*) as being an "equi l ibr ium s t ra tegy" for player 1 (player 
2) without specifying a pair ing with a p a r t i c u l a r s t r a t e g y of 
the o ther p l a y e r . Second, the two equ i l i b r ium p o i n t s y i e l d 
player 1 the same payoff (since f2=(-fi) / the same i s t rue for 
player 2 ) ; t h i s common payoff to player 1 from a l l equilibrium 
points i s called the value of the game. Third» t h i s game-value 
i s the la rges t pavoff tha t player 1 can assure himself of (through 
h i s choice of s t r a t e g y ) desp i te player 2 ' s e f f o r t s ; from t h i s 
conservative viewpoint, player I ' s equilibrium s t r a t e g i e s , which 
do in f ac t a s s u r e t h i s l a r g e s t payoff, merit (and a re given) 
the term optimal. The analog of t h i s l a s t statement for player 
2 a lso h o l d s . (Aumann [40] has extended the se r e s u l t s to a 
class of games wider than zero sum, but appa ren t ly d i f f i c u l t 
to recognize usefully early in t h e i r ana lys i s . ) 

Thus, the theory of zero sum two-player games i s very s a t i s f a c ­
t o r y . There i s a convincing notion of "optimal s t ra tegy" for 
each player, and a "solution" of such a game i s given by such 
a pair of optimal s t r a t e g i e s , the corresponding payoff to player 
1 (with i t s negative the payoff of p l aye r 2) then g iv ing the 
(unique) value of the game. (For a more complete a n a l y s i s , 
i t might be d e s i r a b l e to determine a l l the optimal s t r a t e g i e s 
for one or both p l a y e r s . ) The e x i s t e n c e of such a s o l u t i o n 
when s t r a t e g y spaces a r e f i n i t e follows as a special case of 
the more general theorem ci ted e a r l i e r (which did not invo lve 
the zero sum assumption). A number of more advanced "minimax" 
theorems, a s s u r i n g e x i s t e n c e of a s o l u t i o n for many c l a s s e s 
of s i t u a t i o n s involving infinj.te s t ra tegy spaces have appeared 
in the t e c h n i c a l l i t e r a t u r e (cf. Chapter 5 of P a r t h a s a r a t h y 
and Raghavan [41]) . 
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As wi l l be seen l a t e r , the p r a c t i c a l i t y of actual ly ca lcula t ing 
a so lu t ion for such games i s a l so r a t h e r h igh . Thus, t h e r e 
a r e powerful i n c e n t i v e s for modeling a given s i t u a t i o n as a 
zero sum two-person game r a t h e r than a more general game, jJE 
such a model g ives an a c c e p t a b l e r e p r e s e n t a t i o n of r e a l i t y . 

2.5 The Extensive Form 
The descr ipt ions and def in i t ions given so far are not designed 

to r e f l e c t the fact t h a t a game- theo re t i c s i t u a t i o n may well 
unfold over an extended period of time, proceeding in s tages , 
and ca l l ing on players to make not j u s t one but perhaps a sequence 
of decisions based on varying l eve l s of in format ion about the 
p r i o r d e c i s i o n s of the o ther p l a y e r s . These a s p e c t s of the 
s i t u a t i o n a r e h i g h l i g h t e d in t h e s o - c a l l e d extensive form, a 
s ty l i zed representa t ion of how the "rules" of a game s t r u c t u r e 
the evolution of i t s a c t i v i t i e s . 

In t he ex tens ive- form model, the game i s represented as 
a t r e e - l i k e network branching out p r o g r e s s i v e l y from a " roo t " 
node. Any one "play" of t he game in e f f e c t t r a c e s a unique 
path in t h i s network from the root to an outmost or "leaf" node; 
t h e payoffs t o t h e p l a y e r s depend on which lea f -node i s the 
terminus of the path tha t ac tua l ly occurs . 

Each non-leaf node "belongs" to a pa r t i cu la r player whose 
turn to "move" i t wi l l be when and if the growing path reaches 
t h a t node. The p l a y e r ' s move c o n s i s t s of spec i fy ing one of 
the a l t e rna t ive ac t ions avai lable a t the node, i . e . , which of 
the edges branching from the node wi l l be "pursued" by the player 
and added to the growing pa th . However, the choosing p layer 
may not know at exactly which of "his" nodes the play now stands, 
since t h i s might require unavailable knowledge of what branchings 
("moves") had been previously chosen by other p layers . Instead, 
the rules p a r t i t i o n the nodes "belonging" t o each p layer i n t o 
c e r t a i n " informat ion s e t s . " A player about to move wi l l know 
in which information se t the play s tands ( i . e . , in which the 
t i p of the growing path l i e s ) , but knows nothing further about 
which one of the nodes in tha t information s e t a c t u a l l y marks 
the current s t a t e of the play. The extensive form has cer ta in 
axioms enforcing t h i s ro l e in the information s e t s ; for example 
every node in the same information se t must have the same number 
of edges branching from i t , s ince o therwise the p layer about 
to move—and necessar i ly aware of the number of choices avai lable— 
could use that awareness to narrow his possible n o d e - l o c a t i o n s 
t o some proper subse t of the informat ion s e t invo lved . The 
i n f luence of chance events ( e , g , , random measurement e r r o r s 
or t he r e s u l t s of a d i c e - r o l l or card-shuffle) i s represented 
by l e t t i n g cer ta in nodes belong to the "chance player" an automaton 
who must s e l e c t from among t h e a v a i l a b l e a l t e r n a t i v e s (edges 
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branching from the node) in accordance with a prescribed probabi l i ty 
d i s t r i bu t ion associated with that node. 

The r i ch formalism of the extensive form can be collapsed 
to the " s t r a t eg ic form" described e a r l i e r by the following device: 
def ine a s t r a t e g y for a player to be a "complete contingency 
plan" which speci f ies in advance for each of the p l a y e r ' s information 
s e t s (say, I) which numbered branch the player wi l l choose i f 
the course of play should c a l l for a move from some node in 
I . Note t h a t by the axiom descr ibed in t h e l a s t paragraph, 
a l l nodes in I have the same number (say 4) of edges branching 
from them, hence a l l can have t h e i r branching edges labeled 
by (say) the f i r s t four pos i t ive in tegers so a s t ra tegy c lause 
"if in I , choose branch 2" makes sense, 

A choice by each player of a " s t r a t e g y " as j u s t defined 
w i l l - - a p a r t from the e f f e c t s of moves by the "chance player" 
if p r e sen t—co l l ec t i ve ly determine a d e f i n i t e course of play 
and a d e f i n i t e play through the t r e e , hence d e f i n i t e payoff 
values to the p layers . The chance p l a y e r ' s moves may lead t o 
a probabi l i ty d i s t r ibu t ion of payoff values ra ther than a def in i te 
value and th is d i s t r i bu t ion needs to be encapsulated by a s ingle 
"summarizing number" as expla ined e a r l i e r . With these under­
standings, any extensive form game i s conver ted to a game of 
the ("strategy") form discussed in the preceeding sec t ions . 

A "mixed s t ra tegy" i s , as before, a p r o b a b i l i s t i c mixture 
of the ("pure") s t r a t e g i e s defined in the nex t - to - l a s t paragraphs. 
The f i r s t of the two main r e s u l t s in the theory of extensive 
form games says t ha t mixed s t r a t e g i e s are unnecessary whenever 
the game i s of "perfect informat ion"—i.e . , if the player whose 
tu rn i t i s to move knows a l l prior moves by the other players 
(including the chance p layer ) , The formal version of t h i s condit ion, 
by the way, i s t ha t each of the p layers ' information se t s cons is t s 
of j u s t a single node. For such a game, assuming i t s t r ee network 
i s f i n i t e , the r e s u l t a s s u r e s t h e ex i s t ence of a t l e a s t one 
equ i l ib r ium poin t involv ing pure s t r a t e g i e s only (Chapter 15 
of [18]; also Kuhn [42],) 

For games of even moderate complexi ty , a s t r a t e g y as a 
complete contingency plan i s l i ke ly t o involve an unp leasan t ly 
long l i s t of i n s t ruc t ions . For any one play of the game, most 
of these ins t ruc t ions are l i ke ly to refer to cont ingencies not 
a c t u a l l y encountered during t h a t play ( i , e , , t o in format ion 
se ts not ac tual ly entered by the growing path d e s c r i b i n g the 
progress or play) , Mixed s t r a t e g i e s , as p r o b a b i l i s t i c mixtures 
of these cumbersome pure s t r a t e g i e s , wil l be even more unwieldly 
for any use beyond conceptual ana lys i s . I t would be much more 
convenient if p robab i l i s t i c behavior by a player could be described 
by what are called behavior s t r a t e g i e s . These specify for each 
of the p layer ' s information s e t s the p r o b a b i l i t y d i s t r i b u t i o n 
of his choices among the a l t e r n a t i v e s (branching edges) ava i l ab le 
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when moving from a node in t ha t s e t . Unfortunately, i t i s not 
t rue that the effect of any mixed s t r a t e g y can be d u p l i c a t e d 
by some behavior s t r a t e g y and so r e s t r i c t i n g the analysis of 
a game to the more t r ac t ab le behavior s t r a t e g i e s might improperly 
reduce the se t of options open to the p layers . The second of 
the two main r e s u l t s in extensive form game theory (Kuhn [44]) 
i d e n t i f i e s an important c lass of games for which t h i s d i f f i cu l ty 
does not a r i s e and which can therefore safely be analyzed using 
behavior s t r a t e g i e s . These a r e t he games of pe r f ec t r e c a l l 
in which a player about t o move knows a l l of his prior moves 
in that play of the game. This assumption, a n a t u r a l one for 
many a p p l i c a t i o n s , rules out (for example) s i t u a t i o n s in which 
a "p layer" c o n s i s t s of a team wi th imperfect communication, 
as in bridge. 

2.6 Stochast ic and Repeated Games 
Although the extensive-form s t ruc tu re i s in p r inc ip le capable 

of accomodating most of the mult i - t ime-period (br ie f ly , "multi­
stage") models we wi l l encounter l a t e r , t h a t accomodation can 
be rather awkward for models with cer ta in fea tu res . For example, 
in some s i t u a t i o n s a p laye r w i l l r e c e i v e a "spot" payoff a t 
each s tage ( e . g . , an increment of diverted m a t e r i a l ) , whereas 
the extensive form assoc ia tes payoffs only with the f inal stage 
of p l a y - - i . e . , the l a s t node of the path t r aced through the 
game-t ree by the execution of the chosen s t r a t e g i e s . If there 
are more than a very few s tages , the t r ans l a t i on of intermediate 
payoffs to the ends of the (numerous) paths can be labor ious , 
and perhaps des t ruct ive of ins ight about the game. 

Another "awkward" c l a s s of mult i -s tage s i t ua t i ons involves 
repeated play of a game in which a p layer may not i n i t i a l l y 
be fully informed about the c a p a b i l i t i e s and values ( i . e . , payoff 
functions) of the other p layers . Thus, a t each s tage , a p l aye r ' s 
motivation for immediate payoff i s confounded with a motivation 
to act in ways that e l i c i t more information about the opponents, 
providing a bet ter basis for decisions in l a t e r s tages . (Reports 
of boxing matches often note a process of "feeling out the opponent" 
in t h e e a r l y rounds . ) Although the "information s e t s " of the 
extensive-form concept can presumably be se t up in a way t h a t 
captures t h i s fea ture of incomplete information.^ doing so might 
prove unnatural and unrewarding. 

This e x p l a i n s why c e r t a i n c l a s s e s of m u l t i - s t a g e games 
have been subjected to concentrated study in t h e i r own r i g h t . 
Two of these—stochas t ic games and repeated games with incomplete 

^"Incomplete" should not be confused with "imperfect", the 
denial of "perfect" as def ined in the n e x t - t o - l a s t paragraph 
of Section 2 . 5 . 
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inf or mat ion--appear in the l i t e r a t u r e relevant to t h i s report , ' 
and in p a r t i c u l a r a re noted in t he Peer Review Group report 
[14; pp. 30-33 and 42] as p o s s i b i l i t i e s for m u l t i - p e r i o d ID 
a n a l y s i s . They are label led "Advanced Techniques" [14; p . 3 0 ] , 
a term which accurately r e f l ec t s both the somewhat greater complexity 
of the mathematics involved in t h e i r ana lys i s , and t h e i r present 
s t a tus as ac t ive research topics in c o n t r a s t wi th many of the 
"by now c l a s s i f i e d " subjects described e a r l i e r in Section 2 . 5 . 
Their greater recency also implies l e s s exper ience with t h e i r 
use as modeling t o o l s , i . e . with learning what fea tures of potent ia l 
a p p l i c a t i o n s lend themselves n i c e l y (or badly) t o modell ing 
by such games. 

To f l e sh out the comments in [14] , we shal l provide brief 
sketches of the main concepts of these two c l a s s e s of games, 
along with a sample of p e r t i n e n t references. For s impl ic i ty , 
we wi l l confine a t t en t ion to the two-player case with only f i n i t e l y 
many s t r a t eg i e s a t every stage of play. 

Stochastic games, though mostly neglected un t i l the 1970's , 
are generally a t t r ibu ted to a 1953 paper by Shapley [45] . Also 
called Markov games, they are m u l t i - s t a g e p roces ses which, a t 
each s t a g e , a re in one of a f i n i t e set of s t a t e s . With each 
s t a t e i s a s s o c i a t e d both a p a r t i c u l a r b imat r ix game (in the 
zero-sum case, a matrix game) and a set of t r ans i t i on p r o b a b i l i t i e s . 
At each stage the two p l a y e r s , knowing the cu r r en t s t a t e and 
i t s associated bimatrix game and t r a n s i t i o n p r o b a b i l i t i e s , choose 
t he i r s t r a t e g i e s in the cu r r en t b imat r ix game. This choice 
determines both the i r immediate payoffs (from the payoff matrices) 
and, from the t r ans i t i on p r o b a b i l i t i e s , the probabi l i ty d i s t r ibu t ion 
governing the iden t i ty of the next s t a t e . 

The sequence of s t a g e - b y - s t a g e payoffs for a player can 
be accumulated in e i ther of two ways: as the l i m i t over long 
t imes of the average payoff per stage (the undiscounted case) , 
or as the sum of the discounted stream of payoffs (the discounted 
case, where the s o l u t i o n in genera l depends on the d i s coun t 
f a c t o r ) . The desired solut ion concept has been l imited to the 
r a t h e r na tu ra l c l a s s of s t a t i ona ry s t r a t e g i e s , those in which 
in a p layer ' s behavior a t any stage depends only on the current 
s t a t e and not on prior h i s to ry . 

For the d iscounted c a s e , the existence of a solut ion was 
proved by Shapley [45]. However, no f i n i t e exact so lu t ion algorithm 
can ex i s t , since (an analogous argument with more de ta i l appears 
in Section 3.4) i t i s possible for a problem with rational-number 
data to have a solut ion involving i r r a t i o n a l numbers (Parthasarathy 
and Raghavan [46]) . If, however, the t r a n s i t i o n p r o b a b i l i t i e s 
depend only on t h e s t ra tegy choices of one of the two players 
(the " c o n t r o l l e r " ) , then such an a lgor i thm becomes p o s s i b l e 
[46] . This remains t rue (Filar [47] and an analog of the material 
in Vrieze e t a l [48]) if the " s i n g l e c o n t r o l l e r " hypo thes i s 
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i s weakened to tha t of "switching con t ro l , " in which the iden t i ty 
of the cont ro l le r may be Player 1 in some s t a t e s . Player 2 in 
o thers . 

For the undiscounted case, progress i s clouded by the knowledge 
(Blackwell and Ferguson [49] ) t h a t e x a c t l y - o p t i m a l s t r a t e g i e s 
may f a i l to e x i s t , although approximate ones wi l l (Mertens and 
Neyman [ 5 0 ] ) . When they do e x i s t , they can be in p r i n c i p l e 
be c a l c u l a t e d by so lv ing an op t im iza t i on problem formulated 
by Vrieze ([51] , building on the study of the d iscounted case 
by Rothblum [52]; t h i s problem has a l inea r objective function, 
but quadrat ic cons t ra in t s as well as some l inea r ones. An a l t e r ­
na t ive "successive approximations" approach i s given by Federgruen 
[53]. F in i te solut ion algorithms for the " s i n g l e c o n t r o l l e r " 
and "switching control" cases are given in [46] and [48] respec t ive­
ly ; other cases in which solut ions are known to e x i s t are given 
by G i l l e t t e [55] and Hoffman and Karp [56] . 

Applications of stochastic-game theory have been proposed 
in the areas of mi l i ta ry t a c t i c s and weapons development (Charnes 
and Schroeder [51] , Winston [ 5 8 ] ) , a d v e r t i s i n g (Albr ight and 
Winston [ 5 9 ] ) , n a t u r a l - r e s o u r c e management (Sobel [61]) and 
oligopoly analysis (Kirman and Sobel [62] ) , as well as inspection 
( F i l a r [ 6 3 ] ) . We may note the remark of Sobel [64; p . 995] 
that "the tendency to model phenomena as s t o c h a s t i c games has 
been curbed by inadequate computat ional procedures" ; however 
spec i f i c appl ica t ions or subcategories , l i k e many of those c i ted 
above, prove excep t ions to t h i s general observation; cf. also 
Fi la r and Schultz [65] . 

If a " c r i t i c a l d i v e r t e d q u a n t i t y " concept i s appl icable 
for the mul t i - s tage I D - a n a l y s i s problem, then model l ing t h a t 
problem as a s t o c h a s t i c game encounters cer ta in d i f f i c u l t i e s . 
An adversary ' s s i t ua t i on a t a c e r t a i n s tage should presumably 
depend, in p a r t , on how much has a l ready been diver ted. But 
since in a s tochas t ic game (with a s t a t ionary-s t ra tegy solut ion) 
behavior i s supposed to depend only on the current s t a t e , i t 
follows tha t the "diverted so fa r" quan t i ty should be p a r t of 
the s p e c i f i c a t i o n of a s t a t e . And since in such a game both 
players are aware of the current s t a t e , t h i s would requ i re the 
a d v e r s a r y ' s opponent to know the cumulat ive divers ion, which 
i s u n r e a l i s t i c . Perhaps some modelling a r t i f i c e can evade t h i s 
d i f f i c u l t y , but if offers a t l e a s t an i n i t i a l obs tac le . 

A c u r r e n t l y a c t i v e l i n e of r e sea rch in a cognate f i e l d 
i s suggestive here . A Markov Decision Process (MDP) i s e s s e n t i a l l y 
the one-player analog of a s tochas t ic game; in the well-developed 
" c l a s s i c a l " theory of such problems (given major impetus by 
Howard [ 6 6 ] ; for modernity see , e . g . Ross [ 6 7 ] ) , the s i n g l e 
decis ion-maker i s assumed a t every s tage to know the current 
s t a t e . Recently, however, the re has been i n c r e a s i n g i n t e r e s t 
in s i t u a t i o n s in which the cu r r en t s t a t e i s only " p a r t i a l l y 
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observab le" by the dec i s ion-maker : the ava i lab le information 
permits him only to place (say, v ia Bayes Theorem from probabi l i ty 
theory) a probabi l i ty d i s t r ibu t ion over the a l t e r n a t i v e p o s s i b i l i t i e s 
for that s t a t e . (An appl ica t ion , and a useful review of p r i o r 
l i t e r a t u r e , are given in the 1980 paper of Monahan [68]; basic 
theory appears in Majumdar [69].) This development might we l l -
and probably w i l l - - b e extended to t he case of two (or more) 
p layers , i . e . to " s t o c h a s t i c games with p a r t i a l l y observab le 
s t a t e s . " 

We tu rn now to repea ted games of imcomplete information. 
They are generally a t t r i b u t e d t o Harsanyi [70] and to Aumann 
and Maschler [ 71 -73 ] . The former i s "notat ional ly heavy"; an 
exposi tory ske tch i s given by Shubik [19; Sec t ion 9 . 3 ] . As 
noted by Kohlberg [ 7 4 ] , papers [72, 73] "were never published 
and are hard to ob ta in , " but t h e i r con ten t s are desc r ibed in 
the secondary sources consulted. 

The basic scenario involves a set of bimatrix games (matrix 
games, in the zero sum case) , only one which w i l l a c t u a l l y be 
p layed . This set i s s p l i t into subsets in two dif ferent ways, 
one re levant for p laye r 1 and the o ther for p l aye r 2; t he se 
sp l i t -ups are both known to both players , as i s an i n i t i a l proba­
b i l i t y d i s t r ibu t ion over the set of games. I n i t i a l l y the "chance 
p l a y e r " uses t h i s d i s t r ibu t ion to determine which of the games 
in the se t wi l l ac tua l ly be played; player 1 i s not to ld which 
game t h i s i s , but only in which of the subsets of "his" s p l i t - u p 
t h e chosen game l i e s , ^ a n d s imi lar ly for player 2 . (The s izes 
of the various games' payoff m a t r i c e s must be such as not to 
"give away" any informat ion about t h e i d e n t i t y of the "real 
game.") The players then repeatedly play the game (not knowing 
exactly which one i t i s ) , t he i r payoffs accumulating but remaining 
unknown to them un t i l the whole process i s done. 

There i s one other important but rather complicated apparatus 
in the scenario . Associated with each of the p o s s i b l e games, 
in a d d i t i o n to t he p l aye r s ' payoff matr ices, i s a second pai r 
of m a t r i c e s - - t h e information matrices for each player, assumed 
known by both of them. The ( i , j ) entry of p l aye r ' s information 
matrix contains an information signal which i s revealed to player 
1 if and when the p l aye r s choose r e s p e c t i v e pure s t r a t e g i e s 
a t some s t a g e ; t h i s s igna l might for example communicate to 
player 1 some p a r t i a l or precise knowledge of player 2 ' s previous 
s t r a t e g y choice ( j ) , or p a r t of p layer 2 ' s p a r t i a l knowledge 
about which game i s being p layed, or b o t h — t h i s formalism i s 
very genera l and f l e x i b l e . Player 2 ' s information matrix i s 
s imi lar . Thus in se lec t ing a s t ra tegy a t each s tage of p l ay , 
a player must be concerned not only with the resu l tan t payoff. 

If player I ' s sp l i t - up i s fine enough, t h i s could in fact 
determine the chosen game. 
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but a l so with the long- term e f f e c t s of the resu l t an t re lease 
of information to the other p layer . (In the non-zero sum case, 
these e f fec ts need not a l l be negative.) 

Most of the l i t e r a t u r e on these models has been confined 
to the zero sum case; one exception i s Sorin [75]. I t has been 
mainly concerned with es tabl i sh ing the existence of so lu t ions , 
and the ra t e of convergence of the solut ions f i n i t e - s t a g e t runcat ions 
to a s o l u t i o n ( in p a r t i c u l a r the value) of the i n f i n i t e - s t age 
p roces s ; c f . , for example, Kohlberg [74, 7 6 ] , Mertens [ 7 7 ] , 
Zamir [78 -80 ] , Mertens and Zamir [ 8 1 - 8 4 ] , Ponssard and Zamir 
[85], Ponssard and Sorin [86, 87], Sorin [75, 88-9] , Waternaux 
[ 9 0 ] . A n t i c i p a t i n g t he type of concern t o be emphasized in 
Section 3, we note that none of these papers e x p l i c i t l y adddresses 
computational i ssues , and the examples considered are extremely 
small (2x2 payoff m a t r i c e s , a t most two p o s s i b l e games). I t 
appears to t he w r i t e r t h a t the computational aspects of these 
models are rather unexplored, perhaps because they have appeared 
i n t i m i d a t i n g ; t h e only note which i s encouraging (for reasons 
de ta i led in Section 3.1) i s the references in [86, 87] t o l inear 
programming formulations. 

From the viewpoint of model appropriateness for our intended 
area of appl ica t ion , three aspects of these s t ruc tu res may create 
d i f f i c u l t i e s . One i s t h e not ion t h a t s t age-by-s tage payoffs 
a re kept concealed u n t i l the end of the mul t i - s tage process; 
however, t o t a l or p a r t i a l information about such payoffs could 
perhaps be t r a n s m i t t e d v i a the informat ion matr ices , and the 
r e s u l t s of Megiddo [91] suggest t h a t t h i s r e s t r i c t i o n may not 
be c r i t i c a l . Second, much of the analys is i s for the inf i n i t e - s t age 
case^, so t ha t some care would be needed in es tab l i sh ing proper 
r e l a t i ons with the f i n i t e t r unca t i ons a r i s i n g in a p p l i c a t i o n . 
Third—and appa ren t ly most s e r i o u s - - i s t h e requirement t h a t 
t he same game be played a t every s tage (though possibly with 
changing l eve l s of information ava i lab le to the players) . This 
can make i t hard to d i f f e r en t i a t e a stage a t which an adversary 
i s j u s t s t a r t i ng h i s p i l fe rage , from one in which jus t one more 
"good haul" could bring h i s t o t a l to a c r i t i c a l l e v e l . Again 
some ingenious model l ing t r i c k might evade t h i s problem, but 
i t appears that a n a t u r a l l y a p p l i c a b l e t h e o r e t i c a l framework 
would involve a mating of s tochas t ic games (in which the " s t a t e " 
or "current game" can vary from stage to s t a g e ) , with repeated 
games of incomplete information (in which the players have only 
p a r t i a l information a t each stage about the current s i tua t ion) . 
The reference at the end of Sor in ' s 1984 paper [89] t o an emergent 
confirms the w r i t e r ' s impression tha t the time i s r ipe for such 
a research development, but t ha t i t has not yet occurred (cf. . 

In p r i n c i p l e t h i s i s a l so t rue of some s tochas t ic games, 
but the l a t t e r can have "absorbing s t a t e s " which in effect would 
assure f i n i t e terminat ion. 
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however, [ 9 2 ] ) . I t s genes i s might well be stimulated by the 
spec i f ic app l i ca t ion context of safeguards problems, j u s t as 
t h e development of repeated games of incomplete informat ion 
was spurred [71-73] by the a n t i c i p a t e d methodological needs 
of nuc lear t e s t - b a n t r e a t y i n s p e c t i o n . This suggestion goes 
beyond the recommendation of [14; p . 42] . 
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3 . 0 SOLVABILITY OF GAME-THEORETIC MODELS 

In Section 2, we desc r ibed the c l a s s of s i t u a t i o n s t o which 
the theory of games i s d i rected, and then proceeded to discuss 
some basic aspects of game-theoretic models: the elements of 
such a model and what might be meant by a " s o l u t i o n . " Some 
t h e o r e t i c a l r e s u l t s a s su r ing the existence of a solut ion were 
c i t ed . In keeping with our motivating appl ica t ion in the safeguards 
program, a t ten t ion was confined to non-cooperative games. 

Here we turn to a more p rac t i ca l quest ion: how (and wi th 
what d i f f i c u l t y ) can a game-theoret ic model be solved? Thus, 
our main concern i s with computational p rocesses for a c t u a l l y 
determining a solut ion to a model given in numerical form. 

Two other a u x i l i a r y s u b j e c t s w i l l a l so concern us , but 
only b r i e f l y . (There i s not too much to be sa id in genera l 
terms about e i ther of them.) One stems from the fact t h a t the 
data of a game-theoretic model (or any other serious d e c i s i o n -
aiding mathematical model) are unlikely to be perfect ly accurate 
or r e l i a b l e . We wi l l therefore want to consider the p o s s i b i l i t i e s 
for s e n s i t i v i t y or pa ramet r i c a n a l y s i s , i . e . , for examining 
how the solut ion var ies with changes in the problem data ("para­
meters") and to which of these parameteres the r e s u l t s are especia l ly 
s e n s i t i v e . The hope, of cour se , i s t h a t such q u e s t i o n s can 
be explored by means more economical and ins igh t -g iv ing than 
simply p e r t u r b i n g the da ta in v a r i o u s ways and so lv ing each 
of the rev ised problems "from scra tch ." The second "auxil iary 
topic" i s the non-numerical version of our main concern: l o g i c a l -
symbolic p roces se s for determining or f a c i l i t a t i n g a closed-
form solution of a game-theoretic model in terms of i t s parameters 
(the l a t t e r appearing as " l i t e r a l s " ra ther than with prescribed 
numerical values) . 

3 .1 Matrix Games 
These are the two-player zero sum games with only f i n i t e l y 

many (pure) s t r a t e g i e s for each player, whose theory was described 
in Sec t ion 2.4 as being in p a r t i c u l a r l y s a t i s f a c t o r y form. 
We proceed to show why the same i s t rue for the computa t ional 
treatment of such games. 

Suppose t h e payoff matr ix has e n t r i e s a ( i , j ) ; t h a t i s , 
if players 1 and 2 choose the i r i - th and j - t h pure s t r a t e g i e s , 
r e s p e c t i v e l y , then p layer 2 pays p layer 1 the amount a ( i , j ) . 
Suppose next that player 1 selected the mixed s t ra tegy "x" which 
chooses h i s f i r s t course of a c t i on with p r o b a b i l i t y x i , his 
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second c o u r s e of a c t i o n with p r o b a b i l i t y X 2 , . . . , and h i s l a s t 
(m-th) course of ac t ion with p r o b a b i l i t y Xĵ j. I t fo l lows t h a t 

^1 ■*" ̂ 2 ■•■ • • • ■•■ ^m = 1 ' 
xi 2 0, X2 2 0 , . . . , Xn, 2 0. (3.1) 

A g a i n s t t he j - t h pure s t r a t e g y of player 2 , t h e mixed s t r a t e g y 
X w i l l y i e l d p laye r 1 an expected payoff 

a( l , j )X]L + a ( 2 , j ) x 2 + . . . + a(m,j)xni. 

Thus, t he g r e a t e s t expected payoff player 1 can be assured of 
while using x, no mat t e r which pure s t r a t e g y ( j) player 2 chooses , 
i s t h e l a r g e s t number v for which 

a { l , j ) x 2 + a ( 2 , j ) x 2 + . . . + a(m,j)Xn,2 V (3.2) 

I t i s not hard t o show t h a t the very same number v remains a c h i e v e -
a b l e by p l a y e r 1 ( u s i n g x) even i f p l a y e r 2 i s permi t t ed t o 
use mixed s t r a t e g i e s and i s t h e r e f o r e t h e bes t player 1 (using 
x) can do d e s p i t e any e f f o r t by p l a y e r 2 . According t o t h e 
t h e o r e t i c a l development s k e t c h e d in Sect ion 2.4 (and assuming 
expected va lues of payoffs a r e a p p r o p r i a t e o b j e c t i v e s ) , p l a y e r 
1 should choose x so as t o maximize v, i . e . , should choose t h e 
dec i s ion v a r i a b l e s x^,... ,Xj^ so as t o maximize 

V = Iv + Ox-^ + 0X2 + . . . + Oxju (3.3) 

sub jec t t o (3.1) and ( 3 . 2 ) . 

T h i s l a s t op t imiza t i on i s a s p e c i a l case of t he fol lowing 
more genera l problems: choose v a l u e s for a f i n i t e s e t of dec i s ion 
v a r i a b l e s , so as t o maximize some l i n e a r func t ion of those v a r i a b l e s 
sub j ec t t o a f i n i t e se t of c o n s t r a i n t s each of which—like (3.1) 
and ( 3 . 2 ) — i s l i n e a r (equat ion or i n e q u a l i t y ) . Such a problem 
i s c a l l e d a l i n e a r program; t h e s i t u a t i o n from player 2 ' s viewpoint 
a l s o y i e l d s a l i n e a r program. F o r t u n a t e l y , l i n e a r programming 
i s an extremely wel l -developed f i e l d of mathematical o p t i m i z a t i o n ; 
m a s s i v e computer programs based on t h e " s i m p l e x method" of 
G.B. Dantzig s tand ready to so lve r a t h e r enormous l i n e a r programs 
wi th g r e a t r a p i d i t y . (This r a p i d i t y , known for decades as an 
empir ica l f a c t — e . g . , McCall [ 9 3 ] — h a s more r e c e n t l y r e c e i v e d 
i n t e n s i v e t h e o r e t i c a l i n v e s t i g a t i o n and v e r i f i c a t i o n ; a s i n 
the pr ize-winning r e sea rch of Borgwardt [94, 95] . ) 

Thus, f i n d i n g a n u m e r i c a l s o l u t i o n of a m a t r i x game of 
any reasonable s i z e ( i . e . , the v a l u e , and an opt imal v a l u e f o r 
each of t he two p laye r s ) can be regarded as a "wel l - so lved problem." 
Finding a l l optimal s t r a t e g i e s for one or both p l a y e r s i s d i s t i n c t l y 
more l a b o r i o u s , but a s y s t e m a t i c f i n i t e p r o c e d u r e fo r doing 
so i s known (Shapley and Snow [ 9 2 ] ) . To be p r e c i s e , i f a p laye r 
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has more than one optimal s t r a t e g y then these s t r a t e g i e s can 
be represented geometrically as a convex polyhedron, e . g . , in 
two dimensions, a polygon without "holes" or "dents ," and the 
c i ted method f inds the "extreme points" (or "corners" or "ver t ices") 
of t h i s polyhedron one by one, thereby impl ic i t ly determining 
a l l the points in i t . 

We t u r n now to s e n s i t i v i t y and parametric ana lys i s . Here 
t h e r e a r e two d i s t i n c t bodies of work to be c i t ed . The f i r s t 
of t h e s e , due to Mil ls [ 99 ] , dea l s s p e c i f i c a l l y wi th mat r ix 
games. Suppose we have such a game, in which player 1 has m 
pure s t r a t e g i e s and player 2 has n, so tha t the game i s described 
by an m X n payoff matrix A. Let D be another m x n matr ix; 
then the matrix A + tD, for small r e a l numbers t > 0, can be 
regarded as the payoff matrix of a game obtained by "perturbing" 
the or ig inal game A in the "direct ion" D. What [99] g ives i s 
a r ec ipe for f ind ing t h e "d i r ec t iona l der iva t ive" ( i . e . , ra te 
of change) of the value of A with respect to such per tu rba t ions . 
S p e c i f i c a l l y , t h i s r ec ipe i s t h e value of the game which has 
payoff matrix D, but has the p layers ' mixed s t r a t e g i e s r e s t r i c t e d 
to t h e i r optimal s t r a t e g i e s in the or ig inal game A. The solut ion 
of such a " r e s t r i c t e d matr ix game," l i k e t h a t of an o rd inary 
ma t r ix game, can be c a r r i e d out by t r ans l a t ion to appropriate 
l inear programs; the main computational labor l i e s in determining 
the c o e f f i c i e n t s of the associated "cons t r a in t s , " a task which 
involves the f i n i t e calculat ion procedure mentioned a t the end 
of the l a s t paragraph. 

The second l i n e of work on s e n s i t i v i t y (and parametric) 
analysis for matrix games uses the fact t ha t such games be t r ans la ted 
i n t o l i n e a r programs as in (3.1) - (3.3) above. Like so many 
other a s p e c t s of l i n e a r programming, i t s s e n s i t i v i t y analysis 
techniques have received subs tan t i a l and success fu l a t t e n t i o n , 
and such t echn iques t y p i c a l l y accompany the "massive computer 
programs" mentioned e a r l i e r . (Skipping the i n t e r v e n i n g y e a r s 
we c i t e only the i n i t i a t i n g work of Gass and Saaty [100-102] 
and a f a i r l y recen t comprehensive monograph by Gal [103] .) 
Such t echn iques can indeed be used to analyze the s e n s i t i v i t y 
of a matrix game's solut ion (especial ly i t s value) to systematic 
change in a s ingle entry of the payoff matrix, or even to broader 
pa t t e rns of changes, mostly convenien t ly in t roduced "one row 
a t a time" or "one column a t a t ime." Though prac t i cab le , they 
are not qu i te as computationally e f f i c ien t as might be desired, 
e s s e n t i a l l y because t h e i r fo r t e i s dealing with changes e i the r 
in the coeff ic ients of the "maximand" ( l ike (3.3)) of a l i n e a r 
program—cf. the t i t l e s of [100-102]—or l ike (3.1) or (3 .2 ) . 
In matrix game ana lys i s , however, they are cal led upon for t he 
harder job of t r e a t i n g changes in t h e coef f i c ien t s of (3 .2 ) , 
i . e . , the payoff e n t r i e s . 

Most of the preceding remarks have s t r e s s e d t h e use of 
l inea r programming's "simplex method" to so lve mat r ix games. 
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There i s a second solut ion approach tha t meri ts a t t en t i on , tha t 
of f i c t i t i o u s p l ay . I t i s an i t e r a t i v e procedure, beginning 
with an a rb i t r a ry choice of pure s t r a t eg i e s by each of the two 
p l aye r s . At any l a t e r s t a g e , p l aye r 1 reviews the r e l a t i v e 
f r equenc ie s with which player 2 ' s various pure s t r a t e g i e s have 
been chosen in the pas t , regards these frequencies as the probabi l ­
i t i e s of a mixed s t ra tegy for player 2 , and s e l e c t s a pure s trategy 
which best responds to ( i . e . , achieves l a rges t expected payoff 
aga in s t ) t h a t mixed s t r a t e g y ; p layer 2 behaves ana logous ly . 
This process, formulated by Brown [104] as a d i s c r e t e analog 
to a d i f f e r e n t i a l equa t ions -based solut ion method formulation 
by Brown and von Neumann [105] , gene ra t e s for each p layer an 
i n f i n i t e sequence of mixed s t r a t e g i e s and expected payoffs. Those 
sequences have been shown (Robinson [106] ) to converge t o the 
game-value and (in an appropr ia te sense) to the players" s e t s 
of optimal s t r a t e g i e s . Convergence i s reputed to be g e n e r a l l y 
slow (although at l ea s t one p rac t i t i one r solving large mi l i t a ry -
game models reported good r e s u l t s [107] ) , pa rame t r i c a n a l y s i s 
i s not poss ible , and since the i t e r a t i v e process must be terminated 
at some f i n i t e stage with only an approximate s o l u t i o n , t h i s 
method i s not usua l ly competi t ive. But i t s ease of computer-
coding and i t s strong i n t u i t i v e bas is may a t times be compensating 
advantages. 

As might be expected, a pa r t i cu la r ly elementary ca lcula t ion 
method i s avai lable for those special cases in which i t i s known 
or suspected tha t the game has a solution using only pure s t r a t e ­
g i e s . One determines t h e p o s i t i o n s of the sma l l e s t e n t r i e s 
on each row of the payoff matrix and then t r i e s t o f ind among 
these en t r i e s one which i s also a l a rges t entry in i t s column. 
If an entry with th i s "saddlepoint" proper ty e x i s t s , then i t s 
value g ives t he value of the game, and the associated row and 
column corresponds to optimal pure s t r a t e g i e s for the two p layers . 
If no such entry ex i s t s , then mixed s t r a t e g i e s must be involved 
to obtain a so lu t ion . 

3 .2 Other Two-Person Zero Sum Games 
These wi l l be games in which one or both players have i n f i n i t e 

spaces of pure s t r a t e g i e s . The c lass most ex tens ive ly s t u d i e d 
i s tha t in which the s t ra tegy space of each of the two players 
i s a continuous, real-number in t e rva l which, by r e s c a l i n g , can 
be taken as [ 0 , 1 ] . Then t h e p o s s i b l e s t r a t e g y - p a i r s (S2,S9) 
f i l l out the "un i t square" in t h e (s^^ , S 2 ) - p l a n e , whence the 
term game on the square. 

App l i ca t ions e x i s t in which the payoff function f2(si ,S2) 
to player 1—whose negat ive g ives the payoff to p layer 2 - - i s 
not continuous throughout the square. This occurs, for example, 
in "games of t i m i n g , " e . g . , models of duels in which payoffs 
depend on "who f i r e s f i r s t " in a way introducing d i scon t inu i t i e s 
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at those strategy-pairs representing simultaneous firing by 
the opponents. But for applications of the type underlying 
this report, it seems reasonable to expect continuous payoff 
functions. Under that assumption, a game on the square is 
guaranteed to have a solution, though mixed strategies will 
usually be involved. Also, an approximate solution of any specified 
quality can be obtained by approximating the square with a suf­
ficiently fine, finite two-dimensional grid of its points, regarding 
the values of F̂^ at the grid-points as entries of a payoff matrix, 
and then solving the resultant matrix game. While this is generally 
the numerical method of choice, the method of fictitious play 
can also validly be applied (indeed, it can be applied for a 
much wider class—"compact metric squares"—of infinite strategy 
spaces; Danskin [108]). 

It is for special classes of continuous games on the square 
that there was notable progress in obtaining "better-than-numerical" 
solution methods, i.e., methods which approach the ideal of 
yielding closed-form solutions in terms of the parameters in 
the payoff functions. (I use "was" rather then "has been" because 
the field has not been fashionable for some time; perhaps indicating 
that further advances would be distinctly more difficult.) 
This progress is embodied in theoretical analyses which both 
provide detailed information on the mathenatical forpi of a solution, 
and provide and justify procedures for determining the specitics 
of that form in any particular instance. The latter procedures 
are, in general, numerical (though involving far less computation 
than a purely numerical approach, unaided by information about 
the solution's form). in especially "nice" cases, however, 
they can be carried out in symbolic or "closed" fashion to yield 
an entirely closed-form solution. 

An extensive account of most of this work is collected 
in Volume 2 of Karlin [21]. As a sampler, two of its subdomains 
are sketched in the next three paragraphs. 

One of these subdomains involves continuous games on the 
square for which the payoff function, fi(aj^,a2)f is "separable," 
i.e., built up from one-variable functions of the individual 
strategies s^ and S2 in the manner given by the formula 

M N 
f2^(S2,S2) = 2^ 2^ ai^gi(S3^)h^(S2) f (3.4) 

i=0 j=0 -^ -^ 

with the functions gĵ  and h^ assumed continuous. Then the available 
theory assures us, for example, that each player has at least 
one optimal strategy which "mixes" only a finite number of pure 
strategies (thus cumulative distribution functions are not needed), 
in fact, a number not exceeding the smaller of M + 1 and N + 
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1 where M and N are as in (3.4) and in further fact (a sharper 
l imi t ) not exceeding the "rank" of the matrix (a^j) of coeff ic ients 
appear ing in ( 3 . 4 ) . Considerably more s p e c i f i c r e s u l t s can 
be given for the polynomial case of (3 .4 ) , i . e . , 

M N 
f l ( s i ,S2) = ^ 2^ a i j t g i ( s i ) i h j ( S 2 ) ^ - (3-5) 

i=0 j=0 -̂  

To in t roduce the second subdomain, we define a function to be 
convex if i t i s never underes t imated by l i n e a r in te rpola t ion 
between two of i t s values, concave if i t i s never overestimated 
by l i n e a r i n t e r p o l a t i o n . Consider a cont inuous game on the 
square in which f 2 ( s i , S 2 ) for each s^, i s a convex function 
of sj. Then the theory t e l l s us t ha t player 2 has a pure optimal 
s t ra tegy , while player 1 has a t l ea s t one optimal s t ra tegy tha t 
mixes a t most two pure s t r a t e g i e s . If a l so fQ^(si,S2) i s for 
each So a concave function of s i , then player 1 also has a pure 
optimal s t ra tegy . In addi t ion, the theory provides information 
t h a t a ids in a c t u a l l y determining the various pure s t r a t e g i e s 
j u s t mentioned, as well as the i r "mixing weights" where appropr ia te . 

The reader may r e c a l l from ca l cu lu s t h a t convexity and 
concavity are characterized by the signs of the second der iva t ive 
of the function involved ("2 0 for convexity, " < 0" for concavity) . 
This suggests tha t the preceding r e s u l t might be g e n e r a l i z e d 
by s t ipu la t ing the sign of some der iva t ive of higher order than 
the second. That turns out to be the case; the theory assures 
us tha t if 

^* f̂;L/ ^^^2 ^ 0 for a l l (si,S2) (3.6) 
where the order N or the p a r t i a l der ivat ive obeys N > 2, then 
p layer 2 has an optimal s t ra tegy which mixes a t most N/2 pure 
s t r a t e g i e s (here the endpoin t s 0 and 1 of the p u r e - s t r a t e g y 
space count only 1/2 if they occur, while player 1 has an optimal 
s t ra tegy which mixes at most N pure s t r a t e g i e s . 

We conclude t h i s section by noting, by way of i l l u s t r a t i o n , 
a r e l evan t c l a s s of games o ther than the continuous games on 
the square." These are the "S-games" in t roduced by Blackwell 
and Girschick [109] , in which p layer 1 chooses an integer i 
from the f i n i t e set {1, 2, . . . , n } while p layer 2 chooses a 
poin t P in a given subse t S of n-dimensional space; the i - t h 
coordinate of P i s then the payoff to player 1 from p laye r 2 . 
Perhaps s u r p r i s i n g l y , t h i s a r t i f i c i a l - l o o k i n g s i t u a t i o n can 
be used t o model some i n t e r e s t i n g a p p l i c a t i o n s (cf. [ 109 ] ) . 
Recently, F i la r and Raghaven [110] have given an i t e r a t i v e solut ion 
method for such games, under n a t u r a l hypotheses ("c losed and 
bounded") on t he se t S. If the method terminates , i t does so 
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with a s o l u t i o n t o t h e game; i f not , then continuing i t long 
enough y ie lds approximate est imates of the game-value and approxi­
mately-optimal s t r a t e g i e s to any desired degree of approximation. 
The method a l t e rna tes between solving matrix games (which grow 
in s ize a t each i t e r a t i o n ) , and solving ce r t a in special nonlinear 
optimization problems (whose d i f f i cu l ty depends l a r g e l y on how 
complicated the set S i s ) . 

3 .3 Bimatrix Games 
Recal l t h a t these are the games in which each of the two 

players has only f i n i t e l y many pure s t r a t e g i e s , but the zero 
sum assumption i s dropped so t h a t a separate payoff matrix for 
each player i s required. 

An i n i t i a l comment on so lu t ion methods for such games i s 
t h a t f i c t i t i o u s play does not in general work; t h i s was shown 
by Shapley [112; Section 5] . Nor does i t appear tha t the powerful 
computational methods of l inear programming can be brought d i r ec t l y 
to bear, as they can for matrix games. 

In view of the l a s t remark, i t was regarded as somewhat 
of a triumph when f i n i t e schemes^ for finding a solution ( i . e . , 
an equilbrium point , generally involving mixed s t r a t eg ies ) were 
found. One such method, described by i t s authors as lying "within 
the usual format of l inear programming computations," was given 
by Lembe and Howson [113]; i t s discovery had a major ro le on 
or ig ina t ing an area of mathematical operat ions research ("l inear 
complementari ty theory") which i s now prospering on i t s own, 
without pa r t i cu la r r e f e r ence to game theo ry . The r e s u l t s of 
[113] also show tha t (apart from "degenerate cases"—which might, 
however, be more l i ke ly to a r i s e in the s t r u c t u r e d non-random 
data of an a p p l i c a t i o n ) the number of solut ions i s f i n i t e (in 
f ac t , odd). Improvements t o the method and an a d a p t a t i o n t o 
games in e x t e n s i v e form (Section 2.5) were proposed by Wilson 
[114]. 

An a l t e r n a t i v e approach r e s t s on t h e observa t ion (Mills 
[115] ) tha t finding a solution of a bimatrix game can be t r ans la t ed 
i n t o a q u a d r a t i c programming problem: maximizing a quadra t ic 
function subject to l inea r cons t ra in t s on the va r i ab l e s . Mangasarian 
and Stone [116], for example, have e x p l o i t e d t h i s obse rva t i on 
by applying one of the ( seve ra l ) a v a i l a b l e numerical methods 
for quadrat ic programming; some gaps in the associated theo re t i ca l 
j u s t i f i c a t i o n - - s t i l l u n f i l l e d today , so fa r as I know--were 
not re f lec ted in any observed d i f f i c u l t i e s with the computational 
exper iments r e p o r t e d [116; p . 352, pa r a . 3 ] . One f avo rab l e 

^By " f i n i t e " we mean tha t the method obtains an exact solut ion 
in f i n i t e l y many s t eps . 
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f e a t u r e of t h i s approach i s t h a t i t might permit appl icat ion 
of known methods for s e n s i t i v i t y and pa rame t r i c a n a l y s i s of 
q u a d r a t i c and more general nonl inear op t imiza t ion problems. 
That body of t e c h n i q u e s , though by no means as powerful and 
complete as for l i nea r programming, has seen considerable development 
(cf. Mine et al [117], Fiacco and Hutzler [118], and the extensive 
recent monograph by Bank e t a l [119] with coverage i n c l u d i n g 
l inear complementarity theory) . 

As noted e a r l i e r (Sect ion 2 . 4 ) , f ixat ion on a s ingle one 
of a bimatrix game's (possibly) many solut ions i s , in g e n e r a l , 
unacoeptably a r b i t r a r y , so t h a t i t may well be necessary to 
determine a l l such equilibrium poin ts . There was some skepticism 
and confusion about whether and how the method of [113] could 
be extended to a f i n i t e technique for "f ind ing a l l s o l u t i o n s " 
in an appropriate exp l i c i t or impl ic i t sense; cf. Aggarwal [120], 
Todd [121], and especia l ly p. 183 of Shapley [122] . Whatever 
t he r e s o l u t i o n of t h i s ques t ion , a somewhat different l ine of 
development which does y ie ld a f i n i t e solut ion method for the 
" a l l equi l ib r ium p o i n t s problem" has been given in successive 
papers by Vorobiev [123] , Kuhn [124] , and Mangasarian [125] 
with recent improvements by Winkels [127] . All known approaches 
involve or are akin t o f ind ing a l l v e r t i c e s of a polyhedron 
(described by l inear i nequa l i t i e s and equations) in a high­dimension­
al— a f i n i t e but poten t ia l ly formidable computational task (Dyer 
[128) . Thus t he p r a c t i c a l i t y of these methods for games of 
a p p l i c a t i o n ­ i n t e r e s t i n g complexity must be regarded a p r i o r i 
with some s u s p i c i o n , al though ingen ious e x p l o i t a t i o n of t he 
s p e c i a l mathematical f ea tu r e s of a par t i cu la r model i s always 
a p o s s i b i l i t y . i t appears to the w r i t e r t h a t t he se methods 
might be extended further to y ie ld (at high computational cost) 
some minimal degree of parametric a n a l y s i s c a p a b i l i t y for the 
" a l l equilibrium points" problem; however, such extensions have 
apparently not been pursued,^^ perhaps because t he i r cost ­benef i t 
prognoses are so discouraging. 

I t i s perhaps worth not ing e x p l i c i t l y a main di f f i cu l ty 
in parametric analys is of a model which admits multiple "so lu t ions . " 
Suppose one i s for the moment concen t r a t i ng on a p a r t i c u l a r 
solution of some i n i t i a l "base­ l ine" version of the model, and 
now asks how t h a t s o l u t i o n var ies as some parameter appearing 
in the model changes from i t s base­ l ine value. As th i s change 
progresses, the solut ions might s p l i t in to two or more d i s t i n c t 
s o l u t i o n s ( " b i f u r c a t i o n " or " m u l t i f u r c a t i o n " ) ; a l t e r n a t e l y , 
some d i s t i nc t solut ions might coalesce in to a single one. This 
poss ib i l i t y obviously presents both conceptual and computational 
hazards t o any s i m p l i s t i c no t ion of " s o l u t i o n ­ t r a c k i n g . " If 

■■■"We remind t h e reader again (cf. ftn 3) t h a t completeness of 
l i t e r a t u r e review could not be at tempted wi th in the s c a l e of 
t h i s e f fo r t . 
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one can somehow begin with a so lu t ion which i s s tab le in the 
sense of Jansen [129] or some of the authors c i t e d in Sec t ion 
2 . 4 , then such phenomena would be ruled out for "suf f ic ien t ly 
small" excursionte of the parameter in quest ion. For the appl ica t ion 
content mot iva t ing t h i s r e p o r t , however, the need to analyze 
a s u b s t a n t i a l range of model v e r s i o n s would probably make a 
"small perturbat ion" l imi t a t ion unacceptable. 

The cons ide ra t ions of the l a s t paragraph emphasize once 
again t he s t rong d e s i r a b i l i t y , for a p p l i c a t i o n s , of a model 
which y i e l d s a unique s o l u t i o n , or a t l e a s t whose so lu t i ons 
are "equivalent" in the sense of yielding equal payoffs to t h e 
p l a y e r in whose i n t e r e s t s t h e a n a l y s i s i s being conducted. 
Bimatrix games with unique s o l u t i o n s have been s t u d i e d , for 
example, by Millham [130] and Heurer [131] , but from the viewpoint— 
absolutely perverse for our purposes—of t ak ing as given the 
s t r a t e g y ­ p a i r which i s t o be the "unique equilibrium point of 
the game," and then constructing a game for which t h i s i s t r u e . 
A more useful r e su l t , most natura l ly posed for two­player games 
with i n f i n i t e st ra tegy spaces but also adaptable to t h e i r bimatr ix­
game d i s c r e t i z a t i o n s , i s t h a t of Rosen [32] . I t uses the notion 
of "concavi ty" of a func t ion defined in Sect ion 3.2 ("never 
overes t imated by l i n e a r i n t e r p o l a t i o n " ) sharpened to " s t r i c t 
concavity" by r u l i n g out r eg ions of " f l a t n e s s , " so t h a t t h e 
condition reads "always underestimated by l inear i n t e rpo l a t i on . " 
If, for each possible choice of player 2 ' s st ra tegy S2, player 
I ' s payoff f2(si ,S2) i s a s t r i c t l y concave function­'­^ of player 
I ' s s t r a t e g y Sn, and s i m i l a r l y with the two players reversed, 
then (according "to [32]) the game has a unique equilibrium point . 

This i s perhaps the best place t o mention a promising fur ther 
concept desc r ibed by F i l a r [132] , tha t of a semi­antagonist ic 
equ i l ib r ium point (SAEP). We begin with a b imat r ix game B, 
with payoff func t ions f̂  and fo for the r e s p e c t i v e p l a y e r s ; 
and r e c a l l t h a t B i s in genera l not zero sum ( i . e . , fi + f2 
f^ 0) . With B can be associated two hypothetical matrix (hence, 
zero sum) games Mj and M2 defined as follows: in Mi the payoff 
function for player 2 i s f2 so t h a t (by the zero sum condition) 
the payoff function f2 rather than to maximize "his" own or ig ina l 
payoff func t ion f ̂ . S i m i l a r l y , in M2 the payoff function of 
player 1 i s fi so t ha t the payoff function of player 2 i s ­ f i ; 
i . e . , p layer "2's o b j e c t i v e has been s h i f t e d from maximizing 
f2 (as in B) to "hurting" player 1 by minimizing f 1. An equilbrium 
point (si*,s2*) of B i s cal led an SAEP of B i s s^* i s an optimal 
s t ra tegy for player 1 in the matrix game M­ĵ , and S2* i s an optimal 
st ra tegy for player 2 in the matrix game M2. Not every bimatrix 
game B possesses a SAEP, but when one e x i s t s i t " r e p r e s e n t s 

■'•■'■It i s technica l ly easy to extend the concept of " l inear in te rpo la ­
t ion" from functions of one v a r i a b l e t o func t ions of s e v e r a l 
var iab les ( e . g . , the en t r i e s of a mixed s t r a t e g y ) . 
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an equ i l ib r ium s i t u a t i o n which i s reasonable when the players 
suspect each other of v i n d i c t i v e n e s s " [132] . F i l a r a l so (1) 
gives a f i n i t e algorithm for determining a SAEP when one e x i s t s 
( i t could be extended to determine a l l of them) oi else verifying 
that none e x i s t s ; (2) shows tha t any two SAEP's give the same 
payoffs to the p layers ; and (3) shows t h a t SAEP's have the i n t e r -
changeabi l i ty property—if (S2*,S2*) and (si**,S2**) a re SAEP's 
then so a r e (s i* ,S2**) and (s i**,S2*)—so tha t one can speak 
of a s t r a t e g y for one p layer alone as being "SAEP." Issues 
of pa ramet r i c and s e n s i t i v i t y a n a l y s i s a r e not addressed in 
[132], but the i r p o s s i b i l i t i e s appear more favorable for SAEP's 
than for equilibrium points in general . In shor t , when SAEP's 
do ex i s t and when the s i tua t ion being modeled has the f e a t u r e s 
of "mutual suspicion of v indic t iveness" t h a t make SAEP's especia l ly 
a t t r a c t i v e as a "solution" concept, t h e i r use r e g a i n s many of 
the advantages typ ica l ly los t in passing from matrix to bimatrix 
games. 

3.4 Multi-Plaver Games 
One purpose here i s to discuss the so lvab i l i ty of p-player 

game models with p > 2. Before doing so, we pause to note that 
t he s ec t i on headings of t h i s chapter emit one c lass of games; 
2-p layer non-zero sum games with i n f i n i t e s t r a t e g y s p a c e s . 
There i s no general theory known t h a t appl ies to broad c lasses 
of these games, in the s p i r i t of the r e s u l t s for zero sum games 
desc r ibed in Section 3 .2 . For purposes of numerical so lu t ion , 
they can be approximated ( "d i s c r e t i zed" ) by s u i t a b l e b ima t r i x 
games, so tha t the content of Section 3.3 becomes re levant . 

The preceding digression completed, we tu rn to the m u l t i -
player case. For s impl ic i ty , we assume i n i t i a l l y tha t the (pure) 
s t ra tegy space of each of the p players (p > 2) i s f i n i t e . 

The f i r s t fact to be noted about such games i s a depressing 
one: no f i n i t e genera l a lgor i thm for t h e i r (exact) so lu t ion 
i s known, and in fact none can e x i s t . To see how so sweeping 
an asser t ion can be j u s t i f i e d , f i r s t r e ca l l the c l a s s i f i c a t i o n 
of real numbers in to those tha t are ra t iona l ( i . e . , expressible 
as the r a t i o of two integers) and those tha t are not (the i r r a t i o n a l 
numbers, such as V2), Notice tha t if we begin with two r a t i ona l 
numbers, then t h e i r sum, difference, product, and quot ient a re 
also r a t i o n a l numbers. Thus, no f i n i t e a lgor i thm using the 
standard ar i thmet ic operations (addit ion, subtract ion, mul t ip l i ­
cat ion, d iv i s ion ) , when applied to an i n i t i a l set of r a t i o n a l -
number data, can possible lead to an i r r a t i o n a l number. 

Now suppose X i s some i r r a t i o n a l number and G i s a 3-player 
game whose data ( the payoff values f i { s i , S2, S3), f 2 ( s i , S2, 
S3) , and f 3 ( s i , S2, S3) for a l l possible pure-strategy choices 
^^Ir S2 f S3) by the t h r e e p l aye r s ) a r e a l l ra t ional numbers. 
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Furthermore suppose t h a t G has a unique equilibrium point and 
tha t the s t r a t e g i e s of tha t equilibrium point (in general , mixed) 
y i e l d X as the payoff to one of the p layers . Since no f i n i t e 
algorithm applied to the data of G can y ie ld the payoff X correspond­
ing to the unique solut ion of G, i t follows t h a t no f i n i t e algorithm 
can solve G, hence that no general f i n i t e algorithm for 3-person 
games can e x i s t . In 1979, Bubel is [133] showed t h a t for any 
i r r a t i o n a l number X from a cer ta in i n f i n i t e c lass of i r r a t i o n a l 
numbers ( the a l g e b r a i c i r r a t i o n a l s - - t h o s e which, l ike V2 but 
unlike n or the base e of natural logari thms—arise as a solution 
of a polynomial equation with i n t e g e r d a t a ) , a 3-person game 
G with the p r o p e r t i e s s t a t ed above can indeed be constructed, 
and so the "no f i n i t e algorithm" conclusion follows. 

The ex tens ion of the above argument, from three to more 
than three p layers , turns out to be easy. A more serious question 
a r i s e s if one permits, as s ingle steps in a " f i n i t e algorithm" 
not only the four standard ar i thmet ic operat ions l i s t e d above, 
but a l s o t he e x t r a c t i o n of r o o t s (square r o o t s , cube roo t s , 
e t c . ) . Then taking X as>/2 in the above argument would no longer 
y i e l d a c o n t r a d i c t i o n t o t he ex i s t ence of a f i n i t e so lu t ion 
algorithm. But i t i s a c l a s s i ca l mathematical r e s u l t , due (1826) 
to t he t r a g i c a l l y s h o r t - l i v e d Abel (for background, cf. for 
example. Chapter 10 of T i e t ze [134]) and g e n e r a l l y r e f e r r e d 
to as " u n s o l v a b i l i t y by r a d i c a l s , " t h a t t h e r e a re a l g e b r a i c 
numbers X which cannot be reached from r a t i o n a l data by any 
f i n i t e a lgor i thm even if root- taking i s permitted. With X so 
chosen, the argument remains in force . 

A somewhat more cheerfu l note i s t h e fact t h a t the 1964 
solut ion algorithm of Lemke and Howson [113] for the b imat r ix 
case ( i . e . , p=2) , can be g e n e r a l i z e d t o p -p layer games with 
p > 2. Such g e n e r a l i z a t i o n s were publ i shed back- to-back in 
1971 by Rosenmuller [135] and Wilson [136] . Since the algorithm 
of [65] i s f i n i t e , t h i s might appear to contradict the "no f i n i t e 
algori thm" r e s u l t c i ted above. Resolving t h i s apparent paradox 
requires a l i t t l e more d e t a i l on the na tu re of the a lgor i thm 
in [113] . That algorithm can be viewed as having f i n i t e l y many 
" s t ages . " At some of these stages a set of simultaneous l i n e a r 
equa t ions needs to be so lved , but since tha t i s a well-known 
f i n i t e computational task, the o v e r a l l l a b o r i s f i n i t e . When 
the algorithm i s generalized to games with more than two players , 
i t continues to have only f i n i t e l y many s tages ; but now at some 
of these s t a g e s , a s e t of simultaneous nonlinear equations of 
a pa r t i cu la r type ("mult i l inear") needs to be solved, a d i f f i c u l t 
t a sk which does not admit a f i n i t e exact solut ion method and 
can only be done approximately. Wilson [136] i n i t i a l l y remarks 
that "presumably there are or wi l l be numerical methods adequate 
to t h i s task" but l a t e r observes " th i s i s by no means a t r i v i a l 
presumption. " 
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Fur ther progress along these l i ne s i s reported by Garcia, 
Lemke, and Lueth [138] and more r e c e n t l y by Vander Laan and 
Talman [139] . The former i nc ludes r e s u l t s of computat ional 
experiments with games of 3 and 4 p l a y e r s (7-140 s e c . on an 
IBM 360/50) , the l a t t e r with games of 3 p layers ; but since only 
3 or 4 pure s t r a t eg i e s per player were permitted, no ex t rapo l i t ion 
can be made to games of more appl i c a t i o n - i n t e r e s t i n g s i z e . 
Colleagues have i n d i c a t e d t h a t a d d i t i o n a l ref inement of the 
t echn iques in [139] i s thought (no doubt not unanimously!) to 
be the most promising d i rec t ion for improved numerical solut ion 
methods for general multi-player games. But the problem appears 
i n t r i n s i c a l l y qui te d i f f i c u l t , and the c i ted methods s t i l l find 
only one out of a p o s s i b l e m u l t i p l i c i t y of equil ibrium-point 
so lu t ions , involving in general different payoffs and s t r a t e g i e s . 

A variety of pa r t i cu la r mult i-player game models have been 
solved, sometimes in closed form, but typ ica l ly by ad hoc ingenuity 
so that no useful g e n e r a l i z a t i o n s are a p p a r e n t . One broader 
c l a s s of n i c e l y - s o l v a b l e games, i d e n t i f i e d by Howson [140] , 
a re t he polymatr ix games. These games a r e d e s c r i b a b l e by a 
set of p (p - l ) /2 matrices Aĵ ĵ , one for each ordered pa i r of d i s t i nc t 
p l aye r s i and j . The entry Aj^j(si,S2) in t h e s^-th row and 
t h e S j - t h column of Aj^j, r e p r e s e n t s t he c o n t r i b u t i o n to the 
t o t a l "payoff of player i due to that p l aye r ' s choice of s t ra tegy 
Si and player j ' g choice of s t rategy s-j. when p=3, for example, 
the three p layers ' payoff functions would be 

f l (s i ,S2fS3) = Ai2(sifS2) + Ai3(s i ,S3) , 

f2(sirS2rS3) = A2i(S2,si) +A23(S2,S3), and 

f3(si ,S2/S3) = A3i(S3,Si) +A32(S3,S2). 
Such games have a natural modeling in t e rp re t a t ion (payoffs a r i s ing 
as sums of r e t u r n s from 2-p layer i n t e r a c t i o n s ) and are shown 
in [140] t o admit a f i n i t e s o l u t i o n a lgor i thm based on tha t 
of [113] for b imat r ix games. I suspect t h a t the methods of 
[123, 124, 127] can be extended from b imat r ix games t o f ind 
a l l equilibrium points of polymatrix games but have not encountered 
t h i s in the l i t e r a t u r e . 

In winding up t h i s s e c t i o n , we now drop the r e s t r i c t i o n 
of f in i t eness on the p layers ' s t r a t e g y - s p a c e s . The r e s u l t i n g 
c lass of models includes many of i n t e r e s t in the study of oligop­
o l i s t i c competition (cf. [19; pp. 370-374]). If each p l a y e r ' s 
payoff i s a s t r i c t l y concave function of tha t p l aye r ' s s t rategy 
for each possible set of s t ra tegy choices by the other p-1 p layers , 
then the p rev ious ly c i t e d r e s u l t of Rosen [32] a s s u r e s t h a t 
t h e r e i s only one s o l u t i o n . So far as numerical techniques 
are concerned, if the games ( i . e . , i t s payoff function and s t ra tegy 
spaces) have no special mathematical s t ruc tu res then there seems 
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nothing more to suggest than to pass to a d i sc re t e approximation 
and employ the methods described e a r l i e r in t h i s sec t ion . 

A r a t h e r d i f f e r e n t approach, which does however require 
some s p e c i a l p r o p e r t i e s of t h e payoff funct ions f-^, f 2 , . . . f p 
has been studied by mathematical economis ts , e . g . . Arrow ana 
Hurwicz [141] . Suppose, h y p o t h e t i c a l l y , t ha t the game i s to 
be played repeatedly, and l e t Sj^(t) denote the s t ra tegy chosen 
by player i a t the t - t h play. As a "short-memory" analog of 
t h e f i c t i t i o u s - p l a y concept described in Section 3 . 1 , we might 
imagine t h a t player i ' s choice Sj^(t + 1) a t t r i a l t + 1 would 
be such as to maximize 

f i ( s i ( t ) , S 2 ( t ) , . . . , S i _ l ( t ) , S i ( t + l ) , S i + l ( t ) . . . , S p ( t ) ) (3.7) 

since in the absence of communication or cooperation, "he" has 
no way of predic t ing how or whether the other players ' choices 
would change from the previous t r i a l . A more cautious approach 
would be to s h i f t from SJ ( t ) in t h e di rec t ion of the maximum 
of (3 .7 ) , thus increasing player i ' s payoff i t a l l other players 
s tand p a t , but not moving a l l the way to the maximum. If the 
t ime-parameter t i s made continuous, one way of doing t h i s i s 
t o choose Sj^{t) as a func t ion of t , to sa t i s fy the gradient -
following condition 

d S i ( t ) / d t = C i ( 6 f i / 6 s i ) ( S i ( t ) , . . . , S p ( t ) ) (3.8) 

with each Cĵ  a p o s i t i v e c o n s t a n t , and with a d d i t i o n a l rules 
to cover the cases where (3.8) would lead Sĵ  outside the s t ra tegy 
space for p laye r i . Rescaling each Sĵ  permits changing every 
c-^ to 1. Numerical solut ion of the p simultaneous d i f f e r en t i a l 
equations (3.8) one equation per player, then yie lds a computational 
procedure which might be hoped as time progresses ( i . e . , t—>■ oo ) , 
to converge to an equi l ib r ium p o i n t . Condi t ions under which 
t h i s hope i s j u s t i f i e d a r e presen ted and v e r i f i e d in [141]. 
Without repeating the spec i f i c s , we note t ha t these c o n d i t i o n s 
i nvo lve s t r i c t concav i ty , or convex i ty , of various auxi l ia ry 
func t ions assembled from t h e payoff func t ion f̂ ,̂ . . . , fp by 
various pa r t i t i on ings of the players in to two groups; regardable 
as opposing aggregated p l a y e r s in a r e l a t e d two-player, zero 
sum game. 

39 



4 . 0 SOME GENERIC ISSUES OF FEASIBILITY 

In the preceding two sec t ions , we have given an overview 
of the main ingredients of a game-theoretic model of a noncooperative 
decision problem, including the p r i n c i p a l " s o l u t i o n " concepts 
involved. We have also reviewed what i s known in general about 
such "solut ions"—their nature ( i . e . , typ ica l ly involving mixed 
s t r a t e g i e s ) , e x i s t e n c e , uniqueness or lack t he reo f , and the 
ease or d i f f i c u l t y wi th which they can be c a l c u l a t e d . With 
t h i s background developed, our aim in the present section i s 
to address several issues bearing on e x p l i c i t q u e s t i o n s posed 
in t he Nuclear Regulatory Commission's Request for Proposal 
[142] tha t led to the present study. 

These i s s u e s a l l p e r t a i n t o the f e a s i b i l i t y of u t i l i z i n g 
a game-theoretical model to aid the material accounting function 
described in Section 1; t h a t of se t t ing the "alarm thresholds ," 
for values of inventory discrepancies in q u a n t i t i e s of s p e c i a l 
nuclear m a t e r i a l , in a way t h a t p roper ly ba lances t h e costs 
of over-frequent " f a l s e a larms" a g a i n s t the obvious r i s k s of 
an alarm policy tha t i s too "relaxed." Furthermore, the issues 
t o be d i scussed below wil l be of a r e l a t i v e l y generic na ture : 
they do not refer to some speci f ic game-theoretic model or t echnica l ­
ly de l imi ted c l a s s of such models, nor to the pa r t i cu l a r s of 
the alarm threshold-se t t ing problem within a spectrum of r i s k -
benefit analys is quest ions a r i s ing from the Commission's respon­
s i b i l i t i e s . Thus, the level of discussion here wil l be appropria te 
t o t he l e v e l of g e n e r a l i t y ( " f e a s i b l e to apply (game theory) 
in a regulatory framework?) suggested by A-1 and B-2 in [142; 
p . 2 1 ] . 

Concretely, the topics to be t rea ted a r e : 

- Understandability of game-theoretic techniques, 
- Viabi l i ty of game-theoretic models in regulatory s e t t i n g s , 

and 
- Mixed s t r a t e g i e s as a source of possible d i f f i c u l t i e s 

in implementation. 

The f i r s t of these t o p i c s i s d i r e c t l y responsive to items A-
2 and B-2 of the RFP [142; p . 21], the t h i rd to Task l a iden t i f i ed 
t h e r e [142; p . 21] ; while the second, as noted above, per ta ins 
to items A-1 and B-1 . Our r e a c t i o n s to the f i r s t t o p i c a re 
unequivocally reassuring. Those to the second top ic a re generally 
pos i t ive , though necessar i ly more diff ident (the w r i t e r i s not 
an expert in adminis t ra t ive law or protocols) and paying greater 
a t t e n t i o n t o necessary p r o v i s o s . As w i l l be seen below, the 
th i rd topic r a i ses some cost -benef i t tradeoff q u e s t i o n s of i t s 
own tha t are suscept ible to ana ly t ica l treatment but, more important­
ly , i t can play an important, useful ro l e in providing guidel ines 
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and c r i t e r i a to a s s i s t the development of an operat ional game-
theo re t i c model for the "alarm threshold" problem. 

4.1 Understandabilitv of Game-Theoretic Techniques 
This i ssue i s r a i s e d in [142] with p a r t i c u l a r r e f e r e n c e 

to the f e a s i b i l i t y of achieving "understandabil i ty by l i censees . " 
I t appears t o expres s a concern t h a t game t heo ry , a sub jec t 
not t y p i c a l l y p a r t of the educa t iona l background of t o d a y ' s 
sen ior engineers or managers,-'■^ might be so very eso te r i c or 
abstruse as to be beyond adequate comprehension (and, therefore , 
informed acceptance) by su i tab le l icensee personnel. Fortunately, 
t h i s i s not t he case . That conclus ion w i l l be supported by 
three l i n e s of reasoning. 

F i r s t , the subject has enjoyed a long and successful history 
of p o p u l a r i z a t i o n for " lay" p e r s o n s . J. McDonald in tegra ted 
h i s p r i o r a r t i c l e s on t h e t o p i c in Fortune in to an acclaimed 
"low-tech" in t roduct ion to the f i e l d [143] which, "by popular 
demand," has passed through a number of i n c a r n a t i o n s ( e . g . , 
[144]) . A second w e l l - r e c e i v e d and r e p r i n t e d e a r l y work of 
t h e same genre, described in i t s preface as "a primer-for home 
study," intended for " the i n t e l l i g e n t layman who happens not 
to have acquired a mathematical vocabulary," was t h a t of Williams 
[145] a t the RAND Corpora t ion . A more u p - t o - d a t e but s t i l l 
untechnical treatment i s given by Davis [146] , while a yet more 
recent entry i s tha t of Jones [147] . 

Second, even a t a more t e c h n i c a l l e v e l the topic i s not 
current ly regarded as so complex t h a t i t s study need be deferred 
to graduate school or to the senior undergraduate y e a r s . Many 
c o l l e g e s and u n i v e r s i t i e s (my own included) offer introductory 
courses or course-modules in t he f i e l d , which do not impose 
specia l ized mathematical pre requ i s i t e s beyond the i n i t i a l courses 
common for most technical s tudents . The Mathematical Association 
of America and t h e Educat ional Development Center, typ ica l ly 
with funding from the National Science Foundation, had long-term 
e f f o r t s during t h e 1970s to develop and dissemina te modular 
i n s t ruc t iona l material addressed to undergraduate s t u d e n t s of 
s c i e n c e , t echnology, and e n g i n e e r i n g ; many of these modules 
deal t with aspects of game t heo ry . An extremely i n f l u e n t i a l 
mid-1950s freshman t ex t (Kemeny et al [148]) devoted a chapter 
to l i n e a r programming and t h e theory of games. By the usual 
processes, par t s of these mater ia l s have gradually seeped down 
i n t o t he "enrichment matter" offered by some secondary schools 
to t h e i r more advanced s tudents . Learning has g e n e r a l l y been 

Though in fact i t i s now par t of the curriculum in many leading 
business schools (not necessar i ly as a separate course) . 
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f a c i l i t a t e d by the extra motivation imparted by the in t r igu ing 
nature of the quest ions addressed in game theory. 

I t fo l lows from the l a s t two paragraphs t h a t a c q u i r i n g 
an understanding of game-theoretic concepts and methods should 
npt prove beyond the competence of sui tably educated and motivated 
l icensee personnel. Indeed, some junior s taff members may already 
have received education in the f i e l d . S t a t i s t i c s - t r a i n e d employees 
would already have a good grasp of many of the ideas involved. 
I regard as most remote any necessity of developing as a t r a in ing 
a id , an appl ica t ion-or ien ted monograph l i ke tha t for s t a t i s t i c a l 
methodology [2 ] , but the above material supports the p r a c t i c a l i t y 
of such a step as an unlikely fa l l -back. 

This leads to my t h i r d reason for c l a s s i f y i n g "l icensee 
unders tanding of game- theo re t i c t e c h n i q u e s " as a dismissable 
i s sue . The l i censees a re engaged in an o p e r a t i o n for which, 
as a mat te r of s e t t l e d p o l i c y , the p o s s i b i l i t y of de l ibe ra te 
diversion i s of serious concern (as evidenced by expensive and 
in tens ive precautions) . That i s , they are engaged in an a c t i v i t y 
whose considerations include i n t e l l i g e n t react ion to the poss ib le 
presence of an " a d v e r s a r y . " Since decis ion ana lys is in such 
s i tua t ions i s precisely the subject of game theory, game theory 
i s one of the relevant technical d i sc ip l ines for the operat ion. 
If the NRC concurs, then—to be po l i t e ly hard nosed about i t - -
i t becomes the l i c e n s e e ' s r e spons ib i l i ty to h i r e or t r a i n personnel 
to a s u i t a b l e l e v e l of p r o f i c i e n c y , j u s t as i t would be for 
some relevant branch of nuclear engineering. Note tha t no consider­
able expense i s involved—there i s obviously no need for 24-
hour on-s i te coverage by "the game t h e o r i s t . " And as has been 
indicated above, the necessary exper t i se i s not so rare or arcane 
as to make t h i s requirement a rea l ly burdensome one. 

4.2 Viabi l i tv in Regulatory Sett ings 
Here the term "v i ab i l i t y " has been used as shor t -hand for 

robus tness a g a i n s t accusat ions of v io la t ing the cons t i tu t iona l 
guarantee of procedural due process of law. Thus, the question 
i s whether a game-theoretic model can be of such a nature , and 
i t s use in aiding alarm threshold se t t ing can be of such a mode, 
as not to render t h i s element of the regulatory process "unreason­
able , a rb i t r a ry , or capr ic ious ." Before offering some impressions 
on t h i s point , the wr i te r must acknowledge h i s lack of expert ise 
in the areas of a d m i n i s t r a t i v e law, and r e g u l a t o r y p r a c t i c e , 
plus awareness t ha t even for experts the topic of "due process" 
i s by no means straightforward (cf. [149]). 

I t seems useful to begin, more general ly , with the commissioning 
and use of mathematical models by p u b l i c a g e n c i e s , e s p e c i a l l y 
a t t he Federal l e v e l . This sub jec t was extens ively surveyed 
in the early and mid-1970s; cf. Fromm e t a l [150] and Gass and 
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Sisson [151] . The volume of such a c t i v i t i e s was found to be 
very subs t an t i a l (and spot-checks a t the t ime, by the p resen t 
w r i t e r , indicated i t was probably considerably underestimated) . 
Actual u t i l i z a t i o n of the models was found to be r e l a t i v e l y 
high when model development had been carr ied out organizat ional ly 
close to (or in close contact with) the p o t e n t i a l - u s e r branch 
of the sponsoring agency, but t yp ica l ly much l e s s frequent and 
successful in other cases. Further c r i t i c a l observat ions, focused 
on the qua l i ty of documentation and ve r i f i c a t i on (and corroborated 
for m i l i t a r y - o r i e n t e d models by Brewer and Shubik [152] , a re 
l e s s r e l e v a n t for p resen t purposes . The t i t l e s and sources 
( e . g . , EPA, SEC) of many of these models c lear ly ind ica te the i r 
intended use as ana ly t i ca l aids in regulatory procedures. 

Unfortunately, t he se broad surveys of a decade ago have 
not been repea ted or updated, al though e x c e l l e n t reviews in 
a few narrower areas have been carr ied out ( e . g . , Friedman/OTA 
[ 1 5 3 ] ) . Neve r the l e s s , i t seems safe to conc lude- -g iven the 
continuing general t rends toward "mathematicalization" and "computer­
i z a t i o n " — t h a t mathematical-model e f for t s re la ted to regulatory 
po l i c i e s and p r a c t i c e s remain s u b s t a n t i a l . The pages of t he 
Bel l Journa l of Economics, for example, offer ample testimony 
to t h i s conc lus ion , though they normally do not specify the 
degree and nature of a c t u a l adopt ion of the proposed models . 
Another i l l u s t r a t i o n i s given by the l a rge - sca l e modeling systems— 
more or l e s s descendants of the P ro jec t Independence Energy 
System (PIES)—developed and operated by the Department of Energy; 
cf. for example Gass [154] and Gass e t a l [155], Johnson [157] 
d e s c r i b e s o p e r a t i o n a l a p p l i c a t i o n in f i s h e r i e s r e g u l a t i o n . 
More general ly , i t seems c l ea r t h a t many q u a n t i t a t i v e i s s u e s 
involved in a r e g u l a t o r y judgment - - the e f f ec t on competition 
of a proposed merger, the effect on r eg iona l p o l l u t i o n l e v e l s 
of a proposed change in p rocess ing f u e l s or technology, the 
adequacy of continuing current charges to provide a r easonab le 
r a t e of r e t u r n for a p u b l i c u t i l i t y — i n v o l v e complexities and 
data-volumes that must be receiving formal mathematical t r e a t ­
ment. As noted in [153; pp. 7 - 8 ] , "models—are often the method 
of choice to meet the requirements of l e g i s l a t i o n , " and further 
"in t r a n s l a t i n g l e g i s l a t i v e requirements in to management p r ac t i ce s , 
agencies often recommend procedures t h a t depend on the use of 
models." (Page 186 of [153] sketches a number of water-resource-
re l a t ed model uses by the NRC in support of i t s regulatory a c t i v ­
i t i e s . ) 

This i s not to say, of course, tha t "any old mathematical 
model" should or could prove v i a b l e in a r e g u l a t o r y s e t t i n g . 
Common sense, good professional modeling p r a c t i c e , and the obvious 
s p i r i t of "due process" a l l suggest, for example, tha t a su i t ab le 
model should do the following: 
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a. not contradict r e l i a b l e , relevant data and to the extent 
possible should, in an a p p r o p r i a t e way, be based on 
such data, and consis tent with Steele [158,p.23] 

b. not contradict wel l ­es tab l i shed , high consensus theory 
( i f such e x i s t s ) in the c l e a r l y r e l evan t disc ip l ine 
( e , g , , nuclear physics or economics) and to the extent 
p o s s i b l e should, in an a p p r o p r i a t e way, be based on 
such a theory. 

At ( a ) , in one case where a model dealing in par t with complex 
hydraulic flows in p l a s t i c manufacturing p l a n t s produced flow 
r a t e s departing from those observed by a factor of 10, the court 
(not s u r p r i s i n g l y ! ) r e j e c t e d the chal lenged r e g u l a t i o n [153; 
p . 6 2 ] . I t i s imposs ib le to r e s i s t quoting [157; p. 87] t he 
l i s t of c r i t i c i s m s l eve l ed by n a t u r a l ­ g a s i n d u s t r y e x p e r t s , 
and evidently supported to the sa t i s f ac t ion of the hearing examiner, 
a t the developers of an early econometric model offered by s ta f f 
of the Federal Power Commission: "false sophis t i ca t ion , non­
professional performance, faul ty use of data, incorrec t i d e n t i f i ­
ca t i on of v a r i a b l e s , s t a t i s t i c a l i n e p t i t u d e , and conceptual 
inconsistency." (The examples of Finkelstein [159] are of r e l a t ed 
i n t e r e s t . ) 

But these horror s t o r i e s are qu i t e atypical today; as subsequent 
events showed in the l a t t e r ins tance, the re jec t ion of a par t i cu la r 
model in no way s i g n a l e d r e j e c t i o n of modeling in g e n e r a l . 
To the contrary,­^3 a r e l a t i v e l y narrow s tandard has evolved 
for j ud i c i a l review of models used for agency rulemaking: that 
the cou r t , though conducting a searching and careful inquiry, 
should not s u b s t i t u t e i t s judgment for tha t of the agency; t ha t 
the agency's use of the model should be accorded a "presumption 
of r e g u l a r i t y " ; t h a t the model ' s documentation must provide 
an adequate exp lana t ion of i t ' s being a "ra t ional choice" as 
basis for the regulat ion without the c o u r t ' s then under tak ing 
to determine whether i t was the "best possible approach." [153; 
p . 62] also notes tha t the Federal courts have proved r e l a t i v e l y 
f l e x i b l e in applying t he " reasonab le b a s i s " t e s t to disputed 
regulat ions and have displayed a reluctance to involve themselves 
in evaluating models per se . This exhib i t s sensible recognition 
of the point emphasized by Steele [158; p . 23]^^ t ha t "a reasonable 
approach does not mean ' t h e c o r r e c t ' approach because t h e r e 
i s no way to define in de ta i l ' t h e cor rec t ' (modeling) approach 
toward the solut ion to a spec i f ic regulatory problem." 

^The following passage i s based on [153; pp. 61­62] which gives 
the spec i f ic c i t a t i o n s i nc lud ing some appa ren t ly r e l a t i n g to 
r i56 ] . 
■'̂ T̂o bet te r match the present context, "econometric" was broadened 
to "(modeling)" in the following e x t r a c t . 
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Chapters 6 through 8 of [154] deal specifically with model 
roles and presentation strategies in the context of "procedural 
due process." One piece of advice i s to avoid the "oversell ," 
of attempting to envelop the model in "an aura of v e r i t y . " 
Instead, model documentation and presenta t ion should s t r e s s 
the rat ional i ty and reasonableness both of the en t i r e approach 
and of the major choices made (necessarily on partly subjective 
"best judgment" grounds) at key points in the model-development 
process . A second impl ic i t recommendation ([154], pp. 87-88) 
is t ha t the model should be capable of appropriate part icular-
ization to the specific cases a t hand (e.g. , by sett ing parameters 
to the relevant values) instead, for example, of being irrevocably 
wedded to aggregate average data tha t might be demonstrably 
s ign i f i can t ly inappl icable to the particular instance. (This 
reinforces our s t ress , in Section 3 above, on the poss ib i l i t i es 
for sensit ivity and parametric analysis of game-theoretic models.) 
A th i rd observation ([154], pp. 3 , 74-75) is that the severity 
of the "due process" c r i t e r i o n wi l l na tura l ly depend on the 
salience of model-use in a r r iv ing a t the regulatory decision 
already subs tan t i a l ly determined, to a maximum role in which 
model outputs become the determinate guidelines for dec is ions . 
Here i t i s useful and encouraging to note the variety of regulatory 
instruments and modes avai lable to the NRC (see Section 2.0 
of the main report) in determining how best i t might u t i l i ze 
the game-theoretic approach. 

Some d i s t i n c t i o n s among d i f fe ren t possible functions of 
a mathematical model should be raised here. (They are discussed 
in a game-theoretic context by Wiberg [160] .) A model may simply 
provide a compact representat ion or encoding of some body of 
observations (descr ip t ive func t ion) . I t might be viewed as 
a theory of the phenomena in question, giving intel lectual insight 
into why the observations turned out as they did (explanatory 
function). If the descr ipt ion or theory i s thought to have 
v a l i d i t y extending beyond the observations or data already at 
hand, i t may be employed for the predictive function of forecasting 
the nature of future occurrences of the phenomena, perhaps in 
hypothetical a l t e rna t i ve futures reflecting different possible 
"states of nature," or d i f ferent choices of policy or design 
by one or more decisionmakers, (This p red ic t ive capabi l i ty 
i s the most common motive for applied model-building.) Finally, 
i t may be explici t ly intended to help recommend a "best" policy 
or design (the optimization or normative function, a r i s ing for 
example in linear programming and game theory). These dist inctions 
are useful despite the inev i tab le overlaps among the i r neat -
sounding ca tegor ies ; e . g . , the predic t ive mode would be used 
to generate tentat ive forecasts whose accuracy can be checked 
to evaluate a model's success as an explanatory theory or a 
predictive model (plus an expl ic i t "scoring c r i t e r ion" ) might 
be used in l i eu of formal optimization to decide which is the 
best among a s t ipu la t ed set of a l t e rna t ive decisions—which 
need not, of course, happen to include "the best" one. 
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Although most of the models a l l uded t o in the preceding 
references are of the predic t ive va r i e ty , the comments do encompass 
normative models as wel l . For example, [153] with i t s pos i t ive 
findings on "v iab i l i t y" e x p l i c i t l y includes th i s category ([106], 
p. 155-157) . Examples of an ag r i cu l tu ra l type ( e . g . , pest management 
and pest ic ide-use control) are given by Rovinsky and Shoemaker 
[161] . Energy-related models l ike those ci ted above [154, 155] 
often are (or have major submodels) of the o p t i m i z a t i o n t y p e . 
Some members of the jud ic i a l branch may have acquired a sympathetic 
f ami l i a r i ty with op t imiza t i on concepts from pas t e x p o s i t i o n s 
( e . g . , Nagel with Neef [162 ] , Nagel and Neef [163]) of those 
concepts in the context of app l i cab i l i t y to the legal p roce s s , 
we note t h a t some checks for " r ea sonab lenes s " a v a i l a b l e for 
predic t ive models are no longer so c lear ly applicable to normative 
models, since observations a t va r i ance wi th model ou tpu t s may 
simply r e f l e c t non-optimal behavior, improvement on which may 
have been the very motive for developing the model. 

There seems no special reason to modify the preceding general 
comments about " v i a b i l i t y , " when the focus i s fu r the r narrowed 
t o game-theoretic models. But speci f ic c i t ab l e references have 
proven (for the wr i te r ) hard to come by; lack of a bibl iographic 
survey of rea l ( i . e . , o p e r a t i o n a l and accepted) appl ica t ions 
of game theory i s a serious gap in the l i t e r a t u r e . At the conference 
documented in [164], i t was s ta ted in connect ion with Shapley 
[165] t h a t the courts had showed " in t e l l i gen t sympathetic i n t e r e s t " 
in the use of game-theoretic constructs in judging the fa i rness 
of voting and representat ion schemes, a topic whose mathematical 
analys is was i n i t i a t e d largely within the legal profession i t s e l f 
( e . g . , Banzhaf [166-168] ) , Another regula tory-per t inent area 
of appl icat ion i s to equitable a l locat ion of costs (Lucas [169] ) ; 
here t h e r e i s a t l e a s t one documented operational use (Bi l lera 
et al [170] ) as well as a subs tan t ia l number of po ten t ia l ones 
whose s ta tus i s l e s s c lear—to water management, urban-transportat ion 
s u b s i d i e s , a i r p o r t l and ing f e e s , e t c , — a n d t o a case "which 
has been argued in the U,S, cou r t s , " concerning how to a l loca t e 
taxes for accounting purposes, and involving the U, S, Government 
and the McDonnell Douglas Corpora t ion , These developments, 
however, unlike the models developed by Goldman and Pearl [171-
17 2] in the context of "weights and measures" inspect ions and 
income-tax-return a u d i t i n g , stem from the "coopera t ive game" 
theory r a the r than the "noncoopera t ive" branch most relevant 
for the present study. 

There are two addi t ional poin ts , plausibly assignable e i ther 
to t h i s section or the next, which we choose t o address h e r e . 
Both r e f l e c t t he f ac t t h a t a " s o l u t i o n " t o a game- theore t ic 
model may r e q u i r e a player to adopt a "mixed s t r a t e g y , " i , e , , 
a p robab i l i s t i c mixture of courses of act ion. 

The f i r s t point i s tha t achieving such a mixture obviously 
requires a de l ibera te act of randomization. Might not the outcome 
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of such a " d i c e - t o s s " be held t o be i n t r i n s i c a l l y "arb i t ra ry 
or capr ic ious , " and therefore a f a i l u r e of procedural due process? 
In l i g h t of the previous comments concerning standards of jud ic i a l 
review, th i s does not seem to the wri ter to be a ser ious t h r e a t , 
so long as t h e randomizat ion was carr ied out (as well as the 
very use of randomization) systematical ly derived from a respected 
relevant theory (here, game theory) . A t e l l i n g precedent appears 
to be offered by the "random l o t t e r y " version of the S e l e c t i v e 
Serv ice Draf t , which did not succumb to any l ega l challenge 
of "a rb i t ra ry because random." 

[Apropos t h e phrase " r e spec t ed r e l e v a n t theory" in t h e 
l a s t paragraph, i t should be noted [14, Sec t ion IV] t h a t the 
(d ive r se ) Peer Review Group had no qualms about the relevance 
of game theory to the suggested a p p l i c a t i o n and to p o s s i b l e 
r e l a t e d ones in t h e " sa feguards" c o n t e x t . I t s relevance for 
other types of appl ica t ion, especia l ly some which are p red ic t ive 
rather than normative, might in pa r t i cu l a r cases prove arguable; 
the p o s s i b i l i t i e s for controversy are i l l u s t r a t e d by two recent 
l i v e l y - - b u t , the wri ter f ee l s , minority view—papers by Kadane 
and Larkey [173, 174] .] 

The second p o i n t , more hypothet ical in a way, stems from 
the nature of the optimal mixed s t ra tegy calculated in an i l l u s t r a ­
t ive numerical e x e r c i s e of the model proposed to the NRC in 
[7] . One "component" of tha t mixture [7; p . 40] to be employed 
with probabi l i ty 0 . 0 5 8 - - i . e . , on the average , in about 1 out 
of every 17 inventory per iods—cal ls for se t t ing the alarm threshold 
a t a s l igh t ly negative level so the "maybe a diversion 1" signal 
could sound even when the ID ca lcula t ion indicated a ( suf f ic ien t ly 
small) excess of nuc lear m a t e r i a l a t hand. The Peer Review 
Group [14, pp. 20-22] was suspicious of t h i s r e s u l t , which might 
r e f l e c t an inappropriateness in the model or an er ror in obtaining 
i t s s o l u t i o n , and which admits a quick (though i n t e l l e c t u a l l y 
unsat isfactory) "fix" by denying negative l eve l s to the s t ra tegy 
space of the t h r e s h o l d - s e t t i n g p layer . But if, a f ter careful 
considerat ion and ana lys i s , such an apparently coun te r - in tu i t i ve 
solu t ion-component remained, would t h a t in i t s e l f run afoul 
of the "unreasonable, a r b i t r a r y , or capricious" c r i t e r i on? 

With some t r ep ida t ion , the wr i ter suggests t h a t t h i s would 
probably not prove t r u e . An act ion t h a t would be unreasonable 
if taken i n v a r i a b l y ( e , g , , every inventory per iod) , may qui te 
r a t i o n a l l y be taken with some low frequency for purposes of 
d e t e r r e n c e or decept ion. For example, scarce police resources 
may be assigned to occasional ext ra random pa t ro l , through low-
crime neighborhoods, as t h e bes t means of keeping them "low-
crime" and optimizing overal l p r o t e c t i o n . I l l u s t r a t i o n s from 
poker ( the need for in f requen t but p e r s i s t e n t "b lu f f i ng" on 
some weak hands, and "folding" on some stronger ones) a re pa r t 
of common folk-wisdom as well as ve r i f i ed consequences of game-
theo re t i c analyses . Such arguments, i t i s suggested, are l i k e l y 
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to reverse an i n i t i a l impression of absurdity for negative alarm 
thresholds (as l imi ted-probab i l i ty components of an optimal 
"mix") assuming, of course, that the underlying model otherwise 
appeared reasonably-based. The equ i t ab i l i t y of how the costs 
associated with such a policy are allocated might perhaps come 
under judicial scrutiny. But that i s a different question. 

4.3 Possible Difficulties with Mixed Strategies 
At the end of the preceding section, we addressed two possible 

threats to the acceptability of a mixed-strategy solution produced 
by a game-theoretic model: that the randomization aspect of 
a mixed strategy might be held "arbitrary and capricious," and 
that objections might ar ise if the optimal mix contained—with 
some small but positive probability that could conceivably lead 
to i t s activation—a rather coun te r - in tu i t i ve pure s t r a t egy . 
Reasons were given for expecting such threats to be surmountable 
without undue diff iculty. 

There i s , however, a further class of possible di f f icul t ies 
associated with mixed s t r a t e g i e s . Recall the source of such 
a s t r a t e g y ' s advantage: tha t the opponent, when if in touch 
with a well-entrenched "mole," cannot exploit advance knowledge 
of your course of action (pure s trategy) because that course 
is not actually determined until the random "device" impl ic i t 
in the mixed strategy is exercised to choose (with the appropriate 
r e l a t i v e odds) among the menu of pure s t r a t e g i e s involved. 
The other side of the coin, of course, is that you cannot benefit, 
either, from such advance knowledge. 

Most of us presumably value, though to different degrees, 
order and predictabili ty in the important par t s of our l i v e s . 
I t i s p laus ib le tha t f a c i l i t y operators and managers, because 
both of occupational t r a i t s and of the personal a t t r ibutes leading 
to their senior s tatus, are especially likely to set high store 
on c o n t r o l l a b i l i t y and p r e d i c t a b i l i t y of the operat ions for 
which they are professional ly responsible. For such persons, 
a "wait until the dice are ro l led to determine the response" 
dictum might be a particularly galling aggrevation of the normal 
uncertainty inherent at the s tar t of an ID determination. 

These possible psychic costs have a more tangible counterpart. 
Each possible response (except the "all clear-do nothing" one) 
presumably involves a nontrivial sequence of ac t i v i i t i e s , where 
timely and e f f ic ien t execution upon demand may well requi re 
prior development of plans, instruction se ts , stocking of particular 
equipment at particular points, practice d r i l l s , and the l i k e . 
Attaining and maintaining a "ready state" of preparedness for 
each of a number of responses (those pure s trategies which enter 
the optimal mixed strategy with positive or "sufficiently positive" 
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probab i l i ty -we igh t s ) , a l l perhaps associated with the very same 
range of ID-values, wi l l in general be d i s t i n c t l y more expensive 
and s t renuous than s tanding semper para tus for only a s ingle 
course of a c t i o n , (The opt imal mixed s t r a t e g y given for an 
i l l u s t r a t i v e case in [7; p , 40] c o n t a i n s 11 pure s t r a t e g i e s , 
8 of them with probabil i ty-weights exceeding 0,05,) 

The s e v e r i t y of t h i s e f f ec t cannot be es t imated without 
a more concre te unders tanding of the v a r i o u s r e sponses , and 
of t h e i r a s s o c i a t e d p r e p a r a t i o n s t eps and c o s t s . But if i t 
were so severe as t o r e q u i r e a l l e v i a t i o n , how might t h i s be 
done? 

The most simple (and s impl i s t ic ) approach would be to eschew 
the use of mixed s t r a t e g i e s , confining the "al lowable" cho ices 
to t he c l a s s of pure s t r a t e g i e s . How much of a sac r i f i ce in 
"protect ion" might t h i s l i m i t a t i o n i n v o l v e , in p a r t i c u l a r for 
a p layer r e p r e s e n t i n g NRC-like i n t e r e s t s in the kind of a n t i -
d ive r s ion con tex t mot iva t ing t h i s s tudy? In the absence of 
a s p e c i f i c v a l i d a t e d model, only crude and t e n t a t i v e answers 
to such a question can be attempted. Such a t tempts , desc r ibed 
in the next few paragraphs of fer c o n f l i c t i n g evidence but on 
balance indicate that the s ac r i f i ce may well prove a c c e p t a b l e . 
In case i t does n o t , we w i l l then go on t o sketch some more 
sophis t ica ted approaches. 

Our i n i t i a l rough-and-ready analysis of the "pure s t r a t e g i e s 
only" approach involves a zero sum two-player game, i . e . a matrix 
game, in which the "NRC player" i s the row-choosing player 1 . 
Such a game i s described by some m-by-n payoff matrix A, whose 
entry a ( i , j ) represents the payoff to p l aye r 1 if t h a t p layer 
chooses t he course of ac t i on represented by row i , while the 
opponent chooses the pure s t r a t e g y symbolized by column j . 
Adding a constant to every entry of A does not change the s t r a t e g i c 
ana lys i s of the game, and so without loss of general i ty we wi l l 
l i m i t a t t e n t i o n to the case in which a l l a ( i , j ) are pos i t i ve . 
If mixed s t r a t e g i e s are permitted, then from player I ' s viewpoint 
t h e game can be solved by solving the l i nea r program (3.1-3.3) 
given in Section 3 . 1 ; the resu l t ing optimal value, the "game-value" 
in the sense defined in Section 2 .4 , wil l be denoted VQP .̂ and 
i s t he grea tes t (expected) payoff of which player 1 can Assure 
himself. On the other hand, if player 1 can only use pure s t r a t e ­
g ies , then his choice of any pa r t i cu la r row i could r e s u l t in 
h i s receiving tha t row's smallest entry as payoff, symbolically 
the q u a n t i t y minj { a ( i , j ) } , and so t he bes t payoff of which 
he can assure himself i s obta ined by choosing i t o make t h a t 
q u a n t i t y as l a r g e as p o s s i b l e , i . e . to ach ieve a t l e a s t the 
payoff : 

^pure = niaxi (minj { a ( i , j ) } } . (4.1) 
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The r a t i o : 

^ = (^opt ­ Vpure) / Vopt^ (4.2) 
which i s bounded above by 1 and i s posi t ive unless the or ig ina l 
game happened to have a pure­s t ra tegy solution (in which case 
R = 0), i s then a reasonable normalized index of p layer I ' s 
sac r i f i ce in protect ion by confining himself to pure s t r a t e g i e s . 

A computer program was written^^ to carry out a Monte Carlo 
study of the magnitude of R. The e n t r i e s of payoff matr ix A 
were chosen independently and a t random from the in terval [ 0 , 1 ] . 
Speci f ica l ly , a small scale study generated 400 5x5 payoff matr ices , 
determined VQ^^. for each by solving the associated l inea r program, 
then determined Vp^pg and R from equations (4.1) and (4.2) respect ­
ively. The r e su l t ing mean value of R was approximately 1/3 , 
i . e . on the average the r e s t r i c t i o n to pure s t r a t e g i e s "cost" 
player 1 roughly one­ thi rd of the "protect ion­value" level avai lable 
when mixed s t r a t e g i e s were p e r m i t t e d . In roughly 1/5 of the 
cases, half or more of the mixed­strategy va lue was l o s t when 
only pure s t r a t eg i e s were allowed. 

These r e s u l t s appear qui te discouraging for the adv i sab i l i t y 
of the "pure s t r a t e g i e s only" approach. Moreover, t h e r e i s 
some reason to conjecture tha t the r e s u l t s would be s ign i f i can t ly 
worse if the random payoff m a t r i c e s of the above Monte Carlo 
experiment were replaced by matrices more spec i f i ca l ly representa t ive 
of our a n t i ­ d i v e r s i o n s i t u a t i o n . The c r i t i c a l point i s t ha t 
R i s small for games in which p layer 1 could make h i s choice 
known in advance ("and do your worst, you v i l l a i n ! " ) a t r e l a t i ve ly 
l i t t l e c o s t , i . e . in which p laye r 2 would not be m a t e r i a l l y 
a s s i s t e d by advance information about player I ' s chosen course 
of act ion. But our s i tua t ion appears to l i e at j u s t the opposite 
extreme: expert opinion indicates^^ tha t accurate in te l l igence 
i s regarded as "pivotal" (deLeon e t a l , [176; p. xi i ] ) and uncertain­
ty about the s e c u r i t y systems i s "abhor ren t " (Jenkins [177; 
p . 7]) for adversar ies , so that [176] "the de l i be r a t e c r e a t i o n 
of u n c e r t a i n t y " would appear to present the grea tes t obstacle 
to poten t ia l adversar ies in planning and executing the i r a c t s . " 

A more care fu l conceptual a n a l y s i s , however, r e v e a l s a 
flaw in the preceding reasoning and leads to a more encouraging 
prognosis. To explain the flaw, i t i s useful for concreteness 

■̂ Î am grateful to my student E.S. Won for performing t h i s 
t a sk . . , 

■•■"Though the language of the following c i t a t i o n s and t h e i r 
contexts could be narrowly construed as re fer r ing only to physical 
secur i ty , I believe a broader i n t e rp re ta t ion accurately r e f l ec t s 
the w r i t e r s ' view; cf. the ci ted need (Bass e t a l , [175, p . 15] 
for more than a "cas t l e and moats" concept of "secur i ty . " 
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to turn to the simple but prototype scenario sketched in NURBG-
0290 [5; p . 18] and in [6] : 

Move 1: Diverter removes x grams of SNM. 
Move 2: I nven to ry - t ak ing l eads to a f igure of u grams of 

SNM as unaccounted for . 
Move 3 : Defender, knowing u, chooses one of the ava i lab le 

courses of ac t ion . 
The preceding paragraph t r e a t e d Move 3 ' s "course of ac t ion" 
as a (pure) "s t ra tegy" for the Defender (p layer 1) , and noted 
accurately tha t advance knowledge of t h i s choice would be advanta­
geous to the Diverter (player 2) . But in fact the above scenario 
d e s c r i b e s a game in e x t e n s i v e form as defined in Section 2.5 
(Move 1 "belongs" to the Diverter , Move 2 to the "chance player" 
who g e n e r a t e s t h e random measurement / recording e r r o r in t h e 
reported ID-figure, and Move 3 belongs to the Defender). Thus 
a " s t r a t egy" for the Defender should be defined, as in Section 
2 .5 , as a "complete contingency plan"—not as a spec i f ic course 
of action or response, but rather as a response ru le (or decision 
ru le ) which s p e c i f i e s , as a function of the observed ID-value 
u, what act ion wi l l be taken. Note that u might p l a u s i b l y be 
(and i g , in t he e x i s t i n g models) taken to be the sum of the 
measurement e r ro r and t h e d i v e r s i o n amount: u = e + x. If 
the measurement p rocess i s r a t h e r imprecise ( e . g . , if e has 
l a r g e v a r i a n c e , then even if the Diverter knew the Defender's 
response rule ( i . e . s t r a t egy ) , he could not confidently p red ic t 
the Defender ' s ac tua l response to any speci f ic d ivers ion- level 
X, because tha t response would depend on u = e + x which would 
be only poorly p r e d i c t a b l e from x. Thus t h e imprecis ion of 
the measurement process, a drawback to the qua l i ty -con t ro l aspects 
of safeguards a c t i v i t y , i r on i ca l l y offers some comfort to the 
Defender in ten t on using a pure s t r a t egy : i t creates uncertainty 
for the Diver te r even if the l a t t e r learns in advance of the 
former 's s t r a tegy . For c l a r i t y , we emphasize t h a t what would 
be " lea rned" i s the Defender's response ru l e , not the specif ic 
response to be made, which depends on the random e r ro r e and 
so i s not determined in advance.^' 

To what extend can t h e "pure s t r a t e g i e s for the Defender 
might not be so bad" agrument of the l a s t paragraph overcome 
the " r e s t r i c t i o n t o pure s t r a t e g i e s looks bad" arguments t h a t 
preceded i t ? To the w r i t e r ' s s u r p r i s e , the answer appears rather 
promising for a r e s t r i c t i o n to pure s t r a t e g i e s . In the context 
of the simple scenario given above, the argument runs as follows: 

•̂  In a more elaborate model, the Diverter might find i t advan­
tageous t o learn or infer the Defender ' s response as soon a s 
t h a t response i s determinable, i . e af ter the ID-determination, 
But that goes beyond any of the c i ted models. 
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Let F denote the p r o b a b i l i t y d i s t r i bu t i on of the random-error 
component, e, of the ID-quantity u. To avoid technical complications 
assume for the moment t h a t the p o s s i b l e d i v e r s i o n amounts x 
a r e l i m i t e d to a f i n i t e se t , whose i - t h member i s denoted Xf. 
I t i s reasonable to assume that F is "atomless" or "abso lu te ly 
continuous", i . e . tha t i s a t t r i b u t e s zero probabi l i ty to exactly 
a t t a in ing any par t icu la r numerical value for e. (In the c i t e d 
models, for example, F i s generally taken to be the normal (Gaussian) 
d i s t r i bu t i on typica l ly used t o r e p r e s e n t measurement e r r o r s . ) 
Thus, if the Diver te r chooses value Xĵ  for x, the probabi l i ty 
d i s t r ibu t ion of the ID u = e + Xĵ  wi l l be a simple " t rans la t ion 
by Xĵ " of F, say F^, which w i l l again be a tomles s . F ina l ly , 
s t i l l for technical s impl ic i ty , assume that the set of possible 
response rules ava i lab le to the Defender i s f i n i t e . These circum­
stances sat isfy the conditions of an old (1951) theorem by Dvoretsky 
e t a l [178; Sec t ion 9 ] , which a s su re s t h a t the Defender—but 
not, in general , the Diverter—will have an optimal "nonrandomized" 
( i . e . , pure) s t r a t egy . I n t u i t i v e l y , the point of the "atomless" 
assumption i s t h a t knowing Xĵ  does not permit the Diverter to 
s ingle out any s ingle value or f i n i t e set of v a l u e s of the ID 
quanti ty u = e + x̂  as pa r t i cu l a r l y l i ke ly , and therefore l i m i t s 
the Diver te r ' s a b i l i t y to predict the Defender ' s response (to 
u) even given knowledge of the l a t t e r ' s response ^:ule. (Our 
"u" i s the "x" of [178] .) 

As j u s t i n d i c a t e d , the "a tomless" assumption i s c r i t i c a l 
to the above argument. The simplifying assumptions of f i n i t e 
se t s of diversion l eve l s and of response ru les for the Defender 
t u r n out to be l e s s c r i t i c a l ; with a l i t t l e care (see [178; 
Section 4] , and the recent papers of Radner and Rosenthal [179] 
and of Aumann e t a l [180] ex tending t h i s l i n e of r e sea rch ) , 
i t appears that they can be r e l axed a t the cost of weakening 
an "optimal pure s t ra tegy" conclusion to one of "approximately-
optimal pure s t ra tegy" to any desired degree of approximat ion . 
Although the c i t e d r e s u l t s do not seem to apply exp l i c i t l y to 
more complicated scenarios for the "ID-alarm" problem, the wr i te r 
f inds i t l i k e l y t h a t they can be extended so as to apply in 
many cases. The "bottom l i n e " consequence i s tha t in the context 
of a f u t u r e e f f o r t to develop an o p e r a t i o n a l game- theore t i c 
model for th i s problem area, there are good grounds for believing 
tha t the design goal and c r i t e r i o n 

o the model should admit optimal or near-optimal pur^ s t r a t e g i e s 
for the Defender 

i s s a t i s f i a b l e (rather than merely d e s i r a b l e ) . and therefore 
reasonably adoptable as an i n i t i a l guideline. (The weasel word 
" i n i t i a l " corresponds to the "in many cases" a few l ines ear l ier . ) 
As relevant evidence, we note that [5, 6, 9] report pure-strategy 
s o l u t i o n s for the Defender, An apparent exception, mentioned 
e a r l i e r , i s the "highly mixed" optimal Defender strategy of 
[7, p. 4 0 ] , But a s noted in [14; pp. 21-22, p, 3 8 ] , the Peer 
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Review Group was s u s p i c i o u s of the t e c h n i c a l a n a l y s i s l ead ing 
t o t h a t pu rpor t ed s o l u t i o n , and i n t h e p r e s e n t c o n t e x t i t i s 
e s p e c i a l l y p e r t i n e n t t o n o t e t h a t t h e s u s p e c t e d f law lay in 
t r e a t i n g the Defender ' s s t r a t e g y (in p a r t ) a s a response r a t h e r 
than a response r u l e . 

If the de s i r ed s c e n a r i o for an o p e r a t i o n a l model does t u r n 
out to d i f f e r from the simple one above in ways t h a t f r u s t r a t e 
t h e hope e x p r e s s e d i n t h e l a s t p a r a g r a p h , one migh t seek t o 
l i m i t t h e number of d i s t i n c t p u r e s t r a t e g i e s p r e s e n t in t h e 
recommended mixed s t r a t e g y . T h i s can be done , for example, 
by modifying the l i n e a r program (3 .1 -3 .3 ) given in Sect ion 3 . 1 . 
Note t h a t "xj^", u n l i k e i t s usage a few p a r a g r a p h s ago, w i l l 
now s tand for the p r o b a b i l i t y - w e i g h t a s s i g n e d by a p l a y e r t o 
h i s i - t h p u r e s t r a t e g y . These cont inuous v a r i a b l e s x j , . . . X m , 
p lu s the v a r i a b l e v must now be supplemented by d i s c r e t e v a r i a b l e s , 
say q i f . . . f q in f with the des i r ed i n t e r p r e t a t i o n t h a t 

q i = 1 if Xi > 0, q i = 0 if Xi = 0 (4.3) 

so t h a t q i + q2 + . . . + qm counts t h e number of pure s t r a t e g i e s 
p r e s e n t i n t h e mixed s t r a t e g y r e p r e s e n t e d by x j , . . . ,Xiii) . If 
t h i s number i s t o be a t most (say) L, t hen we a d j o i n t o t h e 
l i n e a r program the a d d i t i o n a l l i n e a r c o n s t r a i n t 

*3l + ^2 + • • • " ' ' <3m -̂^ L. (4.4) 

To enforce ( 4 . 3 ) , we a l s o impose the cond i t i ons 

Xi < q i ( a l l i) , (4.5) 
0 < q i < 1 ( a l l i ) , and (4.6) 
q i i s an i n t e g e r ( a l l i) . (4.7) 

The new o p t i m i z a t i o n problem i n v o l v e s t h e m a x i m i z a t i o n ( 3 . 3 ) 
s u b j e c t t o c o n s t r a i n t s ( 3 . 1 ) , ( 3 . 2 ) , ( 4 . 4 ) , ( 4 , 5 ) , ( 4 . 6 ) — s o 
f a r , s t i l l a l i n e a r program:—and f i n a l l y ( 4 . 7 ) , which p u t s t h e 
problem i n t o t h e c l a s s of (mixed) i n t ege r l i n e a r programs ("mixed" 
b e c a u s e bo th c o n t i n u o u s and i n t e g e r v a r i a b l e s a r e p r e s e n t ) . 
F i n i t e s o l u t i o n methods fo r such p rob lems (and imp lemen t ing 
computer codes) e x i s t , but in genera l a r e d i s t i n c t l y more l a b o r i o u s 
t h a n fo r o r d i n a r y l i n e a r p r o g r a m s . The s p e c i a l way in which 
t h e d i s c r e t e v a r i a b l e s qj f i g u r e in t h e c o n s t r a i n t s can probably 
be e x p l o i t e d t o y i e l d a s o l u t i o n a lgor i thm (perhaps of " l ag rang ian" 
t y p e ) more e f f i c i e n t t h a n t h o s e fo r t h e g e n e r a l run of such 
problems, (One s t a p l e r e f e r ence on i n t e g e r programs and t h e i r 
s o l u t i o n i s t h e t e x t by Garf inkel and Nemhauser [181] with i t s 
r a t h e r unorthodox d e d i c a t i o n ("To t h e k n i c k s " ) ; an u p d a t e by 
Nemhauser and L. Wolsey i s for thcoming. ) 

Severa l v a r i a t i o n s on the l a s t modeling theme a r e r e a d i l y 
p o s s i b l e . For example, one might not make s u b s t a n t i a l p r e p a r a t i o n s 
for t h e i - t h c o u r s e of a c t i o n u n l e s s i t s p r o b a b i l i t y - w e i g h t 
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in the mixed s t r a t e g y exceeded some threshold- level t i . This 
can be handled simply by replacing (4.6) with 

Xi - t i i qi ( a l l i) . (4.6) 
Or, instead of placing an a p r io r i l imi t on the allowed number 
of pure s t r a t e g i e s , one might want to l e t the optimization process 
balance the costs of t he i r use (say, Ci for the i - t h pure s trategy) 
against the benefi ts in achieving the game's o b j e c t i v e ve r sus 
the opponent. This can be represented by dropping (4.4) , but 
replacing the simple object ive (3,3) with 

maximize v - (ĉ q^^ + C2q2 + . . . + Cmqm) • (4.8) 
Unfor tunate ly , t hese l i n e a r in teger -p rogram models f a i l 

to cap ture an important aspec t of the s i t u a t i o n . Consider, 
for example, the term ĉ ^qi + C2q2 which i s subtracted from v 
in equat ion ( 4 . 8 ) . I t i n d i c a t e s a cost of c^ if the chosen 
mixed s t r a t e g y "uses" pure s t r a t e g y 1 but not pure s t r a t e g y 
2 ( i . e . , q^ = 1 and qo = 0 ) , a cost of co if the mixed s t ra tegy 
uses pure s t r a t e g y 2 iDut not pure s t r a t e g y 1, and a cost of 
Ci + C2̂  if pure s t r a t e g i e s 1 and 2 are both used. But if pure 
s t r a t eg ie s 1 and 2 are both present in the chosen mixed s t r a t egy , 
t h e co r r ec t a s s o c i a t e d cost might be e i t h e r d i s t i n c t l y l e s s 
than Cj + C2 ( e . g . , if the advance p lanning and p repara t ion 
for the two pure s t r a t e g i e s have s igni f icant overlap or economies 
of j o i n t per formance) , or d i s t i n c t l y more ( e , g , , if the two 
se t s of preparation are such as to in te r fe re or to compete fo r 
scarce r e s o u r c e s ) . Thus t h e i n d i c a t e d terms in (4.8) should 
rea l ly be replaced by c^q^ + C2q2 - Ci2qiq2/ where the " in te rac t ion 
coeff ic ient" 0^2 has the appropriate sign. Note tha t the c ross-
product term qiq2 makes t h e op t imiza t ion problem n o n l i n e a r ; 
s t i l l higher-order non l inea r i t i e s wi l l a r i s e , analogously, from 
considering combinations of three or more pure s t r a t e g i e s . 

Nonlinear integer programs can be t rea ted by i n c r e a s i n g l y 
ingenious and e f f i c i en t " l inea r i za t ion" techniques (e .g . Glover 
and Wolsey [182], Glover [183]) or by d i r ec t algorthmic approaches 
(cf. the survey by Cooper [184]; i t s r e s t r i c t i o n to "pure in teger" 
rather than "mixed" problems i s not too important for our purposes). 
These t r e a t m e n t s do, of course , involve greater computational 
effort than for the corresponding l i n e a r c a s e s . What i s more 
ch i l l ing i s the prospect of having to determine su i t ab le in te rac t ion 
coeff ic ients , l ike 0^2 above, for each of the numerous relevant 
combinations of mixed s t r a t e g i e s . These considerat ions sugges t 
re ta in ing both the expanded maxim and (4,8) augmented by su i t ab le 
nonlinear terms, and the l imi t a t ion (4,4) with L chosen to keep 
the number of non l inea r i t i e s within acceptable l i m i t s for purposes 
of cost-est imation and computation. The trade-off issue between 
the two terms of the augmented (4,8) i s l i ke ly to prove acute , 
because se t s of pure s t r a t e g i e s t h a t admit s u b s t a n t i a l j o i n t 
preparat ion are by tha t very token prone to lack the "divers i ty 
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of response" tha t provides good protection against the varied 
options of the opponent. 

Although the issues introduced in t h i s Sect ion ' s fourth 
paragraph and treated in the Section's b o ^ appear s ign i f i can t 
for applied game-theoretic modeling in general the writer cannot 
reca l l seeing discussions of them in the previous technical 
l i t e r a tu re . 

55 



5.0 THE PLATERS 

In t h i s section we begin a more focussed discussion, of 
the development of a game-theoretic model for the particular 
class of situations motivating this study. The reader i s reminded 
that our study's objective is not the ambitious one of actually 
developing such a model, but rather an analys is of the issues 
bearing on the f e a s i b i l i t y and preferable directions of such 
a research effort. 

The i n i t i a l decision in creating a suitable model i s , as 
indicated in Section, 2 , 1 , an i den t i f i c a t i on of the number, 
ident i t ies , and relations of the players in the "game," Possible 
p a r t i c i p a n t s , with language sometimes chosen to "personify" 
groups as if they were individuals, include 

- one or more potential "diverters" or their agents 
- t he NRC 
- the faci l i ty operator 
- one or more public-interest group 

Several comments about t h i s l i s t are in order . F i r s t . 
the reviews in Sections 2 and 3 show that games with three or 
more players offer considerable diff iculty, both theoretically 
(as regards assurance of a conceptually compelling unique "solution") 
and computationally (bearing in mind that sensi t ivi ty analysis 
will require solution of the model for a number of sets of parameter-
values, not jus t one) , Thus there are strong p rac t i ca l and 
in te l l ec tua l reasons for paring the above l i s t down to j u s t 
two p layers - - i f , of course, that can be accomplished without 
d i s to r t i ng r e a l i t y in a way v i t i a t i n g the usefulness of the 
model. This incentive for parsimony will color a l l that follows. 
I t i s relevant to observe that the proposed models encountered 
so far by the writer (e.g, [5-13], and also Avenhaus-'-^ [186-189], 
Bierlein [190-191]) are a l l in fact l imited to two p layers ; 
the sole exception is Bierlein [192] , which has a somewhat different 
viewpoint to be reviewed l a t e r . The same r e s t r i c t i o n (to 2 
players) prevails in the substantial body of work (e.g, Dresher 
[193], Anscombe et al [194], Aumann et al [195]) performed during 
the 1960's on game-theoretical analyses of inspection problems 
arising from possible arms-control agreements, a natural consequence 
of the essentially bipolar nature of the international s t ra tegic-
weapons power balance then exist ing. 

Second, even though public-interest groups (1) might well 
play a ro le in discussing the appropriateness of current or 
proposed regulatory decision-aids such as a game-theory model 
in the setting of alarm thresholds, and (b) might become involved 

I appreciate Prof, Avenhaus making available a pre-publ ication 
of his transparencies for the 1984 paper [189], 
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post hoc in commenting on p a r t i c u l a r outcomes of such s t eps , 
i t i s n e v e r t h e l e s s hard (for the w r i t e r ) t o envisage a role 
for them as separate "players" in the context of the model i t s e l f . 
Assuming a su i t ab le payoff function for the NRC player—an assumption 
which in a sense begs the quest ion—it seems reasonable to regard 
tha t p l aye r ' s ro le as incorporating the relevant pub l i c - in t e r e s t 
concern. 

Thirds we consider the need for a separate " f a c i l i t y operator" 
p layer . In the models proposed in the context of IAEA operat ions , 
e,g, those in the c i ted papers of Avenhaus [8-11, 186-189] and 
Bier le in [12, 190-192] , the operator i s e x p l i c i t l y or impl ic i t ly 
iden t i f i ed with the Diverter , Apart from innuendos [196] concerning 
I s r a e l ' s acquis i t ion of cer ta in SNM a number of years ago, the 
wri ter knows of no suggestions that such an i den t i f i c a t i on would 
be appropriate for the i n s t a l l a t i o n s under the NRC's r e s p o n s i b i l i t y . 
I t has been observed [175, p . 18] that some post-divers ion scenarios 
might provide "cover-up" i n c e n t i v e s for the operator to have 
common i n t e r e s t with the Diverter , and also (Willrich and Taylor, 
[197; p . 116-7]) t ha t management might l i k e "to have some clandest ine 
mater ial on hand simply as a convenient way to remove m a t e r i a l 
accountancy anomalies as they a r i s e - - a n easy way to balance 
the books." But given the purposes and p r i o r i t i e s of developing 
a game- theore t i c model the NRC's ID-analysis problem, i t seems 
on balance (despite the c o n s i d e r a t i o n s j u s t noted) t h a t such 
a development e f f o r t can properly t r e a t the f a c i l i t y operator 
as belonging in the "ant i -d ivers ion" camp. 

This does not mean, however, t h a t the f a c i l i t y operator 
should be regarded as the e s s e n t i a l persona of the Defender. 
The injur ious p o t e n t i a l i t i e s of a successful diversion or d ivers ion-
hoax can extend far beyond the f a c i l i t y concerned, or even the 
relevant indus t ry . Fur thermore, these e x t e n s i o n s a re by not 
means of "second-order" importance r e l a t i v e to those ef fec ts 
local to the f a c i l i t y and i t s management. Thus the s o c i e t a l 
i n t e r e s t s being p r o t e c t e d go s u b s t a n t i a l l y beyond what would 
na tura l ly f igure most prominently in an ope ra to r ' s payoff function. 
On the o ther hand, because the opera to r ' s expenses for alarm-
induced a c t i v i t i e s and process i n t e r r u p t i o n s w i l l presumably, 
for the most p a r t , be passed along to the public in one form 
or another (pr ices , t axes ) , i t i s p laus ible to incorporate those 
expenses in to the payoff function of the "NRC cum public" player 
already described. This i s not en t i r e ly sa t i s fy ing : for example, 
a c t u a l or p o t e n t i a l u n r e l i a b i l i t y in meeting supply schedules 
involves f a c i l i t y d i s u t i l i t i e s that may be d i f f i c u l t to quantify 
in terms commensurate with other contr ibut ions to the composite 
p l a y e r ' s payoff func t ion (cf. the remarks of Edlow in [198; 
p . 92 ] . ) But such modeling tradeoffs between de ta i led realism 
and t r a c t a b i l i t y a re r a r e l y e n t i r e l y s a t i s f a c t o r y ; under the 
p r e s e n t i n s t i t u t i o n a l arrangement, the indicated t rade-off does 
seem advisable a t l e a s t as the i n i t i a l modeling s t r a t egy . 
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5.1 More Than Two? 
Our discussion so far as led to recommending use of a sinaLe 

Defender p l a y e r , i d e n t i f i a b l e mainly with the NRC, but wi th 
a payoff function tha t also does j u s t i c e to the leg i t imate concerns 
of the f a c i l i t y o p e r a t o r . The next pa r t of t h a t d i s cus s ion 
w i l l concern the analogous i s sue of aggregat ion for d iver ter 
groups. 

For r eade r s who can e n t e r t a i n only with impat ience the 
no t ion of any d i v e r t e r ' s presence as a s e r i o u s p o s s i b i l i t y , 
considering the presence of several such groups must seem downright 
f a r c i c a l , A p a r t i a l rejoinder i s that whatever pa r t i cu la r fea tures 
(na tu re of m a t e r i a l , v u l n e r a b i l i t y to penetrat ion) might make 
a f a c i l i t y or MBA an especia l ly a t t r a c t i v e t a rge t to one d iver ter 
group, could prove ent icing to other groups as wel l . 

Suppose for the moment tha t two such groups were "co-present" 
a t a f a c i l i t y . If the i r e f for ts are col laborat ive or support ive, 
then for a game-theoretic model tha t can probably be aggregated 
i n t o a s i n g l e p l a y e r . If t h e i r e f f o r t s in e f f e c t i n t e r f e r e 
( e ,g , , the i r diversions t r igger an alarm threshold t h a t e i t h e r 
one alone would have dr ibbled under) , then i t i s conservative 
from the Defender's viewpoint to proceed with the a n a l y s i s as 
if only one of the two were a t hand. While these rather s imp l i s t i c 
arguments should be rep laced by a more ca re fu l t r ea tment (to 
which [25-26] might c o n t r i b u t e useful t h e o r y ) , they indicate 
in a rough way that for modeling purposes i t i s l i ke ly superfluous 
to postula te more than one "diver ter at a s ingle s i t e . 

The s i tua t ion for a m u l t i - s i t e model seems more problematical . 
If such a s i t u a t i o n could simply be t r e a t e d as a co l l ec t i on 
of independent s i n g l e - s i t e games, no pa r t i cu l a r d i f f i cu l ty would 
a r i s e . But t h e r e a re two o b s t a c l e s to such a decomposition. 
One i s that the Defender's react ions may be system-wide r a t h e r 
than l o c a l — e . g . , the response to an actual or perceived diver t ion 
attempt at one s i t e might not be confined to t h a t s i t e . The 
other reason i s tha t s t r i c t l y speaking, diversion-seeking groups 
at different s i t e s should be regarded as belonging to the same 
player only if they would pool t he i r booty. I t would be po in t l ess 
for the wri ter to speculate on the r e l i a b i l i t y of possible i n t e l ­
l igence on "who would pool with whom," and on whether tha t i n t e l ­
l i gence would suggest t h a t r igo rous a p p l i c a t i o n of the l a s t 
sentence 's c r i t e r i o n would y i e l d j u s t one D i v e r t e r , or more; 
t h e range of p o t e n t i a l a d v e r s a r i e s l i s t e d in [175] seems too 
diverse to permit an easy " just one" conc lus ion . I t would of 
course be conservative for the Defender to regard h is adversar ies 
as a l l working together against him—and the resu l t ing two-player 
format provides a natural s t a r t for model development—but the 
issue i s one tha t should be flagged for further analysis ( e . g . , 
to quantify the "conservat ism" in some rough way, e s p e c i a l l y 
in the l i g h t of a "threshold quant i ty" concept) when an operational 
m u l t i - s i t e model i s attempted. 
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5*2 Less Than Two? 
Our i n i t i a l l i s t of p o s s i b l e players has now dwindled to 

a single Defender and (at l e a s t for a s i n g l e ­ s i t e model) a single 
D i v e r t e r , There i s no question about the Defender's inclusion 
in the prospective game­theoretic model, e s p e c i a l l y s ince the 
model i s aimed a t a s s i s t i n g "him." And s ince the t h rea t of 
the Diverter i s a major rason d ' e t r e for the safeguards system, 
one might think t ha t the inclusion of tha t player in the model 
would also be accepted without quest ion. But in fac t , the appro­
p r i a t e nature of t h i s inclusion proved a d i s t i n c t l y controversial 
element in the d e l i b e r a t i o n s of the Peer Review Group [ 1 4 ] . 
Because the points a t question may prove important for the develop­
ment of an operat ional model, we wil l review them here in the 
l i g h t of r e f l ec t ive hindsight,•'■^ 

The NRC­supported models [5­7] presented to the group for 
review, as well as the European l i t e r a t u r e (Avenhaus, Bier le in) 
c i ted e a r l i e r in t h i s repor t , make the c l a s s i ca l game­theoretic 
assumption that both players are in fact "present" for the play 
of the game—this i s p a r t of the normal meaning of "player ," 
Most members of the Peer Review Group regarded the assumption 
of an always­present Diverter as "overly conservat ive," especia l ly 
given the "lack of hard evidence" t h a t t h e r e had ever been a 
diversion [14; p,20] , The evidentiary bas is for t h i s evaluation 
i s marred by the "Wilmington inc iden t" ( h u r r i e d l y appended as 
a foo tno te to [14; p , 2 0 ] ) , and q u i t e possibly by the l a r g e r ­
sca le rumored "Apollo diversion" [196] as well , but the assumption 
of an ever­ready Diverter might s t i l l appear extreme: the term 
"paranoid" was in fact suggested, A proposed counter­argument 
(not by the presen t w r i t e r ) was t h a t i t would be prudent to 
lock one's door against b u r g l a r s each n i g h t , even i f i t were 
paranoid to believe tha t your door was in fact t r i e d by a burglar 
every single night . Exceptions to the majority view are s ta ted 
in [14; pp, B­2 and B­6] , 

There a r e two m a t t e r s of terminology which may obscure 
the fundamental i s s u e , and can t h e r e f o r e u s e f u l l y be c l e a r e d 
out of the way in advance. One of them per ta ins to language 
l i k e "always present"; those who c r i t i c i z e a model's a t t r i b u t i n g 
t h i s behavior to the Diverter are not asser t ing t ha t the Diverter 
i s i n t e r m i t t e n t l y p r e s e n t , but r a t h e r t h a t t h i s presence i s 
l e s s than c e r t a i n , i , e , t h a t the p r o b a b i l i t y of presence i s 
l e s s than uni ty . An uncr i t i ca l "frequency" i n t e r p r e t a t i o n of 
the p r o b a b i l i t i e s usua l l y does no harm in a p p l i c a t i o n s , but 

^In what follow, material not exp l i c i t l y keyed to the Peer 
Review Group's r e p o r t [14] i s l a r g e l y based on the w r i t e r ' s 
f i l e s no t ing t h e informal exchanges of information and views 
within the Group, Enough t ime has passed s ince the Group 's 
a c t i v i t i e s (in 1978­9) t o permit f u r t h e r r e f l ec t ion , but the 
re f l ec t ions of other Group members may of course have developed 
along qui te dif ferent l i n e s . 
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here may prove misleading. The second l i n g u i s t i c point i s th-at 
opponents of the " c e r t a i n l y p r e s e n t " model assumption do not 
rea l ly think tha t proponents of the assumption regard the presence 
of a Diverter a t every f a c i l i t y as ce r t a in . Instead, the issue 
i s whether modeling as if t h i s were the case, given the underlying 
concerns of the safeguards program, should be viewed as "appro­
pr ia te ly prudent" or as "overly conservat ive." 

A f a i r l y n a t u r a l idea , in t h i s s e t t i n g , would be to seek 
to develop a model which inc luded as a parameter a q u a n t i t y 
p(D) denot ing the probabi l i ty of the Dive r t e r ' s presence. (If 
p = 0 .5 , for example, one might f igura t ive ly speak of the game 
as having "1.5 players .") Such a model could then be analyzed 
for i t s s e n s i t i v i t y to the va lue of p(D) . One would need to 
develop two payoff ma t r i ce s for the (row-choosing) Defender— 
one of them (say Ai)to serve in the presence of the Diverter , 
the other (A2, constant across each row) applying in the Dive r t e r ' s 
absence. Then one approach would regard p(D) Â  + (1 - p(D)A2 
as the Defender's effect ive payoff matr ix; a more sophis t ica ted 
one, suggested in [14, p . 3 2 ] , would take the p r o b a b i l i t i e s 
p(D) and 1 - p(D) , and the payoff matrices Â  and A2 / as the 
i n g r e d i e n t s of a repeated game of incomplete in format ion as 
defined in Section 2 .6 , 

Although such as approach has considerable appeal and meri ts 
exp lo ra t ion , the w r i t e r i s s u s p i c i o u s of i t . One reason i s 
t h a t p(D) might r e a l l y be a derived s t r a t e g i c var iab le rather 
than a (constant) parameter of the model—e,g,, the probabi l i ty 
of the Diver te r ' s presence at a s i t e might re f l ec t the in tens i ty 
of effor ts to penetrate that s i t e , which might r e f l ec t the a t t r a c ­
t iveness of tha t s i t e as a t a rge t , which might re f l ec t the alarm-
threshold in force t h e r e , A more important reason , pe rhaps , 
i s the p(D) i s a " so f t " parameter t h a t might too readily be 
manipulated to coax model outputs in to a desired region. Consider, 
for example, the process by which a value or a "reasonable" 
value-range for p(D) would be estimated. If that process rested 
heavily on the "hard evidence of diversion" c r i t e r i o n mentioned 
above, then low values of p(D) would presumably emerge. But 
suppose the c r i t e r i o n were reversed, to require "hard evidence 
of non-diversions." or at l ea s t "non-diversion beyond a reasonable 
doub t , " I t i s dubious [199] t ha t most past inves t iga t ions of 
" t r igger ing" ID- levels , with t he i r honest motivation for ident i fying 
p o s s i b l e non-malignant l o s s mechanisms as " e x p l a n a t i o n s " so 
that normal operat ion might resume, could near ly s a t i s f y the 
l a t t e r c r i t e r i o n . That i t i s much harder to sa t i s fy , does not 
automatically imply i t should not be used; a f t e r a l l , absence 
of a f te r - the - fac t "hard evidence" of competent clandest ine a c t i v i t y 
might by the same token be too easy to s a t i s fy . So the question 
of where the "burden of proof" should l i e , not r ea l ly a technical 
ques t ion and c e r t a i n l y not an easy one, could heavily impact 
the e s t i m a t i o n of the o s t e n s i b l y " o b j e c t i v e q u a n t i t y p ( D ) , " 
( I s sues in t he nature and dec i s ion- theore t ic use of subject ive 
p robab i l i t i e s are indicated, e , g . , by Kyburg [200].) 
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Retrospectively, the writer has been led to speculate that 
the Peer Review Group's majori ty-object ion to the "cer ta in ly 
present Diverter" scenario marked an objection to a s t i l l more 
extreme assumption hidden in the reviewed models [5 -7 ] . In 
these models, a pure strategy for the Diverter is the selection 
of an amount to divert . The implicit assumption i s that having 
chosen such an amount, the Diverter can in fact successfully 
abduct tha t quan t i ty . We might ca l l t h i s the assumption of 
the "cer ta in ly present and perfec t ly capable" Diver ter , My 
conjecture i s that the presumption of a "perfect c apab i l i t y , " 
disregarding as i t does the effectiveness of safeguards elements 
other then material accounting, i s what rea l ly stuck in the 
throats of the reviewers, but that because this source of i r r i t a t ion 
was l e s s readi ly i den t i f i ed , t he i r wrath was displaced onto 
the more v i s i b l e "cer ta in ly present" a t t r i b u t e . An implicit 
assumption of this type—that a chosen decision can and wi l l 
be executed accurately—is an unreal is t ic imperfection in many 
decision-aiding mathematical models; i t might well be cal led 
the "Ko-Ro fa l lacy" af ter the c h a r a c t e r s ' s excuse in Act II 
of The Mikado: 

" I t ' s l ike t h i s : when Your Majesty says 'Let a thing 
be done, ' i t ' s as good as done—particularly, i t ig 
done, because Your Majesty's will i s law—so why not 
say no?" 

This suggests that efforts to develop an operational game-
theoretical model for our problem might well accept the "certainly 
present" convention as appropria te ly p rudent ia l , and instead 
concentrate on properly c red i t ing other safeguards elements 
by modifying the "perfectly capable Diverter" assumption. Speci­
f ical ly , the effectiveness of those elements might be represented 
through the parameters of a conditional probability distribution 
describing how much (possibly zero) material would ac tua l ly 
be diverted if the Diverter se t s x as his " ta rge t" amount. 
Although such parameters would inevitably share to some degree 
the "softness" of which p(D) was accused above, i t i s anticipated 
tha t t h i s degree could be subs tan t i a l ly lessened because of 
the considerable body of analysis to which the other elements 
have presumably been subjected. That analysis is hoped to be 
r ea l i s t i c and knowledge-based in i t s treatment both of equipment 
r e l i a b i l i t y and of human f a l l i b i l i t y , e ,g, in vigilance, and 
in the design, fabrication, ins ta l la t ion, operation and maintenance 
of equipment; cf, Marshall [201], Green [202; pp, 312-313] . 

We have arrived at a recommendation for a JaiLQ-player model 
(Defender and Diverter) , except for the p o s s i b i l i t y of more 
than one (non-cooperating) Diverters in a mult i -s i te analysis. 
The general nature of the Defender's i n t e r e s t s i s impl ic i t in 
the preceding description of that player as corresponding roughly 
to the NRC acting in the public behalf, with due s e n s i t i v i t y 
to the needs of faci l i ty operators. We need not for the moment 
elaborate on the Diverter 's interests (there will be more about 
th i s in Section 7) , beyond the extent to which they are explici t 
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in his r o l e - t i t l e . I t seems clear that the two players' interest 
are broadly an t i the t ica l , and that communication or coordination 
between them would not be natural in our materials accounting 
se t t i ng of a larm-set t ing and responses - - i t would be natural 
in a scenario of negotiation over return of diverted mate r i a l , 
or over a threat based on claimed possession of such material. 
This "cool and distant" relationship provides the jus t i f i ca t ion 
for the earlier decision, at the end of Section 2 , 1 , to confine 
discussion to non-cooperative games. 
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6.0 THE STRATEGY SPACES 

Our purpose here includes a review of the pure s t r a t e g i e s 
regarded as available to the players in the various models cited 
ear l ie r . This plus additional discussion, wil l indica te some 
of the p o s s i b i l i t i e s in developing an operat ional model for 
the application at hand. 

Before turning to "strategies" proper, however, i t i s necessary 
to note the different possible settings in which these strategies 
would be chosen, u t i l i z e d , and would i n t e r a c t . By the term 
"setting" we mean the spatial and temporal extents of the model, 
i . e. 

- s ingle-s i te or mult i -s i te 
- single (accounting) period or multi-period. 

A mult i -per iod model defines what in Section 2.5 was called 
a "game in extensive form"; as indicated in that Section's mention 
of "information s e t s , " care wi l l be necessary in specifying 
what information will be accessible to the player at different 
points in time. This specification, also, can be properly regarded 
as part of the " s e t t i n g . " Analogous i ssues include ( i) the 
choice of t o t a l time-span for a mult i -per iod model and (ii) 
the timeliness and accuracy with which player-agents at different 
si tes can share information and coordinate efforts. 

Models of the s ingle-s i te single-period type are the natural 
s tart ing point for a "less to more complex" progression in model 
developnent, and are likely to be building-blocks in la ter more 
sophisticated constructs. For brevity, we shall refer to such 
models as simple. 

6.1 The Diverter 's Strategies 
The models developed for the NRC (Siri ££ ^ [5,7] , Dresher 

and Moglewer [6]) are all "simple" in the sense jus t defined. 
In each of them, a pure strategy for the Diverter i s a number 
X, the amount to be diverted, which is selected from a specified 
in te rva l [0 ,K]. The upper limit K was interpreted [7; p. 17] 
as the smaller of the s i t e ' s stock-level and a "credible threat 
amount." One Peer Group member suggested that K might depend 
on the physical and chemical p roper t ies of the mater ia l s at 
the s i t e in a way representing the time and effort necessary 
to produce a clandestine f i s s i l e explosive. As noted in Section 
5.0, the models also assume the Diverter to be "perfectly capable" 
of achieving his desired diversion-level x, but since tha t i s 
not a necessary assumption in connection with this strategy-
space, i t i s irrelevant for us here. 

63 



This choice of s t r a t e g y - s p a c e i s not unreasonab le , but 
i t does ra i se some ques t ions . If K i s "small ," i t may be implausible 
to model the d iver ter as unable or unmotivated to seek no more 
material than K; if K i s " l a rge , " i t may be u n r e a l i s t i c to conceive 
the d iver ter as believing himself able to make off with so much 
a t a s ingle s i t e during a single t ime-per iod . Other elements 
of the model may compensate for the second c r i t i c i s m ; i . e , , 
optimal play might forbid the Diverter from choosing exces s ive 
diver s i on-lev e l s despite t h e i r formal a v a i l a b i l i t y in h i s s trategy 
space. 

The r e s t r i c t i o n to a s ingle t ime-period, implying i n a b i l i t y 
to represent the important p o s s i b i l i t y of " d r i b b l e " ( i . e . , a 
l i t t l e a t a time) divers ion, i s very dubious for an operational 
model. This was recognized in [7; p . 48] , and indeed the Peer 
Review Group [14, p . 42] e x p l i c i t l y recommended development 
of a mult i-period model. Ignoring for the moment other possible 
dimensions of d i v e r t e r - a c t i o n , l e t us ask how the preceding 
s trategy-space would general ize to a mult i-period model. 

Such a g e n e r a l i z a t i o n would presumably replace the s ingle 
t a r g e t d i v e r s i o n - l e v e l x by a sequence (x^, X2f...xiii), where 
Xj. denotes the Dive r t e r ' s t a rge t - l eve l in the t - t h time period. 
This i s the approach taken by Avenhaus and Frick [9, 10] . The 
upper bound K has an analog in t h e i r model, namely a constant 
appearing in a condition 

Xi + X2 + . . . XT = K (6.1) 
t h a t d e l i m i t s t h e D i v e r t e r ' s s t r a t e g y - s p a c e . (Our x^, T K 
correspond respec t ive ly to the MJ, n, M of [9, 10].) Clearly 
K here represents a " c r i t i c a l t o t a l quant i ty" which the Diverter 
i s committed to secure a t any costs receiving no "extra c red i t " 
for gains beyond th i s l e v e l . The "perfect capabi l i ty" assumption 
for the Diverter i s obviously present , as i s the impl ic i t presumption 
tha t he can r e t a in and cumulate h i s s t a s h , per iod by p e r i o d , 
despite the Defender's recovery ef for ts and other possible loss 
processes. 

The ex is tence of a quant i ty K, playing the ro le indicated 
by equation (6.1) and assumed known by both players , i s somewhat 
discomforting. I t turns out however tha t under t h i s assumption 
the model of [9, 10] has a unique solut ion in pure s t r a t e g i e s , 
in which the Defender's s t ra tegy (the one of main i n t e r e s t for 
our purposes) i s in fact independent of K, so tha t apparently 
the Defender need not know K. Less comforting i s the e x p l i c i t 
remark [9; p . 123] t h a t the model admits negative Xfvalue ("ant i -
diversions") in equation 6 . 1 ; the t e s t i nc ludes no a s s e r t i o n 
t h a t these anomalies are absent from the model's unique solut ion, 
which might therefore exhibit b izarre credibil i ty-damaging Diverter 
behavior. The noting of various l i m i t a t i o n s , in t h i s paragraph 
and the l a s t one, i s not intended as disparagement of a pioneering 
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research contr ibut ion, but t h e i r a l l ev i a t i on does suggest spec i f ic 
technical d i rec t ion for further ef for ts to achieve an operat ional 
model. 

The d i v e r t e r - s t r a t e g i e s described so far are of quan t i t a t i ve 
nature : how much to s t e a l (or aim a t s t ea l ing )? In c o n t r a s t , 
o ther r e l a t e d models p o s t u l a t e what we w i l l ca l l dichotomous 
s t r a t e g i e s for the D i v e r t e r : a t each t i m e - p e r i o d , a b ina ry 
decision as to whether or not to undertake a diversion, presumably 
of some unspecified "canonical" amount. In these m u l t i - p e r i o d 
models, a pure s trategy for the Diverter i s a se lec t ion of which 
time periods to be ac t ive in . For the re levan t Models I I and 
I I I of Bie r le in [190] , the t o t a l number of diversions i s fixed 
in advance, y ie lding an analog of condition 6.1 if the s t ra tegy 
v a r i a b l e s x^ a r e confined t o two v a l u e s (0,1) corresponding 
r e s p e c t i v e l y to non -d ive r s ion and to d i v e r s i o n in per iod t . 
(The n o t a t i o n of [190] uses "r" ra ther than "k," and " i l l ega l 
act ion" rather than "divers ion.") Model I I d i f fe rs from Model 
I I I in t h a t the l a t t e r requires the periods of act ive diversion 
to be consecutive; the tex t notes e x p l i c i t l y Model I I ' s assumption 
t h a t dur ing the i n t e r v a l s between diversion, past depredations 
cannot be detected by the Defender. The D i v e r t e r ' s s t r a t e g y 
i s chosen once-and-for-al l at the s t a r t of play, and as before 
the Diverter i s assumed "perfectly capable" ( th i s l a s t assumption 
w i l l no longer be e x p l i c i t l y mentioned since i t i s ubiquitous 
in the c i ted l i t e r a t u r e ) . We note in pass ing the r e l a t i v e l y 
"s imple" models due to Borch [203, 204], in which the Insured 
decides whether or not ac tual ly t o invest in loss-reducing measure 
promised to secure a reduced insurance premium. 

The models in Bier le in [191], Beinhauer and Bier le in [12], 
and B i e r l e i n [192] a r e ra ther d i f fe ren t . For one thing, they 
do not a l l f i x the number of t i m e - p e r i o d s for a c t i o n ( s t i l l 
dichotomous) by the Diver ter . They involve a c r i t i c a l de tec t ion-
time t ; the Diverter "succeeds" of some diversion goes undetected 
for t t i m e - p e r i o d s . (Footnote 1 in [191] i n t e r p r e t s t as the 
time r e q u i r e d t o fash ion a weapon from d i v e r t e d m a t e r i a l . ) 
The diver ter i s assumed to know the "given" l i m i t on the number 
or mean frequency of the Defender's inspect ions . In the model 
of Part I of [12] , a pure strategy for the Diverter i s the choice 
of a s ingle time period in which to diver t (or, a decision not 
to d i v e r t a t a l l ) ; t h i s choice i s made a t the s t a r t of play. 
The scenario i s more i n t e r e s t i ng in the o ther r e f e r e n c e s j u s t 
c i t e d and in Hopfinger [13]; a pure s t ra tegy for the Diverter 
consis ts (roughly speaking) of a decision a t each t i m e - p e r i o d , 
knowing t h e t iming of a l l pr ior inspect ions , as to whether or 
not to d i v e r t dur ing the cu r r en t p e r i o d . (The term in [13] 
i s "aggression" ra ther than divers ion.") 

Having considered models for the mu l t i - pe r i od s i n g l e - s i t e 
case, we turn next to the s ingle-per iod m u l t i - s i t e case, beginning 
with those models in which the Dive r t e r ' s s t r a t e g i e s are dicho-
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tomous. These are the models of Goldman and Pearl [170, 171]. 
In the i r context of intended a p p l i c a t i o n , i t i s most n a t u r a l 
(though not necessary) t o equate the d ive r te r s with f a c i l i t y -
opera tors ; the r e su l t s of [25] j u s t i f y aggrega t ing t he se i n t o 
a s ing le Diverter player , for whom a pure s t ra tegy i s a subset 
of the s i t e s chosen as the scenes of "cheating" ( i . e . , d ivers ion) . 
The exp re s s ive l i m i t a t i o n s of dichotomous s t r a t e g i e s ("divert 
or not") are mitigated by d i f fe ren t i a t ing the s i t e s as to the i r 
rewards from a d i v e r s i o n . Pages 192-3 of [170] note possible 
d i rec t ions for model e x t e n s i o n , one of them addressed in the 
l a t e r [171] , but general izat ion to a mult i-period model i s not 
mentioned. Rumball [205] has suggested applying t he se models 
t o the p a t r o l l i n g of New Zealand 's t e r r i t o r i a l waters against 
i l l i c i t f ishing opera t ions . 

At t h i s point we introduce a second poss ib le mode of behavior 
by the Diverter , noted in [7; p . 48] but e s p e c i a l l y r e l e v a n t 
in the "opera tor as d i v e r t e r " contexts emphasized by Avenhaus 
in [206, 185-8] . This behavior i s the f a l s i f i c a t i o n of accounting 
or measurement data, a play which, if successful , could s ign i f i can t ly 
ease the subsequent removal of mater ia l . Such a theme i s the 
game-theoretic ( i . e . , adversary-conscious) analog of an important 
p r i n c i p l e in con t ro l - sys t em designs, the need to make special 
provis ion a s s u r i n g t h a t s t r e s s f u l i n c i d e n t s a t a p l a n t w i l l 
not damage the sensors and displays providing the very s t a tus 
information whose i n t eg r i t y i s v i t a l for managing the i n c i d e n t 
(Young [207; pp. 7-11]) . In the models of [186], for example, 
the Diver ter seeks a given t o t a l amount (analogous t o the K 
of ( 6 . 1 ) ) , must decide how to p a r t i t i o n h is ef for t between data 
f a l s i f i c a t i o n and immediate removal of mater ia l (doing exclusively 
the former i s a s s e r t e d to be optimal [186, p, 3 031), and then 
how to apportion the former among the various sites.^^^ 

There have been only a few treatments of the combined compli­
cat ions of multiple period and mult iple s i t e s . Recently Avenhaus 
has repor ted [189] a m u l t i - p e r i o d ex tens ion of the model of 
[186] mentioned jus t above. For models with dichotomous Diverter-
s t r a t e g i e s , Model I of B i e r l e i n [190] r e q u i r e s the D i v e r t e r 
t o a l l o c a t e a p r e sc r i bed number of d i v e r s i o n - a c t s among the 
avai lable ( s i t e , time) combinations in advance of play, whereas 
Model I I I of B i e r l e i n [192] appears to permit the Diverter— 
knowing the times of prior inspect ions a t a l l s i t e s — t o choose 
both the time and the set of s i t e s for an act (if any) of simulta­
neous diversion. A broad set of Diverter s t r a t e g i e s i s admitted 
in the p ro to type "Trave l l i ng Inspec to r Model" of F i la r [63]: 
in each time period, the Diverter , knowing where the Defender 

"We have been somewhat cavalier in c lassifying t h i s work 
as m u l t i - s i t e , since i t s ac tual wording re fe r s to various c lasses 
and batches of material at a s ingle s i t e . But the mathematics 
appears to admit m u l t i - s i t e i n t e r p r e t a t i o n . 
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( the s ingle "inspector") spent the previous period, must decide 
for each s i t e among a f i n i t e s e t of p o s s i b l e l e v e l s (perhaps 
null) for diversion. This model i s a s ing le -con t ro l l e r s tochas t ic 
game in the sense defined in Section 2 .6 , the " s t a t e " corresponding 
to the Inspec to r ' s loca t ion . 

In winding up t h i s review of proposed s t ra tegy-spaces for 
the D ive r t e r , some f inal remarks are appropr ia te . One i s t h a t 
the work of Dresher [193] and some of the papers in [194] (e .g , 
Anscombe [208] , Kuhn [209] , Davis [210] , Maschler [211,212]) 
are r e l e v a n t , but do not appear t o add s i g n i f i c a n t l y to the 
ideas about modeling Diverter behavior given in the papers already 
c i t ed . Another concerns the mult i -period case: from the l i t e r a t u r e 
consu l t ed during t h i s study, i t appears t h a t an adversary with 
suf f ic ien t " ins ider" s t a tus to a t tempt cover t d i v e r s i o n would 
by the same token be able to gain knowledge of some past act ions 
by the Defender, Some of the p rev ious ly desc r ibed s t r a t e g y 
spaces seem u n r e a l i s t i c in t h i s respect , requiring the Diverter 
to hew to a preplanned schedule even though adaptat ions to the 
course of events would be advantageous. Thus, t h i s point should 
be kept in mind in des igning an o p e r a t i o n a l model, A th i rd 
obse rva t i on i s t h a t dichotomous s t r a t e g i e s ( i , e , , " s t e a l or 
no-s tea l " decisions without regard to quanti ty) . though possible 
springboards for useful genera l iza t ions , do not themselves appear 
an a p p r o p r i a t e modeling c o n s t r u c t in our context of material 
accounting. A possible exception, r e l a t ed to Section 5 's c r i t i c i sm 
of the "perfectly capable Diverter" scenar io , would be a submodel 
in which the s t rengths and weaknesses of other safeguard elements 
would be re f lec ted in a probabi l i ty d i s t r i bu t i on used to t r a n s l a t e 
a "dec i s ion to d i v e r t " i n t o a p a r t i c u l a r q u a n t i t y d i v e r t e d . 
The w r i t e r l acks t h e " f e e l , " for the concrete pa r t i cu l a r s of 
a diversion opportunity and a c t i v i t y needed to assess the promise 
of t h i s p o s s i b i l i t y , 

A concluding idea, probably "wild" but recorded for complete­
ness i s tha t the Diverter could leave some of the diverted mater ia l 
in an easily-found pos i t ion suggestive of accidental misplacement 
or overlook, thereby reducing suspicion and promoting premature 
termination of recovery/search e f fo r t s . 

6,2 The Defender's S t ra teg ies 
Because some subgroups of the c i ted models t r e a t Defender 

s t r a t e g i e s in ways un l i ke ly to be useful for our p a r t i c u l a r 
purposes, we can dismiss these treatments with r e l a t i ve ly brief 
mention. One such group consis ts of the p rev ious ly mentioned 
IAEA-related models analyzed by Avenhaus e t al [206, 186-189] 
in the context of a Diver ter who can indu lge in measurement-
data f a l s i f i c a t i o n as well as in ma te r i a l - r emova l a f f e c t i n g 
the data. In these scenarios ( e ,g , [187; p , 3 1 8 ] ) , during an 
inspection shut-down the Defender can make independent measurement 
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to check some of the data r epor t ed by the f a c i l i t y operator 
(the poten t ia l Diver ter ) , The d e f e n d e r ' s " s t r a t e g y " dec i s ion 
inc ludes how to a l l o c a t e h i s ( l imi t ed ) sampling e f f o r t , and 
what mathematical combination of the discrepancies between the 
Defender­measured and o p e r a t o r ­ r e p o r t e d va lues should serve 
as a "best s t a t i s t i c " to be compared against a threshold l e v e l . 

For the NRC s e t t i n g , with the presumption (cf. Sect ion 
5,0) t h a t the f a c i l i t y ­ o p e r a t o r i s Defender ­o r ien ted r a t h e r 
than D i v e r t e r ­ o r i e n t e d ^ l , the notion of regular remeasurement 
by the Defender does not seem to the wri ter to f i t very na tu ra l ­
l y , (This could change i f f u t u r e i n c i d e n t s or i n t e l l i g e n c e 
heightened concern about data­tampering as a Diver te r t a c t i c ) 
Where the ci ted analyses could more l i ke ly prove useful in the 
presen t context , i s for the submodeling of reinventory aspects 
of the Defender's response to an "alarm" s i t ua t i on . With t ha t 
sugges t ion we drop t he "remeasurement" theme, r e f e r r i n g t he 
reader to [186, 187] for references ( e . g . by Avenhaus, Fr ick , 
Jaech, Stewart) addi t ional to those already l i s t e d . 

A second group of Defender s t ra tegy­spaces r e q u i r i n g only 
br ie f d e s c r i p t i o n a r e those invo lv ing dichotomous d e c i s i o n s 
"inspect or not , " t r ans la ted in our s i tua t ion to "alarm or no t , " 
which are unrelated to any indicator of possible diversion ( e . g . , 
an ID­level) but instead are based on d i s t r i bu t ing l imited inspection 
e f f o r t to achieve optimal " r i sk coverage." The"dis t r ibut ion" 
takes place over the p o s s i b l e t ime ­pe r iods ( i f the model i s 
m u l t i ­ p e r i o d ) and/or s i t e s (if the model is mul t i ­ s i t e ) . The 
"l imit" might re f lec t c r i t e r i a of i n s p e c t i o n ­ r e s o u r c e s or i n ­
t rus iveness ­cons t r a in t s ; i t might f ix the actual number of inspec­
t ions (Dresher [193] , B i e r l e i n [190] , Beinhauer and B i e r l e i n 
[ 1 2 ] ) , or bound t he p r o b a b i l i s t i c ­ a v e r a g e number or cost of 
these inspections (Bierlein [192] ) or the average in te rva l between 
success ive i n s p e c t i o n s ( B i e r l i e n [ 1 9 1 ] ) . In Hopfinger [13], 
the number of inspect ions i s randomly chosen a t the s t a r t of 
play from a p r o b a b i l i t y d i s t r i b u t i o n known to both p l a y e r s , 
but the chosen number i s revealed only to the Defender. Most 
of these models assume t ha t inspection i s sure to detect a diversion, 
but non­uni t p r o b a b i l i t i e s of d e t e c t i o n (assumed known) a r e 
cons idered for example in Beinhauer and Bier le in [12; Section 
3 . 3 ] , Goldman and Pear l [170­171; cf. p . 192 of the fo rmer ] , 
and Anscombe [208] . Note t h a t whenever the l imited stock of 
"allowed i n s p e c t i o n s " s u f f e r s a draw­down the s i t u a t i o n can 
be regarded as having en te red a "new s t a t e , " a consideration 
reinforcing Sect ion 2 . 6 ' s sugges t ion t h a t "repeated games of 

­̂■•This could also be the case in those IAEA se t t ings where 
the principal diversion th rea t i s a t t r i b u t e d not to the "host" 
government but to fo re ign or pol i t i c a l ­ f a c t ion or subnational 
separa t i s t groups; cf. W i l l r i c h and Taylor [197; pp. 117­8 ] , 
Lovett [213; p . 210], Taylor [215], Dunn [216]. 

68 



incomplete in format ion" need to be extended t o m u l t i p l e - s i t e 
scenarios in order to be natura l ly appl icab le . 

In t h e m u l t i - p e r i o d m u l t i - s i t e Travelling Inspector Model 
of Fi lar [63], inspection i s non-dichotomous—i.e., i t can take 
place a t any of a f i n i t e set of l eve ls of i n t ens i ty . This choice, 
however, does not depend on any prior indicator of suspiciousness 
l i k e an ID-de te rmina t ion . The mode l ' s r a t h e r general payoff 
function could permit the probabi l i ty of an inspec t ion ' s detecting 
a d i v e r s i o n (and t h e accuracy of e s t ima t ing t h a t d ive r s ion) 
to depend both on the in tens i ty of inspection and on the l e v e l 
of d i v e r s i o n , but no such submodel or i n t e r p r e t a t i o n i s made 
e xpl i ci t . 

We t u r n now to models in which the Defender 's decisions 
are based (in whole or part) on ID-levels or something analogous 
to them. A f i r s t example i s the formulation by Kuhn [209] of 
a mult i -per iod s i t ua t i on ; the number of i n s p e c t i o n s i s f i x e d , 
and each inspection has the same (known) probabi l i ty of detecting 
a "viola t ion" if one has occurred. At each stage, the Defender 
receives a signal indicat ing e i ther "no v io la t ion" or "viola t ion" 
or "doubtful"; if the t h i r d case a r i s e s , an " in spec t or not" 
decision must be made. An actual diversion would have produced 
the "doubtful" s i gna l ( r a the r than the " v i o l a t i o n " one) with 
a known probabi l i ty , and s imi lar ly for an actual "no d ivers ion ." 
(The "s ignals" here are based on seismic data, with "no diversion" 
corresponding to a natural earthquake, "diversion" to a nuclear 
t e s t . ) We might regard t h i s as a t h r e e - l e v e l d i s c r e t i z a t i o n 
of the p o s s i b l e ID-va lues , with the boundaries separating the 
three regions fixed in advance, ra ther than subject to optimization 
by the Defender. A similar s t ruc tu re i s studied by Schleicher 
[217] in the context of income-tax evas ion , with the f u r t h e r 
feature t ha t some "doubtful" cases may l i e in a designated "uninspect-
a b l e " c l a s s (cor responding , e . g . , t o Swiss bank a c c o u n t s ) . 
Other game- theo re t i c a n a l y s e s r e l a t e d to income-tax evasion 
and audi t ing include Hoffman e t a l [218] and the r ecen t paper 
of Greenberg [219]. 

The h igh ly p e r t i n e n t m u l t i - p e r i o d model of Avenhaus and 
Frick [9 ,10] r a i s e s two p o i n t s of p a r t i c u l a r i n t e r e s t h e r e . 
One, which br ings us back to the basic equation 1.1 early in 
Sect ion 1.0, i s how the "prior contents" term in t ha t equation 
should be estimated when past t ime-per iods have l e f t non-zero 
(though non-alarmable) discrepancies between "book" and "physical" 
inventory f igures . The p a r t i c u l a r approach adopted in [9 ,10] 
i s to employ a pa r t i cu la r variance-weighted average of the book 
and inventory f igures ; t h i s gives a minimum-variance unbiased 
est imate of "prior contents ," a des i rable fea ture from a s t a t i s t i c a l 
viewpoint, and also subs tan t i a l ly s implif ies the game-theore t ic 
model by lead ing t o ID-values for the d i f fe ren t time periods 
tha t are uncorrelated. I t i s d i s c o n c e r t i n g , however, t o f ind 
in [9; p . 120] t h e acknowledgement t h a t t h i s est imate " i s not 
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n e c e s s a r i l y the best one from the point of view of detecting 
missing mate r i a l . " That i l l u s t r a t e s the f ac t , a l so emphasized 
for example by Klein et a l , [220], tha t " s t a t i s t i c a l l y optimal" 
est imates of q u a n t i t i e s wil l in general not be the optimal ones 
for decision-problem uses. 

The second e s p e c i a l l y in te res t ing aspect of the Avenhaus-
Frick model i s i t s treatment of the theme of l imited resources 
or in t rus iveness for the Defender, a theme which reduces t h i s 
p laye r ' s strategy space to a subset of what i t would be without 
such l i m i t s . That t r ea tment in [9, 10] i s to assume a fixed 
over-al l false-alarm ra te (FAR), i . e . a fixed p r o b a b i l i t y t h a t 
in t he absence of d i v e r s i o n , the random measurement er rors in 
ID would t r igger the alarm in a t l e a s t one time p e r i o d . The 
Defender-chosen alarm thresholds and t h e i r corresponding f a l s e -
alarm probab i l i t i e s can (and do) vary from per iod to p e r i o d , 
so long as t h e i r multi-period composition yie lds the s t ipu la ted 
over-al l FAR value. 

This approach has cons ide rab l e appea l . Along with the 
model's other assumpt ions , i t y i e l d s s u b s t a n t i a l b e n e f i t s of 
a n a l y t i c a l t r a c t a b i l i t y , leading to a provably unique solution 
and to a f a i r l y simple i t e r a t i v e numerical solut ion procedure . 
I t encapsulates the "cost" element of the problem's "r i sk-cos t" 
t radeoff q u i t e nea t ly in a s i n g l e parameter , the FAR l e v e l . 
One apparent d i f f i c u l t y i s t h e need to know (or have a good 
estimate of) the probabi l i ty d i s t r i bu t i on of ID in the absence 
of diversion22; t h i s need, however, seems common to a l l effor t s 
to improve the modeling aspects of material accounting (whether 
game- theo re t i c or purely s t a t i s t i c a l ) , and so should not be 
held against a par t i cu la r model or methodology. ( I t would be 
important to study—via s e n s i t i v i t y analysis—how c r i t i c a l these 
accuracy-needs are for different approaches.) 

Some other d i f f i c u l t i e s may be more ser ious . For example, 
i t might be thought more natural to f ix the overal l miss r a t e 
(probabil i ty of not detecting a diversion effort— an "acceptable 
r i s k " concept . Notice , fur thermore , t h a t under a f ixed FAR 
value a l e s s p r e c i s e measurement system would lead to higher 
alarm thresholds , i . e . (roughly speaking) to greater i nh ib i t ions 
again sounding t he alarm. I t i s q u e s t i o n a b l e to t he wri te r 
tha t a model with th i s property b u i l t - i n would properly capture 
the p u b l i c - i n t e r e s t concerns we have a t t r i b u t e d ( in Sect ion 
5.0) to the Defender. A natural rejoinder i s tha t the "f ixed" 
FAR-value i s in tended t o be constant r e l a t i v e to the p laye r ' s 
decis ions, but not with respect to changes in other model parameters 
such as (say) the variance of a normal measurement-err or d i s t r i bu t ion 

■̂ Ône reason t h i s i s a " d i f f i c u l t y " i s lack of cer ta in ty 
tha t the data used in reaching such an est imate r ea l ly did come 
from divers ion-free environments. 
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representing the precision of ID-determination. This i l l u s t r a t e s 
the underlying weakness: in being s i l e n t on how the "fixed 
FAR value" should be chosen or determined (in [221; p. 630] 
the same authors term th i s choice "subjective"), the approach 
"cops out" on addressing the balancing of r isk and cost , the 
very purpose of model development. One might hope to remedy 
this by coupling with an auxiliarly submodel re la t ing cost (of 
"alarming") to FAR, but the second sentence of this paragraph 
indicates that such a submodel would need to address risk considera­
tions as well as cost. 

On balance, the w r i t e r ' s inclination i s for a model that 
more directly and explici t ly tackles the i n t r i n s i c d i f f i cu l ty 
of representing the risk-cost tradeoff in i t s payoff structure. 
But the clever research tac t ic of the "fixed FAR" concept should 
be kept in mind as a fallback position. Similar comments apply 
to other model's r e s t r i c t i o n of "inspection effor t" to some 
externally determined l imi t . 

In working towards an operat ional game-theoretic model, 
i t i s important that players' s t r a t eg ies be conceptualized in 
suf f ic ien t ly concrete terms to guide empirical and analytical 
efforts to quantify how payoffs depend on these s t r a t e g i e s . 
With some possible p a r t i a l exceptions (e .g . [170, 171, 203, 
204, 218), t h i s level of spec i f i c i ty has not been attempted 
in the c i ted l i t e r a t u r e . In par t icular , the abstract encoding 
of Defender options as "inspect or not" or "alarm or not" does 
not in i t se l f describe the consequent search and recovery procedures 
in a way aiding the quantitative representation of these measures' 
costs and e f fec t iveness . The same i s t rue of the different 
"levels of effort" that can be exerted by F i l a r ' s Travell ing 
Inspector [63] . These abstract encodings should not prove incom­
patible with later efforts to make them "operat ional" through 
more de ta i led app l i ca t ion - spec i f i c modeling, but they do not 
provide any i n i t i a l hints or steps to assis t such further efforts. 

We wi l l return to t h i s point a t the end of the present 
section, but want f i r s t to conclude our review of published 
"Defender strategy spaces" with the models [5-7] developed for 
the NRC. They are praiseworthy in achieving a higher (though 
s t i l l not high enough, in the wr i te r ' s opinion) degree of explici t -
ness in describing the Defender's responses. Recall from Section 
4.3 that in these single-period s ingle-s i te models, the Diverter 
f i r s t chooses and achieves a diversion-level of x units of SNM. 
Then the measurement processes involved in iD-determination 
introduce a random error e, so that an ID-level of u = x + e 
i s reported to the Defender. The Defender compares u with an 
alarm threshold, z. If u is greater than z, the Defender se t s 
a quantity ^2 as the target level for an intensive "alarm conditions" 
search and recovery operation; if u i s l e s s than or equal to 
z, a t a rge t level y^ , (possibly zero) is set for presumably 
less intensive "no alTarm'' search and recovery ac t i ons . From 
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the payoff func t ions (descr ibed l a t e r ) for these models, i t 
i s apparent t h a t yi and y2 are to be const rued l i t e r a l l y as 
recovery t a rge t - l eve l s and not j u s t as indices of search-ef for t . 
For example, the expression min(x,y)—where y is y^ or y2 — is 
used to designate the quant i ty of mater ial recovered by a successful 
s e a r c h . (Thus a m u l t i - p e r i o d ex tens ion of t h i s model would 
have t o modify the D i v e r t e r ' s p e r i o d - b y - p e r i o d a c c r e t i o n of 
material to allow for recover ies . ) 

The g r e a t e r e x p l i c i t n e s s of t hese models l i e s in t h e i r 
i n t r o d u c t i o n of the a u x i l i a r y q u a n t i t i e s yi and y2 to provide 
a somewhat more concrete picture of the Defender ' s r e s p o n s e s . 
In t he model of [5 , 6] , the alarm threshold z i s fixed and i s 
known to both p layers , so that a pure s t ra tegy for the Defender 
c o n s i s t s in s e l e c t i n g t h e pair (y i , y2 ) . In the fur ther model 
introduced in [7] , the alarm threshold i s also regarded as par t 
of the Defender 's s t ra tegy ( z , y i , y 2 ) , and therefore as unknown 
to the Diverter . This change proves ( in a numerical example) 
to a l t e r the game-value very s i g n i f i c a n t l y in the Defender's 
favor [7; p . 39] . While skept ical of the va l id i t y of the par t icu la r 
payoff func t ions employed, the wri ter would l ike to emphasize 
the q u a l i t a t i v e point i l l u s t r a t e d here : the importance of infor-
mation to the adversary of a safeguards system, and the pa r t i cu la r 
s u i t a b i l i t y of game-theoretic models for representing a l t e r n a t i v e 
"information s c e n a r i o s " and q u a n t i f y i n g the e f f e c t s of t h e i r 
d i f ferences . 

As descr ibed above, the Defender's choice of (y i , y2) or 
(^'YlrYT) can be made af ter the ID-value u i s reported to him. 
Thus a Defender s trategy should describe how these choices would 
be made in response to any pa r t i cu la r value of u, i . e . i t should 
in general be a response ru le specifying functions of u, ( y i (u ) , 
y2(u)) or ( z{u ) , y i ( u ) , y 2 ( u ) ) r a t h e r than spec i f i c numerical 
responses (yi,y2) or (z,yi ,y2) which could in p r inc ip le be chosen 
before the inventory i s t aken . The a v a i l a b i l i t y of response 
ru les to the Defender i s e x p l i c i t l y recognized in both [5; pp. A-
2,3] and 7; p . 17], but then the analyses of the models go on 
to t r e a t (yi,y2) or (z,yi ,y2) as numbers rather than functions 
of u. I t i s suggested in [5; p.A-4] tha t t h i s r e s t r i c t i o n i s 
made to match the ope ra t i ona l na tu re of an "alarm" concept, 
which implies a response sens i t ive to the d i s t i n c t i o n between 
"above-thresh old" and "below-thresh old" ID values . On the other 
hand, the r e s t r i c t i o n i s introduced in [7; pp . 17-18] with an 
"exp lana t ion" which seems a non s e q u i t u r to t he w r i t e r , and 
which assesses tha t t h i s l im i t a t i on i s not damaging to the Defender— 
an asse r t ion , repeated verbally to the Peer Review Group, which 
the wri ter believes erroneous, an impression shared by the Group 
[14; pp. 22, 38] as noted in Section 4 . 3 . 

Before the ex tens ion of t h i s s t r a t e g y - s p a c e concept t o 
multi-period and/or m u l t i - s i t e games i s attempted, i t s improvement 
for the "simple" case should be considered. We refer in pa r t i cu la r 
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to the Peer Review Group's recommendation [14; p . 41] t h a t "multiple 
action c r i t e r i a for varying amounts of ID should be incorporated." 

One s tep in tha t d i rect ion would be to re-analyze the models 
of [5-7] without the r e s t r i c t i o n noted in the nex t - t o - l a s t para­
graph. I t would be i n t e r e s t i n g t o l e a r n whether t h i s alone 
( i . e . , without changes in the payoff func t ion) would c o r r e c t 
some of the c o u n t e r - i n t u i t i v e model outputs c r i t i c i z e d by the 
Peer Review Group [ 1 4 ] . At any r a t e , the s e p a r a t i o n of a l l 
p o s s i b l e ID- l eve l s i n t o j u s t two c l a s s e s (by a s i n g l e alarm 
threshold) seems too coarse a c l a s s i f i c a t i o n t o afford the Defender 
a f u l l exe rc i se of his safeguarding c a p a b i l i t i e s . Models with 
more than one a l a r m - l e v e l should be cons ide red ; i t i s hoped 
tha t t h e i r formulation could be l inked with a natural hierarchy 
of increasingly urgent responses (in terms of degree of e x t e n t 
of shut-down, involvement of external agencies, e tc . ) . Al te rna t ive­
ly , one can imagine dispensing a l t oge the r with the concept of 
a d i s c r e t e s e t of alarm l e v e l s : i f for example the in tens i ty 
of a Defender response could be adequately expressed—for purposes 
of payoff modeling—in terms of a s ingle quanti ty y ( e . g . , the 
t a rge t - l eve l of a search-recovery effort) , then a pure strategy 
for the Defender could be described simply as a response r u l e 
func t ion y(u) expressing how response- intensi ty (y) would vary 
with ID-level (u). But perhaps h igh- in tens i ty and low-intensi ty 
responses would have such q u a l i t a t i v e l y di f ferent fea tures as 
to preclude unif ied r e p r e s e n t a t i o n through a s i n g l e q u a n t i t y 
y . Indeed, the var ie ty of responses appropriate for inclusion 
in an operat ional model may not lend i t s e l f t o a merely u n i -
dimensional depiction along a scale of " in tens i ty" or whatever. 

We have spoken above of "search and recovery" o p e r a t i o n s , 
with an i m p l i c a t i o n t h a t t h e i r e f f e c t i v e n e s s would be judged 
by success in r ega in ing or uncovering missing ma te r i a l . But 
for extension to a mult i -period model, i t would also be important 
to take i n t o account t he ex ten t to which d i f f e r e n t Defender 
responses in one time period might i n h i b i t the Dive r t e r ' s opportuni­
t i e s in l a t e r per iods, perhaps by identifying and apprehending 
"him," or by imposing s t r i c t e r p r a c t i c e s t h a t could c lose off 
some diversion loophole. Some recovery-oriented s t eps , by destroying 
the authent ic environment in which a p o s s i b l e d i v e r s i o n took 
place, might hamper iden t i f i ca t ion of a c u l p r i t . 

This b r ings us back t o a po in t mentioned e a r l i e r : the 
need to describe Defender responses concretely enough tha t mathe­
matical expressions for the i r cost and e f f e c t i v e n e s s could be 
developed for payoff-function use. At the outset of the present 
study, the wri ter expected to encounter documents t h a t would 
g r e a t l y a id subsequent modeling in t h i s regard, documents t h a t 
would set out "standard operating procedures" (SOP's) for post-
alarm s i tua t ions much more spec i f ica l ly than such brief g e n e r a l i t i e s 
as "one would do A and B, and in extreme cases even C." (For 
example, the "which might i nc lude" of [14; p . 22 , 24] f a l l s 
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short of the "specif ic inves t iga t ive act ion" of the same document's 
p.22.) 

That expectation has not been rea l ized . There a re several 
possible explanations for t h i s . One i s tha t inadequate in terrogatory 
zeal and pers is tence and document-persual e f for t s were applied. 
A second i s that we l l - a r t i cu l a t ed plans and procedures do indeed 
e x i s t , but the present s tudy ' s "need to know" was deemed insuf f ic ien t 
t o warrant access t o informat ion of such p o t e n t i a l va lue t o 
an adve r sa ry . (Such c o n s i d e r a t i o n s a r e noted, for example, 
by Wi l l r i ch and Taylor [197; p . 126, a lso pp . 152, 8 9 ] ; the 
analogous i n h i b i t i o n for s t u d i e s of t e r ro r i sm i s observed by 
Wardlaw [222; pp. i x - x ] . ) If t h i s i s the case , i t should be 
taken in to account in se t t ing up the " l o g i s t i c s " (here, securi ty 
arrangement) for an effort to develop an operat ional game-theoretic 
model. 

However, the exp lana t ion j u s t mentioned was not in fact 
offered to the wr i t e r , who therefore remains unable to eliminate 
a t h i r d p o s s i b l e e x p l a n a t i o n : t h a t gener ic SOP's a t the NRC 
leve l have not been formula ted . Perhaps individual l i censees 
have detai led contingency p lans which have been p resen ted to 
the NRC in advance for approval; perhaps procedures a re improvised 
for individual inc iden ts , and presented to the NRC for approval 
before or a f t e r t h e i r execut ion; qu i t e l i k e l y , precedures are 
in part bu i l t up incrementally by precedent and experience with 
pas t (presumed) false-alarm s i t u a t i o n s . But the wri ter i s not 
aware of a systematic ana ly t ica l basis adopted by the NRC for 
c o n s i s t e n t eva lua t ion of p o s s i b l e opera to r -p roposed response 
plans, or for suggesting a l t e r n a t i v e s or improvements to such 
proposals. (pp. VI-4 through VI-19 of [3] may be re levant . ) 

Such a s i tua t ion i s consis tent with the one descr ibed by 
Avenhaus [187; p . 322] as applying to the in te rna t iona l scene— 
following an alarm, a "second a c t i o n l e v e l " should come i n t o 
p lay , but for t h i s "there are not precise procedures, a t l ea s t 
for the case of nuclear material safeguards." And i t a lso matches 
well an observation recurring in the recent l i t e r a t u r e on "techno­
logical accidents" and t h e i r management: t h a t a f t e r so much 
in t he way of r e sources and d e d i c a t i o n have been devoted to 
the prevention of such accidents (here, "diversions") , too l i t t l e 
may be mustered for carefully planning and preparing the responses 
in case the unhappy event does occur. (See, e . g . , Fischer [224; 
pp. 1 1 - 1 2 ] , Lathrop [226; pp . 8 - 9 ] . Such advanced p lanning 
(and p r a c t i c e , and maintenance of r e ad ine s s ) i s regarded as 
p a r t i c u l a r l y important in t he "so many unexpected things can 
go wrong" s i tua t ions when responses may need to be made in atmos­
pheres of uncertainty and s t r e s s , where special issues of communi­
cation with the public media may a r i s e , and where coord ina t ion 
i s r equ i r ed among o r g a n i z a t i o n s with unclear demarcations of 
author i ty and r e s p o n s i b i l i t y . (Cf. Fischer [227], Lathrop [228], 
Marre t t [230] , and many of the other papers in [223, 225] and 
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Moss and S i l l s [229] ; r e l a t ed concerns and recommendations appear 
in Jenkins [232; pp. 17, 22], Macnair [233; p . 274], Bass e t al 
[234, pp. 1 0 - 1 1 ] , Sloan [235].) These exacerbating condit ions 
might well apply t o a serious ID-alarm inc ident . 

The r e p r e s e n t a t i o n and modeling of Defender s t r a t e g i e s 
might perhaps be able to benefit from the f a i r l y well-advanced 
f i e l d of Optimal Search Theory. The early "c lass i c s" of tha t 
f i e l d have been convenien t ly c o l l e c t e d and r ev i s ed (Koopman 
[236]) ; other references include a prize-winning 1978 monograph 
by Stone [237} and a recen t survey paper by the same author 
[ 2 3 8 ] . Complicat ions a r i s i n g from t a r g e t movements may not 
prove r e l e v a n t for the de s i r ed a p p l i c a t i o n s : cf. Chapter 2 
of Gal [ 2 3 9 ] . "Search and S u r v e i l l a n c e " i s now an indexing 
term for Operations Research/Management Science purposes. 
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7 . 0 THE DIVERTER'S PAYOFF FDNCTION 

A p l a y e r ' s payoff f unc t i on , in a game- theo re t i c model, 
should provide a mathematical express ion of how the var ious 
possible s t ra tegy-choices would affect the degree of sa t i s f ac t ion 
of t h a t p l a y e r ' s p r e f e r ences and objec t ives . I t i s therefore 
useful, in beginning t h i s Section, to attempt in broad q u a l i t a t i v e 
terms t o l i s t p l a u s i b l e genera l o b j e c t i v e s for the Diverter . 
We take these to be the following: 

- To d i v e r t m a t e r i a l - - e i t h e r as much as p o s s i b l e , or 
some c r i t i c a l quan t i ty . 

- To avoid detection or alarm-sounding. 
- To leave some basis for a l a t e r "hoax" claim— 

of a successful or " large" diversion when in fact 
none or a much smaller one occurred. 

The t h r e a t a s s o c i a t e d with the th i rd member of the l i s t , 
"hoaxing" i s frequently mentioned in connection with d i v e r s i o n 
and material accounting. Examples include Messinger [1; pp. ix, 
14] , NUREG-0450 [3, V.2; P. IV-13] , Mengel [240; pp . 218-220] , 
Wi l l r i ch and Taylor [197; p . 123] , Bass e t al [175; pp. 2 , 8 ] , 
Jenkins [241; p . 10] . Nevertheless, none of the c i ted modeling 
papers addresses t h i s o b j e c t i v e e x p l i c i t l y . While i t could 
conceivably be l e f t for a t t e n t i o n in a h igher - l eve l " th rea t -
negotiat ion game" (cf. for example Jenkins [242], Selten [244]), 
t h i s seems a sorry passing of the buck, since aid in "hoax-proofing" 
i s regarded as an important func t ion of m a t e r i a l a ccoun t ing . 
The Defender could c a l c u l a t e , from the s o l u t i o n s of some of 
the c i t e d models, a corresponding miss r a t e ( p r o b a b i l i t y of 
f a i l u r e to de t ec t or "alarm a t" a d ive r s ion) , or an "expected 
value" for material diverted without an alarm, and could then 
point out in reply to a diversion-claim how low these q u a n t i t i e s 
a r e . Those s o l u t i o n s would come from a game innocent per se 
of the th i rd objec t ive , but since tha t i s the game the hoaxster 
i s p re tend ing to have played, perhaps t h i s i s good enough. 
Perhaps no t , so t h a t express ing t h i s c r i t e r i o n r e a l l y would 
r e q u i r e changing t h e D i v e r t e r ' s s t r a t e g y space and/or payoff 
function. The wri ter has not succeeded in thinking t h i s po in t 
through to a conc lus ion , and therefore "f lags" i t as possibly 
needing a t t en t ion in an effort to form an operat ional game-the ore t i c 
model. From here on, we wi l l generally ignore the t h i rd objec t ive . 

The second objec t ive , as s t a ted , lumps together th ree possible 
Diver te r motives which can in p r inc ip le be teased apar t . One 
i s to avoid detection because i t may lead t o l o s i n g back ( to 
the Defender) some or a l l of the d i v e r t e d ma te r i a l . Another 
i s to avoid alarm or detection because i t reduces chances for 
diversion in l a t e r time periods. The th i rd i s to avoid detect ion 
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of the diversion because i t may lead to "get t ing caught," with 
unpleasant consequences. 

The f i r s t of the l i s t e d object ives seems r e l a t i v e l y self-
e x p l a n a t o r y . I t s mention of a " c r i t i c a l quant i ty" i l l u s t r a t e s 
a more general p o s s i b i l i t y : tha t the Dive r t e r ' s value ( " u t i l i t y 
func t ion" ) for d i v e r t e d m a t e r i a l might wel l vary nonlinearly 
with the quant i ty diver ted. Some scenarios might impose "time 
pressure" on the Diverter , assigning greater u t i l i t y to diversion 
in an early period than to d ive r s ion of the same amount in a 
l a t e r time-period—none of the c i ted models have t h i s pa r t i cu l a r 
f e a t u r e , though those imposing a f ixed or minimum d i v e r s i o n 
q u a n t i t y i m p l i c i t l y int roduce as a deadline the over-a l l time 
horizon of the mult i -period a n a l y s i s , r a i s i n g the ques t i on of 
how t h i s horizon should be chosen. (Such "end e f fec t s" i ssues 
are common in mul t i -s tage decision models.) 

7.1 Review of L i t e ra tu re 
The ro les of the f i r s t two l i s t e d object ives w i l l be readi ly 

recognized as we review the Diverter payoff-funct ions proposed 
in the c i ted models. In the models [190, 191, 12] of Bier le in 
and of Beinhauer and B i e r l e i n , a s wel l a s Hopfinger [13] and 
Model I of B i e r l e i n [192] , the D i v e r t e r ' s payoffs a r e based 
on a s t ruc tu re 

D D 
A 

A 

where c i s g r ea t e r than 0 (usua l ly ) , and d i s greater than 0. 
Thus "no diversion" (TJ) for the Diverter leads to zero payoff . 
A success fu l d i v e r s i o n (d ive r s ion (D) t oge the r with t oo - l a t e 
alarmer no alarm (A)) y ie lds payoff d, while a detected attempt 
leads to the (usually) negative payoff (-c) . (Some of the c i ted 
papers use di f ferent symbols, and we have here iden t i f i ed "inspect" 
wi th "alarm" and "detect" ; modifications to the i n t e r p r e t a t i o n s 
of c and d can accommodate inspect ions with imperfect detect ion 
p r o b a b i l i t i e s . ) I t i s not hard to see t ha t the s t r a t e g i c analys is 
of such games, though not t h e i r a b s o l u t e payof f s , depends on 
the data (c ,d) only through t h e i r r a t i o n c/d—one can think 
of measuring payoffs with "d" as revised pay off-unit—thus reducing 
the number of parameters in the model, (Choosing the normalization 
c + d = 1 of ten appears convenient for the pa r t i cu la r algebra 
involved. 

- c 0 

0 (7 ,1 ) 
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The papers j u s t c i t e d a l l propose zero-sum games. This 
might ra i se an o b j e c t i o n : s ince d i s p l a y 7 . 1 ' s second column 
does not " c r e d i t " t h e Diverter for causing a fa l se alarm, the 
zero-sum formulation wi l l not "penalize" the Defender for f a l se 
alarms. However, the Defender i s kept from excessive "alarming" 
or inspecting by e x p l i c i t l i m i t a t i o n s on h i s s t r a t e g y space ; 
see Section 6.2 . 

A t e c h n i c a l i n t e r j e c t i o n i s convenient a t t h i s p o i n t . 
Let M denote the Defender ' s miss r a t e , i . e . the p r o b a b i l i t y 
of a v io la t ion (diversion) going undetected or unalarmed. (We 
have a success- fa i lure dichotomy in mind; depending on the speci f ic 
scenario, possibly mult i -period and/or m u l t i - s i t e , "a v io la t ion" 
might read "at l e a s t one v i o l a t i o n " or "every v i o l a t i o n . " ) 
Thus M depends on the s t r a t e g i e s chosen by the two p l a y e r s , 
i . e . M = M(si , s2) . Under the assumption 7 . 1 , the expected payoff 
to Player 2 (the Diver te r ) , if d ive r t ing , i s 

Md + (1 - M) (-C) = (d + c)M - c. (7.2) 

Since c and d are constants , if d + c i s g r e a t e r than 0 then 
maximizing t h e above express ion i s equ iva l en t to maximizing 
M, i . e . , replacing the Diver te r ' s payoff func t ion by M y i e l d s 
a game " s t r a t eg i ca l ly equivalent" to the "if d iver t ing" subgame 
of the or iginal one. And if the model i s zero-sum, a s i m i l a r 
replacement can be made for the Defender. This could make i t 
unnecessary to a r r ive a t values for c and d, much s impl i fy ing 
the modeling t a s k . More g e n e r a l l y , the Diver te r would have 
to compare the value of 7.2 using the maximized M, with the 
payoff 0 of his "don't d iver t" s t r a t egy ; cf. the Lemma of [190; 
p . 60] . 

D r e s h e r ' s zero-sum repeated game [193] a l s o employs the 
s t ruc tu re 7 . 1 , but (up to i t s Section 8) with the fur ther assumption 
c = d = 1 . The g e n e r a l i z a t i o n by Kuhn [209] passes d i r ec t ly 
to the use of m i s s - r a t e M(si,s2) as the Dive r t e r ' s payoff, as 
do those of Anscombe [208] and Schleicher [217] ; t he se models 
a r e a l so zero-sum. Avenhaus and Frick [9, 10] pass from 7.1 
to the use of mi s s - r a t e . 

In the models of Goldman and Pearl [170, 171] and the mul t i -
s i t e Models I I and I I I of B i e r l e i n [192] , a payoff s t r u c t u r e 
l i k e 7 .1 i s assumed a t each s i t e (with s i t e - s p e c i f i c values 
of c and d ) , and the t o t a l payoff to the Diverter i s ob ta ined 
by summing these "local payoff functions" over the s i t e s . Here 
the replacement of the payoff function by a single "miss r a t e " 
p r o b a b i l i t y i s no longer v a l i d . Model I of [170], and those 
of [171, 192], are zero sum. 
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A more general payoff s t ruc tu re than 7.1 i s given by 

- c ­ f 

( 7 . 3 ) 

where c i s greater than or equal to f i s greater than 0. Here 
involvement in a fa l se alarm occasions a nega t ive payoff (­f) 
to the Diverter ; t h i s i s suggestive of the second broad Dive r t e r ' s 
object ive l i s t e d a t the s t a r t of Section 7.0 The format (7.3) 
i s employed, for example, by Avenhaus [187] with c greater than 
f; i t also appl ies to the models of Maschler [211 , 212] with 
the fu r the r cond i t ion c = f, a f t e r a mathematical operat ion 
(subtract ing a common cons tan t from each mat r ix en t ry ) which 
y i e l d s a s t r a t e g i c a l l y equivalent game. The models jus t ci ted 
a r e not zero sum; the same i s t rue of the "insurance­cheating" 
models of Borch [203 ,204] , which f a l l under (7.1) ra ther than 
(7 .2 ) . 

The models [5­7] developed for the NRC are a l l zero sum. 
Thus the i r (common) payoff function for the Diverter i s simply 
the negative of t ha t for the Defender, which wi l l be described 
in Section 8. I t i s considerably more concrete than those described 
above, but t ha t very spec i f ic i ty has opened i t to more deta i led 
c r i t i c i sm [14; p . 34] . 

7.2 The Zero Sum Assumption; Alterna t ives 
Imagine for the moment tha t the f i e ld of "s tochast ic games 

with incomplete information," wished­for at the end of Section 
2.6 , had already achieved a sa t i s fac tory conceptual, t h e o r e t i c a l , 
and computat ional s t a t u s . Besides t h a t pipe­dream about the 

. ^v . ^ ^ w . ^ . . . , - w ^ t — - — — - - - J . . - w . . „ X. ■ . ^^ w„, w. t y p e s 
gave a proper c l a s s i f i c t i o n of the D i v e r t e r , and understood 
each type well enough to be able to del ineate a strategy space 
and a reasonable payoff function for i t as poten t ia l D i v e r t e r . 
Then we would have a t hand both methodology and information 
su f f i c i en t for the r e l a t i v e l y easy development of a r e l a t i v e l y 
non­a rguab le treatment of the Diverter in an operat ional game­
theo re t i c model. 

79 



Obviously, the real s i tua t ion f a l l s far short of tha t ideal — 
t h i s i s to be expected in almost any ser ious dec i s ion problem 
with a s igni f icant behavioral aspect . In p a r t i c u l a r , the development 
of a payoff function for the Diverter wi l l involve considerably 
more in the way of approximation and a rguabi l i ty than was t rue 
for the rosy picture painted above. For reasons to be discussed 
below, the wri ter believes t ha t the best approach to these d i f f i c u l ­
t i e s i s t o 

- Adopt a zero sum model; concentrate on developing a "good" 
payoff function for the Defender ( that for the Diverter 
wi l l be taken as i t s negative) . 

The fundamental arguments suppor t ing t h i s model-development 
t a c t i c are that (a) ef for ts to do s i g n i f i c a n t l y b e t t e r appear 
l i k e l y to be f u t i l e , while (b) in i t s own r i g h t , t h i s approach 
has much t o recommend i t . The models developed for the NRC 
[5-7] adopt t h i s t a c t i c without much ado, and t h a t choice was 
not c r i t i c i z ed by the Peer Review Group [14] , but the w r i t e r 
n e v e r t h e l e s s thought i t impor tant to explore t h i s issue more 
extensively . 

To begin t h e " f u t i l i t y " arguments , we may note t ha t one 
element of the "dream s c e n a r i o " sketched e a r l i e r comes c lose 
to a c t u a l i t y : existence of a p laus ib le inventory of "adversary 
types ." Such typo log ie s appear i m p l i c i t l y or e x p l i c i t l y for 
example, in Lovett [213] and in Willr ich and Taylor [197; Chapter 
6 ] . Perhaps the most e x t e n s i v e a n a l y s e s a re those performed 
by the RAND Corporat ion for the Sandia National Laboratories, 
and drawing on re la ted RAND research dating back to 1972. The 
relevant documents include deLeon et al [176] , Bass e t al [175, 
244-246] and Jenkins [177] ; they deal with a t t r i b u t e s ( i . e . , 
c a p a b i l i t i e s ) , mot iva t ions and p o s s i b l e a c t i o n s of po ten t ia l 
adversar ies of U.S. nuclear f a c i l i t i e s and programs, of course 
inc lud ing d ive r s ion among the "possible a c t i ons . " A pr incipal 
and pers i s ten t conclusion [245; p. v] i s t h a t : 

"Nuclear defenders must a n t i c i p a t e a s u r p r i s i n g l y wide 
range of t h rea t s from an equally wide a r ray of p o t e n t i a l 
adversa r ies , who may be animated by ideological , economic, 
or personal motivations, or some combination of t hese . " 

The existence of t h i s "surpr is ingly wide array of potent ia l 
adversar ies" suppor ts the conclus ion t h a t i t would be f u t i l e 
(or a t l eas t inadvisable , as an i n i t i a l t a c t i c , to seek to develop 
a correspondingly wide a r ray of Diver te r payoff func t ions in 
formulating an operational game-theoretic model. A s ingle mathe­
matical form for such a payoff function, with d i f ferent adversary 
types r e p r e s e n t a b l e by d i f f e r e n t s e t t i n g s of the f u n c t i o n ' s 
parameters, would of course be desirable but seems only a "long 
shot" p o s s i b i l i t y in view of the d ivers i ty of motivations involved. 
Speci f ica l ly , the categories of adversar ies e x p l i c i t l y associated 
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with d ivers ion in [245; pp. 72-73] and r e i t e r a t e d in the l a t e r 
[246, p. 56], as iden t i f ied by motivation, are 

- h o s t i l e ( i . e . , disgruntled) employees 
- psychotics 
- individuals act ing for id iosyncra t ic reasons 
- mercenaries or foreign agents 
- occasional or novice criminals or oppor tunis ts . 

However, the d i s t inc t ion between "diversion" and "theft by s t e a l t h " 
in these documents ( see , e.g. [175, p. 7] and [245; bottom of 
f ina l fold-out]) l i m i t s the former to e f for t s involving at tempts 
to a l t e r records; t h i s l imi t a t i on , s ignal led only in the indicated 
"fine p r in t " of the documents, i s too r e s t r i c t i v e for our purposes. 
Making the necessary correct ion adds the further categories 

- p o l i t i c a l t e r r o r i s t s 
- ant inuclear extremists 
- philosophical or r e l ig ious extremists 
- professional cr iminals . 

We wi l l not attempt here to summarize the documents' extensive 
discussions of these adversary types and the probable appeal 
t o them of va r ious a c t i o n s (emphatically including hoaxes and 
"faked d ivers ions" ) . But i t i s worthwhile to record some e x p l i c i t 
implicat ions of those discussions (see a l l Reinstedt and Westbury 
[247]): 

- Very few p o s s i b i l i t i e s can be confidently ruled out ( e . g . , 
[246; p . 46], though some useful judgments of l i ke l ihood 
can be made. Most of them have already occurred [245; 
p . 76] . 

- Despite i n i t i a l and follow-up personnel clearance procedures, 
" i n s i d e r s " can f a l l (or , over t ime , come t o f a l l ) i n 
any of the nine categories above, 

- Non-hostile employees may be coerced in to act ing on behalf 
of t e r r o r i s t s or professional criminals (the corresponding 
payoff func t ion should then r e f l e c t the i n t e r e s t s of 
the coercer ) . 

- P ro fe s s iona l c r i m i n a l s might act "on commission" for 
foreign agents or t e r r o r i s t s . 

These obse rva t ions f u r t h e r confirm the inadv i sab i l i ty (except 
as a l a s t r e s o r t following f a i l u r e of other approaches) of s e t t i n g 
out to formula te a whole a r ray of Diver te r payoff funct ions 
for the d i f ferent adversary types. 
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An a l t e r n a t i v e i s to find a good reason for s ingling out 
some one of the adversary t y p e s , and to attempt to develop a 
well-based payoff function for that type. I t seems to the wri ter 
tha t the s trongest motivations underlying the safeguards program 
r e f l e c t p a r t i c u l a r concern t h a t misappropr i a t ed SNM (or i t s 
pretension) would be used to engender " te r ror" of nuclear destruct ion 
as a basis for some th rea t or extor t ion . (Passage of such material 
through a " fore ign agent" t o h i s government i s a l s o a heavy 
concern, but might often re f lec t fear tha t the rec ip ient nation 
would u t i l i z e i t to support cover t " t e r r o r i s t " a c t i v i t i e s as 
s u r r o g a t e s for t r a d i t i o n a l m i l i t a r y c o n f r o n t a t i o n s , cf. Dror 
[248], Jenkins [249-251].) So i t seems reasonab le to s i n g l e 
o u t , among the various adversary types l i s t e d , "the t e r r o r i s t " 
as object of payoff-function construct ion. 

There i s no lack of l i t e r a t u r e bearing a t l e a s t per ipheral ly 
on such an e f for t . During the p resen t s tudy , the w r i t e r was 
dismayed to d iscover the ex ten t to which " t e r r o r i s t i c s " has 
become a "growth i n d u s t r y , " with i t s own journal (Terrorism; 
An I n t e r n a t i o n a l Journa l ) s ince 1977, no dearth of monographs 
and specia l ized conferences (e,g, Jenkins [231], Crenshaw [252]) , 
and even discussions of data-base dupl icat ions and inconsis tencies 
(Fowler [253]), of agendas for quan t i t a t i ve research (e ,g . Fowler 
[254]), and of the use of a r t i f i c i a l - i n t e l l i g e n c e "expert systems" 
(Waterman and Jenkins [255]). One indicator of t h i s fash ionabi l i ty 
i s the appearance (possible more than once) of Brian M. Jenkins— 
head of the RAND Corporat ion 's research in t h i s area—on Michael 
Jackson's nationwide radio-interview program. And the s t u d e n t s 
of my own Un ive r s i t y have selected Terrorism as the topic for 
the next of our Milton S. Eisenhower Symposium l e c t u r e s e r i e s , 
a local "major event." 

Exploring the l i t e r a t u r e shows quickly tha t specia l iz ing 
from a "genera l " Diver te r t o a " t e r r o r i s t " does not r e s o l v e 
a l l q u e s t i o n s of i den t i f i c a t i on . Problems of def in i t ion (what 
i s the range of behaviors that should be labeled " t e r ro r i sm"?) 
appear genuinely st icky and can become value-laden—for example 
(cf. Schelling [256; 49-50]) why does the superpowers ' use of 
t h e nuc l ea r -de t e r r ence th rea t f a i l to qual ify? These problems 
are worried a t length by many authors (e .g . Dror [257], Wardlaw 
[222] , Wilkinson [258], Paust [260], Jenkins [261], Devine and 
Rafalko [263], Taylor and Vanden [264] ) , wi th v a r i e d r e s u l t s 
and with ( i t appeared) d i f ferent mixes of dutiful exasperation 
and i n t e l l e c t u a l pleasure . The purposes of many of these authors 
and of others (e,g, Shultz [265], Barres [266; pp, 88-92]) leads 
them fur ther , to taxonomies of t e r r o r i s t groups. The di f ferent 
" c e l l s " of these c l a s s i f i ca t ion schemes (six of them in [266]) 
for example in turn suggest need for di f ferent payoff funct ions , 
whose " b r i d g e a b i l i t y " by a common mathematical form (through 
use of d i f f e r e n t pa ramete r -va lues ) might prove a d i f f i c u l t . 
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and conceivably unsolvable, modeling challenge,23 go narrowing 
the Diverters to " t e r r o r i s t s " i s s t i l l not enough to p resen t 
a c lear ly-defined adversary type for payoff-function synthes is . 

Suppose however tha t we could a r r ive at such a type. Recall 
t h a t in a game-theory model, the players a re assumed to be ra t iona l 
payoff-maximizers. Now, Wilkinson [258; p, 127] notes the ro les 
of "ha t reds and fana t i c i sms" , sometimes de l ibera te ly fostered, 
in encouraging t e r r o r i s t v i o l e n c e . May [267] i d e n t i f i e s the 
" e c s t a t i c element" of emotional s a t i s f a c t i o n derived by some 
perpe t ra tors of t e r r o r i s t a c t s . Jenk ins [268; p .10] mentions 
a " luna t ic fr inge" but i s skept ical of i t s e f fec t iveness ; however 
his colleagues Ronfeldt and Sater , in a fasc inat ing study [269] 
of the "dynamite t e r r o r i s m " of the l a t e nineteenth century as 
as a p l a u s i b l e analog for p o s s i b l e nuc lea r t e r r o r i s m today , 
note the theme of mi l lenia l redemption through apocalyptic des t ruc­
t ion . And Jenkins elsewhere (e .g . [270; p . 4]) describes t e r r o r i s t s 
as l iv ing in a "fantasy world" and waging "fantasy wars," while 
Fried [271; p. 120] p i c t u r e s many of them as " func t ion ing on 
a psychotic l e v e l , as a t t e s t e d by delusional thinking and cognit ive 
malfunctioning. " 

All t h i s may not appear too compatible with game theory ' s 
" r a t i o n a l op t imize r " p i c t u r e . But we a r e reminded t h a t the 
grea tes t extremes may not by typical of the more capable t e r r o r i s t 
groups which are of primary concern ( e . g . [271; pp. 1 2 0 - 2 1 ] ) , 
and t h a t apparently b izar re statements and behavior may in fact 
be wel l - su i ted to t e r r o r i s t s ' need to capture pub l i c a t t e n t i o n 
( e . g . , Jenkins ' often-quoted "terrorism i s thea te r " [272; p.3] , 
Alexander [273]). More important i s the general point (Norton 
and Greenberg [274; pp. 6-7]) t h a t " r a t i o n a l i t y " i s properly 
defined only r e l a t i v e to a pa r t i cu la r set of values and percept ions, 
so t h a t i t i s i n a p p r o p r i a t e (and r i sky ) to regard t e r r o r i s t s 
as necessar i ly "mindless" (Jenkins [275; p, 3 ] ) , as c o n s i s t i n g 
of "the l e s s i n t e l l i g e n t or l e s s able" (Wilkinson [258; p . 132]); 
or as lacking in dedicat ion, a b i l i t y for ca re fu l p lanning and 
o p e r a t i o n s , p o s s i b l e t e c h n i c a l s o p h i s t i c a t i o n (including use 
of computer s imulat ions) , and a l l - a r o u n d i n g e n u i t y ( [175; pp, 
1 6 - 1 8 ] , Hutchinson [276; p , 1 5 8 ] , Mengel [240; p , 192] ) ,24 

In speaking of representa t ion by a "common mathematical 
form," we mean something more useful than the "cheap t r i c k " 
tha t reproduces any two functions F(x) and G(x) from the formula 
(1-t) F(x) + tG(x) by se t t ing the parameter t a t 0 and 1 respec t ive­
ly- 04 

"̂  The opposite extreme, namely the combination in a s ingle 
adversary of high l eve l s of a l l the "dangerous" c a p a b i l i t i e s , 
was viewed in 1978 by deLeon et al [175; pp, 50-53] , as "unl ikely ," 
but with cautions to the reader . 
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Assume then tha t the te r ror i s t -Diver ter can be viewed as 
"rational" relat ive to a framework of ra t iona l i ty - -a "mind-set 
qui te different from yours or mine or the Defender's, There 
remains the question of whether that framework can be fathomed 
well enough to provide the basis for a well-grounded Diverter 
payoff function. I t i s interesting to observe the rather rapid 
t r a n s i t i o n from Jenkins ' 1978 charac te r iza t ion [277] of the 
t e r ro r i s t mindset as an "area of ignorance" to the "Sat isf ied 
that we can depict the full range of motives and possible actions" 
of 1980 [174; p, 5] , though this contrast ref lects an imperfect 
matching of contexts. I t i § certain that research on the topic 
has been intensive, and has significantly increased the factual 
information avai lable and the level of theore t i ca l ana lys i s 
possible; see for example Kellen [278] , Sundberg [279] , Jenkins 
[231; pp, 12-15, 52-69] as well as [269], Related s tudies in 
the criminological field may prove helpful (cf, Carrol [281]), 
though the preponderance of crimes do not seem appropriate analogs. 

Thus the opinion quoted by Norton and Greenberg [274; p. 13] , 
that "there i s no way of studying t e r r o r i s t ideology in any 
meaningful way," appears too pess imis t i c . There i s dist inct 
progress towards answering some of the questions l is ted by Barres 
[266; pp. 11-13] , though the dryly c r i t i ca l literature-review 
in Section 1 of [277] should be a corrective to premature confi­
dence. The present level and nature of insights in th i s area 
might, in the hands of an imaginative modeler, prove useful 
in suggesting possible general structures for a Diverter payoff 
function, and could very probably be of value in conceptual 
testing of a proposed payoff function. More concrete u t i l iza t ion , 
for constructing such a function, at least using the kind of 
methodology envisaged in Volume I of this report, would involve 
estimating a multiattribute u t i l i t y function; a "c l a s s i c " mid-
1970 ' s vintage account of the relevant^ theory and procedures, 
along with selected appl ica t ions and a major case study, i s 
given by Keeney and Raiffa [282], with some more recent material 
appearing in the special journal-issue [283]. A c r i t i c a l par t 
of this technique requires ascertaining the preferences of " ter ror is t 
decision-makers" between a number of pairs of "pure" al ternatives 
and p r o b a b i l i s t i c mixtures of al ternatives. I t seems unlikely 
(to the writer) that sufficient information of this kind could 
be inferred from the ava i lab le wri t ings of these persons and 
from what is known of their past choices. Indeed, the modeler's 
frequent procedure in such an analysis involves subjecting the 
relevant decision-makers to interviews and questionnaires especially 
designed to e l i c i t the information. 

This l a s t notion i s not qui te so t o t a l l y r id iculous as 
i t may i n i t i a l l y appear. Te r ro r i s t s and e x - t e r r o r i s t s have 
granted extensive interviews, and in some cases wr i t ten t h e i r 
memoirs, so tha t a c c e s s i b i l i t y might conceivably be achieved. 
But the issues of veracity and validity do not seem sat isfactor i ly 
resolvable. I t i s hard to see why active t e r ro r i s t s would choose 
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to' a s s i s t such a study with "honest" answers, and a safeguards 
model s ign i f ican t ly dependent on responses even from "reformed" 
t e r r o r i s t s - - c f , our ea r l i e r c i t a t i o n s of terms l ike "fantasy." 
" p s y c h o t i c , " "delusional"—might not i n sp i r e much confidence.^5 
The sample of informants would be small; apprehendees and recusants 
might be d i s t i n c t l y unrepresentat ive of the wider "population" 
in quest ion, and in many cases might not have belonged to the 
decision-making "opinion leaders" e l i t e . 

7 .3 The Zero Sum Assumption; Pros and Cons 
The preceding section contained a rather extended discussion 

of the f e a s i b i l i t y of developing "genuine" D i v e r t e r ' s payoff 
f u n c t i o n s . The w r i t e r ' s conc lus ion from t h a t d i s c u s s i o n i s 
tha t chances for success, r e l a t i ve for example to the "v i ab i l i t y " 
c r i t e r i a formulated in Sec t ion 4 . 2 , a re too dubious for t h i s 
to be the approach of ( i n i t i a l ) choice in s e t t i ng out to construct 
an operat ional game-theoretic model. That i s e s p e c i a l l y t r u e 
in t h e presence of a much more a t t r a c t i v e a l t e r n a t i v e , namely 
the zero sum approach mentioned above. We now proceed to offer 
reasons for r egard ing t h i s approach as a t t r a c t i v e in i t s own 
r igh t , while also noting some provisos and l i m i t a t i o n s . 

F i r s t and foremost among t h e a f f i r m a t i v e reasons i s the 
notion t h a t , even though the i n t e r e s t s of Defender and Diverter 
wi l l not be "precisely opposite" in the mathematical sense expressed 
by the zero sum cond i t ion ( e . g . , as in the "I win, you lose" 
s e t t i n g of many recreat ional games), nevertheless the fundamental 
r e l a t i o n of the two p l a y e r s i s one of o p p o s i t i o n . Thus the 
zero sum assumption, in cap tu r ing t h e " e s s e n t i a l n a t u r e " of 
the underlying s i t ua t i on , cannot go wrong too badly. This r e f l e c t s 
the natural "get the f i r s t - o r d e r effects r igh t " pr ior i ty-phi losophy 
of most applied mathematical modeling. Such ta lk of "fundamental" 
and "essen t i a l " i s nonrigorous and subjec t ive ; the wr i ter hopes, 
however, t h a t o t h e r s would concur with the po in t j u s t made, 

A second reason i s t h e prudential nature of the zero sum 
approach . By conducting i t s a n a l y s i s ve r sus a h y p o t h e t i c a l 
"maximally i n i m i c a l " adve r sa ry , i t p ro tec t s the Defender from 
the consequences of poss ib ly guess ing wrong about the e x t e n t 
and the pa r t i cu la r way in which the actual D ive r t e r ' s i n t e r e s t s 
might not be t o t a l l y opposed to h i s own, (The preceding discussion 
of adversary types does not encourage expectat ions of "guessing 
r i g h t , " ) Such conservatism may well be the appropr ia te s tance 
in a r e g u l a t o r y s e t t i n g , e s p e c i a l l y in view of the preceding 

^-'This sentence may fa i l to do j u s t i c e to the ro le of s e n s i t i v i t y 
ana lys i s , and to the precautions presumably developed by p r a c t i ­
t i o n e r s of m u l t i a t t r i b u t e u t i l i t y a n a l y s i s for dea l ing with 
po ten t i a l ly h o s t i l e or unre l iable respondents. 
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paragraph's suggestion tha t not too much bias would be introduced, 
(We r e i t e r a t e tha t the Peer Review Group [14], though e x p l i c i t l y 
s ens i t i ve to symptoms of possible over-conservatism in the models 
[5-7] developed for the NRC, made no cr i t ic i sm of those models' 
being zero sum,) To avoid misunderstanding, i t should be noted 
tha t the character iza t ion of zero sum ana lys i s as "worst case" 
i s c o r r e c t only insofar as t he D i v e r t e r ' s payoff function i s 
concerned; i t does not involve any " c o n s e r v a t i v e " expansion 
of the Dive r t e r ' s supposed cataabi l i t ies ( i , e , , s t rategy space) . 

Nor i s i t t rue tha t t h i s conservatism i s of a kind automatically 
leading to a solut ion in which alarms a r e more f requent than 
they would otherwise be. Suppose for example tha t the Dive r t e r ' s 
" t rue" payoff function were given by the p rev ious mat r ix 7 , 1 , 
Suppose fu r t h e r t h a t the Defender ' s payoffs are given by the 
matrix 

D 

(7,4) 

where c' i s the Defender's analog of c in (7 ,1 ) , i , e , the value 
placed by the Defender on the occurrence of a detected divers ion, 
whi le d* i s the Defender's analog of d, i . e , the loss suffered 
by the Defender from an undetec ted d i v e r s i o n . The q u a n t i t y 
a represents the cost to the Defender of executing the responses 
to an alarm; we wi l l assume that a i s l e s s than c'+ d ' , a non-
r e s t r i c t i v e condition which i s s a t i s f i ed if merely a successful 

the Defender than i s a f a l se alarm, 
in s t r u c t u r e between (7,1) and the 

negative of (7,4)—the payoff matrix a t t r i b u t e d to the Diverter 
by the zero sum assumption—simply r e f l ec t s the idea tha t the 
Diverter i s " rea l ly" indi f ferent to the costs imposed by "alarming" 
on the Defender, a f a i r l y p laus ib le idea un less the adversa ry 
i s an a n t i - n u c l e a r ex t remis t out to bankrupt the f a c i l i t y , 2 o 
Under these circumstances, the " t r u e " non-zero sum game t u r n s 

diversion i s more costly to 
Note t h a t the d i f f e r e n c e s 

^"One could imagine an adversary whose aim was not so much 
diversion, as the damaging of U.S. weapons programs (or l ong -
term economic hea l th , or energy-independence) through in te r rup t ion 
(or cost escala t ion) of nuclear-mater ial o p e r a t i o n s . But t h a t 
i s a r a t he r d i f f e r e n t scenar io fron those under consideration 
here . 
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out to have a unique equ i l ibrium-point so lu t ion , in which the 
mean r e l a t i v e frequency of alarms i s 1/(1 + c/d) , For the zero 
sum version, t h i s frequency becomes 1/(1 + c ' / d ' ) in the unique 
optimal s t r a t e g y for the Defender, (The value of a a f f ec t s 
the s t r a t eg i e s for the Diverter in the solut ions of both games, 
but not those of the Defender,) Thus t h e zero sum approach 
could e i ther increase or decrease the frequency of alarms, depending 
on the r e l a t i v e s i z e s of c/d and c ' / d ' . These r e s u l t s for a 
very simple model may not be indica t ive of those for more r e a l i s t i c 
cases, but a t l e a s t warn against accepting apparent "consequences" 
of zero sum modeling without e x p l i c i t ana lys i s , 

A th i rd reason favoring the zero sum approach i s i t s immense 
eas ing of conceptual and computational burdens; as i s implied 
by the m a t e r i a l in Sec t i ons 2 and 3 , adopt ing t h i s approach 
leads to a highly convincing "solut ion" concept, unique solut ion 
payoffs, and access to a far supe r io r body of a lgor i thms for 
numerical solution and s e n s i t i v i t y analys is , 

Fourth. the approach has whatever v i r t ue s inherent in prece­
dent: i t y ie lds the "c l a s s i ca l " and most famil iar type of game-
theore t i c model, and has been adopted in a number of the safeguards-
re la ted analyses c i ted e a r l i e r . 

Fif th, most of the above-mentioned d i f f i c u l t i e s in fashioning 
a "genuine" payoff funct ion for the Diverter become much more 
manageable when a t t e n t i o n i s s h i f t e d t o t he Defender, Thus 
the prospects for a wel l -grounded Defender ' s payoff func t ion 
are ( re la t ive ly) good; since in the zero sum approach the assumed 
payoff function for the Diverter i s d i rec t ly based on ( spec i f i ca l ly , 
i s the negative of) t h a t for the Defender, and i s obtained from 
the l a t t e r by a process with a subs tan t ia l r a t iona le invo lv ing 
the four reasons already given, i t would " inhe r i t " the l a t t e r ' s 
"well-groundedness" in a way consis tent with the v i a b i l i t y c r i t e r i a 
noted in Section 4 , 2 . 

There are of course arguments against the zero sum approach, 
add i t i ona l t o those i n t ima ted in the course of the p rev ious 
d i s c u s s i o n . One i s the existence of countervail ing precedent; 
as already noted, several of the models in the l i t e r a t u r e a re 
not zero sum. Second, t h e r e i s t h e i n t e l l e c t u a l discomfort 
(and argumentative disadvantage) in imposing a strong hypothesis— 
that of a "zero sum adversary"—which i s not believed or expected 
to be l i t r a l l y t r ue . This object ion, however, may unduly depreciate 
the natural ro les of approximation and t r a c t a b i l i t y in a p p l i e d 
mathematical modeling. Third, the l i t e r a t u r e con ta ins some 
e x p l i c i t r e j e c t i o n s of t h i s approach. For example, we f ind 
in Kupperman [284; p . 411] "The ^game' between t e r r o r i s t s and 
government i s not zero sum"--but t h a t passage in f a c t r e f e r s 
to t h e " t h r e a t - a n d - n e g o t i a t i o n " s i t u a t i o n s mentioned near the 
s t a r t of Section 7.0, rather than to our "ID ana lys i s" context, 
Avenhaus [221; p , 320] observes " th i s does not lead necessar i ly 
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to a zero sum game," but a f t e r not ing d i f f i c u l t i e s , quickly 
goes on to a zero sum model. He c i t e s the possible nonequality 
of what we c a l l e d d and d' in matrices (7,1) and (7,4) above, 
and with Frick in [285; p, 630] points out d i f f e r e n c e s in the 
two players ' evaluations of fa lse alarms as a flaw in zero sum 
treatment. The objections by (Joint Committee on Atomic Energy 
member) Hosmer [286; p, 7-8] a re not so clear to t h i s wr i t e r , 
but the i r g i s t seems to be tha t the zero sume equating (in effect) 
of d' with d may be "very dangerous in the real world populated 
by very f a l l i b l e people, some of whom a re very c e r t a i n to be 
j u s t no good, " 

On ba lance , i t seems t o t h e w r i t e r t h a t " the Ayes have 
i t " concerning the adoption of the zero sum approach. The premises 
for tha t judgment have been l a i d out in a way which, i t i s hoped, 
wi l l f a c i l i t a t e t racing out reasons for ag ree ing or d i s a g r e e ­
ing. 
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8 . 0 THE DEFENDER'S PAYOFF FUNCTION 

A c e n t r a l problem in any game­ theo re t i c a p p l i c a t i o n i s 
the formulation of payoff functions which achieve an "appropriate" 
compromise between deta i led realism and ana ly t i ca l t r a c t a b i l i t y . 
See for example2'7 shepard [288; pp. 378, 383­4] , or the remark 
of Fain and Phi l l ips [289; p. 370]: 

"The t r i c k then i s to get the most in realism compatible 
with obtainable , understandable answers. I t i s necessary 
tha t one r e s t r i c t the fac tors to the most e s s e n t i a l . This 
trade­off i s easy to understand but hard to make," 

Such gene ra l i t i e s of course per ta in to any kind of applied mathe­
mat ica l modeling. What makes them e s p e c i a l l y a c u t e for our 
s i t u a t i o n i s t h a t the r e f e r e n t " r e a l i t y " involves preferences 
and value­schemes—judgmental and behavioral elements—in addit ion 
to more tangible elements ( e , g , , yie lds , di rec t costs) of kinds 
more readi ly based on "hard" technical data. The q u a n t i t a t i v e 
treatment of the former elements by the behavioral and decision 
sciences s t r i k e s many observers as l e s s advanced and r e l i a b l e 
than ava i lab le treatments of the l a t t e r elements by the physical 
sciences and t h e i r re la ted engineering discipl ines.­2° 

This i s not to d e n i g r a t e the acceptance and use fu lness 
of analyses with such or ien ta t ions in many f i e l d s ; e .g . economic 
policy, market research, and the r e g u l a t o r y con tex t s c i t e d in 
Sect ion 4.2 But i t does re­emphasize, in the present s e t t i n g , 
the par t i cu la r challenge of developing su i t ab le payoff funct ions . 
If the zero sum approach recommended in Sec t ion 7,2 and 7,3 
i s adopted, then t h i s challenge becomes f ocussed on the Defender' s 
payoff function. In terms of both pr io r i t y and i n t r i n s i c d i f f i c u l t y , 
addressing t h i s challenge should precede deta i led work on compu­
ta t iona l solut ion methods, in a "staged" approach to developing 
an operational game­theoretic model. 

8 ,1 Review of Li te ra tu re 
A number of the ci ted models are zero sum, with t he i r Diverter ' s 

payoff function already specif ied in Sect ion 7 , 1 , Thus t h e i r 

■^'These c i t a t i o n s from the older l i t e r a t u r e , though s t i l l 
germane, do not r e f l e c t the l a s t two decades of progres s in 
Game Theory, 

2°This wording i s intended to bypass the i n t e rd i sc ip l ina ry 
and i n t r a d i s c i p l i n a r y d i s p u t e s about whether the b e h a v i o r a l 
s c i e n c e s can in p r i n c i p l e a t t a i n , and should properly aim a t , 
the same kinds of "success" achieved by some areas of the physical 
sciences . 

89 



Defender's payoff function need not be spelled out here . These 
models include those of Beinhauer and B i e r l e i n [12 ] , B i e r l e i n 
[189-191] , Hopfinger [13], Dresher [193], Kuhn [209], Anscombe 
[208], Schleicher [217], Avenhaus and Frick [9, 10] , and Goldman 
and Pearl ([171] and Model 1 of [170]) . Typically these payoffs 
are e i ther of an " a b s t r a c t " ( i . e . , r e l a t i v e l y u n i n t e r p r e t e d ) 
n a t u r e , or represent the negative of the Defender's miss r a t e ; 
those of [170, 171] are the negatives of more concretely-described 
Diverter payoffs. 

As noted e a r l i e r , many of the models l im i t the Defender's 
s t rategy-space in a way represent ing a bound on h i s r e sou rces 
or permitted in t rus iveness . This bound then appears as a parameter 
in the game-the ore t i c model. Bier le in [190, e t c . ] and Hopfinger 
[13] are pr inc ipal ly concerned with optimal s izing of an inspection 
system, in t he fol lowing s p e c i f i c s e n s e ; finding the lowest 
value of the bound on Defender ( i . e . . Inspec to r ) resources 
under which the only optimal s t rategy for the Dive r t e r in the 
r e s u l t i n g game i s t ha t of "no d ivers ion ." Note tha t t h i s does 
not involve a balancing by the Defender of of r i sk and c o s t : 
t h e "accep tab le r i sk" i s set a t zero, and the lowest cost for 
a t t a in ing i t i s sought. I t i s conceivable tha t the above problem 
could somehow be solved without solving the game-theoretic model 
e x p l i c i t l y ; t h i s i s in fact e s sen t i a l l y what i s done by Hopfinger, 
who noted [13; p . 9] t h a t h i s game-theoretic model proved too 
d i f f i c u l t for exp l i c i t so lu t ion . 

In the non-zero sum model of Avenhaus [187], the Defender's 
payoffs are assumed given by a matrix of the form 

(8.1) 

where n o t a t i o n has been changed t o b e t t e r match the previous 
matrix 7.4. I t i s assumed that b ' i s l e s s than d ' , which coincides 
with the weak r e s t r i c t i o n a i s l e s s than c ' + d' made above 
in (7 ,4) , After subtract ion of a common constant from a l l e n t r i e s , 
the same i s t r u e of the models of Borch [203, 204], where the 
e n t r i e s have f a i r l y concrete i n t e rp re t a t i ons in terms of insurance 
premium reductions, cost of loss-reduct ion measures by the insuree 
to j u s t i f y the r e d u c t i o n , e t c . The model of Maschler [211, 
211] f a l l in to the same c l a s s , but with a = 0, The non-zero 
sum Model 2 of Goldman [170] adopts as Defender's payoff function 
the negative of the Dive r t e r ' s gains from undetected "v io la t ions" ; 
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t h i s corresponds to se t t ing a = b ' = 0 and d' = d in (7,4) a t 
each s i t e . Unique equilibrium-point so lu t ions e x i s t for [187, 
203 , 2 1 3 ] , and apparen t ly for Masch le r ' s model [211; p, 25] , 
Model 2 of [170] has a mu l t i p l i c i t y of equilibrium p o i n t s , but 
t h e Diver te r has the same payoff (though di f ferent s t r a t eg ies ) 
in a l l of them; the payoffs to the Defender a l so remain the 
same except under a special "degeneracy" of the model's data . 

Model 3 of Goldman [170] deviates from the usual game-the ore t i c 
format to study the fol lowing scenar io : the Defender chooses 
a s t ra tegy (mixed, in general) tha t w i l l maximize h i s payoff, 
under the assumption tha t the Diverter learns of tha t s t ra tegy 
and r e a c t s so as to maximize h i s payoff. Maschler [211, 212] 
also employs th i s concept, which apparently arose in economics 
in s tudying p r i c e compet i t ion by a duopoly; hence the "Price 
Leadership" in the t i t l e of [211]. Such " l e a d e r - f o l l o w e r " or 
"Stackelberg" games (von Stackelberg [290]) have received consider­
able study in recent yea r s ; Basar and Oldser [291] i s a current 
t r e a t i s e containing a subs tant ia l treatment. 

We turn f ina l ly to the most e x p l i c i t and ambitious e f f o r t 
to develop a Defender ' s payoff function, tha t in the zero sum 
models [5-7] formulated for the NRC. I t uses the fo l lowing 
nota t ion, previously introduced in Section 6.2: 

X = quant i ty taken by Diverter , 
e = random error in estimating ID 
u = e + X = ID-value reported to Defender, 
z = alarm level 
y = t a rge t level of search-recovery ef for t s by Defender 

(Y = Yi if U i s l e s s than or equal to z, y = y2 if 
u i s greater than z ) . 

Thus t h e D i v e r t e r ' s s t r a t e g y i s given by x. The Defender 's 
s t r a t e g y c o n s i s t s in choosing the values of y^ and y2 r and in 
the second model of [7] , choosing z as wel l . I t is convenient 
to designate the two possible scenarios—"no alarm" corresponding 
to u i s l e s s than or equal to z and to y = y^, and "alarm" cor re ­
sponding t o u i s g r ea t e r than z and to y = y2—by an index k 
taking the values 1 and 2 for these respect ive scenar ios . The 
Defender ' s payoff, under scenario k, i s taken as the negative 
of the cost-function 

Mk(x,yk) = B(k-l) + c^yk + x - b^ min(x,yk) + e^ly^ - x^ | . (8.2) 
Here B i s the fixed cost of a "clean-out inventory," incurred 

r e g a r d l e s s of the t a r g e t level of the search; note from (8.2) 
tha t i t i s incurred only in case of an alarm (k=2). The term 
C|jyu r e p r e s e n t s t h e v a r i a b l e p a r t of the cost of the search, 
with C|̂  de te rminab le [7; p . A3] "by engineering est imates of 

91 



labor and m a t e r i a l s i nvo lved . " Thus t h e f i r s t two terms in 
(8.2) are to represent the cost of the search e f for t . Without 
a more concre te submodel of the search process (the need for 
which was noted in Section 6 .2) , i t i s unclear tha t the l i n e a r i t y 
of the second term—and i t s independence of x—are appropr ia te . 
In genera l , these terms seem a very narrow cons t rua l of the 
d i s u t i l i t i e s ( in te r rupt ions , re la t ions with outside a u t h o r i t i e s , 
effects on confidence, e t c . ) associated with some "alarm" responses. 

Under the given scenario, a ful ly successful search would 
recover the amount min(x,yi,)—this explanation par t ly expl ica tes 
the intended role of the "'target l eve l " in delimiting a search 
e f f o r t - - l e a v i n g t h e amount x - min(x,y|^) unrecovered. This 
expression resembles the th i rd and fourth terms in ( 8 . 2 ) . The 
c o e f f i c i e n t bî  may then r e p r e s e n t a "search qual i ty measure" 
indicat ive of how far from "ideal" the search capab i l i t i e s a r e . 
The au thor s desc r ibe b|̂  [7; p. A3] as involving "the value to 
the Defender—of recovering the material diverted and the probabi l i ty 
of recovering i t , " and note tha t i t depends on "societa l values"; 
i t i s unclear why the th i rd term, x, should not also be modified 
in l i g h t of those v a l u e s . One would probably want to replace 
these two terms by a function of x and y|^, say D(U(x,yi^)), where 
U(x,y|^) i s the expected quant i ty of diverted SNM l e f t unrecovered 
by the search process, and D(u) i s a function—probably nonlinear— 
expressing the d i s u t i l i t y to society of the loss of the quant i ty 
U, If "recovery" has some value in i t s e l f other than reducing 
the l o s s , tha t too should be a r t i cu l a t ed in the model in a c l ea r ly -
explained way. Note tha t if the f i r s t and second terms appear 
n a t u r a l l y in "cos t " u n i t s , then some means of unit-conversion 
with what replaces the th i rd and fourth terms i s required. 

The f i f t h term on the right-hand side of equation 8.2 i s 
described as the "error pena l t y " for a wrong e s t ima t e by the 
Defender. This i s the f i r s t indicat ion tha t y i s meant to serve 
as an estimate of x, not merely as a t a rge t level for the search. 
I t i s not obvious t h a t the two should c o i n c i d e ; for example 
a " target l eve l " might well include a " sa fe ty al lowance" over 
and above the Defender ' s " e s t i m a t e " of x. At any r a t e , the 
Peer Review Group [14; p . 25] found the conceptual b a s i s for 
t h i s term especial ly unsat isfying. 

In view of the "no-alarm, alarm" i n t e r p r e t a t i o n of the 
two s c e n a r i o s , the Defender ' s expected ( i . e . , mean) cos t i s 
taken in [5-7] to be 

M]̂ (x,y]̂ ) Prob (u i s l e s s than or equal to z) + 
^2 (X/Y2) Prob (u is greater than z). (8.3) 

The p robab i l i t i e s in question are determined using the r e l a t ion 
u = e + x and the assumption t h a t e has an unbiased ( i . e . , zero-
mean) normal d i s t r i b u t i o n . Thus the frequency funct ion ( i . e . , 
probabi l i ty density) of u depends in an e x p l i c i t way on x; denote 
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i t by p ( x , u ) . For reasons de ta i led in Section 4.3 and 6.2, re la t ing 
to the in t e rp re t a t ion of a Defender's s t r a t e g y as a r e s p o n s e -
r u l e to ID-values r a t h e r than s p e c i f i c r e sponses - - and hence 
as invo lv ing a p a i r of func t ions y i (U) and y2(U) ra ther than 
numbers ŷ ^ and y2 — i t appears to t he wr i ter tha t (8.3) might 
be be t te r replaced by 

/ Mi(x,yi(u)) p(x,u)du + / M2(x,y2(u))p(x,u)du. (8.4) 

The preceding discussion by no means exhausts the c r i t i c i sms 
which can be, and have been [14] , level led a t the payoff function 
based on equat ion 8 .2 . Such specif ic c r i t i c i sms were possible 
only because the authors of [5-7] went f u r t h e r than o t h e r s in 
basing t h e i r formula t ion as a " s e m i - e x p l i c i t " p ic tu re of the 
Defender ' s r e sponses , and a r e extremely valuable in providing 
ins igh t s for the development of improved payoff f u n c t i o n s even 
in the "simple" case (one time period, one s i t e ) . Having examined 
the "competing" models in the l i t e r a t u r e to an extent not possible 
dur ing h i s pa r t i c ipa t ion in the work of the Peer Review Group, 
the wri ter now wishes that besides concurring (as he did) wi th 
the s t a t e d c r i t i c i sms , he had also associated himself with the 
gracious observation of Higinbotham [14; p. B-5] that the authors 
of the NRC-supported models [5-7] "deserve considerable c red i t 
for the i r i n i t i a t i v e . " 

8.2 Further Discussion 
On grounds of p r o f e s s i o n a l experience and exper t i se , the 

wr i te r would ce r t a in ly defer to o the r members of the p r o j e c t 
team as regards procedures and p i t f a l l s in developing a Defender's 
payoff function. This understood, i t may nevertheless be worthwhile 
t o offer a few genera l and elementary remarks on t h e top ic , 
with a pa r t i cu l a r view to disentangling some of the issues involved. 
Such " s t r u c t u r i n g " a l s o has impl ica t ions for the organization 
of a model-development e f fo r t . 

Given any pa r t i cu la r s t ra tegy-choices by Diverter and Defender, 
the assignment of an associated payoff-value involves two concep­
tua l ly d i s t i n c t operat ions: 

(a) e s t i m a t i n g t h e outcome or r e s u l t of the in t e rac t ion 
of those s t r a t e g i e s , and 

(b) a t t r i b u t i n g a value ( u t i l i t y or d i s u t i l i t y ) , on behalf 
of the Defender, to that outcome. 

Operat ion (a) d e a l s with a "what would happen?" quest ion, and 
so e s s e n t i a l l y seeks a p red ic t ion , at an appropriate level of 
d e t a i l , accuracy and r e l i a b i l i t y . Operation (b), in con t ras t , 
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i s e s sen t i a l l y evaluat ive, focussing on the Defender's preference's 
and value-scheme. The boundar ies between the two may not be 
as easy t o f i x as the above language s u g g e s t s ; for example, 
"how much SNM would t h e Diver te r f i n a l l y get away with?" i s 
a question29 tha t c lear ly belongs to (a) , but though "what would 
t h e Diver te r ^ with a p a r t i c u l a r amount of SNM?" i s also a 
"what would happen?" quest ion, the wri ter suspects t h a t in the 
present context i t might be bet ter t rea ted in conjunction with 
( b ) . 

This o v e r - s i m p l i f i e d but useful s e p a r a t i o n in to (a) and 
(b)—prediction and evaluat ion—is i l l u s t r a t e d by the expression 
D(U(x,yj^)) sugges ted in Sec t ion 8.1 Here the formulation of 
the "unrecovered p o r t i o n " func t ion U(x,y) i s an i n s t a n c e of 
( a ) , while c o n s t r u c t i n g t h e funct ion D(U) i s a case of (b) . 
The way in which the former appears "nested within" the l a t t e r 
i s a l so t y p i c a l for the s e q u e n t i a l l o g i c of the s i t u a t i o n . 
(An example of such a separat ion, in the contex t of s e l e c t i n g 
bu l l e t types for police handguns, i s given in Hammond and Adelman 
[293] .) 

The type (a) work wi l l probably require more exp l i c i t submodels, 
of the mechanisms of d i v e r s i o n and r e sponse , than the w r i t e r 
has so fa r encountered; t h e need for these has a l ready been 
noted in. previous S e c t i o n s . Quite l i ke ly such work wi l l also 
need informed judgments about some aspects of "what would happen"; 
for sys t ema t i z ing t h e ga the r ing and s y n t h e s i s of such expert 
opinions, use of the "Delphi Method" (cf. for example Lins tone 
and Turoff [294], Sackman [295]) may merit considerat ion. 

Some of the type (b) work may yie ld to r e l a t i ve ly s t r a i g h t ­
forward "cos t ing ou t" app l i ed to the submodels mentioned in 
the l a s t paragraph. But t h e g r e a t e r and most d i f f i c u l t par t 
of i t , involving the "weighing" of various consequences r e l a t i v e 
to each other and to t a n g i b l e c o s t s , i s expected t o require 
the estimation of a m u l t i a t t r i b u t e u t i l i t y func t ion using the 
s p e c i a l i z e d t echn iques of in terv iew and quest ionnaire alluded 
to in Section 7 . 2 . (Again we note [282, 283] as samples of 
a wider l i t e r a t u r e ; Keeney [296] i s very readable.) The combination 
of these steps and approaches—drawing as a v a i l a b l e on "hard" 
d a t a , on t echn iques employed in other appl ica t ions and having 
considerable t h e o r e t i c a l b a s i s , and on c o n s u l t a t i o n with and 
s o l i c i t a t i o n of judgment from a broad spectrum of informed and 
concerned individuals—provides the best chance (cf. [14; pp, 35, 
41]) for sa t isfying the v i a b i l i t y conditions of Section 4 . 2 . 

The term "mul t i a t t r ibu te" employed above suggests a d i f ferent 
useful "cut" in d i s c u s s i n g and developing a Defender payoff 
function. I t goes back to the fundamental issue of the underlying 

Perhaps to be answered only in a p r o b a b i l i s t i c sense. 
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r egu la to ry problem, namely ba lanc ing t h e "macro" a t t r i b u t e s 
of r isk and cost . If players 1 and 2 (Defender and D ive r t e r ) 
choose s t r a t e g i e s Sj and S2 respect ively , then i t i s p laus ib le 
tha t the associa ted payoff "to the Defender i s the nega t ive of 
a " to ta l d i s u t i l i t y " roughly decomposable a s : 

C(Si,S2) + R(si,S2) (8.5) 
where the f i r s t term represents t h e ^ o s t of the Defender's responses 
(alarm, in te r rup t ion , search, e t c . ) while the second term measures 
the d i s u t i l i t y to him of the r i sks associated with the successful 
abduction of m a t e r i a l . For example, the sum of the f i r s t two 
terms in equa t ion 8.2 would correspond to the f i r s t summand 
above, while the sum of the th i rd and fourth terms (or i t s suggested 
replacement D(U(x,y|^)) would i l l u s t r a t e the second summand in 
the l a s t display. Some means of exp re s s ing the two summands 
on a common sca le , so tha t they can sensibly be added, i s also 
impl ic i t in equation 8.5 

The t ask of deriving a Defender's payoff function can now 
be crudely regarded as s p l i t t a b l e i n to de r iv ing e x p r e s s i o n s 
for each of the two summands. Opera t ions of p r e d i c t i o n and 
e v a l u a t i o n - - t y p e s " ( a ) " and "(b)" above--will enter in to both 
of these subtasks, but the r e l a t i v e r o l e of (b) seems l i k e l y 
to be much heavier for R than for C. 

The topics of r isk assessment and of r i s k - c o s t and r i s k -
b e n e f i t a n a l y s i s have accumulated a voluminous l i t e r a t u r e of 
the i r own, involving both prescr ip t ion and research . (A journal 
Risk Analysis was i n i t i a t e d in 1981.) One pa r t i cu l a r ly valuable 
f e a t u r e of these and r e l a t e d wri t ings i s t h e i r i den t i f i ca t ion 
of p i t f a l l s that non-experts might eas i ly overlook and succumb 
to in t h e b r i s k pace of an applied study. For example, given 
the Defender's r e s p o n s i b i l i t y (Sec t ion 5.0) t o r e p r e s e n t the 
i n t e r e s t s and concerns of various elements of the publ ic , there 
i s useful " s e n s i t i z a t i o n " for the modeler in being reminded 
of how such elements may d i f f e r in t h e i r rankings of various 
a t t r i b u t e s (Rokeach [297 ] ) , so t h a t o n e ' s own va lues should 
not un th ink ing ly be inputed t o - - o r adopted on behalf of—the 
general publ ic . A re la ted comment by P^nne [298; p . 28] concerns 
overhas ty dismissal by "technical experts" of what they regard 
as extraneous arguments re f lec t ing "se l f i sh , i r r a t i o n a l , ignorant 
or malevolent" behavior. Einhorn [300] po in t s out how inaccurate 
judgments can b i a s expe r i ence in ways i n h i b i t i n g c o r r e c t i o n 
of the flaws. In the context of f lood-disas ter insurance, Kunreuther 
[301] offers s t a r t l i n g empirical f i n d i n g s on the under - rega rd 
of l o w - p r o b a b i l i t y high-impact r i s k s . Chapter 2 of Fischhoff 
e t a l [302], synthesizing numerous papers by the same a u t h o r s , 
d i s c u s s e s in some d e t a i l " f ive generic complexities" in r i s k -
re l a t ed decision ana lys i s ; see a l so , for example, Salem e t a l 
[ 3 0 3 ] . I s s u e s concerning the e l i c i t a t i o n and use of numerical 
p r o b a b i l i t i e s in such ana lyse s are noted in [304; pp. 41-3] 
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and explored in Solomon et al [305] . Divergences between actual 
and perceived r i sks (Covello et al [306] ) became the t o p i c of 
the f i r s t annual meeting of the Society for Risk Analysis. 

In view of the not ion (Sect ion 7.2) t h a t t e r r o r i s t s may 
warrant spec ia l concern as an "adversary type ," the l ikel ihood 
and possible consequences of t e r r o r i s t s ' "going nuclear" command 
special i n t e r e s t . The matter of l ikel ihood appears cont rovers ia l . 
The j o l l y - t i t l e d [307; p. 89] suggested in 1978 t h a t necessary 
s k i l l s , to da te , were "beyond the c a p a b i l i t i e s of contemporary 
t e r r o r i s t organiza t ions ." Others have been far l e s s sangu ine ; 
e a r l i e r , Jenkins [275; pp. 9-10] had opined t ha t "the r e q u i s i t e 
technical knowledge—will spread," noted the "extreme d i f f i cu l ty" 
[308; p.3] of assessing t h i s t h r e a t , and declared himself [269; 
p . 8] a "prudent agnos t i c , " s t a t i n g : 

"I d o n ' t know whether t e r r o r i s t s wil l go nuclear, but the 
consequences if they were to do so may be so ser ious t h a t 
society cannot afford to take a chance," 

The w r i t e r ' s sense i s tha t the more r ecen t l i t e r a t u r e , though 
morbid, grows increas ingly pess imis t ic on t h i s topic^O, noting 
greater technological s o p h i s t i c a t i o n on the p a r t of t e r r o r i s t 
groups, and suggesting t ha t the t a c t i c a l and ideological cons t ra in t s 
i n h i b i t i n g t h e i r p u r s u i t of mass d e s t r u c t i o n may be eroding 
under cond i t i ons of f rus t r a t ion and generational change ( e , g , , 
[231; pp, 63-8] , [278; pp, 169-70], [270; pp. 6-8] , [250; pp. 1-
2 ] , [284; p. 50] , [310; pp. 227-8] and the implicat ions of [269]) . 
This leads us to the matter of "consequences," where unclass i f ied 
r e f e r ences to such "nightmare p o s s i b i l i t i e s " (Wilkinson [258; 
p. 135] ) include the del ibera te ly dramatic in t roduct ion to Rosenbaum 
[311] and the paper Kupperman [312] . A par t i cu l a r ly systematic 
discussion i s given by Jenk ins [314] , who l i s t s (among other 
p o s s i b i l i t i e s ) increased secur i ty at a l l f a c i l i t i e s , crackdown 
on p o l i t i c a l d i s s iden t s , in tens i f i ed disarmament and ant i -nuclear 
energy deba t e s , and of course the d e s t a b i l i z i n g symbolism of 
a f i r s t post-Nagusaki nuclear detonation. I t also seems worthwhile 
to note the appraisal by Willrich and Taylor [197; p . 107] t h a t 
"the damage which might r e s u l t from a nuclear thef t is- po ten t i a l ly 
much greater than the damage t ha t could r e s u l t from the maximum 
credible accident in the operation of a nuclear power r e a c t o r . 
Yet another obse rva t i on , not seen in the consulted l i t e r a t u r e 
(perhaps because of i t s i n d e l i c a c y ) , i s t h a t the d i s u t i l i t y 
t o the Defender of a t e r r o r i s t s ' diversion could in pr inc ip le 
depend on the i d e n t i t y of the t e r r o r i s t s ' l ike ly target—but 
of course we cannot count on having a Diverter who i s "an enemy 
of our enemy." 

■̂ ^Heavy rel iance on numerous and eas i ly -access ib le RAND documents 
may have biased t h i s impression. 
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The genera l tenor of the preceding paragraph i s perhaps 
somewhat a l a r m i s t , c o n s i s t e n t with the " p r u d e n t i a l " a t t i t u d e 
suggested in Section 7 . 3 . As p a r t i a l an t ido te , we note Jenkins ' 
concern [308; p , 2] over exaggera ted " th rea tmonge r ing , " I t 
i s a lso t rue tha t exaggerated concern and response can be construed 
as a y ie ld ing towards what several authors describe as a "generalized 
o b j e c t i v e " of many t e r r o r i s t groups; to i n c i t e ac t ions by the 
a u t h o r i t i e s which i n d i r e c t l y undermine the l a t t e r by causing 
loss of public support and confidence, (Cf, for example Crenshaw 
[315] , Wilkinson [258; pp, 1 3 7 - 8 ] , Wardlaw [222; pp, 6 6 - 9 ] ; 
in the present context the "undermining" might be more m i l i t a r y -
economic than p o l i t i c a l , ) 

This concludes our discussion of preliminary ideas concerning 
the development of a Defender's payoff function. I t seems important 
to point out t h a t such a development ef for t would not be valuable 
only to (and thus should not be regarded as "chargeab le" only 
to) t h e cons t ruc t ion of an operational game-theoretical model. 
I t would also contr ibute d i r ec t ly to providing an improved basis 
for p rac t i ca l l y any broad-scope analy t ica l attempt a t evaluat ing, 
ba lanc ing and enhancing the mater ia l accounting function, and 
qu i t e l i k e l y (by analog and extension) other safeguards functions 
as w e l l . Such a contr ibut ion would represent further progress 
in the d i rec t ion exemplified by Bennett e t a l [316], 

We began Section 8,0 with the remark t h a t determining su i t ab l e 
payoff functions was a central problem in applied game-theoretic 
modeling. We close i t , by describing a methodological novelty 
which has been suggested for evading t h i s problem (at a pr ice!) 
when i t appears insurmountable. This device i s mentioned only 
for " jus t in case" purposes; r ecour se t o i t would be made as 
a " las t r e so r t " and i s not expected to be necessary. 

The fundamental idea i s t h a t i f i t proves too d i f f i c u l t 
to assign numerical values to the outcomes of various pure-s t ra tegy 
choices by the two players , i t should a t l e a s t be possible to 
assign from the Defender's viewpoint a preference ranking—perhaps 
with t i e s—to those outcomes. Assume t h a t both p l a y e r s have 
jus t f i n i t e l y many pure s t r a t e g i e s (a matter of d i s c r e t i z a t i o n , 
if not t rue a t the o u t s e t ) ; then analogous to the payoff matrix 
of Sect ion 2 , 3 , the Defender i s confronted with an "outcomes 
matrix" which h i s preference ranking can convert in to a "preference-
ranks" m a t r i x . For any p a r t i c u l a r p r o b a b i l i t y - l e v e l p, say 
0,90, the Defender might then ask "What i s the h i g h e s t mean 
outcome-rank I can a s s u r e myself of obtaining no matter what 
the Diverter does, and hoy can I do t h i s ? " 

This approach's re l iance on ranks gives i t a purely "ordinal" 
rather than "cardinal" nature , easing i t s appl ica t ion but sac r i f i c ing 
much of the information present in even a "fuzzy" payoff matrix. 
While ordinal considerat ions had entered game theory in various 
other contexts (Goldman [317] , Shapley [112] , Goldberg, Goldman 
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and Newman [318], Dresher [319]) including so lvab i l i t y in pure 
s t r a t e g i e s and e l iminabi l i ty of some pure s t r a t e g i e s as "dominated" 
by o thers , the determined e f for t to create a ful ly ordinal theory 
based on the question posed above was made by J , Walsh (with 
G, Kelleher also contributing) , in a s e r i e s of papers [320-327] 
concentrated in the period 1969-1972 following Walsh's presidency 
of the Operations Research Society of America, 

Surpris ingly, these ideas have gone neg lec ted dur ing the 
i n t e r v e n i n g y e a r s with the s ingle exception of deVries [328] , 
Possible reasons include the tremendous p r e s t i g e and e legance 
of the " c l a s s i c a l " ca rd ina l -va lue theory, and the locat ion of 
[320-327] in journals not followed as "mainstream" by much of 
the U,S, and European research committees. Another l ike ly reason 
i s the algorithmic u n a t t r a c t i v e n e s s of the ( f i n i t e ) s o l u t i o n 
method as p resen ted in t he se pape r s . The w r i t e r ' s doctora l 
student Won [329], in a d i s se r t a t ion current ly being completed 
(deo vol ens) . has app l i ed r ecen t a^lgorithmic developments to 
obtain more e f f ic ien t means of calculat ing the Defender's optimal 
strategy—in general , mixed—in such a "percent i le" game ("median" 
games are the special case p = 0,50) , and has modified the underlying 
model so as to control the probabi l i ty of a very "bad" outcome. 
Thus ordinal game theory can be kept in mind as a fallback posi t ion 
if the cardinal approach f lounders on the de te rmina t ion of a 
Defender's payoff function. 
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