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ABSTRACT

From January to December 1989, the Los Alamos Safeguards and Security
Research and Development (R&D) program carried out the activities described
in the first four parts of this report: Science and Technology Base Develop-
ment, Basic Systems Design, Onsite Test and Evaluation and Facility Sup-
port, and International Safeguards. For the most part, these activities were
sponsored by the Department of Energy’s Office of Safeguards and Security.

Part 1 covers development of the basic technology essential to continuing
improvements in the practice of safeguards and security. It includes our com-
puter security R&D and the activities of the DOE Center for Computer Secu-
rity, which provides the basis for encouraging and disseminating this impor-
tant technology. Part 2 treats activities aimed at developing methods for
* designing and evaluating safeguards systems, with special emphasis on the
integration of the several subsystems into a real safeguards system. Part 3
describes efforts of direct assistance to the DOE and its contractors and in-
cludes consultation on materials control and accounting problems, develop-
ment and demonstration of specialized techniques and instruments, and
comprehensive participation in the design and demonstration of advanced safe-
guards systems. Although, in several cases, the implementation of tech-
nology is described, the implementation parts of these projects were funded by
DOE Program Offices, DOE Field Offices, or by the facilities themselves,
rather than the DOE/OSS; they are included in this report as the natural and
necessary result of our R&D activities., Part 3 also reports a series of train-
ing courses in various aspects of safeguards that makes the technology more
accessible to those who must apply it. Finally, Part 4 covers international
safeguards activities, including both support to the International Atomic
Energy Agency and bilateral exchanges. All of these efforts provide substan-
tial returns on our investment in technology transfer, not only in raising the
level of safeguards effectiveness throughout the world, but also in our benefit-
ting from field experiences in operating emvironments.

Part 5 reports several safeguards-related activities that have sponsors
other than the DOE/OSS. The final part of this report lists titles and
abstracts of Los Alamos safeguards R&D reports, technical journal articles,
and conference papers that were published in 1989,
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PART 1.

L  MATERIALS
(MC&A)

CONTROL AND ACCOUNTING

A . Nuclear Materials Detection and Surveil-

lance,

The objectives of this project are to develop nuclear
matcrials control technology by improving radiation-
momitoring techniques for the detection and s veillance of
nuclear materials (for example, portal monitors, verifica-
tion stations, digital image analysis, and remote surveil-
lance instruments), and to continue to help Department of
Encrgy (DOE) facilitics specify, evaluate, calibrate, and
properly use portal monitors,

1., Portal Monitor Technology
ment (P. E. Fehlau, K. L. Coop, H. F. Atwater,
" and K. S. Allander, N-2). We continie to pursue
methods to detect and identify special nuclcar materials
(SNM) by sensing its emitted radiation and have transferred
this technology through our applications guides!+2 and
other reports. We also continue to transfer technology for
improving the availability of effective commercial SNM
monitors as we develop and evaluate new equipment. This
year our ncutron-detection-based monitors? approached
commercial availability after successful in-plant tests.
Also during this year, our hand-held neutron verification
instruments? became commercially available, These topics
and some new initiatives that are underway are discussed
below.

a. Neutron-Detection-Based SNM Portal
Monitors. The first in-plant evaluation of the pedestrian
version of our ncutron-detection-based portal monitor was
completed at the Savannah River Site (SRS). After the
evaluation results reported by SRS confirmed the
performance predicted from laboratory tests at Los Alamos,
SRS asked for assistance with preparing purchase specifi-
cations for the monitor. SRS plans to usc commercially
produced neutron-detection-based monitors for detecting
gamma-ray-shiclded plutonium, a much more effective and
convenient detection means than the alternative of atlempt-
ing to detect gamma-ray shiclds 'with metal detectors.
Westinghouse Hanford became interested in our necutron
portal for the same purpose during the year. We demon-
strated the portal for them at Los Alamos, and then loaned
them our second portal for an evaluation at Hanford. After
the portal was put into operation at Hanford, we assisted
them in developing a test plan for their evaluation, which
is scheduled to begin early in 1990,

Familiarity with our neutron portal prompted SRS to
suggest another use for our detector design in a low-level
waste monitor, During the ycar, we assisted SRS in de-
veloping a design for the monitor and carricd out Monte
Carlo calculations on the expected sensitivity for detecting
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bare and neutron-shielded plutonium, We will continue to
assist as needed with developing the monitor,

b. Hand-Held SNM Verification Instru-
ments. Hand-held SNM verification instruments are an
outgrowth of our work with hand-held SNM scarch
instruments. We modified the scarch instrument design o
produce two types of prototype verification instruments;?
a stabilized gamma-ray spectrometer for verifying the
presence of penetrating plutonium gamma rays and a
neutron-detection-based instrument to verily the presence
of plutonium by its neutron emission, These instruments
duplicate some of the types of confirmation measurements
uscd at Pantex for both war reserve weapons and nonnu-
clear test assemblics. During the year, we participated in a
program with Sandia National Laboratorics, Albuquerque
(SNLA) and the DOE’s Albuquerque Operations Office
(DOE/AL) to cvaluate the instruments in pre-flight verifi-
cation that Air Force test warheads are nonnuclear test
assemblies (Fig. 1), The neutron instrument's re.aability
and case of use resulted in SNLA purchasing 30 commer-
cially produced, upgraded neutron instruments (TSA Sys-
tems™ NNV470) for use in further studics in the Air Force
and the other military service test programs, Near the end
of the year, we proposed that the instruments also be ap-
plicd to SNM confirmation mcasurcments at the Nevada
Test Site (NTS) on weapon components shipped there for
assembly. (Portions of these aclivities were supported by
DOE/AL and SNLA funding.)

2, SNM Monitors at DOE Facilities (P,
E. Fehlau and M. C. Lucas, N-2). We continye o
provide information on SNM monitoring and SNM moni-
tor applications to DOE, its contractors, and others.
Those who made use of this service during the year in-
cluded Westinghouse Hanford Co. (WHC), Westinghouse
Idaho Nuclear Co. (WINCO), the Portsmouth Gascous
Diffusion Plant (GDP), the Oak Ridge Y12 Plant, the
Roc".y Flats Plant (RFP), Mound Laboratory, Lawrence
Livermore National Laboratory (LLNL), Los Alamos Na-
tional Laboratory, SNLA, Brookhaven National Labora-
tory, Pacific Northwest Laboratory, Naval Scas Systems
Command, and the DOE’s Central Training Academy
(CTA). We also provided more substantial assistance as
follows.

*TSA Systems, Ltd., 1820 Delaware Place, Longmont,
CO 80501,



Fig. 1.
provide a last minnte, pre-flight verification that Air Force test war-

The lightwelght,

heads are nonnuciear.

hand-held verification

instruments can

This step, together with other measures, guar-

antees a very high level of confidence that no mistakes will be made,

a. Entry-Control Workshops. We gave an
invited lecture on SNM monitoring at an SNLA Eatry
Control Workshop® and have accepted an invitation to
give a presentation at an American Society for Testing and
Materials (ASTM) Symposium on Access Sccurity
Screening® to be held in 1990. The SNLA workshop of-
fered an excellent opportunity to discuss modemn monitor-
ing capabilitics with an audience from across the DOE
complex.

b. SNLA Portal Monitor. Wc have been help-
ing SNLA remedy problems with the SNM portal moni-
tors that they had been using and to instrument SNM
monitoring booths in a new entry-control facility. At the
beginning of this year, we measured detector response to
simulate a monitoring booth and predicted Category 11 per-
formance (detects 10 g of highly enriched uranium (HEU)
or 0.29 g of low-burnup plutonium) for the ncw six-
detector entry-control monitoring booths (Fig. 2). At the
same time, we helped to put a renovated walk-through
portal into operaiion at the existing entry-control station
and then wrote and published a calibration manual”
covering both the renovated and the new booth monitors,

Later, when the new monitoring booths were completed,
we helped Sandia put the SNM monitoring booths into
operation and calibrate them.

SNM  Monitor Calibration
In response to a request from the plant, we

¢. Pantex
Manual.

- wrote a draft manual for calibrating and testing the TSA

Systems, Ltd., SNM portal monitors used at the plant for

- monitoring pedestrians and vehicles. This type of ronitor

is widely used, but it is an inexpensive monitor that is
relatively difficult to calibrate using the manufacturer's
maintenance manual. We visited the plant to review cali-
bration and testing with the personnel from the electronics
repair, metrology, and security engineering departments

“and to participate in a trial calibration. Following that, we

revised the manual and provided the plant with final draft
copies. We expect the manual to be published as a report8
carly in 1990,

d. Pantex Material Tracking System. We
assisted SNLA with a technical review of a subcontractor's
proposal for a material tracking system at the Pantex
plant. Our conclusion that the proposed system had seri-
ous shortcomings supported an independent review by plant



SANDIA-LOS ALAMOS
COOPERATION

SNM MONITORING BOOTHS
AT SANDIA AREA V

Fig. 2. The Sandia monitoring booths use
six plastic scintillation detectors that
surround a pedestrian being identified and
cleared for passage. A secvrity inspector
seated at a console is informid of the out-
come of SNM monitoring. ‘

personnel. A second proposal by the subcontractor was
not much better and the project is now on hold.

e. Shielding Test Objects for Metal De-
tectors. We helped SNLA create suitable objects for
testing the capabilities of metal detectors to detect metallic
SNM gamma-ray shiclding materials. We based the size of
the test objects on the amount of SNM that would have to
be contained under the assumption of protracted diversion
over a period of 40 days to remove two formula quantities
of either metallic HEU or metallic low-burnup plutonium
(DOE order 5633.3). The smaller HEU shield weighing
144 g was used as Sandia's shiclding test object. The low-
burnup plutonium shield weighed 2.9 kg and might be
impractical to carry.

3. Technical Evaluation of Commercial
SNM Monitors (P. E. Fehlau, N-2), As part of an
effort to track the performance of commercially available
SNM monitors and to transfer state of the art technology
10 the industry, we evaluate promising new equipment in a
laboratcry environment. We evaluated three monitors this
year: a Los Alamos-designed monitor produced by a new
manufacturer, and two others that are high-sensitivity con-
tamination monitors now being offered as SNM monitors.

a. Jomar Systems, Inc.,* Model JPM-22
SNM Portal Monitor. This monitor is manufactured

*Jomar Systems, Inc., 110 Eastgate Drive, Los Alamos,
NM 87544 (505) 662-9811.

to a Los Alamos specification and will replace an carlier,
Gull Engineering (now out of business) version, which -
approximated our specification, The evaluated monitor,
which had a 29-inch portal width and plastic scintillators
in side cabinets only, uses a scquential probability ratio
monitoring method that allows it to serve as either a walk-
through or wait-in monitor. 1t achieved Category II per-
formance (detecting 10 g of HEU or 0.29 g of low-burnup
plutonium) as a walk-through monitor and Category III

" performance (detecting 3 g of HEU or 0.08 g of low-

burnup piutonium) as a nominal 2-s wait-in monitor as
long as the pedestrian faced the detectors.? Otherwise, the
wait-in performance was Category II. In both cases, the
nuisance alarm rate was 1 per 2500 passages. If necessary,
the monitor's sensitivity could be increased by using a
lower alarm threshold that would also increase the nuisance
alarm rate, using an HEU region of interest for uranium
monitoring, using a narrower portal width, or increasing
the passage time.

We completed this evaluation in two wecks with no
delays and nceded less than 30 minutes to initially operate
the monitor and check its calibration. Los Alamos has
purchased this type of monitor fo replace its existing por-
tals. SNLA uses the basic design in its monitoring
booths. The Portsmouth GDP also purchased it, in a form
that integrates its remote control unit with a metal detec-
tor, to replace its existing portal monitors.

b. National Nuclear Corporation* Model
DM-60. This monitor, which has a 24-inch portal
width, is designed to detect contamination on body surfaces
with uniform sensitivity. It has more than twice the
detector area of the Jomar monitor, including very arge
side detectors and additional head and foot detectors. The
monitor achieved Category II operation as a walkthrough
monitor and Category III performance as a 3-s wait-in
monitor.10 The nuisance alarm rate was 1 per 2500 pas-
sages in walk-through operation and much less in wait-in
operation.

This monitor is not designed for SNM monitoring
and, as a result, its detector design and signal conditioning
are inefficient for the purpose. Calibrating and maintain-
ing the monitor is difficult because there is no way o
observe detector signals. A calibration scheme using the
monitor's internal computer is time consuming. The

*National Nuclear Corp., 1904 Colony St., Mt. View,
CA 94043 (415) 962-9220.



cvaluation period was extended by needed repairs, and an
clectrical safety problem was encountered while making
the repairs.

¢. TSA Systems, Ltd., Model $PM-904,
This monitor, which is designed for usc as a wait-in
contamination monitor, also has a very large detector arce
with large side detectors on both sides of the nortal and
smaller overhecad and underfoot detectors. The evaluated
monitor had a 24-inch portal width and was delivered

assembled and in operating condition, needing only minor

calibration adjustments before beginning routine use. The
monitor achicved Category 11 operation-as a 1-s wait-in
monitor at a nuisance alarm rate of 1 per 1100 pussugcs.“
The monitor's performance could be improved by reposi-
tioning a poorly placed occupancy sensor that forces a
pedestrian to stand  with part of his body in a relatively in-
sensitive arca.  Another worthwhile improvement would
be 1o adopt a form of detection logic that would increase
the monitor's sensitivity when using longer wait-in times,

We completed the evaluation without incident, Qur
only problems were inaccuracics in the manual, the need o
dismount the clectronics enclosure so that the cover could
be opened for calibration, and investigating reputed errors
in software routines that the monitor uses during calibra-
tion. ‘

4. Technical Collaboration with France
(P. E. Fehlau, N-2). For scveral ycars, we have been
cooperating on matters pertaining to rescarch, develop-
ment, and testing to improve the physical protection of
nuclear material with the French Commissariat a 'Encrgic
Atomique (CEA) center at Fontenay-aux-Roses. The basis
for the cooperation is a memorandum of understanding be-
tween the CEA and the US DOE, This year we studied a
proposed French monitoring method based on enhancing
the performance of their walk-through portal monitors
with a recursive digital filter.!2 Our study comparced the
proposed French method with moving-average scalers and
sequential probability ratio testing methods used in this
country to enhance performance.

We used a computer-operated counter and software
that we wrote to simultancously analyze real-time data
from a portal monitor with cach of the three detection
methods. First, we used software with a range of operat-
ing parameters for cach method 1o observe nuisance alarms
over a long time. That allowed us to select operating pa-
rameters for cach method to give the same statistical alarm
probability with 95% confidence. We then used those
paramelers in detection sensitivity tests. We conducted
walkthrough tests using nine individuals (o carry a test

source through the portal in 450 total passages. The re-
sulting detection probabilitics for cach of the three meth-
ods were aiso identical with 95% confidence. Hence, we
concluded that the three detection methods are equivalent
and only secondary considerations would govern the choice
of which onc to use. There may be a significant disadvan-
tage to the digital filter because the influence of past high-
or low-radiation intensity in the portal may persist longer
than with the other methods. The recursive nature of the
filter leads to an exponentially decreasing influence from
past intensity measurcments, whercas the other methods
usc only a few intensity measurements from the past. We
will prepare a report o our study.

5. Device Verifica‘ion (K. L. Coop, G. §S.
Brunson, and G. Arnone, N-2). We successfully
tested the large modular multiplicity counter for dévice
verification using large quantitics of D38 and 6LiD
surrounding target materials of either D38 or 235U, We
placed a small 14-McV neutron gencrator inside the
counter with the materials to be irradiated. We measured
the multiplicitics of emitted ncutrons between interrogat-
ing pulscs from the generator and related them o the type
and amount of target material. The major problem with
this technique is that the ncutron gencerator irradiates the
entire assembly, and the 14-McV ncutrons cause fission in
the large quantitics of D38 surrounding the target matcrial,
which interferes with the measurement.

A better interrogation mcthod, such as using a
bremsstrahlung beam from a linear accelerator, would ame-
liorate this problem, because such a beam can be colli-
mated to exclude much of the D38 from the ficld of view.
We have not done these experiments however, because
such measurements are no longer needed to solve verifica-
tion problems at cither Pantex or NTS. For this reason,
we will terminate this project at its present stage, and redi-
rect our efforts to a problem of more immediate concern:
the detection of concealed SNM in packages and waste con-
tainers.  Solutions to this type of problem may involve
the modular multiplicity counter and similar interrogation
techniques.

References 13 and 14 contain recent reports on the
module that we use to collect and sort the data from the
modular multiplicity counter.

6. Monitoring Packages and Coniainers —
Passive SNM Pauckage Monitor for Uranium,
(P. E. Fenlau, J. M. Ortiz, and K. S§. Allander,
N-2)., The question nccasionally arises of whether some-
thing more effective than hand-held monitoring, but still
simple, can be done at entry-control stations for routinely



monitoring hand-carricd items for HEU. Last ycar we de-
scribed a laboratory prototype uranium package monitor,
which is IBM-PC-controlled and based on incorporating
radiation dctectors in and beside a load-cell weighing
device, ! This year we used the prototype to compare the
detection sensitivity of the monitor using two different
gamma-ray cnergy regions for detection: one a narrow re-
gion optimized for bare HEU, and the other a very broad
region (with lower HEU sensitivity) that would also
include energetic, penctrating radiation from 232U and its
daughters. We compared detecting shielded weapons-grade
uranium, which contains some 232U, contained in hand-
carried packages weighing up to 15 kg, using the two
regions. The broad region, in which the more penetrating
radiation is detected, approximately tripled the thickness of
lead nceded to shicld the HEU adequatcly  'We also im-
proved the mechanical design of the protc.;'oe so that it
can be moved o the Portsmouth GDP for additional meas-
urements of uranium that contains less of the 232U iso-
tope daughters.

B. Materials Control
and Development,

Subsystem Definition

The objective of this project is to provide the DOE
complex with improved techniques for controlling and
tracking material that can be interfaced with materials ac-
counting and physical protection subsystems. It empha-
sizes defining and deveioping materials control compo-
nents and subsystems for integration with other safeguards
subsystems to provide defense-in-depth and to maximize
total safeguards system effectiveness.

Digital Image Analysis for Materials Con-
trol (C. A. Steverson, N-4). We arc focussing our
attention on improvements in imaging hardware, software
development systems, and imaging software. We have
been investigating infrared technology, optical frequency
charge coupled device camera technology, and other
imaging technology that will enhance our capability to
apply digital image processing to safeguarding nuclear
materials at DOE facilities.

We purchased a SUN 3/260 computer system and
configured it to provide a software development environ-
ment for imaging projects; this environment supports the
requirements of multi-person programming projects and
provides the tools necessary for properly engineerced soft-
ware. lmaging software, previously written for IBM
286/386-based computers, has been ported to the new plat-
form, and additional software has been added to our imag-
ing library. New software that we developed during this
fiscal year includes additional change-detcction software,
image registration capabilities, and histogram analysis ca-
pabilitics. Detailed information on software development
may be found in Reference 16.

C. Nondestructive Assay (NDA) Measurement
Technology.

The objectives of this project are to develop and adapt
statc-of-the-art NDA techniques and instruments to meet
the needs of DOE and commercial nuclear facilitics, as
well as those of safeguards inspection authoritics for in-
ventory verification.

1. Design of a New High-Efficiency
Small-Sample Neutron Coincidence Counter
(NCC) (M. C. Miller, H. O. Menlove, and P,
A. Russo, N-1). The coincidence count rate of
sufficiently small (that is, nonmultiplying) samples of
plutonium is a dircct measure of the sample’s cffective
240py mass. For representative samples of known mass
and plutonium isotopic composition, this measured 240py
effective mass can be used to determine the total
plutonium content of the bulk item from which the
sample was taken, The precision of this method improves
with increased counter efficiency. The accuracy relics on
the reproducibility of the counter efficiency with the
position of the small sample in the counter well,  Assay
uncertaintics of 1% or betier can be achieved.

Experiecnce with our original inventory sample
(INVS) coincidence counter! 7 has shown that under some
ficld conditions, the sample cannot be accurately . posi-
tioned. Under these circumstances, variations in counter
response caused by axial position can cause a measurcment
bias. To climinate this potential source of measurement
error, we are upgrading the original INVS counter. The
focus of the new design is a flattencd axial response to
minimize the effects of positioning, and an increased cfTi-
ciency for improved precision, We used the Los Alamos
Monte Carlo code for ncutron and photon transport
(MCNP),!8 which provides great flexibility for such para-
metric studies to help optimize the design,

The MCNP geometry (Fig. 3) included the 3He
detector tubes (including dead space), the high-density
polyethylenc moderator, and the graphite/polycthylenc
endplugs. We madc tallics to estimate both totals and
coincidence count rates (Fig. 4). A 252Cf point source, in
various positions within the sample cavity, estimated the
response function of the counter. The sample cavity is
5 cm in diameter by 15 cm high, Efficiency is increased
by incorporating two additional 3He tubes and by opti-
mally placing the tubes within the high-density polyethy-
lene moderator, as well as by removing cadmium from the
original design. We extended the axial flat zonc—
comparcd to the original INVS counter—by using a
combination of graphite and high density polyethylene and
increasing the active length of the tubes from 30 to 40 cm.
Table I compares the original and the new INVS counter
designs.

We plan to investigate the use of the ratio of totals
in concentric rings of 3Hc tubes to determine the neutron
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cavity of the new INVS counter.

energy and to estimaie the (o,n) ncutron production rate,
We also will be comparing the benefits (higher efficiency)
vs drawbacks (higher background) of a third ring of 3He
tubes.

2. Neutron Coincidence Counting Software
(M. S. Krick and E. A. Kern, N-1).
our cfforts 1o standardizc software, we have developed two
ncutron coincidence counting programs and released them
for usc by NMT and OS Divisions at Los Alamos. Onc is
designated NCC and is designed for passive ncutron
coincidence counting of plutonium samples; the other is
designated active well coincidence counter (AWCC) and is
designed for active neutron counting of uranium samples.
They are general-purpose codes and arc not intended for a
specific facility, although some custom modifications will
be needed for spucific applications, The NCC code also is
vscd at the Savannah River Plant. Presently, the NCC and
AWCC programs run on IBM PC/AT or compatible
computers,

The two programs arc very similar and use a win-
dowed environment for user interactions. User menus can
be sclected as short form or long form, alithough a pass-
word is required to access the long-form menus, which
allow changes to be made in the calibration parameters,
reference data, cte,

Table I. Comparison of Original and
Upgraded INVS Counter
Original New

Item INVS INVSA
3He Tubes

Number 16 18

Active length 30 cm 40 ¢cm
Counter height 48 c¢m S8cm
Counter diameter 27 ¢cm 30 cm
Efficicncy 30% 40%
Cadmium Ycs No
Graphite No Yes
Flat Zoneb 5.7 c¢m 12 ¢cm
4Based on MCNP calculations.,
DDefined as reals response variation of < 2%

relative to center of cavity.

9
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The NCC and AWCC programs are used for back-
ground, measurement-control, calibration, assay, verifica-
tion, and general-purpose measurements, Data can be
entered from coincidence electronics; from the keyboard, or
from disk files. All measurement data and results can be
printed as they are produced.

The calibration measurements produce totil and coin-
cidence count rates corrected for deadtime, background, and
normalization. For plutonium measurements, these can be
with or without multiplication correction. A lcast-squarcs
fitting code (not part of the NCC and AWCC codes) must
be used to obtain the calibration coefficients and associated
uncertaintics; these values are entered from the keyboard
into the database using thc NCC and AWCC codcs,

The database contains all of the paramcters required
for the measurements, including detector, source, calibra-
tion, isotopic, and test parameters, These parameters are
casily cntered or edited through the data-cntry windows
available in the long-form menus, Raw data and results
also are archived in the database and can be recalled and
displayed as desired.

Any practical number of detectors, sources, calibra-
tion curves, etc. can be stored simultancously in the
database. A calibration curve can be created vsing one de-
tector and then used to perform assays with a diffcrent
detector of the same type; the necessary cross-referencing is
done automatically by the program.

The main identifier for archiving measurement data
from the NCC and AWCC codes is the Measurement
Series identification number (ID), which is a name

assigned by the user that tags all measurement daw, An
example might be “HEU oxide verif, meas.: Oct. 89." A
Mecasurement Serics ID remains in effect until changed by
the user. Mcasurement serics data are automatically saved
on the hard disk. Any practical number of measurcment
serics can be stored simultancously on the disk and any
scrics can be used at any time,

A measurement serics can be copied to a floppy disk
for storage or for transfer to another computer, Converse-
ly, a measurement serics can be recalled from a floppy disk
for additional measurements, reanalysis, or review., When
a measurement scrics is copicd to a floppy disk, the
paramcter database also is copied, so the floppy disk con-
tains a complete record of the measurcments and analysis,
The results also are transferred 1o the floppy disk in text
format, so the results can be accessed casily by popular
spreadshect and database software,

3. Californium Ion Chamber as a Neutron
Source for Active Interrogation (C. R. Hatcher,
N-1). We arc usin% a 252Cf jon chamber that cmits
3000 n/s to measure 35U samples by the differential dic-
away technique.!¥ Such measurements require a neutron
detector with high counting cfficicncy and short dic-away
time. The neutron well counte originally developed for
multiplicity mecasurements2® is well suited for this
application because it has an cfficiency of 16.5% and a dic-
away time of 11,5 us. Figure 5 shows the gcometry of a
polycthylene insert designed to fit into the well of the
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multiplicity counter for performing differential dic-away
measurements, Near the center of the insert is a ncutron
scattering annulus, and inside the annulus is a 3-in.-diam
by 3-in.-high sample chamber. The annulus can be
changed casily to vary the ncutron scattering material. The
californium ion chamber is mounted below the sample
chamber, with the californium source near the upper end of
the ion chamber housing.

Neutrons detected by 3He detectors in the well
counter arc recorded with a multichannel scaler (MCS).
The sweep of the MCS is started when a fission fragment
is detected in the ion chamber, which indicates that a spon-
tancous fission has occurred in the 252Cf source. Some of
the neutrons emitied by the 252¢f source enter the detec-
tor, where they dic away rapidly. Other ncutrons enter the
polyethylenc insert and ncutron scaltering annulus; these
neutrons dic away more slowly, and arc used to interrogate
uranium samples placed in the sample chamber, Figure 6
shows a differential dic-away curve taken by the MCS wih
a 103-g HEU standard in the measurement chamber, In the
time interval from zero to 50 s, we observe the expected
11.5-ps dic-away time. In the interval from 75 to 250 ps,
the dic-away time is much longer (136 ps), which is char-
acteristic of the polycthylene insert and ncutron scattering
annulus. To obtain a measure of 235U mass, the arca
under the curve in Fig, 6 is intcgrated over the time win-
dow from 70 to 250 ps. With no 235U in the sample
chamber, there is a significant count rale in the sclected
time window becausce of accidental counts, that is, counts
caused by ncutrons that arc not correlated with the sponta-
ncous fission cvent that started the MCS sweep.

We calibrated the instrument using HEU slandards in
the shape of 2-in.-diam disks, which were held on edge in
the center of the sample chamber by a thin aluminum
holder. Calibration curves of count rate (reals plus acci-
dentals) vs 235U mass have a steep slope for the mass
region {rom zero to 10 g, and then begin to fatten out. In
the data analysis, we used a lincar approximation for the
calibration curves in the region from zero to 10 g and in
the region from 40 to 240 g. Table I shows the relative
probable crror in the measurcment of 2351) mass caused by
counting statistics for several ncutron scattering annuli and
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Fig. 6. Differentlal die-away curve obtained
with a CHj annulus and a 103.g HEU sample.

for two 235U masses, one in cach lincar region of the cali-
bration curves. The polycthylene annulus gives the best
precision for a 5-g sample and one of the best for a 100-g
sample. Other neutron scattering malterials appear to
harden the neutron spectrum, but also reduce the count
rate.

An MCS is not the idcal recording device for this
application because of its long dead time (10-2 s) between
sweeps. If we could replace the MCS with a cross-
correlation coincidence counter sased on shift-register tech-
nology, the dead time would be largely eliminated. This
change would increase the count rate by a factor of ten, and
would reduce the statistical uncertaintics quoted in Table I1
by a factor of three. Even with this improvement;
however, applications for such an instrument would be
limited because of its high cost and low precision
compared with other active ncutron instruments,

4. Measurement of Uranium Isotopic Ra-
tios with the FRAM Plutonium Isotopic Code
(T. E. Sampson, N-1). The FRAM (Fixcd Energy,
Response Function Analysis, with Multiple Efficiency)
plutonium isotopic code?! has been used routinely in the
Los Alamos Plutonium Facility (TA-55) for the past year
to measure a wide varicty of materials. We are continuing
to develop its capability and have demonstrated that the
same code that is in routine usc for plutonium analysis
also can measure the ratio of 235U to 238U in uranium
samples of arbitrary geometry and composition without
any code modifications, To our knowledge this capability
has never been demonstrated in any other plutonium iso-
topic code.

We are investigating this capability with a variety of
samples having 239U fractions ranging from 0.3% to
91%.

——— .
TABLE II. Relative Probable Error in 533U
Mass for a 1000-s Measurement Using a Cf
Ion Chamber

Neutron Scattering =5 M =100 g
Annulus % %

CHp 12 21

C 18 22

Pb , 2| 21

Ni 54 51

CHo + Cd* 78 95

ud 102 57

Fe 103 45

*Cd cylinder inside CHg annulus.
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§. Intrinsic Densitometry of High-Burn-
up Plutonium Solutions (S.-T. Hsue, N-1),
Allhough we developed the intrinsic densitometry tech-
nique2? for nondestructively assaying low-burnup solu-
tions at Los Alamos, we are extending i. to high-burnup
-solutions, Scven solutions with concentrations from Su
/L. to 300 g/L. were prepared from high-burnup plutonium
samples.  Six of the solutions were from onc mix of
plutonium isotopes; 2 seventh had a different isotopic
distribution. The plutonium concentrations were charac-
terized by titration and by K-cdge densitometry, and the
isotopic distribution was determined by mass' spectrome-
try. The intrinsic densitometry technique required 6 mL of
sotution from cach sample. Each of the scven samples
was measured in 7 to 16 runs (1 h per run) to determine
repeatability.  Four of the solutions were removed from
the sample holder and measured later to determine repro-
ducibility, We found the assay precision for plutonium
concentration vsing this technique to be about 2% when
the samples are counted for 1 h, Further data analysis is
underway.,

6. Nondestructive Assay of Pyrochemical
Process Residues. Plutonium in the bulk forms gen-
crated by scrap rccovery operations is often chemically
impurc and physically and chemically heterogencous.
Pyrochemical residues, in particular, are lean and highly
impure chloride-salt-based matcrials in which the pluto-
nium can coexist in both metallic and salt forms, the
americium content is typically high (from a few Lo tens of
weight percent relative to plutonium), and the typical
residue consists of heterogencous and nonrepresentative
chunks of various sizcs. Minimizing the handling of such
highly radioactive materials requires assigning account-
ability values to these residues without removing them
from the process line so that they can be immediately
routed cither to the next stage of processing or to waste
disposal.

a. Assay of Pyrochemical Residues with
the FRAM Plutonium Isotopic Code (T. E.
Sampson, N-1). One of our main rcasons for develop-
ing the FRAMZ! code was to give the Los Alamos Pluto-
nium Facility an sdditional method to measure samples
with heterogencous Am/Pu ratios. Conventional pluto-
nium isotopic techniques do not give the correct Am/Pu
ratio if it is not the same in all of the plutonium in the
sample. This is the case with many types of pyrochemical
residues, which often contain americium in a salt phase (as
a chloride, for example) while the plutonium is in a fincly
divided metal phase,

A mcthod developed by Fleissner,23:24 which
greatly reduces the crrors involved in measuring these ma-
terials, has been incorporated into the FRAM code. We
have tested the FRAM code, as part of a larger effort, on
the salt residues from the molten salt extraction (MSE)
process. Several of the same samples that were measured
by FRAM also were shipped to the RFP where they were

measured by Fleissner, Subsequently, the samples were
crushed, blended, sampled, and analyzed with traditional
analytical chemical and mass spectrometric methods by
group CLS-1 (Analytical Chemistry) at Los Alamos. The
results are compared in Table 11 for the effective specific
power in watts/gram of plutonium as determined from the
the nondestructive FRAM and Fleissner measurements on
the original heterogencous samples and by destructive
chemical analysis on the crushed and blended samples
(denoted CLS-1).

The second and third colu g in Table 1T show that
the analyses of FRAM and Fleissner give similar results
with the FRAM bias being, perhaps, slightly smaller,
The average bias for all five FRAM results, a little over
2%, is consistent with that found in a similar study by
Fleissner and Hume.24 Of greatest importance, however,
is the last column, This shows what the bias would have
been if conventional nondestructive isotopic analysis,
which doesn't account for the heterogencous Am/Pu, had
been performed. The heterogencous analysis in the FRAM
code reduced biases as large ag 60% to about 2% — a
significant improvement in materials accounting,

b. Geometry-Based Multiplication Correc-
tion for NCC (D. G. Langner and P. A, Russo,
N-1). Multiplication corrections for neutron coincidence
based assays depend on knowledge of the (o,n) produc-
tion rate of the sample.25 There arc many categorics of
materials, however, for which ncutron coincidence count-
ing would be a desirable method of assay, but the (a,n)
rate is unknown, Pyrochemical residucs are such a class of
materials, ‘

We have developed a new method of analysis that
corrects for multiplication effects using knowledge of the
sample geometry. This technique assumes that the sam-
ples being measured are of approximately constant chemi-
cal composition but vary in plutonium fraction, sample
density, and container loading. For cylindrical cans, the
technique assumes that the sample multiplication, M, is
given by

M = k PPueffective | |
rir+h)

where r and A are the sample radius and fill height, and & is
a constant that depends primarity on the sample chemistry,
but also is a function of the ncutron encrgy spectrum of
the sample.

When this expression is substituted into the equa-
tions for neutron count rates (reals and totals) from the
point model for neutron coincidence counling.%l and the
assumption is made that the constant & is small enough
that terms involving powers of & greater than one can be
ignored, an expression results that can be fitted o reals and
totals data obtained by measuring samples of known plu-
tonium loading and isotopic composition, This procedure
gives calibration constants that are particular to the class
of materials being measured, but are independent of the
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TABLE III, Plutonium Isotopics Measurements Compared to
Chemistry
Bias without
Peff: ratio of Peff: roviv of Heterogeneous
Sample ID FRAM/CLS-1 Fleissner/CLS-1 Analysis
MSE-1 0.9806 0.9612 1.27
MSE-2 0.9451 0.9338 1.58
MSE-3 no FRAM data 0.9929
MSE-4 0.9523 - 0.9472 1.44
MSE-5 no FRAM data 0.9934
ARF876642 no FRAM data 0.9866
XBLPI121 1.0049 1.23
XBLP278 0.9905 1
sample geometry. The calibration constants are functions
of ncutron detection efficiency, induced fission (IF) 110 - M '
moments, spontanieous fission moments, and coincidence "
gate fraction, as well as the multiplication constant £. .
The derivation of this procedure will be described in detail |
in a forthcoming LAMS report, - s
We have applied the technique to crushed MSE ¢ 4 . .
residues2? and impure oxide materials from two different € .
sources. The results for the residucs are shown in Fig, 7, & 100 " f s
the results for the impure oxides arc shown in Fig. 8, The & A 4
technique also has been applied to pure oxide materials. & q
Figure 9 shows these results. 2 . "
0.95 [+ L L ;
110 v 'y T M T - T
A Class |
W Class 2
vos b : | 0%, 5:)0 10‘(10 wlon 2000
A
A Pu-239 Etfective ()
100 A Flg. 8. Assay results obtalned using the
gt . geometry-based multiplication correction
technique divided by the reference value vs
‘ 239py  effective for two classes of Impure
ook 4 | plutonium oxide samples.
s ¢. Assay of Pyrochemical Residues with
the Advanced Segmented Gamma Scanner (SGS)
050 , . ) . (J. K. Sprinkle, Jr. and S.-T. Hsue, N-1; V. L.
0 100 200 J00 400 500

Pu-239 Effectlive (g)

Fig. 7. Assay results obtained using the
geometry-based multiplication correction
technique divided by the reference value vs
239py effective for crushed MSE spent salts,

Longmire, NMT-4). Conventional NDA methods are
uscd to measure quite accurately the plutonium content of
many forms of rclatively pure, homogeneous bulk items,
However, physical and chemical heterogencitics combined
with high and variable impurity levels, which are present
in many categories of processing scrap, produce biases in
conventional NDA results. These categories of scrap also
present a significant challenge to the assignment of refer-
ence values to selected items for evaluating new NDA
methods,
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Flg. 9, Assay results obtained using the

geometry-based multiplication correction

technique divided by the reference value vs
239py  effective for pure plutonium oxide
samples.

We recently evaluated several NDA methods in a
study?8 using pyrochemical residucs from MSE of the
amcricium, This category of scrap contains lumps of
metallic plutonium in a salt matrix; the americium has
been partially extiacted from the plutonium, We chose
these samples, which present one of the most difficult
measurcment challenges, to study a large-bias case in
conventional NDA mcasurements and to help evaluate the
new measurement corrections in our advanced SGS.27 We
also felt that any measurement techniques that were
cffective for this calegory of scrap would perform
adequatcly for less difficult assay problems, Once reference
values were obtained for several selected samples, it
became clear that the advanced SGS29 showed significant
improvement over the traditional SGS.30 The bias in the
results (summed over 14 samples) decreased from 9% to
4%. The samples ranged from 52 g of 239Py per item to
384 g, Most of the correction was obtained by the ad-
vanced SGS in a few segments, because the metallic
lumps usually were concentrated in a small volume in each
of the samples.

7. Assay of Impure, Plutonium-Rich Pro-
cess Materials — Plutonium  Solution Assay In-
strument (SAI) with Isotopic Capability (S8.-T.
Hsue, §. M. Simmonds, and T. Marks, N-1),
Plutonium SAIls often are used to determine plutonium
concentrations {or accountability purposes. At the request
of the Los Alamos Plutonium Facility, we have developed
an advanced in-plant system with a wide density range (1 -
300 g/1.) that determines both plutonium concentration and
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isotopic distribution simultancously. The facility hag
installed a continuous-feeding dissolver in the plutonium
recovery process to speed up the ¢ ssolution of scrap and
waste, and, because this is not a batch process, the
concentration and isotopic distribution of the product
solution arc unknown and raust be measured.

We developed the original plutonium SAIP 132 (en
years ago and installed it in Los Alamos's Plutonium
Facility, Although this instrument has served its purpose
by providing the capability of determining solution con-
centration in the process line, we also have addressed two
operational problems in the new design. Some of the so-
lutions at Los Alamos contain abnormally large amounts
of 237Np. In the ong,mal SAI assays of plutonium solu-
tions contaminated with 237Np and 233Pa can be exces-
sively biased because of the presence of the 415.76-keV
gamma ray from 233Pa, Also, some mechanical parts,
which worked well in the beginning, began to develop
problems in the hostile acid environmeni of the glove box
after several years, The tungsten shutter, although it is
gold plated, has a tendency to corrode in the acid atmo-
sphere, and after a period of time has difficulty in rotating
and shuttering the transmission source. One purposc of
the new SAI is to overcome these problems as well as to
include a plutonium isotopic determination capability,

Protactinium 233 cmits a 415.76-keV gamma ray
that interferes with the 413,71 ch amma ray of 239puy,
which is the main peak used in 2°9Pu assay with the
region-of-interest method of peak area determination, We
solved this problem by response-function fitting the over-
lapping peaks. Pcak fitting also allows for the presence of
a potential pilcup peak at 2 x 208 or 416 keV, although
the shape of the pileup peak may be different from the
regular photopeak. Because the fitting technique can
1 lerate the pileup peak, the 0.76-mm-thick tungsten filter
N front of the detector is not neeessary, and the 129,29-
keV peak also can be used to assay 239py; this will
improve the precision at low concentrations. We use the
129.29-, 345.014-, 375.01-, and 413.72-keV gamma rays
of 239Py for the assay.

To make quantitative assays at these energics, sample
sclf-absorption corrections are necessary when assaying
over a wide conccntmuon range and a variety of solution
types. We selected 7Se as the transmission source;
transmissions arc measured at 136.00, 279,53, and 400.65
keV. These transmissions are interpolated to other ener-
gies by means of quadratic fits.

To determine the plutonium isotopic distribution in a
relatively short time (<500 s), we use the multi-group
analysis 2 technique.33 This technique uses the gamma-
ray information from 60 keV to 208 keV to determine the
plutonium isotopic distribution.

The hardware of the new SAT (Fig. 10) that resides in
the glove box comprises three segments. The top scgment
contains the transmission source, the shutter, and the
shutter motor. The shutter is driven by a dc gear motor;
the direction of the shutter is controlled by a reversing
actuator, This segment of the SAL will be filled with
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Fig. 10. Sample chamber of the advuanced SAT residing In the glove box. The top

portion contains the transmission source, the tungsten shutter, and the shutter motor.

clean air to prevent acid corrosion. The second segment is
primarily a stainless steel housing filled with lead to shicld
the detector from background radiations; the centet of this
segment is a tungsten collimator for the transmission
source. The bottom scgment is a plastic well that holds
the sample solution during assay. This scgment is hinged
and can be opened for sample loading and unloading,

The new system is scheduled to be completed by
April 1990 and will be installed soon afterward in the
plant.

8. A Method for Accurate Moisture Cor-
rections to Passive Neutron Coincidence As-
says of Bulk Mixed-Oxide (MOX) Powders (J.
E. Stewart and H. O, Menlove, N-1; M, Aparo
and F. Troiani, ENEA)

Introduction. Experiments were completed at
Saluggia, Italy to establish quantitatively the effects of
centrained sample meisture on High Level Neutron Coin-

cidence Counter (HLNC-II) assays of uranium-plutonium
MOX powders. The experiments also tested and calibrated
two prototype detectors designed for independently measur-
ing the amount of moisture in MOX and PuO; samples,

Previous calculational studies on HLNC-1I measure-
ments of moist PuO; powders4 quantified the compo-
nents of the assay bias and indicated that if the wt% of
waler in the sampic were known, a correlation could be
used successfully to correct HLNC-IT assays,

The Collaboration. As part of the ltalian Sup-
port Program to the International Atomic Encrgy Agency
(IAEA), ENEA-Cassaccia made arrangements with the
EUREX plant at Saluggia to make available ~1100 g of
MOX for the experiments. Before the exercise, the plany
developed an innovative approach for adding controlled
amounts of water to the powder to produce a homoge-
ncous mixture, Representatives of the IAEA, the Com-
mission ol Europcan Communities (CEC) Safcguards
Dircctorate (Luxembourg), the CEC Joint Rescarch Centre



(Ispra}, and Los Alamos, participated in the excercise along
with those from ENEA (Cassaccla and Saluggia),

Moisture Monitors.” Los Alamos provided two
prototype moisture monitors for the MOX measurcments
at Saluggia, Both monitors include a standard HLNC-11,
The first monitor consists of three additional 2He detector
tubes in polycthylene moderator blocks, which arc
attached to the exterior of the HLNC-II to form a Girdle,
The second prototype is essentially an HLNC-I1 with no
polycthylene moderator and only six 3He detectors (instead
of the standard 18). This unit is called the Air Counter/
HLNC-II because of the absence of a moderator, Both
prototype monitors are shown in Fig. 11, and the HLNC-
1/ Girdle is shown in Fig. 12, Thc¢ Monte Carlo
simulation geometry of the HLNC-11/Girdle is shown in
Fig. 13,

Results. Both protolype units and a EUREX-plant
detector similar to the HLNC-1I were used to measure all
of the MOX samples. Tightly controlled moisture concen-
trations between 0 and 9 wi% were obtained inside a glove
box for two MOX masses (~600 g and ~1100 g). Calibra-
tion curves were developed for both moisture monitor
prototypes,

Multiplication-corrected coincidence assays were
computed for all samples both with and without corree-
tions for moisture, The performance figures for the two
prototype moisture monitoars are compared in Table IV as
average biases in HLNC-II assays of 240Pu-cffective
masses for all sampics. Fou. cases are represented: (1) no
correction for moisture, (2) a correction based on the
known moisture concentration, (3) the correction obtained
from the HLNC-1/Girdle moisture measurement, and (4)
the correction determined from the Air Counter/HLNC-11
moisture measurement,

HLNC2/GIRDLE AIR COUNTER

e
DETECTOR

HLNC? .~

(18 TULES) l POLYETHYLENE

ELECTRONICS
Al
END
PLUG
pa— ~om
gt
IUNITS
Fig. 11, Partinl schematics of two proto-
type molsture monltors.
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Fig. 12, vlew of the HLNCIY/

Full sectlon
Girdle molsture monitor,

Table IV shows that the HLNC-1I/Girdle mcasure-
ment is only slightly less accurate than the case in which
the water concentration is known from weighing, The Air
Counter/HLNC-II results are certainly an improvement
over the no-correction case, and show a smaller bias but
more scatter thap results from the HLNC-11/Girdle. Figure
14 shows the HLNC-II multiplication-corrected real coin-
cidence rate divlded by the 240py(cffective) mass vs water
content for both sample masses, The data have been
corrected for the moisture bias using the moisture content

. determined frony the HLNC-11/Girdle totals ratio in combi-

nation with a correlation described in Ref, 34,

Couclusions

*  Resulls of the Saluggia experiments establish
the feasibility of using differential neutron-mod-
cration ratios Lo determine moisture levels in
relatively small MOX samples. The ratios also
depend on sample mass,

« A procedure for moisture corrections34 of
HLNC-IT assays has been validated experimen-
tally.  An iterative modification of this pro-
cedure for removing the sample mass cffects on
the moderation ratio has been proposed and
tested. The modificd procedure should be tested
for MOX samiples with larger masses,

«  The HLNC-I/Girdle provides good sensitivity
1o MOX moisture levels above 1% by weight,
Below this concentration, the moisture bias is
not significant,
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for the HLNCII/Girdle.

«  The Air Counter/HLNC-II provided good sensi-
tivity to the MOX moisture level for the 1.1 kg
MOX sample. For the 0.6 kg samplc, sensi-
tivity was marginal,

*  For inspectorates, the moisture level of cvery
MOX sample to be verificd would not necessari-
ly be measured. However, outliers should defi-
nitely be measured in the moisturc monitor and
the expanded data analysis should be performed.
Random, periodic moisture measurements also
appear to have value.

» For plant operators concerned with criticality
safcty limitations, the moisture level of every
sample must be verified,

Summary. Because of the cfforts of ENEA
(Cassaccia) and EUREX plant personnel, a unique sct of
experiments was made possible. The resulting data,
which were not previously available, gre cssential for
cvaluating methods for removing moisture bias effects

e —
Table 1V, Performance Summary for
Moisture Monitors
Avg. Assay Bias
for All Sampies
ICase [Moisture Correction (%)
1 None 3.6+£3.0
2 |Known weight % HpO -0.7+0.7
3 HLNC2/Girdle -1.5+1.2
| _4 ir Counter/HLNC?2 04123
2 T T T T T 1 1
T T -
L ‘ ‘ L kg ‘ ' ' T
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Hg0 {wt %)
Flg. 14, HLNC-II multiplication-corrected

- reals per gram of 240py, (effectlve) vs H20
concentration (0 to 10 wt %) for two MOX
samples (0.6 and 1.1 kg). The average blas
and {ts uncertainty also are shown.

from HLNC-II verification measurements of MOX and
PuOj. ‘

The results shown in Table IV establish the feasi-
bility of using the HLNC-1I/Girdle for moisture determi-
nation in 0.6- to 1.1-kg MOX samples with up to 10
wt% of water. Most of the scatter in the Air Counter/
HLNC-II results comes from poor counting statistics on
the 0.6 kg sample. For the 1.1-kg sample, the Air
Counter performed as well as the Girdle, but the potential
for implementation is smaller because integration with the
existing HLNC-II is more costly.

Finally, with these moisture measurements, the va-
lidity of a procedure (described in Ref, 34) for correcting
HLNC-II assays has been cstablished experimentally,
Further experiments and calculations are planned to verify
the approach for larger sample masses.

9. Assay Methods for Other Nuclear Ma-

terials (J. K. Sprinkle, Jr. and E. L. Adams,
N-1). The ability to assay ncptunium is of interest to
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DOE facilities that are involved in the production of
238py heat sources because 237Np is the feed for reactor
production of 238Pu, In exploring techniques for the as-
say of 237Np,35 we have placed small contalners bearing
uranium, plutonium, or neptunium in a barrel shuffier,
The relative responses agree quite well with those pre-
dicted by Monte Carlo calculations,'® With a cadmium-
lined shuffler, the response per gram from 237Np is
similar to that from 238U, which is an order of mugniludc
less than the responsc per gram for 235U or 239pu,
Thus, an accurate assay for 235U or 239Py in the sample
would require corrections for any 738U or 237Np that is
present,

10. Determination of Plutonium Isotopic
Composition and Pilutonium Concentration by
Isotope Dilution Gamma-Ray Spectroscopy on
Resin Beads (T. K. Li, N-1; Y, Kuno, K,
Nakatsuka, and T. Akiyama, TRP/PNC, Japan),
We have developed a new technique -- isotope dilution
gamma-ray spectroscopy (IDGS) -- for simultancously
determining the plutonium concentration and the isotopic
composition of highly irradiated fucl dissolver solutions,
such as the input to a chemical reprocessing plant, The
IDGS technique combines the high-resolution, low-energy
gamma-ray spectroscopy technigue, the isotope dilution
technique, and the resin bead technique, It involves adding
a well characterized plutonium isotope (spike) to the
unknown solution and then extracting the plutonium from
the spiked (mixed) samples on resin beads and subse-
quently measuring the beads with high—rcsolution gamma-
ray spectroscopy. The isotopes 236pPu, 238py, 239py,
and 249py arc all good candidates as a known spike for the
IDGS technique. However, for reasons of cost and avail-
ability, 239Pu is the best choice. We used a large size
dried (LSD) spike36 of 239Pu for our cxperiments,  Its
certified isotopic comgosition (in atom %) is 0.002461%
238py, 97.93026% 239Pu, 2.05199% 240Py, 0.013984%
241py, and 0.001304% 242py,

The concentration of plutonium in the unknown in-
put dissolver solution, (or other unknown sample), Cy,
“can be determined as follows:

¢ My Wi Ry-R |
“ Vu W‘? Ru"Rm ’ ()

where Mg mass of plutonium in the spiked

sample,

f

Ry = 240py/239Py ratio-in the un-
spiked (unknown dissolver solu-
tion) samplec,

Ry = 240py/239py ratio in the spiked

(mixture of dissolver solution and
spike) sample,

Ry = 240py/239py ratio in the spiked
sample,
W = Weight percent of 239Pu in the

splked sample,
W = Weight percent of 240py in the
‘ unspiked dissolver solution, and
Volume of dissolver solution
taken,

<
1

‘ . . 9
In this equation, the values of Mg, Ws', R, und V; arc

known, Therefore, only vulues of Ry and Win the un-
spiked sample of dissolver solution and R,y in the spiked
sample are to be measured by gamma-ray spectroscopy.,

The measurement method is based on high-resolu-
tion, low-cnergy gamma-ray spectroscopy. Details of the
measurement technigue and of the resin bead sample prepa-
ration procedure are described in Refs, 37 and 38, Four
aliquots were preparcd after the LSD spike was mixed well
with the precisely knows volume of the input dissolver
solution, Each LSD-spiked aliguot originally contained
approximately 4.5 mg of plutonium from the LSD spike
and 1 mg of plutonium from the dissolver solution; ap-
proximately 60% of the plutonium is lost during sample
preparation because fission products are necessarily well
rinsed out. Because the LSD spike is expensive and diffi-
cult to obtain, cach LSD-spiked aliquot was diluted to X2
(half of the original concentration, designated LSD1), X4
(onc quarter of the original concentration) (LSD2), X8
(LSD3), and X16 (LSD4) to determine an optimum
dilution. The plutonium masses comained in the LSD1,
LSD2, LSD3, and LSD4 diluted samples were ap-
proximately 1.1 mg, 0.55 mg, 0.28 mg, and 0.14 mg,
respectively,  After washing to remove fission products,
uranium, and americium with 8M HNO3, the plutonium
was cluted, its acidity was adjusted with 8M HNO3, and it
was absorbed in a small gauze bag filled with resin beads.
The resin bead samples were bagged out of the glove box
and placed dircctly in front of a high-purity germanium
(HPGe) detector for the IDGS measurements,

Figure 15 shows low-cnergy gamma-ray spectra of
the (a) LSD spike, (b) unknown dissolver solution, and (¢)
the LSD-spiked resin bead samples. The 240py/239py
atomic ratios obtained from both IDGS and traditional iso-
tope dilution mass spectroscopy (IDMS) for LSD-spiked
samples (part A) and for the dissolver solution sample
(part B) arc summarized in Table V. Columns 2 1o §
show the IDGS results for various dilution factors (X2,
X4, X8, X16) of four LSD-spiked samples, Most of the
data (ratios) shown are averages of two or three independent
measurements. A few samples were contaminated by fig-
sion products during preparation in a hot glove box; data
from these are not included in the averages, Direct inter-
(erences of the K x-rays from fission products with the
plutonium low-cnergy gamma rays will affect the accuracy
of the measurement, Furthermore, the dramatically in-
creased continuum background produced by higher energy
gamma rays from fission products will reduce the precision
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Fig. 15. Low-energy gamma-ray Spectra of (a)
LS splke, (b) unknown dissolver solution,

and (c) LSD-spiked (mixed) resin bead samples.

of the measurement. Figure 16 compares the gamma-ray
spectrum from a fission-product-contaminated resin bead
sample (dotted spectrum) and the spectrum from the same
sample after it was rewashed to remove fission products.
In Table V, the last column shows the ratio of the
averaged 240Pu/239Py ratio obtained from IDGS (column
6) and the 240py/239Py ratio obtained from IDMS
(column 7) for each of the L.SD-spiked samples. The
average of the IDGS/IDMS ratio of 240py/239py i
0.9840 with a relative standard deviation (RSD) of 0.22%.
The bias of 1.6% between the IDGS and IDMS results
arises because the gamma-ray system has not yet been cal-
ibrated with this type of sample. Because the measure-
ment is affected by relative efficiency determination, peak

e L

integration, background subtraction, branching ratios, and
half-life selections this value probably can be used as a
calibration factor, Additional measurements and extensive
analysis are necded to confirm this.

The total plutonium concentration (in g/L) of the

.unknown dissolver solution can be determined from Eq. (1)
" by using the measured 240Pu/239Pu values for the LSD-

spiked sample (R;y,) and for the unspiked dissolver solu-

tion (Ry) n Table V and certified values for Wy and
240py239py (R;) for the LSD spike. The volume of the
dissolver solution was 0.9958 mi for each spiked sample,
The mass of the LSD spike (M) was 4.5021 mg for
LSD1, 4.49898 mg for LSD2, 4.48541 mg for LSD3, and
4.49349 mg for LSD4. 'The measured weight fraction, of

239py, Wi in the dissolver solution was 0.66876 for
IDMS and 0.657419 for IDGS. The results of the total
plutonium concentration determined from IDGS and IDMS
are compared in Table V1. The average plutonium concen-
tration obtained by IDGS agrees with that obtained by
IDMS within 0.042% with an RSD of 0.384% (the last
column in Table VI). The 240Pyu/239py ratios show a

slight bias between IDGS and IDMS; the excellent agree-

ment for plutonium concentration may be a result of the
systematic crrors in the calibration factor canceling in Eq.
(1) when we calculated the concentration, Further exami-
nation is undcrway.

The estimated precision (10) for the 240py/239py
ratio of the spiked sample, as a function of dilution factor
and count time, is given in Table VII. The count time re-
quired to give a precision better than 1% when measuring
the 240Py/239py ratio in the spiked sample is about 1 h
for the X2 dilution, 2 h for the X4 dilution, and 4 h for the
X8 dilution. For rapid routine measurements, either X2
dilution or X4 dilution is reccommended.

The IDGS technique may rapidly and accurately veri-
fy input and intermediate process plutonium samples,
which are very important for ncar-real-time accounting at
reprocessing plants. it also is a potential on-site verifica-
tion method for IAEA inspections. By implementing this
new technique, the IAEA could significantly reduce the
number of samples sent to Vienna for IDMS analysis,
Although the results of the first IDGS measurement are
very promising, further development work is underway to
improve the gamma-ray analysis and the resin bead prepa-
ration. Improvements to gamma-ray analysis would
include peak fitting, interpolation of background using a
smoothed step function, and an efficiency calibration for a
defined sample-to-detector geometry. Modifications to the
sample preparation would include reducing preparation
time with a simplified procedure and reducing potential fis-
sion product contamination by using an automatic sample
preparation system. Future experiments are planned that
use different plutonium concentrations in dissolver solu-
tions and different spike-to-dissolver-solution ratios.
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[TABLE V. Comparison of the 240pu/23%py Ratio (wt%) by IDGS and IDMS
240py/239py  (x10°3)
IDGS IDMS IDGS
| IDMS
x2 x4 x8 x16 Average
A. LSD
LSD1 60.320 60.591 60.456 61.613 0.9812
LSD 2 60.532 60.589 60.834 60.651 61.672 0.9834
LSD 3 60.033 61.137 61.036 61.069 61.937 0.9860
LSD 4 60.943 60.472 61.315 60.910 61.817 0.9853
Average 0.9840
RSD(%) 0.22
B. Dissolver Solution 3334 336.552 0.9906

D. Detector and Electronics Development for
NDA.

To meet demands for more sophisticated measure-
ments and more compact measurement equipment for both
materials control and materials accounting, we continue 10
develop new NDA detector configurations and to study and
improve detector technology.

1. Compact Nal(Tl) Detectors (P.A.
Russo, M. M. Stephens, and S. C. Bourret, N-
1). The development of compact Nal(Tl) detectors is
- important to several applications in NDA for nuclear
safeguards. For about ten years, portable low-resolution
gamma-ray spectroscopy with the Davidson Model 4096
portable multichannel analyzer (PMCA) has been in wide-
spread use, but has been limited to operation with standard
commercial Nal(TI) detectors that are significantly iarger
than is often required (6-cm diam, 23- to 26-cm long) and
too heavy to be conveniently portabie when the required
shielding and collimation are attached. For many portable
applications, including holdup measurements, a commer-
cially available detector that is both smaller and compati-
ble with the PMCA is needed.

Some stationary low-resolution gamma-ray meas-
urements require large (7.6-cm-diam, 7.6-cm-long) Nal(TI)
crystals to detect gamma rays at high encrgies, as well as
thick lead shields to limit background contributions to the
spectra at the same high energies. Typical detector
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lengths are 30 ¢cm for commercial equipment. An exam-
ple is the four-detector measurement station for the HEU
Shipper/Receiver Confirmatory System3? (SRCS) at the
Oak Ridge Y-12 Plant, which requires 2000 kg of lcad
shiclding. Because the SRCS concept will be reproduced
at other facilitics with more than a single station at some
facilities, a commercially available (7.6-cm by 7.6-cm)
Nal(T1) detector that requires significantly less shiclding is
urgently nceded.

A small Nal(T1) detector,40 which we developed, has
recently been commercialized in a lead-collimated (2.5-cm-
diam by 2.5-cm-long collimator) shiclded package. This
compact unit is shown 1 Fig, 17 along with its un-

shielded commercial predecessor. For HEU applications

[2.5-cm-diam by 1.3-cm-thick Nal(Tl) crystals], the
weight of the collimated, shielded detector is only 1.8 kg,
and the length of the complete unit (18 cm) is signifi-
cantly shorter than that of the unshielded predecessor. We
arc testing this detector and evaluating the digital gain
drift compensation techniques that will substitute for the
analog approach that requires americium-seeded Nal(TI)
crystals.

We also have tested a prototype commercialized ver-
sion of a large Nal(TI) detector with compact electronics.
The new prototype uscs a 7.6-cm by 7.6-cm Nal(TI) crys-
tal and a 7.6-cm-diam photomultiplicr tube (PMT) whosc
length (5.6-cm) is much shorter than the lengths of the
PMTs used in previous commercial detectors. The volt-
age divider, designed at Los Alamos, uses a 7.6-cm-diam
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Fig. 16. Comparison of the low-energy gamma-ray spectrum from a fission-product-
contaminated resin bead sample (dotted spectrum) and from the same sample after

rewashing the fission products.

e e 1

TABLE VI. Comparison of Total Plu
tonium Concentration of Dissolver
Solution by IDGS and IDMS

e
TABLE VII. Estimated Precision (%) for
LSD-Spiked (Mixed) Samples

Total Plutonium
Concentration (g/8)

240pu/239pu
Dilution 1/2H 1H 2H 4H 10H

X2 13 098 06

X4 18 1.2 08 06

X8 14 10

X16 41 30 21

IDMS IDGS IDGS/IDMS
LSD 1 0.97686 0.97242 0.99545
LSD 2 0.97782 0.97725 0.99942
{Lsp3 0.98217 0.98610 1.00400
LSD 4 0.98062 0.98337 1.00281
Avcrage 1.00042
RSD(%) 0.384
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Figure 17. The commerclalized, colll-
mated, shielded, compact Nal(Tl) detector
(2.5-cm-diam by 1.3-cm-thick crystal) is

shown directly in front of the PMCA., In
the foreground is Its commercial predeces-
sor (S.1-em-diam by 1.3-cm-thick crystal)
with no shleld or collimator,

printed circuit board that mounts close o and parallel to
the pin eud of the PMT. We recently tested the commer-
cial prototype with the precamplificr that was designed for
the portable Nal(T1) detectors and have placed an order for
a completely commercialized integral detector. The over-
all length of this unit is expected to be less than (wo-
thirds that of its commercial predecessor, which will result
in a significant decrease in shiclding weight for meas-
urement systems such as the SRCS.

2.  Upgraded Shift-Register Electronics
(M. 5. Krick, S. C. Bourret, P. R. Collins-
worth, J. K. Halbig, and B, Strait, N.1; W,
Baird, MEE-3), Wec arc developing an upgraded shift-
register coincidence electronics package. The shift-register

circuit is designated the SR4 because it uses a 4 MHz,
shift-register clock. We designed a printed circuit board
for the SR4 circuit, and several units have been fabricated
as nuclear instrument modules for test and evaluation
(T&E). We have used these SR4 modules to check detec-
tors and measure coincidence standard-deviations, detector
dic-away profiles, and coincidence scans,

The SR4 circuit has a useful random count-rate limit
of 2.6 MHz, gate Iengths from (.25 to 4096 us in 0.25
us steps, predelays from 0 to 4095.75 ps in 0.25 us
steps, and a long delay of 16 milliscconds.  All settings
arc under computer control using scrial communication,

The final SR4 unit will be a self-contained instru-
ment for neutron coincidence counting; it will include
high- and low-voltage power supplics and a user-interface
pancl so that it can be operated without a computer, if de-
sired. Two prototypes are being developed for test and
cvaluation; these should be completed in 1990,

E. Technology Development for He'dup Meas.
urements,

We have an ongoing task to develop and document
specialized instrumentation for in-plant holdup, waste,
confirmatory, and inventory verification measurements to
meet current and anticipated needs of the DOE and com-
mercial nuclear facilitics.

1. Compact Neutron Instrument for
Portable or In-Line Measurements of SNM (P,
A. Russo, B. G. Strait, H. O. Menlove and N,
Ensslin, N-1), Sevcral applications for compact ncu-
tron detectors for in-line measurements of SNM have been
described previously. 41-43 Some of these (for example,
those involving fluorinated chemical forms of plutonium)
are well-suited 1o total neutron count rale measurcments,
while others (such as the measurements of plutonium
holdup in tilt-pour furnaces) may be more appropriate for
neutron coincidence counting.

Upgrades of the hydrofluorination process at the Los
Alamos Plutenium Facility will require the ability to
monitor this process to improve the product and thereby
minimize failures in the subsequent reduction process.42
Such failures complicate materials accountability in that
larger amounts of plutonium arc incorporated into the
residues from the reduction process. At the request of the
facility operator, we will design two neutron detectors for
continuous readout of the total neutron count rate from the
two hydrofluorinator processes that operate simaltance-
ously. The two detectors will monitor the production of
PuFy4, and will be used in a calibrated measurement to
signal completion of the conversion of batches of Pu()y
o PuF4. This method also requires inferring the influ-
ence of neutrons produced by cach process on the neutron
detector that monitors the other process. An in-plant test
of the principles of the proposed measurementy of the
hydroftuorination process has been documented !



Initially, the method will use a hardware approach
similar to the Swansen sclf-contained 3He neutron dis-
criminator hardware.4344 However, as the compact meas-
urement needs at Los Alamos and elsewhere extend to neu-
tron coincidence counting, we will incorporate the new
compact shift register into the design for a compact ncu-
tron counter that will allow counting of total and coinci-
dent neutrons for in-linc and portable applications in a
highly-reliable, compact, and sclf-contained unit. Long-
term requirements for the coincidence counter include (1)
sclf-contained analog/logic circuits for pulse-height dis-
crimination and analysis of time-corrclated ncutron events,
(2) sclf-contained high soltage and low voltage power, (3)
sclf-contained readout of total and coincident neutron count
rates and clapsed count time, (4) sclf-contained counting
sctup capability, (5) sclf-contained hardware setup capa-
bility, and (6) standard interfaces for rcadout to data stor-
age, external processor, or hard-copy units. The sclf-
contained features of the “totals” neutron counter will be a
subset of those listed for the coincidence unit.  The
“totals” detection unit will be coupled to external com-

mercial units (1o scale count rates, for examplce), and these

will be cquipped with standard interfaces to link to an
external processor, data storage unit, or hard-copy unit.

The totals counters for the Los Alamos hydrofluori-
nator monitoring application will be implemented in late
summer 199, The design for the compact, sclf-contained
coincidence unit will be underway at that time, Part of
the hydrofluorinator monitoring cffort is funded by the
facility.

2.  Technologies for Yortable Gamma-Ray
Holdup Measurements (P, A. Russo, J. A.
Painter, D. C. Garcia, and S. M. Simmonds,
N-1). The ability of many DOE facilitics to meet en-
hanced requirements from regulatory agencics for quantita-
tive measurcments of nuclear materials holdup will depend
in part on improvements in technologics that support
these measurements, Because of the age, size, and com-
plexity of many of the facilitics, large numbers of meas-
urements using portable instruments may be routinely
requircd. Expressions of user needs in these arcas are
increasing. Combining these with a growing basc of
expericnee in gamma-ray holdup measurements, we have
placed emphasis on compact Nal(Tl) detectors, versatile
mechanical equipment, compact and more capable instru-
mentation, and enhanced automation for the Los Alamos
portable gamma-ray holdup assay system,

a. Design of Compact Detector Systems.
The design of compact Nal(T1) detectors for low-resolution
gamma-ray measurements using the Davidson PMCA has
recently been transferred to the commercial sector (see Part
1, Section D.1). Commercial HPGe detectors customized
for increased portabitity in holdup applications also are
documented elsewhere.4d (see also Part 3, Section 1.B.1)
Further efforts toward increased compactness are underway.

The engineering drawings for the versatile mechani-
cal equipment that was field tested during measurements
of plutonium holdup in glove box process equipment43
(sce also Part 3, Section 1,B.1) were completed recently46
and have been provided to users on request. Additions to
the equipment design will be included as updates in this
drawing' package. Figurc 18 is a photograph of the
cquipment (with detector and data acquisition instrumenta-
tion in place) represented by the current design package.

Fig. 18.
urement
represented by the current design package.

Portable gamma-ray holdup meas-
system with mechanical equipment

b. Improved Compact (PC-compatible)
Instruments, We have incorporated a variety of com-
pact instruments into the holdup assay system. Laptop
computers with 80286 or 80386 processors, 40-Mbyle
fixed disks, floppy disk drives, and improved liquid crystal
(or gas plasma) displays have been implemented and
tested. The testing included verification of the automation

23



capability for the Davidson model 2056 PMCA along
with transfer of spectral data between the PMCA and the
PC. The fixed disk for mass storage of spectral data is
particularly important for high-resolution applications. It
also allows for mass storage of files of measurement re-
sults that are to be used off line with data base, spread
sheet, or graphing software packages. Improvements in
the traditional liquid crystal displays arc important for
mcasurcments in dimly-lit arcas, We are testing auto-
mated input of a measurement (sample or location) identi-
fication number with interfaced bar code reader hardware,
This is important for accomplishing large numbers of
measurements in rapid succession at prescribed (coded)
locations, for accurately entering location or sample infor-
mation, and for subscquently retricving stored measure-
ment results for specified location or sample codes.

¢. Enhanced Automation. Automation of
the portable gamma-ray holdup assay system is now
available in the new software package written in the C
programming language. The new code provides automated
clectronics setup, the choice of (low- or high-resolution)
gamma-ray detectors, digital gain drift compensation,
quality checking of all spectra, an automated bias check,
assays at multiple gamma-ray energies, and an automated
calibration procedure for generalized-geometry holdup
assays, all of which were included in the prototype
software written and compiled in Microsoft Quick Basic
3.0.45:47 (sce also Part 3, Section 1.B.1) The new C
language software adds automated rate-loss corrections, the
ability to assay at preset measurement configurations,
automated corrections for equipment attenuation effects,
and the ability to perform rapid assays in succession with
automatic documentation and storage of the results, The
user interface for the new C code is designed to emulate
the industry standard, and user input has been reduced to a
minimum. Software written in the C language is more
iransportable for enhanced hardware compatibility, The
capability for mass storage of raw data has been greatly
enhanced, and the ability to retricve data (for reanalysis or
re-examination) has been greatly simplified. In addition,
mass storage of results files has been added for future re-
view capabilitics. This new software is presently under-
going testing in the laboratory. Facility testing will
begin in late spring of 1990. Enhancements to this pack-
age are planned, including correcting assays for self-
absorption, special analysis functions, automatically
incorporating results files into commercial spread shects,
and adapting the automation to other commercial compact
multichannel analyzers.

F. Computer Modeling and Simulation for
NDA Development.

Mathematical modeling and simulation are powerful
tools o improve our understanding of NDA techniques for
measuring nuclear materials, to increase our assay ability,
and to reduce the cost of designing NDA instruments, We
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have an ongoing program to improve and use these tools
and to generate and maintain the physics data librarics
necessary vor realistic modeling and simulation of NDA
instruments and mcasurements,

1. Measurement Performance Optimiza-
tion for Thermal Neutron Multiplicity Coun-
ters (J. K. Stewart, R. R. Ferran, and M. §.
Krick, N-1)., We have performed a scries of neutronics
calculations using the MCNP!8 code to suggest optimum
characteristics of practical designs for Thermal Neutron
Multiplicity Counters (TNMCs). This new gencration of
Instruments will be applied to verification measurcments
of plutonium samples for which the magnitudes of ncu-
tron emissions from (a,n), spontancous fission (SF), and
IF reactions are unknown. Results of the study may be
used directly to guide design choices for specific applica-
tions and may also stimulate further optimization studics.

a.  Counter Parameters. Paramcters that af-

fect measurement precision are:

€ - counting efficiency for neutrons from a
point source of 240py centered in the
sample cavity, and

t ' - dic-away time or average time to He cap-
ture for ncutrons from a point source of
240py centered in the sample cavity.

Counter parameters that affect measurement accuracy
arc:

&2) - the distribution of € (for a point source of
240py) as a function of position along the
z-axis of the sample chamber, and

&E) - the distribution of € (for a centered point
source) as a function of the neutron cn-
crgy.

The radial variation in efficiency was not considered to be
an important influence on accuracy,

b. Design Assumptions. Ground rules for

the study werc:

° Hexagonal geometry - This geometry al-
lowed a constant moderator thickness between
3He detectors, eased problem sctup, and pro-
duced an acceptable range in the size of cavity
openings,  (Fabrication of an actual device
would not nccessarily be complicated by this
geometry.) Equivalent cylindrical geometrics
should yield ncarly identical results.

* Polyethylene moderator (high den:ity)
and 2-in. side shield - This option was
chosen from experience to lower material and
fabrication cosls,

«  3He detectors - One hundred and thirty two
tubes were used in four rows (standard 4 atm,
28-in.-active-length Reuter-Stokes model).

* Graphite end plugs - Scven-in.-tall plugs
were chosen from expericence for better reflection
properties than aluminum or polycthylene,



+  Cadmium - Sixtecn-mil cadmium sheet lined
the cavity and was placed between the moderator
and shield.

« Cavity height. A cavity height of 17.5 in,
was chosen based on a survey (at TA-55) of
container sizes.

¢. Varied Parameters,
chosen for variation were:

« Moderator thickness., The thickness of the
moderator between the 3He detectors was varied
from 1/4 to 3/4 inches in 1/8-in. steps.

+ Moderator (and shield) poison. Values
of 0, 0.2, 0.5, and 1.0 wt% borated
polyethylene were used for the moderator and
shicld (these arc available from Reactor

Experimcnts*).

Table VIII gives di:nensions for the cases calculated.
For brevity, we have used the term “Hexaplicity Counter”
to mean the hexagonal TNMC., The cavity openings
range from 7.74 in. 1o 10.338 in. For comparison, the
cavity diameter in the HLNC-11 is 6.89 in,, in the AWCC
it is 8.66 in., and in the new Passive/Active Counter for
TA-55 it is 9.7 in.

Figure 19 shows an clevation view of the counter
with 3/4 in. moderator between tube holes, Figure 20 is
a cutaway view of the same design with the 3He detectors
cxposed. Figure 21 is a plan-view section showing the
configuration of tube holes and external shicld,

Counter parameters

d.  Results. A summary of the results of the
study is shown in Table I1X. Columns 4 and § list calcu-
lated values of € and 1, respectively, for all cases con-
sidered. Uncertaintics (only from the counting statistics
of the calculations) are ~0.2% on € and ~ 0.3% on 17, An
analytical point model48 of assay variance based only on
counting errors has been proposed. Generally speaking,
the highest € and lowest T ( down to ~6 ps) give the best
mecasurcment precision, The highest € calculated was
55.8% for the case with 0.625 in. of pure polyethylene
between tube channels (the cell with darkened border in
column 4), The lowest T calculated was 12.0 us for the
case with 0.25 in. of 1 wt% B-polycthylene between
channcls (cell with darkened border in column 5). Graphs
of € vs T arc shown in Fig, 22. Clearly, the goal of high
cflicicncy and low dic-away time is not easily achicved.
Also shown in the figure arc points for the high- and low-
cfficicncy modes of the existing Al/poly/Cd five-ring
counter.49

Column 6 of Table IX gives sg -- the percent stan-
dard deviation for each case calculated of cavity-centered,
point-source efficiencics [e (E) values] for ncutron energies

*Reactor Eaperiments, Inc., 963 Terminal Way, San
Carlos, California 94070.

Table VIII, Hexaplicity Counter Dimensions (inches)

Moderator Thickness

Between Tube

Holes 0,250 1 03751 0.500] 0.625 ] 0.750
Cavity Opening

(across flats) 7.740 1 8.390] 9.0391 9.689 |10.338
Moderator Thickness )

(across flats) 4763 | 53041 5.846] 6.387 [ 6,929
Overall Width

(across flats) 21.266 | 22.998 | 24.730] 26,463 | 28,195
Shield Thickness

(across flats) 2.0 2.0 2.0 2.0 2.0

Cavity Height 17.5 17.5 175 1175 17.5

Ovenall Height 31.5 31.5 315 {315 31.5

of 0.5, 1,0, and 2.0 MeV, The cffects of variable and
unknown amounts of impuritics (for example, water, fluo-
rine, sodium, chlorine, and magnesium) will require that
€(E) variations in the 0.5-2.0 McV range be minimized
for the best measurement accuracy. The calculational
precision of individual e(E) valucs is 1% or better, The
calculations showed that the 3/4-in, moderator spacing
gives the most uniform &(E) distribution. This is shown
numerically as the 3.1% standard deviation (Table 1X ccll
with darkened border in column 6) of &(E) values at (.5,
1.0, and 2.0 MeV. ‘

Column 7 of Table IX gives s; -- the percent stan-
dard deviation for each case calculated of point-source
(neutron energy spectrum from 240py gpontancous fis-
sion) efficiencies [£(z) valucs] for 22 equally spaced posi-
tions along the axis of the sample chamber, For mecas-
urement accuracy to be minimally influenced by sample
positioning, the axial efficiency profile should be uni-
form, or nearly so. The calculational precision of indi-
vidual &(z) values is 1% or better, Column 7 of Table IX
shows that the two smallest purc-polycthylene moderator
spacings give the most uniform distributions, but not
much is lost by increasing the spacing to 1/2 in. or even
3/4 in, The &(2) distributions were not calculated for the
borated-polyethylene cases. In Table IX they are assumed
to be the same as for the pure-polyethylene cases.

Finally, column 8 of Table IX gives a simple figurc-
of-merit (FOM) for cach case. An ovcrall quantitative
index of measurement-performance quality was desired for
cach design. This FOM must include both measurement
precision and accuracy, at least as far as they are influenced
by the ncutron physics, The model described in Ref, 48
includes only measurement precision, and the code that
implements the model is not generally available, Fur-
thermore, because we know of no rigorous measurcment-
error model that includes both random crror components
and biases for multiplicity counting, we chose a simple
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samples like A, For theso items, 12- to 24-h count tmes
may be required of the high-efficiency deslgns te obtain
even 5% precision, Here the lower dic-away time (and
cfficiency) designs will perform better, In Table X, HL s
the 1.0% B-polyethylene design with 0.25-in. moderator
spacing (sce Table 1X). The KL design is the low-
efficiency mode of the existing counter described in Ref.
49, The HL design has the best precision for sample A,
and the KH design has the best precision for sample B,
For samples and measurement times in which 5%
precision is achievable, dccuracy begins to become an im-
portant design consideration. Here, the high-efficiency de-
slgns will be superior performers. For samples like A, a
fundamentally different approach, for example the combi-
nation of standard active and passive neutron coincidence
counting, could yield superior measurement performance,

2. Neutron Multiplicity Counter Design
for Pyrochemical Process Materials (D. G,
Langner, N. Ensslin, and M. §. Krick, N-1),
Materials from the pyrochemical process are difficult to
measure using conventional neutron counting methods
because of significant sclf-multiplication and variable
(o,n) reaction rates, Multiplicity counters that can meas-
ure the first three moments of the neutron multiplicity
distribution make it possible to determine sample mass
cven when multiplication and the (o,n) rate arc unknown,
We have used Monte Carlo simulations to design a new
multiplicity counter suitable for in-plant measurement of
pyrochemical process materials. Our goal was to produce
a counter with a high ncutron detection cfficiency, low
dic-away time, a flat spatial efficiency profile, and insensi-
tivity to the neutron cnergy spectrum,

We performed Monte Carlo calculations for several
prolotys)c models consisting of 4 rings of 71.cm active
length “He detector tubes in a polyethylene body, The
cadmium-lined sample well is 24,1-cm in diameter to
accommodate a wide variety of in-plant sample containers.
The counter can be used in a free-standing mode or an in-
line mode without mechanical modification. We used the
calculations to determine design criteria for several con-
figurations of detector tube spacing, cadmiumn liners, and
sample height, Calculations also were performed (for
distributed sample sources) to understand the integrated
effects of variable ncutron spectra on the counter,

Figure 23 shows a vertical cross section of the
counter for a 1,5875-cm tube spacing. Figure 24 shows a
horizontal view of the same configuration, For this tube
spacing there are 126 tubes, Monte Carlo calculations
predict a total neutron counting cfficiency of 56% and a
dic-away time of 49 ps. The axial response of this con-
figuration is shown in Fig. 25. The energy response is
shown in Fig. 26. For nine distributed samples with fill
heights varying from 1 to 35 cm, plutonium contents
varying from 25 to 900 g, and mean energies of the neu-
tron source spectra varying from 1.2 to 2.7 MeV, the
calculated total counting efficiency varied only 2.4%.
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The mechanical design of the counter is undorway,
bused on the results of these coleulations, A paper de-
scribing this work has been submitted for presentation at
the annual INMM meeting in July 1990,

G. Chemical and Isotopic Measurement Tech-
nology.

Chemical analysls methods provide the reference
base for materials accounting and product quality assurance
in the nuclear industry,  We have an ongoing task to
develop new, highly reliable methods of chemical analysis
for determining plutonium and uranium in all varictics of
nuclear fuel-cycle materials with emphasis on automated
chemical analyzers to improve tumaround time and reduce
analyst bias and crror.  Developing and refining this

technology for the wide range of plutonium and uranium
compositions 18 ossential to timely, accurate safeguards
accounting

1. Advanced Automated Plutonium Ti.
tration System (M. D. Randow, D. Temer, D,
D. Jackson and L.E, Wangen), Accurate and
timely plutonium assay s vital for nuclear materials ac-
countabllity, The method used for assay of plutonium by
the Analytical Chemistry Group at Los Alamos and else-

“where In the DOE complex s titration of Pu(Ill) to

Pu(lV) with Ce(lV) titrant to a photometric end point,
We have developed an automated instrument for this titra-
tion that eliminates analyst bias in locating the end point
and approximately doubles sample throughput with much
less stress on the analyst,

In the analysls, it 1s necessary to completely reduce
the plutonium to Pu(lll) before titration, Originally, this
was done by passing the plutonium solution through a
lead reductor column, Because this is not amenable 1o
automation, we developed a method for reducing the plu-
tonium using a TI(111) solution, Ti(IT) effectively reduces
all the plutonium to Pu(lIl), and the excess Ti(lIl) is oxi-
dized with nitrle acid, Unfortunately, the oxidation of the
excess Ti(II) by nitric acid generates a large quantity of
gas that can interfere with the absorbance measurcments
used to locate the end point. We had to develop a proce-
dure to reduce the effect of the gas bubbles on locating the
cnd point,

An apparent degradation of precision and accuracy
caused by changes in ambient temperature was confirmed
by controlled experiments covering the range from 20 o
35°C, and we have developed a correction based on a lincar
regression equation relating measurement error for known
standards 1o temperature. The temperature of the titrant is

'l‘alx. ounter Measurement Precision Compared \;t’h Existing Design
Precision of a single 1000 s measurement (%)
240p
Samyle (g) Multiplication Alpha* H O K H H L K L
A 200 1.16 10 45 35 22 33
B 4 1.02 10 7.6 6.8 10 16
C 200 1.16 1 2.1 1.6 1.5 2.5
D 4 1.02 | 0.5 0.5 1 1.7
*Ratio of (o,n) to spontancous fission neutron emission,
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measured automatically for cach titration, and the tempera-
ture correction s calceulated,  Long term precision and
accuracy of the assay was improved using the temperature
correction,

The present automated titration system uses a 250-
mg plutonium sample and generates considerable liquid
waste (us does the original hands-on analysis), For both
safeguards and reprocessing reasons, it would be desirable
to reduce the sample size and quantity of lquid waste pro-
duced, so we have modified the method 1o use a smaller
sample, Precision remaing excellent (about 0.03% RSD)
down to a 40-mg plutonium sample, and the amount of
liquid waste is reduced by a fuctor of five from about 175
ml 1o 35 mi per sample,

The relatively constant reagent blank value becomes
more significant at small sample size, The reagent blank
value is primarily due to the amount of ferroin indicator in
the solution, By changing to a more dilute ferroin indica-
tor solution, we were able 1o increase the volume dis-
pensed to 1 ml instead of the usual 200 ul, The larger
volume is much caster to deliver accurately, improving
our blank precision. We are using Hamilton automatic
dispensers o deliver all of the reagents directly into the
sample cell. Tests of these dispensers gave excellent preci-
sion of 0.02% RSD, which is a significant improvement
over that obtained by manual addition using a micro-
pipette. We developed the necessary control software and
interfaced the two antomatic dispensers into the system
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and control, Because our original HP-85 controtler did not
have enough interface ports to control and measure all
necessary items, we added an HP-IB Data Acquisition/
Control System, which does provide the required input/
output capability, We also added an interface and soltwarc
to provide control of the electric stirrer by the computer,
A pneumatic cylinder mechanism removes the titrant
delivery tip from the sample solution during stirring to
prevent diffusion of the ceric solution into the sample,

Design and construction of the Advanced Automated
Plutonium Titration system Is now complete, and evalua-
tion tests arc underway. Weight aliquots of an iron solu-
tion containing the equivalent of 40 mg of plutonium
have been processed in the automated mode, Over a two
week period, during which 25 aliguots of the iron solution
were processed, the precision was 0.028% RSD for a
single determination, which compares favorably with the
large-sample instrument currently in use. We are in-
stalling the new instrument in a glove box for evaluation
with plutonium,

2. High Precision Spectrophotometric
Method for Plutonium Assay (H,L. Nekimken,
P. Mendoza, E. Lujan, D, Temer, D. D, Jack-
son and L. E. Wangen). Spectrophotometric mcthods
of assay often have the advantages of being relatively fast
and requiring few operations, They also are often particu-
larly suitable for automation because of the types of op-
erations that must be performed.

We initially—and unsuccessfully—investigated a
method based on the tetrapropylammonium plutonyl trini-
trate ion-pair extraction system using uranivm as a stand-
in for plutonium, In this method the trinitrate complex is
extracted from an aluminum nitrate salting solution into
an organic phase in which the absorption of the complex
is measured, The method is highly specific for plutonium

and urdamd and 1s capable of good precision, For urani-
um, we achloved a precision of 0,1% RSD consistently
for a single determination based on 10 measurements at
the 10-mg uranium level,

Applying this extraction method to plutonium assay
requires oxidation of the plutonium to Pu(VI) before it is
extracted into the grganic phase, Silver(Il) oxide effee-
tively oxidizes plutonium to Pu(VI) and was selected as
the oxidant. Because the silver oxide must be added as a
solid, it reacts vigorously with the plutonium solution
generating gas that can cause samplo loss, We devoloped
techniquos for manually adding the silver oxide and por-
forming the oxidation without loss of sample, Howover,
results with plutonium were erratic with precision ranging
from 0.1 1o 0.3% RSD. Automation of the oxidation
step is difficult because of the vigorous reaction of the
solid silver oxide with the solution. We could find no
sultable solutlon to oxidize the plutonium,

We now are developing a continuous flow analysis
(CFA) automated spectrophotometric method for determin-
ing plutonium based on the Pu(Ill) chloride spectrum, A
peristaltic pump is used to mix an ascorbic acid solution
in hydrochloric acid with the plutonium sample solution
to dilute and reduce the plutonium to Pu(II1) prior to spec-
trophotometric measurement. A computer-controlled
flowing system composed of a peristaltic pump, Teflon
mixing coil and tubing, and a flow-through spectropho-
tometer cell performs the necessary operations, The
absorbance spectrum is measured with an HP photodiode
array spectrophotometer, Our initial experiments indicated
that a precision better than 1% should be attainable,

Initial precision studies using prascodymium as a
stand-in for plutonium gave poorer results than expected.
This was attributed to variations in flow rates through
peristaltic pump tubing, and memory effects in the tubing
and a three-way valve used in the instrumental sctup,
Flow studics using different sizes and types of peristaltic
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pump tubing verified the presence ol within-day and be-
tween-day variations, and the drift was differont for differ-
ent sizes and types of tubing. ‘Tygon tubing exhibited
pump tubing verified the presence of within-day and be-
tween-day variations, and the deift was diffecent for differ-
ent slzes and types of tabing, Tygon tubing exhibited the
least variation and was selected {or use in the automated
system, Additional improvements included reducing the
total amount of Tygon tubing, climinating the threc-way
valve and one of two mixing coils, and changing {rom a
10-mm to a 2-mm path-length flow cetl. The latter
change decreased the dilution factor required to obtain
absorbances in the lincar range from 25 to 5, thereby
eliminating the need for the largest dilution tube and
reducing the drift problem, The changes reduced memory
effects, analysis time, and amount of liquid waste gener-
ated.

We uscd the system to evaluate the effectiveness ol
an internal standard in the diluting solution for calculating
actual sample dilution to compensate for flow rate drift,
We used neodymium as the internal standard.  Average
daily precision was reduced from 1% without the internal
standard to 0.4% for the prascodymium system using the
internal standard, These results are based on calibrating
once cach day before the analyses and performing an
analysis about once an hour, Using this system, sample
analysis time is about 7 minutes, and only 9 pl. of waste
is produced.

We cvaluated four lanthanides and two organic dyes
as potentigl internal standards for Pu(l11). Least squares
curve fitting techniques were employed to quantify cach
internal standard and the Pu(tll) in test solutions,
Praseodymium was selected for further evaluation as an in-
ternal reference for plutonium analyses. Only one Pr(l1l)
absorption peak interferes significantly with any of the
Pu(I1l) peaks, and this can be corrected using the curve
fitting procedure,

The CFA system was set up in a glove box for test-
ing with plutonium using prascodymium as an internal
standard, Replicate determination of a plutonium standard
solution gave precisions of fess than 0.5% RSD on four
different days of operation both with and without the in-
ternal standard. The system has veen evaluated further for
plutonium determinations involving prascodymium using
both dissolved plutonium oxides and feed and product
samples from the Los Alamos SNM chloride pracess line.
Results using the automated system were compared with
those of a manual Pu(lll) spectrophotomelric system used
routinely in the Analytical Chemistry Group for
plutonium assay of plutonium oxide materials, Forthree
plutonium oxide materials the differences were all within
0.1 mg/L at the 18 mg/L level, The agreement for
process product samples also was satisfactory. However,
the results for the process feed samples showed greater
differences., This may be caused by particulale material
and other interferences in feeds containing high levels of
dissolved salts and plutonium, This is being investigated,
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I, Reference Materinl Characterization (T, K.
Mawshall, T, R, Hahn, A. P, Lovell, J.W. Dahlby,
and D, D. Jackson, CLS-1),

Physical standards (reference materials) must be
available to evaluate and calibrate both NDA and chemical
analysts methods, and a variety of standards s nceded to
meet the requirement of DOE Order 5633.3 that all meas-
urement methods be calibrated using certified reference
materials, We have an ongoing task Lo characterize and
package suitable certified reference materials as requested
by the New Brunswick Laboratory (NBL).

We carrently are evaluating alternative primary pack-
ing containers for NBL CRM 126 Plutonium Metal
Standard, which is used as an assay standard, The con-
tainers must protect the metal from air exidation and also
be of a configuration amenable to secondary packing con-
tainers; the present primary containers are 0o long, We
scaled small picces of clean, shiny plutonium wetal into a
variety of small containers in an inert atmosphere,  Any
oxidation of the plutonium metal is casily noted by
change in the appearance of the metal.  Most of the
puckaging systems have been unsatisfactory as shown by
oxidation of the metal after a few months. However, a
shortenced, modificd version of the original system using
cvacuated, heat-sealed glass tubing shows no evidence of
reaction of the metal after many months, The evaluation
is continuing,

I.  Measurement Control and Calibration.

We have an ongoing task to develop physical stan-
dards and proven micthods of measurement control and
calibration to give confidence that NDA measurcments are
within the accuracy and precision limits necessary for ma-
terials accounting, We also participate in the preparation
of consensus standards as part of our technology transfer
activities,

1. NDA Calibration Standards., The accu-
racy of NDA mecasurements depends on the atlenuation,
multiplication, and absorption clfects of the contained
SNM. An acceptably small number of physical (cali-
bration) standards can be obtained by considering carefully
the range of materials to be measured with specific
instruments and by providing correction factors for known
cffeet, based upon an understanding of the measurement
physics and laboratory measurements,

a, Design and Fabrication of Plutonium
SGS Can Standards (S.-T. Hsue, §. M. Sim-
monds, N-1; V, L. Longmire, NMT-4; S, M,
Long, NMT-4). Wec arc developing the plutonium can
standards needed to calibrate SGS’s 1o assay low-density



scrap and waste. Each of the standards has to satis{y the
measurement physics of the SGS assay principle:

* The SNM should be uniformly distributed.

* The diameter of the standard should be small so
that the gamma-ray transmission shrough the
standard is reasonable (T > 0.2).

» The height of the standard containing SNM
should be at least ten times the height of the
collimator used in the SGS measurement to
minimize the end effect. Because the typical
collimator height of an appropriate SGS is 1.27
cm, the height of the SGS standard should be at
least 13 cm. |

* The particle size of the SNM should be small so
that the self-absorption in the particles is
negligible down to 203 keV. These standards
then can be used for the recently developed lump-
corrected SGS technique.2?

In addition, the standards must meet DOE shipping
requirements 3o that they can be shipped to other sites
throughout the DOE cci.plex. This means the standards
must be doubly contained and the container must be
welded or canned.

Can Selection: We tried to locate commercially
available cans satisfying the above requircments, The
ideal inner can would be approximately 10 cm in diameter
and 25 cm high, with the outer can slightly larger. These
cans should be sealable either by canning or welding.
After an extended search, we concluded that appropriate
cans would have to be custom designed and fabricated.
Our design group designed the cans, and the Los Alamos
main shop fabricated them.

After the cans were fabricated, we tried to weld the
inner can in a glove box. It was difficult to weld the lid
onto the can; it tended to pop out. We modified the lid
and the welding equipment, and, after several practice runs,
successfully welded the lid onto the can.

Matrix Selection: Low-Z matrix materials must
be blended with the SNM in the standard. Both graphite
and diatomaceous earth have been used to make SGS stan-
dards. However, graphite is flammable and requires a
sll)ccial woik permit before it is allowed in a glove box;
diatomaccous earth is used routinely in glove boxes as a
filiering agent. Furthermore, the density of diatomaceous
catth is lower (d = 0.26 g/cm?) than that of graphite (d ~
1.25 g/cm3). The lower density means that the same ma-
trix can be used for drum standards, which we nced to
develop next.

Standard Preparation: Each standard was pre-
pared by putting the plutonium oxide in the inner can,
adding the diatomaceous earth, and welding on the lid.
After sealing it in the outer container, we mixed the stan-
dard on a V-blender. In the first standard that we prepared,
we filled 80% of the inner can with diatomaceous carth;
the mixing was not complete after blending for longer
than 8 hours, and further blending was required. In the
restof the standards, we reduced the diatomaceous earth to
cnly 60%, which reduced the blending time substantially.

Characterization: After the standards were pre-
pared, they were characterized by NDA. We found:;

+ The standards are reasonably uniform up to 13

cm.

+ There is no evidence of plutonium and diatoma-

ceous earth agglomerating into clumps,

Four sets of standards are being prepared with pluto-
nium loading that ranges from 10 g to 250 g in each set.
One of the sets is being prepared for the Westinghouse
Savannah River Sitc (WSRS). (Facility funding was
provided for this set of standards.) The actual mass of
plutonium in each standard is determined by chemical
analysis and confirmed by NDA.

b. Monte Carlo Simulation of 55-Gal
Drum Standards for the SGS (M. C. Miller and
S.-T. Hsue, N-1). To assay scrap and waste in drums
with the SGS technique, it is important that the SNM in
the calibration standards be uniformly distributed in a low-

. Z matrix. Because of the size of a 55-gal drum, it is

difficult, if not impessible, to mix the SNM directly in
the drum to achicve a uniform distribution. A more
practical approach is to mix the SNM with the low
Z-matrix in 4-L bottles and distribute these in the drum so
that they represent a uniform distribution, However, there
are questions as to how (o position the bottles in the
drum, and whether the void between the bottles should be
left empty or filled with the matrix material. Because it is
expensive and time consuming to prepare standards, we
used the Los Alamos Monte Carlo transport code
MCNP!8 10 study the best configuration for the standards.

To compare variou$ methods of positioning bottles
containing SNM to the case of SNM homogeneously dis-
tributed in the drum, we simulated a geometry that
included the drum, the SNM, and SiO; (diatomaccous
earth) matrix matcrial (Fig. 27). For the uniform base
case, we dispersed the SNM throughout the drum and
removed the stacks of 4-L bottles. Estimates of the count
rate in a detector viewing a rotating drum at a distance
equal to one half the drum diameter from the surface of the
drum were made by the Monte Carlo technique. We also
estimated the transmission of gamma rays of the same
cnergy through the sample at the same distance; this
cnabled us to calculate a correction factor for self-attenua-
tion and the total corrected count rate.

Table XI gives the results of the calculations, We
considered threc cases: (a) SNM distributed uniformly in
the drum, (b) SNM contained in seven columns
(potyethylene bottles) as shown in Fig. 27 with voids be-
tween the columns, and (¢) SNM contained in seven
columns with diatomaccous earth filling the voids be-
tween the columns, In all cases, the drum contained
105 g of plutonium and the gamma-ray energy was
414 keV. In case (b) the total corrected count rate was
4% higher than the uniformly distributed case (a). This
was caused primarily by an increase in the normalized
count rate of 25% rclative to the uniform case. As can be
scen from Table XI, the situation most closely resembled
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the uniform case when the gaps between the columns of
bottles containing the SNM were filled with the matrix
material; the total corrected count rate was within 1% of
the uniform drum value.

We repeated the calculation with another drum con-
taining 210 g of plutonium and obtained similar results,

We concluded that the drum SGS standards could be pre-
pared using 4-L bottles with the gaps between bottles
filled with matrix matcrial.

c¢. Examination of Los Alamos Measure-
ment Control Practices (T. E. Sampson, N-1),
L.os Alamos (operational safeguards and plutonium pro-
cessing) is examining its application of measurement con-
trol, NDA instrument certification, and mecasurcment
method error statements (o ensure compliance with DOE
regulations, while applying technically sound practices
that do not unnccessarily hold up the certification of new
NDA instruments or place unnccessary measurement con-
trol burdens (with resultant productivity loss and increased
radiation exposure to workers) on the NDA measurement
staff.

We are participating in all phases of the discussions
on these issues.

2. Consensus Standards. A writing com-
mittee for consensus standards is made up of representa-
tives from the user community, commercial manufactur-
crs, and rescarch and development (R&D) laboratorics; a
standard can be written only after all members of the writ-
ing group understand the technology. As MC&A tech-
pology maturcs and moves from R&D for individual
applications into well-established methods used at many
facilitics, it joins the ranks of traditional assay techniques
documented by the ASTM. Because of the broad range of
the members' interests and backgrounds, an ASTM con-
sensus standard is approved only after widespread under-
standing and agreement on the technique is achicved.

a. NDA Consensus Standards (J. K.
Sprinkle Jr., N-1). After NDA instruments are
ficlded, evaluated, and in routine use, the next step is to
document the possible applications and performance of the
instruments by means of the conscnsus process. We par-
ticipate in ASTM subcommittee C26.10’s preparation of
NDA standards.

An SGS standard (designated C1133-89) was ap-
proved and published in 1989, and an NCC standard for

Table XI. SGS Drum Standard Calculational Study Resulis
Normalized Correction | Total Corrected-Count
Case Count Rate | Transmission Factor@ Rate (Normalized)

a. Uniform 1.00 0.1975 1,769 1.769 (1.00)
b. Columns + Void 1.25 ().3448 1.476 1.845 (1.04)
¢. Columns + SiO2 1.01 0.1973 1.769 1.787 (1.01)

CF = — Tn/4
aCorrection factor defined as (1- T




plutonium bearing scrap and waste is nearing final form,
with the technical content agreed upon. We provided a
technical review of additional standards based on gamma-
ray assay techniques and made suggestions about the
scope, significance, and use for a holdup standard. All of
these standards address techniques developed in the Los
Alamos Safeguards and Security R&D program.

b. Portal Monitor Standards (P. E. Feh-
lau, N-2). We also participate in ASTM subcommittec
C26.12's efforts to develop performance standards for
perimeter safeguards devices. The subcommittee's guide
to SNM monitors, designated C1112, was published in
1989, and development continued on guides to laboratory
cvaluation, in-plant evaluation of pedestrian SNM moni-
tors, and pedestrian monitor calibration. The subcommit-
tee also held a workshop on metal detectors and began
drafting metal-detector standards. One of these will be a
guide to installing metal detectors and another a guide to
their in-plant testing.

J. Automated MC&A Technology.

The goal of this project is to provide the DOE with
the technology for collecting and automating an accurate
databasc and managing the information,

1. A Relational Database System for
MC&A (J. B. Marchi and W. J, Whitty, N-4;
R. C. Bearse, University of Kansas). We¢ have
developed a relational database application for MC&A,
using a popular rclational databasc management system
(RDBMS), from the hierarchical file handling system
(ctree) used in the Argonne West/Unified Safeguards
project (ARGUS) project.50 We developed this relational
databasc to determine its portability using economical PC
hardware and software, and to determinc if the systcm
could respond quickly and have the potential for enhance-
ment. This application depends on NDA measurements
and data entry to maintain an up-to-the-minute computer-
ized database of all the SNM in a facility.

We uscd the ORACLE RDBMS with the structured
query language (SQL) interface and the Microsoft C lan-
guage on an IBM/AT. The SQL and C languages were
chosen for their portability and compatibility. We
determined that this RDBMS and application, using
standard PC hardware and software, is efficient, cost-
effective, portable, has the potential for growth, can
perform well with careful data modeling, and is the best
generalized databasc management system model for a
distributed environment. In addition, ORACLE runs the
same software on all platforms, which include all the
machines where MC&A applications occur.

2. Network Design System (G. L. Bar-
lich, N-4). As more¢ MC&A functions are computer-
ized, the size of the associated databases also will increase

and perhaps even span several machines connected in a
network, The WSRS has several such systems in the
development phase, including systems at the New Special
Recovery (NSR) facility. Database designers for such ap-
plications must carefully plan table structures and alloca-
tion assignments to minimize retricval times while re-
stricting the necd to maintain duplicate tables for every
task. This problem lies in the computational complexity
class of nondeterministic polynomially hard (NP-hard)
problems, meaning that an optimal solution will become
exponentially more difficult for larger and larger problem
sets, Even the smaller sets may be beyond the capability
of a human working for many days. To meet the diffi-
culty of designing these large systems, a computerized
analysis program called the Network Design System
(NDS)3! has been developed cooperatively between Los
Alamos and the University of New Mexico (UNM). The
NDS uses computationally efficient heuristics to analyze
proposed allocation schemes and to construct an optimal
scheme from limited data. It is oriented toward common
functions in systems used for safeguarding nuclear mate-
rial.

To test the NDS, we used it to analyze the allocation
of data fragments and transactions in the NSR nctwork at
WSRS. This network consists of a process control com-
puter with slaved microprocessors, an accountability
computer, a laboratory control computer with slaved
instrumentation controlled by microprocessors, and a vault
control computer. The system topology was characlerized
using 4 large network nodes, 16 terminals, and 7 instru-
ment nodes. Approximately 250 data fragments were
defined to represent the global view of variables required to
run the process with 74 different transactions possible.
Frequencics and combinations of transactions were defined.
Although relatively few fragments had to be restricted to
certain nodes, it was assumed that process and account-
ability information should not be available to the nodes
used for laboratory and vault control, for security and
integrity reasons. Edge costs were designed to reflect
approximate distances required for network and terminal
connections. After defining the system for the NDS, we
ran the option to analyze an existing topology.

As expected, allocations (o the laboratory and vault
computers were found to be very close to optimal. These
functions run fairly independently of the other nodes and
require only infrequent network access to obtain informa-
tion, such as container reference values, and (o update pro-
cess and accountability values. In practice, both of these
machines run efficiently and seem able to handle their
loads well. However, the NDS indicated a number of inef-
ficicncies in the allocation of data to process and account-
ability systems. Many of the fragments required for pro-
cess control are equally important for accountability,
Maintaining separate but identical copies of these frag-
menis required significant overhead on both machines, yet
keeping the data on only one machine and requiring the
other to retricve needed values was equally expensive. In
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practice, the accountability and process control computers
are very burdened and seem to spend a great deal of cffort
communicating with each other to maintain the defined
functions.

Our analysis showed that process control and ac-
countability should be treated as one function even though
implementation might still require multiple nodes with a

“more optimal allocation of fragments, The NDS indicated
that one efficient configuration would be to use a large
central computer for maintaining process data, rough trial
balances, and accountability balances made with variance
propagation. Smaller secondary computers could collect
process data and operator interactions for transfers and gen-
crate accountability and process reports,

We plan to enhance the NDS to better model arrival
and processing times with different probability distribu-
tions. Some cvents, like the arrival of shipping contain-
crs at the vault, are very batch-oriented while other events,
like monitoring process vessels for holdup, occur on a
very strict timetable. The reliability of certain operations
is also involved. The containers in a shipment must be
assayed quickly and surely to obtain shipper/receiver
records. Monitoring plutonium values in the laboratory
catch tank may have lower priority because rough calcula-
tions bascd on assayed valucs of dumped samples arc
available. Queuing analysis also will be added to model
the problems associated with very busy nodes such as the
proposed central process control/accountability node.

K. Data Analysis and System Evaluation Tech-
nology.

We have an ongoing project to develop and adapt
statistical, mathematical, and decision analysis tools to
support improved MC&A at DOE facilities. The results
of the project are for use by DOE field offices and contrac-
tors in evaluating the effectiveness of cxisting systems
and proposed upgrades, and in the analysis of MC&A data
to detect and resolve anomalics.

1, Evaluation and Analysis for Small
Computers (W. D. Stanbro, N-4). The prolifera-
tion of small computers has opened the possibility of pro-
ducing cvaluation and analysis tools for them to aid the
safeguards and security community, We have developed a
computer code called THIEF that is an interactive simula-
tion of the insider threat at nuclear facilities. THIEF runs
on IBM compatible computers with 640K of RAM and a
VGA or EGA graphics card.

In THIEF, the user takes the role of the insider seck-
ing to steal SNM. The computer runs the safeguards and
security system, which consists of MC&A and physical
protection elements. Facilities are described in terms of
their physical layout and process details. The insider is
characterized by his access to information and arcas of the
facility. He also is characterized by the times he is autho-
rized to be in the facility. All scenario clements can be
modified by the user to represent specific situations. The
computer keeps a log of all of the insider's actions and the
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movement of SNM. This log is in a Lotus 1-2-3 com-
patible format so that it i available for further analysis.

To make the simulation available to the widest range
of users, we implemented a graphical interface to make it
casier to enter scenario clements and interactions with the
simulation, The simulation is usclul both for training
and for systems cvaluation and analysis,

2.  Computer Code for Selecting Opti-
mum Safeguards Upgrades (A. Zardecki, J. T.
Markin,N-4; and S. P, Pederson, A-1). Designing
a materials control and accounting system to safeguard
SNM against the insider threat is a complex process
requiring tradcoffs among many candidate system compo-
nents.  As an aid to the analyst in designing new safe-
guards systems or upgrading existing ones, we arc de-
veloping PC-compatible design tools that use mathemati-
cal optimization methods to select the most effective
combination of system elements,

Previous work in developing the computer program
RAOPS52 resulted in a dynamic programming algorithm
that optimizes the safeguards design for a system protect-
ing a single SNM location, with a constraint on the (otal
safeguards budget. Modeling the system as a series of
concentric boundarics with the SNM at the center and
considering the design problem as the sclection of safe-
guards clements at cach boundary to optimize a measure of
protection, the mathematical statement of the optimiza-
tion problem is as follows.

At cach stage (boundary) & calculate

I(x,k) = min {L(x,uk) e« I{g(x.uk) k + 1]} ,
na

where x(k) is the total resource spent on safeguards cle-
mients through stage &, u(k) is the resource spent at stage
k, and U is the total resource budget. The total resource
spent through stage &k + 1 is x(k + 1) = gfx(k), u(k), k],
the measure of protection at stage k is L{x(k), u(k), k],
and the optimized measure of protection through stage k is
I[x(k), k}.

The multiple location design problem is modeled as
a collection of points, cach representing an SNM location,
which arc contained in a hicrarchy of concentric boundarics.
There are options for sclecting safeguards elements at cach
boundary, and the assumed insider adversary has alterna-
tives for crossing the boundarics to accomplish a theft or
diversion action, The safeguards designer chooses that
combination of safeguards clements that simultancously
optimizes a measure of protection for the SNM at cach
location, considering all of the actions available to the
adversary and a limited safeguards budget.

We have completed a nonserial dynamic program-
ming and software algorithm for sclecting safeguards
clements that protect against an insider adversary gaining
unauthorized access 1o SNM, The extension to include
the selection of clements o protect against removal of
SNM is underway. When completed, the algorithm and



associated software will allow system designers to address
fully the problem of selecting safeguards elements for pro-
tecting multiple SNM locations,
II. COMPUTER SECURITY

The DOE Center for Computer Security (CCS) at
the Los Alamos National Laboratory is responsible for
developing, collecting, organizing, and disseminating
computer security information to the DOE and DOE con-
tractors. Fulfilling this responsibility involves operations
and ficld support, computer security education and aware-
ness, and R&D in several areas of computer security.,

A. Computer Security Education.

We have an ongoing project to develop, deliver, and
maintain a comprehensive curriculum designed to meet the
computer security education needs of DOE and to deliver
the education through appropriate mecans such as vidco
tapes or live classes.

1. Train-the-Trainer Classes (H.C. Rosen-
blum, N-4). The DOE CCS continued to provide
Computer Security System Officer (CSSO) training dur-
ing 1989, Two CSSO training seminars, in the train-the-
trainer format, were presented at the DOE Central Training
Academy (DOE/CTA) in Albuquerque, New Mexico,

The modules that compose the CSSO training semi-
nar are:

DAY 1 - WHAT IS DOE COMPUTER SECURITY
ALL ABOUT?

Introduction to Computer Security Training
presents the five modules to be discussed in the
seminar:
1. What is DOE computer sccurity all
about?
2. Site policies and procedures.
3 How to write an automated data process-
ing (ADP) Security Plan,
4, How to test your ADP Sccurity Plan.
S How to write, implement and test a
contingency plan,

Threats, Vulnerabilities, and Penetration
Techniques describes the threats, vulnerabilities,

- and penctration techniques the computer sccurity pro-
fessional is likely to encounter on the job. During
this session the participants learn the requirements of
the DOE and site Statements of Threat. They write
the site Statement of Threat for a fictitious DOE
computer system processing classified information.
(We use a fictitious system to climinate classifica-
tion problems.)

DOE Orders discusses the DOE Orders applicable
1o computer security, with special emphasis on DOE

Order 5637.1. A tree structure is used to identif y the
DOE Orders that arc applicable to computer security,

Risk Management discusses the DOE risk man-
agement program and describes the risk assessment
requirements in DOE Order 5637.1, Various meth-
ods of risk assessment are described, and the partici-
pants complete a risk assessment of the fictitious
computer system.

DAY 2 - SITE POLICIES AND PROCEDURES

The participants are taught how to present the poli-
cies and procedures written for their own sites. The
following five major elements of DOE computer
security are discussed:

Personnel Security discusses the personnel secu-
rity requirements of DOE Orders 5637.1 and
5631.2A:--Personnel Sccurity Program,

Physical Security discusses the protection re-
quirements for single and multi-ievel classifiecd ADP
systems, including protection of storage media,
clectronic protection requirements, and visual access
requirements.

Administrative Security discusses thc adminis-
trative controls required of a classificd ADP system.
The following elements require controls: uscr valida-
tion and authentication; passwords; databasc man-
agement system access; accountability and audit
trails; classified data marking; user training and
guidelines; hardware clearing and sanitizing; destruc-
tion procedures; remote diagnostic services; handling
of protect as restricted data (PARD) information;
protection index determination; assurance testing; ac-
quisition specifications; protection of ADP systems
from waste, fraud, and abuse; and backup procedures.

Telecommunications Security discusses the
telccommunications and emission security require-
ments, as outlined in the DOE Orders, with special
emphasis on the TEMPEST requirements for classi-
fied ADP systems.

Hardware and Software Security discusses the
protection requirements, based upon the protection
index and the features and assurances associated with
cach protection index.

Management Procedures discusses the additional
procedures required of a CSSO--those procedures and
duties not covered by other modules. These proce-
dures include:

«  Computer Sccurity Incident Reporting—a dis-
cussion of the procedures for recording, report.
ing, investigating, documenting, and responding
10 computer security incidents,
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«  Computer Security Planning—a discussion of

the long and short range planning requircments .

of DOE Order 5637.1 and the DOE/Office of
‘ Safeguards and Security (DOE/OSS).

«  Computer Security Program Evaluations-—a
discussion of the evaluations required to ensure
that the Classified Computer Security Program
management process continues to meet the re-
quircments of the policies and procedures of the
DOE.

« Configuration Management—a discussion of
the requirements for hardware and software in-
ventories at all classified ADP facilitics and a
description of the tool developed by the DOE
CCS.

Each participant writes a section of the policies and

procedures for the fictitious company.

DAY 3 - HOW TO WRITE AN ADP SECURITY PLAN

The ADP Security Plan module begins with an out-
line of the DOE requirements for the ADP security
plan for classified systems and classified networks.
The participants arc given a sccurity plan template
that describes the requirements of each section of the
security plan, Then they write an ADP sccurity
plan for the fictitious system,

DAY 4 - HOW TO TEST YOUR ADP SECURITY
PLAN.

This module describes ADP systems security tests
and certification of classified ADP systems and net-
works. The participants evaluate the ADP security
plan written above and describe the steps taken to
test the plan and to verify that the ADP system has
been implemented as described in the plan, During
this session, the DOE accreditation and reaccredila-
tion procedures are described.

DAY 5-HOW TO WRITE, IMPLEMENT, AND TEST
A CONTINGENCY PLAN.

The Contingency Planning module describes
various methods of contingency planning, testing,
and recovering from disaster. The audience partici-
pates in writing a contingency plan for the system
described above.

CSSO Duties and Responsibilities recaps and
discusses the duties of the CSSO.

The Center also conducted a management seminar at
Sandia National Laboratories, Albuquerque. Over 30 first-
and second-level line managers reccived computer sceurity
training at the seminar,

2. Escort Training Procedures (H. C,
Rosenblum, N-4). The Center distributed a training
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videotape, "The Outsider—Training for Escorting
Uncleared Personnel into a Classified DOE ADP
Facility," to all Computer Security Office Managers and
Computer Security System Managers (CSSMs),

The Center also is creating two new training aids to
be distributed during 1990 — an on-line computer sccurity
training program designed to identify system vulnerabili-
tics and a video presentation describing threats to classified
ADP systems,

B. Computer Security Research and Develop-
ment.

The objective of this project is to identify present
and future DOE computer security needs and to conduct
R&D activities in these arcas to provide practical, cost-
effective solutions,

1. Computer Security Review Package
(W. J. Hunteman, N-4). The computer security re-
view assistant tools are designed to help a human reviewer
conduct the various reviews required in DOE Order
5637.1. Prototype tools for reviewing the CSSO and the
CSSM positions have been developed. Another prototype
tool, Sccurity Plan Assistant, has been developed to aid
the developer or the reviewer of the ADP Security Plan
required by DOE 5637.1 for each computer system. The
tools usc expert system techniqucs as an experiment to
evaluate the use of these techniques in computer security.
The tools are not intended to be a replacement for human
reviews; rather they are an aid to ensure that the reviewer
covers all of the details involved in a review,

A primary benefit of each tool is the automated
collection of the reviewer's responses and comments that
relicves the reviewer of making notes for a written report,
Upon completion of a review, a hard-copy report can be
printed from the information and collected comments.

Each ool supports a varicty of approaches to the
review requirements:

Formal Review, Each tool can be used during a
formal review, with a portable computer if appropri-
ate, The reviewer can observe the particular area or
topic and then enter the appropriate responscs and
comments. Once the review is completed, the report
can be printed.

Formal Review with Spot Check. The tools

can be a component in a comprehensive review by

asking an individual (for example, the CSSO or

CSSM) to respond to the questions posed by the

tool and then return the results to the reviewing

organization. The reviewing organization can then
spot-check the results to validate the information.

This approach can produce a comprehensive review

with little increase in personnel resources.

Self Review., The tools can be used as a sclf-

evaluation to assist in periodic checks of the com-

puter sccurity program and activities.

Preparation for an Inspection and Evalua-

tion (I&E) Review. The tools can be used to



prepare for an 1&E review by conducting a self-
review and then correcting problems that the tools
identify.

2. Computer Security Advisor (W. J.
Hunteman, N-4), The CSSO is required to integrate
the user's needs for improved productivity with security
policies that are, at best, complex, difficult to interpret
into a local environment, and often apparently in conflict
with cach other, Today's CSSO is faced with a large
quantity of written and unwritten policies, large software
systems, and complex hardware, The CSSO is required to
interpret the information’into a set of safeguards for a
particular computer system with the goal of "securing” the
system against some typically poorly specificd threats,

The lack of relevant education and guidance for the
CSSO frequently requires the individual to resort o re-
liance on tradition or folklore to "sccure” a system. Many
CSS0s are assigned previously "sccured" systems and arc
expected to continue the status as the system evolves,
with little explanation or understanding of the original
approach to securing the system,

CSSOs who have access 1o computer sceurity
knowledge through their own expericnece or through cx-
perts are able to implement and maintain better, more
comprchensive, computer sccurity programs, The princi-
ple characteristic seems to be an ability (o integrate the
different components of computer security (i.c., physical,
personnel, communications, administrative, hardware, and
software) into a balanced program that establishes a sccure
cnvironment for the computing activitics. As the com-
puter security ficld matures and these expericnced CSSOs
retire or move to other jobs, some mechanism must be
developed to make the expertise readily available to the
new CSSO.

Our development of a knowledge-based Advisor sys-
tem with mcthodologies 1o incorporate uncertain or in-
complete information and manage the large quantitics of
knowledge will provide the necessary information to any
CSSO on demand.

The Advisor is designed to provide an integrated col-
lection of policy requirements and expert knowledge. The
design goals for the system are 1o:

»  produce a knowledge-based system to advisc the

security officer,

+ decfine a comprchensive list of possible attack
scenarios,

» dcfline a comprehensive list of salcguards and
associate the safcguards with policy require-
ments,

»  collect a detailed description of the lecal com-
puting environment,

+ produce a list of safeguards that are applicable to
the local environment with guidance on the
requircd implementation approach for cach safe-
guard,

« manage the use of uncertain or incomplete in-
formation in the knowledge bases,

+ support "what-if" experimentation to adjust the
local computing environment description or
reject proposed safeguards because of resource
limitations,

«  provide, on request, justification or explanation
of each decision throughout the process,

» provide a user interface oricnted to the CSSOs
needs and environment, and

«  penerate the security and test plans necessary o
support system certification and accreditation,

The Advisor architecture contains several knowledge

bases and inference entines designed to manage the infor-
mation and provide an i ppropriate interface for the CSSO.
Each of the knowledge bases—Policy, Safeguards, Attack
Scenarios, and Computing Environment—resides in inde-
pendent data files, These files allow the rapid updating of
the knowledge to reflect policy changes, technology ad-
vances, or adjustments in the attack scenarios. Two addi-
tional components that are critical to determining the
security of a computing system are estimates of the data
exposure and the sensitivity level of the information on
the system,

3. Security Issues in Computer Operat-

ing Systems (M., Steuerwalt, N-4), We wrole a
guideline for assessing the security of Unix systems and
began implementing the test plan and building the tools
described in it. The guide outlines the factors that influ-
ence Unix sccurity; presents a schema for assessing secu-
rity; describes the scope of the study’s technical sccurity
functions (identification, authentication, access control,
privilege, and audit mechanisms), system administration,
and communications; and suggests tools to help assess
and maintain system sccurity, To cnsure the widest appli-
cation for the study, we follow the cfforts of POSIX*
wherever possible. The first tools address issues of identi-
fication, authentication, and file integrity.

C. Network Research and Development.

We have an ongoing task to cxamine and identify
DOE neceds and perform R&D for computer networks 1o
provide technological advice and assistance for the
growing demands of data and network sccurity.

Generic Model of DOE
works (J. S. Dreicer, N-4),

Computer Net-
We are developing a

_prototype graphical representation model (PROGREP) to

support the graphical display and sccurity characterization
of computer networks. At this time, the establishment of
stand-alone computer systems is limited to special situa-
tions; the trend for the development of new, and the modi-
fication of many existing, computer systems is toward

* POSIX is the group developing 1EEE Pohablc

Operating Systems Interface Standards.
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networking, This is 4 result of the benefits that notwork-
ing provides, such as economies of scale, enhanced pro-
ductivity, efficient communication, resource sharing, and
increased rellability, Inherent in the desire to network s
the implicit acceptance of increased interconnection with
other computers, and these may be interconnected to other
unknown computers or networks, This increased inter-
connection or connectivity can result in a combinatorially
explosive number of computers that attain the capacity to
communicate, Although this capability has advantages, it
also presents & challenge to and is potentially disadvanta-
geous for ensuring and maintaining the security of com-
puter systems that are nctworked to other, unknown
computer systems and users, Furthermore, it presents a
challenge in managing network resources and in under-
standing and remembering the specifics of each of these
resources, This is of particular concern to the DOE
because of the nature and sensitivity of the data that are
processed and stored on DOE and DOE contractor com.
puter systems,

The DOE has a large number of local area networks
(LANs) and subnets (small LANg connected to larger net-
works), is connected to a variety of natlonal and interna-
tional networks (i.e,, BITNET, HEPNET, ARPANET),
and operates several wide-arca networks for DOE usc only
(i.e., NWCNET)., For DOE contractors to do their work
efficiently, it is necessary to promote and continue using
computer networks. However, there is a positive correla-
lion between the increased dependence on computer net-
works and the need to determine methodologies and proce-
dures that graphically represent and ensure the sccurity of
thesc networks, Some relatively recent cvents that
demonstrate the need for applied rescarch and development
in network sccurity are the November 1988 Morris worm,
the German Chaos Club infiltration of computer sysicms
at various US government organizations, and various at-
tacks on the LLNL network. While the rapid emergence
of nctworks already has had many beneficial impacts, re-
search into network security has just begun, Thus there
is a lack of knowledge, tools, and the capability to undct-
stand and address the problem adequately, The applicd
rescarch undertaken for the PROGREP model cffort is the
first step in developing a rescarch program, tools, and
methodologies to investigate network security,

The purpose of the PROGREP rescarch effort and
system developrment is to (1) develop & better understand-
ing of computer networks, which is required for future
R&D, (2) provide a tool capable of graphically represent-
ing any computer network, which is required by computer
security personnel, (3) develop methodologies that detect
and indicate sccurity relevant information and cvents,
(4) develop methodologies that check the security of pro-
posed network topologics, and (S) expand the means to
conduct further network security and graph theory research,

The primary goals of the PROGREP rescarch effort
and soltware system are to help system security personnel

40

. check the seeurity of existing networks, to determine the

security of proposed networks, and to conduct appled re-
scarch into graph theorctical problems, Thercfore, it was
our goal to produce a network representation that is realis-
tic and valid rather than the ultimate network representa-
tion system, and to provide a useful tool to computer se-.
curity personncl that would enhance their understanding
and the sceurity of an actual computer network,

The first phase in the development of the PROGREP
model was to establish and determine an analytical basis
by which to define computer networks as gencrically as
possible. An additional constraint on the analytical
foundation of this work was that it provide flexibility in
any representation and characterization of rcal systems
(c.g., computer networks). During this phase of the
cffort, it became apparent that confusion existed con-
cerning the technical description of a computer network,

In the PROGREP model, the definition of a com-
puter network. is very general; a computer network is any
collection of interconnected autonomous computets or
components of slave hardware (c.g., printers, disk storage
components, or plotters), If two or more computers or
components of slave hardware are able to exchange infor-
mation, they arc interconnccted, This definition of a
computer network complements the definition of a
graph — a structure G = (V, E) that consists of a finite
sct of vertices V and a finite sct of edges E (an edge is
specificd by an unordered pair of distinct vertices). In the
PROGREP model, computer networks are represented and
characterized in terms of graph theory and graph structures,
The components (computer or slave hardware) of a com-
puter network (e.g., computer, gateway, printer, or disk
storage) arc defined in terms of vertices, and the intercon-
nections or network links are defined in terms of cdges.
Computer network security requircments and risks are
modeled as constraints at the vertices and across the edges
of the represented network (graph structure),

The PROGREP model rescarch effort has provided
great insight into the proper means by which o approach
the modeling of graph structures in gencral and computer
networks in particular. The PROGREP model permits
quick and efficient representation of network components,
interconnections, and interrelationships, Important fea-
tures of the model are its intelligent and graphical inter-
faces, The intelligent interface aids the user in creating a
dynamic network by providing logical control of the
specification of the computer characteristics, parameters,
properties, and security factors through the use of text and
graphics. The graphical interface allows the user to dis-
play the topology of the configured network and analyze
its security,

We use several approachics 1o answering network
sccurity related concerns and issucs, The first approach is
the stand-alone sccurity checks aud data capture, These
security checks ensure compliance with policy and regula-
tions concerning the use of various operating modes and



the necessary hardware and software functions associnted
with particular evaluated-products list levels, The sccond
approach is the network Interconncction security checks
and data capture, These sccurlty checks ensure dala truns-
fer compatibility over a link, operating modo compatibll-
ity between machines, an indicatlon of the creation of a
multilevel system, and the indication of a possible cascade
problem between machines,

Although the PROGREP cffort was intended origl-
nally to address computer network security, the model also

appears to be applicable o nuclear safeguards because of

the parallels between the basic principles of computor
security and safeguards systems. In computer security the
intent is to protect the data and information on computer
systems; in safeguards the intent is to protect the SNM
and the inventory data associated with the material, With
modifications, the PROGREP modc! could represent
SNM process lines, which are fundamentally graph struc-
tures. The PROGREP model is capable of representing
process lines (directed graphs) but will have to be modificd
1o allow for real world characterizing and modeling of
safeguards systems,

D. Database Security (L. M. Harris, N-4),

Database security addresses the issues of data confi-
dentiality, integrity, and availability, as well as the proteg-
tion of data from accidental or intentional disclosure,
destruction, or modification. Because DOE installations
frequently rely on databases containing classified informa-
tion, the intentional or inadvertent disclosure, alteration,
or destruction of that information could cause significant
* harm and affcct both the continuation of facility opera-
tions and national security,

The question of how best to ensure the sccurity of
information is fundamental to the notion of database sccu-
rity. Because databases store more information in a single
location than most nondatabase files, and because database
technology was developed to facilitate information sharing
among users, it is clcar that databases are a polential target
for insider threats, When a database is used to store sensi-
tive or classificd information, its potential as a threat tar-
get increases, as does both its importance to the facility
and the facility's need to protect it, These faclors, along
with the relative newness of the technology, make data-
base sccurity a new concern for computer security,

Database management sysicm (DBMS) sceurity re-
scarch to date, although primarily theoretical in nature,
has followed a course of action similar to that wken by
secure operating system rescarch,  Both operating and
database management systems have similar sets of se-
curity problems, and in many cases the approaches and
solutions to problems associaled with database sccurity
have evolved from those used to ensure the security of op-
erating systems. However, database system security poses

additlonal challenges because security must be accom-
plished at a finer level of granularity, For example, oper-
ating systems may protect information at the file level,
while database management systems must protect infor-
mation at the table, tuple, and data clement levels,

Many DBMS rescarchers are concerned that existing
securlty models doveloped for operating systems are not
entirely applicable to database management systems, As
there is a recognized need for a formal security model to
define secure database management systems, DBMS re-
scarchers are attempting o define exactly what "secure"
means for database management systems, Innovative ap-
proaches to the application of security policies are being
tested.  However untll such time that a DBMS-specific
security policy is constructed, Department of Defense
regulatons for processing classified data will be used.

Disclosure and integrity are the major concerns of
dawbase security, Disclosure issucs address confidentiality
and proteet data from accidental or intentlonal release, To
protect against disclosure, hardware and soltware safe-
guards focus on preventing information from being re-
vealed to a user or process that is not authorized to have
access 1o it. Integrity issues concern the correctness and
validity of data, as well as the protection of that data from
accidental or intentional destruction and modification, The
focus of integrity is not who is allowed to access the
information, but rather who is allowed to modify it
Protectlon can be accomplished by limiting both the st
of users allowed to modify the database and the transac-
tions they are able to perform,

Classifying database sccurity issues into the cate-
gories of disclosure and integrity is a somewhat fuzzy
activity, However, to simplify the understanding of
database system sccurity, the topics of access control,
covert channels, data labelling, Inference, aggregation, and
sanitization are¢ discussed as disclosure issucs. Unautho-
rized modification problems (both dircct and indirect
threats) and valid database state problems such as integrity
constraints, recovery, and concurrency problems, as well
as polyinstantiation, are discussed as integrity problems,

We have examined the security issues associated
with databasc management systems, current research in the
ficld, and available or soon-to-be-released security products
and prepared a report, In addition, we created a library of
database sccurity publications, articles, and references,
Although primarily an information gathering/educational
activity, the results of this task have been converted into
training aids for CSSO's and those individuals responsible
for database administration and database development or
use. These tools meet the training requirements specificd
in DOE Order 5637.2A, In addition, we are developing
ficld support applications of DBMS sccurity technology.
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E. Computer Security Technology Transfer and
Support.

We have an ongoing task to provide technical sup-
port and assistance in computer sccurity to DOE/OSS and
to the DOE user community, This support includes re-
views and evaluations, information collection and dis-
semination, and laison with industry, academia, and gov-
ernmicnt agencies,

1. Computer Security Newsletter (K. G,
Redle, N-4). During calendar year 1989, we published
two lssues (April and August) of the DOE Center for
Computer Security News and distributed them to ncarly
1200 people.  Activities related to newslelter production
included planning, contacting potential authors, rescarch-
ing computer security periodicals for articles, writing and
editing articles, ensuring timely classification review,
submitting articles to the Center staff and DOE/QSS for
review, and collecting feedback on how Lo improve the
newsletter,

2. Computer Securily Enhancement Re-
views (W, J. Hunteman, N-4), The DOE/CCS
conducts independent computer security reviews for DOE
or DOE contractors that process classified information,
This service, known as the Computer Security Enhance-
ment Review (CSER) program, provides DOE facilitics
with a friendly but critical assessment of the site's com-
puter security program, The program has evolved over the
last four years to meet the changing computer security
requirecments tn the DOE, During 1989, the CCS con-
ducted CSER's at the Savannah River Operations Office,
the Oak Ridge Operations Office, the Albuquerque Opera-
tions Office, and at DOE/OSS. In addition to the tradi-
tional CSER's, the CCS participated in a variety of sur-
veys or reviews of specific computer security issucs,

The CSER program has resulted in a number of

benefits at all levels of the DOE's classified computer
security program, Compuler security officers at the sites
have gained an improved understanding of DOE orders and
regulations and have learned about good computer security
practices at other ites,

The CCS has gained an enhanced understanding of
the issues, problems, and practic ity of existing computer
security solutions, which is shared with DOE hcadquarters
through gencral discussions, rescarch activities, participa-
tion in working groups on specific issues, and the CCS
report, “Lessons Learned in the DOE Computer Sceurily
Enhancement Review Program,”53
Furthermore, the CCS R&D program is based on findings
and needs identified during CSERs.

The CSER process beging with a site's request 1o the
CCS for a review. The request always is voluntary;
neither the CCS nor the DOE computer sccurity program
management ever initiates a CSER. If the CCS agreces o
provide the CSER, the CCS and the site jointly agree on
the time, duration, and focus of the review, The previsit
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discussions may Include such items as computer systems
to be included In the review, areas of emphasis, and CSER
tcam members, The CSER  team consists of experts from
the CCS and a representative from the site's computer
sceurity organization,

The actual CSER begins with a bricfing by the site's
computer security organization to ucquaint the CSER team
with the site,  The bricfing also identifies any special
issues that must be addressed during the CSER, The
CSER team then briefs the site management on the CSER
process and the extent and timing of this particular CSER,
A tentative schedule of facility and Individual visits is
developed during the discussions.  After the in-bricfing,
the CSER tcam beging the review,

During the review discussions, the team probes the
implementation of the site's classified computer security
program, The discussions also address cach interviewee's
understanding and the implementation of the local pro-
gram, The discusslons are characterized by friendly, un-
constrained sharing of information,

The visits and discussions continue uatil the CCS
members of the CSER team have developed a thorough
understanding of the site's computer security program,
The team's findings are then presented at an out-briefing,
The tecam reviews its findings with the site management
and computer sccurity organization at the out-bricfing,
Attendance at the out-briefing is always controlled by the
site.

CSER findings are not routinely documented or dis-
closed to any audlence without the approval of the site's
computer security organization, All notes collected by the
CSER team are treated as classified information, The
notes may be left at the site or destroyed following the
procedures established for destruction of classified informa-
tion,

F. Audit Log Analysis Package (D.P.Marti-
nez, M, Steuerwalt, and C., A. Steverson, N-4;
K. G. Redle, ADP-4)

The objective of this project is to develop tools for
usc by the DOE computer security community in examin-
ing audit trails of computer use for evidence of intrusion
into the computer system,

We have finished developing and testing the Audit
Log Analysis Package (ALAP), which processes
VAX/VMS image accounting data for auditing and analyz-
ing DOE VMS computer system activities to detect and
analyze abnormal computer system/user behavior, The
software runs on VMS operating systems,

The ALAP software incorporates methodology
(known as "Wisdom and Sense (W&S)") that was devel-
oped for detecting anomalous data entry in nuclear materi-
als accounting databases. The concept is that anomalous
data can be detected based on rules (i.e., 4 rulebase) formu-
lated from historical data that reflect normal behavior for
the given system, ALAP is designed to use VMS image
accounting data ay its historical database,



In 1988, we moved the ALAP software from a pro-
totype development environment (Le., IBM RT) into its
product target environment on a Digital Equipment Cor-
poration VMS operating system in preparation for local
testing at the CCS and alpha testing at the Los Alamos
Natlonal Laboratory.

Software revisions and refinements, identificd during
the tests, were addressed systematically by managing anl
testing the software, First, the ALAP principal investiga-
tor developed standard ALAP software change request
(SCR) forms to describe the necessary revisions, The
SCRs were distributed to the appropriatc ALAP pro-
gramming staff, The revised software was moved into a
local test environment, The principal investigator devel-
oped a test plan to be administered by him and performed
by other members of the ALAP test tcam. I additional
software refinements were needed, we continued to follow
the same configuration management procedures until the
software passed local tests.

The ALAP User Guide was revised along with the
software, again based on the test results and recommenda-
tions of the ALAP tcam, and distributed for review and
comment,

After local testing was completed and the revised
softwarc and ALAP User Guide were accepted, both the
software and the documentation were subjected to coher-
ence testing,  All inconsistencies identified during testing
were resolved and, through additional testing, subsequently
validated as coherent,

During the first half of FY 1989, the software and
documentation were revised several times, which signifi-

cantly improved the functionality, rcliability, and case of

usc of ALAP. Software modifi ations included a much
improved audit-session logging facility, an improved user
interface, and a more reliable software interface. Major

improvements to the documentation included a glossary of

ALAP terminology, an ALAP practice-session seclion,
and a logging facility documentation scction,

After completing the revision, refinement, and test-
ing phase, the Center distributed ALAP to sclected DOE
organizations and DOE contractors for formal beta testing.
Potential beta test sites were identificd through program-
matic interactions among the Center staff, the DOE, and
DOE contractor personnel and in response to a paper>?
presented at the 1989 DOE Computer Sceurity Group
Conference in Amarillo, Texas, Many people expressed
interest in obtaining ALAP once it became publicly avail-
able, and a few cxpressed interest in becoming beta test
sites,

Beta testing began in April 1989 and continued
through most of the remainder of FY 1989, Beta test
results revealed that ALLAP was casy o use, effective, reli-
able, capable, but limited, Comments on the uscefulness
of ALAP were generally positive.  Although most sites
initially required time to sect it up and learn it, they
" indicated that ALAP was cffective at detecting anomalous
behavior on their systems and uscful as a tool for analyz-
ing VMS audit trails. Several beta testers indicated that

auditing with ALAP Increased thelr awareness of activitles
performed on their systems,

Comments on the ALAP User Guide also were gen-
crally positive, Bota testers commonted that it was well
written and organized and found the "Getting Started" and
“Running a Practice Sesslon" scctions to be extremely
valuable and helpful,

From the outset, we recognized that ALAP would
have some limitations, We also recognized that auditing
with ALAP would rcquire a moderate amount of user
resources, Many of the problems reported by beta testers
cmphasized concerns we had already identified. Descrip-
tions of the major problems reported by testers, together
with our evaluation and recommendations regarding those
problems, follow:

«  Software Implementation Problems-—Two beta
lest sites reported problems running ALAP; it
crashed during rulebase generation,

After evaluating the problem, we discovered
that the beta testers who experienced crashes had
not sct the account memory paramelers as
described in the ALAP User Guide. To increase
awarencess of this issue, we revised the guide o
place more emphasis on ALAP account
configuration during installation, The need for
proper account configuration also is emphasized
in the ALAP release notes,

* Logging Facility Needs Improvement—Beta
testers indicated a need for more effective log-
ging of anomalous data.

The ALAP team evaluated the beta ALAP
logging facility. We agreed it provided inade-
quate logging of ALAP audit session activitics,
so we redesigned it and incorporated the im-
proved logging facility into the ALAP 1.2
release. We recommend that future audit sys-
tems consider using a database 10 extract and
summarize selected audit information from the
audit session log in a more effective manner.,

*  ALAP Tuning Problems-—Testers reported that
ALAP flagged too many normal transactions as
anomalous,

ALAP was designed to incorporate an alrcady
existing methodology for detecting anomalics
based on rules derived from historical data, If
the data being audited by ALAP are not reflected
in the historical data (i.c., in the rulebase), then
ALAP will appropriately flag that data as ab-
normal. This creates a problem when events do
not occur frequently and yet are normal; for
example, when a new user is added to the sys-
em after the rulebase has been generated from
the historical data set, but before the selection
and processing of the current audit data sct. Re-
view and analysis of such "false alarmg" does
significantly incrcase the time required to audit
system activity, particularly when working with
large data sets.
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Soveral issuos are assoclated with anomaly
tuning, The anomaly detection algorithm used
in ALAP represents the moethodology employed
at the time ALAP way initlally developed. We
are continuing to improve this methodology, A
second 1ssue is that of rulebase editing and up-
dating., It would be tseful to have mechanlsms
that would allow ALAP users to edit, update
(c.g., add a new user's profile), and ture a cule-
base to their site-specific needs. Such Teatures
would slgnificantly reduce the "false alarm" rate
and increase ALAP's effectivencss, Weo have
improved the rescarch version of ALAP, but
more rescarch s required to resolve related
Issues, such as rulcbase integrity, before the
methodology can be implemented in a product
version of the software,

Resource Problems—Large test sites reported
that ALAP was too resource intensive with pro-
hibitive memory and processing requirements,

Auditing large systems is inherently resource
intensive. ALAP was designed 1o use standard
VMS image accounting data generated by the
VMS accounting utility.  However, some
records not used by ALAP are included in the
data automatically generated by the accounting
utility.,  This combination of unused (by
ALAP) data with the nccessary image
accounting data results in large storage
requirements,

Auditing large systems with ALAP can be

resource intensive, We recommend that ALAP
auditing for such systems be performed on a
separate dedicated VMS system, such as a VAX
workstation, to keep from overloading the host
system.
User-Interface Deficiencies—Some test sites
recommended that the historical data processing,
and rulebase generation processes be performed
in batch mode, particularly when working with
large data sets, Other sites indicated that they
would like a version of ALAP that would run in
the background and trigger an alarm whencver
an anomaly occurred,

ALAP was designed to be an interactive audit/
analysis tool. However, we agree that the user
interface should have the flexibility to allow the
user o perform both the historical dat and rule-
base gencration processcs in batch mode.
Accomplishing these tasks on large data sets
takes hours and requires that the user be present
at or near the terminal, Revising the current
version of ALAP to incorporate this option will
require moderate modifications of the ALAP
user interface and the ALAP User Guide,

We considered having ALAP run in real time
or near real time in the background as an option
during the initial design stages, but decided

agalnst it, To obtain the VMS audit data in real
time: would require unaceeptable modiflcations
to the standard VMS operating system soltware,
For ALAP to be effective In real time, it would
have to haws "learning” capabllitics to upcdate and
tune the rulebase automatically,

Based on the recommendations derived from review-
ing and analyiing the problems reported during bota test-
ing, we dovelgped a revised version of the ALAP soltware
and documentation and tested both at the CCS, The re-
vised ALATP (verslon 1.2) is now available for
distribution t¢ interested sites,

G. Academic Coltaborations and Interactions
(J. S, Dreicer, N-4),

This effort resulted from a proposal that stressed the
need to establish Haison and relationship with academic
institutions gnd Industry to keep pace with the rapidly
changing technologies in computer science, in particular,
computer sceurity, Flve primary objectives were associ-
ated with this proposal: to establish technical cotlabora-
tion between the US DOE CCS and unlversity
rescarchers, to create a recrultment mechanism for future
staff, to encourage computer securily cducation at the
graduate level, to direct applied computer sccurity
rescarch, and to support CCS cfforts,

We collaborated and Interacted with UNM and
University of California-Davis (UCD). During the past
year, under the direction of the princlpal investigator, Dr,
McCabe, UNM began applied rescarch into network
monitoring and formal models, At UCD, Dr, Topkis
conducted rescarch into network security constraints and
routing alternatives; in addition, he is attempting (o
identfy a qualified graduate student to carry on applicd
rescarch, ;

During the first six months of the academic laison
program, w¢ determined which institutions to target,
established working relationships, set up collaborative
exchanges, identificd graduate students, trained the graduate
students, and identified specific rescarch topics. These
university assoclations are firmly established with UNM
and UCD and continue to evolve and mature, Recently,
Dr, Luger, another professor at UNM, has become in-
volved with Dr. McCabe on the UNM research project,
We expect that the collaborative relationships with UNM
and UCD will continue,

We also are taking advantage of the Los Alamos
National Laboratory's graduate rescarch assistant (GRA)
program, It is organized to allow a Laboratory staff
member the opportunity to select technically qualified
graduate students from universitics around the country and
to hire them for three or four months, This provides both
the GRA and the Laboratory mentor with a mutual evalua-
tion period,  The Laboratory mentor can evaluate the
technical education and background, quality of knowledge,



maturity, and capability of tho GRA, If the GRA hay
technical potential and s a good prospect for future
omployment, the mentor can provide specific technical
training and cducation, encourage arcas of educational
study, and encourage thesis or dissertation work to be
dohe at the Laboratory, In essence, the GRA program

allows the expeditious hiring of capable technical staff

with low risk of lost resources, Last summer, the CCS
hired two GRAs, one from the University of Illinols and
onc from Washington State University, These two GRAs
spent four months at the CCS warking on computer
security related problems,

Although the potential for the academic interaction
program scems positive, its progress and ultimate success
dopends on the constraints, expectations, and resources
that are placed on it during the first soveral ycars, We arce
confident that a consistent program in this area will result
in our continued capability to solve computer security
problems and to assesy computer security technologles as
they relate to DOE,
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PART 2,

I. SAFEGUARDS SYSTEMS METHOD-
OLOGY DEVELOPMENT

A. Basic Systems Design and Integration,

The objectives of this task are to develop and transfer
1o ficld personnel a methodology for deslgning salcguardsy
systems that emphasizes integration of materials control,
materlals accounting, physical protection, and operational
actlvities such as process monitoring, 1t Is Intended to
improve the effectiveness of safeguards resources through
an Integrated approach to DOE policy, orders, and imple.
mentation of saleguards activities,

Some of the projects described here are supported, in
part, by facility implementation funding,

1. Special Isotope Separation (SIS) Pro.
jeet. The SIS production plant will convert fuel-grade
plutonium to weapons-grade plutonium using the atomic
vapor laser isotope separation (AVLIS) process; it 1s to be
located at the Idaho National Engincering Luaboratory
(INEL), We are working with the SIS Project Manage-
ment Office and the SIS Safeguards Tusk Foree to deve'op
an integrated system ol accountability measurements and
nuclear malerials control.

#,  Safeguards Systems Design Concepts
Applied 10 SIS (R, 8. Leonard and R. B, Strit.
tmatter, N-4), In support of safeguards planning for
the proposed SIS plutonium processing fucility, the Los
Alamos Safeguards Program has provided input on the
materials accounting needs of the new facility. This ef-
fort, supported by both OSS and the SIS Project Office,
carelully studied the process flow, identificd important lo-
cations for measurements, and quantitatively analyzed the
variance propagation for the process. We conducted a sys-
tems study of the proposed SIS facility and developed a set
of recommendations for creating a cost-effective safeguards
system, We identified NDA instruments and techniyues
that can provide useful safeguards, accountability, or
process control information and estimated measurement
uncertainties for some process materials, Through perl-
odic reporting to and review by the SIS Saleguards Task
Force, the SIS project benefitted from technical support
and guidance in systenis design, safeguards instrumenta-
tion, and measurement technology developed through the
DOE safcguards R&D program, The saleguards commu-
nity will, in turn, benefit by applying newly developed
analysis and design methodologics (related to variance
propagation) to an actual facility, studying the results, and
by developing and characterizing NDA methods applicable
to pyrochemical processing techniques and difficult to
measure plutonium and nmericium wastes,

Based on work done in 1988 (for the SIS project) on
the conceptual design of an integrated saleguards system,
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BASIC SYSTEMS DESIGN, INTEGRATION, AND EVALUATION

we further analyzed the process flow streams using the
LANL variance propagation code PROFE (PROcossing
and Fuel Fucllitles), The amount of data from transfer
streams, materlal composition, measurement methods, and
assoclated errors, coupled with the need to rearrange or
create new grouplngs of data, required manipulating the
data with both spreadsheets and databases,

Transferring the results of varlance caleulations made
using PROFF to the spreadsheet program EXCEL facili-
tated reporting and comparing results, Having the results
in a spreadsheet rather than a BASIC output file allowed
the data to be casily plotted as a function of elther
throughput or instrument uncertainties, By these compar-
isons, we ldentified the need to develop an improved set of
ingtrumont uncertaintics that could be assoclated with
various material streams, This Hst made possible more
precise varlance calculations and a clearer tdentification of
process steps that are potentially attractive theft or diver-
sion targets for an insider, In particular, the more detailed
analysis highlighted the possibility of protracted diversion
of the small amounts of material being discarded into the
waste streams, although concerns had cenlered on the
abrupt theft of significant quantitics of material,

We analyzed the system performance of the SIS salc-
guards design in detail and from the top down, This
approach required grouping a significant amount of nu-
merical and descriptive data in various ways, The material
balance variances must be propagated tor cach data group-
ing and, for trade studies, the results stored for laler use.
‘The results then have to be recalled, compared, and ranked.
Given the constraints, such as impact on operations, dose
limits, and funds available, declsions can then be made on
the best configuration or grouping of individual unit (IUN)
processes, elther controlled balance arca (CBA) or material
balance arca (MBA), that will mecet the DOE Orders and
performance criteria, The top down detailed analysis is
best suited to new facilities, major upgrades, changing
threat environments, and revised orders that require im-
proved performance from existing systems,

Toward the end of the flscal year, we realized that
productivity would be enhanced if the data were available
in a database on which varlance calenlations could be made
without leaving the database program, Foxbase+/Muc was
chosen because it is avalluble for both Macintoshes and
MS-DOS machines, it can incorporate graphics as fields,
and “C" programs can be included as subroutines, The
basic tables (1 thru 5, mentioned below) that make up the
database are shown in Fig, 28,

Table 1 containg data about the processes.  As a
design or analysis progress s, additional detail cuan be
added, The table identifies which MBA, CBA, and [UN
and NDA station that a process belongs to. By sorting the
KO plus process flow diagrams (PED's) in various ways,
such as by sub-MBA (CBA) or NDA station, we identificd
various conflicts or poor groupings of materials,



Table 2 contains information about the process
streams. Typical ficlds in a record are the stream number,
type of material in the strcam, quantity of material,
whcther the material is a transfer in or out or an inventory
item, and if the material is measured.

Table 3 documents the chemicals making up the
material strcam and their quantities., The quantitics are
summed and posted back to the quantity field in Table 2.
Table 3 is linked, as are Tables 4 and S, to Table 2 by
PFD identifier and stream number.
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Fig. 28. Hierarchy of relational databases.

Table 4 contains information about the instrument
used to measure a particular process stream or inventory
item. Instrument uncertainty, tied to the material and
quantity being measured, is also included in this ‘able.

Table 5 contains safcguards data that are a combina-
tion of calcutated and posted information. Typical data
will include the measurcment limit-of-error for the mate-
rial, probability of detcction, attractiveness, and notcs.
This table was deliberatcly set up to be a stand-alone table
that could be isolated. ‘

Correlations between measurement streams were
identified by sorting either Table 1 or Table 2 by NDA
station. This infrrmation was then used in setting up the
input files for PROFF,

Sensitivity studies were conducted on such variables
as throughput, size of instrument uncertainties and con-
figuration of sub-MBA’s, Progress in conducting the
sensitivity analysis and developing concepts was reported
to the project and task force in April at Idaho and in
October at Livermore.

Work planned for FY 1990 includes completing the
sensitivity analysis using the new database analysis tool.
A final report will summarize the results as well as de-
scribe the development of the integrated information.

The use of a relational database program with a C-
based variance calculation module can greatly facilitate
systems design and analysis. The results of a development
effort, carried out in support of the safeguards task force for
the SIS project, are reported, The work has resulted ir a
tool, which when refined, may be used by facility
accountability clerks or DOE reviewers to either plan
upgrades to existing facilitics or design new accountability
systems. The set of generic tables used to organize the
data is described along with a standard set of reports created
for presenting the results of the analyses and trade studies.

Although the work was done using a Macintosh, the
database program, Foxbase+, is available for the PC user.
The work, because of the ease of manipulating data within
the structure of a relational database and the associated help
or tutorial files, will be uscful to the analyst and account-
ability clerk who wishes to develop a better understanding
of how to improve their MC& A system in a cost-effective
manner.

b. Potential NDA Options and Accura-
cies for the SIS Process (N. Ensslin, T. K. Li,
P. A. Russo, N-1). In support of safcguards planning
for the proposed SIS plutonium processing facility, the
Los Alamos Safeguards Program has provided input on the
materials accounting needs of the new facility. This effort
has carefully studicd the process flow, identified important
locations for measurcments, and quantitatively analyzed
the error propagation for the process. As part of this
cffort, we have identified NDA instruments and techniques
that can provide useful safeguards, accountability, or
process control information, and we have tried to estimate
the expected measurement uncertainties for some process
malerials,

The SIS process would require the destructive or
nondestructive measurement of plutonium in a variety of
solid or liquid forms. Because the facility would employ
pyrochemical processing techniques and would generate
plutonium and americium wastes in a variety of forms,
many of the materials would be difficult to measure accu-
rately, For nondestructive measurements, we considered
the following potential techniques: calorimetry, isotopic
analysis by high-resolution gamma-ray spectroscopy
(ISO), conventional neutron coincidence counting (NCC),
neutron multiplicity counting (NMC), lump-corrected
scgmented gamma-ray scanning (LCSGS), plutonium
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SAI, x-ray fluorescence (XRF), and gamma-ray-based

portable process and holdup monitoring. For cach tech-

nique, we identified the minimum number of instruments

or instrument locations that should be considered for the

facility if the technique was considered sufficicntly
- accurate, timely, or labor-saving to be useful.

Table XII is an example of the type of information
that we prepared for SIS. This table includes four of the
above-mentioned techniques and lists a number of pyro-
chemical, scrap, or waste process materials. The uncer-
tainty estimates were obtained by combining the expected
random and systematic errors in quadrature, The random
errors were obtained from the expected counting precision,
The systematic errors were obtained either from past user
experience or from NDA instrument developer estimates of
the expected effects from the sample matrix or the inho-
mogeneities on the assay uncertainty. In general, user

experience provides more conservative esimates, whereas
instrument developer experience reflects goals that can rea-
sonably be achiceved if the SIS facility takes advantage of
forthcoming improvements in NDA technology.

We expect significant improvements in NDA accu-
racy to be available for the new SIS facility, These im-
provements include use of the known-M approach or the
sample self-interrogation technique 1o supplement conven-
tional NCC, or the use of new NMC techniques to meas-
ure impure plutonium samples with unknown multiplica-
tion and (o,n) yiclds. Gamma-ray assay improvements
include the development of LCSGS, and better algorithms
for isotopic measurements of heterogencous materials,
Other potential improvements in ncutron NDA accuracy
can result from process changes that reduce the (o.,n) neu-
tron reaction rate in the sample. In some cases it may be

!

Table XII. Estimated Uncertainty of Some NDA Techniques for Varlous SIS Process
Materlals (quoted as relative standard devlation, In %)

SIS Process Materials Neel NMch LCSGSS isod
Incoming drums 5-10 - 01-02 05-1
Receipt cans 1-10 1-3 01-02 05-1
Byproduct oxide 5 2-3 01-02 05-1
DOR input salt cake 5 5-10 03 5§

DOR spent salts, sweeps 5-10 2-10 03 5
DOR scrubbed salts 5 - 2-5 03 5
DORSS metal buttons 10-20 3-5 - 03 5
DOR metal product 10 2-3 0.3 5
MSE spent salts, sweeps 5-10 2-10 03 5
MSE scrubbed salts 5-20 2-5 03 5
MSESS metal buttons 10 - 03 5
MSE meta) castings 1-2 - 0.3 5
MSE skull & crucible 20 5 15
ER meta] input 3-10 2.4 ‘ - 01-02 05-1
ER anode heels 10-20 5 - -
ER spent salts 5-10 5 1-5 02-03 1-2
ER scrubbed salts 5 - 2-5 02-03 1-2
ERSS metal buttons 10 3-5 - 02-03 1-2
ER metal product 1-2 - - 01-02 05-1
ER skull & crucible 20 5 15 -
Failed furnace parts 5 - -
Passivated scrap 5-10 5 5-10
Sweeps/reactive scrap 5 2-5 -
Combust, waste (low-ot) 5-10 2.5 -
Combust. waste (high-ct) 10-100 2-5 . -
ANCC - conventional neutron coincidence counting
BNMC - neutron multiplicity counting
CLCSGS - lump-corrected segmented gamma-ray scanning
4150 - isotopic composition of homogencous plutonium by high-resolution

gamma-ray spectroscopy
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possible to improve NDA accuracy by blending or ho-
mogenizing process materials before measurement. Stan-
dardizing can sizes and material handling procedures can
also help. The assay uncertainty estimates in Table XI11
reflect the above-mentioned improvements in NDA tech-
niques, but not the potential improvements in processing
or material handling.

¢. Applications of FatSim to Inventory
Difference Calculations for SIS (D. Stirpe and
C. A. Coulter, N-4), The FacSim (Facility Simula-
tion) program can be used to analyzc expected inventory
difference variances at facilitics that process nuclear mate-
rials.55 We previously developed a preliminary FacSim
data file for SIS that described the major material flows in
the facility to evaluate the proposed measurements and
MBA structures. Results from the application of FacSim
to this data filc were presented at an SIS Safeguards and
Seccurity Task Force meeting in Idaho Falls. The data file
has now been greatly expanded to include the description
of processing and measurements on @/l facility materials,
including low-level scrap and waste streams, This en-
hanced data file will be used in calendar year 1990 for a
detailed evaluation of measurcment and MBA alternatives
for SIS. ‘

2. Integrated System for Westinghouse
Hanford (K. E. Thomas, J. S. Ballman, and R,
M. Tisinger, N-4). An integrated safcguards system
demonstration-Insider Demonstration—is planned for the
Plutonium Finishing Plant at Westinghouse Hanford at
the end of 1990. SNLA, Westinghouse Hanford, and Los
Alamos are participating in this demonstration. The
demonstration will be run in a laboratory but will simu-
late operations in the processing plant, PC-DYMAC, the
accounting system developed for Argonne National Labo-
ratory-West (ANL-W), will be the accounting system for
the demonstration. Sandia will apply the WATCH system
in the demonstration. New integrated safeguards concepts
that will be demonstrated include personncl monitoring
(Sandia and Los Alamos). In addition, two computers will
be used to demonstrate connecting classificd and
unclassified computers using the Hanford RDTC (restricted
data transmission controller) switch,56:57

B. Computer Simulation Development ~ Enhance-
ments to FacSim (C. A. Coulter, R. Whiteson,
and A. Zardecki, N-4).

Computer-based modcling and simulation hag his-
torically been a uscful, but cumbersome, tool for safe-
guards systems design and evaluation. Recent advances in
commercial software and hardware have made il possible to
develop much more flexible modeling and simulation
tools to support safeguards. We have developed a generic
simulation model for safeguards systems (FacSim), which
is designed to simulate both processing and safeguards
functions for facilitics that process nuclear materials, We

arc enhancing this model to facilitate system design and
analysis tasks. The several enhancements arc described
below.

User interface. We added a menu-driven interface
io execute the model. New data-entry checks were incor-
porated to help the user guard against entering crroncous
information. Color displays are now used to improve
readability and video appearance,

Material flow sheet display. Matcrial flows
in nuclear material processing facilities usually involve
many recycle and scrap-recovery streams, and can be com-
plex and difficult to visualize. For this reason, we en-
hanced FacSim to provide the ability to display the mate-
rials flow sheet for the simulated facility on the computer
screen. This capability not only provides additional in-
formation on facility operation, but aids in developing and
debugging model data files as well.

To achieve an efficient and understandable flow sheet
layout, the flow sheet routines first construct an approxi-
mate arrangement of vault arcas and unit processes from
the facility data file by simple algorithms, and then use a
simulated annealing process to optimize the arrangement
by reducing the lengths of the material flow lines. The
vault arcas and unit processes are then displayed on a
rectangular asray of screens, cach of which can display up
to nine process/vault areas arranged in three rows and three

columns. These process/vault areas are connected to one

another by directed lines that show the material flows,
The lines are color coded to distinguish among material
flows that go between two locations on the current display
screen, flows that go between one location on the current
screcn and one that is not on the screen, and flows that
cross the screen between two locations neither of which is
on the screen, A list of all materials that flow across the
current display screen appears on the screen, with numeri-
cal keys relating materials on the list to labels on the flow
lines. The user may move from one display screen (o
another by using the cursor keys. To provide continuity,
adjacent display screens overlap by one row or colurmn,
Development of anomaly detection algo-
rithms. We arc enhancing FacSim to permit it to de-
scribe the actions of insider adversarics and the responsc of
the facility safeguards system to these actions. A part of
the anomaly detection ability of the safeguards system will
be a suite of statistical tests that can be applied to the in-
ventory difference values generated by material balance
closures at both the MBA and sub-MBA level, We have
begun developing and testing the algorithms and computer
procedures for various single-decision and sequential tests
that may be included in FacSim for this purpose. Tests
that arc being developed include the classical Shewhart
test, the Wald sequential probability ratio test, and various
versions and combinations of Page's test. In addition, we
arc cvaluating various pscudorandom-number generators
for usc in the simulation tests, to try to assurc that there
arc no inherent nonrandom biases in the generators used
for the simulations that could lead to misleading conclu-
sions about the cffectivencss of any of the tests considered.
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Description of insider threat scenarios, We
are enhancing FacSim so that it can model insider ad-
versary actions and the response of the facility safeguards
system to these actions, This will allow one (o evaluate
the operation of the safeguards system within the context
of facility operation and to obtain detection time estimates
that might otherwise be difficult to determine. To provide
the tlexibility required for simulating operator adversary
actions, the description of process operators in the simula-
tion program has been totally redesigned and repro-
grammed, and the new program elements have been tested.
The operator description is now completely object ori-
ented. Facility elements requiring operator actions scnd
messages requesting these actions and await operator re-
sponse. Each operator defined in the facility data file is
represented -in the simulation program by his or her rou-
tine, which allows the operator to analyze requests, check
on the status of the facility and of other operators, and take
appropriate actions. In addition, each operator can pass
requests to other operators and coordinate actions with
these operators when nccessary. This new operator
representation provides a versatile framework for describ-
ing the kinds of independent and informed operator actions
that are required for adversary scenarios, The approach that
we are developing to generate adversary scenarios within
the program uses artificial intclligence methods to provide
the adversary with simulated intelligent behavior that is
both goal-directed and nondeterministic. This approach
also is opportunistic, in the sense that it takes advantage
of transient facility situations to aid in achicving adversary
goals when possible. The adversary formulates flexible,
modifiable strategies that make use of his/her authoriza-
tions and facility knowledge. The effort to achieve the
adversary's goals can be carried out by a series of steps
performed over an extended period of time, with
"backtracking" from unpromising situations when neces-
sary. The formulation also provides some ability for the
adversary to learn from his successes and failures and thus
to improve his probability of success in future actions,

Run-time animation. We have added new run-
time animation features to FacSim that allow the user to
display one or more floor-plan views of facility areas with
unit processes and/or vault areas displayed at appropriate
locations. The information displayed for each unit process
is:
process name,
total SNM in the feed queue,
unit process status (indicated by a color code),
amount of SNM in process, and

» total amount of SNM in the product queue.

For each vault area, the vault area name and the total
amount of SNM in the vault area are displayed. These
floor-plan displays can give the user additional perspec-
tives on the time-sequenced interactions of related pro-
cesses.

Simulation model language developments.
FacSim is currently coded in a simulation language thal
runs under the MS/PC-DOS operating system on IBM
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PC-class computers. A new version of this simulation
language that runs under the OS/2 operating system has
become available, and we are developing a version of
FacSim that uses this new version, Unfortunately, the
initial rclcase of ‘the new language contained a number of
crrors that made its immediate use impossible. A cor-
rected version should be available soon, and the FacSim
conversion will then be completed. Run times of the
0OS/2 version of FacSim should be significantly shorter
than run times of the current DOS version.

As FacSim has become larger and its development
has become a multi-person effort, we have felt a strong
need to re-express the model program in a simulation lan-
guage that is more modular and object-oriented than that
currently in use, Fortunately, a very altractive new simu-
lation language that has the desired featurcs and which
operates under the OS/2 operatling system on IBM
PC/AT-compatible computers has just become available.
We have, therefore, begun converting FacSim to this new
simulation language. We are making some long-planned
enhancements to FacSim, and also are developing generic
simulation tools that will be useful in developing futurc
models. These generic tools are contained in a "kernel" of
procedures that manages user definition and revises model
featurcs by means of menu-driven input and maintains the
disk filcs that contain the facility description. Other pro-
gram modules arc able to access these capabilitics by
making a few straightforward definitions and procedure
calls, and can in this way avoid the necessity for managing
their own user input and data file manipulation re-
quirements. This will obviate most of the "nuisance" pro-
gramming that has traditionally been necessary in every
module of a simulation program, and thus speed both
prototyping and full model development.

II. SAFEGUARDS SYSTEMS APPLICATIONS

Support for
Thomas, N-4)

Headquarters Initiatives (K. E.

The objective of this task is to provide technical
support to DOE/OSS in understanding IDs and MC&A
practices at operating facilities, to review existing orders,
to support development of the MC&A portions of Master
Site plans and Master Safeguards and Security Agrecments
(MSSAs), and o address DOE-complex-wide cost/risk
benefits of applying proposed safeguards measures.

Throughout this year, we have continued to revise
the MC&A Guides based on comments from the field and
experience gained from site visits. We participated in site
visits at Rocky Flats and Oak Ridge. In June, a workshop
of the performance requirements was held at Brookhaven
National Laboratory; we assisted in the preparation and
helped conduct the workshop.

In December, we participated in a working group at
the Central Training Academy that developed a guide for
preparing MC&A plans.,



PART 3.

L  FIELD CONSULTATION AND DEMONSTRA-
TION

The tasks described in this part of the report are
designed to demonstrate, test, and evaluate onsite improved
safeguards technology and to assist in upgrading materials
mcasurement, control, and accounting capabilities and
practices throughout the DOE complex. Many of the
projects described here are partially supported by facility
implementation funds.

A. Instruments and Measurement Systems for
Uranium and Plutonium Processing Facilities.

A wide variety of measurement problems are still
extant at facilities that process nuclear materials. The goal
of this task is to improve NDA measurement technology
for uranium and plutonium processing facilitics and to
demonstrate each technique in an operating process line. It
includes improving existing measurement capability, in-
linc T&E of new measurement technology, and developing
and demonstrating integrated measurement systems,

1. Assistance to Los Alamos

a. Plutonium Isotopics Assay System
(T. E. Sampson N-1, T. A, Kelley C-3, G. W,
Nelson, University of Arizona). Two FRAM?!
plutonium isotopic assay systems have been completed

ONSITE TEST AND EVALUATION AND FACILITY SUPPORT

and delivered to Los Alamos users, The count room facili-
ty at TA-55 operated by group NMT-4 has been using a
single-detector FRAM system for about nine months.
This system is capable of performing almost all of the
necessary nondestructive isotopic assay measurements and
can be expanded casily to increase throughput. The second
system (Fig. 29), which can mcasure two samples si-
multancously, was delivered to the count room at Los
Alamos’ Nuclear Material Storage Facility,

Both systems were delivered with complete docu-
mentation -- hardware manual, software manuals, and user
manual. A description of the system and its performance
also has becn published in Ref, 21, FRAM represcnts a
significant improvement over the previous plutonium iso-
topic assay system used at TA-55.

b. A Versatile Passive/Active Neutron
Coincidence Well Counter (P/A NCC) for In-
Plant Accountability Measurements of Pluto-
nium and Uranium (J. E. Stewart, H. O,
Menlove, S. W, France, J. Baca, and R, R,
Ferran, N-1; J. R. Wachter, NMT-4). We have
designed a new well-type NCC for the NDA of a wide
varicty of items containing plutonium, uranium, or both,
The instrument will be used at several measurcment
locations in the Los Alamos plutonium facility (TA-55).

Features of the design include:

+ removable sample-well inscrts for passive and

active modes;

Fig.
Storage Facllity.
simultaneously.

29. The FRAM plutonium

isotople system

This system s capable

of measuring

Nuclear Material
to four) samples

Los Alamos’
(expandable

Installed at
two
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* both fast and thermal-mode inserts for active

measurements;

« removable AmLi sources for combined pas-

sive/active measurcments;

«  AmLi source intensity (two sources at 5 x 105

n/s each) sufficient to override passive coinci-
dence background for mixed uranium/plutonium
and/or impure plutonium samples;

« cxternal shielding to reduce effects of plant neu-

tron backgrounds;

» uniform efficicncy over the sample cavity to

minimize SNM positioning effeccts;

+ low sensitivity to sample matrix;

»  passive efficiency of 35.7%, active efficiency of

31.0%:;
+ large sample cavity to accommodate a wide
‘range of containers; and

« inherent safety, reliability, and maintainability

features.

Figure 30 is an clevation layout view of the instru-
ment, showing the shiclded sample well and the active
insert suspended from the hoist arm. Figure 31 shows
details of the active insert on the lefi and the passive insert
on the right. ,

The active insert contains AmLi sources above and
below the sample cavity; cach is easily removed from its
polyethylene end plug using a handling rod. The active
cavity will accommodate a sample container up to 8.5 in.
in diameter and 9 in, tall.

The passive insert features graphite end plugs for
optimum reflection of neutrons originating in the
plutonium-bearing sample. The top plug allows placement
of a 252Cf source in the center of the sample cavity for
routinc measurement-control checks, The passive cavity
will accommodate a sample container up to 8.5 in, in
diameter and 16 in, tall.

The neutron moderator is an annulus of polyethylene
4.75 in. thick and 31.5 in. tall with a 9.7-in, opening.
Forty-cight 3He proportional-counter tubes are placed in
two circular rings of holes in the moderator body.

We used Monte Carlo!8 calculations to optimize the
placement of tubes and the moderator thickness, This
resulted in a calculated passive efficiency of 35.7% for a
centered 252Cf source and a calculated active (fast mode)
efficiency of 31.0% for a centered source of 235U fission
neutrons. These high efficiencies provide very good sensi-
tivities for both uranium and plutonium measurcments,

The calculated axial efficiency profile for a 252Cf
source is shown in Fig. 32, This profile is cquivalent in
uniformity to that of the flat-squared counter,>® which has
the same cavity diameter, a single ring of 24 3He tubes,
and a cadmium insert to flatten its profile.

Figure 33 shows the cfficiency of the passive/active
counter as a function of neutron energy for a centered point
source. For comparison, the efficiency of the HLNC-1159
is shown, as is the normalized emission spectrum for
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Fig. 30. Elevation layout view of passive/
actlve neutron colncldence well counter (P/A
NCCQC).

240py, The profile of the new counter is much flatter
than that of the undermoderated HLNC-II, and conforms to
the shape of the 240Py emission spectrum quite well,

Intended routine uses for the counter include passive
measurements of plutonium-bearing samples, active
thermal-mode measurements of samples with low uranium
concentrations (<50 g 235U), and active fast-mode mcas-
urcments of samples with high uranium concentrations
(>50 g 235U). Also planncd is an cvaluation of com-
bined passive/active measurements of plutonium-bearing
pyrochemical residues.
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2. Assistance to Savannah River

a. Conceptual Design Report on NDA
Instrumentation for the Transuranic (TRU)
Waste Facility at the SRS (N. Ensslin and C.
B. Bjork, N-1), A new TRU Wastc Facility is being
designed at the SRS that will accept exhumed TRU waste
and process it for shipment to the Waste Isolation Pilot
Project (WIPP). We have prepared a report that provides
conceptual designs for neutron- and gamma-ray-based NDA
instrumentation for this facility. The measurement
categorics considered were boxed waste, 55-gal, drums, in-
process holdup, and certification ol wastc for shipment to
WIPP. For each mcasurement category, we considered
several different instrument options and recommended
instruments and conceplual designs that, based on our

understanding of the process, would be most useful to the
facility,

For large Incoming wood or steel boxes containing a
wide variety of plutonium-bearing waste, we recommended
an archway ncutron monitor that measures the passive
total neutron response and an archway gamma-ray monitor
that measures the passive gamma-ray response,  These
archway monitors would straddle the conveyor line that
brings the boxes into the facility, as shown in Figure 34
for the gamma-ray monitor, The monitors can be designed
to have a detection sensitivity of about 100 nCi/g and rea-
sonably flat cfficiency profiles over the large waste boxes
as they pass through, Segregating the incoming waste by
point of origin and chemical compound, when possible,
will improve the accuracy of the neutron monitor. The
passive neutron and passive gamma-ray measurements will
be used together to arrive at a weighted value for the assay
and its uncertainty.

For the assay of incoming 55-gal. drums, we rec-
ommended two separate passive assay instruments: an
NCC and an SGS, cach large enough to accommodate 83-
gal. drum overpacks, The passive neutron counter will
have enough sensitivity to screen waste at the 100-nCi/fg
level if the counter is installed in a modcrately well-
shiclded arca. As in the case of boxed waste, the passive
neutron and passive gamma-ray measurements will be used
together to determine the drum loading and its uncertainty,
The SGS assay also will be used to estimate the isotopic
composition of the plutonium and to identify the presence
of other isotopes that might affect the neutron assay.

For process holdup measurements, we recommended
that the TRU Waste Facility acquire portablec gamma-ray
and neutron holdup monitors for use throughout the pro-
cess arca during periodic holdup measurement campaigns,
We also considered a fixed gamma-ray or neutron holdup

monitoring array that could provide more information and
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of neutron energy for the P/A NCC and the
HLNC-II.  Also shown Is the neutron emis-
slon spectrum for 240py  spontaneous fission,
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substantially reduce the nced for manual holdup measure-
ments, but is unlikely to be very accurate for the wide
range of waste materials present throughout the facility.
Assuming no waste scgregation within the process area,
gamma-ray measurcments will be more quantitative and
more useful, with the ncutron measurements providing
some assurance against large, clumped deposits.

For certification of waste for shipment to WIPP, we
considered two options: scanning the waste in the process
arca before it is loaded into 55-gal. drums or standard waste
boxes, and assaying drums or boxces after they arc leaded,
Each option has advantages or disadvantages in terms of
assay accuracy, operalor exposure, and the expected
mcasurement accuracy as a function of waste scgregation.
For waste scanning, we recommended a {ixed scanning
sctup with small ncutron and gamma-ray archway
monitors. The fixed geometry would decrease crrors
causcd by source-to-detector distances, and would provide
higher detection sensitivity and shorter counting times,
For assaying output waste in 55-gal, drums or standard
waste boxes, we recommended passive NCC and SGS as
the most cost-effective, penctrating, and matrix-insensitive
approach,

In the conceptual design report for cach NDA assay
option, we review the items to be measured, describe the
assay technique and method of operation, describe me-
chanical and electrical features of the instrument, recom-
mend appropriate electronics and software, estimate cost
and schedule, and recommend a procurement route, Also
for cach option, we estimate the measurement accuracy,
the detectability limit, the measurement control require-
ments, and the degree of waste segregation required.

b. Assay of Heterogeneous Scrap and
Waste (J. K. Sprinkle Jr,, G. E, Bosler, 8. T,
Hsue, M, P. Kellogg, M. Miller, S, M. Sim-
monds, and A, R, Smith, N.1), The assay of scrap
and waste for plutonlum content Is difficult because the
material to be measured usually is heterogencous, Segre-
gation of the scrap and waste into categorics makes it
somewhat casier to measure; however, development of
suitable techniques has beon hampered by the lack of
appropriate standards for calibration and the evaluation of
measuremoent blas, We now have characterized 25 scrap
and waste items for plutonium content to 2% or beller,
covering three distinet material types—Incinerator ash,
sand slag and crucible, and MSE residucs—all of which
exhibit different problems to NDA mcasurement methods,
We used these characterized scrap and waste items along
with fabricated calibration standards (pure or diluted oxlde)
to evaluate two statc-of-the-art NDA instruments:  an
advanced SGS and an NCC.%0 We demonstrated that these
material categorics can be measured with less than 5%
bias, but caution users that cach new category of scrap and
wasic requires evaluation for measurement bias, When
both the SGS and NCC are available, comparing their as-
say results is a stringent test for measurement blas, be-
cause the two measurcment methods are nol sensitive to
the same causes of bias. If the results agree, the user can
be confident that the assay has little or no bias. Because
these scrap and waste materials are more difficult to meas-
ure, we expect that these techniques will be applicable to
many other scrap and waste categories.

c. Uranium Billet Shufflier (P. M. Rinard
and K. E. Kroncke, N-1). We have completed the
design of and begun fabricating a shuffler (o assay the
uranium content of billets before they are extruded into
fuel tubes for the SRS production reactors, In addition to
facilitating materials accounting, reactor safety will be
cnhanced because the fuel tubes will be assured 1o have the
correct uranium content,

Special features of this shuffler include a billet load-
ing device that forces the billet 1o be loaded with the
proper orientation before the door can be closed and large
shiclding containers, which are basically cylinders into
which shiclding material will be poured to harden, The
material contains boron for neutron absorption and climi-
nates the need for gamma-ray absorbing lead on the outside
of the shicld. This simple design has led to a shorter
fabrication time and a great reduction in cost.

The billet shuffler should be installed by the fall of
1990,

d.  Passive Drum Coincidence Counter for
the SRS FB-Line (N, Ensslin, D. M, Miller,
S.-T. Hsue, M. S. Krick, and E. Kern, N-1).
We have developed a new passive NCC for assaying 55-
gal. drums; the drum counter is now installed and operat-
ing at the SRS FB-Line, The specifications and concep-
twal design of the drum counter were prepared jointly by



SRS and Loy Alamos, und the mechanical and electrical
deslgn and fabrication of the counter were carrled out by
Jomar Systems, Inc* After the counter was fubricated, It
was delivered to our laboratory for a regimen of perfor-
mance measurements and acceptance testing, calibration,

software instatlation and checkout, and preparation of

documentation,

The new drum counter is the flrst passive NCC
designed for the assay of 55-gal, drums in over 15 years,
It incorporates several state-of-the-art features, such as fust
Amptek preamplitiers/discriminators mounted Inside the
JHe junction boxes for fow deadtime and low clectronic
noise pickup, indicating desiccant holders mounted in the
Junction boxes, and a motor-driven door with bullt-In
safety interlocks,

Figure 35 is a photograph of the drum counter
showing the motor-driven door and the Jomar door con-
troller pox, The assay chamber is 71 by 71 by 96 ¢cm and
can casily hold a standard 55-gal, drum, which is loaded by
sliding it along the fixed platform of rotating wheels, The
counter has six banks of He tubes -- one in each of the
four sides and one on the top and bottom. The four
vertical side banks cach contain ten 91-cm-active-length
3He tubes, and the top und bottom horizontal banks cach
contain ten S1-cm-active-length 3He tubes, Ten Amptek
Model A-111 preamp/discriminator boards are used to read
the YHe tubes, which permits counting at rates above
1.3 M counts/s (equivalent to 80 kg of PuO4).

Each of the six banks of 3He tubes is embedded in a
10.2-cm-thick slab of high-density polycthylene (CH,)
that is covered on all sides with 0,40 mm of cadmium
sheeting,  Each bank also ls shiclded on the outside with
another 10.2-cm-thick slab of polycthylene. Within the
six detector banks, the *He tubes are centered 4,16 cm
from the inside cdge of the polyethylene, which is slightly
less than the distance of about 4.57 c¢cm that gives
"optimum moderation." A 0.23-cm-thick polyethylene
liner that will be inside cach waste drum will provide
partial compensation for the difference, but the counter
remains slightly undermoderated,

The FB-Line Drum Counter Is operated from an [BM
Personal System/2 Model 70 386 computer, has a color
monitor for program operation, and has an 1BM Proprinter
II for hard-copy printout. The computer also 18 interfaced
to a Jomar Model JSR-11 coincidence electronies package
and to the custorn-made Jomar door controller box, Data
are collected and analyzed by a new menu-driven software
package developed at Los Alamos, The software package
provides a complete range of assay, measurement control,
calibration, parameter modification, data storage, and dala
transfer options,

*Jomar Systems, Inc,, 1143 18th St,, Los Alamos, NM
87544 (505) 662-9811,

The new dreum counter design has a good neutron
dotectlon efficiency of 15% and a moderate dic-away time
of 74 ps, The detectability limit for plutonium oxide (6%
240py) at 3 standard deviations above buckground 1s glven
in Tuble XIII for totals and colncidence counting, The
background rates used in the caleulations are those actually
present at SRS, Table XTIT also glves the detectabllity
limit in nanocurles per gram for a deum loading of 100 kg,
showing that the counter can segregate waste at the 100
nCl/g fiductal,

The efficlency profiles Inside the ussay cavity are
reasonably flat because of the unlform placement of JHe
tubes around the cavity, If these profiles are overlapped
with the volume of a 55-gal. drum centered in the cavity,
the average Integrated rosponse across the drum volume ls
within 1% of the response at the center, The average
uncertainty in response caused by plutonium location iy
approximately £5% RSD for totals and £10% RSD for
colncidence counts, Within the drum volume, the upper
extreme 1s 8% higher than the response at the center, and
the lower extreme is 17% lower than the response at the
conter,

To determine the effects of matrix materlals on the
colncldence response of the drum counter, we measured a
californium source in the center of several drums filled
with various matrix materials. The measurcd maltrices
were lron, raschig rings, polycthylene slivers, polyeth-
ylenc shavings, polyethylene tubes, and polyathylenc
chunks, The total neutron response is within several
percent of nominal for polyethylene (or water) loadings up
to 0.1 glem3,

These performance characteristics will make this type
of counter useful for a wide varlety of waste materials with
cither very low or vory high plutonium loadings. At
SRS, the instrument is used to measure the plutonium
content of 55-gal. drums before shipment to a burial site.
The drum counter measurement can be used either as the
actual accountability measurement or as a final verification
of previous values for safeguards purposes.

¢. NDA Conceptual Design Report for
the Pyrochemical Development Laboratory (T,
K. Li, N. Ensslin, and G. Walton, N-1), The
Pyrochemical Development Laboratory is being designed
at Savannah River for rescarch and development on pyro-
chemical treatment processes, The process will involve

~direct oxide reduction, molten salt extraction, electrorefin-

ing, pyrorcdox, hydriding, and salt scrubbing, We are
preparing a conceptual design report on NDA instruments
for feed, product, and waste assay, The instruments
include a neutron multiplicity counter, an LCSGS, and a
plutonium isotopic analysis system (ISO),  Our report
will provide recommendations for the instrument opiions,
feasibility studies of a common detector for both the
LCSGS and the 18O, and performance and cost estimates,
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3.  Assistance to the Portsmouth GDP

a, Californium-252 Shuffler for Meas-
uring Enrichment Plant Scrap and Waste (J. K.
Sprinkle, Jr., E. L. Adams, J, Baca, L. R,
Cowder, H. R. Dye, D, C. Garcia, D. L. Gar-
cia, C. R. Hatcher, E,C., Horley, H. O,
Menlove, P, Polk, C. M. Schneider, and B, @,
Strait, N-1),  The, uranium enrichment plant at
Portsmouth is a large facility that gencrates commensurate
quantitics of scrap and waste, This scrap and waste might
be contaminated with uranium enriched in 235U (o0 be-
tween 0.2% and 97% . We designedS! and built a 252Cf
shuffler o assay 55-%111. drums of waste that typically con-
tain less than 100 g 435U, The design capitalized on our
previous experience,52 but we added the flexibility to use a
dual-mode assay. The dual-mode assay interrogates the
sample with thermal and cﬂricadmium neutrons to change
the ratio of the 235U to 238U, we plan to use the dual
mode to correct the 235U measurement for bias caused by
the changing 238U content,

We calibrated and tested the shuffler at Los
Alamos,®3 then delivered it to Portsmouth, where it was
installed in November 1989, 1ts performance agreed with
our predictions based on Monte Carlo caleulations,!® at
least for the limited testing that we were able to carry out,
Because Portsmouth required prompt delivery of the sys-
tem, we decided to finish developing the dual mode assay
after delivery to Portsmouth,  However, the partial
evaluation at Los Alamos was sufficient to determine that

S0

Flg. 35, Passlve S§5.gal, drum
counter for the Savannah River
Site FB-Line,

this mechanical/electrical design is suitable for technology
transfer, We are writing a specification package for com-
mercinl procurement of the hardware and plan to switch
our programmatic emphasis from hardware design to
soltware and data reduction techniques for measuring drums
ol uranium contaminated scrap and waste with shufflers,

b. Portsmouth Solution Enrichment Sys-
tem (T, K, Li, J. L. Parker, T, E, Sampson,
L. R Cowder, E. C, Horley, and G. Walton, N.
). We ate developing two identical automated uranium
solution enrichment systems (SES's) for the NDA of both
235U and total uranium concentration in solutions for the
Portsmouth GDP, Each system will consist of two
measurement stations and an automatic sample changer
controlled by a single multichannel analyzer/computer
system.  One measurcment station will assay 235U
concentrations by a passive gamma-ray technigue and the

Table XIII.  Detectabllity Limit Calculations for the
55-gal. Drum Counter for PuO; (6% 240py,

Assumed Count | 240p
Passlve Background | Time | Limit | Nanocurles/g
Technique | (counts/s) (%) (g) in 100 kg
Tolals 20 300 0,003 34
Coincidence 0.5 300 0.010 100




other station will determine the total uranium concen-
tration by an XRF technique.  The automatle sample
changer will conslst of one comnercial laboratory robot
with {ts controller, one bar-code reader, one sample rack,
and one support shelf, An alr-conditioned enclosure for
the automatic sample changer will physically isolate the
highly accurate and sensitlve robot from the room, The
robot will move samples among the sample rack, the bar-
code reader, and the sample chambers of the measurement
stations, The bar-code reader will identify the assay re-
quirements of cach sample by reading the sample 1D and
other information into the computer,

In the past severnl months, we have investigated
whether an x-ruy generator or a discrete source should be
used for XRF, whether one head (single detector) or two
heads (two detectors) should be used for passive gamma-
ray and XRF measurerients, whether one size or two sizes
of sample container are necessary for both types of mcay-
urements, and which type of robot will satisfy our
requirements, We also have been studying the extraction
of peak arcas of x rays without bias when they appear on
background continuums of marked curvature that are very
high relative o the x-ray peaks themselves, This condi-
tion holds when doing XRF measurements on fow-con-
centration solutions of uranium, a condition that will be
frequently encountered in the SES's. The problem is
primarily one of accurately delincating the background
continuum and predetermining the peak shape paramelers
with sufficient accuracy to fix many of them during the
peak extraction process. We have been studying both
problems with the aim of mceting the SES requirements
for accuracy as well as determining the practical lower

dilke

limits of sensitivity for this type of x-ray fluorescence
Instrumient. We have not yet declded the final procedures
and are continuing the development,

4, Assistance to the Idaho National En.
gineering Laboratory (INEL)

Test and Evaivation of a Uranium Monitor
for Raffinate Lines (P, M, Rinard, C, M. Schueider,
and E, L. Adams, N-1)} We have completed a 252¢(
shuffler to monitor the uranium concentration in raffinate
lines,84 and 1t has pussed the acceptance test, However,
installation at the WINCO Idaho Chemical Processing
Plant has been delayed while the plant upgeades its general
fucilitics,

Installation will follow the scheme shown in Fig,
36, with most of the instrumentation in a clean corridor,
Only the assay enclosure and some shiclding will be
mounted in the hot cell. A shiclded plug inside a wall of
the hot cell will carry clectrical and mechanical cables.

The instrument will operate continuously for months
at a time without a human operator, 1t will measure the
235U concentration in fission-product waste streams and
will generate warning and alarm signals at certain concen-
trations of 233U set by the operator. Several features have
been built into the monitor to assure the accuracy of the
results during the long period of unattended operation,

. A special assay is taken with a sample of 235y
driven into the assay reglon, The frequency of
this check is set by the plant operator, If thiy
assay is outside the ex pected range of valuces,

Fig. 36. The assay chamber
of the instrument (s mounted
on a hot cell wall with a raf-
finute line entering from the
bottom and leaving through
the top. The gulde tubes for
capsules contalnlng 252¢f
and 235y pass through a plug
In the wall into a corrldoer;
electricul cables travel the
same route, An electronles
rack and stepping motors for
the capsules are In the cor-
ridor,
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subsequent assays are normallzed, and the opera-
tor is warned about the anomalous condition,

*  Background counts are takon at a different {ro-
quency (also set by the operator) and compared
to an expected range of values, A rate outside
the preset limits causos a warning to be issued,
and the new background rate ls used in the data
analysis.

» The counts in two separate detector banks are
compared as part of each assay, If the ratio of
counts doviates from an expected value by moro
than a preset amount, & warning s issued to the
operator. If one of the banks gives no counts, it
Is assumed that tho bank is dead and the con-
centration is calculated on the basis of the
counts in the good bank only, Should the count
in the suspect bank of a later assay not be zoro,
it is assumed that the bank is once again
functioning,

*  Flux monitors may be used to compare the
counts during the irradiation phase to the
expected values. The monitors could detect
changes in the nature of the liquid that would
affect the neutron transport propertics and hence
the assay process. If the flux monitors are
selected for use, adjustments to the count rates
of delayed neutrons are made based on the flux
monitor count rates,

All assay results are transmitted to a plant computer,
Should no data from the monitor be received after a certain
period of time, the plant computer will assume the moni-
tor is inoperative and inform the plant operator,

The delayed neutron count rate is corrected for the
decay of the 252Cf source, the background, flux monitor
variations (if selected for use), the flow rate of the raffinate
through the monitor, and small variations in the times of
the assay activities.

The correction for timing variations has always been
Inconsequential (less than 1%), but the flow rate correction
is very important. The correction (Fig. 37) was deduced
from measurements at 0,48 g/L. with flow rates from 0 to
100 L/h, The most common flow rate is expected to be
R0 L/h; if a calibration is performed with static liquids,
uncorrected assays at 80 L/h would be in error by 14%,
The monitor receives the current flow rate from a meter as
part of cach assay,

We developed a calibration curve using nitric acid
solutions of 235U with six concentrations and different
flow rates, This curve Is shown in Fig. 38; it is a straight
line as expected for these low concentrations. Subsequent
measurements with the 0.02 g/l solution indicated that
the small bias at the origin may be caused by a small error
in the flow-rate correction, All of these measurements
will be repeated after the monitor is installed in the plant,

The precision of the monitor (Fig, 39) was deter-
mined fram 137 consecutive measurements on a nitric acid
solution with 0.034 (£0.002) g/L of 235U, The calibra-
tion curve in Fig. 38 produced an average value of 0.0348
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Fig. 37. This correction factor Is applied to

the delayed neutron count rates, according to
the flow rate of the rafflnate stream. The
correction {s relative to a rate of 80 L/h, the
rate most commonly expected,

&L with a standard deviation of 0.0031 g/L. (or 9% RSD),
Two other sets of similar data gave averages of 0,0341 and
0.0323 g/L. with 10% and 11% RSD. The precision de-
sired by the plant is 10% so it appears that this goal will
be met,

B. Holdup Determination and Analysis for
Uranium and Plutonium Processing Facilities—
Assistance to Rocky Flats,

Quantifying nuclear materlals holdup in processing
equipment and piping continues to pose problems because
of complex and uncertain geometries, difficult access, large
and varigble backgrounds, and lack of appropriate standards
for calibration. The goal of this task is 1o demonstrate
methods for measuring or otherwise estimating holdup,
calibrating holdup instruments, and analyzing holdup data,
It includes developing dedicated instruments for selected
process cquipment and portable instruments for ad hoc
measurements, with test and evaluation (T&E) at operat-
ing facilitics, Portions of some of the projects described
here are supported by facility implementation funding,

1. Quantifying Solid Plutonium Holdup
in High-Throughput Scrap Recovery Processes
(P. A, Russo and R. Siebelist, N-1). We have
made high-resolution gamma-ray measurements of pluto-
nium holdup on the Rocky Flats calciner, and have docu-
mented new approaches to determining the very large
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attenuation of the solids bulk-processing equipment, along
with the measurement results, 4365 Recent experimental
cfforts that have significantly improved the correction
fuctors for equipment attenuation have been extended 1o the
Rocky Flats hydrofluorinator, Finally, we evaluated the
use of a point transmission source for determining sclf-
attenuation effects in large, localized holdup deposits for
these applications,

Remeasurement of Attenuation Correction
Factors for Calciner Equipment, We have docu-
mented the procedures ang results of the original measure-
ments of the correction factors for calciner equipment
attenuation, 4365 The original measurements were per-
formed with a significant (~6-kg) amount of plutonium
held up in the calciner process line; gamma-ray back-
grounds from these deposits resulted in poor precisions for
the measured transmissions used to obtain the correction
fuctors, which, along with their relative uncertalnties, arc
applied dircctly to the assay results for holdup, For this
reason, we remeasured the correction factors following a
cleanout and scassembly of the calciner, The remoeasure-
ments used “39Pu gamma-ray peaks at seven (rather than
the original five) different gamma-ray energies for cach of
the five calciner assay locations, The PuO2 line source

insorted into the calciner tubo was used, as described provi-
ously5:65 1o perform the transmission measurements. In
this case, positioning the line source at the radial center of
the caleiner tube improved the accuracy of the correction
factors over thnse of the original measuromonts in which
the line source was laid at the bottom of the 15-cm-diam
tube, The remeasured equipment attonuation correctlon
factors for the calciner, along with their improved (by a
factor of 10 or more) precisions are given as CFEQ (lo)
in Table X1V, Agrcoment (within 2 or 3o for the original
measurements) botween the original values and the re-
measured values 1s generally observed, Larger discrepan-
eies are probably the result of the different positioning of
the transmisslon source for tho two sets of measurements,
The magnitudes of the CFEQ values can be com-
pared to the calculated minimum correction factors deter-
mined from the gamma-ray attenuation of the known uni-
form components of the calciner structure, These known
components, deseribed previously, 43 include the calciner
tube that extends over the full length of the calciner and
the heat shield that covers the heater section of the tube,
Table X1V also lists these minimum expected equipment
attenvation correction factors, CFEQ,MIN, and gives the
rutios of the measured to the minimum expected values lor
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Flg, 39, With a solutlon of 0,034 g/l. fiowlng through the Instrument at 80
L/h, we took 137 consecutlve assays,  The sequence of results |8 shown along
with the average value and multlples of the stundurd devlation,
TABLE XIV.  Culeiner Equipment Attenunation Correction Factors
Cho (o)
(CFQMINI
Caleiner | Heater (1) Cli + ClMIN (o)
Assny or Tube (1) 129.3 203.5 3450 375.0 413, 451.5 66,0
Locution Section keV kuV keV keV keV keV keV
1 T 9(1) 4.5 (0.4) 4,20 (0.13) 4.23 (0.06) 4.09 (0,08) 1397 (0.18) S (1.8)
[6.45] [3.16] [2.34) 12.26) (2,17} [2.11] [1.88)
1.3 (0.2) 1.4 (0.1) 1,79 (0,06) 187 (0.03) 1LBE (0.02) 1. 88 (0.09) 2.9 (1.0)
2 T 18(6) 9.0 (2.0) 6,01 (0.27) 5.69 (0.1 535 (0.08) | 5.22 (0.31) 5.3 (0.8)
(and H) [>6.85) |>3.16} |=2.34] [>2.26} [»2.17] [=2.11) [>1.44]
<26 (0.8) <28 (0.2) <257 (0.08) |<2.52 (0.03) [ <246 (0,03) | <247 (0.30) [ <17 (0.4)
3 H 90 (130 37 (32) 13,35 (2.10) [ 12,24 (0.51) [ 11,50 (0.39) 110,22 (1.19) 105 (5.7)
(53.9] (18.4] 19.99] (9 22] (8.42) [7.81) {15.77]
1,7.24) |20 133 (0.05) 1133 (0.06) 137 (0.03) [ 131 ©as) | Le (.
4 [*» 79 (69) 24 (R) 13.61 (1LO1) {1246 (0.33) | 10.87 (0.23) [ 9.78 (0.80) 10,5 (6.1)
(and ) [<53.9) |<18.4] [<9.99] [<9.22) [<8.42} |«<7.81] [«5.77)
L5 (L) |51 () [ >1.36 (010) [>135 (0.04) | >1.20 0.03) | >1.25 (0100 | >10 (1.0)
5 T 11(1) 4.2 (0.3) 3,52 (0.08)  [3.40°(0.03)  [322 (0.02) 334 (011 | 3.8 (0.8)
(6.85] (3.16] (2.34] [2.26] (2.17] [2.11) [1.88]
1.6 (0.2) 1.3 (0.1) LSO (0.03) ] 150 (0.01) | 148 00D | 158 (0.05) | 2.0 (0.4)

*Tube CFEQMIN values will underestimute the minimum corrections at this location,

** Heater CEEQMIN values will overestimate the minimum corrections at this location,




the seven gamma-ray encrgies at each assay location. The
ratios are greater than one because the calciner structure
also includes numerous bulky flanges, slceves, shiclds,
and brackets mounted along the calciner tube, which arc
not taken into account in computing the CFEQ MIN
values. The ratios are ypically between 1 and 2, an
entircly reasonable result for the calciner shucture,
Extension of Measurements to the Hydro-
fluorinator. The Rocky Flats hydrofluorinator is simi-
lar in design to the calciner. The greater overall ‘ength
(3.5 m compared to 2.3 m for the calciner) increase. the
number of measurement locations requircd for cxperi-
mentally determining holdup. Figure 40 is a simplificd
drawing of the hydrofluorinator hardware showing the tube
and hcat shicld with various major components labelled.
The feed portion of the hydrofluorinator (shown by the
dashed line) is removed during the holdup measurements,
as it is for the calciner.
‘ Figure 41 shows the hydrofluorinator assembly with
(superimposed) glove ports, projected from the operations
side of the glove box, where the detector is positioned tor
the holdup measurements. The assay mecasurement glove
ports are marked with a square grid. For holdup measure-
ments, we recommend that background spectra be obtained
at the six upper assay ports (on the heater section) with
the detector tilted upward to cxclude the hydrofluorinator

FEED END HEATER SECTION

FEED HOPPER/
AUGER DRIVE

tube from the detector ficld of view. For the measure-
ments of the CFE(Q values, the background measurements
are performed in the same geometry as for the transmis-
sion source mcasurcments ¢xcept that the source is re-
moved (as for the calciner CFEQ measurements).

We measured the CFEQ values with the PuO3 line
source positioned at the radial center of the hydrofluorina-
tor tube by a mechanical fixture similar to that used in the
calciner exercises. We obtained results for the seven
gamma-ray cncrgics at cach of the nine hydrofluorinator
assay locations. The mecasurcments were performed after
the hydrofluorinator was cleaned out and reassembled. The
resulting CFEQ and 1o values are given in Table XV for
locations 1 through 9, corresponding to right-to-left num-
bering of the nine hydrofluorinator assay locations shown
in Fig. 41. The calculated minimum correction factors for
equipment attenuation, CFEQ,MIN, analogous to those
for the calciner, also arc given in Table XV, along with
the ratios of the measured correction factors to the calcu-
lated minimum correction factors for the seven gamma-ray
encrgics at cach assay location. Overall, the magnitudes
of the CFE() valucs and the ratios arc similar to the cal-
ciner results at similar locations.

Point Source Transmission Meéasurements
for Determining Self-Attenuation Effects., The
bottoms of the Teflon bellows at the feed ends of both the

DISCHARGE END.

PRODUCY

SUBASSEMBLY TISUCE"IAI"L%E
\ BELLOWS BELLOWS
RIDING KiNG RAIDING R\NG
v /Jﬁu \ Fig. 40. Simplified drawing
BRI 5 of hydrofluorinator assembly
; ) (approximately to scale).
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TABLE XV. Hydrofluorinator Equlpment Attenustion Correctlon Factors
CFgg (1s)
" {CFEQ MIN]
yrdro- CFgQ + CFEQ MIN (15)
fluorinator Heater (H) EQ Q .
Assay or Tube (T) 129.3 203.5 345.0 375.0 413.7 451.5 646.0
Location Section keV keV keV keV keV keV keV
1 T 8.46 (1.59) 5.27 (0.61) 4.36 (0.14) 4.04 ().05) 3.95 (U.()S) 3.83 (0.20) 2.20 (0.47)
16.45] [3.16}) 12.34] 12.26] 12.17} 1214} [1.84)
1.2 (0.2) 1.7 (0.2) 1.86 (0.06) 1,79 (0.02) 1.82 (0.02) 1.82 (0.09) 1.2 (0.3)
2 T, H* 308 (1231) 1219 (7.6) 109 (0.6) 10,1 (0.2) 9.28 (0.17) 7.60 (1.58) 4.8 (1.5)
(~equal) {12.1} 5.39) (3.79] [3.63) [3.45) 13.32) [2.84})
-25 (101) 4.1 (1.4) 2.9 (0.2) 2.78 (0.06) 2.69 (0.05) 2.3 (0.2) 1.7 (0.5)
K} ‘ H -103 (91) 20.5 (4.7) 16.9 (0.5) 14.2 (0.3) 12.7 (0.3) 129 (1.4) 9.6 (5.8)
(53.9) [18.4] [9.99) 19.22) [8.42]) [7.81] [5.77)
-1.9 (1.7 11 (0.3) 1.69 (0.05) 1.54 (0.03) 1.51 (0.04) 1.7 (0.2) 1.7 (1.0)
4 H -308 (923) 12.7 (20.3) 13.6 (0.9) 12.3 (0.3) 10.8 (0.2) 10.4 (0.9) 6.9 (3.0)
153.9) [18.4) {9.99] 19.22]) [8.42) [7.81) (5.77)
-6 (17) 0.7 (1.1) 1.36 (0.09) 1.33 (0.03) 1.28 (0.02) 1.33 (0.11) 1.2 (0.5)
5 H 308 (1026) 254 (8.2) 13.7 (0.9) 11.9 (0.3) 10.7 (0.2)‘ 8.94 (0.80) 6.0 (2.3)
[53.9) [18.4) 19.99] (9.22} [8.42] [7.81] [5.77)
6 (19) 1.4 (0.4) 1.37 (0.09) 1.29 (0.03) 1.27 (0.02) 1.14 (0.10) 1.0 (0.4)
6 H 3077(11281) | 42.4 (28.3) 13.4 (0.9) 13.2 (0.4) 11.7 (0.2) 13.5 (1.8) 9.6 (1.7)
[53.9) [18.4) 19,99} [9.22]) [8.42) [7.81) [5.77}
57 (209) 2.3 (1.5) 1,34 (0.09) 1.43 (0.04) 1.39 (0.02) 1.73 (0.23) 1.7 (1.3)
7 H -54 (45) 57.8 (63.1) 14.9 (1.5) 14.5 (0.5) 12.9 (0.4) 122 (1.9) 4.4 (2.0
{53.9] {18.4) 9.99) [9.22) (8.42] [7.81) 15.77}
-1 (1) 3.1 34) 1.49 (0.15) 1.57 (0.05) 1.53 (0.05) 1.56 (0.24) 0.8 (0.3)
8 Tee 19 (6) 11.0 (2.3) 8.18 (0.44) 7.05 (0.07) 6.74 (0.11) 6.99 (0.65) 4.8 (2.4)
(plus H) [>6.85]) {>3.16) {>2.34) [>2.26) [>2.17} [>2.11) [>1.88]
<2.8 (0.9) <3.5 (0.7) <3.5 (0.2) <3.12 (0.03) <3.11 (0.05) <33 (0.3) <2.6 (1.3)
Gees T 8.46 (1.59) 5.27 (0.61) 4.36 (0.14) 4.04 {0.05) 3.95 (0.05) 3.83 (0.20) 2.20 (0.47)
{6.85) [3.16} [2.34) [2.26) [2.17] [2.11) [1.88)
1.2 (0.2) 1.7 (0.2) 1.86 (0.06) 1.79 (0.02) 1.42 (0.02) 1.82 (0.09) 1.2 (0.3)
-1
CFEQMIN = 2{ At L
* Assume that EQ CFTMIN CFYMIN
**Tube CFEQ MIN values will underestimate the minimum corrections at this location.
***Results for location 1 are used here because of the possibility that the background at location Y was measured incorrectly,

calciner and hydrofluorinator have traditionally accumu-
lated large amounts of solid plutonium during operation,
This matcrial is outside the calciner tube (and hence the
gamma rays are immune to the large equipment attenua-
tion effects), but is subject to large gamma-ray self-
attenuation effects. We investigated the use of a 10 mCi
137Cs gamma-ray source to measure the transmission of
662-keV gamma rays through these localized deposits of
plutonium to subsequently determine the gamma-ray self-
attenuation effects of the deposits with additional meas-
urements performed on the cleaned-out calciner and hydro-
fluorinator.

The !37Cs point source was mounted on a thin rod
I m in length, which was inserted into a glove on the side
of the glove box opposite the detector, The source was
positioned in the glove fingertip and the fingertip was
positioned to touch the bottom of the Teflon bellows at

62

the alleged location of the large holdup deposits, with the
deposit located between (and in line with) the source and
the detector. The allcged deposit location was centered in
the ficld of view of the detector, The 662-keV transmis-
sion measurements were repeated three to five times; the
137Cs source was repositioned between measurements,
Al the calciner, the standard deviations in the 662-keV
count rate for the multiple measurements were 4.5% and
5.3% (10) at the feed end and discharge end bellows, re-
spectively. At the hydrofluorinator, the ability to position
the 137Cs source was severely constrained by the equip-
ment geometry inside the glove box and by the more lim-
ited access space outside the glove box. The correspond-
ing precisions for the hydrofiuorinator were 22% and 24%
(1g), respectively.

This approach to obtaining corrections for gamma-
ray self-attenuation effects does not give a reliable result



because we lacked the hardware to reproduce the position
of the transmission source. We are examining the encrgy
dependence of the holdup assay in an cffort to correct for
these effects.

2, Assistance with Measurements for
Plutonium Holdup (P. A. Russo, D.C. Garcia,
J. A, Painter, and R, Siebelist, N-1), Many of
the techniques that we have developed for portable neutron
and gamma-ray holdup measurements have been first tested
at the RFP before implementation elsewheie in the DOE
community,

Recent heightened interest in performing portable
holdup measurements on process equipment in many loca-
tions (for a varicty of rcasons including accountability,
safety, materials control, and process control) has resulted
in significant efforts to transfer our newest holdup meas-
urement technology to RFP during the past year, This
has included:

»  obtaining, documenting, and transferring ex-
perimental results and procedures required for
quantitative measurecments of holdup in the
Building 771 calciner and hydrofluorinator;#3
(see also Part 3, Section B.1)

+ documenting the mechanical design of the
portable holdup “"cart” or "trec"46 and transfer-
ring the design along with detailed photographs
of the equipment to RFP;

¢ providing exclusive laboratory training (at Los
Alamos) and documentation to Rocky Flats per-
sonnel on the principles and procedures for the
generalized-geomeltry holdup calibration and as-
say and on the design of the software that auto-
mates the measurements;

+  providing an exccutable software package written
in Microsoft Quick Basic 3.0 for automating the
generalized-gecometry holdup calibration and
assay;47 (This is the same software package
developed by Los Alamos and used for the
Building 771 calciner and hydrofluorinator
measurements in 1988 and 1989. The source
listings with comments also were provided for
documentation.)

«  providing procurement specifications for the com-
mercial (some customized) hardware (detectors,
electronics, and some mechanical components)
required to perform the automated generalized-
geometry gamma-ray holdup measurements; and

« providing the electronics and mechanical design
package, procurcment information, and perfor-
mance data on the recently commercialized Los
Alamos compact Nal detectors.

As the new software (see Part 1, Section E.2) is
tested at Los Alamos, more personnel training will be
required as a result of transferring this more flexible and
user-friendly program to RFP.

C. Improved Materials Accountability for Bulk
Uranium and Plutonium Processing Facilities—
Assistance to Los Alamos,

~The goal of this task is to test and demonstrate the
advanced materials accountability methods and software
developed in the base technology tasks in operating facili-
ties. It includes the development, demonstration, and
T&E of improved measurecment control and calibration
procedures, variance propagation, and inventory difference
cvaluation, as well as automated PC-based materials
accountability systems that can be used by small facilitics
or in a single MBA, Some of the projects described here
were supported in part by facility implementation funding,

T&E of Automated Error-Detection and
Analysis Software (H. S. Vaccaro, N-4; B,
Hoffbauer, L, McGavran, C-9), This year our R&D
on automated anomaly detection systems for safeguards
and security focused on seven areas:

. human-entered rules,

. multiple knowledge domains,

. analysis and replacement of scoring algorithms,
user accessible tuning,
software robustness
portable data communications, and

. events and threads subsystem design,

We met our objectives; new concepts were devel-
oped, designed, and tested in each area, The most impor-
tant and successful improvements were in human-entered
rules, multiple knowledge domains, and new scoring algo-
rithms. Both the portable data commmunications software
and the events and threads subsystem design efforts proved
more difficuli than we expecied, but they have been
completed.

Each of the areas is discussed further below. We
bricfly explain the problems the R&D addresses and
summarize the progress.

Human Entered Rules--Problem. Most research
and development teams working on automated anomaly
detection have used one of two approaches thought to be
alternatives: detection of anomalies with respect 1o expert
rules or detection of departures from statistical ranges
derived from normal activity. In fact, neither approach is
sufficient for most applications, Both expert rules and
historically normal activity patterns are needed for anomaly
detection (as well as other information discussed under
multiple knowledge domains),

The anomaly detection tcam for the Stanford Re-
search Institute Intrusion Detection Expert System project
is now working on a sysiem that incorporates both ap-
proaches; however, the two techniques are not integrated.
Our W&S anomaly detection system has always been a
hybrid; it uses sules similar to the expert rules in some
systems, but the rules have been automatically gencrated
from hisworicai data like the ranges in the statistical
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approaches. Thus, its rules were human-readable but not
human-modifiable.

The seriousness of this shortcoming became obvious
during two tests of W&S at Los Alamos, Working with
TA-55 nuclear materials inventory data showed that many
of the anomalies that the staff wished to detect with W&S
resulted from changed accounting practices, such as
designation of new materials and project codes. Because
many of the current inventory items used the old codes,
W&S generated rules indicating that the codes were nor-
mal. Similarly, in working with audit data from the Los
Alamos Network Sccurity Controller, W&S categorized
common but nonetheless incorrect activity as "unintcrest-
ing" when it generated rules including those activitics
regarded as historically normal. (Note that examination of
the rules generated by W&S quickly identified many of
these problems. We learned that there is great valuc in
studying such automatically generated rule bases) Though
W&S gencrated very good rule bases about historical
activity patterns, additional human input was clearly

Solution, We developed and tested W&S capabilitics
to examine, print, add, modify, and load plain text rules
into W&S-gencrated rule bases. We further extended
W&S's rule syntax to accept a negation operator (the
complement of a list of values in a rule), to detect rule
conflicts and side-effects, and 1o perform requested rule
merging and replacement, These features are fast, reliable,
and easy to use; they met all of our objectives in
cnhancing the power of W&S. However, they uncovered a
new dilemma described in the next section,

Multiple Knowledge Domains—Problem. 1If a
rule basc contains both expert and historical rules, it co-
mingles two different "knowledge domains." When we
detect an anomaly against such an "impure" rule base, we
can no longer say whether the anomaly was abnormal, or
in violation of expert knowledge, or perhaps both,

In a typical application there will be numerous
sources of information on what to look for when detecting
anomalics. Some examples are

+  policy (for exampie, no SNM will b left in arca

Z ovemight);

+ expert knowledge (for example, material W

should be measured by calorimeltry);

+  physical constraints (for example, glovebox 172

is not connected to 171);
+ administrative information (for example, person
X works half days, Z is uncleared);

* recent historical activity (for example, what was

normal over the past 60 days); and

* longer-term historical activity (for example,

what was normal over the past two ycars),
Our experimentation with rule conflict resolution and
impure rule bases showed that each information source
should be kept separate and be updated independently.

Solution. We redesigned W&S to handle an arbitrary
number of rule bases, together with all associated informa-
tion (such as data value dictionarics, tuning parameters and
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detection threshdds, data magping functions, comments, etc.).
We refer to this collection of information as a knowledge
domain, Each knowledge domain can be loaded and ap-
plied independently, and each produces its own assessment
of an audited event.

Thus, an MC&A materials transfer cvent may be
found to be consistent with "longer-term historical activi-
ty," but in violation of "policy." "Expert" rulcs might
indicate that an activity could be data lcakage, and
"administrative" information might confirm that the user's
account is supposedly revoked.

All software to handle multiple knowledge domains
was written, debugged, and tested this past year. We be-
lieve the capability is extremely important, and it is an
innovation for automated anomaly detection systems. The
downside is that multiple knowledge domains add to the
complexity of an anomaly dctection system and can
produce more asscssments of an e¢vent than a human can
readily digest.

As aresult, we are working on concepts for resolvers
that will further digest anomaly indications from multiple
domains and (a) present the results in a more palatable
form and (b) control the collection and analysis of new
cvents through a feedback loop. If successful, this will
lead 10 an integrated analysis of data strcams relevant to
safeguards or security. The feedback loop will ensure that
the monitoring and analysis system is not overwhelmed
and that it adapts its analysis and data collection to rising
levels of concern. The additional processing should ensure
that humans (or machines) tasked with interpreting
anomaly indications are not desensitized by a large amount
of numeric scoring data,

Analysis and Replacement of Scoring Al-
gorithms—Problem. W&S's scoring algorithms apply
a rule base to an event and compute a numeric figure of
merit for each event feature (ficld), for the event as a
whole, and for a thread of activity related to the cvent.
The quality of these algorithms dircctly affects the rate of
false and missed anomaly indications,

This year we made significant progress on analyzing
W&S's scoring functions and suggesting improvements,
Because W&S's rules are based on a finite amount of his-
torical data (which itself includes unidentificd anomalies)
or upon uncertain human expertise, its rules are uncertain
and sometimes conflicting. W&S has always been de-
signed to accommodate this rcal-world situation, As a
result, W&S scoring algorithms were based more on art
than solid mathematical foundations. However, that is
changing,

Solution. After analyzing the behavior of W&S's
scoring method, we made two major changes. We now
use only the deepest applicable rules (those with the most
left-hand-side conditions) to reduce rule interdependence.
And the figure of merit for cach event feature is now com-
puted by means of a binomial probability mode! consis-
tent with the way rules are derived from historical data.

User Accessible Tuning—Problem. Bela soft-
ware testing re-cmphasized the need for user accessible



tuning of the rule basc gencration process. For many
historical data sets, the default pruning parameters over-
generate rules. (That is, W&S generates an inappropri-
ately large number of instantiated rules.) We have long
sought to achieve fully automated tuning, but so far have
not devised a method for making W&S self-tuning.

Solution. W&S has always contained a rich sct of
internal tuning parameters, We added additional parameters
this year, significantly enhancing control over rule basc
generation and anomaly deiection. These adjustments can
now be made from the user interface al run time and arc
supported by help screens. Paramcter settings for cach
knowledge domain arc remembered across W&S sessions.

Software Robustness—Problem. W&S is in-
tended to support a wide variety of R&D features and also
operate at client sites for extended testing and evaluation.
We previously kept its user interface and data input/output
functions primitive, in the belicf that software changes to
core algorithms would be easicr if the input/output func-
tions werc minimal. An unavoidable side effect was that
W&S was difficult for those outside the R&D team to
use. Furthermore, as we added features to W&S, such as
human-entered rules and multiple knowledge domains, it
became increasingly difficult for even experienced tcam
members Lo avoid loading incorrect data into W&S,

Solution. We have rewritten much of W&S's user
interface. It is now consistent throughout all menus and
fully supports the user through help screens for cvery
possible user input. Inputs and outputs now take place
through scrollable windows, unless the information is
known (o fit on a single line.

In addition, we implemented new file input and out-
put routines for W&S data, along with comprehensive data
sanity checking routines. These have climinated all
problems with loading corrupt or inconsistent data into
W&S. The user, whether naive or experienced, no longer
crashes software due to "user errors.” However, it does
indeed take us much longer now to change W&S because
of the amount of user-interface and file-input/output code
affected by feature changes.

Portable Data Communications—Problem.
As we applied W&S to various MC&A and computer
security audit trails, we repcatedly ran into the same
problem—how to move data from the source to the com-
puter running W&S and where to store the huge quantities
of historical data. Each test scemed o use different hard-
ware and software protocols. Furthermore, security or
performance issucs kept us from running W&S on the
computers generating the data.

Solution. We developed a portable communications
software module, optimized for moving data from various
source computers to a Unix host computer running W&S.
The software uses cither Ethernet or serial port hardware
and software. Configuration parameters invoke commonly
available encryption algorithms when necessary. (We are
not currently using this capability.)

Overall, this module is important to our test and
cvaluation efforts, and we will continue to develop it. In

particular, we want to improve its performance and add
needed features for record queué control and status report-
ing. The communications module is an essential compo-
nent of the multi-gudit-trail, multi-host, networked anoma-
ly detections system that we are currently developing.

Events and Threads Subsystems Design—
Problem. The W&S design differed from many other
approachcs by analyzing individual transactions, We cre-
ated the concept of "threads" and "thread members" to al-
low W&S to aggregate data, such as the number of file
access errors in a user's computing session, Threads are a
very powerful concept, and allow W&S to handle fine-
grained analysis (which most other systems cannot) and
coarse analysis at the same time. But W&S's thread
design was just a proof-of-concept and was not adequate for
continued R&D,

Solution. We have now completely redesigned
transaction handling in W&S. Transactions now generate
what we call events that in turn have threads and thread
mcthods that opcrate on the data in both the event and the
thread member data structure to produce a class feature
vector. It contains state and state change data. The feature
vector is what a knowledge domain describes, so rule bases
analyze the contents of the feature vector.

Several different formats of incoming transactions
might generate the same event in a network of process
control and MC&A computers. The event will be handled
in the same way, regardless of its source, Furthermore, a
single transaction might generate more than one cvent for
W&S to analyze. Finally, each cvent can have several
threads, cach creating a featurc vector, and those feature
veetors can be analyzed by multiple knowledge domains.

When the new design is fully implemented and
tested, W&S will be capable of beginning the task of
integrated analysis of nuclear materials control and ac-
countability data and of networked computer security data,
The systems integration task will eventually require a
"back-cnd" data archiving and retricval capability (to storc
hoth "raw" event data and analysis results), but we expect
to make significant progress using the software we are
now completing,

D. Demonstration of Safeguards System Inte-
gration and Evaluation,

The objective of this project is to demonstrate inte-
grated sysiems technology developed under base technolo-
gy tasks at small and large production facilities. It em-
phasizes the integration of materials control, materials -
accounting, physical protection, and process monitoring
through cfficicnt acquisition, organization, and analysis of
safeguards and facility information,

1. Assistance to Savannah River
a. Enhancements to NSR Software (G.

L. Barlich, N-4). The Instrument Control Function
(ICF) at the NSR facility integrates data management and
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collection for three rooms of instruments in the process
arca and connects process control, accountability, and vault
computers via a network. The Sample Assay Room pro-
vides wet process control analysis, the Feed Assay Room
provides feed preparation measurement, and the Receipts
Assay Facility Laboratory supports vault arca operations,
The integrated measurement system was a joint project
among Los Alamos, EG&G Mound Laboratory, Lawrence
Livermore National Laboratory, and WSRS and was deliv-
ered in its first phasc in 1986.

Minor additions were made to the ICF software to
cnhance the tracking of standards in the feed preparation
and vault arcas. System-wide testing with process control
and vault operations was successful, and we have com-
pleted the software design manual® for this system. In
1990, a minor upgrade is planned to accommodate more
instruments in the vault arca. We also arc assisting West-
inghouse personnel with a proposal to replace the Digital
VAX 750 computer with a faster, more cxpandable ma-
chine without major software changes.

b. Application of NSR Software at Sa-
vannah River F Area (W. J. Whitty, R. C.
Bearse, R. D. Sutherland, R. M. Tisinger, and
R. S. Leonard, N-4). The NSR facility at Savannah
River is a highly automated plutonium dissolution/ purifi-
cation process incorporating computer-controtied opera-
tions, on-line instrumentation, and an NDA laboratory.
The facility is designed to process plutonium-contaminated
scrap and transfer the product (plutonium nitrate solution)
and waste to F Canyon,

The NSR facility includes an extensive network of
on-line and laboratory-based NDA devices. Most of these
microprocessor-controlled devices are interfaced directly to
a nctwork of larger computers that acquire, transmit, and
archive data related to the amounts and locations of nuclear
materials within the NSR facility. The NSR computerized
Accountability Function (ACF) is the primary means for
providing near-real-time accountability, In its simplest
abstraction, the ACF works as follows: data about pro-
cess operations (such as tank volumes, concentrations, and
temperatures) are received either from the ICF or manually
as messages. Computer programs on the ACF process
these data into transactions. These arc handled by a
transaction processing system, which handles shipper-
receiver differences and updates the book and physical
inventories. The transactions and related message opera-
tions are the froni-end of the entire accountability system,
The back-end produces reports and handles Explainable
Inventory Differences and Book-to-Inventory Differences.

We have designed and developed a prototype account-
ing system for the ACF. The major elements of the
accounting system software are (1) a real time, data acqui-
sition subsystem that captures automated and manual mes-
sages, (2) a message-processing subsystem that combines
rclated messages and updates inventory and related data, (3)
a variance-calculation subsystem for calculating matcrial
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balances and their uncertainty, and (4) an interface subsys-
tem that selects measurement data and writes an input file
for use by the variance-calculation subsystem, which em-
ploys the variance propagation code MAWST (Materials
Accounting with Sequential Testing),

In a parallel effort, Westinghouse personnel also
have developed accounting software, the Nuclear Matcrials
Accounting System (NUCMAS), which replicates many
of the functions in the Los Alamos accounting program
but lacks any facility for calculating the variance-
covariance matrix of a sequence of material balances or for
testing such sequences for evidence of material loss.

At the request of the Savannah River Operations Of-
fice (DOE/SR) and Westinghouse personnel responsible
for materials accounting, the Los Alamos and Westing-
house accounting software will be combined to produce a
single program that will cnable NSR accounting personnel
to maintain near-real-time accounting for SNM. This
program will include variance - ropagation and statistical
decision procedures for timely detection of accounting
anomalies that could indicate loss of nuclear material. The
variance propagation program will be based on the Los
Alamos MAWST code,

Because the DOE/SR wants to develop a uniform
approuch to variance propagation in many of the process
arcas at Savannah River, we arc now developing generic
interface software to permit MAWST to be used with
NUCMAS to analyzc accounting information at NSR,
FB-line, and other process arcas.

This project demonstrates a successful collaboration
between the DOE Operations Office, Westinghouse con-
tractor personnel, and Los Alamos to identify and solve
operational safeguards problems.

2. Assistance to ANL-W

Argonne West Unified Safeguards Project
(J. S. Ballman, R. C. Bearse, and R. M,
Tisinger, N-4). In coliaboration with SNLA and
ANL-W, we have completed the alpha test version of the
ARGUS. ARGUS is a safeguards system that combines
materials control and materials accounting functions using
a ncetwork of IBM-PCs and comprises three major sub-
systems,

The maicrials control subsystem, known as Com-
puter Augmented Materials Access System (CAMUS),
was developed by SNLA. Motion-detection devices, called
WATCHes (wireless alarm transmission of container han-
dling), are attached to objects that are to be protected,
Movement of a WATCH causcs an RF signai to be sent
o a recciver at the CAMUS computer. The computer also
is coupled to a bar code reader and keypad that allow the
user to deactivate the appropriatc WATCHes and prepare
information about movement of SNM,

The second subsystem, which is distributed over one
central and three peripheral compulers, is the materials
accounting system. This system is a direct descendant of



the Los Alamos-developed PC-DYMAC, which was itsell
4 descendant of the Los Alamos' Materials Accounting
Safeguards System (MASS). The current version of the
accounting system uses the C language and three C-based
support libraries: the Faircom® ctree and rtree packages for
file handling and report writing, and the Vermont Creative
Software*" windowing system, Vermont Views, for
screen handling, The operating system is Santa Cruz
Operations XENIX., A plant inventory is maintained and
updated cither through a keyboard or by transaction
messages sent by the CAMUS system,

The third part of the system, the communications
package, tics the CAMUS computer and the three periph-
eral computers to the Central Computer, Messages are
sent from cach peripheral and the CAMUS 1o the Central
Computer, and may be forwarded to other peripherals. The
Central Computer does not transmit to the CAMUS
computer. RS-232 serial communications are used with a
Los Alamos-developed communications protocol.

The key to the efficient development of this system
was the creation of clean interfaces between the three
modules, This allowed almost completely separate devel-
opment of cach of the three packages.

The format of the messages to be generated by the
CAMUS system for forwarding to the materials account-
ing system (PC-DYMAC) was decided very carly in the
project. Five types of messages and the meaning and
range of cach ficld of the message were specified. It was
thus possible to test the PC-DYMAC system easily with
prototype messages without requiring access Lo the com-
pleted CAMUS system. Similarly, the CAMUS system,
needing no input from PC-DYMAC, was developed by
SNLA without constant interaction with Los Alamos.

Qur cxperience with an earlier version of PC-DYMAC
made it possible to define the information that would have
to be transferred from onc computer to another (o0 maintain
consistent inventorics in each of the accounting computers,

The major new problem in this task was developing
an cfficicnt and rcliable communications package. We
originally planned to use the communications packages
supplicd as part of the XENIX system. We found,
however, that because these were designed to be highly
flexible, they did not handle our needs cfficiently. There
can be a delay of up to several minutes between the time
the operating system reccives a message and the time the
message is forwarded. This was not acceptable for our
application,

We thercfore designed a communications system
from scratch, implementing it in the C language. [t effi-
cicnily sends messages of constant length from one com-
puter to another. We can now send messages every 2

*Faircom, 2606 Johnson Drive, Columbia, MO 65203,
**Vermont Creative Software, Pinnacle Mcadows,
Richford, VA 05476.

seconds between the accounting system computers with a
maximum delay of 15 seconds. The protocol ensures rell-
able transmission,

An accounting database of all SNM residing within
one room is maintained on cach of the peripheral comput-
crs, while a complete database for all three rooms is main-
tained on the Central Computer, Every time material is
moved between rooms, the inventory of the room of
origin is decremented, while the inventory of the receiving
room is incremented. The transaction generated by
PC-DYMAC 1o effect these changes in inventory must be
transmitted to the appropriate computers, It is written to a
file that is placed in a special directory. The name of this
file is made unique by incorporating the system time,
source, and destination in the filename. This also guaran-
tecs proper chronological processing by the receiving
computer,

The operating system provides buffering through its
file system in the event a computer goes down, When the
computer returns to service, the files are processed auto-
matically when PC-DYMAC is restarted.  As long as the
file system remains intact, no information is lost,

Outgoing files are transmitted by an independent pro-
cess called SENDWIRE on the sending computer,  Anothér
independent process on the receiving computer called
READWRRE is activated when an incoming message is
detected, Proper transmission is assured by use of check-
sum calculations and handshaking. The file is then de-
posited in a special directory in the receiving computer.
When PC-DYMAC becomes aware of the presence of this
file, it updates its database with the new transaction,
Communication from the CAMUS to the Central Camputer
is handled similarly, although no messages are sent in the
opposite dircction,

In summary, the peripheral computers ‘have three
processes running simultaneoudy: PC-DYMAC, READWIRE,
and SENDWIRE.  The Central Computer has eight processes
running: PC-DYMAL, a program for recading CAMUS
messages called READCAMUS, and a SENDWIRE/READWIRE
process pair for cach of the three peripheral computers,
This multiprocessing would be difficult or impossible on
a DOS-based PC,

The READWRE and SENDWIRE programs are insensi-
tive to the actual contents of the messages sent, The mes-
sages arc of a fixed, configurable length and can include
any ASCII character, The communications processes do a
checksum analysis and automatically retransmit any mes-
sage that becomes garbled. Although the system was dif-
ficult to develop, it has been working flawlessly. Our
goal was absolute reliability, which can be clusive in a
real-time, multitasking system like XENIX., In addition,
several nearly undocumented features of the XENIX device
drivers had to be understood before the final bugs could be
climinated,

The PC-DYMAC system operates quite well in its
testbed at ANL-W. It is about 25 times faster in updating
databases than the version currently operating in the plant,
The Vermont Views windowing system used for data entry
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is much more informative and user friendly than the one
used In the current version,

The system will be installed at ANL-W in October
1989 with initial testing leading to a beta test version by
March 1990. Final pre-operational testing will occur
between March and June 1990, with on-line adoption of
the system planned for July 1990,

<
4

Confirmatory Measurements and Shipper/
Receiver Difference Analysis.

In this task, we demonstrate and evaluate confirma-
tory measurement techniques for several types of nuclear
materials in operating production and processing facilitics.

We address problems assoclated with shipments and re-
celpts of nuclear materlals and the verificatlon of the SNM
content or configuraton of nuclear devices or both, Por-
tions of soinc of the projects described here are supported
by fuctlity Implementation funding,

1. NDA Measurements for Conflrmation
of HEU Shipments to Oak Ridge (J. K. Sprinkle
Jry, P. A, Russo, J. K, Stewart, N-1), The test of
a protolype Los Alamos gamma-ray instrument for
confirming HEU shipments has been completed at the Oak
Ridge Y-12 plant. The in-plant evaluation of this SRCS
for HEU demonstrated an excellent ability to discriminate
among similar items,67  Figure 42 shows the first

Flg. 42. A view of the third measurement station at Y-12, The
rotatlon sectlon of the conveyor Is In frout of the detector stand,
which contains four collimated detectors, :

measurement station (of three planncd stations) installed in
the Y-12 warchouse. The rotation station in front of the
detector assembly and the conveyor are interfaced o the
instrument computer.  Shipping containers of HEU of
various enrichments were evaluated. Four chemical forms
and 20 different uranium masses were represented. Figure

68

43 shows multiple measurements for cach of the 20 items,
The relative responses al the three gamma-ray encrgics are
plotted on the three axes. The combination of the different
gamma-ray responses gives unique fingerprints, as shown
by the distinct clusters for cach symbol, Even ilems of
the same chemical form, packaging, and uranium mass
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Flg, 43,
keV, and 2614 keV,
of HEU,
the discrimination this fingerprint
usually could be distinguisihcd—a capability that exceeds
the requirements for a shipper/receiver verdfication,

The Y-12 plant will start recelving UFg cylinders in
the near future, Using NDA methods to confirm these
shipments and possibly using them as the accountability
measurement is being discussed,  Although it is not yet
clear whether NDA methods will be allowed for the input
accountability values, we arc consulting with Y-12 on
some of the NDA options, These include using NCC
methods such as the self-Interrogation technique®® and
passive gamma-ray methods including 235U enrichment as
well as the multi-energy approach used in the SRCS,

2, HEU Shipper/Receiver Confirmatory
Instrumentation for Rocky Flats (J. K. Sprin-
kle, Jr., G. G. Ortiz, R, Siebelist, T, R,
VanLyssel, and G. Walton, N-1), After the suc-
cessful evaluation of the prototype SRCS instrument at
Y-12, we are evaluating the insensitivity of the SRCS to
the “cereal box" cffect-—the settling of the contents of
shipping containers of HEU during their transport between
facilities, This effect could alter the signature used by the
SRCS as a fingerprint.  Rocky Flats was chosen as a
sceond facility because nuclear material travels both ways
between RFP and Y-12. We altered the SRCS design to

Multiple responses from 20 shipplng containers,
uxes are the relative Intensities of three gamma rays:

The three
186 keV, 1001

Different shapes Indlcate different chemical forms
The dlstinct clustering of each sample's response illustrates

provides,

use a solitary barrel rotator instead of a conveyor, A care-
ful search for cotnmercially available rotators indicated that
none were suitable, Consequently we designed a compact,
inexpensive solution, Installation at Rocky Flats is ex-
pected in February 1990,

3. Shipper/Receiver Confirmatory Sys-
tem Specification for Technology Transfer (J.
K. Sprinkle, Jr.,, R. Siebelist, T. R. Van-
Lyssel, and G. Walton, N-1), If the "cercal box"
effect is minimal for the SRCS, we plan to transfer the
SRCS technology to private industry. A specification is
being started, and the next customer has been located, We
have identified 10-20 additional potential customers.

4. Device Verification at Pantex Plant
(K, L. Coop, C. L, Hollag, and C. E. Moss,
N-2). We completed our development work on the
project this year by making additional measurements on a
number of sccondaries, of two types, during a trip to
Pantex in June, We successfully demonstrated a method
for cach type of secondary that unambiguously permits
verification of their composition, To verify the smaller
sccondary, we used a passive gamma-ray measurement in a
well defined and repeatable geometry, For the larger type
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of secondary, we Interrogated the device with o 9-MeV
linae, which produces photoflssions in uranium,  Pulses
from the linace, the delayed fission noutrons, and fission
neutrons Induced in the £ lqsllc matorla! by those noutrons,
are detected with 3He and 4He proportional counters,

We later made a trip to Pantex to demonstrate the
neutron method and train Pantex personnel on how to
make the verificatlon measurement routinely,  We also
transferred the dotection systomi to thom,
delays at Pantex in completing a holder for the gamma-ray
detector, we were not able to complete the demonstration
and transfer of the gamma-ray method by the end of the
year; however, we expect 1o have this completed carly in
1990 and issue a final report soon after,
and

B, Materials Test

Evaluation.

Control Technology

The objective of this task is to demonstrate, test, and
evaluate In DOE production facilities the nuclear materials
control methods developed under basic technology tasks,
Parts of the projects described here are supported by
facility implementation funding.

1, Evaluation of Neutron-Detection-Based
Vehicle Portal Monitor at Pantex (K. L. Coop
and P, E, Fehlau, N-2), We completed an in-plant
evaluation of our neutron-detection-based vehicle portal at
Pantex. ‘The portal will soon be moved to a permanent
location for routine operation, During a visit to Pantex
for detection sensitivity testing, we found that the neutron
vehicle portal achicved the same level of sensitivity for
detecting neutron and gamma-ray shiclded plutonium in
drive through operation that we expect for our vehicle
monitoring stations, which require a vehicle to stop for
monitoring,

2. T&E of Digital Image Analysis Tech-
niques for Materials Control (C. A. Steverson,
N-4). During 1989, we pursued a variety of image pro-
cessing T&E projects including the use of infrared sensors
to detect holdup in some plutonium processing arcas at
Los Alamos' plutonium processing facility (PPF) at TA-
55; an inventory verification system hosted by a robot
stacker-retriever system at Los Alamos' central storage
facility (CSF); interim storage materials surveillance in
the countroom of Los Alamos' PPF; the use of infrared
sensors to monitor stored ingots on the remote mechanical
c-line (RMC) mietal line at Westinghouse Hanford; and
real-time and static image subtraction techriguces to raoni-
tor materials in long-term and medium-term slorﬂgc in
vaults at INEL facilities,

We found that to detect holdup in plutonium
processing arcas using infrared sensors provides no great
advantage over methods currently in use at the Los
Alamos fucility, The physical access to problem arcas is
extremely limited, and background thermal noise in most
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Because of

process lines 18 prohibitive, Dotalled information on this
project may be found elsewhere, 69

An Inventory verlfication system for the CSF, which
s in the carly conceptual stages of development, has been
delayed because of other priorlties at the CSF,  This
system will antomatically verify the contonts of a stacker-
retriever system, ultimately interfacing with the MASS
materlals accounting databuase, We wiil continue this
project at a later date,

We have done a preliminary study in the count room
of the PPF to develop an imaging-based surveillance
system to provide additional protection for items in open,
interim storage.

The RMC metal line at Hanford containg an interim
storage glovebox for metal ingots produced by the line,
We are designing an infrared imaging system to monitor
and perhaps track these ingols while they are in temporary
storage,

Vault surveillance projects at INEL are in the carly
stages of development, These projects include the use of
real-time and statle change detection methods for surveil-
lance of several vault arcas, with the desired goal of reduc-
ing the inventory requirements for the facility,

II. SAFEGUARDS TECHNOLOGY TRAINING

The DOE Safeguards Technology Tralning Program
is a major vehicle for technology transfer to both the do-
mestic and foreign nuclear communities, Since 1973, the
program has grown from a single course 1o the present
curriculum (which includes 10 formal course offerings and
a special lecture series) and has serviced nearly 2000 stu-
dents, The program is very successful both in Informing
participants of the latest nuclear material control and
measurement technology and in keeping the R&D pro-
gram abreast of the needs and experiences of facility opera-
tors and safeguards inspectors, The training program
cnjoys an excellent reputation throughout the nuclear
community,

A. Safeguards Technology
Smith, N-1; K. K, S.
N-4),

Training (H. A,
Plllay and K, E. Thomas,

Our 1989 DOE Safcguards Technology Training
Program comprised three formal courses and one work-
shop:

*  Malterials Accounting for Nuclear Safeguards

*  Gamma Spectroscopy for Nuclear Materials Ac-

counting

*  Fundamentals of Nondestructive Assay of Nu-

clear Material

*  Variance Propagation and Systems Analysis

Workshop
An carly presentation ol the Fundamentals course had
been scheduled for March; however, increased physical
security requirements could not be implemented in time,



$0 the course was cancelled (see below). The other
courses, togethor with the NDA school for IAEA inspec-
tors and the Nuclear Nonproliferation course on State
Systems of Accounting and Control (SSAC) of Nuclear
Materials accounted for slx offerings in the 1989 training
schedule (See Fig, 44), (Sec Part 4 for a report on the
SSAC training and Part 5 for discussion of the IAEA
Ingpector Training Course,)

The Materials Accounting for Nuclear Safeguards
course was presented to 30 participants during the period
April 10-14, A scries of 17 lectures and 5 workshops
constituted the core of this year's course, Toples of lec-
tures ranged from fundamentals of materials accounting to
site-specific MC&A systems, The use of measurcment,
analyses, records, and reports to maintuin knowledge of the
uantitics of nuclear materlals present in a defined arca of a
facility and the use of physlcal inventorles and material
balances to verify the presence of SNM were emphasized

18 key elements of good materials accounting for nuclear
safoguards, ‘

The workshops offered the atlendees the opportunity
to participate in exerclses that illustrate the advantages end
limitations of NDA Instrumentation and to carry out ex-
erclses designed to demonstrate the roles of real-time
materials accounting, measurement control, and variunce
propagation to nuclear materials accounting, The course
culminated in an MC&A systems dosign exercise In which
the participants brought together their personal experlences
and what they learncd during the course to design an
MC&A system for an example facility, This year, a spe-
cial course manual?? was prepared for the exclusive use of
this course. Sixteen topical discussions prepared by 25
professionals from the nuclear safeguards field cover a
spectrum of topics of relevance Lo materials accounting for
nuclear safeguards, ‘

CY 1989 LANL/DOE
Safeguards Technology Training

January February March April
Cancelled
May June July August
1-19 SSAC ' '
Santa Fa, Lus Alamus, ' 211 |AEA School I
Richland, WA
[ September October November December

Fig, 44.
entries are the DOEK-sponsored courses.,

Summary of safeguards training activities during calendar year 1989.
The unshaded entries correspond to the TAEA

Shaded

Inspector training courses (see Part V) and the Nuclear Nonproliferation Act (8SAC)
Training Course (see Part 1V) that were part of the International Safeguards uactivities.
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In addition to the contributions of 20 Instructors
from Los Alamos, this year's course beneflted {rom the
generous participation and contributions of Glenn Hammond
(DOE/OSS), Gary Carnival (RFP), and Tom Willlamsg
(DOE/SR). The course participants included DOE em-
ployees from six regional centers, an NRC employee, an
NRC licensee employee, and DOE contractor employees
from 14 different sites,

The first presentation of the Variance Propagation
and Systems Analysis Workshop occurred durlng the perl-
od October 24-26, Participation was by invitation only,
Lecture topics included: Terms in the Materlals Balance
Equation, Theory and Application of Varlance Propaga-
tlon, Estimating Uncertaintlcs, Problems with Varlance
Propagation, Detection Sensitlvity and Decision-Making,
and Description of the Example Facility, Working groups
derived varlance equations for example materials balance
terms and solved several problems applied to an example
facility, The course was well received, and numerous
constructive comments on the content and conduct of the
workshop will be incorporaled into the next workshop
offering, which is scheduled for August 27-29, 1990,
Attendance will be limited to 14 persons (2 per computer),

The Gamma-Ray Spectroscopy for Nuclear Materials
Accounting course was given on September 18-22, 1989
for 24 experienced students interested in becoming familiar
with the advanced NDA technigues typically used in in-
plant instruments, ‘The course emphasized the use of
high-resolution, computer-based gamma-ray specLroscopy
systems in applications such as uranium and plutonium
isotopics measurements, bulk and segmented transmis-
sion-correoicd assay, absorption-edge densitometry, and x-
ray fluoresc...ce. The course concluded with three topical
lectures:

»  The Poor Man's Densitomeler

»  Cold Fusion Mcasurements In the Safeguards

Assay Group
* A Summary of Gamma-Ray NDA Capabilitics;
A Comparison of Techniques

The course, Fundamentals of Nondestructive Assay
of Nuclear Materials, was held on November 13417 for 32
students, most of whom had not been admitted to the
October 1988 offering because of space limitations or had
been scheduled for the March 1989 course that was can-
celled. As usual, this course provided an introduction to
neutron and gamma-ray NDA of nuclear materials,
Although designed primarily for professional scientists and
engincers with little or no background in NDA, the course
also is useful to materials accounting supervisors, NRC
inspectors, and NDA technicians, The course consisted of
lectures and !aboratories in gamma-ray and neutron intcrac-
tions, uranium enrichment measurements, transmission-
corrected gamma-ray assays, and neutron singles and coin-
cidence counting. The course concluded with three lectures
on

»  Specialized Neutron Coincidence Counters for

Verification of SNM in an Automated MOX
Facility
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o Shulflers: History and Application
+ Tho Rest of tho Story: Other NDA Applica-
tions

The 1989 offering of the Fundamentals course also marked
a new cra in the physical facillties used for the Los
Alanios/DOE Safeguards Technology Training Program,
During 1989, we aequlred additional, temporary clussroom
space that allowed us to continue certaln courses under
enthanced SNM physical securlty requirements, This new
training space is within an existing sccurlty arca where the
proper physical security measuros cau continue durlng
course sessions, This additional tralning space within an
exlsting protected arca has the added benefit that the SNM
used {n the class sessions 1s no fonger transported with an
cscort to the classroom, over public rouds, Instead, the
malterlal Is brought to the tralning arca, as needed, from
secure vault storage within the same protected area, This
space is, however, only temporary until our new Nuclear
Safeguards Technology Laboratory is constructed at TA-
55.

‘Table XVI summarizes the tralning course attendance
for 1989, Although cach training course has been glven
in previous years, the courses usually are updated cach year
o include the latest In measurement techniques,
commercially available instruments, and materials ac-
counting procedures,

Both the Fundamentols and the Gamena Spectroscopy
courses have shown significantly increased demand in the
past two years, to the point where a single offering of
these courses satlslies only approximately half of the de-
mand, In addition, we have received an increased number
of requests for courses on neutron, NDA technlques, inven-
tory differcnce analysis, and in-plant holdup measure-
ments,  Accordingly, the ealendar year 1990 and 1991
schiedules are being studied with a view toward dealing
with this increased demand, In particular, the former Af-
tributes NDA course is being revised and will be presented
in FY 1990 as an In-Plant Holdup NDA course,

B. ‘Training Course on the Nondestructive As-
say of In-Plant Holdup (P, A, Russo, N-1)

We are developing a new course on the principles and
techniques for NDA of special nuclear materials holdup,
This course will replace the one entitled Verification
Measurements of Nuclear Material Attributes, which was
last presented in August 1987, The 4.5-day Auributes
course included 1.5 days of laboratory exercises on the
calibration and quantitative assay of holdup. Low-resolu-
tion gamma-ray measurements used 5-cm-diam by 5-cm-
deep Nal(T1) detectors and PMCAs to measure HEU
holdup in pipes, ducts, tanks, and filters. Holdup was
simulated by placing HEU samples of various 235U
masses end geonietries into the appropriate picees of ducts,
piping, tanks, ete, in cight separate “stations™ to provide a
plant-like environment of deposits for quantitative assay,
Calibration of the holdup assay was done with HEU point



Table XVI. Summary of Attendance at LANL/DOE Safoguards Technology Tralning
Courses, 1989
Muterluls Gamma Varlance Fundumentuals
Accounting | Spectroscopy | Propugation of NDA

Attendee  Affilution 4/10-14 9/18.22 10/24-26 11/13-17 Totuly
Argonne Nutlonal Laboratory 3 '3
Babeoek & Wilcox, Lynchburg 1 1
Brookhaven Natlonal Labotutory 1 1
DOE (All fleld officos) 2 ! K} 6
DOE Headquarters 3 3
BQ&A (Idaho) 1 1
G.E, Wilntlngton 1 |
LINL 2 r 3
Los Alamos (Pu Facillly) 3 4 2 3 12
Los Alamos (Other arons) 1 2 3 6
Muartln Marletta, Ouk Ridge 3 1 7
Murtin Marletta, Plketon 2 4 1 7
Mason & Hanger, Pantex 2 2
New Brunswick Laboratory 2 2
NES, lrwin 1 1
NRC 1 1 2
Rockwell, Golden 3 | 1 2 7
Sandia Labs, Albuquorque 1 3 2 6
Westinghouse Hanford 1 4 S
Westinghouse Idaho 1 1
Westinghouse Savannah River Co, 2 4 1 6 13
Westinghouse WID, Carlsbad 1 1
Aldermaston/AWE (UK,) 2 2
CNEA, Argentina | |
Japan 1 1

TOTALS 30 24 9 32 98

sources for generalized (point, line, or arca) holdup geome-
tries, The HEU assay exercises, along with two exercises
involving plutonium holdup assay using ncutron totals
counting and thermoluminescent dosimetry, constituted
the holdup portion of the attributes course, These cxer-
cises were quite well received by DOE participants,

The current version of the DOE orders, which be-
came clfective since the last offering of the Autributes
school, describes holdup as a quantity of SNM contained
within processing equipment, which, for accountability
purposcs, may be measured In situ, The recent heightened
interest in the ability to perform portable holdup meas-
urements of SNM for accountability purposes as well as
for materials contol, process control, and safety has in-
creased the interest in an extended offering of u course in
this arca. In additlon, recent advances in technolo-
gics?347.72 (see also Part 3, Scction LB.1, Part 1,
Section 1.D,1, and Part 1, Section LE.2) for portable
detectors and improved hardware and automation (sce Part
1, Section 1.D.1) have provided possibilities for enhance-
ments in such an extended course, The new schoothouse

at TA-18 (Part 3, Section 11LA) also provides the opportu-
nity for significant course enhancoments in the arca of
plutonium holdup assay. The new four-day course eniltled
“Nondestructive Assay of Special Nuclear Materials Hold-
up” will be given at Los Alamos in the late summer of
1990. The three-day laboratory portion of this course will
emphasize the calibration and measurement procedures for
assay of holdup using gamma-ray methods in the gen-
cralized geometry approach, The simulation of holdup
deposits will be accomplished as described previously,
Low-resolution gamma-ray detectors and PMCAs will be
used in the HEU excrelses at the TA-3S schoolhouse,
Plutonium holdup deposits will be measured using high-
resolution detectors and PMCAs at the new schoolhouse,
The high-resolution calibrations and the measurements
will be performed with automated clectronics setup, data
analysis, data reductlon, and caleulation of calibration and
assay results, The high-resolution calibrations and assays
will be performed at multiple gamma-ray energics, Both
low-and high-resolution exercises will include a quantita-
tive treatment of the effects of equipment attenuation, The
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ndvantages of the high-resolution measuremonts in diag-
nosing self-attonuation offects witl bo oxamined,

For the (low-rosolution) HEU exorelses, the new
compuct Nal(T1) detectors (see Part 1, Section LE.2) will
replace the detectors used in the Attributes school, Tho
shielded-dotector welght 18 reduced to less than one fifth
that of the larger detectors, Because the smaller Nal(Tl)
crystals are not seedod with 241 Am 1o stabilize the analog
galn, automated technologles to compensate for the digi-
tal-galn drift <4 be demonstrated as an alternative, ‘The
plutonium gamma-ray holdup measurements will use
custom-designed portable HPGe detectors (see also Part
LB DAY The plutonium newtron holdup measurements
will use portable, polysthylene-moderated “He detectors,

The new course {8 Intended to instruct both those
with experience in the use of low-und high-resolution
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gamma-ray detectors and multichannel anatyzers and those
with a direet interost In the measurement of holdup, ‘The
theee days of laboratory exerclses will be preceded by o hatf
day of introductory presentations on holdup measuremoent
principles, practices, equipment, and technlques (Including
the generatlzed geomotry technique), and radintlon safety,
The luboratory exercises will be divided into two 1.5-day
sesslony (for HEU and plutontum measuroments). Each
1.5-day session will conclude with a summary discuston
to compare measured results with releronce values and to
draw conclusions on the elfectiveness of the ussay tech-
nigques, The HEU and plutonium sossions will be sepa-
rated by a half day of presentations on topies related to
quantifying holdup of special nuclear materlals, ‘The four-
day course ts scheduled for Soptember 17-20, 1990,
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PART 4. INTERNATIONAL SAFEGUARDS

I. SYSTEMS STUDIES AND SAFEGUARDS
DESIGN

We have an ongoing task to support international
safeguards by improving methodologics, instrumentation,
and system designs for major processing facilitics. It in-
cludes transfer of statc-of-the-art safeguards technology to
the international community.

A . International Safeguards for Enrichment
Plants (M. C. Miller, T. K Li, and E.L.
Adams, N-1; R. B. Strittmatter, N-4),

This subtask assists the IAEA and Member States in
developing safeguards equipment and approaches for large
commereial enrichment plants,

1. Safeguards Approaches for Enrichment

" Plants, The US DOE is developing the AVLIS tech-

nology for enriching uranium on a production scale as part
of the US enrichment enterprise. 1t is anticipated that the
production scale AVLIS enrichmen: plant would be subject
to the US/IAEA agreement (recorded in INFCIRC/288) to
voluntarily offer ¢'l peaceful US nuclear activitics to
1AEA safcguards. Undcr this agreement, the AVLIS plant
vunli be eligible for IAEA safeguards as specified in
INFCIRC/153 after being placed on the inspection
cligibility list by the US government,

The implementation of INFCIRC/153 safeguards at a
laser-isotope-separation urarium enrichment plant is ex-
pected 1o parallel the inspection procedure at centrifuge
enrichment plants based on similaritics in safeguards con-
cerns for the two technologics. Inspections at centrifuge
enrichment plants include detecting the diversion and
production of a significant quantity of uranium at an
enrichment level higher than declared. In the context of
centrifuge enrichment plants, the goal to detect production
of enrichment levels higher than declared was implemented
as a go/no-go measurement at the 20% enrichment level
for facilitics with declared maximum cnrichment levels of
5%.
~ Routine inspection activities outside the centrifuge
cascade arca consist of

s examining records,

« cvaluating operator's measurement systems,

« verifying nuclear material flow, and

« verifying physica. inventories.

Activities inside the cascade area that contribute to
the verification of material production in the rar ¢ of de-
clared enrichment include:

« visual obscrvation either directly by inspectors

or indirectly by optical surveillaice devices, and

» lechnical measures such as radiation monitoring

and NDA measurcments, sampling, and using
scals.

For centrifuge enrichment plants with enrichment
capacitics of 1 MSWU/yr (million separative work units
per year) or less the Limited Frequency Unannounced
Access (LFUA) strategy according to the Hexapartite
Safeguards Project (HSP)72 report ' to be implemented
through inspections that would occur 4-12 times per year,
The necessary number of inspections inside the cascade
arca would, however, be plant specific. On these visits
the inspector is allowed in the process building within two
hours after the facility is notificd by the IAEA that an
LFUA inspection is to oceur,

2. Measurement Techniques for AVLIS
Plants. Under the guidance of the Enrichment Plant
Safeguards Review Group (EPSRG), we have focused on
cvaluating methods of detecting radiation indicative of
HEU production and have evaluated a variety of active and
passive ncutron and gamma-ray measurements for possible
application at AVLIS plants. Benchmark measurements at
Los Alamos were madc to evaluate the various detection
methods using HEU and depleted uranium metal disks.
We prepared a draft report’3 describing our results, which
were discussed at the EPSRG meeting in June.

Neutron Measurements. We oblained both ac-
tive (AmLi source) and passive data using plastic scintil-
lator and 3He detectors to cvaluate 235U and 238U neutron
responses,  From the benchmark experiments, we con-
cluded that coincidence neutron counting is not feasible for
the scparator geometry, and only total counting should be
pursucd. Additions] experiments . were performed at the
Mars facility, which is a half-scale separator development
facility at LLNL.

Both tne 3He ar 4 plastic scintillator detector systems
appear capable, in principle, of being used in an active
mode for 235U determination and in the passive mode for
238U measurement. However, our expericnce with these
detectors in the separator shows problems with both sys-
tems. The basic difficulty is that the sample-to-detector
coupling is not favorable, and the problem apparently can-
not be overcame by the large mass of material being meas-
ured. The problem is even greater with active techniques.
In general, the 3He system worked better because of its
greater stability, ease of use, background-to-noise ratio,
and insensitivity to gamiua rays, which makes data inter-
pretation less difficult. Although a 4He system might
appear to be better than 3He for discriminating the AmLi
source from the IF neutrons, our comparison of 3He and
4Hc data under similar detector/sample confi -urations indi-
cates that the efficiency of the 4He detecto: .3 too low for
this application, Taking inio account all of these factors
lcads to the conclusion that external separator measure-
ments are not practical with any of the ncutron systems
that we evaluated, primarily because of the unfavorable
geometry, We therefore recommend that neutron methods
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not be further pursued in the case of external separator
measurements, When coincidence counting methods could
be used (for example, in measuring billets), a 3He system
would be the detector of choice.

Gamma-Ray Measurements. We considered
two approaches for confirming enrichment, Gamma-ray
mcasurcments of uranium enrichment are typically based
on measuring 185.7-keV gamma rays emitted as a result
of the alpha decay of 23%U 0 231Th, The standard nonde-
structive 235U enrichment assay by gamma-ray spec-
trometry employs the enrichment meter principle.”> If
the sample to bc measured has a thickness that is large
compared to the 1~san-free path of 185.7-keV gamma rays,
then the 185.7-keV gamma-ray fluv emitted from a unit
arca is dircctly proportional to the 235U enrichment. In
practice, the attenuation of the measurcd gamma ray
through container walls also must be determined. The
penctrability of this gamma ray through commonly used
malcrials of construction, such as stainless sicel, is low
cnough that matcrial thickness would have to be con-
firmed.

Another approach that bas been used to determine
enrichment based on gamma-ray measurements is to com-
bine measurements of the 235U and total uranium concen-
trations. The total uranium concentration has been deter-
mined by transmission measurcments using external
sources, XRF, and other emitted gamma rays. Gamma
radiation resulting from the decay of 2380 daughter prod-
ucts includes the 766- and 1001-keV gamma rays cmitted
from the decay of 234mpa,  Other gamma rays from
daughters in the decay chain of 238U include the 63-, 92-,
and 93-keV gamma rays from 234Th. However, because
these gamma rays are the result of a decay chain, decay
equilibrium must be eswablished for accurate determination
of 238U concentrations. ‘

Preliminary results of gamma-ray measurements can
provide information to verify the cnrichment of the feed
material (if it is homogeneous) by employing the enrich-
ment principle. Similar measurements may be suitable to
monitor the tails and product accumulators. Our gamma-
ray measurements indicate a potential for application as an
external measurement if there is assurance that the internal
geometry has not changed (that is, the location of product
and tails, the material thickness, etc.). However, there are
still questions regarding application of the enrichment
meter principle for scparator measurement and further
study is nceded. Although the external me: irement of
the scparator using a gamma-ray-based met. »d may be
technically feasible and would provide a direct confirma-
tion of the enrichment range in the separator at the time of
inspection, the severe dependence on separator geomelry
poses serious problems.

Additional Measurements. Other potential
measurement strategies include measurements of the inter-
na. separator and feed, procuct, and tails. Intemal separator
measurements would be gamma-ray based and would di-
rectly confirm the enrichment range in the separator at the
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time of removal, but would require assurance that this
enrichment indicates its previous operation, This ap-
proach puses moderate difficulty for technical success and
implementation. The biggest concern would be sampling
adequacy and availability, with associated potential prob-
lems regarding impact on t:i¢ operator and on the control
of sensitive/classified information, {

Evaluating the feasibility of such an'approach would
require field measurements at the test facility. Measuring
the feed, product, and tails would be relatively straightfor-
ward., Technical success would be hizhly probable but
implementation could be a moderate problem. A gamma-
ray mcasurcment employing the enrichment meter princi-
pie could enrich feed, product, and tails; however the rela-
tively high accuracy of the measurcments might raisc
questions about the sccurity of sensitive/classified infor-
mation. Verification of the material flow probably would
be necessary to assure sample representativeness.

We recommend that a series of measurements be
madec on the separator intervals, concentrating on gamma-
ray methods. As a result, our investigations in the up-
coming yecar will be dirccted toward measuring feed, prod-
uct, and tails material with active ncutrons. The study
will be facilitated by MCNP calculations. The MCNP
model will guide the detector design and aid in calibration
and analysis once the prototype assay system is built,

At the same time, operational issues and the protec-
tion of scnsitive/classified information (regarding the
mcasurcment of separator feed, product, and tails strecams
using gamma-ray or neutron techniques) should be ad-
dressed.

B. International Safeguards for Reprocessing
Plants,

The goal of this subtask is to assist the IAEA and
Member States in developing safeguards equipment and
approaches for large commercial reprocessing plants,

1. Instrumentation for Monitoring Light-
Water Reactor (LWR) Spent Fuel Movement
(G. E. Bosler and S.F. Klosterbuer, N-1). An
unattended system for monitoring the movement of spent-
fuel storage casks is being installed in the transfer channel
between the receiving pool and the main storage pool at
the Thermal Oxide Reprocessing Plant (THORP) in
Sellafield, UK. The system uses radiation detectors 1o
trigger a Modular Integrated Video System (MIVS) that
records images of the activity in the transfer channel. The
radiation detection part of the system has been developed
by Los Alamos. The MIVS will be provided by SNL.

The radiation detection equipn ent consists of a
GRAND I electronics unit’® and four ion chambers, A
compulter retrieves information about each detected cvent
stored in the memory of the GRAND I. Submerged ion

- chambers are mounted in pairs on cither side of the un-

derwater TV camera. Signal levels in the ion chambers are



continuously monitored by the GRAND 1. When multi-
clement bottles coniaining clusters of either boiling water
reactor (BWR) or pressurized water rcactor (PWR) spent-
fuel assemblies, or skips containing advanced gas-cooled
elements are moved through the channel, gamma-ray
levels increase and exceed preset threshold levels. The
GRAND I softwarc dctermines that a fucl movement is
underway and sends an appropriate signal to the MIVS,
The TV camera and recording system are turncd on to
record images of the activity in the channel, With pairs of
détectors, the direction of motion can be determined by the
GRAND I software. The direction information is sent to
the MIVS and displayed along with other information such
as date and time in an annotation at the bottom of the
images.

Sense switches attached to the track of the equipment
that move the storage casks also trigger the MIVS. In
this manner, all movements in the transfer channel are
recorded. The radiation monitors confirm that radioactive
materials are being moved.

The radiation detection systern has been installed in
the transfer channcl; in March 1990, the MIVS will be
installed, and a test and evaluation period will follow.
Eventually, the system will be used by European Atomic
Encrgy Community (EURATOM) for routine inspections
at THORP.

2. Safeguards Approaches for a Large Re-
processing Plant (R. G. Gutmacher and J. W,
Barnes, N-4). We completed a study with personnel
from DWK in the Fedetal Republic of Germuny (FRG) on
the loss-detection sensitivity of a SO0-MT/yr reprocessing
plant. The study used crror cstimates from key measure-
ment transfer and inventory points as provided by DWK
and as arrived at by Los Alamos personnel.  In some
cases, Los Alamos estimates of measurement uncertaintics
were larger than those of DWK; in some cases, our values
were smaller. The study showed that loss detection sensi-
tivity depends on tioewe well transfers can be measured and
how well process material in tanks, contactors, and con-
centrators can be measured or estimated. Our final report
considered comments received from DWK on the draft
report, and was accepted by DWK as final.

3. Verification Approaches for Repro-
cessing Plants (E. A, Hakkila, J. W. Barnes,
and R. G. Gutmacher, N-4; R.R. Picard,
A-1). We completed a report’® that reviews approaches
for verifying transfers into and out of a reprocessing plant
and 1or verifying the in-process inventory. The report was
submitted as input 1o the Safcguards for LArge SCAle
Reprocessing plants (LASCAR) project.

4. Relationships Between Process Moni-
toring and Materials Accounting for Safeguards
(E. A, Hakkila, N-4). We have begun a study to de-
terming if process monitoring can be used to verify some
aspects of the design of reprocessing plants.

Process monitoring has been suggested as a safe-
guards measure to ensure that a facility is operating as de-
signed, or as a surveillance measure to ensure that material
is not removed from the facility and not declared. In a
process-monitoring system, the facility operator monitors
process operations such as tank levels, solution densitics
and temperatures, process flows, and physical parameters
such as valve positions to ensure that the operations per-
formed are both desired and required. At many facilitics
(for ecxample, at INEL), the process-monitoring system
also is an important safety feature to prevent criticality.

Verifying facility design is necessary for applying
safeguards in a reprocessing plant. However, verifying all
pipes and valves by comparing blucprints with the as-built
facility is an almost impossible task with the IAEA's lim-
ited inspection resources, We propose applying process
monitoring to verify the design of the internationally safc-

~ guarded facility. By carefully sclecting process-operating

variables, it may be possible to verify that plant flows arc
as described and that key measurcment points are not
bypassed.

We are continuing the study using process monitor-
ing data from an operating facility.

5. Near-Real-Time-Accounting (NRTA) in
Reprocessing Plants (E. A. Hakkila and R. G.
Gutmacher, N-4). Onc of the concerns in applying
NRTA techniques in reprocessing plants is measuring and
verifying the inventory in solvent cxtraction contactors.
One proposed method uses process operating parameters to
estimate the inventory, This technique could involve
propriclary or sensitive information, and it is important to
definc the minimum set of data that would be required.

The TEKO facility, operated by DWK in Karlsruhe,
FRG, has experimental pulsed columns operating with
uranium for which extensive data have been accumulated
to measurc concentration profiles in the columns as a
function of opcrating parameters.

A Los Alamos consultant visited the DWK headquar-
ters in Hannover and the TEKO reprocessing experimental
facility in Karlsruhe to obtain experimental data from the
TEKO pulsed columns. We reviewed pulsed column data
from threc campaigns. One campaign consisted of normal
operation and the others of perturbed operating conditions,
For one perturbed run, acid was deleted in the scrub
stream, and in the other, the organic/aqueous phase ratio
was changed. The data were transmitted to Los Alamos
for analysis. DWK also requested that Los Alamos cvalu-
ate the column density technique for determining nuclear
material inventory using DWK-supplied density data,
These data are being analyzed by a consultant {rom
Clemson University.

6. Resin Bead Measurements Using Low-
Energy Gamma Rays (T. K. Li, N-1). As part of
the Specific Memorandum of Agreement between the US
DOE and the Power Reactor and I'uclear Fuel Develop-
ment Corporation (PNC) of Japan, it was agreed to carry
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out a joint research and development study of plutonium
isotopi¢ and concentration mecasurements for input ac-
countability tank solutions at chemical processing plants,
The technique under study is the gamma-ray measurement
of resin bead samples, PNC is responsible [or the pluto-
nium separation and the resin bead preparation for un-
spiked and spiked samples, Los Alamos is responsible for
developing a gamma-ray spectroscopy technique to meas-
ure the resin beads. This method, which may facilitate the
application of safeguards and TAEA inspections at chemi-
cal reprocessing plants, is to be demonstrated and possibly
implemented at the PNC's Tokai Reprocessing Plant
(TRP). The measurement technique and the results of the
first joint measurements, which were performed in January
1989 at PNC/TRP, are reported in Part 1, Scction [,C.10,

7. Rapid Chemical Separation of Ura-
nium and Plutonium in Dissolver Solutions
(V. T. Hamilton, W, D. Spall, B. Smith, and
D. D. Jackson, CLS-1). We arc developing methods
for scparating and measuring plutonium and uranium in
dissolver solutions. An approach using reversed-phase
liquid chromatography followed by post-column colori-
metric reaction and spectrophotometric detection has given
promising results, Alpha-hydroxyisobutyric acid in the
mobile phase complexes Pu(1V) and U(VI) and provides
good separation. Following the separation, Arscnazo 11 is
added to form color complexcs, and the absorbance is
measured. Plutonium and uranium are separated from the
lanthanides, and preliminary investigation indicates that
transition metals will not interfere with the detection. The
separation of uranium and plutonium from fission prod-
ucts appears to be good. We are planning cxperiments
with dissolver solutions.

We also investigated high-performance capillary clec-
rophoresis (HPCE) to separate and measure Arsenazo 11
complexes of uranium and plutonium. HPCE is attrac-
tive; it nceds very small reagent and sample volumes and
produces littlc waste. The instrumentation has few com-
ponents and can be very compact, making it suitable for
ficld use. The metal-Arsenazo I complexes are elec-
trophoretically loaded, moved through the column, and
separated based on total charge. The separated complexes
are measured spectrophotometrically as they exit the capil-
lary column, We investigated clectrophoresis buffers,
sample and buffer conditions, and instrument settings to
optimize the resolution and detection of the complexcs.

Although the method may be useful for separating
other complexes, we were unable to separate thorium and
uranium complexes; they behave as though they were neu-
tral species, Different buffers, complexants, and scpara-
tion columns might be able to resolve the metals, but
such a study was beyond the scope of this initial investi-
gation, Sample loading techniques and certain other in-
stramental factors arc not satisfactory for hot samples, but
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this is an emerging technique and should be monitored
closely as it develops for applicability in this type of
analysis,

8. LASCAR (E. A, Hakkila, N-4 and G,
E. Bosler, N-1). LASCAR is an international group
to study safeguards approaches for reprocessing plants,
Membership comprises the 1AEA, EURATOM, Japan,
France, the UK, the FRG, and the US.

Los Alamos staff members provided a major portion
of technical input to LASCAR Working Group 1 (Safe-
guards Mecasures for the Spent Fuel Storage Pool) and
Working Group 2A (Safeguards Mcasures for the Headend
of Reprocessing Plants, Chop-Leach to the Input Ac-
countability Tank), and participated as the US technical
representative to meetings of these working groups in
Scllaficld, the UK, La Hague, France, and Hanover, FRG,
and in the sccond Plenary meeting of LASCAR in York,
UK.

C. International Safeguards for MOX Fuel
Fabrication Facilities.

The goal of this subtask is to develop appropriate
safeguards approaches for MOX fuc! fabrication facilities,
including nuclear materials measurcment techniques, and
mcthods for processing and interpreting MOX materials
accounting data,

Remote-Controlled NDA Systems for Interna-
tional Safeguards at an Automated MOX Fa-
cility (H. O, Menlove and M. C, Miller, N-1).
We have developed NDA measurement systems for use in
an automated MOX fabrication facility. Unique features of
these NDA systems accommodate robotic sample handling
and remote operation, In addition, the systems have been
designed 1o obtzin IAEA inspection data without the need
for an inspector at the facility at the time of the measure-
ments.  The equipment will operate continuously in an
unattended mode while storing data for up to one moath,
The systems include a canister counter for assaying MOX
powder at the input o the facility and a capsule counter for
assaying complete liquid-metal fast breeder reactor (FBR)
fuel assemblies at the output of the plant.

Although the HLNC-II for measuring bulk samples
of plutonium powder was based on previous work at Los
Alamos, the special features of new automated fabrication
facilitics required new NDA technology. These facility
featurcs included:

» automated robotic fuel handling,

*  remole operation,

»  large sample masses with the possibility of high

radiation levels, and

* inaccessibility of most fuel for sampling,

These operational constraints are common 1o many of the
modern facilitics that have been designed for fabricating
and processing plutonium fucl.
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To accommodate these facility features and to reduce
the inspector's workload, we designed the NDA equipment
to be automated, amenable to unattended operation, and
have a size and fuel-mass capability to match the robotic
fuel manipulators, Authentication techniques have been
incorporated into the NDA systems so that the data can be
used by independent inspectors such as the IAEA.,

The authentication features include

+  detector head under inspector scal,

«  vigible and unbroken cable runs between detector

head and electronics cabinet,

» scaled clectronics cabinet,

« modular clectronic components that can be re-

placed with standard IAEA equipment,

»  continuous data collection,

.+ software replaccable by the inspectors,

« software diagnostics to detect interruption of or

tampering with the signal,

 californium-252 check sources and normalization

sources for verification of total system perfor-
mance, and

« containment and surveillance (C/S) system

overview of the detector and electronics cabinet.
These measures give an in-depth redundancy in authenti-
cating the NDA system.,

Continuous monitoring of the room background
gives a record of any movement of MOX in the room.
Because recording MOX movement also is part of the C/S
system, the detector gives an independent method for par-
tially authenticating the system.

The NDA systems have been designed to measure the
feed powder input, the in-process MOX, the pellets, the
fuel pins, and the finished fuel assemblies, These systems
have been in operation for the past year with an excelient
reliability record (no loss of inspector data or maintcnance
downtime), New NDA systems are in the design phase to
measure MOX holdup in glove boxes and wast . barrels.

D. Spent Fuel Safeguards,

The goal of this subtask is to develop appropriate
safeguards approaches for spent fuel at nuclear reactors,
spent fuel reprocessing plants, and long-term fuel storage
facilitics, including nuclear materials measurement tech-
niques and instrument calibration, We also evaluate alter-
native systems for measuring spent fuel in wet and dry
storage and different physical storage configurations,

1. Detection of Partial Removal of Spent-
Fuel Rods (G. E. Bosler and A. J. Nelson, N-
1). We have made underwater measurements on a simu-
lated spent-fuel assembly with a fork detector to cxamine
the effects of missing or substituted pins. We used fresh
MOX pins instcad of actual spent-fuel pins. In the MOX
assembly sources of gamma-rays and ncutrons are differ-
ent, compared to a typical spent-fuel assembly, and the

neutron multiplication in the assembly is higher, How-
ever, the advantages of using the fresh MOX pins are:

»  the presence of both plutonium and uranium

isotopes as in spent-fuel materials,

«  geometrically distributed neutron sources as in

spent-fuel rods, and

»  low radiation levels, so remote handling is not

necessary.

Typically, water in the fuel storage pool of a PWR
contains concentrations of boron, The boron is used as a
poison for thermal neutrons in the reactor, which has a
common water channel with the storage pool, For this
reason, we made the pin removal studies both in water
with no boron and in water with varying boron concentra-
tions.

In the study, 12 pins (approximately 6% of the 204
pins in a 15 x 15 PWR assembly) were removed from
various rows within the assembly. We also investigated
the effects of substituting 12 fow-enriched uranium (LLEU)
pins for 12 MOX pins.

Pin removal effects for different boron concentrations
arc shown in Fig. 45, In this figure, row one is the out-
side row closest to the fork detector, and row scven is in
the middle of the assembly, For cach boron concentration
level, data are normalized to the count rate for the full
assembly.

With no boron in the water, localized neutron raulti-
plication effects compensate for the removal of pins. Asa
result, count rates for pins removed in all rows (except for
the outside row nearest the fork) are reduced no more than
3%. In one case, the count rate with 6% of the pins miss-
ing is even greater than the count rate for the full assem-
bly. With boron in the water, the situation is different.
As the boron concentration increases, neutron multiplica-
tion is dampened, and the count rate always decreases when
pins arc removed. When boron concentrations are above
1000 ppm, count rates for all pin removal patterns wre
reduced 6% or more relative to the fully loaded assembly,

Substitution of LEU pins was investigated only for
unborated water. Results of the LEU substitutions are
shown in Fig. 46. Again the data are normalized to the
count rate for a fully loaded MOX assembly. Because the
LEU pins and MOX pins available for this exercise had
identical reactivitics, multiplication within the assembly
does not change when the LEU pins are inserted, This can
be seen in the coincidence (reals) count rate. The coinci-
dence rate is, in part, a measure of the multiplication
within the assembly. This rate basically does not change
when LEU pins are substituted. The totals rate decreases
when LEU pins are removed and the decrease is constant
for all pin patterns. The decrcased count rate is caused by
the removal of neutron sources wiihin the MOX pins,
This source is not replaced when LEU pins are substituted.

For spent-fuel measurements, there are three impli-
cations, First, in storage pools with boron concentrations
above 1000 ppm, missing pins are detectable with totals
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Fig. 45. The effect of boron concentration on the normallzed totals rate
for various configurations with 6% of the pins removed.

neutron counting techniques in a fork detecter. Sccond, in
unborated water, totals ncutron counting can be ineffec-
tive. There are missing-pin patterns for which the totals
count rate is actually higher than the corresponding count
rate for the full assembly. Third, substitution of materials
with comparable reactivitics (if this is credible) may not
be detectable.

Because most PWR storage pools have concentra-
tions of boron in the water, totals counting techniques for
spent-fuel assemblics should be adequate. In pools with-
out boron, totals counting is probably inadequate if the
ability to detect that 6% or less of the ping are missing is
required. For the fresh'MOX measurements, all missing-
pin and pin-substitution patterns that were investigated
could be detected with analysis techniques for multiplica-
tion-corrected coincidence counting,  Such analysis as-
sumes that the plutonium isotopics are known for the
assembly, It is conceivable that coincidence counting
techniques could be used for spent feel, particularly in
cases where assemblies are stored in unborated water,
However, more research is needed to investigate this pos-
sibility,

2. International Safeguards for Spent
Fuel in Geological Repositories (K. K. 8.
Pillay, N-4), Spent fuels from once-through fuel
cycles placed in underground repositories have the poten-
tial to become attractive targets for diversion and/or theft
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because of their valuable material content and decreasing
radioactivity, The first geologic repository in the US, as
currently designed, will coniain approximately 500 Mt of
plutonium, 60 000 Mt of uranium, and a host of other
fissile and strategically important clements, We have
identified and highlighted several international sdfc;,uardx
issues relevant to the various proposed scenarios for
disposing of the spent fucel. 7T In the context of the US
program for geologic disposal of spent fuels, there are
several issucs that should be addr-ssed in the near term by
US industrics, the DOE, and the Nuclear Regulatory
Commission before the geologic repositories for spunl
fuels become a reality 77,78

US/TAEA agreements require the spent fucl dlsp(mul
program to conform to TAEA w.aia‘guards requirements
However, because of the/uncertainties in the guologlc
repository schedules, the U8 utilitiog are scrambling to
incorporate alternative spent-fuel management strategices,
including consolidation, dry storag :, away-from-reactor
storage, .etc. To meet our obligations to international
safeguards, it is nccessary that a materials accountancy
program be part of all spent-fuel management strategics.

Furthermore, in the international arena, the ~2cent
offer of geologic repository services for spent nuclear fucl
by Canada, and carlicr similar proposals by the Peoples
Republic of China, are going to introduce new and unique
safeguards problems. Because all of these issucs need sys-
tematic examination and resolution, we organized another
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configurations with 6% of the MOX
pins (12 pins) replaced by LEU pins,

technical session at the 1989 ANS winter mecting that had
international participation, including representatives from
the TAEA (sce pages 240-248 of Ref, 78). In future safe-
guards sy«<tems studies at Los Alamos we hope to explore
these issues in depth, to propose safeguards approaches to
address international safeguards issues of spent nuclear fucl
manggement.

II. BILATERAL TECHNICAL EXCHANGES

The purpose of this task is to asei.l the TAEA,
EURATOM, and IAEA Member States in improving the
effectiveness and efficiency of intemational safepuards.

A. TAEA -- Advisory Group on Nondestruc-
tive Assay (J. L. Parker and R. Augustson, N-
1).

Two Los Alamos staff members parti ipated in the
IAEA Advisory Group raceting on NDA jcasurements.
The final report of the Advisory Group will be a compre-
hensive report that reviews general principles and proce-
dures for calibrating gamma-ray and neutron-based NDA
equipanent, with emphasis on the practical problems of the
IAEA inspectorate, The Advisory Group also considered
the problems of fabricating, certifying, and transporting
physical standards with additional discussions of possibili-
tics of minimizing the number of standards required
through computational studics of appropriate physical
models,

B. EURATOM

1. EURATOM Interactions (G. K, Bosler,
A. J. Nelson, R, H. Augustson, and L. R,

Cowder, N-1), In some reactor facilitics around the
world, but particularly in Europe, assemblics with MOX
fuels are now being used. At most facilities, fresh MOX
{ucl assemblics arc placed in the spent-fuel storage pool
bofore refucling actlvities begin,  During refueling, the
assemblies are moved from the storage pool and loaded
into the reactor core,

From a safeguards standpoint, fresh MOX assemblics
are very important, Not only iy there considerable pluto-
nlum (>10 kg) in each assembly, but unlike spent fuel,
the material can be handled casily, Generally, fresh MOX
assemblies are only in the storage pool for a short time
(<3 months) before being loaded into the core. During
this time, however, the amount of material in the assem-
blics must be verificd.

We have developed a measurement system for deter-
mining the linear plutonium mass loading in a submerged
MOX assembly. The system uses a detector that we de-
veloped previously for underwater spent-fuel measure-
ments, called a fork detector,”® A modified version of the
fork detector is used for fresh MOX megsurements, With
this detector, we measure totals and coincidence count rales
from a MOX assembly,

Multiplication-corrected coincidence count rates are
used to determine the lincar density. Measurements have
been made in unborated water and in water with various
boron concentrations, Thermal neutron absorption in the
water docs affect the measurcment results, and data must
be adjusted for boron concentration level,

In determining the effectiveness of the measurement
and analysis techniques, we investigated the sensitivity to
varlous missing-pin and pin-substitution patterns. Results
of the measurements were quite good,  Under controlled
measurcment conditions, differences in the predicted mass
compared to the known mass were typically 2% or less.

A report on the measurements is being writlen and a
ficld test is planned.

2. EURATOM Inspector Training Course
on the Neutron Coincidence Collar (J. E,
Stewart, N-1; G. P, D, Verrechia, EURATOM.
Luxembourg; R, Carchon, SCK/CEN.-Mol; P,
Boermang, FBFC-Dessel), Developed by Loy Ala-
mos, the standard neutron coincidence collard® s an active
interrogation device used routinely by EURATOM and
IAGA ingpectors to verify 235U content in unirradiated
LWR fucl assemblies, In fact, the collar is the only
method currently available to completely verify these
assemblics,

The EURATOM Saleguards Inspectorate, headquar-
tered at the Luxembourg facititics of the CEC, has seven
collars and is purchasing two or three more. Durlng physi-
cal inventory verification exercises, the Inspectorate typi-
cally measures 60-80 assemblics in one week, During
flow verifications, approximately 20 assemblics are meas-
ured In 2 days.

Because of (1) the heavy reliance on the neutron co-
incidence collar, (2) recent modifications in measurement
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procedures, and (3) the desire to acqualnt inspectors more
fully with the effects on collar measurements of the nu-
clear design (for example, burnable poisons and variable
enrichments) of present-day LWR fuel in Europo, a spe-
cialized tralning course was organlzed and held for
EURATOM inspectors during 6-13 December 1989 in
Belgium, The course was given in two sessions of three
days cach; a total of 13 ingpectors participated. Table
XVILis the course schedule and outline,

The course was extremely valuable because it pro-
vided the unlque combination of theoretical, laboratory,
and facility sessions in three successive days.  The
EURATOM collars had been calibrated on the Los Alamos
reference assemblics in October 1989,  The cross-
calibration procedures®3:86 that were used produced verifi-
cation accuracies of approximately 4% with no significant
bias, The accuracy quoted was for production assemblics
measured at the Franco-Belge de Fabrication de Com-
bustible (FBFC) facility ncar Dessel. These are 17 x 17-
rod arrays compared with the reference 15 x 15-rod Los
Alamos assembly. A correction was applicd (o account
for the heavy-metal-loading difference between the refer-
ence and FBEC assemblics. ‘This correction was success-
ful in that it produced no significant bias. Figure 47 is a
photograph of participants during verification measure-
ments inside one of the assembly stores at FBFC.

At the Venus Critical Facility, there is a great deal of
flexibility for configuring pin arrays, although their active
length is only 50 cm. We made calibration measurements
with three different types of poisoned rods (Ag-In-Cd,
Pyrex, and steel) that showed poisoned-rod cffects o be
lincar for the concentrations of interest, For example, the
ceffect of combining three kinds of poisoned rods could be
found by computing the product of the individual effects.
There is a practical application of this result in that com-
binations of poisoned rods are found in production
fucilitices,

The effort reguired to conduct this course was signifi-
cant, but worthwhile, It was agreed by all participants
that the course should be repeated, probably in May or
Jung of 1990,

3. ESARDA Symposium on Safeguards
and Nuclear Materials Management (J. E. Stew-
art, N-1; K, L. Coop, N-2; J. T. Markin and
E. A. Hakkila, N-4), Four Los Alamos stalf mem-
bers participated in and presented technical papers at the
Eleventh ESARDA Symposium on Safcguards and Nu-
clear Marerinls Management in Luxembourg (sce the
Publications List of this report).

C. Peoples Republic of China (E. A. Hakkila,
N-4),

Mr, Qiao Shengzhong, Radiochemistry Group Leader
at the Institute of Atomic Encrgy in Beljing arrived in Los
Afamos in May to work as a research associate in the
Safeguards Assay Group. He is involved in several NDA
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research and development projects in the group, particu-
larly in the active neutron measuroments of LWR fuel
assemblies,

The visit 18 & follow-up lo a previous visit by Mr,
Zhu Rongbao to assist the People's Republie of China in
developing safeguards exportise for thelr nuclear program,

D, Brazil

We continue to Interact with the Comissao Naclonal
de Encrgia Nuclear (CNEN) in Brazil, A planned third set
of spent-fuel measurements to be made by CNEN at the
Angra-1 reactor in 1989 was postponed for a varlety of
reasons, The measurements have been rescheduled for
sometime in carly 1990,

The measurements will be made on the same assem-
blics that were measured in the first two exercises, The
measurements arc being used o study the decay of
neutron-producing isotopes in spent-fuel assemblies.
Measured neatron count rate data are compared with caley-
lated data, The calculated rates are determined from a
burnup-depletion code that predicts the isotopic composi-
tion of the spent-fuel materials, Data from Angra-l are
very important for verifying the accuracy of the caleula-
tional methods,

A paper discussing the results of the first two sets of
measurements was presented at a reactor conference held in
Recife, Brazil on April 26-28, 1989, Dr. Marco Marzo of
CNEN presented the paper,

The third sct of measurements will complete the
cooperative effort under the current agreement between Los
Alamos and CNEN, There is interest in continuing these
types of measurements al Angra on other spent-fuel
assemblies.  Discussions on continuing the effort will be
held in April, 1990 during the visit of a Los Alamos staff
member 1o Bravil.,

E. The UK {C. A. Coulter, N-4).

In October, 1989, a Los Alamos stall member vis-
ited British Nuclear Fuels ple (BNFL), Risley Warrington,
England, and Cadarache Center, St. Paul lez Durance,
France, to discuss methods of anomaly detection and iden-
tification in nuclear materials processing fucilities. The
host at BNFL was Dr, Barry Jones, who has done exten-
sive work in developing joint Page's tests for detecting
anomalics in material unaccounted for (MUF) values. On
the first day, Dr. Jones arranged for a tour of the THORP
facility, which is being constructed at Scllafield, THORP
consists of two buildings: the Receipts and Storage
facility, which is currently undergoing commissioning
tests, and the Purex building proper, where equipment is
still being installed. When THORP is fully operational,
it is expected that the Receipts and Storage Facility will
process about three shipping casks per day.,

On the second day, we discussca Dr. Jones' work in
sequential testing and anomaly identification and Los
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Flg. 47. Particlpants at FBFC PWR fuel fabrication facility (Dessel,

Belgium) during NCC training course

Alamos work in modeling and simulation, Dr. Jones has
developed a joint Page's test for MUF that combines two
Page's tests, one with parameters sclected for sensitivity
carly in the sequence and one with parameters sclected for
sensitivity late in the sequence. In dddition, he has devel-
oped analytical methods for determining the appropriate
parameters for this test. Dr. Jones also discussed some of
his recent work in anomaly identification, in which he
introduces a “diversion” in simulated materials balance
values and then tries to determine what the most probable
diversion is by testing all possible uniform diversions
with varying beginning and ending periods within the
sequential test run; adjusting the tota' ymount of material
assumed diverted to obtain the best o the balance sc-
quence and then selecting as most probable, the diversion
scenario with the smallest mean square crror,

F. France

1. Facility Simulation (C. A. Coulter,
N-4). Our principal contact for collaborative work with
the Cadarache Cenlter is Dr. Antonio Giacometti. During
a recent visit to Cadarache, Dr, Glacometti described the
currcut status of his simulation/anomaly-detection pro-
gram Fil d'Ariane, and we summarized the status of our
simulation program FacSim (sce Part 2, Section B). Fil
d'Ariane consists of four parts: a simulation program
module, an optimal estimation module that applies Kalman
filtering techniques to facility measurement information,
an anomaly detection module for verifying paramcters of

R4

for EURATOM inspectors,

spent fuel to be reprocessed, and a set of expert system
modules for managing information and processing proce-
dures in the other program clements. Fil d'Arianc is being
applied to a section of the reprocessing plant test bed fa-
cility at Marcoule, France.

With Dr, Giacometti, we developed a work plan for a
joint program to apply Fil d'Arianc and FacSim to differ-
ent sections of a fuel-reprocessing/fuel-fabrication plant to
test the effectiveness of several potential anomaly detec-
tion algorithms,

2. Technical Collaboration on Waste As-
say (K. L. Coop and R. J. Estep, N-2). Onc Los
Alamos staff member spent a day at the CEA Laboratory
at Cadarache in carly June to tour their waste assay facili-
tics and develop a plan for joint ex;-eriments, Both partics
agreed to plan a joint effort to develop the combined
thermal/epithermal neutron (CTEN) method of waste assay
for 55-gallon drums. This method of assay uses a pulsed
neutron source to interrogate the waste container with both
thermal und epithermal neutrons; it was originally devel-
oped at Los Alamos to assay small (1 gallon) cans of
remotely handled waste.83 The French investigators will
visit Los Alamos carly in 1990 to learn more about the
technique, and then will configure their Promethee facility
to perform joint experiments at Cadarache, tentatively be-
ginning in the summer, Another Los Alamos staff mem-
ber also visited the CEA Laboratory in November (in
conjunction with a conference in Cadarache) to discuss
additlonal aspects of the planned experiments.



3. Joint Spent-Fuel Detector Measure-
ments with the French (P, M. Rinard, N-1),
We took a Los Alamos “fork” spent fuel detector®485 and
its ORAND-I electronics to the Cadarache Institute for
Technological Rescarch and Industrial Development for
comparison with the French “Python” detector.86 Both
instruments use ncutron and gross gamma-ray measure-
ments to determine the burnups and cooling times of
spent-fuel assemblies stored underwater, but have different
final objcctives and therefore different designs,

The fork was designed for safegugrds; it is portable
and Lakes data as quickly as Is practicable. Python verifics
the exposure of assemblics for criticality safety purposes
before the casks are loaded for transportation, Python
stays in a plant's storage pond and the assemblies are
brought to it, Python Is, therefore, large and heavy com-
pared to the fork and doces not need the portable electronics
offered by the GRAND-I.

In the experiments, small capsules of 252Cf and
137y were placed in the center of a fuel pin and moved
throughout a 17 x 17 array of fresh fuel ping, While the
source pin was raised, axial profiles were measured to help
determine the total responses of the instruments to com-
plete assemblies, The measurements show the relative
contributions, o the detectors' responses, of neutrons and
gamma rays [rom different pin locations,  Sums of these
measurements simulate total responses and show how the
instruments’ responses arce correlated. These measurements
were repeated for different concentrations of boron in the
water. In addition, neutron absorbing pins containing
gadolinium were inserted into the assembly to measure the
dampening of the neutror - vt rates,

The detector tubes i Python are much larger than
those in the fork but are placed {arther from an assembly,
The net result is that the fork generates aarger signals but
is less sensitive to fuel ping at the corners ol assembiics,
A lcad collimator in Python restricts its view of gamma
rays to about a centimeter of an assembly's length, while
the fork's ion chambers are uncollimated.

Examples of the measurements are shown in Figs,
48 and 49, where neutron count rates are given at different
boron concentrations.  (The fork has fission chambers
with and without cadmium wrapping, while Python has a
cadmium wrap only, Therefore, only data from cadmium-
wrapped fission chambers were compared.) From such
data it is concluded that the ratio of fork to Python neutron
count rates is 2.74 for water with .o boron and 3.16 for
water with 2000 to 3000 ppm boron, All of the neutron
correlations measured are shown in Fig. 50.

(. Other Bilateral Activities (E. A. Hakkila,
N-4),

We provided technical input to the US government
.or bilateral safeguards interactions with Japan, France, the

FRG, the UK, and EURATOM, A Los Alamos staff

member participated in bilateral discussions with France
and the UK.

Fork, Cd, O ppm B

‘%‘b- / :

Fork, Cd, 3000 ppm B
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Filg. 48. Neutron count rates from the fork
detector with a 17 x 17 array of fresh fuel pins
vary with source-pin locatlon as shown here for
boron concentrations of 0 and 3000 ppm. One
flssion chumber In a tine of the fork was pluced
along the row axls and the other wuas placed
ulong the opposite slde of the assembly, The
scales  of the plots are ldentical, so the
dampening effect of the boren is obvious, (The
small-amplitude ripples on the boundary of the
plot are artifacts of the surface-generation
process.)
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Flg. 49, These figures are similar to Fig,
45 but were taken with the Python detector
under the same conditions stated for the fork,
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Fig. 50. The correlation between the
fork and Python neutron count rates
depends on tae boron concentration as
shown here.

1IHI. NUCLEAR NONPROLIFERATION ACT
TRAINING (T. D. Reilly, L. B, Robinson, and
C.M,McCabe, N-1; E. A. Hukkila and K. K. S,
Pillay, N-4).

The 7th International Training Course on Implemen-
wtion of State Systems of Accounting for and Controf of
Nuclear Materials (SSAC) was presented 1-19 May 1989
in Santa Fe and Los Alamos, New Mexico, and Richland,
Washington. This course is sponsored jointly by the
IAEA and the US DOE and is mandated by a training pro-
vision in the Nuclear Nonproliferation Act of 1978, The
course deals with the safeguards requirements of the Trealy
on Nonproliferation of Nuclear Weapons and provides an
opportunity for participants to discuss safeguards with
serior IAEA personnel and senior personnel from States
and facilitics responsible for implementing international
safeguards procedures, '

The course staff was drawn from the US Departments
of Energy and State; the Nuclear Regulatory Commission;
Los Alames and Sandia Natinal Laboratories, the Advanced
Nuclear Fucls Corporation (ANF); the IAEA; the BEURATOM
Safeguards Directorate; the Nuclear (Atomic) Encegy Com-
missions of Argentina, Brazil, and Czechoslovakia; the
ALKEM facility FRG; Onuario Hydro, Ltd. of Canada; and
the Japan Nuclear Fuels Company, Ltd, Autendees came
from Argenting, Brazil, Chile, Venezuela, Cunada, Bulgaria,
France, Sweden, Algeria, Moioceo, South Africa, Zaire,
Bangladesh, Indoncsia, Iraq, Japan, the Peoples Republic
of China, thz Republic of Korca, Talwan, and Thailand,
The attendees hold important positions in their conntry's
nuclear establishment and have primary responsibilities for



‘nuclear materlals control and IAEA Interactions, Flgure
51 1s o photograph of the courso participants in Santy Fe,

'The SSAC course Is divided into five major parts:

«  Introduction to Nuclear Material Safoguards

+  Nuclear Material Measu ement Technology

o Nuclear Materlal Cosrol ind Accounting

Theory/lractice

+  Sufeguards at « Model Fuoi Fabrication Facility

¢« SSAC Deslgn Workshop,
The participants visit Los Alamos for demonstrations and
harids-on measuroments of both fresh- and spent-fucl mate-
rlals, They visit the Omega West Reactor and the Nuclear
Safeguards Rescarch Laboratory, Figure 52 shows one
subgroup measuring a BWR fuel assembly in the old Los
Alamos Safeguards Training Bullding, The weck in Rich-
fund Includes a general tour of the LWR fue! fabrication
plant operated by ANF and an extensive tour of ANF's
destructive and nondestructive measurement facilitics.

For the SSAC Design Workshop, the attendees di-
vide into four subgroups to design a saloguards system for

a Stato that has a small LWR fuel fabrication plant. Sig-
nificant Improvemonts in thiy year's workshop Included
moro cxtonsive writton matorials and now subgroup sos-
stony that provide a foundation for the final workshop,

The next SSAC course will bo presented 6-24 May
1991 and again will emphasize accountability in bulke
handling facilities, The US course 1§ prosonted every two
years, alternating with an SSAC course on ltem-
accounting facilities that 1s presonted in Yalta, USSR,
Thore also are several rogional SSAC courses that com-
plemoent the courses presented by the US and USSR,
These reglonal courses are presonted in Argenting,
Australla, Brazil, and Japan,

Tho 1989 course was well recelved, In addition to
promoting nuclear materials safeguards and nonprolifora-
tion goals, the course provides the attendees an opportu-
nity 1 visit several parts of the United States and to estab-
lish contacts with safoguards professionals from tho Unlted
States and many other countries, It provides an neresting
opportunity to further communication and understanding
botween different parts of the world community,

Flg. SI1.

SSAC course participunts during 1989,
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Flg, 52, One of the SSAC subgroups meuasures 8 BWR fuel assembly In the old Loy
Alamos Safeguurds Training Bullding,
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PART 5. RELATED SAFEGUARDS PROJECTS

In this part, we highlight R&D or implementation activities that are related
to our DOE/OSS safeguards programs but are sponsored by others.

I. PROGRAM OF TECHNICAL ASSIS-
TANCE FOR THE IAEA — POTAS

This was a busy year for POTAS tasks. A sampling
of activities includes:

‘ + Powder cxercise measurement of moisture in
MOX in Italy;

» Joint IAEA-USSR-US measurement of spent

~ fuel at the LANL Omega West Reactor;

« Installation of software for the core discharge
monitor at a Canadian reactor;

» Performance monitoring of continuous, unat-
tended operation for plutonium measurements
at a Fuel Fabrication Facility; and

+ Development of a multiplication corrected ncu-
tron coincidence technique for measuring fresh
MOX fuel assemblies underwater.

In addition, a training course for new inspectors was
given and a Los Alamos staff member finished his second
year in Vienna as a cost-free expert.

The TAEA has instituted a new system for support
program administration designed to improve the connec-
tion between final end user and developer. We look for-
ward to working with the IAEA in the coming year.

II. ARMS CONTROL VERIFICATION TECH-
NOLOGY

A. Chemical Weapons (CW) (K. E. Apt, CNSS,
and J. T. Markin, N-4),

Development of a verification regime for CW agree-
ments poses political, administrative, and technical chal-
lenges not encountered in verifying previous international
treatics. With the possible exception of conventional
forces, no other area of arms control (extant or proposcd)
has such a deeply intrusive verification framework.
Although previous arms control agreements have tended to
focus on weapons use and stockpiles, current concepts in
CW verification extend far down into the hicrarchy of
preparation for use, including stockpiling, CW production,
precursor production, and research.

We are developing a method for designing and evalu-
ating a verification system that encompasses the diversity
of facility types, chemicals, and activities involved in CW
verification. Elements of this method are derived in part
from the IAEA cxpericnce in verifying agreements with
parties to the Nonproliferation Treaty, namely the sys-
tematic approach to accounting for materials in various
forms. But the unique aspects of proposed CW agree-
ments (e.g., challenge inspections and investigation of
alleged usage) together with the potential resource inten-

siveness in monitoring large numbers of industrial facili-
ties that process a wide variety of chemicals necessitate a
new systems approach to the formulation of a CW verifi-
cation regime.

Developing a system for verifying a CW agreement
is essentially a problem of allocating limited resources
among candidate technologics and activities to maximize
the confidence that noncompliance with the agreement is
detected. Our system design and evaluation method is a
top-down hierarchical approach in which one begins with
the general verification requirements (types of facilities,
proscribed chemicals, or activities) and refines these into
facility/site-specific descriptions, noncompliance scenar-
ios, relevant verification activitics and technologies, and
verification criteria describing the system objectives in
terms of timely detection of a material breach of the
agreement.

Verification activities at each facility/site are organ-
ized in terms of key verification points, which are loca-
tions where activities or technologies are applied. Selec-
tion of these system elements at each key point is guided
by the noncompliance scenarios and their component ac-
tions that may be detected by the verification activitics or
technologies.

Candidate verification systems are compared by evalu-
ating the likelihood that they will detect the noncompli-
ance scenarios. For cases in which the likelihood can be
quantified as a detection probability, we choose the system
providing the best overall detection of noncompliance.
Alternatively, a qualitative comparison of candidate sys-
tems examines coverage of noncompliance scenarios to
ensure that all scenarios are addressed by at least one veri-

“fication activity and selects that system that optimizes the

verification activities that are relevant to the noncompli-
ance scenarios.

Application of a methodical approach to the defini-
tion of a verification system ensures an efficient allocation
of resources among competing verification technologies
and activities, provides a uniform rationale for selecting
system components, and is a basis for communicating the
reasons for technology decisions within the arms control
community.

B. FKFuel Cycle Simulation for Arms Control
Verification Studies (C. A. Coulter, E. A,
Hakkila, J. T. Markin, K. K. S. Pillay, W. D,
Stanbro, and R. B. Strittmatter, N-4; J. W,
Tape, N-DO/SG).

With support from internal Laboratory research funds

and the DOE Office of Arms Control, we have been devel-
oping a simulation model of a national nuclear fuel cycle

89



to study arms control agreements that limit military uses
of fissile materials. Decvelopment of this model was
continued in 1989, and we began converting the existing
sections of the model to a superior new simulation lan-
guage that has just become available. We presented a
paper on the simulation work at the Arms Control Verifi-
cation Technology Conference held at Los Alamos in
August 1989, The current status of the simulation effort
is summarized below. ,

» Development of the model kernel. Be-
cause the final simulation model and its associ-
ated data files will be quite large, we are taking
great care in developing a core set of generic
“housekeeping” procedures that will signifi-
cantly reduce the effort required to develop each
of the many sets of specialized modulcs that will
ultimately be required in the model. An carlier
version of this set of kernel routines is being
reformulated in the new simulation language,
and in the translation process, significant en-
hancements are being made. ‘

» Description of nuclear materials pro-
cessing facilities, We have previously de-
veloped a detailed, comprehensive computer
model, FacSim, for simulating thc operation of
nuclear materials processing facilities. FacSim
already has been used to describe portions of
several DOE weapons complex facilities, includ-
ing the projected SIS facility at INEL and por-
tions of the Los Alamos Plutonium Facility,
the Rocky Flats Plant, and the Savarn. ah River
Site. The FacSim model, in a scparate effort, is
now being converted to the same new simula-
tion language that is being used for the arms
control verification model. Many of the mod-
ules of FacSim will be incorporated into the
arms control verification model with fairly mi-
nor changes—primarily in the form of decreases
in the amount of detail needed for facility de-
scription,

+  Development of a nuclear reactor mud-
ule. We are formulating a completely new
simulation module to describe the operation of
nuclear reactors because this is our first in-
volvement in reactor simulations. This module
can describe arbitrary reactor types and can rep-
reseqt all phases of reactor opcration, including
shipping and receiving fresh and spent fuel,
periodic or continuous fuel-change operations,
and scheduled and unscheduled downtime.

* Development of a nuclear weapons mod-
ule. We have constructed 2 nuclear weapons
module that covers the manufacture of nuclear
weapons and their associated delivery systems
and platforms. The model simulates the weapon
system's deployment, maintcnance, and cventual
retirement.  The principal output of this module
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is the number of weapon systems of cach type
that are gvailable for use.

A weapon system is considered to consist of
two components: one or more warheads (or
gravity bombs) and a delivery system. The
weapon system is carried by a platform. As an
example, a bomber (a platform) could carry sev-
cral air-launched cruise missiles (delivery sys-
tems), each armed with one warhecad. The
bomber also might carry several gravity bombs
(the delivery system in this casc is notional) and
a number of short-range attack missiles, each of
which has its own warhcad. The model has been
structured to reflect the flexibility of deployment
options that are available in building up a
national nuclear strike system,

Production .of cach part of the national nu-
clear weapons system is controlled by an overall
production manager who uscs a prioritization
scheme to order the manufacture, This prioriti-
zation scheme reflccts the relative desirability of
di{ferent weapon systems and platforms as well
as the need to keep a balanced sirike force. The
supplies of U-235 and plutonium are constraints
in the building of nuclear warhcads. As the
parts arc produced, the commander of cach plat-
form type attempts to arm his units with the
most efficient mix of available weapons. Such
a choice is rather straightforward for a ballistic
missile submarine or a missile silo, but conld
become rather complex for a bomber. The plat-
form commander also orders unit maintenance at
regular intervals depending on the requirements
of the warheads, delivery systems, and platform,
In addition, he orders the retirement of units
with limited-lifctime components at appropriate
times. At retirement, U-235 and plutonium
usrd in the warheads are returned 1o a pool, after
a delay, to be recycled into new warhcads,

In the near future, we will enhance the
model to increase its realism. Added featurcs
will include simulating competition among dif-
ferent warhead types for available factory ca-
pacity, recycling platforms after retiring their
delivery sysiems, and rearming platforms during
their active lives to increase their effectivencss
ag adequate numbers of high-priority wcapons
systerns become availeble.

C. Warhead Dismantlement (E.
M. F. Mullen,
Stanbro, N-4).

A. Hakkila,
K. K. S. Pillay, and W. D,

We participated in nreparing the Laboratory's posi-
tion paper on warhead disposition. Los Alamos' scction
on Verification of Warhcad Dismantlement considered



problems associated with verifying numbers of warheads
dismantled, recovered nuclear material, and material storage
facilitics.

1I1. SYSTEMS ANALYSIS STUDIES OF NRTA
AT THE PLUTONIUM FUEL PRODUCTION
FACILITY (PFPF) (K. K. S. Pillay, J. F. Hafer,
and J. T. Markin, N-4; R. R. Picard, A-1)

As part of an agreement between the PNC of Japan
and DOE for cooperation on research and development

concerning nuclear materials control and accounting meas-

ures for safeguards, we have studied the safeguards systems
- for the PFPF. The objective of this project is to evaluate
the NRTA system proposed for the PFPF MOX fuel fab-
rication facility at Tokai.

We completed Phase-1 of this study during 1989 and
submitted a detailed report on the project and its accom-
plishments to DOE (N-4/89-421) in July. The Phase-I
study used design-basis data to illustrate good materials
accountancy and applied a generic computer program de-
veloped carlier at Los Alamos. This computer program is
known by the acronym MAWST, which stands for Mate-
rials Accountancy with Sequential Testing. We based the
database for MAWST on the idealized matcrial flow taken
from design-basis data for the FBR line at PFPF and
demonstrated the calculation of a materials balance using
MAWST. Assuming uniform losses, we calculated co-
variances of sequential MUFs and demonstrated the value
of scquential testing to detect protracted losses on a timely
basis. We rewrote the MAWST manual for use at PFPF
and transferred the MAWST program and input files to
PFPF.

We began Phase-II of this study in July 1489, Dur-
ing this phase, we plan to consider materials accounting at
PFPF based on operating data to incorporale non-stcady-
state material flows, more than one product specification,
and other facility-specific material movements. Also, we
have a parallel effort to develop a code to derive optimal
sampling plans for IAEA inspection.

IV, LOS ALAMOS VULNERABILITY RISK
ASSESSMENT (LAVA) (S. T. Smith, N-4)

The LAVA system is an original systematic ap-
proach to risk assessment that we developed to determine
vulncrabilities and risks inherent in massive, complicated
systems, Characteristics of such systems arc huge bodies
of imprecise dala, indeterminate (and possibly undetected)
events, large quantities of subjective information, and a
dearth of objective information. LAVA was developed as
a tool to help satisfy federal requirements for periodic vul-
nerability and risk assessments of a variety of systems and
to satisfy the resulting nced for an inexpensive, reusable,
automated risk assessment tool firmly rooted in science.
When the LAV A project began in 1983, there was no such
tool; LAVA was designed to fill that gap.

LAVA is an alternative to existing quantitative
methods; its approach is both objective and subjective and
the results are both quantitative and qualitative. In addi-
tion, LAVA is used by some agencies as a sclf-testing aid
in preparing for inspections, as a self-evaluating device in
testing compliance with various orders and criteria, and as
a cerlification device by an inspection team,

LAVA is a three-part systematic approach to risk
assessment that can be used to model a variety of applica-
tion systems such as computer sccurity systems, commu-
nications security systems, information security systems,
and others, The first part of LAVA is a mathematical
model that is based on classical risk assessment, hicrar-
chical multilevel system theory, decision theory, fuzzy
possibility theory, expert system theory, utility theory,
and cognitive science. The second part is the implementa-
tion of the mathematical risk model as a general software
engine, written in a commercially available programming
language for a large class of personal computers. The
third part is the application data sets written for a specific
application system. LAV A provides a framework for cre-
ating applications upon which the software engine oper-
ates; all application-specific information appears as data.

The user of a LAVA application is not required to
have knowledge of formal risk asscssment techniques. All
the technical expertise and specialized knowledge are built
into the software cngine and the application system.
LAVA applications (not all implemented as software sys-
tems) include the popular computer security application
and applications for nuclear power plant control rooms,
embedded systems, survivability systems, transborder data
flow systems, property control systems, nuclear process-
ing plant safeguards systems, and others, LAVA applica-
tion systems have becn in us¢ by federal government
agencices since 1984, the previous version of the computer-
and information-security application--LAVA/CIS, Version
1.01--is used by over 100 agencies at more than 500 sites.

Recent Modifications to LAVA, Over the
past three years since the release of LAVA/CIS Version
1.01, LAVA has progressed from a vulnerability assess-
ment system (LAVA Version 1,01) to a full-blown risk
asscssment system (LAVA Version 2.0). Besides the major
effort in developing and testing the general LAVA 2.0
software engine, four arcas of applications were developed
in 1989: LAVA/CIS, LAVA/FBI, LAVA/NSG, and
LAVA/OPSEC.

The LAVA 2.0 General Software Engine.
The LAVA 2.0 general software engine is compiled and
fully self-contained and runs under MS- or PC-DOS
(versions 2.0 and greater). No additional software other
than DOS is required to run LAVA 2.0, It runs on the
IBM-PC class of computers. Required hardware includes
(1) 512 K of available random-access memory, (2) a hard
disk with about 1 Mbyte of available space to storc
LAVA . EXE and the pcrmanent application data scts, and
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(3) a floppy disk drive for the diskette holding the volatile
application dala sets (the ones that are written {0 or altered
during an assessment). ‘

Instead of multiple code segments, LAVA 2.0 is
integrated into a single menu-driven program; the menu
items are selected with uscr-friendly light bars. Like pre-
vious versions, LAVA 2.0 applications are completely
self-documented. Besides the many definition and instruc-
tion screens, the LAVA 2.0 software engine now can
display specific definitions selected as needed by the user
during the progress of a LAVA assessment,

Besides an updated, much-improved vulnerability
assessment (VA) portion, the new version includes a con-
sequence analysis (CA) portion, making LAVA 2.0 a full
risk assessment software systemi. The CA portion com-
prises an asset-value estimation, a threat-strength estima-
tion, and both monetary and nonmonetary (or intangible)
impact analysis. Both the VA and CA sections have inde-
pendent report gencrators. The interactive VA question-
naire segment has hotkeys for backing up in the question-
nair¢ and for making a graceful emergency exit from the
questionnaire if necessary, The VA interactive, scoring,
and reporting segm.nts can be executed without doing the
CA scction. The interactive portion of the CA can be
exccuted before, after, or at the same time as the VA;
however, the CA scoring and reporting segments cannot
be run until after the VA has been completed. The CA
format can be tailored by the user.

In acdition, LAVA 2.0 includes a set of utility
options that permits the user to print unanswered ques-
tionnaires, partially answered questionndires as memory
refreshers in mid-assessment, fully-answered questionnaires
at thc completion of the VA for documentation, and
management worksheets for issue resolution, Finally, the
LAVA 2.0 software engine now has color capabilities for
those who have color monitors,

The data sets for computer- and information-security
application (LAVA/CIS) Version 1,01 have been modified
and expanded in Version 2.0. Some additional issucs have
been considered in the VA questionnaires, the security-
requirement deterinination has been modified slightly, the
underlying outcome set has been changed a little, and
many of the VA questions have been clarified. The
definition screens have been reorganized to show only one
definition per screen. All data sets for the CA portion are
rew. All in all, the new LAVA 2.0 software engine is
chock full of new features, all designed with the user in
mind,

LAVA/CIS The first applications-development
effort was to expand the general purpose LAVA/CIS data
sets into a complete risk assessment system compatible
with the new general software engine. The new version of
LAVA, LAVA/CIS Version 2.0, will be ready for relcase
on April 2, 1990. It will be released only to graduates of
a LAVA training class taught by the LAVA staff, Classes
will be held cither at Los Alamos or at a sitc requested by
a host agency.
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LAVA/FBI The second applications-development
effort was to tailor a version of the CIS of LAVA to mect
the special purposcs of the Federal Bureau of Investigation
(LAVA/FBI). The FBI has a dual computing environ-
ment, with Headquarters and the regional computing cen-
ters in one environment and all the ficld offices in the
other, LAVA/FBI has two parts 10 account for this duali-
ty. The LAVA/FBI software was delivered to the FBI in
October 1989,

LAVA/NSG The third applications-development
cffort was to model a framework for the potential devel-
opment of a nuclear safeguards application (LAVA/NSG).
This consisted of developing the threat, asset, outcome,
and safeguards function sets upon which an NSG applica-
tion could be based. The specific software implementation
of LAVA/NSG has not yet been funded.

LAVA/OPSEC The fourth applications-development
cffort, begun late in the year, was starting the development
of an operations security application (LAVA/ OPSEC) in
conjunction with (and funded by) the United States Secret
Service and the National Sccurity Agency. Progress to
date on this application includes the specification of the
threat, asset, and outcome sets, with a good start on defin-
ing the safeguards function sets. The software implemen-
tation of LAVA/OPSEC will continue through 1990,

V. ANOMALY DETECTION
A. Air Force (J. M. Prommel, N-4),

Because Los Alamos pioneered the theory and devel-
opment of automated anomaly detection, the Air Force has
requested that we take prototype software (developed else-
where) and test it operationally and as an adversary. The
Air Force also requested that Los Alamos provide the
technical leadership for enhancements and make recom-
mendations for future research,

This software, known as Haystack, was designed to
detect intrusions into selected Air Force mainframes by
downloading log-file information to a PC-248 for analy-
sis. The end user is the system security officer. Hay-
stack’s goal is to reduce enormous quantities of obscure
audit trail data to short summarics of user behaviors,
anomalous events, and sccurity incidents for further inves-
tigation of potential computer intrusions,

We began the project in October 1989 by preparing
the code for beta testing, fixing bugs, and making minor
enhancements. We now have installed the software at two
bela test sites and are planning an April 1990 tiger tcam
meeting of experts to evaluate the effectiveness of this
software as well as that of our own internal effort, W&S.
Haystack will undergo additional enhancement and will be
rcleased to the Air Force in September 1990,

This project benefits Los Alamos by allowing us to
lcarn more about alternative approaches to anomaly detec-
tion and to develop criteria and methods for testing the



effectiveness of this system, our own, and other systems.
By so doing, we continue our leadership role in anomaly
detection.

B. National Computer Secunty Center (NCSCO)
(H. S. Vaccaro, N-4).

Under a contract with the NCSC, we are testing our
anomaly detection concepts for computer security and
extending those concepts to mainframe and networked
computer systems, This year, we configured our detection
software, W&S, to analyze seven audit record formats
generated by the NCSC's Dockmaster computer,

Dockmaster is used by NCSC staff and software ven-
dors to evaluate computer security products. It also serves
as a communication hub for many people involved in
computer security rescarch and development. The machine
runs a B-1 rated Multics operating system, so its audit
trails arc of great interest. In fact, one of the earliest, and
now most fully developed, cxpert systems for computer
intrusion detection was writton by NCSC staff for Dock-
master. Staff who developed this system, called MIDAS,
are working with us on testing W&S and developing
cxtensions to the W&S concepts.

In October, we delivered an IBM RT workstation and
the specially configured W&S software to the NCSC for
testing. After initial trials on audit data from a separate
Multics testbed at the NCSC, it was decided to proceed
with full testing on Dockmaster audit data,

At the present time, the Dockmaster audit data are
being classified as SCI. To simplify data access, we
ported W&S to one of the Sun workstations adjacent to
the Dockmaster computer at NCSC. Data will be received
by the Sun via an Ethernet connection. We will not have
direct access either to the Sun or to the audit data; instead,
NCSC staff will conduct the actual tests on Dockmaster
data. This testing is expected to begin by March 1, 1990.

As part of the NCSC project, we also arc testing
W&S on controlled data sets. This has been carried out in
collaboration with Dr, Gunar E, Liepins of the Oak Ridge
National Laboratory. Thus far, tests have confirmed that
W&S can detect anomalies in data at near the optimal
nondetection and false alarm rates for simple data sets,
although W&S was designed primarily for more complex
data sets with many data ficlds and a sparse training set.
We believe it performs as well for these design points;
however, it has proven difficult to construct proper data
sets and compute optimal nondetection and false alarm
rates for more realistic data sets, These cfforts will con-
tinue during 1990. .

Major W&S software extensions are being completed
under this project as well. These are being completed
jointly with our DOE anomaly detection R&D project
described in Part 1, Scction 1LF.

VI. TECHNICAL ASSISTANCE TO LOS
ALAMOS

A. Closeout Activities for the Los Alamos
Molecular Laser Isotope Separation (MLIS) Pro-
gram (T. K. Li, P. Rinard, D. Siebelist, and
C. Schneider, N-1).

The Los Alamos MLIS program for plutonium,
which has been active at Los Alamos since 1982, was
terminated in FY 1989. In this report pericd, we helped
with closeout activities, including:

« the MLIS final report for the Nondestructive

Assay Instruments section;

* documentation for N-1-supported NDA in-

struments;

+ final holdup measurements for the batch tank,

the collector, and traps;

= a paper on the entire set of NDA instruments

that we developed for the MLIS program,

To provide important process-development and ac-
countability information, we devcloped and installed the
following five NDA instruments during the MLIS pro-
gram:

« an at-line enrichment diagnostic system for SIS-
I and -II projects;

« an in-line plutonium isotopic analysis system,
consisting of two measurement stations, onc for
gascous PuFg samples and another for solid and
solution samples;

+ an in-line fixed sodium iodide (Nal) monitoring
system consisting of six 2 x 2-in., two 2 x 24-
in,, and one 2 x 22-in. Nal detectors at seven
specified components in the flow loop;

» a high-resolution, portable, germanium gamma-
ray system for plutonium isotopic analysis at
various components and locations; and

« aportable Nal gamma-ray holdup monitor,

B. Assistance to the Los Alamos Nuclear Mate-
rial Storage Facility (T. E. Sampson, S. M.
Simmonds, C. M. Schneider, M. S. Krick, E.
A. Kern, and H. O. Menlove, N-1; F. Hsue,
0S-14).

We are continuing to work with the operators of Los
Alamos' new Nuclear Material Siorage Facility (NMSF)
to assist in providing instrumentation for the count room.

In past years we designed and wrote procurcment
specifications for the commercial purchase of a newly
designed passive NCC, the “flat-squared” counter.87 We
reviewed designs with the vendor in cooperation with OS
Division, accepted delivery of the instrument, tested it, and
installed new Los Alamos coincidence counting software,
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The instrument was installed in the NMSF this past year;
its use is awaiting facility startup.

In a similar fashion, we commercially procured a Los
Alamos-designed AWCC, which also was installed in the
NMSF this past year.

We wrote specifications for procuring two SGS in-
struments, then worked with the vendor to adapt his stan-
dard instrument to NMSF nceds. These two instruments
are cwrrently undergoing testing in our laboratory at Los
Alamos before the most current Los Alamos SGS soft-
ware is installed. Delivery to the NMSF is scheduled for
April 1990.
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A FRAM plutonium isotopic assay system, com-
pletely designed and constructed in our safeguards labora-
tory, was delivered to the NMSF this past year. This sys-
tem can measure two (expandable to four) samples simul-
tancously and will help facility operators interpret
calorimetry and NCC measurements,

This project has been an excellent example of coop-
cration between Los Alamos groups and cormmercial ven-
dors to provide needed NDA instruments and expertise in
the most timely and cost effective manner.



PUBLICATIONS/PRESENTATIONS

E. L. Adams, "Destructive Testing of 3He Proportional
Counter Tubes," Los Alamos National Laboratory report
LA-11705-MS (Dccember 1989),

Helium-3 proportional counter tubes are useful in the
nondestructive (active, passive, and delayed neutron)
assay of many types of nuclear materials. - It became
apparent in the mid-1970s that intense neutron
irradiation degraded the resolution and efficiency of the
tubes. Experiments were performed to document this
obscrvatio~, When californium shufflers were
introduced to assay fissile material, tube degradation
became a concern to shuffler designers. Further
testing was performed to quantify both the type of
radiation and the dose necessary to damage 3 He tubes,
This report presents the results of the study.

R. H. Augustson, "Role of IAEA Safeguards in Confi-
dence Building," presented at Conference on Technology-
Based Confidence Building, Santa Fe, New Mexico, July
9-14, 1989, Los Alamos National Laboratory document
LA-UR-89-2713,

In this paper, 1 will cxamine some attributes of
confidence building and connect them with how the
International Atomic Energy Agency (IAEA) interacts
with its member states in carrying out its safeguards
function. These interactions and the structure sct up
to define them help maintain and strengthen
confidence between the IAEA and the member states
and among these states.

G. L. Barlich, "How to Write Application Code That Even
a Sccurity Auditor Could Love," presented at the 12th DCE
Computer Security Group Conference, Amarillo, Texas,
May 2-4, 1989,

In the past, the application programmer was fre-
quently isolated from the computer security profes-
sional, The target machine might have various access
controls and security plans, but when the programmer
delivered a new application, it was rarely scrutinized
from a sccurity standpoint, Sccurity reviews of
application code are now being used to overcome this
apparent oversight, but these reviews are often
hampered by a lack of knowledge among
programirners of techniques that make code secure and
facilitate sccurity analysis of the code. This paper
informally describes 15 gencral principles for
producing good code that is casily reviewed. This
paper is not a formal guideline, but is intcnded as an
inside view of how one reviewer looks at code from a
security standpoint.

G. L. Barlich, "A PC-Based Analysis Package for Mcas-
urcment Control," presented at the 30th Annual Meeting
of the Institute of Nuclear Materials Management, Orlando,
Florida, July 9-12, 1989; Nucl. Mater. Manage. X VIII
(Proceedings Issuc), 446-447 (1989),

Systematic measurements of standards for measure-
ment-control purposes can generate large volumes of
data for analysis. Hand charting is tedious and error-
prone, so automated computer analysis is one solu-
tion. Commercial software packages are available for
such tasks, but licenses for these packages can be
expensive and some packages are not available for the
personal computers used at most sites. The
Safcguards Systems Group at Los Alamos developed
two simple measurement-control packages to meet
the needs described. Uscrs can exccute two versions
of MCCAT (Measurement Control Charts and Tests)
from source code and in the BASIC or dBase III lan-
guages. The analytical tools in this package are
described and their usc is explained.

G. L. Barlich and T. A, Kelly, "Software Design for the
Instrument Control Computer at New Special Recovery,"
Los Alamos National Laboratory report LA-11449-MS
(April 1989).

This report describes the software supplied by Los
Alamos National Laboratory to accompany the In-
strument Control Computer, a DEC VAX-11/750,
which is one part of an integrated nondestructive
assay system for the New Spccial Recovery Facility
at the Savannah River Plant. A short history of the
project is provided, and the system and the code
structure are described.

R. C. Bearse and R. M. Tisinger, "SNM Accounting
Systems - dBas~ Versus C," presented at the 30th Annual
Meecting of the Institute of Nuclear Materials Manage-
ment, Orlando, Florida, July 9-12, 1989; Nucl. Mater.
Manage. XVIII (Proceedings Issue), 648-653 (1989).

The Fuel Manufacturing Facility (FMF) at Argonne
National Laboratorics-West (ANL-W) in Idaho Falls
accomplishes its internal special nuclear material
accounting with a PC-based DYnamic Material
ACcounting (PC/DYMAC) system developed as a
collaboration between FMF and Los Alamos National
Laboratory staff members. This system compriscs
four computers communicating via floppy disks
containing transfer information. The accouniing
softwarc was written in dBASE and compiled under
Clipper. The decision was made to network the
computers and to speed the accounting process.
Morcover, it was decided to extend the collaboration
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to Sandia National Laboratory staff and to incorporate
their recently developed CAMUS and WATCH
systems to automate data input and to provide a
measure of material control. The current version of
the code is being translated into the C language. The
implications of such a change will be discussed.

G. E. Bosler and P, M. Rinard, "Safeguards Measurements
for Long-Term Storage of Spent Fuel," presented at ANS
1989 Winter Meeting, San Francisco, California, Novem-
ber 26-30, 1989. Los Alamos National Laboratory docu-
ment LA-UR-89-2238.

No abstract

G. E. Bosler, S. F. Klosterbuer, C. S. Johnson, W. R,
Hale, R. D. Marsh, and R. J. Dickinson, "Unattended
System for Monitoring Skip Movement at the Sellaficld
Facility in the United Kingdom," presented at INMM 30th
Annual Meeting, Orlando, Florida, July 9-12, 1989. Los
Alamos National Laboratory document LA-UR-89-2241,

An unattended system for monitoring spent-fuel
movement in the storage area of a reprocessing fa-
cility has been developed and tested. The system uses
radiation detectors to determine when fuel is being
moved and a video system to record images of the
container movement, In addition to the recorded
image, other recorded data include the date and time of
the movement and "fingerprint” information from the
radiation detectors. The direction of motion either
into or out of the storage pond is indicated on the
video image and on the printed readout. This system
was extensively tested at the Sellaficld Facility in the
United Kingdom, Ti.is paper gives the details of the
systecm design and presents results of the ficld
evaluation,

G. S. Brunson and G. J. Arnone, "A New System for
Analyzing Neutron Multiplicities: ' Characterization and
Some Specific Applications," Los Alamos National
Laboratory report LA-11701-MS, Nov. 1989,

We use a RAM chip to perform the functions of 15
parallel shift registers. This provides separate pulse
handling for up to 15 independent detector channels,
which results in a significant reduction of dead time
in the system as a whole. Our algorithm extracts
parameters describing the statistics of individual pulse
clusters (pulses from correlated neutrons). These
parameters include several probability ratios and
moments of various orders. The performance of the
system has been examined with respect to the
following factors: multiplication non-correlated
background, counter sensitivity, time width of the
window, and identity of the spontaneousty fissioning
isotopes (238Pu, 240Pu. 242Pu. 244Cm, and 252(‘:[‘).
The syste.n gives the same chain characteristics for

252Cf for count rates varying over three orders of
magnitude, thereby demonstrating successful unfold-
ing of overlapping chains.

"Computer Sccurity Test Plan for the Westinghouse-Han-
ford Restricted Data Transmission Controller," Los
Alamos National Laboratory, DOE Center for Computer
Security report CCS-89-02 (March 1989),

No abstract.

K. L. Coop, "A Combined Thermal/Epithermai Neutron
Interrogation Device to Assay Fissile Materials in Large
Containers," Proceedings of the 11th Annual Symposium
on Safcguards and Nuclear Matcrial Management, Euro-
pean Safeguards Research and Development Association,
European Centre Luxembourg, May 30 - June 1, 1989.

We used Monte Carlo techniques to investigate the
neutronic properties of a device designed to interrogate
large waste containers with both thermal and
epithermal neutrons. The interrogating spectrum is
obtained by gradually slowing down neutrons from a
pulsed source. Shortly after the pulse, the neutrons
are predominantly at epithermal encrgies, becoming
completely thermalized at later times, We calculated
the effects of using different moderating materials,
cavity sizes, and container matrices on the interrogat-
ing flux. Such a device could detect "lumpy" or
cadmium-shiclded uranium in non-hydrogenous ma-
trices and could provide assays of finely divided fissile
materials, regardless of hydrogen content.

K. L. Coop, "Neutron Dicaway Methods for Criticality
Safety Measurements of Fissile Waste," Proceedings for
the Intcrnational Topical Mceting on Safety Margins in
Criticality Safety, American Nuclear Society, Nov, 26-30,
1989, pp. 143-152,

The differential dicaway technique (DDT), which uses
a pulsed neutron source to interrogate containers of
fissile materials with thermal necutrons, is reviewed.
This method is widely used for certifying transuranic
nuclear wastes for eventual cmplacement at the Waste
Isolation Pilot Plant. For purposes of criticality
safety, an upper limit of 200 g of fissile material is
permitted in a 55-gal waste drum. Problems
involving waste-matrix effects and self-shiclding may
severely limit the accuracy of the DDT measurement.
A dicaway method that uses both thermal and
epithermal neutron interrogation, which has the
potential for reducing these problems, is being
developed. Recent experimental and calculational
results for this development are described.

J. S. Dreicer and W. J, Hunteman, "Los Alamos Center
for Computer Security Formal Computer Security Model,"
presented at the 30th Annual Meeting of the Institute of



Nuclear Materials Management, Orlando, Florida, July 9-12,
1989; Nucl, Mater, Manage. XVIIT (Proceedings Issue),
236-238 (1989).

This paper provides a bricf presentation of tiie formal
computer security model currently being developed at
the Los Alamos Department of Energy (DOE) Center
for Computer Security (CCS). The necd to test and
verify DOE computer security policy implenicntation
first motivated this effort, The actual analytical
model was a result of the integration of current
research in computer security and previous modeling
and research expericnces, The model is being devel-
oped to define a generic view of the computer and
network security domains, to provide a theoretical
basis for the design of a security model, and to address
the limitations of present formal mathematical
models for computer security, The fundamental
objective of computer sccurity is to prevent the
unauthorized and unaccountable access to a system,
The inherent vulnerabilities of computer systems
result in various threats from unauthorized access.
The foundation of the Los Alamos DOE CCS model
is a serics of functionally dependent probability
equations, relations, and expressions. The model is
undergoing continued discrimination and evolution.
We expect to apply the model to the discipline of the
Bell & LaPadula abstract scts of objects and subjects.

N. Ensslin, "Development of Neutron Multiplicity Coun-
ters for Safeguards Assay," presented at Institute of Nuclear
Materials Management (INMM), INMM Annual Meeting,
Orlando, Florida, July-5-9, 1989. Los Alamos National
Laboratory document LA-UR-89-2066) ‘

This paper reports on the development of a new
generation of neutron multiplicity counters for
assaying impure plutonium. The new counters will
be able to obtain three measured parameters from the
neutron multiplicity distribution and will be able to
determine sample mass, multiplication, and (o,n)
reaction rate, making it possible to obtain a more
matrix-independent assay of moist or impure mate-
rials. This paper describes the existing prototype
multiplicity counters and evaluates their performance
using assay variance as a figure of merit. The best
performance to date is obtained with a high-efficiency,
low dic-away-time thermal neutron counter with shift-
register electronics,

R. J. Estep, "A Computer Study of Source-Detector |

Geametrics Proposed for the Induced-Emission Tomography
of Transwanic Elements," Los Alamos National Laboratory
Program Technical Note LA-N2TN-89-477RE, Junc 6, 1989,

We describe two unusual source-detector geometries
that are proposcd for the tomographic imaging of
transuranic clements using beam interrogation. Both

geometries demonstrate a high inherent imaging
power. A proposed bremsstrahlung beam imaging
method proves to be feasible for imaging the impor-
tant uranium isotopes. Open geometry imaging
methods, which use uncollimated detectors, require
high-quality data to produce faithful images.

R. J. Estep, K. L. Coop, T. M. Deune, and J. E. Lujan,
"A Passive-Active Neutron Device for Assaying Remote-

Ttandled Transuranic Waste," Topical Meeting on Non-

destructive Assay of Radioactive Waste CEN, Cadarache,
France, November 17-22, 1989,

A combined passive-active neutron assay device was
constructed for assaying remote-handled transuranic
waste. A study of matrix and source position effects
in active assays showed that a knowledge of the
source position alone is not sufficient to correct for
position-related errors in highly moderating or ab-
sorbing matrices. An alternate function for the active
assay of solid fuel pellets was derived, although the
efficacy of this approach remains to be established.

P. E. Fehlau, "SNM-Detection Technology Update: A
Review of Recently Developed Equipment," talk and hand-
out for the Sanciia National Laboratories Workshop on
Entry-Control Technology, Altuquerque, NM, April 18-20,
1989 Los Alamos National Laboratory document LA-UR-
89-1290.

Los Alamos has been a center for developing and
cvaluating radiation instruments for measuring and
monitoring gamma-ray and neutron emissions from
special nuclear materials (SNM) since 1972, During
that period, we studied and devcloped different
methods and types of equipment for detecting SNM
radiation, evaluated much of the commercially
available SNM monitoring ecquipment, and transferred
to both manufacturers and uscrs technology and
information on how to best apply and maintain SNM
detecting equipment. This review concentrates on our
most recent experience in developing and evaluating
new monitoring equipment.

P. E. Fehlau, W. S. Murray, K. B. Butterfield, and H. F,
Atwater, "Hand-Held Verification Instruments for Intrinsic
Radiation Detection," Poster paper presented at the Con-
ference on DOE Technology Research and Development
for Arms Control and Verification, Los Alamos, NM,
August 29-31, 1989. Los Alamos National Laboratory
Computer program LA-CP-89-332.

The Los Alamos Advanced Nuclear Technology
Group has an extensive background in developing
portable, radiation-detecting instruments for applica-
tions in Nuclear Safeguards and for the DOE Nuclear
Emergency Search Team, Recently, the Group built
on this expericnce to develop ncutron and gamma-ray
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instruments for possible application to two forms of
verification: before-launch, non-nuclear verification
of test warheads and arms control treaty verification,
Three recently developed instruments are a hand-held,
stabilized, gamma-ray spectrometer; a hand-held, self-
contained neutron scintillation detector; and a
bricfcase-size, self-contained 3He neutron detector.

P. E. Fehlau, "Calibrating the Jomar JPM-22 Pedestrian
. SNM Monitor," Los Alamos National Laboratory report
LA~11643-M (August 1989).

. The Jomar JPM-22 is a commercial version of a
portal monitor developed at Los Alamos, The moni-
tor operates as a walk-through or wait-in SNM
monitor, This manual describes how to calibrate the
monitor's detection system and how to set its operat-
ing parameters for walk-through or wait-in operation,

R. G. Gutmacher, "Safeguards Approaches for an Indus-
trial-Scale Reprocessing Plant," Los Alamos National
Laboratory, Safeguards Systems Group, report N-4/89-566
(September 1989).

No abstract.

E. A. Hakkila, J. W. Barnes, and R. G. Gutmacher,
"Near-Real-Time Verification Approaches for the Process
Area of Reprocessing Plants," Proceedings of the 11th
ESARDA Annual Symposium on Safeguards and Nuclear
Material Management (Joint Research Centre, Ispra, Italy,
1989), ESARDA 22, pp.71-76.

Adoption of near-real-time accountancy in large re-
processing plants will necessitate more timely veri-
fication, We discuss techniques and instruments that
are suitable for on-site verification of inut, output,
waste streams, and in-process inventory estimation of
tanks, solvent extraction contactors, and concen-
trators. Calculations show that estimates of solvent
extraction contactor inventories may make an in-
significant contribution to the total uncertainty of the
material balance, relative to the contributions by
transfer and process tank inventory measurements.

E. A. Hakkila, "New Trends in Safeguards Measurement
Technology," presented at the 2nd Karlsruhe Intcrnational
Conference on Analytical Chemistry in Nuclear Technology,
Karlsruhe, Federal Republic of Germany, June 5-9, 1989,

No abstract
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E. A. Hakkila, J. W. Barnes, and R. G. Gutmacher, "Ncar-
Real-Time Verification Approaches for the Process Area of
Reprocessing Plants," Los Alamos National Laboratory
report LA-11615-MS (June 1989),

Near-real-time accounting is being considered as a
technique for improving accounting timcliness in
reprocessing plants, A major criticism of near-real-
time accounting is perceived disclosure of proprictary
data for International Atomic Energy Agency verifi-
cation, particularly in verifying the inventory of sol-
vent extraction contactors, This study indicates that
the contribution of uncertaintics in estimating the
inventory of pulsed columns or mixer settlers may be
insignificant campared with uncertainties in measured
throughput and measurable inventory for most
reprocessing plants; thus, verification may not be a
serious problem. Verification can become a problem
for plants with low throughput and low inventory in
process tanks if contactor inventory variations or
uncertaintics are greater than 25%. Each facility must
be evaluated with respect to its specific inventory and
throughput characteristics.

E. A. Hakkila, "Application of Process- Monitoring to
Verify Facility Design," presented at the 30th Annual
Meeting of the Institute of Nuclear Materials Manage-
ment, Orlando, Florida, July 9-12, 1989; Nucl. Mater.
Manage. XVIII (Proceedings Issue), 572-575 (1989).

Process monitoring has been proposed as a safeguards
measure to ensure that a facility is operating as
designed, or as a surveillance measure to ensure that
material is not removed from the facility in an
undeclared manner, In 4 process-monitoring system,
the facility operator monitors process operations such
as tank levels, densities, and temperatures; process
flows; and physical parameters such as valve posi-
tions to ensure that the operations performed are both
desired and required. At many facilities (for example,
Idaho), the process-monitoring system is also an
important safety feature to prevent criticality.

Verifying facility design is necessary for application
of safeguards in a reprocessing plant, Verifying all
pipes and valves through comparison of blueprints
with the as-built facility is an almost impossible task
with the International Atomic Energy Agency's
limited inspection resources. We propose applying
process monitoring for international safeguards fa-
cility design verification. By carefully selecting
process-operating variables, it may be possible to
verify that plant flo s are as described and that key
measurement points are not bypassed.



L. M. Harris, "A Nitty Gritty, Structured Approach to
Contingency Plan Testing," presented at the 12th DOE
Computer Security Group Conference, Amarillo, Texas,
May 2-4, 1989; Los Alamos National Laboratory. docu-
ment LA-UR-89-1003,

An important aspect of the contingency planning/
disaster recovery process is the on-going test and
cvaluation of the contingency plan, The purpose of
testing is to evaluate a facility's emergency response
preparcdness by examining the recovery procedures
and activitics as they are documented in the contin-
gency plan to ensure that, when exccuted, they suc-
cessfully recover computer operations,

Testing is proof of a contingency plan's cffectiveness.
This paper presents the Computer System Security
Officer with a practical approach to testing a
contingency plan by suggesting a structured approach
over the life cycle of the contingency plan, Different
methods of testing are presented for consideration, and
the benefits of cach method are discussed. The paper
addresses the following as they relate to DOE Order
5637.1: the usc of test plans and test scripts,
frequency of testing, and documenting of test results.

S.-T. Hsue and R. Zhu, "Poor Man's Densitometry,”
presented at Institute of Nuclear Materials Management
(INMM), INMM Annual Meeling, Orlando, Florida, July
9-12, 1989, Los Alamos National Laboratory document
LA-UR-89-1862,

We have developed two novel methods of determining
plutonium concentrations (and isotopic distribution)
that require po external radioactive sources or x-ray
generators but rely only on the natural radiation from
the plutonium, The methods are ideally suited to
assay reasonably pure plutonium solutions, such as
product solutions of reprocessing plants and ecluate
solutions from anion exchange columns, The meth-
ods can be appliced to aged or freshly separated pluto-
nium and can be uscd to measure plutonium concen-
trations in pipes or tanks, Because these methods do
not require expensive equipment, we call them "Poor
Man's Densitometry."

S.-T. Hsue, D. G. Langner, V. L. Longmire, H, O.
Menlove, P. A, Russo, and J. K. Sprinkle, Jr.,
“"Mecasurements of Plutonium Residues from Recovery
Processes," presented at Topical Mecting on Nondestruc-
tive Assay of Radioactive Waste, Cadarache, France,
November 2022, 1989, Los Alamos National Laboratory
document LA-UR-89-3699. '

Conventional methods of nondestructive assay (NDA)
have accurately assayed the plutonium content of
many forms of rclatively pure and homogencous bulk

items. However, physical and chemical hetero-
geneities and the high and variable impurity levels of
many categorics ol processing scrap bias the conven-
tional NDA results, The materials also present a
significant challenge to the assignment of reference
values to process materials for purposes of evaluating
the NDA methods.

A recent study using impure, heterogeneous, pyro-
chemical residues from americium molten salt extrac-
tion (MSE) has been aimed at evaluating NDA assay
methods based on conventional gamma-ray and neou-
tron measurcment techniques and enhanced with
analyses designed to address the problems of hetero-

- geneitics and impuritics. The study included a sig-
nificant effort to obtain reference values for the MSE
spent salts used in the study. Two of the improved
NDA techniques, suitable for in-line assay of pluto-
nium in bulk, show promisc for timely in-process
assays for onc of the most difficult pyrochemical
residues generated as well as for other impure hetero-
geneous scrap categorics,

W. J. Hunteman, “Lessons Learned in the DOE Computer
Sccurity Enhancement Review Program," Los Alamos Na-
tional Laboratory report LA-11614-MS (July 1989).

During the last four ycars, DOE has madc the most
detailed and cxtensive computer sccurity self-
cvaluation of any U.S. government organization,
The breadth and depth of the examination have
revealed some problems. Few of the problems arc
major; most are procedural, some administrative, a
few technical, and almost none systemic. This report
documents the lessons learned from one part of the
cvaluation process,

W. J. Hunteman, "Lessons Learned in the DOE Computer
Seccurity Enhancement Review Program,"” presented at the
12th DOE Computer Security Group Conference, Amarillo,
Texas, May 2-4, 1989.

During the last four ycars, DOE has made the most
detailed and extensive computer security self-
evaluation of any US Government organization. The
breadth and depth of the examination has revealed
some problems, A few of the problems are major,
most are procedural, some administrative, a few
technical, and almost nonc systemic. The DOE
facilitics have reccived a thorough and systematic
cxamination by some of the most knowledgeable
people in the United States. The examinations were
conducted in a nonadversarial manner and at minimal
cost to the Government,

The reviews were conducted as part of the DOE Center

for Computer Security (CCS) Computer Sccurity
Enhancement Review (CSER) program. Almost all
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of the computer security problems found during the
reviews involved some form of lack of management
or user awareness, Problems of this type do not ad-
mit to technical solutions, Improving management
and user knowledge of the problems and providing
access to expert information will help correct these
problem areas.

DOE Order 5637.1 establishes policies for most of
the computer security issues identified in this report,
DOE and DOE contractor sites nced additional infor-
mation, e.g., guides, that outline policy implemen-
tation. Development of the guides will provide DOE
contractors with suggested approaches for efficient
implementation of DOE policics. These guides
should contain suggested methods to implement the
policy without becoming part of the policy docu-
mentation, Maintaining indepe¢ndent guides will
allow rapid updating to reflect changes in technology
and computer sccurity policy implementation, If the
guides are useful, they will be used by the sites as
part of their everyday toolkit.

This paper is not an indictment of the DOE Classified
Computer Securily Program or any DOE site. Most
systems in DOE or DOE contractor facilitics do not
contain any of the problem arcas mentioned. The
proper interpretation of these findings is that the DOE
classified computer security program is very strong.
The largest problems confronting the program are
awarcness at all levels and the dissemination of
computer security information and solutions,

The program has been, and continues to be, a success!

W. J. Hunteman, "A Computer Security Advisor,” pre-
sented at the Intelligence Community's 7th Annual Al
Symposium, Langley, Virginia, October 4-6, 1989; Los
Alamos National Laboratory document LA-UR-89-3242,
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The rapid expansion of computer sccurity information
and technology has provided little support for the
security officer to identify and implement the
safeguards needed to secure a computing system, The
Department of Encrgy Center for Computer Security
is developing a knowledge-based computer security
system to provide expert knowledge to the sccurity
officer. The system is designed to provide an
integrated collection of policy requirements, safe-
guards, potential attack scenarios, and expert knowl-
edge to the security officer. The design goals for the
system include development of a comprehensive list
of safeguards based on policy requirements; collection
of a detailed description of the local computing
environment; production of a list of safcguards that
arc applicablc to the local computing environment

with guidance on the required implementation ap-
proach for cach safeguard; support "what-il" experi-
mentation to allow the sccurity officer to adjust the
local computing environment or reject specific safe-
guards because of resource limitations; generate, on
request, ADP Sccurity Plans and Sccurity Test Plans;
and providg, on request, justification or explanation of
~ cach decision throughout the process.

S.F. Klosterbuer, E, A. Kern, J, A, Painter, S, Takahashi,
"Unattended Mode Operation of Specialized NDA
Systems," presented at INMM 30th Annual Meeting,
Orlando, Florida, July 9-12, 1989. Los Alamos National
Laboratory document LA-UR-89-2151,

Nondestructive assay systems have been developed to
allow data acquisition equipment 1o operate unatiended
in an automated mixed oxide facility, reducing
inspector time in a facility and giving them time for
other activitics. Fewer inspector visits mean less
impact on plant operators, Neutron detectors are
located at key measurcment points in the facility.
Near cach detector is located an electronics cabinet,
which contains two JSR-11 shift registers, two
COMPAQ Portable 11T computers, and a printer, The
signal from the detector is split and sent to cach shift
register for redundancy and reliability, The software
for unatiended operation consists primarily of two
programs, COLLECT and REVIEW, The
COLLECT program runs on the computers in un-
attended operation; shift-register data arc acquired each
60 s. The COLLECT program distinguishes between
a normal background and a disconnccted signal,
between material moving near the detector and
material in the detector, and whether the material in
the detector is a sample or a californium
normalization source, Depending on the type of
assay, different data are stored on the hard disk.
During an inspection, the inspector stops the current
measurement campaign, examines the data from both
computers bricfly at the electronics cabinet, copics
the campaign data to floppy disk, and starts another
measurement campaign. These data are examined
later in another location using the REVIEW program
running on high performance microcomputers: a
COMPAQ DeskPro 386/20 or equivalent. The
REVIEW program uses graphical displays to enable
the inspector to quickly scarch through the massive
amounts v. accumulated data to learn when samples
were measured. Data from the desired measurements
are then transferred to the International Atomic En-
ergy Agency high-level neutron coincidence program
for further analysis,

M. S. Krick, L. Osborne, P. J. Polk, J. D, Atencio, and
C. Blork, "An In-Line Thermal-Ncutron Coincidence



Counter for WIPP Certification Measurements," Los
Alamos National Laboratory report LA-11674-M (October
1989),

A custom-designed, in-line, thermal-neutron coinci-
dence counter has been constructed for the certification
of plutonium waste intended for storage at the Waste
Isolation Pilot Plant. The mechanical and electrical
components of the system and its performance charac-
teristics are described.

M. S. Krizk, P. J. Polk, and J. D. Atencio, "Maintenance

 Neutron Coincidence Counter Manual," Los Alamos
National Laboratory report LA-11659-M (ISPO-304)
(September 1989). ‘

A compact thermal-neutron coincidence counter has
been constructed specifically for use by the Interna-
tional Atomic Energy Agency as a reference neutron
detector for maintenance activities. The counter is
designed for use only with 252Cf sources in SR-CF-
100 capsules. This manual describes the detector's
mechanical and electrical components and its operat-
ing characteristics.

T. K. Li, P. M, Rinard, C. M. Schneider, J. D. Atencio,
D. H. Hyman, K. E. Kroncke, J. A. Painter, R. Sicbelist,
and O. Holbrooks, "Development of NDA Instruments for
the Los Alamos SIS Facility," presented at INMM 30th
Annual Meeting, Orlando, Florida, July 9-12, 1989. Los
Alamos National Laboratory document LA-UR-89-2259,

The Los Alamos Special Isotope Separation Facility
produces special plutonium isotopes and converts
plutonium scrap by using the molecular laser isotope
separation (MLIS) process in a gascous plutonium
hexafluoride (PuFg) phase. To provide important
process-development and accountability information,
we have developed and installed four nondestructive
assay (NDA) instruments for that facility., These

instruments are (1) an in-line plutonivm isotopic

analysis system to measure plutonium isotopes in
gaseous, solid, and liquid phases, (2) an in-line
sodium iodide (Nal) monitoring system consisting of
six 2-in, by 2-in., two 2-in. hy 24 in., and on¢ 2-in.
by 22-in, Nal detectors at specified components (a
feed bottle, as feed-transfer cold trap, a compressor, a

heat exchanger, a collector, a nozzle prefilter, and a

tails cold trap) in the flow loop, (3) a portable high-
resolution germanium gamma-ray system for
plutonium isotopic analysis, and (4) a portable Nal
gamma-ray holdup monitor.

This paper discusses the measurement principles,
hardware and software designs, and performance asso-
ciated with thesc NDA instruments.

G. E. Liepins and H. S. Vaccaro, "Anomaly Detection:
Purpose and Framework," presented at the 12th National
Computer Security Conference, Baltimore, October 10-13,
1989; Proceedings 12th National Computer Security Con-
ference (National Computer Security Center, Ft. Meade,
Maryland, 1989), pp. 295-504.

This paper places anomaly detection of computer use
in the framework of overall computer security. A
balance of physical security, access security, anomaly
detection, misuse detection, and database management
is proposed to provide the maximum practical secu-
rity for computer systems. The fundamental concepts
of the anomaly detection module Wisdom and Sensc
(W&S), including rule representation, rule gencration,
rule pruning, and evidence combining, are presented.

J. T. Markin, "Randomization of Inspections,” presented
ai the 11th ESARDA Symposium on Safeguards and
Nuclear Material Management Proceedings 11th Annual
Symposium on Safeguards and Nuclear Material Man-
agement (Joint Research Center, Ispra, Italy, 1989),
ESARDA 22, pp. 253-258.

Assignment of inspection resources among facilities
inspected by the International Atomic Energy Agency
(IAEA) is a complex and important function affecting
the quality of these inspections and the safeguards
conclusions derived from them. Although the IAEA
currentiy meets essentially all of its safeguards goals,
future increases in the number of large bulk facilitics
combined with limited growth in inspection resources
may reduce the attainment of those goals. This report
.examines the potential role of randomized inspections
in improving the effectiveness and efficiency of
inspection activitics despite relative resource
reductions. Randomization of the inspection
activities at a single facility and randomization of
inspection among groups of facilities are considered.

J. T. Markin, "Future Directions for Safeguards De-
sign/Evaluation Tools," presented at the 1989 ANS Win-
ter Meeting, San Francisco, November 26-30, 1989;
Trans. Am. Nucl. Soc. 60, 218 (1989).

No abstract.

D. P. Martinez, "VMS ALAP 1.0: An Automated Audit
Trail Analysis Tool," presented at the 12th DOE
Computer Security Group Conference, Amarillo, Texas,
May 2-4, 1989; Los Alamos National Laboratory
document LA-UR-89-1511.

Because multiuser computer systems typically record
enormous quantitics of information about user and
sysiem activitics into system log files, auditing
computer user/system activities is a formidable task.
Recognizing that a manual audit of these log files is
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difficult and usually ineffective, the DOE Center for
Computer Security has developed an automated audit
trail analysis tool, Audit Log Analysis Package
(ALAP). ALAP employs methodology developed at
Los Alamos National Laboratory for the detection and
analysis of anomalous data in large databases. ALAP
is capable of processing vast amounts of audit data for
‘detection and analysis of anomalous computer user
and system behavior, The first application tool is
VMS ALAP 1.0, targeted for Digital Equipment
Corporation (DEC) Virtual Memory Systems (VMS).

D. P. Martinez, K. Redle, C. Steverson, and K. Swartz,
"VMS ALAP 1.2 for Computer Security Auditing," Los
Alamos National Laboratory, DOE Center for Computer
Security, manual LA-UR-89-3364,

No abstract

H. O. Menlove, R. H. Augustson, T. Ohtani, M. Seya,
S. Takahashi, R. Abedin-Zadeh, B. Hassan, and 8.
Napoli, "Remote-Controlled NDA Systems for Feed and
Storage at an Automated MOX Facility," presented at
INMM 30th Annual Meeting, Orlando, Florida, July 9-
12, 1989, (LA-UR-89-2152)

Nondestructive assay (NDA) systems have been
developed for use in an automated mixed oxide
(MOX) fabrication facility. Unique features have
been developed for the NDA systems to accommodate
robotic sample handling and remote operation, In
addition, the systems have been designed to obtain
International Atomic Energy Agency inspection data
without the need for an inspector at the facility at the
time of the measurements. The equipment is being
designed to operate continuously in an unattended
mode with data storage for periods of up to one
month, The two systems described in this paper
include a canister counter for the assay of MOX
powder at the input to the facility and a capsule
counter for the assay of complete liquid-metal fast
breeder reactor fuel assemblies at the output of the
plant. The design, performance characteristics, and
authentication of the two systems will be described.
The data related to reliability, precision, and stability
will be presented.

H. O. Menlove, M. M. Fowler, E. Garcia, A. Mayer, M.
C. Miller, R. R, Ryan, "The Measurement of Neutron
Emission from Ti Plus Dy Gas," presented at the Work-
shop on Cold Fusion Phenomena, Santa Fe, New Mexico,
May 23-24, 1989. Los Alamos National Laboratory docu-
ment LA-UR-89-1570.

We have measured neutron emissions from cylinders
of pressurized Dy gas mixed with various forms of Ti

metal chips and sponge. For some of the cascs, the
Ti was coated with a surface layer of Pd. The gas

102

pressure ranged from 20 atm to 50 atm, and the Ti
loadings ranged from 30 g to 200 g.

The neutrons were ‘measured using a high efficiency
(34%) cavity-type detector containi- g 18 3He wbes.
Random neutron emissions were observed as well as
time-corrclated neutron bursts, The time spread in an
individual burst was less than 200 ps.

The neutron emission was observed after the cylinder
had cooled in liquid nitrogen temperature and was
warming to room temperature. The bursts occurred
about 40 minutes into the warm-up phase, and the
random emission occurred for at least 12 hours after
the sample reached room temperature. This cycle
could only be repeated two or three times before ncu-
tron emission ceased.

The neutron emission rates were very lew and the 12-
hour random emission rate was 0.05-0.2 n/s.
However, this yield was still 11 above the back-
ground. The instantaneous necutron bursts were more
dramatic with yields several orders of magnitude
above the coincidence background rates.

H. O. Menlove and E. Garcia, "Update on the Measure-
ment of Neutron Emission from Ti Samples in Pressur-
ized D2 Gas," presented at the Cold Fusion Workshop,
Washington, DC, October 18, 1989. Los Alamos Na-
tional Laboratory document LA-UR-89-3633.

During the Workshop on Cold Fusion Phenomena,
Santa Fe, New Mexico, May 2, 1989, we reported
[Los Alamos National Laboratory report LA-11686-C
(September 1989)] on the measurcment of ncutrons
emitted during pressurized D7 gas experiments using
Ti and Pd samples. The experimental program has
continued since the Santa Fe meeting, and our data
base has more than doubled.

Our recent work has included detector upgrades, back-
ground investigations, acoustical emissions, and
sample preparation and procedure investigations.
This report will give a brief summary of our work in
the above areas.

H. O. Menlove, R. Abedin-Zadeh, and R, Zhu, "The
Analyses of Neutron Coincidence Data to Verify Both
Spontancous-Fission and Fissionable Isotopes,” Los
Alamos National Laboratory report LA-11639-MS
(August 1989),

For neutron coincidence counter applications to the
assay of plutonium samples, various calibration
methods can be used to evaluate the data. The reals
(R) and totals (T) rates can be used to predict the
induced-fission ratc. When this is done, the results
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give information related to both the spontaneous-
fission isotopes and the fissionable isotopes (induced
fission). The combination of both approaches is less
sensitive to the plutonium isotopic uncertainties than
the normal spontaneous-fission approach.

Five calibration methods are evaluated for a wide
variciy of sample types to emphasize the advantages
and disadvantages of the methods.

For certain sample categories with well-defined ge-

ometries, such as light-water reactor and fast breeder

reactor mixed-oxide fuel assemblies, a method is

presented that allows the verification of the declared
. isotopics within given constraints.

Recommendations are given on analysis procedures (o
reduce the assay errors for coincidence counting of any
type of sample.

H. O. Menlove, R. Palmer, G. W. Eccleston, and N.
Ensslin, "Flat-Squared Counter Design and Operation
Manual" Los Alamos National Laboratory report LA-
11635-M (July 1989).

A well-type neutron coincidence counter has been
designed for in-plant applications. The detector has
external neutron shielding and special design features
to give a uniform efficiency over the sample cavity.
In addition, the detector design is relatively
insensitive to sample matrix effects. This manual
describes the detector design, performance
characteristics, and calibration.

M. C. Miller, H. O. Menlove, R. H. Augustson, T.
Ohtani, M. Seya, and S. Takahashi, "Remote-Controlled
NDA Systems for Process Arcas in a MOX Facility," pre-
sented at INMM 30th Annual Meeting, Orlando, Florida,
July 9-12, 1989. Los Alamos National Laboratory docu-
ment LA-UR-89-2178.

Nondestructive assay (NDA) systems have been de-
signed and installed in the process arca of an auto-
mated mixed-oxide (MOX) fuel fabrication facility.
These instruments employ neutron coincidence count-
ing methods to measure the spontaneous-fission rate
of plutonium in the powders, pellets, and fuel pins in
the process area. The spontaneous fission rate and the
plutonium isotopic ratios determine the mass of plu-
tonium in the sample. Measurements can be either
attended or unattended. The fuel-pin assay system
(FPAS) resides above the robotic conveyor system
and measures the plutonium content in fuel-pin trays
containing up to 24 pins (~1 kg of plutonium). The
material accountancy glove-box (MAGRB) counters
consist of two slab detectors mounted on the sides of
the glove box to mecasure samples of powder or
pellets as they are brought to the load cell. Samples

measured by the MAGB counters may contain up to
18 kg of MOX. This paper describes the design and
performance of four systems: the fuel-pin assay
system and three separatc MAGB systems. The paper
also discusses the role of Monte Carlo transport
techniques in the detector design and subsequent
instrument calibration,

J. L. Parker and N. Ensslin, "Nondestructive Assay
Uncertainties - Present Status and Future Possibilities,”
presented at the American Nuclear Society, 1989 Annual
Meeting, San Frandsco, Califarnia, November 26-December
1, 1989, Los Alamos National Laboratory document LA-
UR-89-2196.

No abstract

J. L. Parker, "Near-Optimum Procedures for Half-Lifc
Measurement by High-Resolution Gamma-Ray Spec-
trometry," presented at International Committee for Ra-
dionuclide Metrology (ICRM), Braunschweig, Federal
Republic of Germany, June 6-8, 1989. (Full paper, Los
Alamos National Laboratory document LA-UR-89-1438).

A near-optimum procedure for using high-resolution
y-ray spectrometry to measure the half lives of
appropriate y-ray-emitting-nuclides is presented. It is
appropriate for measuring half lives in the range from
a few hours to perhaps a year. Among the important
points of the procedure arc the employment of the
reference source method for implicit correction of
pileup and deadtime losses; the use of full-energy
peak-area ratios as the fundamental measured quanti-
ties; and continuous, high-rate data acquisition to ob-
tain good results in a fraction of a half-life if desired.
Equations are given for estimating the precision of
the computed half-lives in terms of total measurement
time, number of spectral acquisitions, and the preci-
sion of peak-area ratios. Results of 169Yb half-life
measurements are given as an example of the proce-
dure’s application.

R. R. Picard and K. K. S. Pillay, "International Safe-
guards for a MOX Facility--Verification to Detect Pro-
tracted Falsification," Los Alamos National Laboratory
report LA-11609-MS (July 1989).

The theoretical underpinnings of sequential material
unaccounted for minus the difference statistic [(MUF-
D)] analysis are deveinped. Mcthodologically, proce-
dures applicable to sequzntial MUF data can, in many
cases, be adapted to the (MUF-D) problem, Detection
of protracted falsification is illustrated in a system
study of a modern, state-of-the-art mixed oxide fuel
fabrication facility.
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K. K. S. Pillay, Compilér, "Fundamentals of Materials
Accounting for Nuclear Safeguards," Los Alamos National
Laboratory report LA-11569-MS (April 1989).

Materials accounting is essential to providing the
necessary assurance for verifying the effectiveness of a
safcguards system, The use of measurements, analy-
ses, records, and reports to maintain knowledge of the
quantitics of nuclear material inventorics and
materials balances to verify the presence of special
nuclear materials are collectively known as materials
accounting for safeguards. This manual, prepared as
part of the resource materials for the Safeguards
Technology Training Program of the U.S. Depart-
ment of Energy, addresses fundamental aspects of
materials accounting, enriching and complementing
them with the first-hand experiences of authors from
varied disciplines. The topics range from highly
technical subjects to site-specific system designs and
policy discussions. This collection of papers ic
prepared by more than 25 professionals from the
nuclear safeguards ficld. Representing research
institutions, industrics, and regulatory agencies, the
authors create a unique resource for the annual course
titled "Materials Accounting for Nuclear Safeguards,”
which is offered at the Los Alamos National
Laboratory.

K. K. S. Piliay, "Fucl Fabrication Plant Nuclear Material
Accountancy System Elements," presented at the Interna-
tional Training Course on Implementation of State Sys-
tems of Accounting for and Control of Nuclear Materials,
Santa Fe, New Mexico, May 1-19, 1989, Los Alamos
National Laboratory document LA-UR-89-1185.

No abstract

K. K. S. Pillay, J. F. Hafer, and R, R, Picard, "Materials
Accounting and International Safeguards for MOX Facili-
tics," presented at the 30th Annual Mecting of the Insti-
tute of Nuclear Materials Management, Orlando, Florida,
July 9-12, 1989, Nucl. Mater. Manage. X VIII1 (Proceed-
ings Issue), 758-763 (1989).

Our experience with mixed oxide (MOX) fuel fabri-
cation facilities leads us to conciude that there is
inadequate guidance available to plant and process
designers to make materials accounting systems
timely, efficient, and minimally intrusive. A well-
designed state system for accounting and control of
nuclear materials would be beneficial to plant opera-
tions and verification by the International Atomic
Energy Agency (IAEA) or state regulatory agencies.
Among the difficult accounting problems that arise in
a large-scale MOX facility are the follow-
ing: (1) process steps (such as the blending and
splitting of powders) that require the accounting sys-
tem to track material flow, calculate quantities based

104

on previous measursments, and. propagate uncertain-
tics as part of data analysis; (2) extensive buffer
storage arcas involving long residence times that
necessitate frequent corrections for matcrial loss from
radioactive decay; and (3) facility accounting at one
level (for example, fucl pins) that must be reconciled
with verification measurements at another level (for
example, pin trays or assemblies).  Approaches to
addressing these problems include designing a special
facility, simulating material flow, developing soft-
ware for near-rcal-lime materials accounting, and
establishing achicvable verification goals. This paper
elaborates on these problems and proposes approaches
to a materials accounting system design that considers
facility, state, and JAEA safeguards and verification
objectives.

K. K. S. Pillay, "A Preliminary Report on Safeguards
Aspects of Geologic Disposal of Spent Nuclear Fuels,"
Los Alamos National Laboratory, Safeguards Systems
Group report N-4/89-425 (July 1989).

No abstract.

K. K. S. Pillay, R. R, Picard, J. F. Hafer, and J. T.
Markin, "Studies of Near-Real-Time Accounting for Nu-
clear Materials at a Mixed Oxide Fuel Fabrication
Facility: Phase-1," Los Alamos National Laboratory,
Safeguards Systems Group report N-4/89-421
(PNC-SA0850-89-004) (July 1989).

No abstract.

P. M. Rinard, T. W. Crane, T. Van Lyssel, K. E.
Kroncke, C. M. Schneider, and 5. C. Bourret, "A Delayed-
Neutron Monitor For A Liquid-Waste Stream With High
Gamma-Ray Intensity," Invited papcr, in Iroc. Interna-
tional Topical Meeting on Safety Margins in Criticality
Safety, San Francisco, California, November-26-30, 1989,
(American Nuclear Society, Inc., La Grange Park, Illinois,
60525), pp. 158-160.

An instrument has been built to monitor the uranium
concentration in a liquid-waste stream to avoid a
criticality accident in a downstream holding tank.
The measurement technique is based on the
production and counting of delayed ncutrons using the
"shuffler” process because the waste contains enough
fission products to produce a gamma-ray dose rate of
10 R/h on the surface of the assay tank.,

P. M. Rinard, T. Van Lyssel, K. E. Kroncke, C. M,
Schneider, and S. C. Bourret, "Monitoring a Liquid Waste
Stream with a Delayed-Neutron Instrument,” presented at
Topical Meeting on Nondestructive Assay of Radioactive
Waste, CEA-CENB Cadarache, France, November 20-22,
1989, Los Alamos National Laboratory document LA-
UR-89-3171.
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A flowing raffinate strcam is to be continuously
assayed by a delayed-neutron instrument to detect
concentrations of 235U that could causc a criticality
problem in a holding tank. The instrument is to
assay a concentration of 0.034 (g 235U)/L in 100 s
with a precision of 10% (1 o) and to operate unat-
tended for a few months at a time, so it can detect and
adjust for changes in the ncutron background, the
flow rate, and for electronic drifts and malfunctions.
In.laboratory tests with conditions slightly different
from what may be found in the plant, repcated assays
on a solution with 0.034 (g 235U)/L flowing at 80
L/ through the 2-L assay tank had relative precisions
between 9 and 11%.

T. E. Sampson, G. W. Nelson, and T. A, Kelley,
"FRAM: A Versatile Code for Analyzing the Isotopic
Composition of Plutonium from Gamma-Ray Pulse
Height Spectra,” Los Alamos Nationai Laboratory report
LA-11720-MS (December 1989).

We describe the characteristics and features and
demonstrate the performance of a new code for deter-
mining the isotopic composition of plutonium using
gamma-ray spectroscopy. This versatile code can
measure a wide range of isotopic compositions and is
extremely casy to tailor to specialized measurement
conditions. Mecasurement precision, accuracy, and
throughput arc significantly improved over previous
Los Alamos codes.

S. T. Smith, "LAVA and Classical Risk Analysis" pre-
sented at the Second International Computer Sccurity Risk
Management Model Builders Workshop, Ottawa, Canada,
Junc 20-22, 1989, Los Alamos National Laboratory
document LA-UR-89-1558.

LAVA (the Los Alamos Yulnecrability/Risk Asscss-
ment system) is a three-part systematic approach to
risk assessment that can be used to model risk assess-
ment for a varicty of application systems such as
computer security systems, communications sccurity
systems, information security systems, and others.
The first part of LAVA is the mathematical method-
ology based on hierarchical systems theory, fuzzy
systems theory, decision analysis, utility theory, and
cognitive science; clear relationships exist between
LAVA's approach and classical risk analysis, The
second part, written for a large class of personal com-
puters, is the general software engine that implements
the mathematical risk model. The third part is the
application data sets, each written for a specific appli-
cation system; all application-specific information is
data. Application models arc knowledge-based expert
systems to assess risks in application syskms compris-
ing sets of threats, asscts, undesirable outcomes, and
safeguards, The safeguards system modecl is in three
scgments: scts of safeguards functions for protecting

the assets from the threats hy preventing or ameliorat-
ing the undesirabic outcomes, sets of safcguards sub-
functions whose performance determines whether the
function is adequate and cornplete, and scts of issucs,
appearing as interactive questionnaires, whose meas-
ures .(in both monetary and linguistic terms) define
both the weaknesses in the safeguards system and the
potential costs of undesirable outcome occurrence.
The user need have no knowledge of formal risk
asscssment techniques--all the technical expertise and
specialized knowledge are built into the software
engine and the application system itself. LAVA appli-
cations include our popular computer/information secu-
rity application and applications for embedded
systems, survivability systems, transborder data flow
systems, property contrd systems, and others.
LAVA application systems have been in use by
federal government agencices since 1984,

S. T. Smith, "Modeling Risk Assessment Applications
with LAVA," in Proceedings of Fifth Annual Symposium
and Technical Displays on Physical and Electronic Security
(Armed Forces Cammunication and Electronic Association,’
Philadelphia Chapter, 1989), pp. A4-12-A4-15,

LAVA (the Los Alamos Yulncrability/Risk Asscss-
ment system) is a three-part systematic approach to
vulnerability and risk assessment that can be used to
maodel a variety of application systems such as physi-
cal or operational sccurity systems, communications
security systems, information security systems, and
others. Using LAVA, we build knowledge-based
expert systems to assess risks in application systems
comprising a subject system and a safeguards system,
The methodology provides a framework for creating a
varicty of applications systems upon which the gen-
eral software engine operates. All application-specific
information is supplicd as data and requires no code
changes in the general software engine. This paper
discusses the ingredients for creating a LAVA applica-
tion system.

S. T. Smith, "Risk Asscssment and LAVA's Dynamic
Threat Analysis,” in Proceedings 12th National Computer
Security Conference (National Computer Security Center,
Ft. Mcade, Maryland, 1969), pp. 483-494,

LAVA (the Los Alamos Yulncrability/Risk Assess-
ment system) is a three-part systematic approach to
risk assessment that can be used to model risk assess-
ment for a varicty of application systems such as
computer security systems, communications security
systems, and information sccurity systems. The first
part of LAV A is the mathematical methodology based
on such disciplines as hierarchical system theory,
event-tree analysis, possibility theory, and cognitive
science., The sccond part is the gencral software
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cngine, written for a large class of personal com-
puters, that implements the mathematical risk model.
The third part is the application data sets written for a
specific application system. The methodology pro-
vides a framework for creating applications for the
softwarc engine to operate upon; all application-spe-
cific information is data. Using LAVA, we build
knowledge-based expert systems to assess risks in ap-
plication systems comprising a subject system and a
safeguards system. The subject system model com-
priscs scts of threats, asscts, and undesirable out-
comes; because the threat to sccurity systems is ever-
changing, LAVA provides for an analysis of the dy-
namic aspects of the threat spectrum. The safeguards
system model compriscs sets of safeguards functions
for protecting the assets from the thieats by prevent-
ing or ameliorating the undesirable outcomes; scts of
safeguards subfunctions whose performance determine
whether the function is adequate and complete; and
scts of issues that appear as interactive questionnaires,
whose measures (in both monetary and linguistic
terms) define both the weaknesses in the safeguards
system and the potential costs of an undesirable out-
come occurring. The user need have no knowledgz of
formal risk assessment techniques--all the technical
cxpertise and specialized knowledge are built into the
software enginc and the application system itsclf.
LAVA applications include our popular computer
sccurity application and other applications for embed-
ded systems, survivability systems, transborder data-
flow systems, and property control systems, LAVA
application systems have been used by fedcral
government agencies since 1984,

J. K. Sprinkle, Jr., and L. A, Siovall, "HEU Drum Moni-
tor Manual (for Confirmatory Mecasurements)," Los
Alamos National Laboratory report LA-11517-M (June
1989).
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This manual describes the operation of the highly
enriched uranium (HEU) drum monitor, The drum
monitor measures the passive gamma-ray emissions
from a secaled shipi)ing container of HEU, These
emissions are from 235U and from daughters of 238y
and 232U. These radiations span a wide range of
energy; consequently, each is susceptible to attenuation
and shiclding to a different degree. The combination
of these measured gamma-ray rates with a weight
measurement provides a unique signature for cach
item, These unique signatures can be determined with
similar instruments at both ends of a material transfer
between Department of Energy facilities. A consis-
tent result from the two instruments indicates
malerial control has been achieved, specifically that
no material was lost or diverted. An additional
objective of this instrument is to separate the material
control issue from the measurement control issue.
This is achieved by not calibrating the instrument and

by reporting count rates instead of masses. Conse-
quently, the results do not include calibration uncer-
taintics, and therefore they are more precise, In addi-
tion, there are no sampling crrors, A signal unique to
the special nuclear material (SNM) is obtained nonde-
structively from the entire item, This instrument
complements traditional containment and surveillance
techniques by providing a precise measurement of an
attribute unique to the SNM in the sample.

J. K. Sprinkle, Jr., H. O. Menlove, N. Ensslin, and T.
W. Crane, "Mecasurcments of Uranium Waste Using A
Californium Shuffler," presented at Topical Mecting on
Nondestructive Assay of Radioactive Waste, Cadarache,
France, November 20-22, 1989, Los Alamos National
Laboratory document LA-UR-89-3740,

We describe a passive/active ncutron counter (PAN)
based on a 232ZCf shuffler for 208-L drums, It is a
flexible instrument that can be used to measure the
nuclear material content  of large containers. This
instrument is installed in the Portsmouth Gaseous
Diffusion Plant in Piketon, Ohio. This paper de-
scribes the results of a calibration for an iron matrix.
For 010 100 g 235y, the PAN m.cets our accuracy
goal of 10% and our precision goal of 1% for 100 g

35U, With its passive and active capability, this
shuffler addresses future needs for materials control
and accountability, and health, safety, and environ-
ment. The hardware portion of the counter is a good
candidate for transfer to the commercial sector, We
plan to focus our future waste assay efforts on devel-
oping more sophisticated analysis techniques for this
generic hardware, rather than developing customized
hardware for each application.

J. K. Sprinkle, Jr., G. E. Bosler, S. -T. Hsue, M. P. Kel-
logg, M. C. Miller, S. M. Simmonds, and A. R, Smith,
"Nondestructive Assay of Plutonium-Bearing Scrap and
Waste," in Proc. International Topical Meeting on Safety
Margins in Criticality Safety, San Francisco, California,
November-26-30, 1989, (American Nuclear Socicty, Inc.,
La Grange Park, Illinois, 60525), pp. 153-157.

Assay of plutonium-bearing scrap and waste (S&W)
for plutonium content is very difficult because of the
heterogeneous nature of the assay items, Segregation
of S&W into appropriate categorics has made - its
assay somcwhat casier. However, previous de-
velopment efforts have been hampered by the lack of
representative standards for the calibration and evalu-
ation of measurement performance. We have charac-
terized 25 S&W items to 2% or better, consisting of
three distinct S&W categories. We used these items
along with fabricated calibration standards to evaluate
two state-of-the-art nondestructive assay instruments:
a segmented gamma-ray scanner and a neutron coin-
cidence counter. We show that some difficult-to-




measure S&W samples can be assayed with less than
5% bias, but note that cach category of S&W requires
individual evaluation for measurement bias,

C. A. Steverson, "Detecting Change with Digital Imag-
ing: An Application in Nuclear Safeguards," Los Alamos
National Laboratory report LA-11632-MS (August 1989).

Recent advances in computer and imaging technology
have provided a cost effective means for the applica-
tion of image processing methods in a variety of dis-
ciplines. For sccurity and safeguards applications,
image subtraction and other methods of change detec-
tion have shown promise as a timely and efficient
solution to some sccurity problems. This report de-
scribes research done by the Safeguards Systems
Group at Los Alamos National Laboratory involving
the use of image subtraction and image processing
techniques for security applications,

C. A. Steverson, "Image Processing Software Develop-
ment for Materials Control and Verification,” Los Alamos
National Laboratory, Safeguards Systems Group, report
N-4/89-530 (September 1989).

No abstract.

C. A. Stéverson, "Investigating the Application of
Infrared Sensors to Monitoring Plutonium Holdup in
Processing Areas," Los Alamos National Laboratory,
Safeguards Systems Group, report N-4/89-531 (September
1989).

No abstract,

J. E. Stewart, R, R. Ferran, S. M. Simmonds, and H. O.
Mcnlove, "Calibration Parameters from Monte Carlo
Simulations for Ncutron Coincidence Assay of MOX Fucl
Elements: A Substitute for Standards?" in Proceedings of
the 11th Symposium on Safeguards and Nuclear Material
Management, Luxembourg, May 30-Junc 1, 1989, pp.
135-141. Los Alamos National Laboratory document LA-
UR-89-1772.

Results from application of a calculational model for
the two-parameter (singles and doubles) passive ncu-
tron coincidence assay of finished Fast Breeder Reactor
(FBR) subasscmblies are compared with calibration
measurements. Two assay instruments are considered;
the Universal Fast Breé¢der Reactor Subassembly
Counter (UFBC) and the Capsule Counter installed at

the Japanese Plutonium Fuel Production Facility
(PFPF). In the casc of US Fast Flux Test Facility
(FFTF) fuel, the absolute ratio of calculations to
measurcments for the muitiplication-corrected coinci-
dence calibration constant is +1.1 £ 1.0% (average of
four subassemblies) for the UFBC and -1.3 £ 0.6%
(average of five subassemblies) for the Capsule
Counter. For initial measurements of Japanese fucl
in the Capsule Counter, the absolute ratio is -1,0 +
0.7% for three JOYO subassemblies and +0.8 + 0.7%
for one MONJU subassembly. Calculations of rela-
tive effects such as the change in coinci‘cnce response
from, for example, subassembly can thickness or U
enrichment are more accurate (better than 0.5%) tnan
absolute calibration parameters. This very good accu-
racy offers more effective and less costly inspector
verification of finished FBR fuecl elements by
reducing reliance on physical standards to expand the
cross-calibration databascs.

K. E. Thomas and J. W. Barnes, "A Prcliminary Evalua-
tion of the Uranium Solidification Facility Materials
Accounting System," Los Alamos National Laboratory, .
Safeguards Systems Group, report N-4/89-473 (August
1989).

No abstract,

H. S. Vaccaro, "Delection of Anomalous Computer Ses-
sion Activity," presented at the 1989 IEEE Symposium
on Research in Security and Privacy, Oakland, California,
May 1-3, 1989; 1989 IEEE Computer Society Sympo-
sium on Security and Privacy (IEEE Compu.cr Socicty
Press, Washington, DC, 1989), pp. 280-289.

This paper bricfly discusses Wisdom and Scnsc
(W&S), a computer security anomaly detection sys-
tem developed at Los Alamos National Laboratory.
Anomaly detection provides another layer of defense
against computer misuse after physical security and
access security. W&S is statistically based. It auto-
matically generates rules from historical data and, in
terms of those rules, identifies computer transactions
that are at variance with historically established usage
patterns. Issues addressed in this paper include how
W&S generates rules from a necessarily small sample
of all possible transactions, how W&S deals with
inherently categorical data, and how W&S assists
system security officers in their review of audit logs.
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