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ABSTRACT

From January to December 1989, the Los Alamos Safeguards and Security
Research and Development (R&D) program carried out the activities described
in the first four parts of this report: Science and Technology Base Develop.
ment_ Basic Systems Design, Onsite Test and Evaluation and Facility Sup-
port, and International Safeguards. For the most part, these activities were
sponsored by the Department of Energy's Office of Safeguards and Security.

Part 1 covers development of the basic technology essential to continuing
improvements in the practice of safeguards and security, lt includes our com-
puter security R&D and the activities of the DOE Center for Computer Secu-
rity, which provides the basis for encouraging and disseminating this impor-
tant technology. Part 2 treats activities aimed at developing methods for
designing and evaluating safeguards systems, with special emphasis on the
integration of the several subsystems into a real safeguards _ystem. Part 3
describes efforts of direct assistance to the DOE and its contractors and in-

cludes consultation on materials control and accounting problems, develop.
ment and demonstration of specialized techniques and instruments, and
comprehensive participation in the design and demonstration of advanced safe-
guards systems. Although, in several cases, the implementation of tech-
nology is described, the implementation parts of these projects were funded by
DOE Program Offices, DOE Field Offices, or by the facilities themselves,
rather than the DOE/OSS; they are included in this report as the natural and
necessary result of our R&D activities. Part 3 also reports a series of train.
ing courses in various aspects of safeguards that makes the technology more
accessible to those who must apply it. Finally, Part 4 covers international
safeguards activities, including both support to the International Atomic
Energy Agency and bilateral exchanges. Ali of these efforts provide substan-
tial returns on our investment in technology transfer, not only in raising the
level of safeguards effectiveness throughout the world, but also in our benefit-
ting from field experiences in operating environments.

Part 5 reports several safeguards.related activities that have sponsors
other than the DOE/OSS. The final part of this report lists titles and
abstracts of Los Alamos safeguards R&D reports, technical journal articles,
and conference papers that were published in 1989.



ACRONYMS
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PART 1. SCIENCE AND TECHNOLOGY BASE DEVELOPMENT

L MATF_IALS CONTROL AND ACCOUNTING barc and neutron-shielded plutonium, We will continue to
(MC&A) assist as needed with developing the monitor,

A. Nuclear Materials Detection and Surveil- b. Hand.lteld SNM Verification Instru.
lance, merits, Hand-held SNM verification instruments are an

outgrowth of our work with hand-held SNM search
The objectives of this project are to develop nuclear instruments. We modified the search instrument design to

materials control technology by improving radiation- produce two types of prototype verification instruments; 4
monitoring techniques for the detection and su_veillance of a stabilized gamma-ray spectrome!er for verifying the
nuclear materials (for example, portal monitors, verifica- presence of penetrating plutonium gamma rays and a
tion stations, digital image analysis, and remote surveil- neutron-detection-ba_d instrument to verify the presence
lance instruments), ,and to continue to help Department of of plutonium by its neutron emission. These instruments
Energy (DOE) facilities specify, evaluate, calibrate, and duplicate some of the types of confirmation measurements
properly use portal monitors, u_d at Pantex for both war re,rye weapons and nonnu-

clear test assemblies. During the year, we p_u'ticipated in a
1. Portal Monitor Technology Develop- program with S_mdia National Laboratories, Albuquerque

ment (P. E. Fehlau, K. L. Coop, H. F. Atwater, (SNLA) and the DOE's Albuquerque Operations Office
and K. S. Allander, N-2). We contin,le to pursue (DOE/AL) to evaluate the instruments in pre-llight verifi-
methods to detect and identify special nuclear materials cation that Air Force test warheads are nonnuclear test
(SNM) by sensing its emitted radiation and have transferred assemblies (Fig. 1), The neutron instrument's re,iability
this technology through our applications guides 1,2 and and ease of use resulted in SNLA purchasing 30 commer-
other reports. We ',alsocontinue to transfer technology for cially produced, upgraded neutron instruments ('FSA Sys-
improving the availability of effective commercial SNM terns* NNV470) for use in further studies in the Air Force
monitors as we develop and evaluate new czluipment. This and the other military service test programs. Near the end
year our neutron-detection-based monitors 3 approached of the year, we proposed that the instruments also be ap-
commercial availability after successful in-plant tests, plied to SNM confirmation measurements at the Nevada

Also during this year, our hand-held neutron verification Test Site (NTS) on weapon components shipped there h)r
instruments 4 became commercfidly available. These topics as_mbly. (Portions of these activities were supported by
and some new initiatives that are underway are discussed DOE/AI_. and SNLA funding.)
below.

2. SNM Monitors at DOE Facilities(P.
a. Neutron-Detection-Based SNM Portal E. Fehlau and M. C. Lucas, N-2). We continue to

Monitors. The first in-plant evaluation of the pedestrian provide information on SNM monitoring and SNM moni-
version of our neutron-detection-basedport_d monitor was tor applications to DOE, its contractors, and others.
completed at the Savannah River Site (SRS). After the Those who made use of this service during the year in-
evaluation results reported by SRS confirmed the cluded Westinghouse Hanford Co. (WHC), Westinghouse
performance predicted from laboratory tests at I_a_sAlamos, Idaho Nuclear Co. (WINCO), the Portsmouth Gaseous
SRS asked for assistance with preparing purchase specifi- Diffusion Plant (GDP), the Oak Ridge YI2 PIL_nt, the
cations for the monitor. SRS plans to use commercially Ro_'.y Flats Plant (RFP), Mound Laboratory, Lawrence
produced neutron-detection-based monitors for detecting Livermore National Laboratory (LLNL), Los Alamos Na-
gamma-ray-shielded plutonium, a much more effective and tional Laboratory, SNLA, Brcx_khaven National Labora-
convenient detection means than the alternative of attempt- tory, Pacific Northwest Laboratory, Naval Seas Systems
ing to detect gamma-ray shields 'With metal detectors. Command, and the DOE's Central Training Academy
Westinghouse Hanford became interested in our neutron (CTA). We also provided more substantial assistance as
portal for the same purpose during the year. We demon- follows.
strated the portal for them at Los Alamos, and then loaned
them our second portal for an evaluation at Hanford. After
the portal was put into operation at Hanford, we assisted
them in developing a test plan for their evaluation, which
is scheduled to begin early in 1990.

F,'uniliarity with our neutron portal prompted SRS to
suggest another use for our detector design in a low-level

waste monitor. During the year, we assisted SRS in de- *'FSA Systems, Ltd., 1820 Delaware Pl:lte, Longrnont,
veloping a design for the monitor and carried out Monte CO 80501.
Carlo calculations on the expected sensitivity for detecting

4



Fig. I. The lightweight, hand-held verification Instruments can
provide a last minute, pre-flight verification that Air Force test war-
heads are nonnuclear. This step, together with othei: measures, guar-
antees a very high level of confidence that no mistakes will be made,

a. Entry-Control Workshops. We gave an Later, when the new monitoring t_oths were completed,
invited lecture on SNM monitoring at an SNLA Entry we helped Sandia put the SNM monitoring booths into
Control Workshop 5 and have accepted an invitation to operation and calibrate lhem.
give a presentation at an American Society for Testing and
Materials (ASTM) Symposium on Access Security c. Pantex SNM Monitor Calibration

Screening 6 to be held in 1990. Tile SNLA workshop of- Manual. In response to a request from tile plant, we
fered an excellent opportunity to discuss modern monitor- wrote a draft manual for calibrating and testing the TSA
ing capabilities with an audience from across the DOE Systems, Ltd., SNM portal monitors u_d at the plant for
complex, monitoring pedestriansand vehicle_. This type of monitor

is widely used, but it is an in.expensive monitor that is
b. SNLA Portal Monitor. We have been help- relatively difficult to calibrate using the manufacturer's

ing SNLA remedy problems with the SNM portal moni- maintenance manual. We visited the plant to review cali-
tors that they had been using and to instrument SNM bration and testing with l_hepersonnel from the electronics

monitoring booths in a new entry-control facility. At the repair, metrology, and security engineering departments
beginning of this year, we measured detector response to and to participate in a _xial calibration. Following that, we
simulate a monitoring booth and predicted Category II per- revised the manual arid provided the plant with final draft

formance' (detects 10 g of highly enriched uranium (HEU) copies. We expect the manual to be published as a report 8
or 0.29 g of low-burnup plutonium) for the new six- early in 1990.

detector entry-control monitoring booths (Fig. 2). At the d. Pantex Material Tracking System. We
same time, we helped to put a renovated walk-through assisted SNLA w_,tha technical review of a subcontractor's

portal into operation at the existing entry-control station proposal for a material tracking system at the Pantex
and then wrote and published a calibration manual 7 plant. Our conclusion that the proposed system had seri-

covering both the renovated and thenew booth monitors, ous shortcomings supported an independent review by plant



__ to a Los Alamos specification and will replace an earlier,

Gull Engineering (now out of business ) version, which
approximated our specification. The evaluated monitor,
which had a 29-inch portal width and plastic scintillators
in side cabinets only, uses a sequential probability ratio
monitoring method that allows it to serve as either a walk-
through or wait-in monitor, lt achieved Category II per-

SANDIA-LOSALAMOS formance (detecting 10 g of HEU or 0.29 g of low-burnupCOOPERATION
plutonium) as a walk-through monitor and Category III

SRMMONITORINGBOOTHS performance (detecting 3 g of HEU or 0.08 g of lOW-AT SANDIA AREA V
burnup plutonium) as a nominal 2-s wait-in monitor as
long as the pedestrian faced the detectors.9 Otherwise, the
wait-in performance was Category II. In both cases, the
nuisance alarm rate was 1 per 2500 passages. If necessary,

Fig. 2. The Sat_dla monitoring booths use the monitor's sensitivity could be increased by using a
six plastic scintillation detectors that lower alarm threshold that would also increase the nuisance
surround a pedestrian being Identified and "alarm rate; using an HEU region of interest for uranium

cleared tor passage. A security ' inspector monitoring, using a narrower portal width, or increasing
seated at a console is Informed of the out. the passagetime.
come or SNM monitoring. We completed this evaluation in two weeks with no

personnel. A second proposal by the subcontractor was delays and needed less than 30 minutes to initially operate
not mach better and the project is now on hold. the monitor and check its calibration. Los Alamos has

purchased this type of monitor to replace its existing por-

e. Shielding Test Objects for Metal De- tals. SNLA uses the basic design in its monitoring
tectors. We helped SNLA c,'eate suitable objects for booths. The Portsmouth GDP also purchased it, in a form
testing the capabilities of metal detectors to detect metallic that integrates its remote control unit with a metal detec-
SNM gamma-ray shielding materials. We based the size of tor, to replace its existing portal monitors.
the test objects on the amount of SNM that would have to
be contained under the assumption of protracted diversion b. National Nuclear Corporatmn Model
over a period of 40 days to remove two formula quantities DM.60. This monitor, which has a 24-inch portal
of either metallic HEU or metallic low-burnup plutonium width, is designed to detect contamination on body surfaces
(DOE order 5633.3). The smaller HEU shield weighing with uniform sensitivity, lt has more than twice the
144 g was used as Sandia's shielding test object. The low- detector area of the Jomar monitor, including very "arge
burnup plutonium shield weighed 2,9 kg and might be side detectors and additional head and foot detectors. The
impractical to carry, monitor achieved Category II operation as a walkthrough

monitor and Category III performance as a 3-s wait-in

3. Technical Evaluation of Commercial monitor, l0 The nuisance alarm rate was 1 per 2500 pas-

SNM Monitors (P. E. Fehlau, N-2). As part of an sages in walk-through operation and much less in wait-in
effort to track the performance of commercially available operation.

SNM monitors and to transfer skate of the art technology This monitor is not designed for SNM monitoring
to the industry, we evaluate promising new equipment in a and, as a result, its detector design and signal conditioning
laboratc, ry environment. We evaluated three monitors this are inefficient for the purpose. Calibrating and maintain-

year: a Los Alamos-designed monitor produced by a new ing the monitor is difficult because there is no way to
manufacturer, and two others that are high-sensitivity con- observe detector signals. A calibration scheme using the
tamination monitors now being offered as SNM monitors, monitor's internal computer is time consuming. The

a. Jomar Systems, Inc.,* Model JPM-22
SNM Portal Monitor. This monitor is manufactured

*Jomar Systems, Inc., 110 Eastgate Drive, Los Alamos, *National Nuclear Corp., 1904 Colony St., Mt. View,
NM 87544 (505) 662-9811. CA 94043 (415) 962-9220.



evaluation peried was extended by needed repairs, and an source through the portal iri 450 total pas_lges. 'File re-
electrical .safety problenl was encountered while making suiting detection probabilities for each of the three meth-
the repairs, txts were aiso identical with 95% confidence. Hence, we

concluded that tile three detection metheds are equivalent
c. TSA Systems, Ltd., Model SPM-904. and only secondary considerations would govern thechoice

This monitor, which is designed for use as a wait-in of which one to use. There may be a significant disadvan-
contamination monitor, also has a very large detector area rage to the digital filter because the intluence of past high-
with large side detectors on tx)th sides of tire portal and or low-radiation intensity in the portal may persist longer
smaller overhead and underf(×)t detectors. The evaluated than with the other methods. The recursive nature of the

monitor had a 24-inch portal width and was delivered filter leads to an eXlXmentially decreasing inlluence from
assembled and in operating condition, needing only minor past intensity measurements, whereas the other meth_xls
calibration adjusUnents before beginning routine use. The use only a few intensity measurements from the past. We
monitor achieved Category li operation as a 1-s wait-in will prepare a report o,_our study.
monitor at a nuis_mce alarm rate of 1 per l I(X) pas.,_lges.11
The monitor's performance could Dc, improv_t by reposi- 5. Device Verifica'.ion (K. L. Coop, G. S.
tioning a poorly placed occupancy sensor that forces a Brunson, and G. Arnone, N-2). We successfully
pedestrian to stand with part of his body in a relatively in- tested the large modular multiplicity counter for device
_nsitive area. Another worthwhile improvement would verification using large quantities of D38 and 6LiD
be to adopt a form of detection logic that would increase st,;rounding target materials o1"either D38 or 235U. We
the monitor's sensitivity when using longer wait-in times, placed a small 14-MEV neutron generator inside the

We completed the evaluation without incident. Our counter with the materials to Ix; irradiated. We n_easured

only problems were inaccuracies in the manual, the need to the multiplicities of emitted neutrons between intermgat-
dismount the electronics enclosure so that the cover could ing pulses from the generator and related them to the type
be opened for calibration, and investigating reputcxl errors and amount of target malerial. The major problem with
in software routines that the monitor uses during calibra- this technique is that the neutron generator irradiates the
tion. entire assembly, and the 14-MEV neutrons cau_ fission in

the large quantities of D38 surrounding the target material,
4. Technical Collaboration with France which interferes with the measurement.

(P. E. Fehlau, N-2). For several years, we have been A better interrogation method, such as using a
cooperating on matters pertaining to research, develop- bremsstrahlung beam from a linear accelerau)r, would tune-
ment, and testing to improve the physical protection of liorate this problem, because such a beam can be colli-
nuclear material with the French Commissariat a I'Energie mated to exclude much of the D38 from the field of view.
Atomique (CEA)center at Fontenay-aux-Roses. The basis We have not done these experiments however, because
for the c(×)pcration is a memorandum of understanding be- such measurements are no longer needed to solve verifica-
tween the CEA and the US DOE. This year we studied a tion problems at either Pantex or NTS. For this reason,
proposed French monitoring method based on enl!ancing we will terminate this project at its present stage, and redi-
the performance of their walk-through portal monitors rect our efforts to a problem of more immediate concern:
with a rccursive digiud filter.12 Our study compared the the detection of concealed SNM in packages and waste con-
proposed French method with moving-average scalers and tainers. Solutions to this type of problem may involve
sequential probability ratio testing methods used in this the m(xlular multiplicity counter and similar interrogation
country to enhance performance, techniques.

We used a computer-operated counter and software References 13 and 14 contain recent relx)rts on the
that we wrote to simultaneously analyze real-time data module that we use to collect and sort the data from the

from a lx)rtal monitor with each of the three detection modular multiplicity counter.
mcIh_xts. First, we used software with a range of operat-
ing parameters for each method to observe nuisance alarms 6. Monit:,ring Packages and Containers -

over a long time. That allowed us to select operating pa- Passive SNM Package Monitor for Uranium,
mmeters for each method to give the same statistical alarm (P. E. Fehlau, J. ,M. Ortiz, and K. S. Allander,
probability with 95% confidence. We then used those N-2). The question occasionally arises of whether some-
parameters in detection sensitivity tests. We conducted thing more effective than hand-held monitoring, but still
walkthrough tests using nine individuals to carry a test simple, can be done at entry-control stations for routinely



unonitoring hand-carried items for HEU. Last year we dc- C. Nondestructive Assay (NDA) Measurement
scribed a laboratory prototype uranium package monitor, Technology.
which is IBM-PC-controlled and based on incorporating
radiation detectors in and beside a load-cell weighing The objectives of this project are to develop and adapt
device. 15 This year we used the prototype to compare the state-of-the-an NDA techniques and instruments to meet

the needs of DOE and commercial nuclear facilities, as
detection sensitivity of' the monitor using two different well as those of safeguards inspection authorities for in-
gamma-ray energy regions for detection: one a narrow re- ventory verification.
gion optimized for bare HEU, and the other a very broad

region (with lower HEU sensitivity) that would also 1. Design of a New High-EMciency
include energetic, penetrating radiation from 232U and its Small-Sample Neutron Coincidence Counter
daughters. We compareddetectingshieldedweapons-grade (NCC) (M. C. Miller, H. O. Menlove, and P.
uranium, which contains some 232U, contained in hand- A. Russo, N-l). The coincidence count rate of

carried packages weighing up to 15 kg, using the two sufficiently small (that is, nonmultiplying) samples of
regions. The bre'._dregion, in which the more penetrating plutonium is a direct measure of the sample's effective
radiation is detected, approximately tripled the thickness of 240pu mass. For representative samples of known mass
lead needed to shield the HEU adequately We also im- and plutonium isotopic composition, this measured 240pu
proved the mechanical design of the prot_::_'t}e _ that it effective mass can be used to determine the total
can be moved to the!Portsmouth GDP for additional meas- plutonium content of the bulk item from which the

.sample was taken. The precision of this method improves
urements of uranium that contains less of the 232U iso- with increased counter efficiency. The accuracy relies on
tope daughters, the reproducibility of the counter efficiency with the

position of the small sample in the counter weil. As_ly
B. Materials Control Subsystem Definition uncertainties of 1% or better can be achieved.

and Development. Experience with our original inventory sample
(INVS) coincidence counter 17 has shown that under some

The objective of this project is to provide the DOE field conditions, the sample cannot be accurately posi-
complex with improved techniques for controlling and tioned. Under these circumstances, variations in counter
tracking material that can be interfaced with materials ac- response caused by axial position can cause a measurement
counting and physical protection subsystems, lt empha- bias. To eliminate this potential source of measurement
sizes defining and developing materials control compo- error, we are upgrading the original INVS counter. The
nents and subsystems for integration with other safeguards focus of the new design is a flattened axial response to
subsystems to provide defense-in-depth and to maximize minimize the effects of positioning, and an increased effi-
total .safeguards system effectiveness, ciency lhr improved precision. We used the Los Alamos

Monte Carlo code for neutron and photon transport
Digital Image Analysis for Materials Con- (MCNP),18 which provides great flexibility for such para-

trol (C, A. Steverson, N-4). We are focussing our metric studies to help optimize the design.attention on improvements in imaging hardware, software
development systems, and imaging software. We have The MCNP geome_y (Fig. 3) included the 3He
been investigating infrared technology, optical frequency detector tubes (including dead space), the high-density
charge coupled device camera technology, and other polyethylene moderator, and the graphite/polyethylene
imaging technology that will enhance our capability to endplugs. We made tallies to estimate both totals and
apply digital image processing to safeguarding nuclear coincidence count rates (Fig. 4). A 252C1"point source, in
materials at DOE facilities, various positions within the sample cavity, estimated the

We purchased a SUN 3/260 computer system and response function of the counter. The sample cavity is
configured it to provide a software development environ- 5 cm in diameter by 15 cm high. Efficiency is increased
ment for imaging projects; this environment supports the by incorporating two additional 3He tubes and by opti-
requirements of multi-person programming projects and really placing the tubes within the high-density polyethy-
provides the tools necessary for properly engineered soft- lene moderator, as well as by removing cadmium from the
ware. Imaging software, previously written for IBM original design. We extended the axial flat zone_
286/386-based computers, has been ported to the new plat- compared to the original INVS counter_by using a
form, and additional software has been added to our imag- combination of graphite and high density polyethylene and
ing library. New software that we developed during this increasing the active length of the tubes from 30 to 40 cre.
fiscal y_tr includes additional change-detection software, Table I compares the original and the new INVS counter
image registration capabilities, and histogr_a analysis ca- designs.
pabilities. Detailed information on software development We plan to investigz_te the use of the ratio of totals
may be found in Reference 16. in concentric rings of 3t-lc_tubes to determine the neutron



energy and to estimam the (c_,n) neutron production rate.
We also will be comparing the benefiL,_(higher eMciency)
vs drawbacks (higher background) of a third ring of 3tte
tubes.

3HeTube 2, Neutron O;incidence Counting _fftware
: (M. S. Krick and E. A. Kern, N-I). As part of

our efforts to standlu'dize software, we have developed two
neutron coincidence counting programs and released them
for use by NMT and eS Divisions at Los Ahunos. One is

; _ ('_ / "",,,.,.,._HighDensity designated NCC and is designed for passive neutron
Polyethylene coincidence counting of plutonium samples; the other is

_ ;//_'; i_/_il _/_,/,_, designated active well coincidence counter (AWCC) and is
:_f,,;; _:_//S: _ designed for active neutron counting oi" uranium samples.

f/!//,

//._f._ _/_ _: //_// They are general-purpose codes and are not intended for a

;__!;_ 2,(,Y/, specific facility, although some custom modifications will

_t l. _ _ be needed for specific app, icatk,ns. The NCC code a,_ is

_//_3 _/_//_/_ _ used at the Savannah River Phmt. Presently, the NCC antiAWCC programs run on IBM PC/AT or compatible
_,_ _!_ _ computers.,// /",

_y/ _, J//V,_._ High Density The two programs are very similar anti u_ a win-

"'-/_:_/ _Pt_e_/, .,,; _ Potyethylene dewed environment for nscr interactions. U_r menusCanmenus,

Z _ be ,selected as short form or long form, although a pass-
_//,_ _, word is required to access the long-torm which

z_,,;_ Z allow changes to be made in the calibration plu'ameters,
_,×, _7//://_9, _e Xut_ reference data, etc.

' ....//, ,,7./,/,_Jfi Table I. Comparison or Original and
_.{i_"7//"

/,X _)'," _/'2 Upgraded INVS Counter_,!, _/,Z .,

Graphite Original New
Item INVS INVS a

Fig. 3. Geometry plot of the MCNP model of
the new INVS counter show'lng 3He tube layout 3HeTubes
and material composition of the endplugs. Number 16 18

Active length 30 cm 40 cm

Counter height 48 cm 58 cm
1,06 _ 1 1 I 1 I

Counter diameter 27 cm 30 cm

1.04
Efficiency 30% 40%cn 0.02

z

o
u_ 1.oo ]: :[ Cadmium Yes No

til _

_ _
til

o.98 Graphite No Yes0,96 --, ,---- TOTALS

" ---*-- nEA_S Flat Zone b 5.7 cm 12 cm
0.94

0,92 I t ,J , _ _.... aBase,A on MCNP calculatiorts.

0 2 4 6 8 10 12 14 bDefineA as reals response variation of < + 2%AXIAL POSITION (cre)

(0 Is bollom oi san,pie chambeQ relative to center of cavity.

Fig. 4. Calculated totals and reals re-
sponse to a 252Cf point source as a func-
tion of axial position within the sample
cavity of the new INVS counter.



The NCC and AWCC programs are used tbr back- assigned by the user that tags ali measurement data. An
ground, measurement-control, calibration, assay, verifica- example might be "HEU oxide verif, meas.: Oct. 89." A
tion, and general-purpose measurements. Data can be Measurement Series ID remains in effect until changed by
entered from coincidence electronics, from the keyboard, or the user. Measurement series data are automatically _ved
from disk files. Ali measurement data and results can be on the hard disk. Any practical number of measurement
printed as they are produced, series can be stored simultaneously on the disk and any

The calibration measurementsproduce total and coin- series can be used at any time.
cidence count rates corrected for deadtime, background, and A measurement _ries can be copied to a tloppy disk
normalization. For plutonium measurements, these can be lhr storage or for transfer to another computer. Converse-
with or without multiplication correction. A least-squares ly, a measurement series can be recalled from a tloppy disk
fitting code (not part of the NCC and AWCC codes) must lhr additional measurements, reanalysis, or review. When
be used to obtain the calibration coefficients and associated a measurement series is copied to a floppy disk, the
uncertainties; these values are entered from the keyboard parameter database also is copied, so the Iloppy disk con-
into the database using the NCC and AWCC codes, tains a complete record of the measurements and analysis.

The database contains 'ali of the parameters required The results also are transferred to the floppy disk in t_-xt
lhr the measurements, including detector, source, calibra- format, so the results can be accessed easily by popular
tion, isotopic, and test parameters. These parameters are spreadsheet and databa._ software.
easily entered or edited through the data-entry windows
available in the long-form menus. Raw data and results 3. Calit'ornium lth Chamber as a Neutron
also are archived in the database and can be recalled and Source for Active Interrogation (C. R. llatcher,

displayed asd_sired. N-I). We are usin_ a 252Cf ion chamber that emits
Any practical number of detectors, sources, calibra- 3(X)0n/s to measure ':35U samples by the differential dic-

tion curves, etc. can be stored simultaneously in the away technique. 19 Such measurements require a neutron
database. A calibration curve can be created t,sing ()he de- detector with high counting efficiency and short die-away
tector and then used to perform assays with a different time. The neutron well countc. originally developed for
detector of the.same type; the necessary cross-referencing is multiplicity measurements 20 is well suited ibr thisdone automatically by the program.

The main identifier for archiving measurement data application because it has an efficiency of 16.5% _mda die-
away time of 11.5 gs. Figure 5 shows the geometry of a

from the NCC and AWCC codes is the Measurement polyethylene insert designed to fit into the well of theSeries identification number (ID), which is a name
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multiplicity counter for performing differential die-away tbr two 235U masses, one in each linear region of the call-
measurements. Near the center of the insert is a neutron bration curves, The l×)lyethylene annulus gives the best
scattering annulus, and inside the annulus is a 3-in.-diam precision tbr a 5-g sample and one of the best for a 100-g
by 3-in.-high sample chamber. The annulus can be sample. Other neutron scattering materials appear to
changed easily to vary the neutron scattering material, The harden the neutron spectrum, but also reduce the count
californium ion chamber is mounted below the sample rate,
chamber, with the californium source near the upper end of An MCS is not the ideal recording device for this
the ion chamber housing, application because of its long dead time (10-2 s) between

Neutrons detected by 3He detectors in the well sweeps. If we could replace the MCS with a cross-
counter are recorded with a multich,'mnel scaler (MCS). correlation coincidence counter based on shift-register tech-
"lhe sweep of the MCS is started when a fission fragment nology, the dead time would be largely eliminated. This
is detected in the ion chamber, which indicates that a spon- change would increase the count rate by a factor of ten, and
tancous fission has occurred in the 252Cf source. Some of would reduce the statistical uncertainties quoted in Table II

the neutrons emitted by the 252Cf source enter the detec- by a factor of three, Even with this improvement;
Ix)r, where they die away rapidly. Other neutrons enter the however, applications for such an instrument would be
lx_lyethylene insert and neutron scattering annulus; these limited because of its high cost and low precision
neutrons die away more slowly, and arc used to interrogate compared with other active neutron instruments,
uranium samples placed in the sample chamber. Figure 6
shows a differential die-away curve taken by the MCS wida 4. Measurement of Uranium Isotopic Ra-
a 103-g HEU standard in tlm measurement chamber. In the tlos with the FRAM Plutonium Isotopic Code
time interval from zero to 50 Us, we observe the expected ('r. E. Sampson, N-I). The FRAM (Fixed Energy,
1 1.5-I.ts die-away time. In the interval from 75 to 250 Its, Response Function Analysis_ with Multiple Efficiency)
the die-away time is much Itmger (136 Its), which is char- plutonium isotopic code 21 has been used routinely in the
acteristic of the polyethylene insert and neutron scattering Los Alamos Plutonium Facility (TA-55) for the past year
annulus. To obtain a measure of 235U mass, the area to measure a wide variety of materials. We are continuing
under the curve in Fig. 6 is integrated over the time win- to develop its capability and have demonstrated that the
dow from 70 to 250 Its. With no 235U in the sample same code that is in routine use for plutonium analysis
chamber, there is a significant count rate in the selected also can measure the ratio of 235U to 238U in uranium
time window because of accidental counts, that is, counts samples of arbitrary geometry and composition without
caused by neutrons that are not correlated with the sponta- any code modifications. To our knowledge this capability
neous fission event that started the MCS sweep, has never been demonstrated in any other ,plutonium iso-

We calibrated the instrument using HEU s'tandards in topic code.

the shape of 2-in.-diam disks, which were held on edge in We are investigating this capability with a variety of
the center of the sample chamber by a thin aluminum samples having 23. U fractions ranging from 0.3% to
holder. Calibration curves of count rate (reals plus aecl- 91%.
dentals) vs 235U mass have a steel) slope for the mass
region from zero to 10 g, and then begin to flatten out. In
the data analysis, we used a linear approximation for the TABLE II. Relative Probable Error in 235U
calibration curves in the region from zero to 10 g and in Mass for a 1000-s Measuremen! Using a Cf
the region from 40 to 240 g. Table II shows the relative hm Chamber
probable error in the measurement of 235U mass caused by

counting statistics for several neutron scattering annuli and Neutron Seatte'r'ing _ _
Annulus % %

5 ] ..... cn2 ..... 12 2'1

, _,./ , e ' ,,l_, ,, 2_
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Fig, 6. Differential die-away curve obtained
with a CII 2 annulus and a 103-g liEU sample.



5. Intrinsic Densitometry of tligh-Burn- measured by Fleissner. Subsequently, tire samples were
up Plutonium Solutions (S.-T. Hsue, N-l). crushed, blended, sampled, and analyzed with traditional

Although we developed the intrinsic densitometry tech- tmalytical chemical and mass spectrometric methods by
nique 2z for nondestructively as_ying low-burnup solu- group CLS-1 (Analytical Chemistry) at Los Alamos, 'l'he
tions at Los Alamos, we are extending i, to high-burnup results are compared in Table III for the effective specific
solutions. Seven solutions with concentrations from 5tj Ix_wer in watts/gram of plutonium as ¢teterminexl fro'n the
g/L to 3(X)g/L were prepared from high-burnup plutonium the nondestructive FRAM and Fleissner measurements on
samples. Six of the solutions were from one mix of the original heterogeneous samples and by destructive
plutonium isotopes; t,'_ seventh had a different isotopic chemical analysis on the crustled and blended samples
distribution. The plutonium concent1"ations were charac- (denoted CLS-1).
terized by titration and by K-edge densitometry, and the The second _md third coh, _ns in Table III show that
isotopic distribution was determined by mass spectrome- the analyses of FRAM and Fleissner give similar results
try. The intrinsic densitometry technique required 6 mL of with the FRAM bias being, perh,'q_s, slightly smaller,
solution from each sample. Each of the seven samples The average bias for ali five !_RAM results, a little over
was measured in 7 to 16 runs (1 h per run) to determine 2%, is consistent with tlmt found in a similar study by
repeatability. Four of the solutions were removed from Fleissner and Hume. 24 Of greatest importance, however,
the sample holder and measured later to determine repro- is the last column, This shows what the bias would have
ducibility. We found the assay precision for plutonium been if conventional nondestructive isotopic analysis,
concentration t,sing this technique to be a_ut 2% when which doesn't account for the heterogenc_)us Am/Pu, had
the samples are counted for 1 h. Further data analysis is been performed. The heterogenea_us analysis in the FRAM
underway, code reduced biases as large aL,.'60% to abotlt 2% -- a

significtmt improvement in materials accounting.
6. Nondestructive Assay of Pyrochemical

Process Residues. Plutonium in the bulk forms gen- b. (k_)metry-llased Multiplication Correc.
crated by scrap recovery operations is often chemically tion for NCC (D. G. Langner and P. A, Rtt,_so,
impure and physically and chemically heterogeneous, N-l). Multiplication corrections for neutron coincidence
Pyrochemieal residues, in particular, are lean and highly basal as_ys depend on knowledge of the (o_,n) produc-
impure chloride-salt-based materials in which the pluto- tion rate of the ,,_unple.25 There are many categories of
nium can coexist in both metallic and salt forms, the materials, however, for which neutron coincidence count-
_unericium content is typically high (from a few to tens of ing would be a desirable method of assay, but the (ez,n)
weight percent relative to plutonium), and the typical rate is unknown. Pyrochemical residues are such a class of
residue consists of heterogeneous and nonrepresentative materials.

chunks of various sizes. Minimizing the handling of such We have developed a new method of analysis that
highly radioactive materials requires assigning account- corrects for multiplication effects using knowledge of the
ability values to these ,esidues without removing them _mple geometry. This technique assumes that the sam-
from the pr_x:ess line st_ that they can be immediately pies being measured are of approximately constant chemi-
routed either to the next stage of prcx:essing or to waste cal composition but vary in plutonium fraction, sample
dislx>_l, density, and container loading, For cylindrical cans, the

technique assumes that the sample multiplication, M, is
a. Assay of Pyrochemical Residues with givenby

the FRAM Plutonium Isotopic Code (T. E.

Sampson, N.I). One of our main reasons for develop- M = k 239pu_e.-c,'ti-_ve- + 1
ing the F-'RAM21 cc)de was l,_ give the Los Alamos Pluto- r ( r + h)
nium Facility an _dditi,:mal method to measure samples

with heterogeneous Am/Pu ratios. Conventional pluto- where r and h are the _mple radius and fill l_eight, and k is
nium isotopic techniques do not give the correct Am/Pu a constant that depends primarily on the _lmple chemistry,
ratio if it is not the _me in ali of the plutonium in the but also is a function of the neutron energy spectrum of
_mple. This is the case with many types of pyrex:heroical the sample.
residues, which often contain americium in a _dt phase (as When this expression is substituted into the equa-
a chloride, for example) while the plutCmium is in a finely lions for neutron count rates (reals and totals) from the
divided metal phase, point model for neutron coincidence counting, 26 and the

A method developed by Fleissn(;r, 23,24 which assumption is made that the constant k is small enough
greatly reduces the errors involved in mea.,,uril)g these ma- that terms involving powers of k grca_.er than ()ne can be
terials, has been incorporated into the [:RAM t:ode. We ignored, an expression results that can bc fitted t,_ reals and
have tested the [:RAM code, tt,_part of a larger effort, on totals data obtained by measuring samples of knc)wn plu-
the salt residues from the molten salt extraction (MSE) lx)nium loading and isotopic compc)sition. This prcx:edure
pr_ess. Several of the .,mine samples that were measured gives calibration constants that arc particular to the class
by FRAM also were shipped to the RFP where they were of materials being measured, but are indc;p_',ndcnt of the
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TABLE III. Plutonium Isotopics Measurements Compared to
Chemistry

Bias without

Peff: ratio of Peff: r,,i:_ of II[eterogeneous
Sample ID FRAM/CLS-1 Fleissner/CLS-1 Analysis

MYE-1 0.9806 0,9612 1,27
M_SE-2 0.9451 0.9338 1.58 :
MSE-3 no FRAM data 0.9929

MSE..4 0.9523 0.9472 1,44
MSE-5 no FRAM data 0.9934
ARF876642 no FRAM data 0,9866
XBLPI21 1,0049 1.23
XBLP278 0,9905 1.09

sample geometry. The calibration constants are functions
of neutron detection efficiency, induced fission (IF) 1._0..... • ...........
moments, spontaneous fission moments, and coincidence
gate fraction, as well as the multiplication constant k. m
The derivation of this procedure will be de_ribed in detail
in a forthcoming LAMS report, 1.05

We have applied the technique to crushed MSE _ • • •
residues 27 and impure oxide materials from two different " •

' •
sources. The results for the residues are shown in Fig. 7, z _o0
the results for the impure oxides are shown in Fig. 8, The _ • •
technique also has been applied to pure oxide materials. _" 41

Figure 9 shows these results. ,_ • .
0.95 li III M

1.10 " , Al ' , • , , •

I ¢dl,ula2 I

• 0,90 ..... ' .... .._z_...... ..a , • _ • .
1500 2OOO

1,05 • 0 500 1000

• Pu-239 Ellocttve (g)

lo0 • Fig. 8. Assay results obtained using the
_: t A geometry-based multiplication correction
g, , technique divided by the reference value vs
" 239pu effective for two classes of Impure¢}
< •

0_ plutonium oxide samples.

t c. Assay of Pyrochemical Residues with
the Advanced Segmented Gamma Scanner (SGS)
(J. K. Sprinkle, Jr. and S.-T. Hsue, N-l; V. L.0.90 • 1 * _ I _ ,._.....d._ • J

0 _oo zoo _oo 400 _oo Longmire, NMT-4). Conventional NDA methods are
used to measure quite accurately the plutonium content of
many forms of relatively pure, homogeneous bulk items.

Pu.239 Eflecllve (tt) However, physical and chemical heterogeneities combined

Fig. 7. Assay results obtained using the with high and variable impurity levels, which are present
geometry,,based multiplication correction in many categories of processing scrap, produce biases in
technique divided by the reference value vs conventional NDA results, These categories of scrap also
239pu effective for crushed MSE spent salts, present a significant challenge to the assignment of refer-

ence values to selected items for evaluating new NDA
methods,
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isotopic distribution simultaneously. Tile facility has
,.,o _ _ ' '- ....... -_ installed a continuous-feeding disscHver in tile plutonium

recovery pr,.x:ess to speed tlp the ¢' :,solution of scrap and
waste, and, because this is not a batch process, the
concentration and isotopic distribution of the product

_05 solution are unknown and must be measured.

We developed the original plutonium SA131,32 ten
A , • years ago and installed it in Los Alamos°s Plutonium

"_ ,0o ..... A_......... Facility. Although thls instrument has served its puq_ose
" • • • by providing the capability ot" determining solution con-

centration in the process line, we also have addressed two
operational problems in the new design, Some of the so-

0,.,5 lutions at Los Alamos contain abnormally large amounts
of 237Np. In the original SAI, lmsays of plutonium solu-
tions contaminated with 237Np and 233pa can br; exces-
sively biased because of the presence of the 415.76-keV

o,,,, .................................................................................... gamma ray from 233pa. Also, some mechanical parts,
which worked well in the beginning, began to develop
problems in the hostile acid environmen.t of the glove box

Pu.:.au t_f_oct_voI_l after several years. Tile tungsten shutt_;r, although it is
gold plated, has a tendency to corrode in the acid atmo-

Fig. 9, ' Assay results obtained using the sphere, and after a period of time has difficulty in rotating
geometry-based multiplication correction and shuttering the transmission source. One purpose of
technique divided by the reference value vs the new SAI is to overcome these problems as well as to
2391'u effective for pure plutonium oxide include a plutonium isotopic determination capability.
samples. Protactinium 233 emits a 415.76-keV gamma ray

We recently evaluated _veral NDA methods in a that interferes with tile 413.71-keV gamma ray of 239pu,
study 28 using pyrochemical residues from MSE of the which is the main peak used in 239pu assay with the
amcricit_m. This category of scrap contains lumps of region-of.lnterest method of peak area determination. We
metallic plutonium in a salt matrix; tl_e americium has solved this problem by response-function fitting the over-
been partially exlaacted from the plutonium. We chose lapping peaks. Peak fitting also allows Ibr the presence of
these samples, which present one of the most difficult a potential pileup peak at 2 x 208 or 416 keV, although
measurement challenges, to study a large-bias case in the shape of the pileup peak may be different r_-omthe
conventional NDA measurements and to help evaluate the regular photopeak. Because the fitting techniqLle can

! ,lerate the pileup peak, the 0.76-mm-thick tungstea filternew measurement corrections in our advanced SGS. 27 We
,n front of the detector is not necessary and the 129.29-

also felt that any measurement techniques that were
effective for this calegory of scrap would perform keV peak also can be used to assay 239pu; this will
adequately for less difficult as_ly problems. Once reference improve the precision at low concentrations. We use the
values were obtained for several selected samples, it 129.29-, 345.014-, 375.01-, and 413.72-kev gamma rays
became tic,lr that the advanced SGS 29 showed significant of 239pu for the assay.

To make quantitative as_ys at these energies, sample
improvement over the traditional SGS. 30 The bias in the self-absorption corrections are necessary when assaying
results (summed over 14 s_unples) decreased from 9% to over a wide concentration range and a variety of solution
4%. The samples ranged from 52 g of 239pu per ilem to types. We selected 75Se as the transmission source;
384 g. Most of the correction was obtained by the ad- transmissions are measured at 136.(X), 279.53, and 4(X).65
vanced SGS in a few segments, because the metallic keV These transmissions are interpolated to other ener-lum_Jsusually were concentrated in a small volume in each
of the samples, gies by me,ms of quadratic fits.

To determine the plutonium isotopic distribution in a
relatively short time (<500 s) we use the multi-group7. Assay of Impure, Plutonium-RichPro-

tess Materials _ Plutonium _Hution Assay In. analysis 2 technique. 33 This technique uses the gamma-
strument (SAI) with Isotopic Capability (S.-T. ray information from 60 keV to 208 keV to determine the
ilsue, S. M. Simmonds, and T. Marks, N-l), plutonium isotopic distribu,.ion.
Plutonium SAIs often are used to determine plutonium The hardware ofthe new SAI (Fig. 10) that resides in
concentrations for accountability purposes. At the request tile glove box comprises three _gments. The top segment

contain_ the transmission source, the shutter, and theof the l..os Alamos Plutonium Facility, we have developed
an advanced in-plant system with a wide density range (1 - shutter motor. The shutter is driven by a dc gear motor;
3(X)g/l_) that determines both plutonium concentration and the direction of the shutter is controlled by a reversing

actuator. This segment of the SAI will be filled with
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Fig. 10. Sample chamber of the advanced SA! residing In the glove box. The top
portion contains the transmission source, tile tungsten shutter, and the shutter motor.

clean air to prevent acid corrosion. The second segment is cidence Counter (HLNC-II) assays of uranium-plutonium
primarily a stainless steel housing filled with I_ld to shield MOX powders. The experiments al_ tested and calibrated
the detecvor from background radiations; the center of this two prototype detectors designed for independently measur-
segment is a tungsten collimator for the transmission ing the amount of moisture in MOX and PuO2 samples.
source. The bottom segment is a plastic well that holds Previous calculational studies on HLNC-II measure-

the sample solution during assay. This segment is hing(xl ments of moist PuO2 powders 34 quantified the compo-
and can be opened for ,sample loading and unloading, nents of the assay bias and indicated that if the wt% o1'

The new system is scheduled to be completed by water in the samp'le were known, a correlation could Ix:
April 1990 and will be installed soon afterward in the used successfully to cf)rrect HLNC-¿I as_ys.
plant. The Collaboration. As part of the Italian Sup-

port Program to the International Atomic Energy Agency
8. A Method for Accurate Moisture Cor- (IAEA), ENEA-Cassaccia made arrangements with the

rectlons to Passive Neutron Coincidence As- EUREX plant at Saluggia to make available ~1100 g of
says of Bulk Mi,ted-Oxide (MOX) Powders (J. MOX for the experiments. Before the exerci_, the plam
E. Stewart and H. O. Menh)ve, N-l; M. Aparo (levcloped an innovative approach for adding controlled
and F. Troiani, ENEA) amounts of water to the powder to pr(xtuce a homoge-

neous mixture. Representatives of the IAEA, the Com-
Introduction. Experiments were completed at mission of European Communities (CEC) SafeguardF_

Saluggia, Italy to establish quantitatively the elf eeLs of Directorate (Luxembourg), the CEC Joint Research Centre
entrained sample moisture on High Level Neutron Coin-

i
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(Ispra), and Los Alamos, participated in the exercise along

with tho_ from ENEA (Cassaccia anct Saluggia), .,_._, POLVETHYLENEMoisture Monitors, Los Alamos provided two
prototype moisture monitors for the MOX meastlrements C2
.'it Saluggia, Both monitors include a stanctarct HLNC-II, _

The first monitor conslsL,_of three additional 3He deteclor (.-.3 O ("_ TM'"tubes in polyethylene moderator blocks, which are [L.J /---_\ :}He

attached to tile exterior of the HLNC-II to form a Girdle ........... "_ _ DETECTOR

The second prototype is essentially an HLNC-II with no // (.__ ,!, ,.polyethylene mc×terator and only six 3Lie ctetcctors (instead _

of the standard 18), This unit is called the, Air Counter/ [ C) " " C)HLNC-II because of tile absence of a mcxterator, Both f

prototype monitors are shown irl Fig, li and tile HLNC- \| O * OII/ Girdle is shown in Fig, 12, "Fh_ Monte Carlo _

simulationFig.13, geotnetry of the HLNC-II/Girdle is shown in O "',. ,'" O

Results, Both prototyl_e units and a EUREX-plant / GIRDLEUNIT

detector similar tc,the iIL,NC-II were used to measure ali 0 0 0 // (1 o, 3)of the MOX sample_ 'lightly coJltrolled moisture concen- /
trations between 0 and 9 wt% were obtained inside a glove r,,..... ..I
box for two MOX masses (-6()0 g a:ld ~ 1100 g), Calibra-
tion curves were developed for both moisture Inonitor
prototypes.

Multiplication-corrected coincidence assays were
computed for ali samples both with and without correc-
tions for moisture. ']'he 1)crl'ornlatw(, figures for the two Fig, 12, Full secth)n vh,w of the ltI,NCII/
prototype moisture monitors are cc)t))pared in Table IV as Girdle moisture monitor.
average biases in HLNC-II ass:lys of 240pu-effcctive
masses for ali sami)ics. Fou, cases arc represented: (1)no "Fable IV idlows that the HLNC-II/Girdle measure-
correction for moisture, (2) a correction based on the ment is only slightly less accurate than the ease in which
known moisture concentrations, (3) the correction obtained the water concentration ix knc_wn from weighing, The Air
from the HLNC-II/Girdle moisture measurement, and (4) Counter/t-lLNG.II results arc certainly an improvement
the correction determined from the Air Counter/HLNC-II over the no-correction case, aiid show a smaller bias but
moisture measurement, more scatter than results from tile ttl_.NC-II/Girdle. Figure

14 shows the HLNC-II multiplication-corrected real coin-
cidence rate divided by the 2'l(ll'u(effective) mass vs water

t:tLIKC___GIBD_L__ A!BCO_ content for both sample masses. The data have been
c.'_rrected for the moisture bias using th_ moisture content

---_,.:__ _--:3r._ 1 cletermined from the t ILNC-ll/(;irdle tolals ratio in combi-

"_-_-__:_-_ nation with a colTelatiow clescribcd irl Ref, 34.
' .7_-.--..?" 3H, Conclusions

F _----:-_ _.._ "-"_'-- DETECTOR ' Resulls (,l" the Saluggia experiments es_lblish

/ t/!

DEIEC10R/ I PLUaJ[I I the fe_IL,dbility of usillg (liffererltial neutron-mod-

HLNC"_" _C.I_.__,AIR

relatively small MOX samples. The ratios also
depend on sample mass.

"_'?_ELE • A procedure for mt)isture corrections 34 of

I_ ctno,,cs HI..NC-II asstlys has beew valiclated exlx;rimen-
F._ tally. An iterative mc)dificatio,1 of this pro-

i PLUG j cedur!_ for removing the sample mass effects on
............ \ _-.S.J" the n'mcleration ratio has been pr()posed and

......_.... test_l. The modified l}n_,cdure should be tested
3uN_ts I'or MOX sanlples with larger masses.

• The Hl.,NC-ll/(iirdlt; prcwicles ge×xi sensitivity
tc) MOX nlcfisture levels above 1% by weight.

Fig. I 1, i'artlal scht, m_ttlcs or twcJ proto. Below this covlcclllralicm the moisture bias intype moisture m(_nlt(_v's.
n()t significant.

J

16



,,,,, ,,,, .......

/,3H e Table IV. Performance Summary for
DETECTOR Moisture Monitors

,, ,*l

HLNC2----- ,,_ POLYETHYLENE Avg. Assay Bias

_,_,,_ for Ali SamplesENDPLUG / Case . _doisture Correction .(%)

1 None 3,6 ± 3,0

2 Known wet[ght% H20 . -0.7 ± 0.7

3 HLNC2/Girdle -1.5 + 1.2MtX _ ._4 Air CounterflJ_LNC2 -0,4 + 2.3
SAMPLE

2e 1 i ) i ' I i 1
-- l ' ' i , .l......

25 - [I 1,1kg _ -
_ ,_ • 0.6kg i.... ; ..... ......

24- i ...........

23 ...... ] [ ! i [ -

tl II

• AVERAGEBIAS= -1.5±1.2%

I 21 I I I J I I I I

,_l 0 1 2 3 4 5 e 7 e . lo,,_ H20 (wt%)

/ Fig. 14. HLNC-ll multiplication-corrected
reals per gram of 240pu (effective) vs H20
concentrath)n (0 to 10 wt %) for two MtX

Fig. 13. Monte Carl() simulation geometry samples (0.6 and 1.1 kg). The average bias
for the HLNCII/Glrdle. and Its uncertainty also are shown.

• The Air Counter/HLNC-IIprovided good sensi- from HLNC-II verification measurements of MtX and
tivity to the MtX moisture level tbr the 1.1 kg Put2.
MtX sample. For the 0.6 kg sample, sensi- The results shown in Table IV establish the feasi-
tivity was marginal, bility of using the HLNC-II/Girdle for moisture determi-

• For inspectorates, the moisture level of every nation in 0.6- to l.l-kg MtX samples with up to 10
MtX sample to be verified would not necessari- wt% of water. Most of the scatter in the Air Counter/
ly be measured. However, outliers should deft- HLNC-II results comes from poor counting statistics on
nitely be measured in the moisture monitor and the 0.6 kg sample. For the l.l-kg sample, the Air
the expanded data analysis should be performed. Counter performed as well as the Girdle, but the potential
Random, periodic moisture measurements also for implementation is smaller because integration with the
appear to have value, existing HLNC-II is more costly.

• For plant operators concerned with criticality Finally, with these moisture measurements, the va-
safety limitations, the moisture level of every lidity of a procedure (described in Ref, 34) for correcting
sample must be verified, HLNC-II assays has _en established experimentally.

Summary. Because of the efforts of ENEA Further experiments and calculations are planned to verify
(Cassaccia) and EUREX plant personnel, a unique set of the approach for larger sample masses.
experiments was made possible. The resulting data,
which were not previously available, t_reessential for 9, Assay Methods for Other Nuclear Ma-
evaluating methods for removing moisture bias effects terials (,I. K. Sprinkle, Jr. and E. L. Adams,

N-I). The ability to ashy neptunium is of interest to
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DOE facilities that are involved in the production of Rs = 240t'u/239pu ratio in the spiked
238F'u heat sources because 237Np is the feed for reactor _lml)le,

production of 238pu. In exploring techniques for the as- W._ = We'tght percent of 239pu tn the
say of 237Np,35 we have placed small containers bearing spiked sample,

uranium, plutonium, or neptunium in a barrel shuffler, W_ = Weight percent of 240pu tn tile
The relative responds agree quite well with those pre- unspiked dissolver solution, and
dieted by Monte Carlo calculations, 18 Witha cadmium- V_: = Volume of dissolver solution
lined shuffler, the response per gram from 237Np is taken.

similar to that from 238U, which is an order of magnitude

less than the response per _ram for 235U or 239pu. In this equation, the values of Ms, wg, Rs, and Vu are

Thus, an accurate assay for 235U or 239pu in the sample known. Therefore, only wdues of Ru and W9in the tru-
would require corrections tk)rany 238U or 237Np that is spiked sa|nple of dissolver solution and Rm in the spiked
pre_nt. _nnple are to be measurc.d by gamma-my spectroscopy.

10. Determination of Plutonium Isotopic The measurement method is based on high-resolu-
Composition and Plutonium Concentration by tion, low-energy gamma-ray spectroscopy. Details of the

measurement technique and of the resin bead _unple prepa-Isotope Dilution Gamma-Ray Spectroscopy on
Resln Beads (T. g.. LI, N-l; Y, Kuno, K. ration procedure are de_ribed in Refs. 37 and 38. Four
Nakatsuka, and T. Aklyama, TRP/PNC, Japan). aliquots were prepared after the LSD spike was mixed well
We have developed a new technique -- isotope dilution wilti the precisely know.n volume of the input dissolver
gamma-ray spectroscopy (IDGS) -- for simultaneously solution. Each LSD.._piked aliquot originally contained
determining the plutonium concentration and the isotopic approximately 4.5 mg of plutonium from the LSD spike
composition of highly irradiated fuel dissolver solutions, and 1 mg of plutonium from the dissolver solution; ap-
such as the input to a chemical reprocessing plant. The proximately 60% of the plutonium is lost during sample
IDGS technique combines the high-resolution, low-energy preparation because fission products are neces_lrily well
gamma-ray spectroscopy technique, the isotope dilution rinsed out. Because the LSD spike is expensive and diffi-
technique, and the resin bead technique, lt involves adding cult to obtain, each LSD-spiked aliquot was diluted to X2
a well characterized plutonium isotope (spike) to the (half of the original concentration, designated LSD1), X4
unknown solution and then extracting the plutonium from (one quarter of the original concentration) (LSD2), X8
the spiked (mixed) samples on resin beads and subse- (LSD3), and X16 (LSD4) to determine an optimum

quently measuring the beads with high-resolution gamma- dilution. The plutonium masses con_,ained in the LSDI,
ray spectroscopy. The isotopes 2a6pu, 238pu, 239pu, LSD2, LSD3, and LSD4 diluted samples were ap-

proximately 1.1 rag, 0.55 rag, 0.28 mg, and 0.14 rag,
and 24°pu are ali good candidates as a known spike for the respectively. After washing to remove fission products,
IDGS technique. However, for reasons of cost and avail- uranium, and mnericium with 8M HNO3, the plutoniun_
ability, 239pu is the best choice. We used a large size w_meluted its acidity was adjusted with 8M HNO3, and it
dried (LSD) spike 36 of 239pu for our exlyeriments. Its

was absorbed in a small gauze bag filled with resin beads.
certified isotopic composition (in atom %) is 0.(X)2461% The resin bead samples were bagged out of the glove box238 , a 239t_ c o 240

Fu, 97.93026'/0 - Pu, 2.05199'/o Pu, 0.013984% and placed directly in front of a high-purity germanium
241pu, and 0.001304% 242pu. (HPGo) detector for the lDGS measurements.

The concentration of plutonium in the unknown in- Figure 15 shows low-energy gamma-ray spectra of
put dissolver solution, (or other unknown sample), Cu, the (a) LSD spike, (b) unknown dissolver solution, and (c)

can be determined as follows: the LSD-spiked resin bead _mples. The 24°pu/23_pu
atomic ratios obtaineA from both IDGS and traditional iso-

tope dilution mass SlX;ctroscopy (1DMS) for LSD-spiked
- _mples (part A) and for the dissolver solution sample

Cu = M____.W_._9, R m RL (1) (part B) are summa,'ized in Table V. Columns 2 to 5
Vu W 9 Ru- Rm '

show the IDGS results for various dilution factors (X2,
X4, XS, X 16) of four LSD-spiked _lmples. Most of the
data (ratios) shown ,areaverages of two or three indelx_ndent

where M s = mass of plutonium in the spiked measurements. A few _mples were contaminated by fis-
sample, sion producLs during preparation in a hot glove box; data

Ru = 240pu/239pu ratio in the un- from these are not included in the averages. Direct inter-
spiked (unknown dissolver solu- ferences of the K x-rays frol._ fission prc×lucts with the
tion) sample, plutonium low-energy gamma rays will affect the accuracy

R m = 240pu/239pu ratio in the spiked of the measurement. Furthermore, the dramatically in-
(mixture of dissolver solution and creased continuum background produced by higher energy
spike) sample, gamma rays from fission products will reduce the precision
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I I 2agpu 1 integration, background subtraction, branching ratios, and
, sl,. half-life selections this value probably can be used as a(a_ LSD hllrt_

_e_ 2,1A,,v_3_U calibration factor. Additional measurements and extensive
_,u -,_ analysis are needed to confirm this.

The total plutonium concentration (in g/L) of the
,40_ unknown dissolver solution can be determined from Eq. (1)(le Ka _.23

"_*" I by using the measured 240pu/239pu values for the LSD-
Is_.,) a3!Jpu spiked sample (Rra) and for the unspiked dissolver solu-

lo4r_ 41j /_Op, s_.J._ -
O,KB:_".l[_ -_ /I tion (Ru) h'zTable V and certified values for Wgand

_(sl.,) _.,411_,_a,_ aa°_,u:j'_ 240pu/239pu (Rs) for d'leLSD spike. The volume of the,o., [ i.j _]_ 1/ ThediSs°lversolutiOnofthe wasLSD0.9958ml for each4.5021spikedsample.
mass spike (Ms) was mg

for

]_¢_ _'_ LSD1, 4.49898 mg for LSD2, 4.48541 mg for LSD3, and

' 4.49349 mg for LSD4. The measured weight fraction, of239pu, W9 in the dissolver solution was 0.66876 for
"_ '_ IDMS and 0.657419 for IDGS. The results of the total

1°4 _b!_m_, plutonium concentration determined from IDGS and IDMSare compared in Table VI. The average plutonium concen-
tration obtained by IDGS agrees with that obtained by
IDMS within 0,042% with an RSD of 0.384% (the last

o _ column in Table VI). The 240pu/239pu ratios show aslight bias between IDGS and IDMS; the excellent agree-
ment for plutonium concentration may be a result of the
systematic errors in the calibration factor canceling in Eq.
(1) when we calculated the concentration. Further exami-

'_ nation is underway.
The estimated precision (lg) for the 240pu/239pu

_°4 ratio of the spiked samp!e, as a function of dilution factor

_,_ and count time, is given in Table VII. The count time re-
quired to give a precision better than 1% when measuring

/" the 24°pu/239pu ratio in the spiked sample is about 1 h

for the X2 dilution, 2 h for the X4 dilution, and 4 h for theX8 dilution. For rapid routine measurements, either X2

dilution or X4 dilution is recommended.The IDGS technique may rapidly and accurately veil-
I 1 I , fy input and intermediate process plutonium samples,

_0_._ - _0 384 4_ 5_2 which are very important for near-real_time accounting at
eI.IANXtl.S reprocessing plants, it also is a potential on-site verifica-

tion method for IAEA inspections. By implementing this
Fig. 715. Low-energy gamma-ray spectra of (a) new technique, the IAEA could significantly reduce the
LSfO spike, (b) unknown dissolver solution, number of samples sent to Vienna for IDMS analysis.
and (c) LSD-splked (mixed) resin bead samples. Although the results of the first IDGS measurement are

of the, measurement. Figure 16 compares the gamma-ray very promising, further development work is underway to
speclxum from a fission-product-contaminated resin bead improve the gamma-ray analysis and the resin bead prepa-

ration. Improvements to gamma-ray analysis would
sample (dotted spectrum) and the spectrum from the same include peak fitting, interpolation of background using asample after it was rewashed to remove fission products.
Irt Table V, the last column shows the ratio of the smoothed step function, and an efficiency calibration for a
averaged 240pu/239pu ratio obtained from IDGS (column defined sample-to-detector geometry. Modifications to the

sample preparation would include reducing preparation
6) and the 240pu/239pu ratio obtained from IDMS time with a simplified procedure and reducing potential fis-
(column 7) for each of the LSD-spiked samples. The sion product contamination by using an automatic sample
average of the IDGS/IDMS ratio of 240pu/239pu is preparation system. Future experiments are planned that
0.9840 with a relative standard deviation (RSD) of 0.22%. use different plutonium concentrations in dissolver solu-
The bias of 1.6% between the IDGS and IDMS results tions and different spike-to-dissolver-solution ratios.
arises because the gamma-ray system has not yet been cal-
ibrated with this type of sample. Because the measure.
ment is affected by relative efficiency determination, peak
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TABLE V. Comparison of the 240pu/239pu Ratio (wt%) by IDGS and IDMS

240pu/239pu (xlO-3)

IDGS IDMS IDGS
IDMS

x2 x4 x8 x16 Average

A. LSD

LSD 1 60.320 60.591 60.456 61.613 0.9812

LSD 2 60.532 60.589 60.834 60.651 61.6'72 0.9834

LSD 3 60.033 61.137 61.036 61.069 61.937 0.9860

LSD 4 60.943 60.472 61.315 60.910 61.817 0.9853

Average 0.9840

RSD(%) 0.22

B, Dissolver Solution 333.4 336.552 0.9906

D. Detector and Electronics Development for lengths are 30 cm for commercial equipment. An exam-
ND A. pie is the four-detector measurement station for the HEU

Shipper/Receiver Confirmatory System39 (SRCS) at the
"I,9meet demands for more sophisticated measure- Oak Ridge Y-12 Plant, which requires 2000 kg of lead

ments and more compact measurement equipment for both shielding. Because the SRCS concept will be reproduced
materials control and materials accounting, we continue to at other facilities with more than a single station at some
develop new NDA detector configurationsand tostudy and facilities, a commercially available (7.6-cm by 7.6-cm)
improve detector technology. NaI(TI)detector that requires significantly less shielding is

urgentlyneeded.
1. Compact Nai(T0 Detectors (P. h. A small NaI(TI) detector,4o which we developed, has

Russo, M. M. Stephens, and S. C. Bourret, N- recentlybeencommercial_edina lead-collimated(2.5-cm-
1). The development of compact NaI(TI) detectors is diam by 2.5-cre-long collimator) shielded package. This
important to several applications in NDA for nuclear compact unit is shown i_ Fig. 17 along with its un-
safeguards. For about ten years, portable low-resolution shielded commercial predecessor. For HEU applications
gamma-ray spectroscopy with the Davidson Model 4096 [2.5-cm-diam by 1,3-cm-thick NaI(TI) crystals], the
portable multichannel analyzer (PMCA) has been in wide- weight of the collimated, shielded detector is only 1.8 kg,
spread use, but has been limited tooperation with standard and the length of the complete unit (18 cm) is signifi-
commercial NaI(TI) detectors that are significantly larger cantly shorter than that of the unshielded predecessor. We
than is often required (6-cm diam, 23- to 26-cm long) and are testing this detector and evaluating the digital gain
too heavy to be conveniently portable when the required drift compensation techniques that will substitute for the
shielding and collimation are attached. For many portable ,analogapproach that requires americium-seeded NaI(TI)
applications, including holdup measurements, a commer- crystals.
cially available detector that is both smaller and compati- We also have tested a prototype commercialized ver-
ble with the PMCA is needed, sion of a large NaI(TI) detector with compact electronics.

Some stationary low-resolution gamma-ray meas- The new prototype uses a 7.6-cm by 7.6-cm NaI(TI) crys-
urements require large (7.6-cm-diam, 7.6-cre-long) NaI(TI) taland a 7.6-cm-diam photomultiplier tube (PMT) whose
crystals to detect gamma rays at high energies, as well as length (5.6-cm) is much shorter than the lengths of the
thick lead shields to limit background contributions to the PMTs used in previous commercial detectors. The volt-
spectra at the same high energies. Typical detector age divider, designed at I.x)s Alamos, uses a 7.6-cm-diam
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Fig. 16. Comparison of the low-energy gamma-ray spectrum from a flsslon-product.
contaminated resin bead sample (dotted spectrum) and from the same sample after
rewashing the fission products.

TABLE VI. Comparison of Total PIu TABLE VII. Estimated Precision (%) for

tonium Concentration of Dissolver LSD-Spiked (Mixed) Samples
Solution by IDGS and IDMS

240pu/239p u
Total Plutonium Dilution I/2H lH 2H 4H 10H

Concentration (g/g)

X2 1,3 0.9 0.6
IDMS IDGS IDGS/IDMS

X4 1.8 1.2 0.8 0.6
LSD 1 0,97686 0.97242 0.99545

X8 1.4 1.0
LSD 2 0,97782 0.97725 0.99942

XI6 4,1 3.0 2.1
LSD 3 0.98217 0.98610 I.(X)400

LSD4 0,98062 0.98337 1.(X)281

Average 1.0(K142

RSD(%) ...... 01384
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circuit is designated the SR4 because il uses a 4 Mltz
shift-register clock. We designed a prinl.ed circuit l×mrd
for tlm SR4 circuit, and several units have Ix-en fabricated
as nuclear instrument mcxtules for test and evaluation

(T&E). Wt have u_d these SR4 m(×lules Ix_check detec-
tol,'sand measure coincidence standard-deviations, detector
die-away profiles, and coincidence scans.

The SR4 circuit has a useful random count-rate limit

oi" 2.6 MHz, gate lengths from 0.25 to 4096 Its in 0.25
I-ts steps, predelays from 0 to 4095.75 Its in 0.25 I,ls
steps, and a long delay of 16 milliseconds. Ali settings
are under computer conm:)l using serial conamtmicalion.

The final SR4 unit will be a self-contained instru-

ment for neutron coincidence counting; it will include
high- and low-w)llage tx)wer supplies and a user, interface
panel so that it can be operated without a computer, if tie-
sired. Two prototypes are being developed for test and
evaluation; these should bc completed in 1990.

E. Technology Development for Holdup Meas.
urements.

We have an ongoing task to develop and documenl
specialized instrumentation for in-plant holdup, waste,
confirmatory, and inventory verification nmasurements to
meet current and anticipated needs of the I)OE and com-
mercial nuclear litcilities.

1. Compact Neutron Instrument for
Portable or In-Line Measurements of SNM (i'.
A. Russo, B. G. Strail, il. O. Menlove and N.
Ensslin, N-l). Several applications for compact neu-

-_ tron detectors for in-line measurements of SNM have been

described previously. 41-43 Some of these (for example,
those involving fluorinated chemical forms c)t plutonium)

Figure 17. The commercialized, colli- are weil-suited to total neutron count rate measurements,
mated, shielded, compact Nal(TI) detector while others (such as the measurements c)l"plutonium
(2.5-cm-dlam by 1.3-cre-thick crystal) Is holdup in tilt-l×mr furnaces) may bc more aplm)priate for
shown directly in front of the PM('A. In neutron coincidenc, ecountirlg.
the foreground Is its commercial predeces- Upgrades of the hydrofluorinatioll pr_x:ess at the Lc_s
ser (5.l-cm-dlam by 1.3-cre-thick crystal) Alamos Plut(.,nium Facility will require the ability to
with no stlleld or collimator, monitor this pr_ess to improve the product and thereby

minimize failures in the subsequent reduction prcvcess.42
printed circuit txmrd that mounts close u.)and parallel to Such failures complicate materials accountability in thai
the pin e;_d of the PMT. We recently tested the commer- larger amounts of plutonium are incorporated into the
cial prototype with the preamplifier that was designed for residues from the reduction prcv,:ess. At the request of the
the lx)rtable NaI(TI) detectors and have placed an order tbr facility operator, wt will design two neutron detectors for
a completely commercialized integral deteztor. "l'he over- continuous readoul of the total neutron count rate from lhc
ali length of this unit is expected to be less than two- two hydrofluorinator pr(x.'esses thai operate simultane-
thirds that of its commercial predecessor, which will result ously. The two detectors will monitor the production of
in a significant decrease in shielding weight for meas- PuF 4, and will be used in a calibrated measurenlcnt m
urement systems such ;.is ft'leSRCS. signal completion of the conversion of batches of Put)2

2, Upgraded Shift-Register Electronics to PuF4, This methcxl als() requires inferring the influ-
(M. S, Krick, S. C. Bourret, P. R. (:ollins- ence(flneutronspr(xlucedbyt_lchtmwess(mthenculr_m
worth, ,1. K. Iialbig, and B. Strait, N..I ; W, de.teeter that monit_)rs the other pr(_.:ess. An in-phult tesi
Baird, MEE-3). We are developing an upgraded shift- of the principles of the Prolx)sed nmasurements of the
register coincidence electronics package. The sl_ift-regi,_;tcr hydrofluorination pr_.:ess has been docul_lcnlc,d. 41
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Initially, the method will u_ a hardware approach The engineering drawings tbr tile versatile mcchani-
similar to the Swansen self-contained 3He neutron dis- cal equipment that was I'ield tested during measurements
criminator hardware. 43,44 However, as the compact reeds- of plutonium holdup in glove box pr(x.'ess equipment 45
urement needs at Los Alamos and elsewhere extend to neu- (_e also Part 3, Section I.B. 1) were completed recently 46
tron coincidence counting, we will incorporate the new and have been provided to users on request. Additions to
compact shift register into the design for a compact neu- the equipment design will be included as ut×lates in this
tron counter that will allow counting of total and coinci- drawing package. Figure 18 is a photograph of the
dent neutrons for in-line and portable applications in a equipment (with detector and data acquisition instrumenta-
highly-reliable, compact, and self-contained unit. Long- tion in place) represented by the current design package.
term requirements for the coincidence counter include (1)
self-contained an'dog/logic circuits for pulse-height dis-
crimination and analysis of time-correlated neutron event.,_, _AI
(2) self-contained high mitage and low voltage power, (3)
self-contained readout of total ,andcoincident neutron count

rates and elapsed count time, (4) selt'-contained counting

setup capability, (5) self-contained hardware setup capa-

bility, and (6) standard interfaces for readout to data stor- _,.,,.e.l ". "
age, external processor, or hard-copy units. The self- .W \'_
contained features of the "totals" neutron counter will be a
subset of those listed for the coincidence unit. rile
_¢- )--, ,,t( mis detection unit will be, coupled to external com-

mercial units (to scale count rates, for example), and the_ __ '2will be equipped with standard interfaces to link to an ;"!!_:'

external processor, data storage unil, or hard-copy unit. F_';_ f !-:'-'."............
The totals counters for the Los Alamos hydrofluori-

nator monitoring application will be implemented in late e._ ff
summer 19_). The design fnr the compact, self-contained
coincidence unit will be underway at that time. Part of
the hydrofluorinator monitoring effort is funded by the
facility.

2. Technologies for l_)rtal)le (_unma.Ray ,. ;,,,.::,_
ltoldup Measurements (P. A. Russo, J. A.
Painter, D. C. Garcia, and S. M. Simmonds,
N-l). The ability of many DOE facilities to meet en-
hanced requirements from regulatory agencies tbr quarttita-
tive measurements of nuclc_tr materials holdup will depend
in part on improvements in technologies that support
these measurements. Because of the age, size, and com-

plexity of many of the facilities, large numbers of meas-
urements using portable instruments may be routinely
required. Expressions of user needs in these areas are
increasing. Combining these with a growing base of
experience in gamma-ray holdup measurements, we have
placed emphasis on compact NaI(TI) detectors, versatile
mechanical equipment, compact and mort capable instru- ,;:,,,_,:
mentation, and enhanced automation for the Los Alamos
portable gamma-ray holdup assay system.

Fig. 18. Portable gamma-ray holdup meas-

a. Design of Compact Detector Systems. urement system with mechanical equipment
The design of compact NaI(TI) detectors for low-resolution represented by the current design package.
gamma-ray measurements using the Davidson PMCA has
recently been transferred to the cornmercial sector (see Part b. Improved Compact (|'C-compatible)
1, Section D.I). Cornmerci,'d HPGe detectors customized Instruments, We have incorporated a variety of com-
for increased t×)rtabhlity in holdup applications also are pact instruments into the holdup assay system. Laptop

computers with 80286 or 80386 processor,% 40-Mbyte
documented elsewhere. 45 (see also Part 3, Section I.B.I) fixed disks, floppy disk drives, and improved liquid crystal
FtJrther efforts toward increased compactness are underway. (or gas plasma) displays have been implernented and

tested. The testing included verification of the aul()mati(nl
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capability for the Davidson model 2056 PMCA along have an ongoing program to improve and use the_ ten)Is
with transfer of spectral data between the PMCA and the and to generate and maintain the physics data libraries
PC. The fixed disk for mass storage of spectral data is necessary for te_alistic modeling and simulation of NDA
particularly important for high-reaflution applications, lt instruments and measurements.
also allows for mass storage of flies of measurement re-
suits that are to be used off line with data base, spread 1. Measurement Performance Optlmtza-
sheet, or graphing software packages. Improvements in tion for Thermal Neutron Multiplicity Coun-
the traditional liquid crystal displays are important for ters (J. E. Stewart, R. R. Ferran, and M, S.
measurements in dimly-lit areas. We are testing auto- Krick, N-l). We have performed a series of neutronics
mated input of a measurement (sample or location) identi- calculations using the MCNP 18 code to suggest optimum
fication number with interfaced bar code reader hardware, characteristics of practical designs for Thermal Neutron
This is important for accomplishing large numbers of Multiplicity Counters (TNMCs). This new generation of
measurements in rapid succession at prescribed (coded) instruments will be applied to verification measurements
locations, for accurately entering location or sample infor- of plutonium samples for which the magnitudes of neu-
marion, and for subsequently retrieving stored measure- tron emissions from (o_,n), spontaneous fission (SF), and
ment results for spccifiext location or sample codes. IF reactions are unknown. Results of the study may be

used directly to guide design choices for specific applica-
c. Enhanced Automation. Automation of tions and may also stimulate further optimization studies.

the portable gamma-ray holdup assay system is now
available in the new software package written in the C a. Counter Parameters. Parameters that af-
programming language. The new code provides automated fect measurement precision are:
electronics setup, the choice of (low- or high-re_lution) E - counting efficiency for neutrons from a
gamma-ray detectors, digital gain drift compensation, point source of 240pu centered in the
quality checking of ali spectra, an automated bias check, sample cavity, and
assays at multiple gamma-ray energies, and an automated _" - die-away time or average time to 3He cap-
calibration procedure for generalized-geometry holdup ture for neutrons from a point source of
assays, ali of which were included in the prototype 240pu centered in the sample cavity.
mftware written and compiled in Micromft Quick Basic Counter parameters that affect measurement accuracy
3.(},45'47 (,see also Part 3, Section I.B.1) The new C are:

language software adds automated rate-loss corrections, l_ae e(z) the distribution of e (for a point source of
ability to assay at preset measurement configurations, 240pu) as a function of position along the
automated corrections for equipment attenuation effects, z-axis of the sample chamber, and
and the ability to perform rapid assays in succession with _E) - the distribution of e (for a centered point
automatic documentation and storage of the results. The source) as a function of the _eutron en-
user interface for the new C code is designed to emulate ergy.
the industry standard, and user input has been reduced to a The radial variation in efficiency was not consider,,_d to be
minimum, Software written in the C language is more an important influence on accuracy.
transportable for enhanced hardware compatibility. The

capability for mass storage of raw data has been greatly b. Design Assumptions. Ground rules for
enhanced, and the ability to retrieve data (tbr reanalysis or the study were:
re-examination) has been greatly simplified, In addition, • tlexagonal geomelry - This geometry al-
mass storage of results files has been added for future re- lowed a constant moderator thickness between
view capabilities. This new _ftware is presently under-
going testing in the laboratory. Facility testing will 3He detectors, eased problem setup, and pro-

duced an acceptable range in the size of cavity
begin in late spring of 1990. Enhancements to this pack-
age are planned, including correcting assays for sell'- openings. (Fabrication of an actual device

would not necessarily be complicated by this
absorption, special analysis functions, automatically geometry.) Equivalent cylindrical geometries
incorporating results files into commercial spread sheets, should yield nearly identical results.
and adapting the automation to other commercial compact • Polyethylene moderator (high den:'ity)
multichannel armlyzers, and 2-in. side shield - This option was

chosen from experience to lower material andF. Computer Modeling and Simulation for fabrication costs.
NDA Development.

• 3He detectors - One hundred and thirty two

Mathematical modeling a.'ld simulation are powerful tubes were used in four rows (standard 4 atm,
tools to improve our understanding of NDA techniques for 28-in.-active-length Reuter-Stokes model).

• Graphite end plugs - Seven-in.-tall plugsmeasuring nuclear materials, to increase our assay ability,
and to reduce the cost of designing NDA instruments, We were chosen from experience tbr better reflection

properties than 'aluminum or polyethylene.
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• Cadmium - Sixteen-mil cadmium sheet lined .... ....

the cavity and w,'L,_placed between the moderator Table VIII, Hexapllclty Counter Dimensions (inches)

and shield, Mo,aerai_'rktci_e_ ' ] ' ]
' Cavity height. A cavity height of 17,5 in. Betwe_nTube

was chosen based on a survey (at TA-55) of Holes ...... 0,250 0.375 0,500 0.625 0.750

container sizes, Cavity Opening
l(across rials) 7_740 , ,8.390 9,039 9,689 10,338

c, Varied Parameters, Counter parameters
chosen for variation were: ModeratorThickness

' • Moderator thickness, The thickness of the _(acrossflats) 4.763 5,304 5,846 6,387 6.929

moderator between the 3He detectors was varied OverallWidth
from 1/4 to 3/4 inches in 1/8-in. steps. (across flats) 21,266 22.998 24,73026,463 28,195

• Moderator (and shield) poison. Values
of 0, 0.2, 0.5, and 1.0 wt% borated ShleldThtckness
polyethylene were used for the moderator and (acrossrials).. 2.0 2.0 2,0 2.0 2,0

shield (these are available from Reactor Cavity, Height 17.5 17.5 17,5 17.5 17.5
Experiments*).

Table VIII gives d!mensions lhr the cases calculated. Ov,erall l-;,!elght 31.5 31.5 31,5 31,5 31.5
For brevity, we have used the term "Hexaplicity Counter"

to mean the hexagonal TNMC. The cavity openings of 0.5, 1,0, and 2,0 MeV. The effects of variable and
range from 7.74 in. to 10.338 in. For comparison, the unknown amounts of impurities (for example, water, fluo-
cavity diameter in the HLNC-II is 6.89 in,, in the AWCC fine, sodium, chlorine, and magnesium) will require that
it is 8.66 in., and in the new Passive/Active Counter for e(E) variations in the 0,5-2.0 MeV range be minimized
TA-55 it is 9,7 in. for the best measurement accuracy. The calculational

Figure 19 shows an elevation view of the counter precision of individual t(E) values is 1% or better. The
with 3/4 in. moderator between tube holes. Figure 20 is calculations showed that the 3/4-in, moderator spacing
a cutaway view of the same design with the 3He detectors gives the most uniform t(E) distribution. This is shown
exposed. Figure 21 is a plan-view section showing the numerically as the 3,1% standard deviation ('Fable IX cell
configuration of tube holes and external shield, with darkened border in column 6) of e.(E) values at 0.5,

1,0, and 2.0 MeV.
d. Resuils. A summary of the results of the Column 7 of Table IX gives Sz -- the percent stan-

study is shown in Table IX. Columns 4 anti 5 list calcu- dard deviation for each case calculated of point-source
lated values of e and 'r, respectively, for ali cases con- (neutron energy spectrum from 240pu spontaneous fis-sidered. Uncertainties (only from the counting statistics
of lJlecalculations) are -0.2% on t and ~ 0,3% on t. An sion) efficiencies le(z) values] for 22 equally sI_acedtx)si-

tions along the axis of the sample chamber. For meas-
analytical point model48 of assay variance based only on urement accuracy to be minimally influenced by _mple
counting errors has been propo,_ed. Generally speaking, positioning, the axial efficiency profile should be uni-
the highest e and lowest t ( down to -6 Its) give the best form, or nearly so. The calculational prccision of indi-
measurement precision. The highest e calculated was vidual t_(z)values is 1% or better. Column 7 of Table IX
55.8% for the case with 0.625 in. of pure polyethylene shows that the two smallest pure-polyethylene moderator
between tube channels (the cell with darkened border in spacings give the most uniform distributions, but not
column 4). The lowest t calculated was 12.0 Its for the much is lost by increasing the spacing to 1/2 in. or even
case with 0.25 in. of 1 wt% B-polyethylene between 3/4 in. The e(z) distributions were not (.',alculatedfor the
channels (cell with darkened border in column 5). Graphs borated-polyethylene cases. In Table IX they are _t,_sumed
of t vs t are shown in Fig. 22. Clearly, the goal of high
etTiciency and low die-away time is not easily achieved, to be the same as for the pure-polyethylene cases.Finally, column 8 of Table IX gives a simple figure-
Also shown in the figure are points for the high- and low- of..merit (FOM) for each case. An overall quantitative
efficiency modes of the existing Al/poly/Cd five-ring index of measurement-performance quality was desired for
c°unter'49 each design. This FOM must include both measurement

Column 6 of 'Fable IX gives SE -- the percent stan- precision and accuracy,at least as far as they are influenced
dard deviation for each case calculated of cavity-centered, by the neutron physics, The model described in Ref. 48
point-source efficiencies le(E) valuesl for neutron energies includes only measurenaent precision, and the code that

implements the model is not generally available. Fur-
thermore, becau_ we know of no rigorous measurement-

........... error model that includes both random error components
• Reactor Experiments, Inc., 963 Terminal Way, San and biases for multiplicity counting, we chose a simple
Carlos, California 94070.
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Fig. 19, Hexapliclty counter elevation view (0.75 In. poly
between tubes).

FOM that incorporatesqualitatively, at least, the desirable e. Conclusions. The optimum design (3/4
features of an optimum counter: in. pure-polyethylene spacing) has an elTiciencyoi"54.1%

and a die-away time of 4"7.5gs. Table X shows the pre-
FOM = t21(r _ rz). dicted measurement precisions for four specific samples

measured in this counter (designat_ hexaplicity-optimum,

Efficiency is more heavily weighted becau_ 'wethink it is or HO). Also shown, for comparison, are values for the
generally more important than 1:in improving assay high-efficiency mode of the Existing counter described in
precision. 48,49 Use of this FOM should lead to predic- Ref. 49 (designated Krick high-efficiency, or KH). "]'he,,_e
tion of an optimum design that is not very different (in values were obtained from the restllts in Ref. 48 for simi-

,_,rrormance_from one that would lar counters. Table X shows the precision of the KHofterms measurement
be predicted by a more)'""'rigorousanalysis, measurements to be better than that of the HO, but the

Column 8, then, shows the pure-polyethylene rood- Ktt counter was not designed for the uniformity of the
erator case with the largest amount of polyethylene c(E) and r(z) distributions. Also, from Table X it is seen
between tube holes to be tile best choice for this study that high accuracy may not be a strong consideration for
based on the simple FOM.
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I----___ samples like A, For thes¢_items, 12- to 24-h count times

....///__ "X.. may be required of the high-efficiency designs to obtain
"_ even 5% precision, Here the lower die-away time (and

/1 "_. efficiency) designs will perform better, In Table X, HL Is
the 1,0% B.polyethylene design wtth 0,25.1n, moderator

_, ei'I'iclencymode oi'theexlsflngcounterdescribedInRef,
___________ ! , 49, The HL design has the best precision tbr sample A,

"--'---.H[ + and the KH design has the best precision for smnple B,
For samples and measurement times in which 5%

I I preclsk}n Is achievable, accuracy begins to become an tta.
,,, _, per{antdesign consideration, Here°the high-efficiency de-
" signs will be superior performers, For samples like A, a

+ '.'. ' fundamentally different approach, forexample the combi-
iii ii nation of standard active and passive neutron coincidence

counting, could yield superior measurement performance,

I _"_ 2. Neutron Multiplicity Counter Design
""_l_[ for Pyrochemical Process Materials (D. G,I I'

tt Langner, N. Ensslin, and M. S. Krlck, N-l).
[, lt Materials from the pyrochemical process are difficult to

_., __ measure using conventional neutron counting methcxts
, -_ /// because of significant self-multiplication and variable/ "- (ct,n) reaction rates, Multiplicity counters that can meas-
N ,/ ure the first three moments of the neutron multiplicity

distribution make it possible to determine sample mass
even when multiplication and the (ct,n) rate are unknown.Fig. 20. Hexapllelty counter cutaway view.
We have u_d Monte Carlo simulations to design a new
multiplicity counter suitable for in-plantmeasurement of
pyrochemical process materials. Our goal was to produce

--_._ a counter with a high neutron detection efficiency, lowdie-away time, a flat spatial efficiency profile, and tnsensi-

i._(x, ttvity to the neutron energy spectrum,

We performed Monte Carlo calculations for several
7 l.cm activeprototype models consisting of 4 rings of

length .JHe detector tubes in a polyethylene body, The± O _. O () (3 cadmium-lined .,,;amplewell is 24,1-cm in diameter to

I____ 0_/]_ 0 0 0 accommodate a wide variety of in-plant sample contahlers,O ( ) (3 The counter can be used in a free-standing mode or an in-
0 00,

IfO006_ ]0(( ])0 0 line mode without mechanical modification, We used theI_ 8 _ 8 _ I calculations to determine design criteria for .severalcoil...........10.338 In.-......_ O .) figurations of detector tube spacing, cadmium liners, and

liOio!_OC'-)L" .,, 0" J {)0O0 sampleheight, Calculationsalsowereperformed(for

0 0 {) 0 distributed sample sources) to understand the integrat_

1_. O _-. O .'2"-.O _ O ;) _ (30 O effects of variable neutron spectraon the counter,Figure 23 shows a vertical cross section of the

[0 _ 0 Y. 0 _ 0 2" 0 _ () (9 c-, 0+, counter h}r a 1,5875-cm tube spacing, Figure 24 shows a

O O O O O O ._ horizontal view of the same configuration, For this tube
"... O O O O () (.)/ spacing there are 126 tubes, Monte Carl{}calculations0 0 0 0 0

_ _ _ _ _ _ OC)i)_ predict a total neutron counting efficiency of 56% and a

__ figuration is shown in Fig, 25, The energy response is
shown in Fig. 26, For nine distributed _amples with fill
heights varying from 1 to 35 cre, plutonium contents

........... 28,195 in. _ varying from 25 to 900 g, and mean energies of the neu-
tron source spectra varying from 1,2 to 2,7 MeV, the

Fig, 21, tlexapllclty counter plan view calculated total counting efficiency varied only 2,4%.
(0,75 In. poly between tubes),
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00---_--_- ....... --_-i-I--/---r......... _._--_Ii-_-_-_-_] technology I'or the wtde range of plutonium and uranium........ compositloos Is essential to timely, accurate safeguards

' •...... ...... ,, ............. I, Advanced Autonnated Plutonium Ti-

........ i ............. ¢/] .......... " " timely plutonium ashy ts vlutl for nuclear materials ac-

!............. c"_,-l .................. countability, The meth[_ used for assay of plutanium by

.................ili !i!i:iill:i,0-_-,i,,u',,0u,,0,., - . I i where In the DOE complex Is titration (,f Pu(lll)to_. .-!"w"l!.m_ _ ............................i.. the Analytical Chemistry Group at Los Alamos and else-i - ' Pf(IV) with Ce(IV) tttrant to a photometric end point,

10' -.... -_.- ..... tion that eliminates analyst bias In l(xzatlng the end Ix)tnt
o 10 2o ao 40 50 and apl)roximately doubles _unple throughput with much

AverageTime to3He Capture()ta) less stress on the analyst,

In the analysis, it is necessary to completely reduce
Fig, 22, Efficiency vs die-away time tl",eplutonium to Pu(IIl) before titration, Originally, this
for hexapllclty counter designs, wos done by passing the plutonium solution through a

lead reductor column, Because this Is not amenable to

The mechanical design of the counter is underway, automation, we developed a meth(×t for reducing the plu-
ba!{ed on the results of these ct,lculatlons, A paper de- tontum using a TI(II1) mlutton, Ti(lll) effectively reduces
scribing this work has been submitted for presentation at ali the plutonium to Pu(llI), and the excess Tj(III) is oxi-
the annual INMM meeting in July 1990, dized with nitric acid, Unfortunately, the oxidation of tile

excess Tl(IlI) by nitric acid generates a large quantity of
(;, Chemical and Isotopic Measurement Tech- /.gasthat can interfere with the absorbance measurement:;
no lo g y, used to locate the end point. We had to develop a proce-

dure to reduce the effect of tile gas bubbles on kx;ating the
Chemical analysis methc×ls provide the reference end point,

base for materials accounting and product qtmlity assurance An apparent degradation ot' precision and accuracy
in the nuclear industry, We have an ongoing task to cau:.ed by changes in ambient temperature was confirmed
develop new, highly reliable methcxls of chemical analysis by controlled experiments covering the range from 20 t_
for determini1_g plutonium and uranium in ali varieties o1" 35°C, and we have developed a correction based on a linear
nuc.lear fuel-cycle materials with emphasis on automated' regression equation relating measurement error for known
chemical analyzers to improve turnaround time and reduce st,tmdards to temperature, The temperature of the titrant in
analyst bias and error, Developing anti refining this

Table X, Hexaplicity Counter Measurement l'recision Compared with Existing Design

l'ret'islon of a single 1000 s measurement (%)
i i ii ii i ,i ii

240p u
Samla',le til) Multiplication Alpha* H O K H tl L K Li , i i,i

A 200 1,16 10 45 35 22 33
, ,ill i, J i ii _

B 4 1,02 I(} 7,6 6,8 10 16
ii i i ii i ii illll ii i i

C 200 1,16 1 2,1 1,6 1.5 2.5
illl i i _ i ii iii iii

D 4 1,()2 1 0.5 0,5 1 1,7
ii i t i ,i ii,i

• Ratio of (_,n) to spontaneous fish;ion neutron emission,
........................
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1.o5 , , , and urt{,_¢ul_.¢and Is capable oi go(xi precision, For uranl-
® urn, we achieved a precision of 0,1% RSD consistently
c 1,oo for a single determination ba_d on 10 measurements at
o the 10-ing urmitum level,
[" o,gs_ Applying this extraction method to plutonium assay

' requires oxidation of the plutonium to Pu(VI) before lt Is
o,_o extracted into the (?rganic phase, Silver(II) oxide effec-

tively oxidizes plutonium to Pu(Vl) and was selected as
_. 0,as the oxidant. Because the silver oxide must be added as a

_ solid, lt reacts vigorously with the plutonium solution
o,eo

._ liE[ generating gas that can cause sample loss, We developextE o75 techniques formanually adding the silver oxide and per-
o forming the oxidation without loss of sample, However,z

0,70 ....... , _ ,_ , ........ results with plutonium were erratic with precision rtmging
0 10 2o a0 40 from 0,1 to 0,3% RSD, Automation of the oxidation

Olatanoe from Bottom of Cavity (ota) step is difficult because of the vigorous reaction of thesolid silver oxide with the solution. We could find no

Fig. 25. Calculated Axial Response for suitable solution to oxklize the plutonium.
Pyrochemical Multiplicity Counter for We now are developing a continuous flow analysis
2S2Cf Point Source. (CFA) automated spectrophotometric method for detemain-

Ing plutonium based on the Pu(III) chloride spectrum, A
and control, Because our original HP-85controller did not peristaltic pump is used to mix an ascorbic acid solution
have enough interface ports to control and measure ali in hydrochloric acid with the plutonium sample solution
necessary items, we added an HP-IB Data Acquisition/ to dilute and reduce the plutonium to Pu(III) prior to spec-
Control System, which does provkle the required input/ trophotometrlc measurement. A computer-controlled
output capability, We also added an interface and software flowing system composed of a peristaltic pump, Teflon
to provide control of the electric stirrer by the computer, mixing coil and tubing, and a flow-through spectropho-
A pneumatic cylinder mechanism removes the titrant tometer cell performs the necessary operations. The
delivery tip from the sample solution during stirring to absorbance spectrum is measured with an HP photodiode
prevent diffusion of the eerie solution into the sample, array spectrophotometer. Our initial experiments indicated

Design and construction of the Advanced Automated that a precision better than 1% should be attainable,
Plutonium Titration system is now complete, and evalua- Initial precision studies using praseodymium as a
tion tests are underway, Weight aliquots of an iron solu- stand-in for plutonium gave poorer results than expected.
tion containing the equivalent of 40 mg of plutonium This was attributed to variations in flow rates through
have been processed in the automated mode, Over a two peristaltic pump tubing, and memory effects in the tubing
week period, during which 25 aliquots of the iron solution and a three-way valve used in the instrumental setup,
were processed, the precision was 0,028% RSD for a Flow studies using different s_es and types of peristaltic

,_ single determination, which compares favorably with the
large-sample instrument currently in use. We are in-
stalling the new instrument in a glove box fl)r evaluation 8s - - , ....... , ,. , _

with plutonium, _ CenteredMono_nlrgetl_Source

2. ltigh l'recision Spectrophotometrlc _ 8o
Method for Plutonium Assay (H. L. Nekimken, ®
P. Mendoza, E. Lujan, D. Temer, D. D. Jack. -_

son and L. E. Wangen). Spectrophotometric methods _ ss
of assay often have the advantages of being relatively fast
and requiring few operations. They also are often particu-
larly suitable for automation because of the types of ep- o_
erations that must be performed, o s0

We initially--and unsuccessfully--investigated a "a
method ba_d on the tetrapropylanlmonium plutonyl trini-
trate ion-pair extraction system u,dng uranium as a stand- 4s , ....... , , _, • '0 1 2 3 4 5

in for plutonium. In this method the trinitrate complex is
extracted from an aluminum nitrate salting solution into Energy (Mev)
an organic phase in which the absorption of the complex
is measured. The method is highly specific for plutonium Fig. 26. Calculated Energy Response for

Pyrochemical Multiplicity Counter.
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pump tubing verified the presence of within-day and t×'.- il. Reference Material Characterization (T, K,
tween-day variations, and the drift was differe,nt for differ- Marshall, T, R. Hahn, A. P, Lovell, J.W. I)ahll;y,
ent sizes and types of tubing. Tygon ttlbing exhibited and !). I), Jackson, CI,S.I).
puml) tubing w;rified the presence of within..day and t__,-
tween-day variations, and the drift was different for diflL',r- Physical standards (reference materials) must be
ent sizes and tylws of tubing. Tygon tubing exhibited the awdlable to evaluate and calibrate both NDA and chemic:al
least variation and was selected for use iu the a'utomated analysis me,th{×ls, and a variety of standards is needed to
system. Additional improvements included reducing the meet the requirement of DOE Order 5633,3 that ali meas-
total amount of 'l'ygon tubing, eliminating the three-way urement meth(×ls be calibrated using certified reference
valve and one of two ml×ing coils, and changing from a materials, We have an ongoing task to,characterize and
10-mm to a 2-mm path-length flow tell, The latter l_lckage satiable certified reference materhds as requested
change decreased the dilution l'actor required to obtain by the New Brunswick Laboratory (NBL),
ab_._rbances in the linear range from 25 to 5, tt'ereby We currently are ewduating alternative primary pack-
eliminating the need for the l,'trgt;st dilution tutua and ing containers for NBL CRM 126 Plutonium Metal
rexlu+,'inglhc drift problem, ']'he changes reduced memory Standard, which is used aman assay standard, The con-
effects, analysis time, and amouat of liquid waste gener- ufiners must protect the metal from air oxidation and also
ated, Ix' of a configuration _unenable to secondary packing coil-

We use,d the system to evaluate the el'fectivcness of tainers; the present prtmm'y containers are too long. We
an internal standard in the diluting solution for calculating scaled small pieces of clean, shiny plutoniutn metal into a
actual sample dilution to compensate for flow rate,_drift, variety of small containers in an inert atmosphere, Any
We u_'d neodymium as the internal stamlard. Average oxidation of the plutonium metal is easily noted by
daily precision wtu_reduced from 1% without the internal change in the appearance of the metal, Most of the
standard to 0.4% for the praseodymium system using the packaging systems have Ix_en unsatisfactory as shown by
internal standard. "I'he_ results are, based tm calibrating oxidation of the metal al'ter a few months. However, a
once each day bcl'orc the analyses and perl'ora_ing an shortened, modified version oi" die original system using
analysis about once an hour. Using this system, sample ewtcuated, heat-sealed glass tubing shows no evidence o1"
analysis time is at×_ut 7 minutes, and only 9 _tl.,of waste re_iction of the metal after many months. The evaluation
is prtxluccd, is continuing.

We evalttated four lanthanides and t,,vc_organic dyes
as potential internal standards for Pu(lll). l,east sri(tares I. Measurement Control and Calibration.
curve fitting techniques were employed to quantify each
internal standard and the Pu(lll) in test solutions. We have an ongoing task to develop physical stan-
Praseodymium was _lecttxl fi_r lurther evaluation as an in- dards and proven methods of measurement control anti
ternal reference lhr plutonium analyses. Only one Pr(Ill) calibration to give confidence that NDA me,astlremcnts are
absorption peak interferes signific,'mtly with any of the within the accuracy and precision limits necessary h_r ma-
Pu(llI) peaks, and this can be corrected using the curve tcrials accounting. We also participate i;_the prep,'lration
fitting pr_x:edure, oi' consensus standards as part of our technology transl'er

The CFA system was set up in a glove box for test-
ing with plutonium using prasetalymium as an internal activities.
standard. Replicate determination of a plut(mium st,amtard
solution gave precisions of less than 0.5% RSD on four 1, NDA Calibration Standards. The accu-
different days of operation both with and without the in- racy of NDA measurements depends on the attenuation,
ternal standard. The system has ,_',encvahmted further for multiplication, and absorption effects of the contained
pluto|lium determinations involving praseodymium using SNM, An acceptably small number of physical (call-
both dissolved plutonium oxides and feed and pr()duct bration) standards can be obtained by considering carefully
_m_ples from the [,es Alamos SNM chloride process line. the range of materials to be measured with specific
Results using the automated system were compared with instruments and by providing correction factors for known

those of a manual Pu(llI) SlX:ctrophotonletric system useA effect, based upon an understanding of the measurement
routinely in the Analytic, al Chemistry Group for physics andlatx_ratorynlcasttrcments.
plulxmium assay of plutonium oxide materials, l:or three
plutonium oxide materials the dilTere|wes were ali within
0,1 mg/L at the 18 rag/L, level. The agreemeut for a, Design and Fal)rleation of l'lutonium
pr(x:ess pr(×luct samples also was satisfactory. Iiowevcr. S(_S (?an Standards (S.-T. Ilsue, S. M, Slm.
the results for the prucess feed samples showed grea'/er mends, N-l; V. L. l,on{4mire, NMT-4; S. M.
differences. This may Ix: caused by t_articulate material Long, NMT-4). We are devclopillg the plutonium can
and other interferences in feeds containit_g high levels o1' standards needed to calibrate SGS's tr) assay low-density
dissolved _dts and plutonium. This is twing investigated.
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scrap and waste. Each of the standards has to satisfy the Characterization: After the standards were pre-
measurement physics of the SGS assay plinciple: pared, they were characterized by NDA. We found:

• The SNM should be uniformly distributed. • The standards are reasonably uniform up to 13
• The diameter of the standard should be small so cm.

that the gamma-ray transmission through the • There is no evidence of plutonium and diatoma-
stand_d is reasonable (T > 0.2). ceous earth agglomerating into clumps.

• The height of the standard containing SNM Four sets of standards are being prepared with pluto-
should be at least ten times the height of the nium loading that ranges from 10 g to 250 g in each set.
collimator used in the SGS measurement to One of the sets is being prepared for the Westinghouse
minimize the end effect. Because the typical Savannah River Site (WSRS). (Facility funding was
collimator height of an appropriate SGS is 1.27 provided for this set of standards.) The actual mass of
cm, the height of the SGS standard should be at plutonium in each standard is determined by chemical
least 13 cm. ,analysis and confirmed by NDA.

• The particle size of the SNM should be small so
that the self-absorption in the particles is b. Monte Carlo Simulation of 55-Gal
negligible down to 203 keV. These standards Drum Standards for the SGS (M. C. Miller and
then can be used for the recently developed lump- S..T, Hsue, N-l). To assay scrap and waste in drums
correzted SGS technique. 29 with the SGS technique, it is important that the SNM in

In addition, the standards must meet DOE shipping the calibration standards be uniformly distributed in a low-
requirements so that they can be shipped to other sites Z matrix. Because of the size of a 55-gal drum, it is
throughout the DOE c_._:,plex. This means the standards difficult, if not impessible, to mix the SNM directly in
must be doubly contained and the container must be the drum to achieve a uniform distribution. A more
welded or canned, practical approach is to mix the SNM with the low

Can Selection: We tried to locate commercially Z-matrix in 4-L bottles and distribute these in the drum so
available cans satisfying the above requirements. The that they represent a uniform distribution. However, there
ideal inner can would be approximately 10 cm in diameter are questions as to how to position the bottles in the
and 25 cm high, with the outer can slightly larger. These drum, and whether the void between the bottles should be
cans should be sealable either by canning or welding, left empty or filled with the matrix material. Because it is
After an extended search, we concluded that appropriate expensive and time consuming to prepare standards, we
cans would have to be custom designed and fabricated, used the Los Alamos Monte Carlo transport code
Our design group designed the cans, and the Los Alamos MCNP 18 to study the best configuration for the standards.
main shop fabricated them. To compare various methods of positioning bottles

After the cans were fabricated, we tried to weld the containing SNM to the Case of SNM homogeneously dis-
inner can in a glove box. It was difficult to weld the lid tributed in the drum, we simulated a geometry that
onto the can; it tended to pop out. We modified the lid included the drum, the SNM, and SiO2 (diatomaceous
and the welding equipment, and, after several practice runs, earth) matrix material (Fig. 27). For the uniform base
successfully welded the lid onto the can. case, we dispersed the SNM throughout the drum and

Matrix Selection: Low-Z matrix materials must removed the stacks of 4-L bottles. Estimates of the count

be blended with the SNM in the standard. Both graphite rate in a detector viewing a rotating drum at a distance
and diatomaceous earth have been used to make SGS stan- equal to one half the drum diameter from the surface of the
dards. However, graphite is flammable and requires a drum were made by the Monte Carlo technique. We also
special work permit before it is allowed in a glove box; estimated the transmission of gamma rays of the same
diatomaceous earth is used routinely in glove boxes as a energy through the sample at the same distance; this
filtering agent. Furthermore, the density of diatomaceous enabled us to calculate a correction factor for self-attenua-

eaith is lower (d = 0.26 g/cm 3) than that of graphite (d - tion and the total corrected count rate.
1.25 g/cre3). The lower density means that the same rna- Table XI gives the results of thecalculations. We
trix can be used for drum standards, which we need to considered three cases: (a) SNM distributed uniformly in
develop next. the drum, (b) SNM contained in seven columns

Standard Preparation: Each standard was pre- (polyethylene bottles) as shown in Fig. 27 with voids be-
pared by putting the plutonium oxide in the inner can, tween the columns, and (c) SNM contained in seven
adding the diatomaceous earth, and welding on the lid. columns with diatomaceous earth filling the voids be-
After sealing it in the outer container, we mixed the stan- tween the columns. In ali cases, the drum contained
dard on a V-blender. In the first standard that we prepared, 105 g of plutonium and the gamma-ray energy was
we filled 80% of the inner can with diatomaceous earth; 414 keV. In case (b) the total corrected count rate was
the mixing was not complete after blending for longer 4% higher than the uniformly distributed case (a). This
than !] hours, and further blending was reqaired. In the was caused primarily by _,n increase in the normalized
rest o!["the standards, we reduced the diatomaceous earth to count rate of 25% relative to the uniform case. As can be
only 60%, which reduced the blending time substantially, seen from Table XI, the situation most closely resembled

33



We concluded that the drum SGS standards could be pre-
pared using 4-L bottles with the gaps between bottles
filled with matrix material.

c. F_amination of L_rs Alan_)s Measure-

ment Control Practices (T. E. Sampson, N.l).
Los Alamos (operational _feguards and plutonium pro-
cessing) is examining its application of measurement con-
trol, NDA instrument certification, and measurement
method error statements to ensure compliance with DOE
regulations, while applying technically sound practices

I:,u or Vola that do not unnecess_u'ily hold up the certification of new
_ _ NDA instruments or piace unnecessary measurement con-

trol burdens (with resultant productivity loss and increased
radiation exposure to workers) on the NDA measurement
staff.

We are participating in ali phases of the discussions
on these issues.

2. Consensus Standards. A writing com-

mittce for con_nsus standards is made up of representa-

84 cm D_ECTOR rives from the user commUnity, commercial manufactur-
ers, and research and development (R&D) laboratories; a
stan"dard can be written only after ali members of the writ-
ing group understand the technology. As MC&A tech-
t)ology matures and moves from R&D for individual

applications into well.-established methods used at many
facilities, it joins the ranks of traditional assay techniques
documented by the ASTM. Because of the broad range of

, the members' interests and backgrounds, an ASTM con-

_t----'_57 em _ sensus stan( 'lard is approved only after widespread under-
standing and agreement on the technique is achieved.

Fig. 27. Plot of MCNP geometry used In
the simulation of 55.gal. drum standards a. NDA Consensus Standards (J. K.
for the SGS. Sprinkle, Jr., N.1). After NDA instruments are

fielded, evaluated, and in routine use, the next step is to

the uniform case when the gaps between the columns of document the possible applications and performance of the
bottles containing the SNM were filled with the matrix instruments by means of the consensus process. We par-
material; the total corrected count rate was within 1% of ticipate in ASTM subcommittee C26.10's preparation of
the uniform drum value. NDA standards.

We repeated the calculation with another drum con- An SGS standard (designated C1133-89) was ap.
raining 210 g of plutonium and obtained similar results, proved and published in 1989, and an NCC standard for

Table XI. SGS Drum Standard Caiculational Study Results
iiiii i ii i ii iii i i ii

Normalized Correction Total Corrected-Count

Case Count Rate Transmission Factor a Rate (Normalized)
Iliil Illl II III

,,

.a. "LJniform 1.00 0.1975 1.769 ..... 1.769 (l.0())
b. Columns + Void 1.25 0.3448 .... 1.476 1.845 (1.04) .....
c, Columns + SiO2 1.01 0.1973 1.769 1.787 (1.01)

CF = -lnTn/4

aCorrection factor defined as ( 1 - T'n/4)

.......
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plutonium bearing scrap and waste is nearing final form, and perhaps even span several machines connected in a
with the technical content agreed upon. We provided a network. The WSRS has several such systems in the
technical review of additional standards based on gamma- development phase, including systems at the New Special
ray assay techniques and made suggestions about the Recovery (NSR)facility. Database designers for such ap-
scope, significance, and use for a holdup standard. Ali of plications must carefuUy plan table structures and alloca-
these standards address techniques developed in the Los tion assignments to minimize retrieval times while re-
Alamos Safeguards and Security R&D program, stricting the need to maintain duplicate tables for every

task. This problem lies in the computational complexity
b. Portal Monitor Standards (P. E. Feh- class of nondeterministic polynomially hard (NP-hard)

lau, N-2). We 'also participate in ASTM subcommittee problems, meaning that an optimal solution will become
C26.12's efforts to develop performance standards for exponentially more difficult for larger and larger problem
perimeter safeguards devices. The subcommittee's guide sets. Even the smaller sets may be beyond the capability
to SNM monitors, designated C1112, was published in of a human working for many days. To meet the diffi-
1989, and development continued on guides to laboratory culty of designing these large systems, a computerized
evaluation, in-plant evaluation of pedestrian SNM moni- analysis program called the Network Design System
tors, and pedestrian monitor calibration. The subcommit- (NDS) 51 has been developed cooperatively between Los
tee also held a workshop on metal detectors and began Alamos and the University of New Mexico (UNM). The
drafting metal-detector standards. One of these will be a NDS uses computationally efficient heuristics to analyze
guide to installing metal detectors and another a guide to proposed allocation schemes and to construct an optimal
their in-plant testing. _heme from limited data. lt is oriented toward common

functions in systems used for safeguazding nuclear mate-
J. Automated MC&A Technology. rial.

To test the NDS, we used it to analyze the allocation
The goal of this project is to provide the DOE with of data fragments and transactions in the NSR network at

the technology for collecting and automating an accurate WSRS. This network consists of a process control com-
daulbase and managing the information, puter with slaved microprocessors, an accountability

computer, a laboratory control computer with slaved
1. A Relational Database System for instrumentation controlled by microprocessors, and a vault

M C&A (J. B. Marchi and W. J. Whitty, N-4; control computer. The system topology wascharacter_ed
R. C. Bearse, University of Kansas). We have using 4 large network nodes, 16 terminals, and 7 instru-
developed a relational database application for MC&A, ment nodes. Approximately 250 data fragments were
using a popular relational database management system defined to represent the global view of variables required to
(RDBMS), from the hierarchical file handling system run the process with 74 different transactions possible.
(ctree) used in the Argonne West/Unified Safeguards Frequencies and combinations of transactions were defined.
project (ARGUS) project. 50 We developed this relational Although relatively few fragments had to be restricted to
database to determine its portability using economical PC certain nodes, it was assumed that process and account-
hardware and software, and to determine if the system ability information should not be available to the nodes
could respond quickly and have the potential for enhance- used for laboratory and vault control, for security and
ment. This application depends on NDA measurements integrity reasons. Edge costs were designed to reflect
and data entry to maintain an up-to-the-minute computer- approximate distances required for network and terminal
ized database of ali the SNM in a facility, connections. After defining the system for the NDS, we

We used the ORACLE RDBMS with the structured ran the option to analyze an existing topology.
query language (SQL) interface and the Microsoft C ian- As expected; allocations to the laboratory and vault
guage on an IBM/AT. The SQL and C languages were computers were found to be very close to optimal. These
chosen for their portability and compatibility. We functions run fairly independently of the other nodes and
determined that this RDBMS and application, using require only infrequent network access to obtain informa-
standard PC hardware and software, is efficient, cost- tion, such as container reference values, and to update pro-
effective, portable, has the potential for growth, can cess and accountability values. In practice, both of these
perform well with careful data modeling, and is the best machines run efficiently and seem able to handle their
generalized database management system model for a loads weil. However, the NDS indicated a number of inef-
distributed environment. In addition, ORACLE runs the ficiencies in the allocation of data to process and account-
same software on ali platforms, which include ali the ability systems. Many of the fragments required for pro-
machines where MC&A applications occur, cess control are equally important fl_r accountability.

Maintaining separate but identical copies of these frag-
2. Network Design System (G. L. Bar- ments required significant overhead on both machines, yet

iich, N-4). As more MC&A functions are computer- keeping the data on only one machine and requiring the
ized, the size of the associated databases also will increase other to retrieve needed values was equally expensive. In
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practice, the accountability and process control computers movement of SNM. This log is in a I_,otus 1-2-3 com-
are very burdened and seem to spend a great deal of effort patible format so that it is available for further analysis.
communicating with each other to maintain the defined To make the simulation available to the widest range
functions, of users, we implemented a graphical interface to make it

Our analysis showed that process control and ac- easier to enter scenario elements and interactions with the
countability should be treated as one function even though simulation. The simulation is useful both for training
implementation might still require multiple nodes with a and for systems evaluaticm and analysis.
more optimal allocation of fragments. The NDS indicated
that one efficient configuration would be to use a large 2. Computer"Code for Selecting Opli-
central computer for maintaining process data, rough trial mum Safeguards Upgrades (A. Zardecki, J. T.
balances, _md accountability balances made with variance Markin,N-4; and K P. Pederson, A-l). Designing
propagation. Smaller secondary computers could collect a materials control and accounting system to safeguard
process data and operator interactions for _msfers and gen- SNM against the insider threat is a complex process
crate accountability and process retx)rts, requiring tradeoffs among nrany candidate system ccrnpo-

We plan to enhance the NDS to better model arrival nents. As an aid to the analyst in designing new _fe-
and processing times with different probability distribu- guards systems or upgrading existing ones, we are de-
tions. Some events, like the arrival of shipping contain- veloping PC-compatible design tools that use mathemati-
ers at the vault, are very batch-oriented while other events, cal optimization methods to select the most effective
like monitoring process vessels for holdup, occur on a combination of system elements.
very strict timetable. The reliability of certain operations Previous work in developing the computer program
is al_ involved. The containers in a shipment must be RAOPS 52 resulted in a dynamic programming algorithm
assayed quickly and surely to obtain shipper/receiver that optimizes the safeguards design for a system protect-
records. Monitoring plutonium values in the laboratory ing a single SNM location, with a constraint on the total
catch tank may have lower priority becauserough calcula- .safeguards budget. Modeling the system as a series of
tions based on assayed values of dumped samples are concentric boundaries with the SNM at the center and
available. Queuing analysis also will be actded to model considering the design problem as the selection of safe-
.the problems associated with very busy ncxtes such as the guards elements at each boundary to optimize a measure of
proposed central process control/accountability node. protection, the mathematical statement of the optimiza-

tion problem is as follows.
K. Data Analysis and System E'valuation Tech- At each stage (boundary) k calculate
nology.

l(x,k) = rain {L(x,u,k) • l[g(x,u,k), k + I]} ,
We have an ongoing project to develop and adapt uEU

statistical, mathematical, and decision analysis tools to

support improved MC&A at DOE facilities. The results where x(k) is the total resource spent on safeguards ele-
of the project are for use by DOE field offices and contrac- merits through stage k, u(k) is the resource spent at stage
tors in evaluating the effectiveness of existing systems k, and U is the total resource budget. The total resource
and propo.',a_dupgrades, and in the analysis of"MC&A data spent through stage k + 1 is x(k + I) = g[x(k), u(k), k],
to detect and resolve anomalies, the measure of protection at stage k is L[x(k), u(k), k/,

and the optimized measure of proteztion through stage k is
1. Evaluation and Analysis for Small l[x(k),k].

Computers (W. D. Stanbro, N-4). The prolifera- The multiple location design problem is modeled as
tion of small computers has opened the l'X)ssibility of pro- a collection of points, each representing an SNM location,
ducing evaluation and analysis ttx_ls for them to aid the which are contained in a hierarchy of concentric boundaries.
,safeguards and security community. We have developed a There are options for .selecting safeguards elements at each
computer code called THIEF that is an interactive simula- bounclary, and the assumed insider adversary has alterna-
tion of the insider threat at nuclear facilities, THIEF runs fives for crossing the boundaries to accomplish a theft or
on IBM compatible computers with 640K of RAM and a diversion action. The safeguards designer chcx)ses that
VGA or EGA graphics card. combination of _feguards elements that simultaneously

In THIEF, the user takes the role of the insider seek- optimizes a measure of protection for the SNM at each
ing to steal SNM. The computer runs the ,safeguards and location, considering ali of the actions available tc) the
security system, which consists of MC&A and physical "adversary and a limi_t safeguards budget,
protection elements. Facilities are de_ribed in terms of We have completed a nonserial dynamic program-
their physical layout and process details. The insider is ruing and software algorithm for selecting safeguards
characterized by his access to information and areas of the elements that protect against an insider adversary gaining
facility, He also is characterized by the times he is autho- unauthorized access to SNM. The extension to include

rized to be in the facility. Ali ,scenario elements can be the selection of elements to protect against removal of
modified by the user to represent specific situations. The SNM is underway. When completed, the algorithm and
computer keeps a log of ali of the insider's actions and the
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associated software will allow system designers to address Order 5637;i, A tr_ structure is used to identify the
fully the problem of selecting ,safeguards elements for pro- DOE Orders that are applicable to computer security,
tecting multiple SNM locations,

Risk Management discusses the DOE risk man-
II. COMPUTER SECURITY agement program and de_ribes the risk assessment

requirements in DOE Order 5637.1. Various meth-
The DOE Center for Computer Security (CCS) at ods of risk assessment are described, and the p,'u'tici-

the Los Alamos National Laboratory is responsible for pants complete a risk assessment of the fictitious
developing, collecting, organizing, and disseminating computer system.
computer security information to the DOE and DOE con-
tractors. Fulfilling this responsibility involves operations DAY 2 - SITE POLICIES AND PROCEDURES
and field support, computer security education and aware-
ness, and R&D in several areas of computer security. The participants are taught how to present the poli-

cies and procedures written for their own sites. The
A. Computer Security Education. following five major elements of DOE computer

.security am discussed:
We have an ongoing projec t to develop, deliver, and

maintain a comprehensive curriculum designed to meet the Personnel Security discusses the personnel secu-
computer security education needs of DOE and to deliver rity requirements of DOE Orders 5637.1 and
the education through appropriate means such as video 5631.2A:--Personnel Security Program.
tapes or live classes,

Physical Security discusses the protection re-
1. Train.the-Trainer Classes ( H. C. Rosen- quirements for single and multi-level classifiezi ADP '

blum, N-4), The DOE CCS continued to provide systems, including protection of storage media,
Computer Security System Officer (CSSO) training dur- electronic protection requirements, and visual access
ing I_989. Two CSSO training seminars, in the train-the- requirements.
trainer format, were presented at the DOE Central Training
Academy (DOE/CTA) in Albuquerque, New Mexico. Administrative Security discusses the adminis-

The modules that compose the CSSO training semi- trative controls required of a classified ADP system.
nar are: The following elements require controls: user valida-

tion and authentication; passwords; database man-
DAY 1 - WHAT IS DOE COMPUTER SECURITY agement system access; accountability and audit
ALL ABOUT?. trails; classified data marking; user training and

guidelines; hardware clearing and .sanitizing; destruc-
Introduction to Computer Security Training tion procedures; remote diagnostic services; handling
presents the five modules to be discussed in the of protect as restricted data (PARD) information;seminar:

protection index determination; assurance testing; ac.
1. What is DOE computer security ali quisition specifications; protection of ADP systemsabout'?

2. Site policies and proceduresl from waste, fraud, and abut; and backup procedures.

3. How to write an automated data pr_ess- Telecommunications Security discusses the
ing (ADP) Security Plan. telecommunications and emission security require-

4. How to test your ADP Security Plan. ments, as outlined in the DOE Orders, with special
5. How to write, implement and test a emphasis on the TEMPEST requirements for classi_

contingency plan. fied ADP systems.

Threats, Vulnerabilities, and Penetration Hardware and Software Security•,' discusses the
Techniques describes the threats, vulnerabilities, pr_)tection requirements, based upon the protection

. and penetration techniques the computer security pro- index and the features and assurances associated with

fessional is likely to encounter on the job. During each protection index.
this session the participants learn the requirements of

the DOE and site Statements of Threat. They write Management Procedures discusses the additionalthe site Statement of Threat for a fictitious DOE
procedures required of a CSSO---those procedures and

computer system processing classified information, duties not covered by other modules. These proce-
(We use a fictitious system to eliminate classifica- dures include:

tion problems.) • Computer Security Incident Reporting_a dis-
cussion of the procedures for recording, report.

DOE Orders discusses the DOE Orders applicable ing, invet;tigating, documenting, and responding
to computer security, with special emphasis on DOE

u_ computer .security incidents,
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• Computer Security Planning--a discussion of videotape, "The Outsider--Training for Escorting
the long and short range planning requirements Uncleared Personnel into a Classified DOE ADP
of DOE Order 5637.1 and the DOE/Office of Facility," to ali Computer Security Office Managers and
Safeguards and Security (DOE/OSS). Computer Security System Managers (CSSMs),

• Computer Security Program Evaluations-,a The Center also is creating two new training aids to
di_ussion of the evaluations required to ensure be distributed during 1990 -- an on-line computer security
that the Classified Computer Security Program training program designed Io identify system vulnerabili-
management process continues to meet the re- ties and a video presentation describing threats to classified
quirements of the policies and procedures of the ADP systems.
DOE,

• Configuration Management--a discussion of B, Computer Security Research and Develop-
the requirements for hardware and software in- m e n t.
ventories at ali classified ADP facilities and a

de_ription of the tool developed by the DOE The objective of this project is to identify present
CCS. and future DOE computer security needs and to conduct

Each participant writes a section of the policies and R&D activities in these areas to provide practical, cost-
procedures tbr the fictitious company, effective solutions.

DAY 3 - HOW TO WRITE AN ADP SECURITY PLAN 1. Computer Security Review Package
(W. J. ltunteman_ N.4). The computer security re-

The ADP Security Plan module begins with an out- view assis 'ranttools are designed to help a human reviewer
line of the DOE requirements tbr the ADP security conduct the various reviews required in DOE Order
plan for classified systems and classified networks. 5637.1. Prototype tools for reviewing the CSSO and the
The participants are given a _curity plan template CSSM positions have been developed. Another prototype
that de_ribes the requirements of each section of the tool, Security Plan Assistant, has been developed to aid
security plan. Then they write an ADP security the developer or the reviewer of the ADP Security Plan
plan for the fictitious system, required by DOE 5637.1 for each computer system. The

tools use expert system techniques as an experiment to
DAY 4 - HOW TO TEST YOUR ADP SECURITY evaluate the use of these techniques in computer security.
PLAN. The tools are not intended to be a replacement for human

reviews; rather they are an aid to ensure that the reviewer
This module describes ADP systems security tests covers ali of the details involved in a review.
and certification of classified ADP systems and net- A primary benefit of each tool is the automated
works. The participants evaluate the ADP security collection of the reviewer's responses and comments that
plan written above and describe the steps taken to relieves the reviewer of making notes for a written report.
test the plan and to verify that the ADP system has Upon completion of a review, a hard-copy report can be
been implemented as described in the plan. During printed from the information and collected comments.
this session, the DOE accreditation and reaccredita- Each tool supports a variety of approaches to the
tion procedures are de_ribed, review requirements:

Formal Review. Each tool can be used during a
DAY 5 - HOW TO WRITE, IMPLEMENT, AND TEST formal review, with a portable computer if appropri-
A CONTINGENCY PLAN. ate. The reviewer can observe the particular area or

topic and then enter the appropriate responses and
The Contingency Planning module describes comments. Once the review is completed, the relx3rt
various methods of contingency planning, testing, can be printed.
and recovering from disaster. The audience partici- Formal Review with Spot Check. The tools
pates in writing a contingency plan for the system can be a component in a comprehensive review by
de_ribed above, asking an individual (for example, the CSSO or

CSSM) to respond to the questions posed by the
CSSO Duties and Responsibilities recaps and tool and then return the results to the reviewing
discusses the duties of the CSSO. organization. The reviewing organization can then

spot-check the results to validate the information.
The Center also conducted a management seminar at This approach can produce a comprehensive review

Sandia National Laboratories, Albuquerque. Over 30 first- with little increase in personnel resources.
and second-level line managers received computer security Self Review. The tools can be used as a self-
training at the seminar, evaluation to assist in periodic checks of the com-

puter security program and activities.
2. Escort Training Procedures (1t. C. Preparation for an Inspection and Evalua-

Rosenblum, N-4). The Center distributed a training tion (I&E) Review. The tools can be used to
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prepare for an I&E review by conducting a self- • support "what-if' experimentation to adjust the
review and then correcting problems that the tools local computing environment description or
identify, reject proposed _d'eguards because of resource

limitations,

2. Computer Security Advisor (W. J. • provide, on request, justification or exphmatlon
ilunteman, N-4). The CSSO is required to integrate of each decision throughout the process,
the user's needs for improved prc×tuctivity with security • provide a user interflice oriented to the CSSOs
policies that are, at best, complex, difficult to inteq_ret needs and environment, and
into a local environment, and often apparently in conflict • generate the security and test phms necessity to
with each other. Today's CSSO is faced with a large support system certification and accreditation,
quantity of written and unwritten policies, large software The Advisor architecture contains _veml knowledge
systems, and complex hardware, The CSSO is required to ba_s and inference en.Iines designed to manage the infor-
interpret the informationinto a set of safeguards tbr a matton and provide an _ppropriate interface for the CSSO.
particular computer system with the goal of "securing" the Each of the knowledge bases--Policy, Safegtmrds, Attack
system against some typically lx_rly specified threats. Scenarios, and Computing Environment.--restdes in indc-

The lack of relevant education and guidance for the pendent &lta files. These files allow the rapid ulxtaflng of
CSSO frequently requires the individual to resort to re- the knowledge to reflect policy changes, technology ad-
liance on tradition or l_lklore to ",secure" a system. Many vances, or adjusUnents in the attack _enarios. Two addi-
CSSOs are assignc_l previously "_cured" systems and are tlonal components that are critical to determining the
expected to continue the status as the system evolves, _curity of a computing system are estimates of the data
with little explanation or understanding of the original exposure and the sensitivity level of the information on
approach to securing the system, the system.

CSSOs who have access to computer security
knowledge through their own experience or through ex- 3. Security Issues in Computer ()perat-
perts are able to implement and maintain better, more ing Systems (M. Steuerwalt,, N-4). We wrote a
comprehensive, computer security programs. The princi- guideline for assessing the security of Unix systems and
plt characteristic seems to be an ability to integrate the began implementing the test plan and building the tools
different components of computer security (i.e., physical, described in it. The guide outlines the factors that influ-
personnel, communications, administrative, hardware, and ence Unix security; presenls a _hema for assessing secu-
software) into a balanced program that establishes a secure rity; describes the ,scope of the study's technical security
environment for the computing activities. As the com- functions (identification, authentication, access control,
puter security field matures _md these experienced CSSOs privilege, and audit mechanisms), system administration,
retire or move to other jobs, some mechanism must be and communications; and suggests tools to help assess
developed to make the expertise readily available to the and maintain system security. To ensure the widest appli-
new CSSO. cation for the study, we follow the efforts of POSIX*

Our development of a knowledge-based Advisor sys- wherever possible. The first tools address issues of identi-
tem with methodologies to incorporate uncertain or in- fication, authentication, and file integrity.
complete inlormation and manage the large quantitie,; ot"
knowledge will provide the necessary information to any C. Network Research and Development.
CSSO on demand.

The Advisor is designed to provide an integrated col- We have an ongoing task to examine and identify
lcction of policy requirements and expert knowledge. The DOE needs _md perform R&D for computer networks to
design goals fox'the system are to: provide technological advice and assistance for the

. pr_×tuce a knowledge-based system to advise the growing demands of data and network security.
security officer,

. define a comprehensive list of possible attack Generic Model of DOE Computer Net-
_enarios, works (J. S. Dreicer, N-4). We are developing a

• define a comprehensive list of safeguards and prototype graphical representation mc×Icl (PROGREP) tn
associate the safeguards with policy require- suplx_rt the graphical display and ,security characterization
ments, of computer networks, At this time, the establishment of

• collect a detailed description of the k;cal com- stand-alone computer systems is limited to special situa-
puting environment, tions; the trend for the development of new, ,'rodthe modi-

• produce a list of _feguards that are applicable to fication of ninny existing, computer systems ix toward
the k,,cal environment with guidance on the
required implementation approach for each safe-
guard,

• manage the use of uncertain or incomplete in- * POSIX is the group developing IEEE Portable
fonnation in the knowledge bases, Operating Systems Interface Standards.
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networking, This is a result of the benefits that network- check the security of existing networks, to determine the
ing provides, such as economies of scale, enhanced pro- .securityof proposed networks, and to conduct applied re-
ductivlty, efficient communication, resource sharing, and search into graph theoretical problems, Therefore, lt was
increased rel hbility, Inherent Irl the de.sire to network is our goal to produce a network repre_ntatlon that Is realls-
the implicit acceptance of increased lnterconnectton with tic and valid rather than the ulthnate network representa-
other computers, and these may be Interconnected to other lion system, and to provide a u_ful tool to computer se-
unknown computers or networks, This increased inter- curlty personnel that would enhance their understanding
connection or connectivity can result in a comblnatorially and the security of an actual computer network,
explosive number of computers that attain the capacity to The first pha_ in the development of the PROGREP
communicate, Although this capability has advantages, it model was to establish and determine an analytical basis
also presents a challenge to and is potentially dlsadvanta- by which to define computer networks rts generically as
geous for ensuring and maintaining the security of com- possible. An additional constraint on the analytical
purer systems that are networked to other, unknown foundation of this work was that it provide flexibility in
computer systems and users, Furthermore, it presents a any representation and characterization of real systems
challenge in managing network resources and in under- (e,g,, computer networks), During this phase of the
standing and remembering the specifics of each of these effort, it became apparent that confusion existed con-
resources, This is of particular concern to the DOE cernlng the technical description of a computer network,
because of the nature and sensitivity of the data that are In the PROGREP model, the del]nition of a com-
processed and stored on DOE and DOE contractor corn., purer network is very general; a computer network is any
purer systems, collection of interconnected autonomous computers or

The DOE has a large number of local area networks components of slave hardware (e,g,, printers, disk storage
(LANs) and subnets (small LANs connected to larger net- components, or plotters), If two or more computers or
works), is connected to a variety of national and tnterna- components of slave hardware are able to exchange infor-
tional networks (i,e,, BITNET, HEPNET, ARPANET), marion, they are interconnected, This definition of a
and operates _veral wide-area networks for DOE use only computer network complements the definition of a
(i,e,, NWCNET), For DOE contractors to do their work graph _ a structure G = (V, E) that consists of a finite
efficiently, it is necess_aryto promote and continue using set of vertices V and a finite set of edges E (an edge is
computer networks. However, there is a positive correla- specified by an unordered pair of distinct vertices), In the
tion between the increased dependence on computer net- PROGREP model, computer networks are represented and
works and the need to determine methodologies and proce- ctmracterized in terms of graph thex_ryand graph structures,
dures that graphically represent and ensure the security of The components (computer or slave hardware) of a corn-
these networks, Some relatively recent events that purer network (e,g,, computer, gateway, printer, or disk
demonstrate the need for applied research and development storage) are defined in terms of vertices, and the intercon-
irrnetwork security arc the November 1988 Morris worm, nections or network links are defined in terms of edges,
the German Chaos Club infiltration of computer systems Computer network security requirements and risks are
at various US government organizations, and various at- modeled as constraints at the vertices and across the edges
tacks on the LLNL network, While the rapid emergence of the repre_nted network (graphstructure),
of networks "alreadyhas had many beneficial impacts, re.. The PROGREP model research effort has provided
march into network _curity has just begun. Thus there great insight intx_the proper means by which to _q_proach
is a lack of knowledge, tools, and the capability to undel- the modeling of graph structures in general and computer
stand and address the problem adequately, The applied networks in particular, The PROGREP model permits
research undertaken for the PROGREP model effort is the quick and efficient representation of network comlxments,
first step in developing a rese.arch program, tools, and interconnections, and interrelationships, Imlx_rtant fea-
methodologies to investigate network security, tures of the model are its intelligent and graphical inter-

The purpose of the PROGREP re.arch effort and faces, The intelligent interface aids the user in creating a
system development is to (1)develop _, better understand- dynamic network by providing logical control of the
ing of computer networks, which is required for future SlX_cificattonof the computer characteristics, parameters,
R&D, (2) provide a tool capable of graphically represent- properties, and security fitctors through the use of text and
ing any computer network, which is required by computer graphics. The graphical interface allows the user to dts-
_curity personnel, (3) develop methtvdologies that detect play the totx_logyof the configured network and analyze
and indicate security relevant information and events, its ,security,
(4) develop methodologies that check the ,securityof pro- We use several approaches to answering network
posed netwnrk topologies, and (5) expand the means to security related concerns and issues, The first approach is
conduct further network .securityand graph theory rv,,u_lrch, the stand..alone security checks atld data capture, These

The primary goals of the PROGREP re.arch effort ,securitycllecks ensure cornpliance with Ix)licy and regula-
and software system are to help system .securitypersonnel tions concerning the use of various operating modes and
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the necessary hardware and seftware functions associated additional challenges because security must be ac(ore-
with particular evaluated-products list levels, The second pllshed at a tlner level of granularity. For example, oper-
approach Is the network tnterconnectlon securtty checks atlng systems may protect Information at the file level,
and data capture. These security checks ensure data u'ans, while database management systems must protect tnfor-
fer compatibility over a link, operating mode compatibll- matton at the table, tuple, and data element levels.
lty between machines, an indication of the creation of a
multilevel system, and the indication of a possible cascade Many DBMS re_,archers are concerned that extsttng
problem between machines, security models developed for operating systems are not

Although the PROGREP effort was intended orlgl. 'entirely appllcable to database management systems, As
nally to address computer network security, the model also there Is a recognized need for a formal security model to
appears to be applicable to nuclear safeguards because of define secure database management systems, DBMS re.
the parallels between the basic principles of computer searchers are attempting to deftr_eexactly what ".secure"
security and safeguards systems. In computer security the means for databa_ management systems. Innovative ap-
intent is to protect the data and information on computer proaches to the application of security policies are being
systems; in safeguards the intent is to protect the SNM tested. However until such time that a DBMS-specific
and the inventory data associated with the material. With security policy is constructed, Department of Defense
modifications, the PROGREP model could represent regulations for processing clttssttied data will be used.
SNM process lines, which are fundamentally graph struc-
tures. Tile PROGREP model is capable of representing Disclosure and integrity are the major concerns of
pr(x',esslines (directed graphs) but will have to be modified databasesecurity. Disclosure issues address conlidentiallty
to allow for real world characterizing and modeling of and protect data from accidental or intentional relea_. To
_fegtLtu'dssystems, protect against disclosure, hardware and software safe-

guards focus on preventing information from being re-
D. Database Security (L. M. ltarris, N-4), vealed to a user or process that ts not authorized to have

access to it. Integrity issues concern the correctness and
Databa_ ,securityaddresses the issues of data confi- validity of data, as well tt,_the protection of that data from

dentiality, integrity, and availability, as well as the l_n)tec- accidental or intentional destruction and modification. The
tion of data from accidental or intentional disclosure, focus of integrity is not who is allowed to access the
destruction, or modification. Because DOE installations information, but rather who is allowed to modify it.
frequently rely on databases containing classified infornm- Protection can be accomplished by limiting both the set
tit)n, the intentional or inadvertent di_lo.,:ure, alteration, of users allowed to mtxlify tile database and the transac-
or destruction of that information could cause significant (ions they are able to perform.
harm and affect both the continuation of facility opera- Classifying databam security issue,i into the cute-
tions und national _curity. gories of disclosure and integrity is a somewhat fuzzy

The question of how best to ensure the security of activity. However, to simplify the understanding of
infornmtion is fundamental Ix)the notion of database sccu. database system security, the topics of access control,
rity. Becau_ databa_s store more information in a single covert channels, data labelling, inference, aggregation, and
location than most nondatabase files, and because dat_ibase sanitization are discussed as disclosure issues. Unautho-

technology was developed to facilitate information sharing rized modification problems (both direct and indirect
among u_rs, it is clear that databttses are a potential ulrget three,ts) und valid database state problems such as integrity
for insider threats. When a database is used to store sensi- constraints, recovery, and concurrency problems, us well
tive or classified information, its potential as a threat tar- as polyinstantiation, are discus:sedas integrity problems.
get increases, as does tx)th its importance to the facility We have examined the security issues ass(xziated
and the facility's need to protect it. These factors, tdong with database management systems, current research in the
with the relative newness of the technology, make data- field,and available or soon-to-be-relett,_edmcurtty producL,_
base security a new concern for computer security, and prepared a report. In addition, we created a library of

Database management system (DBMS) security rc- database security publications, articles, and references.
search to (late, although primarily theoretical in nature, Although primarily tit! information gathering/educational
has followed a course of action similar to that taken by tlctivity, the results of this task have been converted into
secure operating system research. Both operating and training aids for CSSO's and those individuals responsible
database management systems have similar sets t)f se- for database administration and database development or
curity problems, and in many ca_s the appr_)achcs and use. These tools meet the training requirements specified
solutions to problems associated with database security iii DOE Order 5637.2A. In addition, we are developln_
have evolved from thorn u,,_l to ensure the security of op- field supp()rtapplications of DBMS _ecurity technology.
crating systems. However, database system _curity I)OSCS

41



t'

E, Computer _curlty Technology 'l_'ansfer and discussions may Include such items as computer systems
Support, to b_ includedIn the review, areas of emphasis, and CSER

team members, The CSER team consisL,_of exports from
We have an ongoing task to provide technical sup- tile CCS and a representative from the site's computer

tx_rtand assistance tn computer security to DOE/OSS and security organization,
to the DOE user community, This support includes re. The actual CSER begins wtth a briefing by the site's
views and evaluations, information collection and dis- computer _curity organi_,Jationto acquaint the CSER t_m_
semination, and liaison with Industry, academia, and gev. with the site, The briefing also identifies any special
ernment agencies, issues that must be addressed during the CSER, The

CSER team then briefs the site management on the CSER
1, Computer Securtty Newsletter (K. G, proce-_sand the extent and timing of this particular CSER,

Redle, N-4), During calendar year 1989, we published A tentative schedule of facility and individual visits ts
two issues (April and August) of the DOE Center for developed during the discussions, After the in-briefing,
Computer Security News and distributed them to nearly the CSER team begins the review,
1200 people, Activities related to newsletter production During the review discussions, the team probes the
included planning, contacting potential authors, re.arch- implementation of the site's classified computer _curlty
ing computer _curity periodicals for articles, writing and program, Ttie discussions als() address each interviewee's
editing articles, ensuring timely classification review, understanding and the implementation of the local pro-
submitting articles to the Center staff and DOE/OSS for gram, The discussions .'irecharactcrlzed by friendly, un-
review, and collecting feedback on how to improve the constrainextsharing of information,
newsletter. The visits and discussions continue until the CCS

members of the CSER team have developed a thorough
2. Computer Secu_'ity Enhancement Re- understanding of the site's computer sccurtty program,

views (W. J. ltunteman, N-4). The DOE/CCS The team's findings are then presented at an out-briefing,
conducts independent computer _curity reviews h)r DOE The team reviews its findings with the site management
or DOE contractors ttmt process classified tntbrmatton, and computer security organization at the out.briefing,
This _rvice, known as the Computer Security Enhance- Attendance at the out-briefing is always controllc¢l by the
ment Review (CSER) program, provides DOE filcilities site,
with a friendly but critical assessment of the site's com- CSER findings are not routinely documented or dis-
puter .securityprogram, The program has evolved over the closed to any audience without the approval of the site's
last four years to meet the changing computer security computer _curity organization, Ali notes collected by the
requirements m the DOE, During 1989, the CCS con- CSER team are treated as classified information, The
ducted CSER's at the Savannah River Operations Office, notes may be left at the site or destroyed following the
the Oak Ridge Operations Office, the Albuquerque Olx'.ra- proceduresestablished for destruction of classified informa-
tions Office, and at DOE/OSS, In addition to the tradi- tlon,
tional CSER's, the CCS participated in a wlriety of sur-
veys or reviews of specific computer _curity issues, F, Audit Log Analysis Package (D,P. Marti-

The CSER program has resulted in a number of nez, M, Steuerwalt, and C, A. Steverson, N-4;
Ix'.nefiL,_at ali levels of the DOE's classified computer K.G. Redle, ADP-4)
security program, Computer security officers at the sites
havegained an improved understanding of DOE orders and The objective of this project is to develop t(x)ls for
regulations and have learned about good computer _.curity use by the DOE computer secmity community in examin-
practices at olher Sites, ing audit trails of computer use for evidence of intrusion

The CCS has gained an enhanced understanding of into the computer system,
the issues, problems, and practic iity of existing computer We have finished developing and testing the Audit
_curity solutions, which is shared with DOE headquarters Log Analysis Package (ALAP), which processes
through general discussions, research activities, participa- VAX/VMS image accounting data for auditing and analyz-
rien in working groups on specific issues, and the CCS ing DOE VMS computer system activities to detect and
report, "Lessons Learned in the DOE Computer Security analyze abnormal computer system/user behavior. The
Enhancement Review Program,''53 software runs on VMS operating systems,
Furthermore, the CCS R&D prognun is ba_d on fir,dings The ALAP sol'tware incorporates methodology
and needs identified during CSERs, (known as "Wisdom and Sense (W&S)") that was devel-

The CSER process begins with a site's request to the oped for detecting anomalous data entry in nuclear materi-
CCS for a review. The request always is voluntary; als ac:countingdatabases, The concept is that anomalous
neither the CCS nor the DOE computer security program data can be detected ba.',a:.don rules (i.e,, a rulcbase) formu-
management ever initiates a CSER, If the CCS agrees to lated from historical data that reflect normal behavior for
provide the CSER, the CCS and the site jointly agree on the given system, ALAP is dcsigned to use VMS image
the time, duration, and focus of the review. The previsit accountingdata auits historical database,
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In 1988, we moved the ALAP software from a pro- auditing with AI.,APtncrea_,a_ttheir awareness of activities
totypc development environment (l,e,, IBM RT) into Its performed on their systems,
product target environment on a Digital Equipment Cor- Comments on the ALAP User Guide also were gen-
potation VMS operating system in preparation for local orally lx_sltlve, Beta testers commented that lt was well
testing at the CCS and alpha testing at the Los Alamos written and organized anti found the °'GettingStarted'° and
National L,ttboratory, "Running a Practice Session" sections to be extremely

Software revtstc,_nsand refinements, tdentlfiecldurtng valuable and helpful,
the tests, were addressed systematically by managing aw_l From the outset, we recognized that ALAI" would
testing the software. First, the ALAP principal tnvestiga- have some limitations, We also recognized that aucttttng
tor developed standard ALAP software change request with ALAP would r_qulre a moderate amount of user
(SCR) forms to describe the necessary revisions, The resources, Many of the problems reported by beta testers
SCRs were dlstrtbutect to the appropriate ALAP pro- emphasized concerns we had alre,ndy Identified, Descrlp.
grammtng staff, The revised software was moved into a tlons of the major problems reportect by testers, together
local test environment, The principal Investigator devel- with our evaluation and recommendations regarding those
oped a test plan to be administered by him and performed problems, follow:
by other members ot the ALAP test team. If additional • Software Implementation Problems_Two beta
software refinements were needed, we continued to follow test sites reported problems running ALAP; it
the _me configuration management procedures until the crashed during ruleba._ generation,
software passed local tests, After evaluating the problem, we discovered

The ALAP U_r Guide was revised along with the that the beta testers who experienced crashes had
software, again based on the test results and recommenda- not set the account memory parameters as
tions of the ALAP team, and distributed for review and de_ribed in the ALAP U_r Guide. To increa_
comment, awareness of this issue, we revDw,.dthe guide to

After local testing was completed and the revised place more emphasis on ALAP account
software and ALAP User Guide were accepted, both the configuration during installation, The need for
software and the documentation were subjected to coher- proper account configuration also is emphasized
once testing. Ali inconsistencies identified during testing in the ALAP rele.a_ notes,
were resolved and; through additional testing, subsequently • Logging Fac,:llityNeeds lmprovement_Beta
validated as coherent, testers indicated a need for more effective log-

During the first half of FY 1989, the software and ging of anomalous data.
dcx:umentation were r,avised_veral times, which signifi- The ALAP team evaluated tile beta ALAP
cantly improved the functionality, reliability, and ease of logging facility, We agreed lt provided inade-
u_ of ALAP. Software modifj attons included a much quate logging of AI_,AI_'audit session activities,
improved auctit-sessJonlogging facility, an improved user so we redesigned it and incortx_rated the lm-
interface, and a more reliable software interface. Major proved logging facility into the ALAP 1,2
improvements to the doc.umentation incluc_.eda glos_ry of release. We recommend that future audit sys-
ALAP terminology, an ALAP practice-session section, to.msconsider using a database to extract and
and a logging facility documentation section, summarize ,selectedaudit information from the

After completing the revision, refinement, and test- audit ,.sessionlog in a more effective manner.
ing phase, the Center distributed ALAP to _lected DOE • ALAP Tuning Problems--Testers reported that
organizations and DOE contractors for formal beta testing. ALAP flagged too many normal tran_ctions as
Potential beta test sites were identified through program- anomalous.
matic interactions among the Center staff, the DOE, and ALAP was designed to incorporate an already
DOE contractor per_mnel and in response to a paper54 existing methodology for detecting anomalies
presented at the 1989 DOE Computer Security Group based on rules derived from historical data, If
Conference in Amarillo, Texas, Many people expres_d the data being audited by ALAP are not reflec_l
interest in obtaining ALAP once it became publicly avail- in the historical data (i.e., in the rulebase), then
able, and a few expres::ectinterest in becoming beta test ALAP will appropriately flag that data as ab-
sites, normal. This creates a problem when events do

Beta testing began in April 1989 and continued not occur frequently and yet are normal; for
through most of the remainder of FY 1989, Beta test example, when a new user is added to the sys.
results revealed that AI,AP was easy to u_, effective, reli- tem after the ruleba_ has been generated from
able, capable, but lirnited. Comments on the usefulness the historical data set, but before the selection
of ALAP were generally positive. Although most sites and processing of the current audit data set. Re-
initially required time to set it up and learn it, they view and analysis of such "fal_ alarms" does
indicated that ALAP was effective at detecting anomalous significantly increase the time required to audit
bchavior on their systems and useful as a to(_lfor analyz- system activity, particularly when working with
ing VMS auclit trails. Several beta testers indicated that large data ,,;ets,
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Several issues are associated with anomaly against it, To obtain the`VMS audit data In r_l
tuning, "N_oanomalydete,cttonalgorithm used tlmci,would require unacceptablemodtficatkms
in ALAP repre,sentstile,methodology e,mployed to tti_estandard VMS OlXmttlngsystem software,
at the t̀ime ALAP was initially de,voloped, We For ALAP to Ix_effective`In re,altime, it would
are continuixlgto improve this methodology, A hav_ toha_ "learning" capabilities to UlXh|leand
intend issue`is that of rulebase edttlng and up- tune the rulebase,automatically,
dating, lt would be Useful to have`mechanisms Based on the recommendations derived from re`view.
that would allow ALAP users to edit, update ing and analyldng the problems relx_rteddr!ring |mta test-
(e,g,, add a new u_r's profile), and tur_ea role., lng, we deve,101_ta revised version of the At, AI' software
base to their site.specific nee_ts, Such features and documematton and tested |×_th at the CCS, The re.
would slgniflcantlyrexlllcethe"fidsealarm" rate vised ALAP (version 1,2) Is now awlllttble, for
and increase At, AP's effectlve,ne,ss, We have distribution al, interested sttes,
improved the`rose,arch version of ALAP, but
more` research is required to resolve related G, Academtc Collaborations and Interactions
issues, such as rulebase, Integrity, belbre the (J, S, Dreicer, N-4).
methodology can be implemented in a prcxluct
version of the software,, This effort result_ from a prol×,sal that stressed the

• Resource Problems--Large test sites relx_rted need to establish liaison and relationship with academic
that ALAP was tcx_resource intensive with pro. institutions t_nd industry to keep pace with the rapidly
hibitive memory and prcx:essingrequirements, changing technologies in computer science, in particular,

Auditing large`systems is inherently resource computer security, Ftve primary objectives were asscx:l-
intensive. ALAP was designed to tim standard ated with thii_propo_l: to establish technical collatR_ra.
VMS lnmge accounting data generated by the rien between the US DOE CCS and university
VMS accounting utility, However, some researchers, to create a recruitment mechanism for future
records not used by ALAP are included in the staff, to encourage computer security education at the
data automatically generated by the accounting graduate level, to direct applied computer security
utility, This combination of unused (by resem'ch,and to suplx_rtCCS efforts,
ALAP) data with the necessary image We collaborated and interacted with UNM and
accounting data results in large` storage University oirCalifornia-Davis (UCD), During the past
requirements, year, under the direction of the principal investigator, Dr,

Auditing large systems with ALAP can be McCabe, UNM began applied research into network
resource intensive`, We recommend that ALAf' monitoring and formal models, At UCD, Dr, Topkis
auditing for such systems be performed on a conducted research into network .securityconstraints and
separate dedicated VMS system, such as a VAX routing alternatives; in addition, he is attempting to
workstation, to keep from overloading the host identify a qualified graduate student to carry on applied
system. tescau'ch,

• Use,r-Interface Deficiencies_Some test sites During the first six months oi' the academic liaison
recommended ttmt the historical data processing, program, we determined which institutions to target,
and rulebase generation prtx:essesbe performed established working relationships, set up collaborative
in batch mode, particularly when working with exchanges, identified graduate students, trainoalthe gradtmte
large data .sets, Other sites indicated that they students, and identified specific re.arch topics, These
would like a version of ALAP that would run in university associ,'ltions are firmly established with UNM
the background and trigger an alarm whenever and UCD and continue to evolve and mature, Recently,
_manomaly (x:curred, Dr, Luger, another professor at UNM, has become in.

ALAP was designed to be an interactive audit/ volved with Dr, McCabe on the UNM research project,
analysis teel, However, we agree that the user We expect that the collatx,rative relationships with UNM
interface should have t̀he flexibility to allow the and UCD will continue,
user to perform both the historical dam and rule- We also are taking advantage of the t,os Alamos
base` generation processes in batch mode. National Lall_,ratory's graduate research assistant (GRA)
Accomplishing these tasks on Largedata mrs program, lt is organized to allow a l_,aboratory staff
takes hours und requires that the u_r be premnt member the oplx,rtunity to select technically qualified
at or near the terminal, Revising the current graduate students from universities around the country and
version of ALAP to incortx_ratethis option will to hire them Ifor three or four months, This provides both
require nx_derate n0odifications of the ALAP the GRA and the Laboratory me,ntorwith a mutual evaltm.
umr interface and the ALAP User Guide, tion period, The Laboratory mentor can evaluate the

We considered having ALAP run in real time "technicaleducation and background, qtmlityof knowledge,
or near real time in the background as an option
during the initial design stages, but decided
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maturity, and capability of tile eRA, If the eRA has Although tile l×_telttlaIfor the academic Interaction
technical potential and Is a good prospect for future program seems lmslttve, Its progress and ultimate success
employment, the mentor can provide spectfic technical depend:: on the constraints, expectations, and resources
training and education, encourage areas of educatlonttl that are placexlon lt durtng the first several years, We arc
study, and encourage thesis or dissertation work to be confident that a consistent program tn thts area will result
dohe at the Laboratory, In essence, the GRA progrtml In our continued capability to solve computer securtty
allows the expeditious hiring of capable technical stalT problems and to as_ss computer securtty technologies as
with low risk of lost resources, Last summc,r, the CCS they relate to DOE,
hired two GRAM,one from the University of Illinois and
one from Wtt,_hlngtonState University, The_ two GRAs
spent four months at the CCS working orr computer
security related problems,
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PART 2. BASIC SYS'rEMS DESIGN, INTE(IRATION, AND EVAI.,UATION
i

i, S AI,'EGUARDS SYSTEMS METIIOI). we I'urLhcranalyzed theprt_o_s flow streams using rho

OLO(]Y I)i_VI_]I.,OPMENT IRAN!., vilrtlince llropligiitt(ln t_otlt; I'ROI_'I 4'(l_llOcesstng
lind l;uol l_lit:llltle,,0, 'l_tie liniounL (ii' di)li) I'l'onl li'lili,,,I['or

A,_ Ilti,,ite _y_iellit Design tllid illiegriilloll, ,,ItrollliiS, nuitorlill ctlilll_:)stlt(lll, liit_li,',llirc,llil.'.nl lilt_lhotls, iUl(l
lisst_lilie(t orror,_, ¢(lupled with the liee(l Lo rollrrililge (li'

The,otti_.'_tlvesof LI)ts liisk iiro Lodovelop iilid lrilli,,,II'c:r croliit; llOW groilphig,,,i of (lalli, rcquirt;d llilillilliiliillng lhc
to field l_'l_oiliiol ii nlolh(×lology for (loslgillllg ,,,lii['ogulirds di)ta wiLh lx_th sl)rclidstieoL,,iand (li)li)til)sos,

sysloiiI,Ll Lhai eliiphlistzo,',i hllogrliLtoit (ii" niiilcrllil,,,i c'(lliLrol, Trlili,,,II't;rring lhc lc;si)Ii,,,)of viirliiiice, ¢lilcuhlL[oli,,,i iii))(le
nililt_rliils lict.:ounLlng, phy,,,ilclil proLt;cLloli, iuid Ol)erliLlonlll using Pr4Ot_'f_'Lo iho ,,,Iprea(l.,,lht_e[l)rogriinl I_7,X{',I-,]I_,t'li¢tlt-
lic,itvlLlos sul_ti lis pr(_¢s<,,inlolitLorhlg, Ii Is hl)on(led Lo li)Led relx)rthlg lilid c,onilliirtllg resulL,,i, l-hivliig tile ro,,,lult,,i
tiuprove Lhc ofl'ccLlvcilOSSot" _il'cgl.ilirtl,,,i rosoilrt_c;s thl'oLigh ill ii sprolitlstieoi ritLlier lhlili ii BASIC oi)Lp)ii l'llo lillilwe(l
lin hlLegrlile,.d lipprolich Li1DOE l×)llc:y, orders° lind hliplo, the (hill) lo lt oiisily ploltod as ii l'UllCLlOli (;if eltllor
nic,nliitlori of ._lil'_tulir(ls acLtvttk;s, LhroLighpul (ii" in<'_Lrtlnionluricorliihillo,,,i, l]y illose ct)lllpllr-

Solno (if Lhcprojcci,,_ tlescrlb_l horc, lll'e sUPl_)rte(t, iii tsoils, we l(leilttfled the uet;d to develop till tlUllrovod set til'
part, by I'll¢tlliy hnplenlc.nialion funding, tnslrunioliL uilcerllitiltit_,',i LhaL could I_c lissocliiLed wiLh

vi)rio)i,,,) nliilorilil ,',ILr¢llllis, This ll,_l Iniidt_ po,_,_lblo ilioro
1, Specliil l_llllipe Sepiirtiililn (SIS) Prl). I)r¢¢1_ viirllinct_ clilculliiio_l,,i iii)ii ii ¢le,liror t(lelltil'lctiLlon (ii"

ject, The SIS ilroductlon pllini will convori l'uol-grade lli'(_t;',,,,IsSiellS thaL liro l_)LoiiLililly liLLi'iicLlvo Lhol'i (lr (livei'-
pltll.Oli[lilli to wolii_lils-grii(lt_ l'lltiLoilitiiri, iisiiig lht_ lll.oilltc ._ion largeis for llll insider, Iii l'lllrLit;uhir, rho liioro tloliiile(I

vapor llisor t,,,iolopc sei{mrliiton (AVLIS) pr(_¢ssl lt is lt) t_e liluilysls hlghltgliit;d the l_lssibility of pnliriicied (live,)'slim
located iii Llie ldliho NilliOlilil Engiiit_orhig Llil)oriilory of Lhc snltill liln()unis (li' InliLel'iiil I)t;lllg (liscilr(le(I hiio lhc,
(INEL), We iiro workhig wiih Lhc SIS Pr(ljocl Milriligo- wii,,.ILosLrOiililS, illLhough ¢(llicoriis had c',oliLe,i'(;(l (iii the

nloni Ol'i'ice and I.lirDSIS Sllt'ogutird.,,iTil.,.Ik 1:(lr¢¢ It) tlcvo"<l I) lihrul)i Lhefl of signtl'iciiril (tiililltlLio,,,i of llitlLorilil,
liil inLogral(;d ,,,lystolri (li' iicc.oui_llltllliiy iliC'iiSLlrOliiOllLSlin(l _/o lilililyzed lhc sy<,,illJlnl_rl'orliililiCe of iho SIS siil't;-
riu¢lelir nllllerlill.',i toni.rill, liilir(Is tlesign iii doiail lin(I l'i'()ili lhc lop down, 'l'his

ill)proilch required lroupliig li signi['iCtilll lllllOilllL ()[' ilu-
ii, Siifelluiirils Syslt'.nis l)esl.14n Cllnct.,lits iilerl¢lil alld (le,'_rtplivc, (li)Iii iii vliri()li,,,i wliys, 'rho iiiliLorilil

Atllillt, d iii SIS (R, S, i.,elinard and R, !1, Slrli- I)llliince vlirtiiliCeSiliu._lt_tir(ipagaled l'_lret_chdtilxigroui 1.
ililiitli_r, N-4), Iii ,_iilllX)ri of siil'egtiar(t,,i llhinntng ltir hlg lind, for li'li(lo sL)lille,s, iho res)iii,,) ,,.ILorodfor ililor lise,

lhc prol)O,,;e.dSIS i)Juloniuni llr(icc.sslilg ft)oiliLy, lhc Los Tho rO.'_LilIsilion hl)ro io I_ori.;clllh.;(I, con)pl)red, lilid rlilikcd,
Ahilno,,,; Siil't;gillirds Progriiln hlis provided inlillL (ill Lhc (liwn lho con.,ILriitiil,,,i,sl)cii li,,,)ill)pi)eL ()ii Ot_l'tiLlons, (ltise
nlatoriiils ii¢colinitng iic.x_.tlsof Lhc new fliciltty, This el'. ltnilLs, lind ['till(Is liviiiliible, dec,lsitlils¢lin LhlJii [_ nil)tie (iii

l'tirt, supt_irtod by t×)th OSS and the SIS ProJect oi'rice, lhc t_,st coill'igurllllon or grouphlg of hldividulil li)iii (It.IN)
clLrel'ully studied the l)roccss flow, t(lontifle(l hill)Oi'lanL li;)- pi't_esscs, otlliei' conLrt)lle(I t}lilliiice lireli (CBA) or iniileriiil
el)Lions for nielL,,lurt;Inel.lls, and [liiliniitiiLivoly liniilyz_l lhc li)ill)rico iii'cii (MI{tA), thaL will liiOcl Lhc I)OIL_,Ordt',rs lind

vtiriiince prt)pagiiLton for l.lle l)i'(_es,,i, We c_on(liiclod ii ,,,lys- l)erl'orn_lince crlLoria, The LoI) d(iwn (le,iliiled linlilysi,,,i is

tc)ns siu(ly of lhc prol×)._e(l SIS t'licilliy and (lc,velotlcxl Ii st',L t!osl SLiitett to )leW t'll¢llilies, Ill)li(lr ullgriido,_, chliiiging
of i_OlnlilendtillOllS l'or crcliling ii cost-el't'ec,Llve ,',lill'oguiir(is Lhrolil onvtrolii)lOlil,,4, and revised or(l¢l'S lhlil roquire tili-
sySloln, We idoilllJ'ied NI,)A iilslriiinonls iilid iechnlquo;i l)rovod l_r['(irlntiliCe, l'rl)lll oxislhlg <',ly_Lolii,,i,
Lhai till) l)rovi(le u,_ol'ul slifeglilir(ls, licc(iunLlilltltLy, (ii' T(iwlii'd ilio ond til" Lti(_['lsclil year, we relilti',ed Lh)ii
t)rocess control hlforiniitiOli lind oSillnlilod iilOlisiironielil l)rothicLlvtly w(illltl t_Dolihiin¢od t1"tllt_ (li)Iii wl.'.l'Olivllthilllo
i.incortliinLie.,,i for ,,,)(lille llrocess lilliLcrilils, 'l'hrt)iilh lierl- iii ii (lilliil)li.'4e (iii which viii'li)nee cillc.tllllLl(iii,',i c(llll(I ilo iilli(le

(_lic rel×)rtirlg io lind roviow by the SIS Sill'ogiliir(l,,,i 'l'lisk wilhouL l('_llving the tliiliil)iise l)r(igrliln, l,'l)xl'llisc',.i./Miic wii,,,i
t_orce, )tie SIS l)r(tjoct bcnel'illed fr(iin tochnl¢lil Siil)llori chii,,;eri t_.;cliiise ti is livlilliiLllt_ for both MlichiL(i,,lht_s li)iii

and gul(ltiiico in ,,,ly,,,il_ili,_(lo.,,iign, sal'¢giilir(ls ii)sir)ii)itri)Li)- MS-I)OS liilichllie,,,l, ii t_illl incorllOl'tito griiphtcs )is l'telds,
riO)l, lilld ine..lisurolnOlil Le.chi)oi(igy devt;lol)ed lhrolllh lhc lind "{J" l)r(igrlllns can tit: tilclii(lo.d )is sill)roillilieS, "l'lie

I_)OE lli"eguilr(ls R&[.) progrllnl, 'ltlo siifc',t4tlllr(ls ct)nlnlll- I_l,<;tcliit_leS (1 lhru 5, nlOlllit)ned I>olow)lhlit nlllko till llie
niiy will, in turn, henol'il by ))pl)lying )lowly (level()ped diiliit)ll,,,Io i.il't_sliowii til l:;ig, 28,

lirililyst,,,i lind (lostgn lilelho_l(llollo,,; (roll)It',ii ii) vlirilinco 'l'lil)l(', 1 COllLlitli,',i (li)Li) iil)()iiL )lie l_r(ic'.l.',sst_,_,As ii
prol)ligiiLton ) Lo lln iicliial l'liciliiy, Sili(lytrig Lho r¢,_LilLs,li)iii (loslgn ()r lilililysts l)l'()grcss ',s, li(ltllLi()iiiil tloliiil c'iill tie
by (tovol(llfiug and chliriicLoriT, ilig NDA ilit.',lli()(I,,,llil)l)liciilfle li(Ide(l, The iallle, tdeilLil'les which MIIA, CIIA, iii)li I{JN

l() llyrtlchoriiiclil l.lr()c',oSSilig lochlitqLiO,',i lt)iii dil'l'ic, lill iii Ill)ii NI)A ,'.iii)Lionlhlil ii lli'(lc'o,',isI)ol(liig,,,i Iii. l!y ,_t_."_tiiglhc
nit'.lisLiro i)li_lOlitiilll alid lillioriciiiili wiisLcs, 80 pill,,,)l)r(_c',.,.IsNow (lt)igr)ii)is (l>l,'D',,,i) tri viii'i()lis wliy,'.i,

lliised (iri work tlone iii 101414(l'()r Lho SIS i_rlti_;cl)()li ,',li)ehli,',)t!7 siih-MltA ((.'ItA) (li' NDA sliiii(_ii, wo itlolilll'ie.(I

rho c,()nCol)iLilil (le,,,iigll of iii) inLegrliled _il't;gtliii'(I,',i sysloiil, viii'tOilS ('.()lli'ltl;'.l,',l(lr poor l(r(liilllllgs (ii' niliLt;rtlil,,.i,
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Table 2 contains information about tile process Sensitivity studies were conducted on such variables
streams. Typical fields in a record arethe stream number, as throughput, size of instrument uncertainties and con-
type of material in the stream, quantity of material, figuration of sub-MBA's. Progress in conducting the
whether the material is a transfer in or out or an inventory sensitivity analysis and developing concepts was reported
item, and if the material is me,asured, to the project and task force in April at Idaho and in

Table 3 documents the chemicals making up the October at Livermore.,,

material stream and their quantities. The quantities are Work planned for FY 1990 includes completing the
summed and posted back to the quantity field in Table 2. senskivity analysis using the new database analysis tool.
Table 3 is linked, as are Tables 4 and 5, to Table 2 by A final report will summarize the results as well as de-
PFD identifier and stream number, scribe the development of the integrated information.

The use of a relational database _,rogram with a C-
"- - based variance calculation module can greatly facilitate

1 systems design and analysis. The results of a development
_S,.q effort, carried out in support of the ,safeguards task force for
IDENT- the SIS project, are reported. The work has resulted ir, a

IFIGATION tool, which when refined, may be used by facility

(PFD) accountability clerks or DOE reviewers to either plan
upgrades tOexisting facilities or design new accountability

"- -" systems. The set of generic tables used to organize the
[ data is described along with a standard set of reports created

for presenting the results of the analyses and trade studies.Although the work was done using a Macintosh, the
- database program, Foxbase+, is available for the PC user.

2 The work, becau_ of the ease of manipulating data within
PFICC".,ESS tl_e structure of a relational database and the associated help

FLOWS or tutorial files, will be useful to the analyst and account-
& ability clerk who wishes to develop a better understanding

INVENTOFIIES of how to improve their MC&A system in a cost-effective
manner.

I
b. Potential NDA Options and Accura-

te _ _ ._r cies for the SIS Process (N. Ensslin, T. K. Li,

" 3 -" 4 5 P.A. Russo, N-l). In support of safeguards planning/ for the proposed SIS plutonium processing facility, the
CHEMICAL MEASURE, SAFEGUARDS Los Alamos Safeguards Program has provided input on the

C,OIVIK)SITION MENTS 1 materials accounting needs of the new facility. "r_,is effort

of FLO'/¢S &1 _ J has carefully studied the process flow, identified importantINVENTORIESJ locations for measurements, and quantitatively analyzed........ _ ., the error propagation for the process. As part of this
effort, we have identified NDA instruments and techniques

Fig. 28. Hierarchy of relational databases, that can provide useful safeguards, accountability, or
process control information, and we have tried to estimate

Table 4 contains information about the instrument the expected measurement uncertainties for some process

used to measure a particular process stream or inventory materials.
item. Instrument uncertainty, tied to the material and The SIS process would require the destructive or
quantity being measured, is also included in this _able. nondestructive measurement of plutonium in a variety of

Table 5 contains safeguards data that are a combina- solid or liquid forms. Because the facility would employ
tion of calculated and posted information. Typical data pyrochemical processing techniques and would generate
will include the measurement limit-of-error for the mate- plutonium and americium wastes in a variety of forms,

rial, probability of detection, attractiveness, and notes, many of the materials would be difficult to measure accu-
This table was deliberately _t up to be a stand-alone table rately, For nondestructive measurements, we considered
that could be isolated, the following potential techniques: calorimetry, isotopic

Correlations between measurement streams were analysis by high-resolution gamma-ray spectroscopy

identified by sorting either Table 1 or Table 2 by NDA (ISO), conventional neutron coincidence counting (NCC),
station. This infc,rmation was then used in setting up the neutron multiplicity counting (NMC), lump-corrected
input files for PROFF, segmented gamma-ray scanning (LCSGS), plutonium
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SAI, x-ray fluorescence (XRF), and gamma-ray-based experience provides more conservative e._6_','qates,whereas
portable process and holdup monitoring, For each tech- instrument developer experience reflects goals that can rea-
nique, we identified the minimum number of instruments sonably be achieved ii' the SIS facility takes advantage of
or instrument locations that should be considered for the forthcoming improvements in NDA technology.
facility if the technique was considered sufficiently We expect significant improvements in NDA accu-
accurate, timely, or labor-saving to be useful, racy to be available for the new SIS facility, These im-

Table XII is an example of the type of information provements include use of the known-M approach or the
that we prepared for SlS, This table includes four o1' the ,_ample self-interrogation technique to supplement conven-
above-mentioned techniques and lists a number of pyro- tional NCC, or the use of new NMC techniques to meas-
chemical, scrap, or waste process materials, The uncer- ure impure plutonium _mples with unknown multiplica-
tainty estimates were obtained by combining the expected tion and (c_,n) yields. Gamma-ray assay improvements
random and systematic errors in quadrature, The random include the development of LCSGS, and better algorithms
errors were obtained from the expected counting precision, for isotopic measurements of heterogeneous materials.
The systematic errors were obtained either from past user Other potential improvements in neutron NDA accuracy
experience or from NDA instrument developer estimates of can result from process changes that reduce the (c_,n) neu-
the expected effects from the sample matrix or the inho- tron reaction rate in the sample. In some cases it may be
mogeneities on the assay uncertainty. In general, user

Irl II I I I] II I I ? If I I i i

Table XII, Estimated Uncertainty of Some NDA Techniques for Various SIS Process
Materials (quoted as relative standard deviation, In %)

i iiiii i iiiiiii i i i J i

SIS Process Materials NCC a NMC b LCSGS c ISO d'

Incoming drums 5-10 0,1 - 0,2 0,5 - 1
Receipt cans 1-10 1-3 0.1 - 0,2 0,5 - 1
Byproduct oxide 5 2-3 0,1 - 0,2 0,5 - 1

DOR input salt cake 5 5-10 0.3 5
DOR spent salts, sweeps 5- I0 2-10 0.3 5
DOR scrubbed salts 5 2-5 0.3 5
DORSS metal buttons 10-20 3-5 0,3 5
DOR metal product 10 2-3 0,3 5

MSE spent salts, sweeps 5-10 ' 2-10 0,3 5
MSE scrubbed salts 5-20 2-5 0.3 5
MSESS metal buttons 10 0,3 5
MSE metal castings 1-2 0.3 5
MSE skull & crucible 20 5 15

ER metal input 3-10 24 0,1 - ().2 0.5 - 1
ER anode heels 10-20 5
ER spent salts 5-10 5 1-5 0,2 - 0,3 1-2
ER scrubbed salts 5 2-5 0,2 - 0.3 1-2
ERSS metal buttons 10 3-5 0,2 - 0,3 1-2
ER metal product 1-2 0,1 - 0.2 0,5- 1
ER skull & crucible 20 5 15

Failed furnace parts 5 -
Passivated scrap 5-10 5 5-10
Sweeps/reactive scrap 5 2-5

Combust, waste (low-a) 5-10 2.5

Combust, waste (high-ct) ]0-100 2-5

aNCC - conventional neutron coincidence counting
bNMC - neutron multiplicity counting

cLCSGS - lump-corrected segmented gamma-ray scanning
dlso- isotopic comtx)sition of homogeneous plutonium by high-resolution

garnma-ray spectroscopy
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possible to improve NDA accuracy by blending or ho- are enhancing this model to facilitate system design and
mogenizing process materials before measurement. Stan- analysis tasks. The several enhancements are described
dardizing can sizes and material handling procedures can below.
also help. The assay uncertainty estimates in Table XII User interface. We added a menu-driven interface
reflect the above-mentioned improvements in NDA tech- to execute the model. New data-entry checks were incor-
niques, but not the potential improvements in processing porated to help the user guard against entering erroneous
or material handling, information. Color displays are now used to improve

readability and video appearance.
c. Applications of Fa_Sim to Inventory Material flow sheet display. Material flows

Difference Calculations for SIS (D. Stirpe and in nuclear material processing facilities usually involve
C. A. Coulter, N-4). The FacSim (Facility Simula- many recycle and scrap-recovery streams, and can be com-
tion) program can be used to analyze expected inventory plex and difficult to visualize. For this reason, we en-
difference variances at facilities that process nuclear mate, hanced FacSim to provide the ability to display the mate-
rials. 55 We previously developed a preliminary FacSim rials flow sheet for the simulated facility on the computer
data file for SIS that described the major material flows in screen, This capability not only provides additional in-
the facility to evaluate the proposed measurements and formation on facility operation, but aids in developing and
MBA structures. Results _from the application of FacSim debugging model data flies as weil.
to this data file were presented at an SIS Safeguards and To _hieve an efficient and understandable flow sheet
Security Task Force meeting in Idaho Falls. The data file layout, the flow sheet routines first construct an approxi-
has now been greatly expanded to include the description mate arrangement of vault areas and unit processes from
of processing and measurements on ali facility materials, the facility data file by simple algorithms, and then use a
including low-level scrap and waste streams. This en- simulated annealing process to optimize the arrangement
hanced data file will be used in calendar year 1990 for a by reducing the lengths of the material flow lines. The
detailed evaluation of measurement and MBA alternative's vault areas and unit processes are then displayed on a
t'or SIS. rectangular _'ray of screens, each of which can display up

to nine process/vault areas arranged in three rows and three
2. Integrated System for Westinghouse columns. These process/vault areas are connected to one

Hanford (K. E. Thomas, J. S. Ballman, and R. another by directed lines that show the material flows.
M. Tisinger, N-4). An integrated safeguards system The lines are color coded to distinguish among material
demonstration-Insider Demonstration-is planned for the flows that go between two locations on the current display
Plutonium Finishing Plant at Westinghouse Hanford at screen, flows that go between one location on the current
the end of 1990. SNLA, Westinghouse Hanford, and Los screen and one that is not on the screen, and flows that
Alamos are participating in this demonstration. The cross the screen between two locations neither of which is
demonstration will be run in a laboratory but will simu- on the screen. A list of ali materials that flow across the
late operations in the processing plant. PC-DYMAC, the current display screen appears on the screen, with numeri-
accounting system developed for Argonne National _lbo- cal keys relating materials on the list to labels on the flow
ratory-West (ANL-W), will be the accounting system for lines. The user may move from one display screen to
the demonstration. Sandia will apply the WATCH system another by using the cursor keys. To provide continuity,
in the demonstration. New integrated .safeguards concepts adjacent display screens overlap by one row or column.
that will be demonstrated include personnel monitoring Development of anomaly detection algo-
(Sandia and Los Alanlos). In addition, two computers will rithms. We are enhancing FacSim to permit it to de-
be used to demonstrate connecting classified and scribe the actions of insider adversaries and the response of
unclassified computers using the Hanford RDTC (restricted the facility _feguards system to these actions. A part of
data transmission controller) switch. 56,57 the anomaly detection ability of the _feguards system will

be a suite of statistical tests that can be applied to the in-
B. Computer Simulation Development - i_hance, ventory difference values generated by material balance
ments to FaeSim (C. A. Coulter, R. Whiteson, closures at both the MBA and sub-MBA level. We have
and A. Zardecki, N-4). begun developing and testing the algorithms and computer

procedures for various single-decision and sequential tests
Computer-based modeling and simulation has his- that may be included in FacSim for this purpose. Tests

torically been a useful, but cumbersome, t_l for safe- that are being developed include the classical Shewhart
guards systems design and evaluation. Recent advances in test, the Waid sequential probability ratio test, and various
commercial software and hardware have made it lx_s_ible to versions and combinations of Page's test. In addition, we
develop much more flexible modeling and simulation are evaluating various pseudorandom-number generators
tools to st_pport _feguards. We have developed a generic for use in the simulation tests, to try to assure that there
simulation model for safeguards systems (FacSim), which are no inherent nonrandom biases in the generators used
is designed to simulate both processing and _feguards for the simulations that could lead to misleading conclu-
functions for facilities that process nuclear materials. We sions about the effectiveness of any of the tests considered.
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Description of insider threat scenarios. We PC-class computers. A new version of this simulation
are enhancing FacSim so that it can model insider ad- language that runs under the OS/2 operating system has
versary actions and the response of the facility safeguards become available, and we are developing a version of
system to these actions. This will allow one to evaluate FacSim that uses this new version. Unfortunately, the
the operation of the safeguards system within the context initial release of the new language contained a number of
of facility operation and to obtain detection time estimates errors that made its immediate use impossible. A cor-
that might otherwise be difficult to determine. To provide retted version should be available soon, and the FacSim
the tlexibility required for simulating operator adversary conversion will then be completed. Run times of the
actions, the description of process operators in the simula. OS/2 version of FacSim should be significantly shorter
tion program has been totally redesigned and repro- than run times of the current DOS version.
grammed, and the new program elements have been tested. As FacSim has become larger and its development
The operator description is now completely object ori- has become a multi-person effort, we have felt a strong
ented. Facility elements requiring operator actions send need to re-express the model program in a simulation Ian-
messages requesting these actions and await operator re- guage that is more modular and object-oriented than that
sponse. Each operator defined in the facility data file is currently in use. Fortunately, a very attractive new simu-
represented in the simulation program by his or her rou- lation language that has the desired features and which
fine, which allows the operator to analyze requests, check operates under the OS/2 operating system on IBM
on the status of the facility and of other operators, and take PC/AT-compatible computers has just become available.
appropriate actions. In addition, each operator can pass We have, therefore, begun converting FacSim to this new
requests to other operators and coordinate actions with simulation language. We are making some long-planned
these operators when necessary. This new operator enhancements to FacSim, and also are developing generic
representation provides a versatile framework for describ- simulation tools that will be useful in developing future
ing the kinds of independent and informed operator actions models. These generic tools are contained in a "kernel" of
thatare required for adversaryscenarios. The approach that procedures that manages user definition and revises model
we are developing to generate adversary scenarios within features by means of menu-driven input and maintains the
the program uses artificial intelligence methods to provide disk files that contain the facility description. Other pro-
the adversary with simulated intelligent behavior that is gram modules are able to access these capabilities by
both goal-directed and nondeterministic. This approach making a few straightforward definitions and procedure
also is opportunistic, in the sense that it takes advantage calls, and can in this way avoid the necessity for managing
of transient facility situations to aid in achieving adversary their own user input and data file manipulation re-
goals when possible. The adversary formulates flexible, quirements. This will obviate most of the "nuisance" pro-
modifiable strategies that make use of his/her authoriza- gramming that has traditionally been necessary in every
tions and facility knowledge. The effort to achieve the module of a simulation program, and thus speed both
adversary's goals can be carried out by a series of steps prototyping and full model development.
performed over an extended period of time, with
"backtracking" from unpromising situations when neces- II. SAFEGUARDS SYSTEMS APPLICATIONS
sary. The formulation also provides some ability for the
adversary to learn from his successes and failures and thus Support for Headquarters Initiatives (K. E.
to improve his probability of success in future actions. Thomas, N-4)

Run.time animation. We have added new run-

time animation features to FacSim that allow the user to The objective of this task is to provide technical
display one or more floor-plan views of facility areas with support to DOE/OSS in understanding IDs and MC&A
unit processes and/or vault areas displayed at appropriate practices at operating facilities, to review existing orders,
locations. The information displayed for each unit process to support development of the MC&A portions of Master
is: Site plans and Master Safeguards and Security Agreements

• process name, (MSSAs), and to address DOE-complex-wide cost/risk
• total SNM in the feed queue, benefits of applying proposed safeguards measures.
• unit process status (indicated by a color code), Throughout this year, we have continued to revise
• amount of SNM in process, and the MC&A Guides based on comments from the field and
• total amount of SNM in the product queue, experience gained from site visits. We participated in site

For each vault area, the vault area name and the total visits at Rocky Flats and Oak Ridge. In June, a workshop
amount of SNM in the vault area are displayed. These of the performance requirements was held at Brookhaven
floor-plan displays can give the user additional perspec- National Laboratory; we assisted in the preparation and
fives on the time-sequenced interactions of related pro- helped conduct the workshop.
cesses. In December, we participated in a working group at

Simulation model language developments, the Central Training Academy that developed a guide for
FacSim is currently coded in a simulation language that preparing MC&A plans.
runs under the MS/PC-DOS operating system on IBM
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PART 3, ONSITE TEST AND EVALUATION AND FACILITY SUPPORT

L 1,1Fa_ CONSULTATION AND DI,_clONSTRA. and delivered to Los Alamos users. The count room facili-

TION ty at TA-55 operated by group NMT-4 has been using a
single-detector FRAM system for about nine months.

The tasks described in this po,ft of the report are This system is capable of performing ahnost ali of the
designed to demonstrate, test, and evaluate onsite improved necessary nondestructive isotopic ashy measurements and
safeguards technology and to assist in upgrading materials can be expanded easily to increase throughput. The second
measurement, control, and accounting capabilities and system (Fig. 29), which can measure two samples si.
practices throughout the DOE complex. Many of the multaneously, was delivered to the count room at Los
projects de_ribed here are partially supported by facility Alamos' Nuclear Material Storage Facility.
implementation funds. Both systems were delivered with complete docu-

mentation -- hardware manual, software manuals, and user
A. Instruments and Measurement Systems for manual. A description of the system and its performance
Uranium and Plutonium Processing Facilities• also has been published in Ref. 21. FRAM represents a

significant improvement over the previous plutonium iso-
A wide variety of measurement problems are still topic assay system used at TA-55.

extant at facilities that process nuclear materials. The goal
of this task is to improve NDA measurement technology b. A Versatile Passive/Active Neutron
for uranium and plutonium processing facilities and to Coincidence Well Counter (P/A NCC) for In-
demonstrate each technique in an operating process line, lt Plant Accountability Measurements of Pluto-
includes improvingexistingmeasurementcapability, in- nium and Uranium (J. E. Stewart, H. O.
lineT&E of new measurement technology, and developing Menlove, S. W, France, J. Baca, and R. R.
and demonstrating integrated measurement systems, Ferran, N.I; J. R. Wachter, NMT-4). We have

designed a new well-type NCC for the NDA of a wide
I. Assistance to Los Alamos variety of items containing plutonium, uranium, or both.

The instrument will be used at several measurement

a. Plutonium Isotopics Assay System locations in the Los Alamos plutonium facility (TA-55).
(T. E. Sampson N.I, T. A. Kelley C-3, G.W. Features of the design include:
Nelson, University of Arizona). Two FRAM 2 1 * removable sample-well inserts for passive and
plutonium isotopic assay systems have been completed active modes;

Fig. 29. The FRAM plutonium Isotopic system Installed at Los Alamos' Nuclear Material
Storage Facility. This system is capable of measuring two (expandable to four) samples
simultaneously.
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• both fast and thermal-mode inserts for active

measurements; =_ - _ ,• removable AmLi sources for combined pas- _ Lsive/active measurements; . : .....

• AmLi source intensity (two sources at 5 x 105 + " _-'
n/s each) sufficient to override passive coinci-
dence background for mixed uranium/plutonium I
and/or impure plutonium samples; ]

• external shielding to reduce effects of plant neu- I

Itron backgrounds; _

• uniform efficiency over the sample cavity tominimize SNM positioning effects;
• low sensitivity to sample matrix; i I
• passive efficiency of 35,7%, active efficiency of ]1

31.0%; _ LI_¢_
• large sample cavity to accommodate a wide I

range of containers;and "/'_
• inherent safety, reliability, and maintainability

features, _ 81.3 in.
Figure30 is anelevationlayout viewof the instru- _.

ment, showing the shielded sample well and the active i..... "-_ ......... _ r-- --_
insert suspended from the hoist arm. Figure 31 shows -1 kT_',. '!......
details of the active insert on the left and the passive insert iii
on the right. __.

The active insert contains AmLi sources above and lit

below the sample cavity; each is easily removed from its -Iil/l

polyethylene end plug using a handling rod. The active II
-II.

cavity will accommodate a sample container up to 8.5 in.
in diameterand9 in. tall. 38 in. i_t

The passive insert features graphite end plugs for -t r
optimum reflection of neutrons originating in the _liII

IIIplutonium-bearing sample. The top plug allows placement I I
of a 252Cf source in the center of the sample cavity for --Ir

routine measurement-control checks. The passive cavity I/I ii!!lI /will accommodate a sample container up to 8.5 in, in _'_::;_"111 -I- _, /
diameter and 16 in. tall. II =s _ • _9) ' 'The neutron moderator is an annulus of polyethylene ..................
4.75 in. thick and 31.5 in. tall with a 9.7-in. opening.
Forty-eight 3He proportional-counter tubes are placed in Fig. 30. Elevation layout view of passive/
two circularringsofholesinthemodemtorbody, active neutron coincidence v;'_ll counter (P/A

We used Monte Carlo 18calculations to optimize the NCC).
placement of tubes and the moderator thickness. This
resulted in a calculated passive efficiency of 35,7% for a 240pu, The profile of the new counter is much flatter
centered 252Cf source and a calculated active (fast mode) than that of the undermoderated HLNC-II, and conforms to
efficiency of 31.0% for a centered source of 235U fission the shape of the 240pu emission spectrum quite weil.
neutrons. These high efficiencies provide very good sensi- Intended routine uses for the counter include passive
tivities for both uranium and plutonium measurements, measurements of plutonium-bearing samples, active

The calculated axial efficiency profile for a 252Cf thermal-mode measurements of .sampleswith low utah!vm
source is shown in Fig. 32. This profile is equivalent in concentrations (<50 g 235U), and active fast-mode incus-
uniformity to that of the flat-squared counter,58 which has urements of samples with high uranium concentrations
the same cavity diameter, a single ring of 24 3He tubes, (>50 g 235U). Also planned is an evaluation of com-
and a cadmium insert to flatten its profile, bined passive/active measurements of plutonium-bearing

Figure 33 shows the efficiency of the passive/active pyrochemicalresidues.
counter as a function of neutron energy for a centered point
source. For comparison, the efficiency of the HLNC-I159
is shown, as is the normalized emission spectrum for
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understanding of the process, would be most useful to the
_ facility,

!iii!iiii[ For hu'ge incoming wo(xt or steel tx)xes conttflninga
:i:!:i:!:i -::::: I wide variety of plutonium-bearing waste, we recommended
'.iiii ....'_l,-,_ an archway neutron monitor that measures the passive
:!:i;i:i \ total neutron restx)n_ and an archway gamma-ray monitor
"_ GRAPHITE that measures the passive gamma-ray response, These

i ISOURCE archway monitors would straddle the conveyor line thatbrings the boxes into the facility, as shown in Figure 34

' 252cf [/. I'or the gamma-ray monitor, The monitors can be designed

POLYETHYLENE to have a detection sensitivity of atx)ut 100 nCi/g and rea-
sonably flat efficiency profiles over the large waste boxes| _ SOURCE

:i:!'.i:ii :!;!!;i: as they pass through, Segregating the incoming waste by

!i!!iiii!!iii!iiiill .._.__ point of origin and chemical compound, when possible,

will improve the accuracy of the neutron monitor. The
;:::: p_Lssiveneutron and passive g,'umna-raymeasurements will

__i_ be used together to arrive ata weighted value for the assayand its uncertainty.ACTIVE PASSIVE
For the assay of incoming 55-gal, drums, we rec-

ommended two separate passive assay instruments: an
Fig. 31. Active and passive Inserts for the NCC and an SGS, each large enough to accommtxtate 83.
IVA Nec. _ gal, drum overpacks, The passive neutron counter will

have enough _nsitivity to screen waste at the 100-nCi/g

1,05-----1 ....... ---j --1..... .... -----------[_--_ level if the counter is installed in a moderately weil.

...... •"- _ ! ..... _ i_i -i. _ ...........

.__i:---_- _ii +" ............. I -I shielded area. As in the case of boxed waste, the passive. i I neutron and passive gamin,a-raymeasuremenLswill be u_d

I_._ _ ' _v_}- "_- ._ togetherIx,determinethedrum h,adingandits uncertainty.'_ 1.oom .......

.. ................ _-_: The SGS _tssayalso will be used to estimate the isotopic

._ 0.as........ !.................... ,................................................. composition of the plutonium and to identify the presence
', _ of other isotopes that might affect the neutron assay,
_" ................................. I .................................................. For process holdup measurements, we recommended

0.90............................................................................ that the TRU Waste Facility acquire portable gamma-rayi

_. ......................... :......................................................and neutron holdup monitors for u_ throughout the pro-
w cess area during periodic holdup measurement campaigns,_3 0.85 ............................................. r..................................

We also considered a fixed gamma-ray or neutron holdup

...... -__.'--'_.____,_ ____.__._.___i_ _ _..- L_- monitoring array that could provide more information and0,80 ..........
0 2,5 5.0 7.5 1.0 12.5 15,0 17.5

Dlstancofrom CavityFloor(In,)

50_'-T--'-'T---7--I--T-T-t _ I-----'I---'F--I-T1-W

................-I.............

Fig. 32, The axial efficiency profile (in the ..............................,--- . I,IILNCC.lll

2. Assistance to Savannah River _' 30_ ...................................._ .......................
'5

a. Conceptual Design Report on NDA _ _:
Instrumentation for the Transuranic (TRU) ._ 2o
Waste Facility at the SRS (N. Ensslin and C. e, _
B. Bjork, N-I), A new TRU Waste Facility is being o _

designed at the SRS that will accept exhumed TRU waste ,0 Ic*'_io,_.mo,_'_,*'_ti_,="°_l........ i............. ' "C,,,-\-"""_"_ _Iand process it for shipment to the Waste Isolation Pilot ...... .___a..__L_LLL_Lti_-"- _i -t__V__. t
Project (WIPP). We have prepared a relx)rt that provides 0 ......
conceptualdesigns for neutron- and gmnma-ray-basedNDA _°_ _o _oNeutronEnergy(MEV)
instrumentation for this facility. The measurement

categories considered werelx_xed waste, 55-gal. drums, in- Fig. 33. Counting efficiency as a function
process holdup, and certification of waste for shipment to of neutron energy for the P/A Nec and the
WIPP. For each measurement category, we considered HLNC.II. Also shown Is the neutron emis-
several different instrument options and recommended slon spectrum for 24°pu spontaneous fission.
instruments and conceptual designs that, based on our
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[_[_[_[_I_It_[I[_UU[I_[[_tl_U_[_[_II_ Waste (J. K. Sprinkle Jr,, (;. E, i.losler, S, T,
4ooom Ilsue, M, P. Kellogg, M. Miller, S. M. Slm.

--co.c,.towJ, mends, and A, R, Smith, N.,I), Tile assay of scrap

material to be measured usually is heterogen_)us, Segre.
_o,_ [_ : ______ [_1t1_gation of the scrap and waste into categories makes lt

w,,to,ol suitable techniques has been hampered by the lack of
_,,, appropriate standards lhr calibration anti the evaluation of

i_ _ measurement bias. We now have characterized 25 mrap
-_ and waste items for plutonium content to 2% or better,8.-------_--___ covering three distinct material types--Incinerator ash,

100c,_o co, oyo, ...... 7--_1 ,,;andslag and crucible, and MSE restdues_all of which

_,__,_ exhibit different problems to NDA measurement methods.
_ i i We u_d the_ characterized scrap and waste Items along

optlo,_l4.t_t,,_o,am,v with fabricated calibration standards (pureor diluted oxide)
-,' r--- "r to evaluate two state-of-the.art NDA Instruments: an

.2ooem .1D0em 0 100era 20O_m advanced SGS antian NCC.60 We demonstrated that these
material categories can be measured with less than 5%

Fig. 34. Passive gamma-ray box monitor bias, but caution users thateach new category of scrap am:l
(elevation view) (section through passive waste requires evaluation for measurement bh|s. Wheli
Nai counters) (each Nal counter Is 10 cm by both the SGS and NCC are available, comparing their as-
I0 cm by 40 eta). _y results is a stringent test for measurement bitm, be-

cause the two measurement methods are not sensitive to
substantially reduce the need for manual holdup measure- the same causes of bias. If the results agree, the user can
ments, but is unlikely to be very accurate for the wide be confident that the assay has little or no bias. Because
range of waste materials present throughout the facility, these _rap and waste materials are more difficult to meas-
Assuming no waste _gregation within the process area,

gamma-ray measurements will be more quantitative and ure, we expect that the,cetechniques will be applicable to
more useful, with the neutron measurements providing many other _rap and waste categories.

some assurance against laige, clumped detx)sits, e. Uranium Blllet Shuffler (P. M. Rlnard
For certification of waste for shipment to WIPP, we and K.E. Kroneke, N-l). We have completed tire

considered two options: scanning the waste in the process design of and begun fabricating a shuMer to assay the
area before it is loaded into 55-gal. drums or standard waste uranium content of billets before they are extruded into
boxes, and assaying drums or boxes after they are loaded, fuel tubes for the SRS production reactors. In addition to
Each option has advantages or disadvantages in terms of facilitating materials accounting, reactor safety will be
assay accuracy, operator exposure, and the expected enhanced becau_ the fuel tubes will be assured to have the
measurement accuracy as a function of waste _gregation. correct uranium content.
For waste scanning, we recommended a fixed _anning Special features of this shuffler include a billet load-
setup with small neutron and gamma-ray archway ing device that forces the billet to be loaded with the
monitors. The fixed geometry would decrease errors proper orientation before the dc×)rcan be closed and large
cau_d by source-to-detector distances, and would provide shielding containers, which are basically cylinders into
higher detection sensitivity and shorter counting times, which shielding material will be poured to harden. The
For assaying output waste in 55-gal. drums or standard material contains boron lhr neutron absorption and elimi-
waste boxes, we rec.ommendedpassive NCC and SGS as nates the need for gamma-ray aba)rbing lead on the outside
the most cost-effective, penetrating, and matrix-insensitive of the shield. This simple design has led to a shorter
approach, fabrication time and a great reduction in cost.

In the conceptual design report for each NDA assay The billet shufller should be installed by the fall of
option, we review the items to be measured, describe the 1990.
assay technique and method of operation, describe me-

chanical and electrical featuresof the instrument, recom- d. Passive Drum Coincidence Counter for
mend appropriate electronics and software, estimate cost the SRS FB-Line (N, Ensslln, D, M. Miller,
and schedule, and recommend a procurement route, Also S.-T. tisue, M. S. Krick, and E. Kern, N-l).
for each option, we estimate the measurement accuracy, We have developed a new passive NCC for assaying 55-
the detectability limit, the measurement control require- gal. drums; the drum counter is now installed and operat-
ments, andthe degree of waste _gregation required, ing at the SRS FB-l_,ine. The specifications and concep-

tual design of the drum counter were prepartxl jointly by

54



SRS and Los Alanms,and themechanicaland electrical The new drunlcounterdesignhas a good neutron
designand fabricationofthecounterwerecarriedoutby detectlonefficiencyof 15% anda moderatedle.awaytlmc
JomarSystems,lhc,*AftertheCOLmtcrwas fabricated,it of74 Its,The detectabilitylimitforplutoniumoxide(6%

was deliveredtoour laboratoryfora regimenofIx_ri'or-240pu)at3stnndm'ddevlatlonsabovebackgroundisgiven
mance measurementsand acceptancetesting,callbratlon,InTableXIIIfortotalsand coincidencecounting,The
software Installation and checkout, aral preparation of background rates u_;d In the calculations are tho_; actually
docunlentatlon, present at SRS, Table XIII also gives tile detectability

The new drum counter is tile first passive NCC limit tn nanocuries l_r gram for a drum loading of I(X)kg,
designed for tile assay o1'55-gal, drums In over 15 years, showing that the counter can segregate waste at tile 100
lt incoq×mttes several slate-of-file.art features, such as t'asl nC,l/g I'lduchd,
Amptek preampliflers/dlscrimhmtors nloul_tcd Inside the The efficiency profiles inside the assay cavity are
3He junction boxes for low dc,udthnc and low electronic rea_nably flat because of the uniform placement of 3He
noise pickup, Indicating desiccant holders mounted in the tulx_s around the cavity, If these profiles are ovcrlaplx'd
junction boxes, and a motor-driven door with built-in with the volume of a 55-gal, drum centered In the cavity,
_li'ety tnterl(_:ks, the average Integrated reslx)nse across the drum volume is

Figure 35 is a photograph of tile drum counter within 1% of tile response at the center, The average
showing the motor-driven door and tile Jomar d(×_rcon- uncertainty in response caused by plutonium location ts
tr()ller'tx)x, The assay chamtx_r Is 71 by 71 by % cm and approximately :t:5% RSD for totals and ±10% RSD for
can c,astly hold a standard 55-gal, drum, which is loaded by coincidence counts, Within the drum voltlme, tile upper
sliding Jt along the I'ixed platform of rotating wheels, The extreme is 8% higher than the response at the center, and
counter has six banks of 3He tut×'s -- one in each of the the lower extreme is 17% lower than the response at the
four sides and one on tile top and bottom, The four center,
vertical side banks each contain ten 91-cre-active-length To determine tile effects of matrix materials on tile
3He Lulls, anct the top and bottom horizontal banks each ccfinclclence rcslxm_ of tile drum counk:r, we measured a
contain tcn 51-cm-actlvc-lcflgth 3He tubes, Ten Amptek californium source in tile center of several drums filled
M(×tcl A-111 prcamt)/discrhninator txmrds are used to read with various matrix materials. 'l'he measured matrices
tile 31tc tubes, which permits counting at rates above were iron, raschig rings, polyethylene slivers, polyeth-
1,3 M counts/s (equivalent to 80 kg of PuO2), ylene shavings, polyethylene tubes, and polyethylene

chunks, The total neutron response is wtthln severalEach of the six banks of 3He tubes is embedded in a

10,2-cre-thick sh.d) of high.density polyethylene (CH2) ix_rcent of nominal for polyethylene (or water)I(xadtngs rtpto 0,1 g/cre 3,
that is covered on ali sides with 0,40 Into of cadmium These Ix_rformance characmristics will make this type
sheeting. F_,achbank also is shield(xi on tile outside with of cotmtcr u_ful for a wide variety of waste materials with
another 10.2-cre-thick slal_ of polyethylene. Within the either very low or very high plutonlunl loadings. At
six detector banks, the 3He tubes are centered 4,16 cm SRS, the tnstrttment is used to measure the pltttontum
from the inside edge of the polyethylene, which is slightly content of 55-gal, drums before shipment to a burial site,
less than the distance of about 4,57 cm that gives The drum counter measurement can be used either its the

"optimum moderation," A 0,23-cre-thick p()lyethylene actual accountability measurement or its a final verification
liner that will t_'. inside each waste drum will provide of previous values for _ffegtmrcls purlx)SCS,
partial compen_tion for the difference, but the counter

remains sllghtlyunderm(xtcmlcd, e. NDA Conceptual i)eslgn Report for
The FB-l.,ine Drum Counter Is OlX'.ratedfrom an IBM the Pyrochemical Development l.,aboralory (T,

F'crsonal System/2 Model 70 386 computer, has a color K, i.,1, N, Enssltn, and G, Walton_ N-l), The
monitor lk)r program operati()n, and has an IBM Proprintcr Pyrochemical l)evelopment Laboratory is being designed
II for hard-copy printout, The computer also is interfaced at Savannah River lk)r rescalrch and development on pyro-
to it J()mar Model JSR-11 coincidence electronics package chemical tr_mncnt processes, The process will Involve
and to the custor,l-made Jomar clcmrcontroller b()x, Data direct oxicle rc_luction, molten _dt extraction, electrorefin-
nrc collcctcd anct analyzed by a new menu-driven software ing, pymreclox, hydrtdlng, and _llt scrubbhlg, We arc
package developed at l..os Alamos, The software package preparing a conceptual design report on NDA instruments
provicles a co|nplete range of as_iy, measurement ccmtmi, for fccd, product, and waste assay, The tnstrtlmCntS
calibration, parameter moclificatic)n, dala stc)ragc, anti clara lnclucle a neutron multiplicity counter, an LCSGS, and a
transfer options, plutonium isotopic analysis system (ISO), Our report

will provlclc rcctmlmcndations for tile instx'tmmnt options,
feasibility studies of it common detector for both tile
I£?SGS and the ISO, and pcrformance and cost csthnates,

*Jomar Systems, Inc,, !143 18rh St,, Los Alamos, NM
87544 (505) 662-981 I,
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•o Fig, 35, Passive 55-gal. drum
counter for tile Savannah River
Site Fl|.l,lne.

3. Assistance to the Portsmouth (;I)P this mechanical/clectrical dcsig;i is suitable for technology
transfer, Wt are writing a spccil'icatlon package for com-

a. Californium-252 Shuffler for Meas- inertial procurement of the hardware and phm to swilch
uring Enrichment Plant Scrap and Waste tj. K. ()ttr programmatic emphasis from hardware design to
Sprinkle, Jr., E. L. Adams, J. Baca, L. R. _)ftwareanddatareducttontcc, hniquesforn_e41suringdrtmls
C(}wder, !t, R. Dye, D, C. Garcla, D. L. Gar- ()furanium contamlnatedscrapandwastewlthshuHlers.
cia, C. R. Hatcher, E.C. llorley, !!. O,
Menlove, P. Polk, C, M. Schneider, and B.G. b. Portsmouth Solution EnrichmentSys-
Strait, N-l). The uranium enrichment plant at tem (T, K. LI, ,l. !,. Parker, T. E, Sampson,
t)orL_mouth is a large facility that generates commensurate I_. R Cowder, E. C. Ilorley, and (;. Walton, N-
quantities of scrap and waste, 'llfis scrap and waste might I). We ate developing tw() identical autt,mated uranium
tx_ contaminated with uranium enriched in 235U to be- solution enrichment systems (SES's) for the NDA of tx)th

tween 0.2% and 97%. We designed 61 and built a '252Ct' 235U and total uranium concentration in solutions for file

shufller to assay 55-gol, drums o1"waste ttmt typically ct)n. l_ortsmouth GDP, Each system will consist o1" two
tain less than I(X) gz35U, The design capitalized on our measurement stmions and an automatic sample changer

, '_ controlled by a single mtlltichannel analyzer/computerprevious experience, 6'. but we addexl the Ilexibility to use a
dual-mode ashy. The dual-mode assay interrogates ttle system. One measurement station will assay 235U

_lmple wilh thermal and c_}icadmium neutrons to change ct)ncenlrations by a passive gamma-ray technique and the
tile ratio of the 235U to 2-'8U, We plan to use the dual

II I_,, .... II •

mode to c,arrect the 235U measurement for bias caused by 'r,ble Xlll, Detect,,blllty Llmll CMIt'ulatlonstor the
tile changillg 238U contenl, 55.glL Drum Counter for PuO 2 (6% 24°Put

We calibrated and tested the shtJlTIcr at Los __ , ,

AlaHIt,s,63 then delivered it t() Portsmouth, where it was
Assumed Count 240p u

ins(all(ii in N(,)VOlll|K;r1!789. IIs performance agr(cd with Passive Background Time Limit Nanocurles/g
our pr(dictions based on Monte C:arlo calculatio)ls, 18 at Technique (counts/al (sl (g) In 100 kg

le_st for the limited testing that we were able tr) carry out, "
Because l:'ortsmt)tith required pronlpt delivery (li"the sl's- 'r,,tal_ 2o 300 o,oo3 34

('oincitlel)ce O. 5 " 3(I(I (}.0i (1 I O0
tem, we ricci(led tr) fi)lish developing the dual mt)el(:ass,'ly
after dclivery to I'()rtsn_()uth, tlowcver, the partial
evaltmtit)n at Los Alamos was sttfficient tr) determit_c that
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either station will dc',icrlllhie ttie t(ital urlintunl COl(Cell- limits cii' ,,It',n,,Iltlvity l'cir this type of x-ray I'lucir_,,Icon_e,
lr(iii(In t_y tin XRi _ lochnlqllc, The, liUiOlnlitlc slinilllc lnstrunie,iit, We hl(ro licit ye,t decJltlcd it(e, t'inlil proct:dure,s
c_hlinger will c.()liSl,',Ittil OliO c:(mlinci¢llil hill(iriit(lry rob(ii iilid iiro t',cintintihlg lhc d(;vcl(llllnOlit,
with Its controller,OllO bl(r-code rclide,r, one, ,,,li(li(pie rack,
lind one suPl×irt ,,(helP, An lilr-oondlil(in(,d oncl(i,,,liiro l'c'ir 4, Asslsillni,e tid tli_ idilhil Nilthiniil Ello
the li(it(iii(lille _inlplc; chlingl.'r will lihY,,itciilly ts(ii(ilo the gllieerlng l_ltl)orittiiry (INEID
highly lit_t',iirlilo ((lid ,,,ieli,,,Ililvcrob(ii fr(ml the r(x)iil, The q

ml×ii will in()vo ,,,liillll)lo,,,lillil(liig the, ,,.li(li(plt rlic_k, the, til(r- Tesi lind lily((lilt(lh(li (if ii lJriililiiill Miililh)r
c',o(lc rciidor, luid lhc ,,li(nil)lc chlinlt_rs of the Illt'llNllrOlllOlli for RliMlliile lin¢_ (Ii, M, llniird, (7, M, Still(elder,

sliitii_ilS, The til(r-oi'(dc rolidcr will t(leniit'y lhc lis,,liiy rc- iirid E, L, Adl(hiS, N-I). Wc hi.tvo [D(ilnplclcd ii 252Cf
qillronioni,,,i cir e.lic.h liniplo t_y rolidtng lhc Sl(li(lilt ID lind shuiTler ii) nionit(ir the, urlulluni ¢()n¢.:cnLriitl(in iii riil'l'lwliilo

either tnl'orniliilc)n into lhc conlt'iulcr, line,,,(,64 and lt hl(,<,(l)lis,,,Iod lhc iic¢optiinc:c lc,lt, Ilc_wcvcr,
Iii lhc pi(sl sever(ii Incmth,,,i, we, ht(ro invo,,,lilglitod instiilhitton iii lhc WINCe l(hih(I Cho,nii(iii l:'ri)ce,,,.ISllil4

whothc.r lin x-ray 14e,lle,rlitclror ii (tts(ri;tc source, shcluld lie i'll(ni hli,_ ix;cn (tolliyod while lhc ph(ni upgriidc,,i its gellCrlil
use,d I'cir XRI.70 wholhe,r (lliO hclid (siiigle, (le,tot;tclr) cir two t'acllitics,

holid,,,i(lwc) dc(oct(lr,',() sllciill(t t_ usc_.l for pll._i,,,iivoglinliuii- ln,_tlilhiilon will I'oll(iw lhc sot(chic shown til Fig,
ray iilid XI(F me,ii,_ure,lllOnls, whether one stzc or two slz,os 36, with rfi()st cii" the, llistriilliOiitiiit('iil iii ii clcliil torr(dc)r,

cit' sl(nil)lo c()nliihlor arc neco,_,,,;iiry['or boi.h typesof niolis- ()lily the assay cn¢l(i,,,lure, lind ,,,lento, shie,lding will be,
uronionis, lind wlllc_ll type (if rob(it will sliti,,Ify our nlounicd in the li(ii cell, A shielded plug hlsldo li wlill til'
roquirolnt;nt_, Wo lil,_o have, been studying the ox(rile(ion lhc li(li coli wtll ciirry cloctriclil iilld nicchiintclil clit)le,',l,
til' l)Olik lircli,s citx rays wiihciui hills when lhey iippelir (iii "ltlc lristruinont will opcrlilo t_('inttllU(iu,_ly f(Ir nionth,,,i
I)ii(kgrc/uiid ccintiliLilllii,',l Cii"li(iu'kori ci.irvliture (hilt tire very iii ii iinic wtth(iul ii hi.ill(tin (ipcr(it(ii, lt will nloli,',lurc the

tiigh rohltive ici the x-ray pelik,,i then(solves, Ttii,_ olin(Ii- 23.'iU c(incolitrlition iii l'ission-pr()duct wlistc sirelilllS li(ld
item li(lids when di)ing XI(F nieli,,,lurolllelitS (in i()w-c:(lli- will _,eliortite, wlirlllilg lind iillirlil signals iii (:crUlh'l ¢()nc:en-

C:elilrliiicln soliiti(iii.s (ii' tlrlinJuin, ii t:lindll.i(in thiil will tic tr(ilion,,,(of2-t$U_,11)ythe (Iperiitcir, Se,vorlil l'e,,iiturcs hi(ro
froquciltly onc.oiinlorod tn the SES's, The prclhlcni is boon t)llilt tj(tc) ttio In(illii()r Iii lissiire the li¢ciirlit:y iii' the

prhnlirily ()lie cii' ll¢curlitely delineating the background rosult,_ during ttio long pericld iii' untiliendod C)l×;rllli(in,

¢C/litinuuin and prodetorinhiing the pclik stilll'l_ plirlirne,ters • A Sl)ccilil li.,.Isiiy i,<,Itliken with ii sample cii"275U
with sulTiciont lic(urlicy to fix nillny (ii" thcn-i diiring tile driven illl('i the assay rogtCili, The frequency o1'
peak extraction pr(lc:ess, We, have been stu(lying Ix)lh this chock is sol hy the pliuii (lpcrlil('ir, II' this
pro)tile(ns with the liin+i (lt" incciing lhc SES requircnionis iL',Isliy tS Oii l Slcit the cX pec l,exl rlingo of Vll Iu cs,
for licciirlicy its well (is (.loierminlllg lhc prac:liciil lower

Fig. 36, The assay chaniber
of the instrument Is milunted
on a hi,t cell wall with a rat-

.... f_nate line entering rr,,.i the
,!' bilttom and leaving thr(lugh

the t(Ip. The guide tulles r,lr
capsules c(,ritaining _52 (.7I'

and _351J piiss thri)ugh a plug
in the wall lnt,l , c(irrldl_r;

" electrical cables travel the
:/"::i""_ same route, An electr(inics

;;.: ',,, rack iilid stepping miitlirs f(ir
the capsules are In the c(ir.

, rid(lr.

_i/ '. '

I
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subsequent assays tu'enormalized, trodthe opera- 1,1
tor is warned about tlm anomalous condition, "-[

• Background counts are taken at a different fro- /quency (also set by the operator) and compared
to an expected range of values, A rate outside "]
the preset limits causes a warning to be issued,

analysis,andthe new background rate Is used In the data _ 1,0-
• The counts in two separate detector banks are

compared as part of each assay, If the ratio of o=
counts deviates from an expected value by more
than a preset amount, a warntng ts Issued to the -
operator, If one of the banks gives no counL,_,tt
is assumed that the bank Is dead and the con- 8 0.9-
centratton is calculated on the basis of the
counts in the good bank only, Should the count _,
In the suspect bank of a later assay not be zero, 1tt is assumed that the bank is once again
functioning,

• Flux monitors may be used to compare the 0,a_ I t-.--F-_---V---T _ i , i _
counts during the irradiation phase to the 0 20 40 80 ao 100
expected values. The monitors could detect
changes in the nature of the liquid that would Flow Rate (L/h)
affect the neutron transport properties and hence
the assay process, If the flux monitors are Fig, 37. This correction factor is applied to
,selected for use, adjustments to the count rates the delayed neutron count rates, according to
of delayed neutrons aremade,based on the flux the fh,w rate of the rafflnate stream. The

correction Is relatlw to a rate of 80 L/h, the
monitor count rates, rate most commonly expected,

Ali assay results are transmitted to a plant computer,

Should no data from the monitor be received after a certain g/L with a standard deviation of 0,0031 g/L (or 9% RSD),
period of time, the plant computer will assume the mont- Two other sets of similtu'data gave averages of 0,0341 and
tor is inoperative and inform the plant operator, 0,0323 g/L with 10% and 11% RSD. The preciskm de-

, The delayed neutron count rate is corrected for the sired by the plant is 10% so it appears that this goal will
decay of the 252Cf source, the background, flux monitor be,met,
variations (if selected for use), the flow rate of the raffinate

through the monitor, and small variations in the times of il. tloldup Determination and Analysis for
the assay activities. Uranium and Plutonium Processing Facilities--

The correction for timing variations has always been Assistance to Rocky Flats.
inconsequential (less than 1%),but the flow rate correction

is very important. The correction (Fig, 37) was deduced Quantifying nuclear materials holdup in processing
from measurements at 0,48 g/L with flow rates ft'ore 0 to e_quipmentand piping continues to pose problems because
100 L/h. The most common flow rate is expected to be of complex and uncertain geometries, difficult access, large
80 L/h; if a calibration is performed with static liquids, /rodvariable backgrounds, and lack ofapprol)rlate standards
uncorrected assays at 80 l.dh would be in error by 14%, for calibration. The goal of this task is to demonstrate
The monitor receives the current flow rate from a meter as methods for measuring or otherwise estimating holdup,
part of each assay, calibrating holdup instruments, and analyzing holdup data,

We developed a calibration curve using nitric acid lt includes developing dedicated instrumenL,_for selected
of 235solutions U with six concentrations and different process equipment and portable instruments for ad hoc

flow rams, This curve is shown in Fig. 38; it is a straight measurements, with test and evaluation (T&E) at operat-
line as expected for these low concentrations. Subsequent ing facilities, Portions of some of the projects described
measurement.¢ with the 0.02 g/L solution indicated that here are supported by facility implementation funding,
the small bias at the origin may be caused by a small error

in the flow-rate correction, Ali of these measurements 1. Quantifying Solid Plutonium Iloldup
will be repeated after the monitor is installed in theplant, In illgh-Throughput Scrap Recovery Processes

The precision of the monitor (Fig, 39) was deter- (P. A. Russo and R. Siebellst, N-l), We have
minedfrc'n 137consecutive measuremenLson a nitricacid made high-resolution gamma-raymeastirements of pluto-
_lution with 0,034 (+0,002) g/L of 235U, The calibra- nium holdup on the Rocky Flats caiciner, and have docu-
tion curve in Fig, 38 producedan average value of 0.0348 mented new approaches to determining the very large
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FIK, 38, A calibration curve was developed uNI. K nitric acid .olutlonn (:r
:Z3SU, Uncertainties In the con_entrath)nN are rr()=, chemical analysea, At each
concentration there are corre,:ted count rates rr.m now rates or 40t 60_ xo, and
100 L/h, The concentrations or major center, are below 0,0_R/LI data points
at 0,48 KIt, were als() taken but could not be Included In thin rlKure without
ob.curlnK the more Important d.t. p(Jlnts at lower eoncentrathms,

attenuationof the_)lidsbulk-processingequipment,along insertedintothecalcinertuix_wasu,,_l,as(le_rlbedprovl.
with the measurement results,45,65 Recent oxpcrhnenlal ousl),45,65 to perform the transmissionmeasurements, In
efforts that have significantly improvedthe correction thiscase,positioningtheline _)urceat the radialcenterof
fi_ctorsforequipmentatl_nuatlonhavebeenextendedto the the calclnertube improvedthe accuracyof thecorr_tton
Rock)'Flatshydrofluorinator,Finally, we evaluatedthe factorsover thoseof theoriginalmeasurementsIn which
u_ of a pointtransmissionsourcefor determiningsell'., the line sourcewaslaid at thebottomof the 15-cm-diam
attenuationeffectsin largo,localizedholdup(lelX)SitSfor tube, The remeasurodequipmentattenuationcorrection
_heseapplications, factors for the calciner, along with their hnproved (It)),a

Remeasurement or Attenuation Correction factor of 10 or more) preclstons are given as CFEQ (la)
Fsctors fiw Caleiner Equipment, We have docu- ln'I'able XIV, Agreement (within 2 or 3o for the original
mentcd the procedures and results of the original measure- measurements) between the original values and the re-
ments of the correction factors for calclner equipment nlmisurcdvalues is generall), ob_rved, kairgerdlscrcpan-
attenuation, 45,65 The original measurements were pcr- r:les are probably the result of the different positioning of
formed with a significant (--,6.kg)amount of plutonium the transmission _urce for the two _ts of measurements,
held up in the calclner process line; gamma.ray back- The magnitudes of the CFEQ value_ can be com.
grounds from these deposits resulted In lx×)rprectslons for pared to the calculated mlnhnum correction factors deter-
the measured transmissions u_d to ()blain the correction mined from the gamma-ray attenuation of the ki_ownuni-
factors, which, along widz their relative uncertainties, are form coniponenL,_of tlze calcinor structure, These known
applied directly to the ashy resulLs for hol(lup, For 0tls compot_ents,de_ribed previously, 45 include the calctner
rea,,a)n,we remeatsured the correction factors following a tube tlult extends over the full length of the calctner .hd
cleanout and [eas.,_mbly of the calcine,r, The remeasure- the t_eatshield that covers the heater section of the tube,
ments us_t 239pu gamma-ray peaks at _ven (rather than Table XIV also)lists these mlnhnum expected e(luipnlent
the original five) different gamma-ra), energies for each of atten.{ttlon correctl(m I'.ctors, CFEQ,MIN, and gtves th(,'.
the five calciner as,,alylocations, "l'he PuO2 line source rtltl6s ()f the nlea=suredto the mlnhnum expecle, l values for
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FIll. 39. With a Nolutlon or 0.0714 i.I/I, ;iuwlill,l thr()ul_h the InNtrument at FIO
l./h, we to.k 137 t'onNeeutlve llN,_Lly,4. The Xeqllt.llt'e Or reNultx IN NhowII alonll
with the uverul4e value and n=ultlplt,_ (ff the ._tantl.rd (levlath)n,

TAIII.E XIV, (_'.I¢'Iner l,'.qulpmt,nt All¢,.u.ll(m (:.rrt, cll(m l,'.t't()r,,i

I('I;I,X),MI Hl

C alt;Int:r llt;atcr (II) (-!l;li() + (:I;EO,MIN (In,)

Ass_ty or'l'ul_ ('r) 129,3 2()3.5 3,15.() 375,() ,113. / ,151,5 (i,16,()
l.,ocatlon St_cii(_l= kt_V kt_V keV kt.V kt.V kt:'V keV

LL' J' 'p' .L.¢i ,i _...... _=: .. _ll } It"L'!:Jrtl,,,,,u ,I,',_r_,i_i .. ;-.. ,, n.,Nr= ,L J

1 'r 9(_) 4,5(0,4,) ,1,20((),13) ,_,23((),()6) 4,()_((),05) 3,970),lH) 5,,_(I,H)
16,851 13,161 12,341 12,261 12,1"/I 12,111 [I,SHI

1,3 (0,2) _ 1_,1/O,l_ 1,79 /0,O¢i) 1,87 (_(),(13) I,HH ((1,02) I,HH (0,(X)) .... 2,!_1,0___
2 T* lH(6) 9,(1 (2,0) 6,01 (0,27) 5,69 (0,1()) 5,35 (0,()8) 5,22 ((I,31) 5,3 ((),8,)

(and II) [>6,851 1>3,161 1>2,341 1>2,261 [>2,171 1>2,111 [>l,HHI
<2,6/(),8/ <2,8(0,2> <2,57((),()8) <2,52/(),03/ <2,4_/(),()3/,<2.,,;7((),)()> <1,7((),4), , ,,,, , |,

3 I! 9() (130) 37 (32) 13,35 (2,10) 12,24 (0,51) 11,5() (0,39) 10,22 (1,19) !),5 i5'7)-
153,91 118,41 19,991 19 221 18,421 17,811 15,7/I
1,7(2,,1) 2,o(1,7) _,33(o,15) 1,33/o,()_,) 1,_7lc),();!.)_,31 (o,15) i,/, _!,())

,t li** ...... 79 (69) 24 (8) 13,61 (1,01,) 12,4{_((),33) 10,87 ((),23) 9,78 (O,H()) 1(),5 ((_,1)
(.hd T,) 1<53,91 I<lH,41 1<9,9UI 1<9,221 1<8,421 1"-:7,811 1<5,771

..... >.!,5 (1,3) >1.3 (0,,I_ >1,36 ((),1()) >1,35 ((),(),1) , >1,21) /(),()3/ >1,25 (_(),1.!,)!,_1,(_
5 T li(l) 4,2 (0,3) 3.52 (O,()H) 3,.i() ((),03) 3,22 (0,()2) 3,3,1 ((),li) 3.8 ((),8)

16,851 13.161 12,'}41 12,2(,1 12,171 12,111 II,HHI
,, I,h ((1,2) 1,3 (0,1) 1,5(1 ((),(13) 1,5() ((),(11) I,,1_1(0,()1) 1,58 ((),()5) 2,() ((),,1)

*'['ulx; C_:I:I_.C),MINvahlt:._will l.llldt_resthlllllc [ht_ lllilllllltllll {:,(irrt;t:lil},is li| lhi_ i()cllti(Hh

**lh;alt, r CFI'_Q,MIN valut;s will (wt;resltnutlt'_lilt',mt0trnum ct_rrt;ctit)nsat this lucatlt(m,..___..

(",,()



the seven gamma-ray energies at each assay location. The tube from the detector field of view. For the measure-
ratios are greater than one becau_ the calciner structure ments of the CFEQ values, the background measurements
also includes numerous bulky tlanges, sleeves, shields, are performed in the same geometry as for the transmis-
and brackets mounted along the calciner tube, which are sion source measurements except that the source is re-

_,ot taken into account in computing the CFEQ,MIN moved (as for the calciner CFEQ measurements).
values. The ratios are Lypically between 1 and 2, an We measured the CFEQ values with the PuO2 line
entirely reasonable result %r the calciner sla'.tcture, source positioned at the radial center of the hydrofluorina-

Extension of Measurements to the Hydro- tor tube by a mechanical fixture similar to that used in the
fluorinator. The Rocky Flats hydroflUorinatt), is simi- calciner exercises. We obtained results for ttle seven

lar in design to the calciner. The greater overall length gamma-ray energies at each of the nine hydrofluorinator
(3.5 m compared to 2.3 m for the calciner) increase,,, the assay locations. The measurements were performed after
number of measurement locations required for experi- the hydrofluorinator was cleaned out arid reassembled, The

mentally determining holdup. Figure 40 is a simplified resulting CFEQ and lcr values are given in Table XV for
drawing oi"the hydrofluorinator hardware showing the tube locations 1 through 9, corresponding to right-to-left num-
and heat shield with various major components labelled, bering of the nine hydrofluorinator assay locations shown
The feed portion of the hydrofluorinator (shown by the in Fig. 41. The calculated minimum correction factors for
dashed line) is removed during the holdup measurements, equipment attenuation, CFEQ,MIN, analogous to those
as it is for the calciner, for the calciner, also are given in Table XV, along with

Figure 41 shows the hydrofluorinator assembly with the ratios of the measured correction factors to the calcu-

(superimposed) glove ports, projected from the operations lated minimum correction factors for the seven gamma-ray
side of the glove box, where the detector is positioned lhr energies at each assay location. Overall, the magnitudes
the holdup measurements. The as_y measurement glove of the CFEQ values and the ratios are similar to the cal-
ports are marked with a square grid. For holdup measure- ciner results at similar locations.
ments, we recommend that backgTound spectra be0btained Point Source Transmission Measurements

at the six upper assay ports (on the heater section) with for Determining Self-Attenuation Effects."', The
the detector tilted upward to exchlde the hydrofluorinator bottoms of the Teflon bellows at the feed ends of both the

FEED END HEATER SECTION DISCHARGE END,

FEED HOPPER/ PRODUCT
AUaE.DroVE el.C.AAG_eum,ss_ul_.v *S,.=UJLV

IELLOWS ' RE'LOWS/

! r--- - __ Fig. 40. Simplified drawingr..,jL_[J__._..__rrl__M of hydrofluorlnator assembly

t /
IUPPORT FRAME

' 2.sm

3.§m

Fig. 41. Hydrofluorlnator
assembly with outlines of
glove ports projected from

Q O the operations side of the

ii glove box. Tile gridded cir-cles correspond to the glove

' ports at which the detector
_L_ Is positioned for holdup

measuremer, ts. The meas-

[ urements of the equipment
self-attenua:ion correction
factors were performed at
these nine h)cations.

I
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TABLE XV, ilydrol'luorinator Equipment Attenuation Correction Factors

' ........ (:Fix(.)( is).........
ICFE(),MIN]

Hyrdro- CFEQ+ CFEQ.MIN (Is)fluodnator Hea_ (H)

Assay o_Tube (T) _ 129.3 203,5 345,0 3"I5,0 '_113,7 451,5 646,(}
Location Section keV keV keV keV keV keV kev.............. ,,. _ u ,

,,,,, .... , l",', I ii ....... , . : . ,:

1 T 8,46 (1.59) 5,27 (0,61) 4,36 (0.14) 4.04 ({).05) 3,95 (0,05) 3,83 ((],20) 2.20 (0,47)
16,851 13.16} {2,341 12,261 12.171 12,111 11.881
1.2 (0.2) 1,7 (0.2) 1.86 (0,06) 1.79 (0.02) 1,82 (0,02) 1,82 (0.09) 1,2 (0,3)

2 T, ti i' -3(18 (1'231) 21,9 (7,6) i0,9 (0,6) 10,1 (0,2)" 9,28 (0.17i 7,60 ((i,58) 4.8 (1,5)
(-equal) 112,11 15.391 13.791 13.631 13,451 13.321 12,841

.25 (I01) 4,1 (1,4) 2,9 (0,2) 2.78 (0.06) 2,69 (0.05) 2.3 (0.2) 1,7 (0,5)

3 H -103 (91) 20.5'(,_,7) 16,9 (0,5) 14,2 (013i 12.7 ('0.3) '12,9 (1.4) 9,6 (5.8)
153.91 I18,41 19,991 19,221 18,421 17,811 [5,771
-1,9 (1,7) l,l (0,3) 1,69 (0,05) 1,54 (0,03) 1,51 (0,04) 1.7 (0,2) 1.7 (1,0)

4 H -308 (923) '12.7 (20,3) 13.6 (0,9) ....... 12,3 (0]3) 10.8 (0.2) 10,_1(0,9) ....... 69 (3.0)
153.91 118,41 19,991 19.221 18,421 17,811 15,771
.6(17) 0.7 (1,1) 1,36 (0,09) 1,33 (0,03) 1.28 (0.02) 1,33 (0.11) 1.2 (0.5)

...... 5 .... H 308 (1026) 25.4 (8,2) 13.7 (0.9)' 11,9 (0.3)' 10.7 (0,2/ 8.94 _((J,80) 6.0 (2.3)
153,91 118.41 [9,991 19.221 18.421 17,811 15371
6 (19) 1.4 (0,4) 1.37 (0,09) 1,29 (0.03) 1,27 (0,02) 1.14 (0,10) 1,0 (0,4)

..... 6 H .... 3077(11281i' 42.4(28.3) 13.n (0,9) 13.2 (6.4) 11,7 (0,2) 13,5 (1,8) 9.6 (7,7j'
153,91 118.41 [9,99} [9,221 18,421 [7,81] 15,771
57 (209) 2.3 (1,5) 1,34 (0,09) 1.43 (0,04) 1,39 (0.02) 1.73 (0.23) 1.7 (i,3)

7 H -54 (45) 57,8 ((;3,1) 14.9 (1.5) 14,5 (0,5).... 12.9 (0.4) i2,2 (i.9) 4.4 (2,0)
153.91 118.4] 19,991 [9,221 18,421 [7,811 15,77 I
.1 (1) 3.1 (3.4) 1,49 (0,15) 1,57 (0,05) 1.53 (0.{,t5) 1,56 (0.24) 0,8 (0.3)

8 T** 19 (6) ' 11'.0 (2,3) 8.18 (0,44)' 7.05 (0,07) 6.74 (0,11) 6,99 (0165) ' 4,8 (2.4)
(pl_ H) 1>6,85] 1>3,161 1>2.341 1>2,261 1>2.171 1>2.111 1>1,881

<2,8 (0.9) <3,5 (0,7) <3,5 (0,2) <3,12 (0.03) <3,11 (0.05) <3.3 (0,3) <2,6 (1.3)

9'** T 8.46 (I.59) 5,27 (0,61)' '4136 (0.14) 4.04 (0,05) 3.95 ((,1,05) 3,83 (6.20) 2,20 (0.47)
[6.851 13,16} 12.341 12.261 12,171 12,1li I1.881
1,2 (0.2) 1,7 (0,2) 1,86 (0,06) 1,79 (0.02) 1,82 (0.02) 1.82 (0.09) 1.2 (0.3)

, ,, , , ,, .......

CFEQ,MIN 2 __I___ + 1
*Ansume that CFT,MIN CFH,MIN

"*Tube,CFEQ,MIN values will underestimate the minimtun corrections at this location.

""Results for location 1 atc used here because of the [x,ssibility that diebackground at location 9 was measured incorrectly,
...........

calciner and hydrofiuorinator have traditionally accumu- the alleged location of the large holdup deposits, with the
lated large amounts of solid plutonium during operation, deposit located between (and in line with) the source and
This material is outside the calciner tube (and hence the the detector. The alleged deposit location was centered in
gamma rays are immune to the large equipment attenua- the field of view of the detector. The 662-keV transmis-
tion effects), but is subject to large gamma-ray self- sion measurements were repeated three to five times; the
auenuation effects. We investigated the use of a 10 mCi 137Cs source was repositioned between measurements.
137Cs gamma-ray .source to measure the transmission of At the calciner, the standard deviations in the 662-keV
662-keV gamma rays through these localized deposits of count rate for the multiple measurements were 4.5% and
plutonium to subsequently determine the gamma-ray self- 5.3% (lo) at the feed end and discharge end bellows, re-
attenuation effects of the deposits with additional meas- spectively. At the hydrofluorinator, the ability to position
urements performed on the,cleaned-out calciner and hydro- the 137Cs source was severely constrained by the equip-
fluorinator, meat geometry inside the glove box and by the more lira-

The 137Cs point source was mounted on a thin rod ited access space outside the glove box. The correspond-
1 m in length, which was inserted into a glove on the side ing precisions for the hydrofiuorinator were 22% and 24%
of the glove box opposite the detector. The source was (1o), reslx_ctively.
positioned in the glove fingertip and the fingertip was This approach to obtaining corrections for gamma-
positioned to touch the bottom of the Teflon bellows at ray self-attenuation effects dtx_s not give a reliable result
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because we lacked the hardware to reproduce the position C, Improved Materials A_countability for Bulk
of the transmission source. We are examining the energy Uran_,um and Plutonium Proces,qlng I_acilitles -
dependence of the holdup ashy in an effort to correct for Assistance to Los Alamos.
these effects.

The goal of this task is to test and demonstrate the
2. Assistance with Measurements for advanced materials accountability methods and software

Plutonium Holdup (P. A. Russo, D.C. Garcia, developed in the base technology tasks in operating facili-
j. A. Painter, and R. Siebelist, N-l). Many of ties. lt includes the development, demonstration, and
the techniques that we have developed lhr po_tble neutron T&E of improved measurement control and calibration
and gamma-ray holdup measurements havebeen first tes_t procedures, variance propagation, and inventory difference
at the RFP before implementation elsewheie in the DOE evaluation, an well as automated PC-based materials
community, accountability systems that can be used by small facilities

Recent heightened interest in performing portable or in a single MBA. Some of the projects described here
holdup measurements on process equipment in many loca- were supported in part by facility implementation funding.
tions (for a variety of reasons including accountability,
safety, materials control, and process control) has resulted T&E of Automated Error-Detection and
in significant efforts to transfer our newest holdup meas- Analysis Software (tt. S. Vaccaro, N.4; B.
urement technology to RFP during the past year, This Hoffbauer, L. McGavran, C-9). This year our R&D
has included: on automated anomaly detection systems for safeguards

• obtaining, documenting, and transferring ox- and ,securityfocused on seven areas:
perimental results and procedures required for • human-enteredrules,
quantitative measurements of holdup in the • multiple knowledge domains,
Building 771 calciner and hydrofluorinator; 45 • analysis and replacement of scoring algorithms,
(see also Part 3, Section B.1) • user accessible tuning,

• documenting the mechanical design of the • software robustness
portable holdup "cart" or "tree''46 and transfer- • portable data commtmications, and
ring the.design along with detailed photographs • events and threads subsystem design,
of the equipment to RFP; We met our objectives; new concepts were devel-

• providing exclusive laboratory training (at Los oped, designed, and tested in each area. The most impor-
Alamos) and documentation to Rocky Flats per- tant and successful improvements were in human-entered
sonnel on the principles and procedures for the rules, multiple knowledge domains, and new scoring algo-
generalized-geomelry holdup calibration and as- rithms. Both the portable data communications software
say and on the design of the software that auto- and the events and threads subsystem design efforts proved
mates the measurements; more diffic_:lt than we expec'ed, but they have been

• providing an executable software package written cortipleted.
in Microsoft Quick Basic 3.0 for automating the Each of the areas is discussed further below. We
generalized-geometry holdup calibration and briefly explain the problems the R&D addresses and
assay; 47 (This is the same software package summarize the progress.
developed by Los Alamos and used for the Human Entered Rules--Problem. Most research
Building 771 calciner and hydrofluorinator and development teams working on automated anomaly
measurements in 1988 and 1989. The source detection have used one of two approaches thought to be
listings with comments also were provided for alternatives: detection of anomalies with respect to expert
documentation.) rules or detection of departures from statistical ranges

• providing procurement specificationsfor the com- derived from normal activity. In fact, neither approach is
mercial (some customized) hardware (detectors, sufficient for most applications. Both expert rules and
electronics, and some mechanical components) historically normalactivity patterns are needed for anomaly
required to perform the automated generalized- detection (as well as other information discussed under
geometry gamma-ray holdup measurements;and multiple knowl_ge domains).

• providing the electronics and mechanical design The anomaly detection team lhr the Stanford Re-
package, procurement information, and perfo_'- search Institute Intrusion Detection Expert System project
mance data on the recently commercialized Los is now working on a system that incorporates both ap-
Alamos compact Nai detectors, proaches; however, the two techniquet_are not integrated.

As the new software (see Part 1, Section E.2) is Our W&S anomaly detection system has always been a
tested at Los Alamos, more personnel training will be hybrid; it uses ,ules similar to the expert rules in some
required as a result of transferring this more flexible and systems, but the rules have been automatically generated
user-friendly program to RFP. from historical data like the ranges in the statistical
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approaches. Thus, its rules were human-readable but not detectim thresholds,data mattaingfunctions,corrrnents, etc,).
human-modifiable. We refer to this collection of information as a knowledge

The seriousness of this shortcoming became obvious domain. Each knowledge domain can be loaded and ap-
during two test_ of W&S at Los Alamos. Working with plied independently, and each produces its own assessment
TA-55 nuclear materials inventory data showed that many of an audited event.
of the anomalies that the staff wished to detect with W&S Thus, an MC&A materials transfer event may be
resulted from changed accounting practices, such as tound to be consistent with "longer-term historical activi-
designation of new materials and project codes. Because ty," but in violation of "policy." "Expert" rules might
many of the current inventory items used the old codes, indicate that an activity could be data leakage, and
W&S generated rules indicating that the codes were nor- "administrative" information might confirm that the user's
mal. Similarly, in working with audit data from the Los account is supposedly revoked.
Alamos Network Security Controller, W&S categorized Ali software to handle multiple knowledge domains
common but nonetheless incorrect activity as "uninterest- was written, debugged, and tested this past year. We be-
ing" when it generated rules including those activities lieve the capability is extremely important, and it is an
regarded as historically normal. (Note that examination of innovation for automated anomaly detectiou systems. The
the rules generated by W&S quickly identified many of downside is that multiple knowledge domains add to the
these problems. We learned that there is great value in complexity of an anomaly detection system and can
studying such automatically generated rule bases) Though produce more assessments of an event than a human can
W&S generated very good rule bases about historical readilydigest.
activity patterns, additional human input was clearly As a result, we are working on concepts for resolvers
ncctxl, that will further digest anomaly indications from multiple

Solution, We developed and tested W&S capabilities domains and (a) present the results in a more palatable
to examine, print, add, modify, and load plain text rules form and (b) control the collection and analysis of new
into W&S-generated rule bases. We further extended events through a feedback loop. If successful, this will
W&S's rule syntax to accept a negation operator (the lead to an integrated analysis of data streams relevant to
complement of a list of values in a rule), to detect rule safeguards or security. The feedback loop will ensure that
conflicts and side-effects, and to perform requested rule the monitoring and analysis system is not overwhelmed
merging and replacement. These features are fast, reliable, and that it adapts its analysis and data collection to rising
and easy to use; they met ali of our objectives in levels of concern. The additional processing should ensure
enhancing the power of W&S. However, they uncovered a that humans (or machines) tasked with interpreting
new dilemma described in the next section, anomaly indications are not desensitized by a large amount

Multiple Knowledge Domains---Problem. If a of numeric scoring data.
rule base contains both expert and historical rules, it co- Analysis and Replacement of Scoring AI-
mingles two different "knowledge domains." When we gorithms_Problem. W&S's scoring algorithms apply
detect an anomaly against such an "impure" rule base, we a rule base to an event and compute a numeric figure of
can no longer say whether the anomaly was abnormal, or merit for each event feature (field), for the event as a
in violation of expert knowledge, or perhaps both. whole, and for a thread of activity related to the event.

In a typical application there will be numerous The quality of these algorithms directly affects the rate of
sources of information on what to look for when detecting false and missed anomaly indications.
anomalies. Some examples are This year we made significant progress on analyzing

• policy (for example, no SNM will b_,left in area W&S's scoring functions and suggesting improvements.
Z overnight); Because W&S's rules are based on a finite amount of his-

, expert knowledge (for example, material W torical data (which itself includes unidentified anomalies)
should be measured by calorimetry); or upon uncertain human expertise, its rules are uncertain

• physical constraints (for example, glovebox 172 and sometimes conflicting. W&S has always been de-
is not connected to 171); signed to accommodate this real-world situation. As a

• administrative information (for example, person result, W&S scoring algorithms were based more on art
X works half days, Z is uncleared); than solid mathematical foundations. However, that is

• recent historical activity (for example, what was changing.
normal over the past 60 days); and Solution. After analyzing the behavior of W&S's

• longer-term historical activity (for example, scoring method, we made two major changes. We now
what was normal over the past two years), use only the deepest applicable rules (those with the most

Our experimentation with rule conflict resolution and left-hand-side conditions)Ix)reduce rule interdependence.
impure rule bases showed that each information source And the figure of merit for each event feature is now com-
should be kept separateand be updated independently, puted by means of a binomial probability model consis-

Solution. We redesigned W&S to handle an arbitrary tent with the way rules are derived from historical data.
number of rule bases, together with ali associated informa- User Accessible Tuning_Problem. Beta soft-
tion (such as data v',,luedictionaries, tuning parametersand ware testing re-emphasized the need for user accessible
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tuning of the rule base generation process. For many particular, we want to improve its performance and add
historical data sets, the default pruning parameters over- needed features for record queue control and status report-
generate rules. (That is, W&S generates an inappropri- ing, The communications module is an essential compo-
ately large number of instantiated rules.) We have long nent of the multi-audit.trail, multi-host, networked anoma-
sought to achieve fully automated tuning, but so far have ly detections system that we are currently developing.
not devised a method for making W&S self-tuning. Events and Threads Subsys!ems Design--

Solution. W&S has always contained a rich set of Problem. The W&S design differed from many other
internal tuning parameters. We added additional parameters approaches by analyzing individual transactions. We cre-
this year, significantly enhancing control over rule base ated the concept of "threads" and "thread members" to al-
generation and anomaly detection. These adjustments can low W&S to aggregate data, such as the number of file
now be made from the user interface at run time and are access errors in a user's computing session. Threads are a
supported by help screens. Parameter settings for each very powerful concept, and allow W&S to handle fine-
knowledge domain are remembered across W&S sessions, grained analysis (which most other systems cannot) and

Software Robustness--Problem. W&S is in- coarse analysis at the same time. But W&S's thread
tended to support a wide Variety of R&D features and also design was just a proof-of-concept and was not adequate for
operate at client sites for extended testing and evaluation, continued R&D,
We previously kept its user interface and data input/output Solution. We have now completely redesigned
functions primitive, in the belief that software changes to transaction handling in W&S. Transactions now generate
core algorithms would be easier if the input/output func- what we call events that in turn have threads and thread
tions were minimal. An unavoidable side effect was that methods that operate on the data in both the event and the
W&S was difficult for those outside the R&D team to thread member data structure to produce a class feature
use. Furthermore, as we added features to W&S, such as vector, lt contains state and state change data, The feature
human-entered rules and multiple knowledge domains, it vector is what a knowledge domain describes, so rule bases
became increasingly difficult for even experienced team analyze the contents of the feature vector.
members to avoid loading incorrect data into W&S. Several different formats of incoming transactions

Solution. We have rewritten much of W&S's user might generate the same event in a network of process
interface. It is now consistent throughout ali menus and control and MC&A computers. The event will be handled
fully supports the user through help screens for every in the same way, regardless of its source. Furthermore, a
possible user input. Inputs and outputs now take place single transaction might generate more than one event for
through scrollable windows, unless the information is W&S to analyze. Fqnally, each event can have several
known to fit on a single line. threads, each creating a feature vector, and those feature

In addition, we implemented new file input ,'rodout- vectors can be analyzed by multiple knowledge domains.
put routines for W&S data, along with comprehensive data When the new design is fully implemented and
sanity checking routines. These have eliminated ali tested, W&S will be capable of beginning the task of
problems with loading corrupt or inconsistent data into integrated analysis of nuclear materials control and ac-
W&S, The user, whether naive or experienced, no longer countability data and of networked computer security data.
crashes software due to "user errors." However, it does The systems integration task will eventually require a
indeed take us much longer now to change W&S because "back-end" data archiving and retrieval capability (to store
of the amount of user-interface and file-input/output code both "raw" event data and analysis results), but we expect
•affected by feature changes, to make significant progress using the software we are

Portable Data Ca_mmunications--Problem. now completing.
As we applied W&S to various MC&A and computer
security audit trails, we repeatedly ran into the same D. Demonstration o_: Safeguards System Inte-
problem_how to move data from the .source to the com- gration and Evaluation.
puter running W&S and where to store the huge quantities
of historical data. Each test seemed to use different hard- The objective of this project is to demonstrate inte-
ware and software protocols. Furthermore, security or grated systems technology developed under base technolo-
performance issues kept us from running W&S on the gy tasks at small and large production facilities, lt era-
computers generating the data. phasizes the integration of materials control, materials

Solution. We developed a portable communications accounting, physical protection, and process monitoring
software module, optimized for moving data from various through efficient acquisition, oi'ganization, and analysis of
source computers to a Unix host computer running W&S. _ffeguarcls and facility information.
The software uses either Ethernet or serial port hardware
and software. Configuration parameters invoke commonly 1. Assistance to Savannah River
available encryption algorithms when neces_ry. (We are
not currently using this capability.) a. Enhancements to NSR Software (G.

Overall, this module is important to our test and L. Barlich, N..4). The Instrument Control Function
evaluation efforts, and we will continue to develop it. In (ICF) at the NSR facility integrates data management and
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collection for three rooms of instruments in the process batlances and their uncertainty, anti (4) an interface subsys-
area and connects process control, accountability, and vault tem that selects measurement data and writes an input file
computers via a network. The Sample Assay Rcx_m pro- for use by the variance-calculation subsystem, which em-
vides wet process control analysis, the Feed Assay Rcx_m ploys the variance propagation code MAWST (Materials
provides feed preparation measurement, and the Receipts Accounting with Sequential Testing).
Assay Facility Laboratory supports vault area operations. In a parallel effort, Westinghouse personnel also
The integrated measurement system was a joint project have developed accounting software, the Nuclear Materials
among Los Alamos, EG&G Mound Laboratory, Lawrence Accounting System (NUCMAS), which replicates many
Livermore National Laboratory, and WSRS and was deliv- of the functions in the Los Alamos accounting program
ered in its first phase in 1986. but lacks any facility for calculating the variance-

Minor additions were made to the ICF software to covariance matrix of a ,sequence of material balances or for
enhance the tracking of standards in the feed preparation testing such _quences for evidence of material loss,
and vault areas. System-wide testing with process control At the request of the Savannah River Operations Of-
and vault operations was successful, and we have com- rice (DOE/SR) and Westinghouse personnel responsible
pleted the software design manual 66 for this system. In for materials accounting, the Los Alamos and Westing-
1990, a minor upgrade is planned to accommodate more house accounting software will be combined to produce a
instruments in the vault area. We also are assisting West- single program that will enable NSR accounting personnel
inghouse personnel with a proposal to replace the Digital to maintain near-real-time accounting for SNM. This
VAX 750 computer with a faster, more expandable ma- program will include variance ,,ropagation and statistical
chine without major.software changes, decision procedures for timel:_, detection of accounting

anomalies that could indicate loss of nuclear material. The
b. Application of NSR Software at Sa- variance propagation program will be based on the I.os

vannah River F Area (W. J. Whitty, R. C. Alamos MAWSTcode,
Bearse, R. D. Sutherland, R. M. Tislnger, and Because the DOE/SR wants to develop a uniform
R. S. Leonard, N.4). The NSR facility at Savannah approach to variance propagation in many of the process
River is a highly automated plutonium dissolution/purifi- areas at Savannah River, we are now developing generic
cation process incorporating computer-controlled opera- interface software to permit MAWST to be used with
tions, on-line instrumentation, and an NDA laboratory. NUCMAS to analyze accounting information at NSR,
The facility is designed to process plutonium-contamirmted FB-line, and other process areas.
,scrap and wansfer the product (plutonium nitrate solution) This project demonstrates a successful collaboration
and waste to F Canyon. between the DOE Operations Office, Westinghouse con-

The NSR facility includes an extensive network of tractor personnel, and Los Alamos to identify and solve
on-line and laboratory-based NDA devices. Most of these operational safeguards problems,
microprocessor-controlled devices are interfaced directly to
a network of larger computers that acquire, transmit, and 2. Assistance to ANL.W
archive data relaWA to the amounts and locations of nuclear

materials within the NSR facility. The NSR computerizc_l Argonne West Unified Safeguards Project
Accountability Function (ACF) is the primary means for (,I. S. Ballman, R. C. llearse, and R. M.
providing near-real-time accountability. In its simplest Tisinger, N-4). In collaboration with SNLA and
abstraction, the ACF works as follows: data about pro- ANL-W, we have completezt the alpha test version of the
cess operations (such as tank volumes, concentrations, and ARGUS. ARGUS is a _feguards system that combines
temperatures) are received either from the ICF or manually materials control and materials accounting functions using
as messages. Computer programs on the ACF process a network of IBM-PCs and comprises three major sub-
these data into transactions. These are handled by a systems.
transaction processing system, which handles shipper- The materials control subsystem, known as Com-
receiver differences and updates the book and physical puter Augmented Materials Access System (CAMUS),
inventories. The tran_ctions and related message opera- was developed by SNLA, Motion-detection devices, called
tions are the front-end of the entire accountability system. WATCHes (wireless alarm transmission of container han-
The back-end produces reports and handles Explainable dling), are attached to objects that are to be protected.
Inventory Differences and Book-to-Inventory Differences. Movement of a WATCH causes an RF signal to be _nt

We have designed and developed a prototype account- to a receiver at the CAMUS computer. The computer also
ing system for the ACF. The major elements of the is coupled to a bar code reader and keypad that allow the
accounting system software are (1) a real time, data acqui- u_r to deactivate the appropriate WATCHes and prepare
sition subsystem that captures automated and manual mes- information about movement of SNM.
_tges, (2) a message-processing subsystem that combines The second subsystem, which is distributed over one
related messages and updates inventory and related data, (3) central and three peripheral computers, is the materials
a variance-calculation subsystem for calculating material accounting system. This system is a direct descendant of
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the Los Alamos-developed PC-DYMAC, which was itself seconds between the accounting system computers with a
a descendant of the Los Alamos' Materials Accounting maximum delay of 15 seconds. The protocol ensures relt-
Safeguards System (MASS). The current version of the able transmission,
accounting system uses the C language and three C-based An accounting database of ali SNM residing within
support libraries: the Faircom* ctree and rtree packages for one room is maintained on ea_chof the peripheral comput-
file handling and report writing, and the Vermont Creative ers, while a complete database for ali three rooms is main-
Software** windowing system, Vermont Views, for tained on the Central Computer, Every time material ts
screen handling, The operating system is Santa Cruz moved between rooms, the inventory of the room of
OperatiOns XENIX, A plant inventory is maintained and origin is decremented, while the inventory of the receiving
updated either through a keyboard or by transaction room is incremented. The transaction generated by
messages sent by the CAMUS system, PC-DYMAC to effect these changes in inventory mu_t be

The third part of the system, the communications transmitted to the appropriate computers, lt is written to a
package, ties the CAMUS computer and the three periph- file that is placed in a special directory. The name of this
eral computers to the Central Computer, Messages are file is made unique by incorporating the system time,
sent from each peripheral and the CAMUS to the Central source, and destination in the filename. This al_ guaran-
Computer, and may be forwarded to other peripherals. The tees proper chronological processing by the receiving
Central Computer does not transmit to the CAMUS computer.
computer. RS-232 serial communications are used with a The operating system provides buffering through its
Los Alamos-developed communications protocol, file system in the event a computer goes down, When the

The key to the efficient development of this system computer returns to service, the files are processed auto-
was the creation of clean interfaces between the three matically when PC-DYMAC is restarted. As long as the
modules. This allowed almost completely separate devel- file system remains intact, no information is lost.
opment of each of the three packages. Outgoing files are transmitted by an independent pro-

The format of the messages to be generated by the cess called S.I3',IDWIREon the sending computer. Another
CAMUS system for forwarding to the materials account- independent process on the receiving computer called
ing system (PC-DYMAC)was decided very early in the READWIREis activated when an incoming message is
project. Five types of messages and the meaning and detected. Proper transmission is assured by use of check-
range of each field of the message were specified, lt was sum calculations and handshaking. The file is then de-
thus possible to test the PC-DYMAC system easily with posited in a special directory in the receiving computer.
prototype me_;_ges without requiring access to the com- When PC-DYMACbecomes aware of the presence of this
pleted CAMUS system, Similarly, the CAMUS system, file, it updates its database with the new transaction.
needing no input from PC-DYMAC, was developed by Communication from the CAMUSto the Central CcncJuter
SNLA without constant interaction with Los Alamos. is h.'mdledsimilarly, although no messages are .sentin the

Our experience with an earlier version of PC-DYM/_ opposite direction.
made it possible to define the information that would have In summary, the peripheral computers have three
to be transferred from one computer to another to maintain processes running simultaneou,qy: PC-DYMAC,RF_A/3WRK
consistent inventories in each of the accounting conkouters, and Sb-2qDWIRItThe Central _ter has eight processes

The major new problem in this task was developing running: WC-DYMAC,a program for reading CAMUS
an efficient and reliable communications package. We n_,_'_lgescalled RF_AI_AMUS,and a SENDWIR.F4RF_ADW_E
originally planned to use the communications packages process pair for each of the three peripheral computers.
supplied as part of the XENIX system. We found, This multiprocessing would be difficult or impossible on
however, that because these were designed to be highly a DOS-based PC,
flexible, they did not handle our needs efficiently. There "lhc RI_DWIREand SENDWIREprogmrm are insensi-
can be a delay of up to several minutes between the time tive to the actual contents of the messages _nt. The rees-
the operating system receives a message and the time the sages are of a fixed, configurable length and can include
message is forwarded. This was not acceptable for our any ASCII clmmcter, The communications processes do a
application, checksum an_dysisand automatically retransmit any rees-

We therefore designed a communications system sage that bec_mes garbled. Although the system was dif-
from scratch, implementing it in the C language. It effi- ficutt to develop, it has been working flawlessly, Our
ciently sends messages of constant length from one com- goal was absolute reliability, which can be elusive in a
puter to another. We can now send messages every 2 real-time, multitasking system like XENIX. In addition,

several nearly undocumented features of the XENIX device
drivers had to be understotxt before the final bugs could be
eliminated.

The I'C-DYMAC system operates quite well in its

*Faircom, 2606 John_n Drive, Columbia, MO 65203. testbed at ANL-W. lt is about 25 times faster in updating
databases ttmll the version currently operating in the plant.**Vermont Creative Software, Pinnacle Meadows,

Richford, VA 05476. The Vermollt Views windowing system u_d for dataentry
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is much more informative and user friendly than tile one We address problems associated with shipments and rc-
u_,_din the current version, celpL,_of' nuclear materials and the verification of the SNM

The system will be installed at ANL-W in October content or configuration of nuclear devices or Ix)rh, Per-
1989 with initial testing leading to a beta test version by tions of some of the projects descrll×'A here arc supported
March 1990, Final pre.operational testing will occur by facility Implementation funding,
between Mm'cb and June 1990, with on-line adoption of
the system planned for July 1_0, 1. NDA Measurements r(Jr Conl'trmath)n

of liEU Shipments to Oak Ridge (J, K, Sprinkle
E. Confirmatory Measurements and Shipper/ .lr., P. A. Russo, J. E. Stewart, N-I), Thc testof
Receiver Difference Analysis, a prototype Los Alamos gamma-ray instrument for

confirming HEU shtpme,nLqIms been completed at the Oak
In this task, we demonstrate and evaluate confirma- Ridge Y-12 plant, The tn-phmt evaluation of this SRCS

tory measurement techniques for several types of nuclear for ttEU demonstrat_ an excellent ability to dlscrimlmtte
materials in operating production and processing facilities, among similar Items, 67 Figure 42 shows tile first

Fig. 42. A view of the third measurement station at Y-12. The
rotation section of the conveyor Is In frovlt of the detector ,,itand,
which contains four collimated detectors.

measurement station (of lhrce planned stations) installed in 43 shows multiple measurctnC,lltS I'c)reach of the 20 items,
the Y-12 warehouse. The rotation station in front o1"the The relative reslx)nses at the three gamma-ray energies are
detector assembly and the conveyor are interfaced to the plotted on the three axes. The ccmdfination of the different
instrument computer. Shipping containers ()f lIEU of gamma-ray resl_mScs gives unitltle Iingcrl)rints, as shown
various enrichments were evaluated. Four chemical form!; by the distinct clusters for each synlbol, liven items of
and 20 different uranium masses were represented. Figure the same chemical form, packaging, and tiranium mass
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Fig. 43, Multiple responses from 20 shipping containers. The three
axes are the relative Intensities of three gamma rays: 186 keV, 1001
keV, and 2614 keV, Different shapes Indicate different chemical forms
of lIEU, The distinct clustering c)f each sample's response Illustrates
the discrimination this fingerprint provides,

usually could be distlnguisile(l_a capability that exceeds usea soliUtrybarrel rotator lnstea(lof a conveyor, A care-
the requirements for a shipper/receiver verll'icatl()n, ful ,,_trch for colnmercially available ro_ltors indicatt,xt that

The Y-12 plant will sUirt receiving UF6 cylinders in none were suitable, Con_quently we designed a coml_lCt,
the near future. Using NDA methods to confirm these inexpensive _lution. Installation at Rocky Flats is ex-
shipments and possibly using them as the account,td)illty IX_ctedIii February 1900.
measurem,.',nt is being discussed. Although it is not yet
ck-air whether NDA methods will be allowed fl)r the input 3, Shipper/Recelver Confirmatory Sys.
accountability values, we are consulting with Y.12 on tem Specification for Technology Transfer (J.
some of the NDA options. These include using NCC K, Sprinkle, ,lr., R, Slebellst, T. R. Van.
metho(ts such as thf self-interrogation technique 68 and Lyssel, und G. Walton, N-l), If the "cereal box"
passive gamma-ray meth(xIs including 235LI enrichment as effect is minimal for the SRCS, we plan to transfer the
well as the multi-energy approach used in the SRCS, SRCS technology to private industry. A specification ts

being started, and the next customer tut,_I×_enlocated, We

2, HEU Shipper/Receiver C()nflrmatory have identified 10-20additional lX)tential customers.
Instrumentath)n for Rocky Flats (J. K, Sprln.
kle, Jr,, G. (:, Ortlz, R, Slebellst, 'r. R. 4, Device Verification tit Pantex Plant
VanLyssel, und G. Walton, N.I), After the suc- (K, 1,, Coop, C, L, tlollas, and C, E. Moss,
cessful evaluation ()f the prototype SRCS instrument at N.2), We completed our development work on the
Y-12, we are ewlluating file insensitivity of tilt SRCS to project this year by making additional measurements on a
the "cereal box" effect .....the settling (Drthe contents of number of secondaries, of tw() types, (luring a trip tc)
shipping containers of l lllitl during their transport t×'_twe.en Pantex in June. We successfully demonstrate(I a method
factlitie, s. This effect c()uld alter the signature used by the for each type ()f secondary that unambiguously permits
SRCS as a fingerprint. Rocky Flats was chosen as a verification of their compositiol'_. To verify the smaller
second facility tx;cause nuclear material travels b()th ways sccon( 'lary, we useal a i;_ssive gamma-ray measurement in a
between RFP and Y-12, We altered tile SRCS design to well defined and repeatable geometry. For the larger type
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of _ctmdary, we Interrogated the device wtth a 9-MEV pr(v,:osslines Is I_rohlbttlve, Detailed hlformatton on this
linac, which t_rotlucosphotoftsslons tn uranlunv, Pulses pr(_jectmay be lk)tmdeli;where, 69
from the linac, the delayed fission neutrons, and l'tsslon Ali Inventory verification system for the CSF, which
neutrons induced irl the fissile material by those neutrons, is In the early conceptual slatgesot'devol(_pment,has been
are detected with 3I-Ioand 4He proportional ¢otmters, (lelayed because of other priorities at the CSF, This

We later made a trip to Pantex to demonstrate the system will automatically vertfy the contents of a stacker-
neutron method and train Pantex personnel on how to retriever system, ttlttmately Interfacing wlth tile MASS
make tile verification measurement routinely, We also materials accounting database, We wlil continue tills
transferred the detection system to them, Because of project tita litterdate,
delays tit Pantex tn conq)letlng a holder ibrthe gamma-ray We have done a preliminary study in the count r(x)m
detector, we wore not able to complete the demonstration of the PPF to develop an Imaging-based surveillance
trod transfer of the gamma-ray moth(×l by the end of the system to provtde addltlonal protection ti)r ttenls in open,
year; however, we eXlXy,:tto have this completed eairly tn lnterhn storage,
I_)0 and Issue a final rcl×)rts(×)nafter, The RMC metal line at Hanford contains an Interim

storage glovebox for metal Ingots produced by the line,
F, Materials Control 'rechnol{;l_y Test and We are designing art infrared imaging system to monitor
Eva lua t h}n, and perhaps track the_ lng6k,_while they are in temp()rary

storage,
The objective of thts ttisk is to demonstrate, test, and Vault surveillance projects at INEl., are In the _lrly

evaluate in DOE prt×luctlon facilities the nuclear materials stages of development, These projects include the t_seof
control tnethtxls developed under basic technology tasks, real.time and static change detection methods Ik)rsurvell.
Parts of the projects described hero are supported by lance of several vault areas, with the desired goal of reduc-
l'actllty tmplemev,tation t'undhlg,' ing the Inventory requirements for the facility,

1, Evaluation of Neutron.l)elecllon-Ilased II. SAii'E(]UNRDS TECHN()LO(:Y TRAININ(_
Vehicle Portal Monilor at Pantex (K, L. Coop
und P, E. Fehlau, N.2), We completed tin tn-phmt The DOE Safeguards Technology Training Program
evahmtlonof our neutron-detection-based vehicle pored at is a major vehicle for technology transfer to I×)ththe do-
Pantex, 'l"he portal will soon be moved to a pernmnent mestic and foreign nuclear communities, Since 1973, the
location for routine operation, Durtng a visit to Pantex program has grown from a single course to tile present
for detection _nsllivlty testing, we found that the neutron curriculum (which includes 10 lbrmal cour_ offerings and
vehicle portal achieved the same level of _nsttivity for a special lecture series) and has serviced nearly 2(XX)sre-
detecting neutron and gamma-ray shielded plutonlunl in dents, The program is very successful both in informing
drive through operation that we expect for our vehicle participants of the latest nuclear material control and
monitoring stations, which require a vehicle to stop for measurement technology and in keeping tile R&D pro-
monitoring, gram abr_L,aof the needs and experiences of fllcilityOl×;ra-

tors and safeguards inspectors, The training prograln
2. T&E or I)lgltal Image Analysis Tech- enjoys an excellent reputation throughout the nuclear

niques for Materials Control (C. A, Steverson, community.
N-4). During 1989, we pursued a variety of image pro-
cessingT&E projects including the use of infraredsensors A. Safeguards Technology Training (!1. A.
to detect holdup in some plutonium processing areas at Smith, N-11 K. K, S. Plllay and K. E. Thomas,
Los Alamos' plutonium processing facility (PPF) at TA- N-4),
55; an inventory verification system hosted by a rol×)t
stacker-retriever system at Los Alamos' central storage Our 1989 DOE Safeguards Technology Training
fiicility (CSF); interim storage materials surveillance in Program comprised three formal courses and one work-
the countroom of Los Alamos' PPF; tile use of infrared shop:
.sensorsto monitor stored ingots on the remote mechanical • MaterialsAccounting for Nuclear Safeguards
c-line (RMC) metal line at Westinghouse Hanford; and , Gamma Spectroscopy for Nuclear MaterialsAc-
rid-time and static image subtraction tcchviq'.:es to men!- counting
tor materials in long-term and medium-term storage in • Fundamentals of N(mdestructivc As_ly of Nu-
vaulL,;at INEl_.facilities, cl_u"Material

We found that to detect holdup in plutonium • Variance Propagation and Systems Analysis
processing areas using infr.'u'edsensors provides no great Workshop
advantage over methods currently in use at the Los An early presentation of the Fundamentuls course had
Alamos facility, The physical access to problem areas is been _hedulcd for March; however, increased physical
extremely limited, and background thermal noise in most security requtremcms could not be implemented in time,
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so the course was cancelled (see t_low), The other as key elements of g_x_.lmaterials accounting for nuclear
ct,urst:s, together with tile NDA _htx)l for IAEA tnspec. _feguards, I

tt)rs and the Nuclear Nonproliferation course on State 'I"he workshops offered the attendees the opportunity
Systems of Accounting and Control (SSAC) of Nuclear to ptu'tlctpate tn exerc!_s that illustrate the advantt_ges tuld
Materials accounted for six offerings tn the 1989 tralnlng limitations of NDA Instrumentation and to carry out ex-
schedule (See Ftg, 44), (See Part 4 tbr a report on the erclses destgned to demonstrate the roles of real-time
SSAC training and Part 5 for discussion of tile IAEA materials accounting, measurement control, and variance
Irlsl)ector "l'raintngCourse,) propagation to nuclear materials accounting, The course

The Materials Arcounting for Nuclear Safeguards culminated in an MC&A systems design exercise tn which
course was presented to 30 participants during the perlcxt the participants brought together their lx_rsonal experiences
April 10-14, A series of 17 lectures and 5 workshops and what they learned during the course to destgn an
ccmstltuted the core of this year's course, Topics of lec. MC&A system for an example facility, This year, a spe-
tures ranged from fundamentals of materials accounting to cial course manual 70 was prepared for the exclusive use of
site-specific MC&A systems, The use of measurement, this course, Sixteen topical discussions prepared by 25
analyses, records, and reI×)rts to maintain knowledge of the professionals from the nuclear safeguards field cover a
qtmntltles of nucl_lr materials pre.,cnt In a defined urea of a spectrum of topics of relevance to materials accouxltlng for
facility and the use of physical Inventories and material nuclear _fegu_u'cls,
balances to verify the presence of SNM were emphasized

CY 1989 LANL/DOE
Safeguards Technology Training

: ,, ,, ....

January February March April

............ i,i............ ,_1
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l"lCJ SSAC [ ISantaF,_,Lu_Alamu_, 2-11 IAEA School
Richland,WA __
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, , , .... ,,,,

Fig. 44. Summary (ff sare_uards training activities during calendar year 1989. Shaded
entries are the DOE-sponsored courses, The unshaded entries correspond to the IAEA
Inspector training courses (see Part V) and the Nuclear Nonl_rolif'eratlon Act (SSA(;)
Training Course (see Part IV) that were part (ff the lnternationttl St_l'eguards activities.
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In addition to the contributions of 20 Instructors • SimMers: History and Application
from Los Alamos, this year's cour_ benefited from the , The Rest o1'tho Story: Other NDA Applica.
g_icrous partlclpatlm and cmtrlbutlons of Glmn t lanul_x_t ttons
(_OSS), Gary Carnival (RFP), and Tom Williams The 1989 offcrhlg o1'the Fundamentals cour_ also marked
(IX)E/SR), The cour_ participants included DCE eta- a new era In the physical facilities used for the l_,os
ployees from six rcglonal centers, an NRC employee, an Ahm_os/DOE Safeguards Technology Training Progrmn,
NRC licensee employee, and DCE contractor employees Durh_g 1989, we acquired addttl(mal, temimrary classroom
from 14 different sites, space that allowed us to co_ltlnue certain courses under

The first pre_ntatton of the Variance Propagation enhanced SNM physical security requirements, 'll_ls new
and Systems Analysis Workshop occurred during the pert- trah_h_gspace is within an existing security areal where the
(xi October 24-26, Participation was by invitation only, l)roper physical security measures tait conthtue ¢luring
Lecture topics included: Tenns in the Materials Balance course sessions, This addltlomd tratnlng space within an
Equation, Theory and Application of Variance Propaga- existing protected area Ims the added benefit that the SNM
tion, Estimating Uncertalnttes, Problems wtth Variance used in the class sessions is nu longer translx)rted with an
Propagation, Detection Sensitivity und Decision-Making, escort tc) the classr(×)m, over public roads. Instead, the
and De,_riptlon of the, Example Facility, Working groups material is brought to the tratntng area, au needed, from
derived variance equations for example materials bahmce _:cure vault storage within the same protected area, This
terms and solved _veral problems applied to an example space {s, however, only temtx)rary until our new Nuel_lr
facility, The cour_ was well received, and numerous Safeguards Technology Laboratt)ry is constructed at TA.
constructive comments on the content and conduct of the 55,

workshop will be incorporated into tile next workshop '1able XVI sunmmrlzes the training course atten(hm'ce
offering, which is scheduled for August 27-29, 1990, for 1989, Although each training cour_ has i_cn given
Attendance will be limited to 14 ix_rsons (2 per computer), in previ()us years, the courses usually are ui×lated each year

The Gamma-RaySpectroscopyforNuclearMaterials to include the latest in measurement techniques,
Accounting cour_ was given on September 18-22, 1989 commercially available instruments, and materials _c-
for 24 experienced students interested in becoming familiar counting procedures,
with the advanced NDA techniques typically used in in- Both the Funtkunentols and the Gal_wtlaSl_'ctroscopy
plant instrumenLs, The course emphasized the use of courses have shown significantly lncrea_d demand tn the
high-re_lution, computer-based gmnma-ray SlX_ctroscopy past two years, to the l)oint where a single oflbrlng of
systems in applications such au uranium and plutoniun_ these courses satisfies only approximately half of the de.
isotopics measurements, bulk and segmented transmls, mand, In ,'tddition, wt have received an increased numl_.;r
sion-correc:ed assay, absorption.edge densitometry, and x. of rcquesLs h)r courses on neutroJ, NDA techniques, tnven.
ray fluore_,:,,ce. The course concluded with three topical tory dilTcrence analysis, and in-plant holdup mea:rare-
lectures: ments. Accortlit_gly, the calendar year 1990 and 1991

• The P(×)r Man's Densitometer schedules are being studied with a vicw toward dealiug
• Cold Fusion Measurements in the Safeguards with this iiicre_sed demand, In partictdar, the former At.

Assay Group tributes NDA course is txqng revised and will Ix"prcse||ted
• A Summary of Gamma-Ray NDA Capabilities: in F:Y 1990 as au in-Plant lloldup NDA course.

A Comparia)n of Techniques
The course, Fundamentals of Nondestructive Assay B. 'l'r_tinlng Course on the Nondestructive As-

of Nuclear Materials, washeldon November 13-17 for32 say of In-Plant Holdup (P, A, Russo, N-l)
students, most of whom had not been a(lmitted to the

October 1988 offering becau_ of space limitations or had We are developing a new court; on the principles and
been schextuled for the March 1989 course that was can- techniques fc)r NDA of special nuclear materials holdup,
celled, As usual, this course provided an intr(xluction to This course will replace the one entitled Verification
neutron and gamma-ray NDA of nuclear materials. Measurements _!fNuclear Mater|a/Attributes, which was
Although designed primarily for professional sctenfisLs and last presented in August 1987. The 4,5-day Attributes
engineers with little or no background in NDA, the course course it_cluded 1,5 days of lab(_ratory exercises on the
also is useful to materials accounting supervisors, NRC calibration aral tltmntitative assay of holdup, Low-res()ltl-
inspectors, and NDA technicians. The course consisted of rien gamma-ray n_easurements used 5-cm-diam by 5-cre-
lectures and !z,boratories in gamma-ray and neutron interac- deep NaI(TI) detectors and PMCAs to measure lIEU
tions, uranium _mrichment measurement:_, transmission- holdup in pipes, ducts, tanks, and filters. Holdul) was
corrected gamma-my assays, and ncuU'on singles and coin- simulated by placing HEU sanll)les of various 235tj
ci(tence counting. The court, concluded with thrtx; lectures masses trod geoi_etries into the apl)roprhtte pieces of th_cL,_,
on lfipiug, tauks, etc, iu eight separate "stations" tr) provide a

• Specialized Neutron Coincidence Counters lhr phmt-like enviromuent of tlelx)sits fl)r qtmntitative assay,
Verification of SNM in an Automated MOX Calibrati()r_ ()f the ht)ldul) assay was (lime with lIEU point
Facility
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Table XVI, Summary ()i Attontlance at I_ANL/I)OI_ SafeguardN Technology Training
Courtier, 1989

............ M'a'i"er IalN ' (lam'_6a.......... Va r la'nc'e' _I,'un"damen'tai_ ' '
Accounting Spe_:tro_col)Y Propaj_atlon of NDA

Attendee Affiliation 4/10-14 9/18.22 10/24.26 , 11!13:17 'l'otal_
Argotmt_N'atlon"a.lLal_,ratory 3 ' " ' 3
Ba|_ock & Wilt:ox, Lynchbur_ 1 1
lqrookhavou Natltmal Laboratory 1 I

DOE (Ali fldd offices) 2 1 3 6
DOE t ie(tclqttarters 3 3
EC3&G(lthdlo) I 1
ft,E, Wihulln'gtoll, 1 1

IA.NL 2 l ' 3
tx)s Altuuo,4(Ptl F;tttflllty) 3 ,1 2 3 12
La_sAhtm,os (Other are_ts) I 2 3 6

Martin Marietta, Oak Ridge 3 3 1 7
Martin Marietta, Plketon 2 4 1 7
Mason & Hanger, ihmtex 2 2
Nt_wBrtmswlt:k L.,alx_ratory 2 2
NFS, Irwlu 1 1
NRC 1 1 2

Roc,kwell, £tolden 71, 1 1 2 7
S_ut(iiaLabs, Albttcluorque I 3 2 6
Wesflnghott_e Hartford 1 4 5
Westinghouse Idaho 1 1
Westlught_use Savannah River Co, 2 4 I 6 13
Westlnght)use WID, Carlsbad I I

Aldermastotl/AWE (U,K,) 2 2
CNEA, Argentina 1 1
Japan 1 1

TOTAI,S 30 " 24 ..... 9 ........ 32 - 95_......

sources for generalized (point, line, (ix'area) holdup get)me- at TA-18 (Part 3, St,etl( n li,A) also provides tile ol)i)ortu-
tries, The lIEU assay exercises, along wtth two exercises nity for significant course enhancements tn the area of
involving l)lutonium holdul) assay using neutron totals l)lutonlum h¢,ltlup as_ly, The new l'our-thLycourse entitled
counting and thermoluminescent dosimetry, constituted "Nondestructive As_ly of Special Nuclear Materials l lold.
the holdup portion of the attributes course, These exer- up" will be given at Los Alamos in the late summer of
c tses were quite well recelvc_l by DOE participants, 1990, The three-day laboratory portton of this course will

The current version of tile DOE orders, which be- emphasize the calibration anti measurement pr(x_edures for
came effective since the last offering of the Attributes assay of holdup using gamma-ray meth(×ls in the gen-
sch(x)l, describes hohh)p as a quantity of SNM contal))ed eralize(l geometry approach, The simuhttion of holdup
within processing equipment, which, for accountability deposits will be accomplishe_d as described previously,
purl_)SeS, may be measured in situ, The recent hetghtenecl Low-resolution gamma-ray detectors and PMCAs will be
interest in the ability to perform portable holdup meas- used in the HELl exercises ttt the TA-35 schc×)lhouse.
urements of SNM for accountability purposes as well as Plutonium holdup deposits will be rneasured rising high.
for materials control, l)rtx;ess control, anti safety has in- resolution detectors and I"MCAs at the new schta)lhouse,
creased the interest in an extended offering of a course in The high-resolution calibrations and the measurements
this area In addition, recent advances in technolo- will be lx'_rformed with autonmted electronics setup, data

gies45,,17,72 (set also Part 3, Section I,B,I, Part I, analysis, data reduction, and calcuhttion of calibration and
Section I,D,I, ariel F'art 1, Section I,E,2) for portable as_ty results, The hlgtl-resolution calibrations alld assays
detectors and improve_l hardware and auttmuttlon (see Part will be performed at multiple gamma-ray energies, Both
1, Section I,D,l) have provided lX)ssibillttes for enhance- low-and high-resolution exercises will include a tlU,,:ntlta-
ments in such an extended course, The new sch(mlhottse Live treatment t)l' the effects of ettttipmet_t attenttatton, The
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lldvLilttagos()I' the hlgh-rexoltltlon nioaxuromotltshl dl_|g- gtmmul-niy dete('t()rstrod nltiltichtlniiol _Inalyz_rsand th()s_,
tl_Sttlg,_._lf-|lttet_tliltioilol'i'ecl.,_will be _xt|nlhl_d, with tl (lirc(_thltorost tri th_ I11{._._l_|lf'L_lil{._l|tOf holdLll), °l'he

I:or the (It)w..rest)h.ltlem) HEU ext_rcl,qos,the, new threedtlys eJl'hd_._ratt)ryexerclscs will Ix_preceded by ii hall'
(,:(.)mi)llclNaI(TI) dotc.ct(_rs(,_._Pt|rt 1, S_'tltm I,E,2) will day (.)t'llltr(.)du(.'tt)ryl)res(.;nt,Littol|s(m h()h.hlI) nlcttsuretuLmt
rel)liice ttl_ cletect(_rs tised 111the Attributes scherzi, 'I'ht_ p.rltlctples, practice, s, cqullmwnt, and tet:htllqtles (ttlclu(llng
shieldett-dt_tector weight {s reducetl tr) less than one fifth Iht_generalized geomt_try tet_lmltltle), lind radhttlo|l safety,
tlult of tht_ large,r detectors, Bet'_ltist',the smaller Ntd(TI) The Itd_mttory exc,rcl_s w(ll Ix_divttled h_tt_tw() 1,5.thiy
crystalls life not seeded with 24tAm to stabilize the analog sessions (ibr HEU and I)ltitoi_tum nleaist]rt_ments), t;',tw,h
gain, ltutomtitcd teclmologles to c.ompenmito t't)r the, digt- 1,5.day st_sslon will c.oI_t;Itltlewith a sumnmry tllscu.,_;ttm
tal-gtdu tlrlt't will be tlt',monstrttted as lm alternatlvt_, The to compare metlsured rc,suits with rel't,rence vidues and to
l_lut[mlum gttminit-ray holtlt_p mettsuremtmts will use (lrtlw c(mclttsiotts tm the elTecttveness (_1'the, tissay tec.h-
cust(m_-deslgned l_)rtable l.lt_e detectors (see llls(_ Part nlques, The HEU and pltttonltm_ sosstons will be sepa-

1,11,I),45,71 The l:lt_ttmlum neutron h(_ldu[)measurements rated by a half day of prest'i_ttltltms on toptes rehtted to
will u_ [x)rtahlt_,l×_lyethylene.m(xlt',nlted 3He detectors, qtlantll'ylng holdtll) o1'special nuclear materitds, The I'_tH'-

The t_ew c(_urse Is Intended tt_ Instruct both those day cottr_ Is _hetltded I'_)rSeptember 17.20, i_)0,

with eXl×;rtence tn tile use o1' low-and htgh-resolutioil
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_l[_r.,_R'r4. INTERNATIONAL SAFEGUARDS

• -,i 1 F :a 4 •I SYSTEMS STUDIES AND SA EGUARDS For centrifuge enrichment plants with enrichment
DESIGN capacities of 1 MSWU/yr (million separativc work units

pcr ycar) or lc_s the Limitcd Frcqucncy Unannounced
Wc havc an ongoing task to support intcrnational Acccss (LFUA) stratcgy according to the Hcxapartitc

safeguards by improving meth(×tologics, instrumentation, Safeguards Project (HSP) 72 rcport ' to be implcmcntcd
and system designs for major processing facilities, lt in- through inspections that would occur 4-12 times per year. r
cludes transfer of state-of-thc,.art safeguards technology to The necessary number of inspections inside the cascade
the international community, area would, however, be plant specific. On these visits

the inspector is allowed in the process building within two
A. International Safeguards for Enrichment hours after the facility is notified by the IAEA that an
Plants (M. C. Miller, T. K. Li, and E.L. LFUA inspection is tc, occur.
Adams, N-l; R. B. Strittmatter, N-4).

2. Measurement Techniques for AVLIS
This subtask assist._ the IAEA and Member States in Plants. Under the guidance of the Enrichment Plant

developing safeguards equipment and approaches tbr large Safeguards Review Group (EPSRG), we have focused on
commercial enrichment plants, evaluating methods of detecting radiation indicative of

HEU production and have evaluated a variety of active and
1. Safeguards Approaches f_,r Enrichment passive neutron and gamma-ray measurements for possible

Plants. The US DOE is developing the AVLIS tech- application at AVLIS plants, Benchm_u'k measurements at
nology for enriching uranium on a production scale as part Los Alamos were made to evaluate the various detection
of the US enrichment enterprise, lt is anticipated that the methods using HEU and depleted uranium metal disks.
production scale AVLIS enrichmen: phmt would be subject We prepared a draft _eport73 de_ribing our results, which
to the US/IAEA agreement (recorded in INFCIRC/288) to were discussed at the EPSRG meeting in June.
voluntarily offer e'l peaceful US nuclear activities to Neutron Measurements. We obtained both ac-
IAEA safeguards. Under this agreement, the AVLIS plant tive (AmLi source) and passive data using plastic scintil-

- v.o.,,_)(,be eligible for IAEA safeguards as specified in lator and 3He detectors to evaluate 235U and 238U neutron

IN D'CIRC/153 after being placed on the inspection responses. From the benchmark experiments, we con-
eligibility list by the US government, cluded that coincidence neutron counting is not feasible for

The implementation of INFCIRC/153 safeguards at a the separator geometry, and only total counting should be
laser-isotope-separation uranium enrichment plant is ex- pursued. Addition._l experiments were performed at the
pected to parallel the inspection procedure at centrifuge Mars facility, which is a half-scale separator development
enrichment plants based on similarities in safeguards con- facility at LLNL.
cerns for the two technologies. Inspections at centrifuge Both me 3He ap,1 plastic scintillator detector systems

enrichment plants include detecting the diversion and appear capable, in principle, of being used in an active
production of a significant quantity of uranium at an mode for 235U determination and in the passive mode for
enrichment level higher than declared. In the context of 238U measurement. However, our experience with these'centrifuge e)_richment plants, the goal to detect production
of enrichment levels higher than declared was implemented detectors in the separator shows problems with both sys-
as a go/no-go measurement at the 20% enrichment level terns. The basic difficulty is that the sample-to-detector
for facilities with declared maximum enrichment levels of couI)ling is not favorable, and the problem apparently can-
5%. not be overcane by the large mass of material being nr.,'ts-

Routine inspection activities outside the centrifuge ured, The pcoblem is even greater with active techniques.
Cascade area consist of In gen,-,ral, the 3He system worked better because of its

• e×_unining records, greater stability, ease o! use, background-to-noise ratio,
" • evaluating operator's measurement systems, and insensitivity to gam_a rays, which makes data inter-

• verifying nuclear material flow, and pretation less difficult. Although a 4He system might
• verifying physica_ inventories, appear to be better than 3He for discriminating the AmLi
Activities inside the cascade area that contribute to source from the IF neutrons, our comparison of 3He and

the verification of material production in the rat, de of dc- 4He data under similar detector/sample confi,.urations indi-
elated enrichment include: cates that the efficiency of the 4He detecto_ .s too low for

• visual observation either directly by inspectors this application. Taking imo account ali of these factors
or in,directly by optical surveilhu,ce devices, and leads to the conclusion that external separator measure-

• technical measures such as radiation monitoring ments are not practical with any of the neutron systems
and NDA measurements, sampling, and using that we evaluated, primarily because of the unfavorable
seals, geometry. We therefore recommend that neutron methods
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not be further pursued in the case of external separator time td removal, but would require assurance that this
measurements. When coincidence counting methods could enrichment indicates its previous operation. This ap-
be used (for ext_.mple, in measuring billets), a 3He system proach poses moderate difficulty for technical success and
would be the detector of choice, implementation. The biggest concern would be sampling

Gamma-Ray Measurements. We considered adequacy and availability, with associated potential prob-
two approaches for confirming enrichment. Gamma-ray lems regarding impact on t_e operator and on the control
measurements of uranium enrichment are typically based of sensitive/classified information.
on measuring 185.7-keV gamma rays emitted as a result Evaluating the feasibility of such m_ :approach would
of the alpha decay of 235U to 23lTh. The standard nonde- require field measurements at the test facility. Measuring

structive 235U enrichment assay by gamma-ray spec- the feed, product, and tails would be relatively straightfor-
trometry employs the enrichment meter principle. 75 If ward. Technical success would be hi3hly probable but
the sample to be measured has a thickness that is large implementation could be a moderate problem. A gamma-
compared to the 1e-,m-free path of 185.7-keV gamma rays, ray measurement employing the enrichment meter princi-
then the 185.7-keV gamma-ray ftu", emitted from a unit ple could enrich feed, product, and tails; however the rela-
area is directly proportional to the 23bU enrichment. In tively high accuracy of the measurements might raise
practice, the attenuation of the measured gamma ray questions about the security of sensitive/classified infor-
through container walls also must be determined. The mation. Verification of the material flow probably would

be necessary to assure sample representativeness.penetrability of this gamma ray through commonly used
materials of construction, such as stainless steel, is low We recommend that a series of measurements be

made on the separator intervals, concentrating on gamma-enough that material thickness would have to be con-
finned, ray methods. As a result, our investigations in the up-

Another approach that has been used to determine coming year will be directed toward measuring feed, prod-
uct, and tails material with active neutrons. The studyenrichment based on gamma-my measurements is to com-
will be facilitated by MCNP calculations. The MCNPbine measurements of the 235U and total uranium concen-
model will guide the detector design and aid in calibrationtrations. The total uranium concentration has been deter-

mined by transmission measurements using external and analysis once the prototype assay system is built.
At the same time, operational issues and the protec-

sources, XRF, and other emitted gamma rays. Gamma tion of sensitive/classified information (regarding the
radiation resulPng from the decay of 2381.1daughter prod- measurement of separator feed, product, and tails streams
ucts includes the 766- and 1001-keV gamma rays emitted using gamma-ray or neutron techniques) should be ad-
from the decay of 234mpa. Other gamma rays from dressed.
d'_ughters in the decay chain of 238U include the 63-, 92-,

and 93-keV gamma rays from 234Th. However, because B. International Safeguards for Reprocessing
these gamma rays are the result of a decay chain, decay Plants.
equilibrium must be established for accurate determination

of 238U concentrations. The goal of this subtask is to assist the IAEA and
Preliminary results of gamma-ray measurements c_ Member States in developing safeguards equipment and

provide information to verify the enrichment of the feed approaches for large commercial reprocessing plants.
material (if it is homogeneous) by employing the enrich-

ment principle. Similar measurements may be suitable to 1. Instrumentation for Monitoring Light-
monitor the tails and product accumulators. Our gamma- Water Reactor (LWR) Spent Fuel Movement
ray measurements indicate a potential for application as an (G. E. Bosler and S.F. Kiosterbuer, N.1). An
_xternal measurement if there is assurance that the internal unattended system for monitoring the movement of spent-
geometry has not changed (that is, the location of product fuel storage casks is being installed in the transfer channel
and tails, the material thickness, etc.). However, there are between the receiving pool and the main storage pool at
still questions regarding application of the enrichment the Thermal Oxide Reprocessing Plant (THORP) in
meter principle for separator measurement and further Sellafield, UK. The system uses radiation detectors to
study is needed. Although the external me_ trement of trigger a Modular Integrated Video System (MIVS) that
the separator using a gamma-ray-based met, _d may be records images of the activity in the transfer channel. The
technically feasible and would provide a direct confirma- radiation detection part of the system has been developed
tion of the enrichment range in the separator at the time of by Los Alamos. The MIVS will be provided by SNL.
inspection, the severe dependence on _parator geometry The radiation detection equiptr ent consists of a
poses serious problems. GRAND I electronics unit 76 and four ion chambers. A

Additional Measurements. Other potential computer retrieve,: information about each detected event
measurement strategies include measurements of the inter- stored in the memory of the GRAND I. Submerged ion
n_ separator and feed, product, and tails. Internal separator chambers are mounted in pairs on either side of the un-
measurements would be gamma-ray ba_d and would di- derwater TV camera. Signal levels in the ion chambers are
rectly coni'irm t_e enrichment range in the separator at the
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continuously monitored by the GRAND I. When multi- Process monitoring has been suggested as a safe-
element bottles cc,ntaining clusters of either boiling water guards measure to ensure that a facility is operating as tie-
reactor (BWR) or pressurized water reactor (PWR) spent- signed, or as a surveillance measure to ensure that material
fuel assemblies, or skips containing advanced gas-cooled is not removed from the facility and not declared. In a
elements are moved through the channel, gamma-ray process-monitoring system, the facility operator monitors
levels increase and exceed preset threshold levels. The process operations such as tank levels, `solution densities
GRAND I software determines that a fuel movement is and temperatures, process flows, and physical parameters
underway and sends an appropriate signal to the MIVS. such as valve positions to ensure that the operations per-

I The TV camera and recording system are turned on to formed are both desired and required. At many facilities
record images of the activity in the channel. With pairs of (for example, at INEL), the process-monitoring system
detectors, the direction of motion can be determined by the also is an important safety feature to prevent criticality.
GRAND I software. The direction information is sent to Verifying facility design is necessary for applying
the MIVS and displayed along with other information such safeguards in a reprocessing plant. However, verifying ali
as date and time in an annotation at the bottom of the pipes and valves by comparing blueprints with the as-built
images, facility is an almost impossible task with the IAEA's lim-

Sense switches attached to the track of the equipment ited inspection resources. We propose applying process
that move the storage casks also trigger the MIVS. In monitoring to verify the design of the internationally safe-
this manner, ali movements in the transfer channel are guarded facility. By carefully selecting process-operating
recorded. The radiation monitors confirm that radioactive variables, it may be possible to verify that plant flows are
materials are being moved, as described and that key measurement points are not

The radiation detection system has been installed in bypassed.
the transfer channel; in March 1990, the MIVS will be We are continuing the study using process monitor-
installed, and a test and evaluation period will follow, ing data from an operating facility.
Eventually, the system will be used by European Atomic
Energy Community (EURATOM) for routine inspections 5. Near-Real-Time-Accounting INR'rA) in
at THORP. Reprocessing Plants (E. A. Hakkila and R. G.

Gutmacher, N-4). One of the concerns in applying
2. Safeguards Approaches for a Large Re- NRTA techniques in reprocessing plants is measuring and

processing Plant (R. G. Gutma-'her and J.W. verifying the inventory in solvent extraction contactors.
Barnes, N-4). We cc_0leted a study with personnel One proposed method uses process operating paramete_-s to
from DWK in the Fect¢'_alRepublic of Genm, qy (FRG) on estimate the inventory. This technique could involve
the loss-detection sensitivity of a 500-MT/yr rei.',rocessing proprietary or sensitive information, and it is impor_lt to
plant. The study used error estimates from key measure- define the minimum set of data that would be required.
ment transfer and inventory points as provided by DWK The TEKO facility, operated by DWK in Karlsruhe,
and as arrived at by Los Alamos personnel. In some FRG, has experimental pulsed columns operating with
cases, Los Alamos estimates of measurement uncertainties uranium for which extensive data have been accumulated
were larger than those of DWK; in some cases, our values to measure concentration profiles in the columns as a

: were smaller. The study showed that loss detection _nsi- function of operating parameters.
tivity depep_ on ho'_,' well transfers can be measured and A l_s Alamos consultant visited the DWK headquar-
how well proce,;_; r_'_ate_ialin tanks, contactors, and con. ters in Hannover and the TEKO reprcx:essing experimental
centrators can be measured or estimated. Our final report facility in Karlsruhe to obtain experimental data from the
considered comments received from DWK on the draft TEKO pulsed columns. We reviewed pulsed column data
report, and was accepted by DWK as final, from three campaigns. One campaign consisted of normal

operation and the others of perturbed operating conditions.
3. Verification Approaches for Repro- For one perturbed run, acid was deleted in the scrub

cessing Plants (E. A. llakkila, J. W. Barnes, stream, and in the other, the organic/aquexgu,q phase ratio
and R. G. Gutmacher, N-4; R.R. Picard, was changed. The data were transmitted to Los Alamos

A-l). We completed a report 76 that reviews approaches for analysis. DWK also requested that Los Alamos evalu-
for v,_,rifying transfers into and out of a reprocessing plant ate the column density technique for determining nuclear
and itr verifying the in-process inventory. The report was material inventory using DWK-supplied density data.
submitted as input to the Safeguards for LArge SCAle These data are being analyzed by a consultant from
Reprocessing plants (LASCAR) project. Clemson University.

= 4. Relationships Between Process Moni- 6. Resin Bead Measurements Using Low.
toring and Materials Accounting for Safeguards Energy Gamma Rays (T. K. Li, N-l). As part of
(E. A. Hakkila, N-4). We have begun a study to dc- the Specific Memoraadum of Agreement between the US

•o termine if process monitoring can be used to verify some: DOE apd the Power Reactor and Fluclear Fuel DeveltJp-
aspects of the design of reprocessing plants, ment Corporation (PNC) of Japan, it was agreed to carry ,
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out a joint research and development study of plutonium this is ari emerging technique and should be monitored
isotopic and concentration measurements for input ac- closely as it develops for applicability in this type of
countability tank solutions at chemical processing phmts, analysis.
The technique under study is the gamma-ray measurement
of resin bead samples. PNC is responsible for the pluto- 8. LASCAR (E. A, tlakkila, N.4 and G.
nium separation and the resin bead preparation for un- E. Bosler, N-l). LASCAR is an international group
spiked and spiked samples. Los Alamos is responsible for to study safeguards approaches for reprocessing plants.
developinga gamma-ray spectroscopy technique to me.as- Membership comprises the IAEA, EURATOM, Japan,
ure the resin beads. This method, which may facilitate the France, the UK, the FRG, and the US.
application of safeguards and IAEA in.qpections at chemi- Los Alamos staff members provided a major portion
cal reprocessing plants, is to be demonstrated and possibly of technical input to LASCAR Working Group 1 (Safe-
implemented at the PNC's Tokai Reprocessing Plant guards Measures for the Spent Fuel Storage Pt'_l) and
(TRP). The measurement technique and the resulLs of the Working Group 2A (Safeguards Measures for the Headend
first joint measurements, which were performed in January of Reprocessing Plants, Chop-Leach to the Input Ac-
1989 at PNC/TRP, are reported in Part 1, Section I.C.10. countability Tank), and participated as the US technical

repre_ntative to meetings of these working groups in
7. Rapid Chemical Separation of Ura- Sellafield, the UK, La Hague, France, and Hanover, FRG,

nium and Plutonium in Dissolver Solutions and in the second Plenary meeting of LASCAR in York,

(V. T. tlamilton, W. D. Spall, B. Smith, and UK.
D. D. Jackson, CLS-I). We are developing methods
for separating and measuring plutonium and uranium in C. International Safeguards for MtX FuelFabricatio_n Facilities.
dissolver solutions. An approach using reversed-phase

liquid chromatography followed by post-column colori- The goal of this subtask is to develop appropriate
metric reaction and spectrophotometric detection has given safeguards approaches tbr MtX fuel fabrication facilities,
promising results. Alpha-hydroxyisobutyric acid in the including nuclear materials measurevnent techniques, and
mobile phase complexes Pu(IV) and U(VI) and provides methods for processing and inteq_reting MtX materials
gtx-xl separation. Following the separation, Arsenazo III is accounting data.
added to form color complexes, and the absorbance is
measured. Plutonium and uranium are separated from the Remote-Controlled NDA Systems for interna.
lanthanides, and preliminary investigation indicates that tional! Safeguards at an Automated MtX Fa-

transition metals will not interfere with the detection. The cillty (H. O. Menlove and M. C. Miller, N-l).

_paration of uranium and plutcmium from fission prod- We have developed NDA measurement systems for use in
an automated MtX fabrication facility. Unique features of

ucts appears to be good. We are planning experiments the_ NDA systems accommodate robotic samplt; handling
with dissolver solutions, and remote operation. In addition, the systems have been

We al_ investigated high-performance capillary cleo- designed to obt_t_nIAEA inspection data without the need
trophoresis (HPCE) to separate and measure Arscn_.o III for an inspector at the facility at the time of the measure-
complexes of uranium and plutonium. HPCE is attrac- merits. The equipment will operate continuously in an
tive; it needs very small reagent and sample volumes and unattended mode while storing clara for up to one mcmth.
produces little waste. The instrumentation has few com- The systems include a canister counter fl_rassaying MtX
ponents and can be very compact, making it suitable for lX_wclerat the input to the facility and a capsule counter for
field use. The metal-Arsenazo III complexes are elec- assaying complete liquid-metal fast breeder reactor (FBR)
trophoretically loaded, moved through the column, and fuel assemblies at the output of the plant.

Although the HLNC-II for measuring bulk samples
separated based on total charge. The separated complexes of plutonium powder was based on previous work at Los
are measured spectropholx_metrically as they exit the capil- Alamos, the special features of new automated fabrication
lacy column. We investigated electrophoresis buffers, facilities required new NDA technology. These facility
.,;ample and buffer conditions, and instrument settings to features included:

optimize the re_lution and detection of the complexes. • automated rolx)tic fuel handling,
Although the method may be useful for separating • remote operation,

other complexes, we were unable to separate thorium and • large sample masses with the possibility of high
uranium complexes; they behave as though they were neu- radiation levels, and
tral species. Different buffers, complexants, and separa- • inaccessibility of most fuel for sampling.
tion columns might be able to resolve the metals, but These operational constraints are common to many of the
such a study was beyoad the scope of this initial investi- modern facilities that have been designed for fabricating

and processing plutonium fuel.gation. Sample loading techniques and certain other in-
suamental factors are not _tisfactory for hot samples, but
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To accommodate these facility features and to reduce neutron multiplication in the assembly Is higher, How-
the inspector's workload, we designed the NDA equipment ever, the advantages of using the fresh MtX pins are:
to be automated, amenable to unattended operation, and , the presence of both plutonium and uranium
have a size and fuel-mass capability to match the robotic i_topes as in spent-fuel materials,
fuel manipulators. Authentication techniques have been , geometrically distributed neutron murces as in
incorporated into the NDA systems so that the data can be spent-fuel rods, and
used by independent inspectors such as the IAEA, , low radiation levels, so remote handling is not

The authentication features include neces.,au'y.
• detector head under inspector se_, Typically, water in the fuel storage pool of a PWR
• visible and unbrokencable runs between detector contains concentrations of boron. The boron is used as a

head and electronics cabinet, poison fbr thermal neutrons in the reactor, which has a
• scaled electronicscabinet, common water channel with the storage pool. For this
• modular electronic components that can be re- reason, we made the pin removal studies both in water

placed withstandard IAEA equipment, with no boron and in water with varying boron concentra-
• continuous data collection, tions.

., • software replaceable by the inspectors, In the study, 12 pins (approximately 6% of the 2(14
• software diagnostics to detect interruption of or pins in a 15 x 15 PWR assembly) were removed from

tampering with the signal, various rows within the assembly. We also investigated
• californiuln-252 check sources and normalization the effects of substituting 12 low-enriched uranium (LEU)

sources for verification of total system perfor- pins for 12 MtX pins.
mance,-tnd Pin removal effects for different boron concentrations

• containment and surveillance (C/S) system are shown in Fig. 45. In this figure, row one is the out-
overview ot'the detc_torand electronics cabinet, side row tie,st to the fork detector, and row seven is in

These measures give an in-depth redundancy in authenti- the middle of the ttssembly. For each boron concentration
eating the NDA system, level, data are normalized to the count rate for the full

Continuous monitoring of the room background assembly,
gives a record of any movement of MtX in the room. Wi_ no boron in the water, localized neutron multi-
Because recording MtX movement also is part of the C/S plication effects compensate for the removal of pins. As a
sy.4tem,the detector gives an independent method for par- re,_ult,count rates for pins removed in ali rows (except for
tially authenticating the system, the outside row nearest the fork) are reduced no more than

The NDA systems have been designed to measure the 3%. In one case, the count rate with6% of the pins miss-
feed powder input, _.hein-process MtX, the pellets, the ing is even greater than the count rate for the full astm-
fuel pins, and the finished fuel assemblies. The_ systems bly. With boron in the water, the situation is different.
have been in operation for the past year with an excellent As the boron concentration increases, neutron multiplica-
reliability record (no loss of inspector data or maintenance tion is 'dampened,and the count rate always decreaseswhen
clowntime). New NDA systems are in the design pha_ to pins are removed. When boron concentrations are above
mca.sureMtX holdup in glove tx_xesand wast; barrels. 1000 ppm, count rates for ali pin removal patterns are

reduced 6% or more relative to the fully h_adedassembly.
D. Spent Fuel Safeguards. Substitution of LEU pins was investigated only for

unborated water. Results of the LEU substitutions are
The goal of this subtask is to develop appropriate shown in Fig. 46. Again the data are normalized to the

safeguards approaches for spent fuel at nuclear reactors, count rate for a fully loaded MtX assembly. Because the
spent fuel reprocessing plants, and long-term fuel storage LEU pins and MtX pins available lhr this exercise had
facilities, including nuclear materials measurement tech- identical reactivities, multiplication within the assembly
niques and instrument calibration. We also evaluate alter- does not change when the LEU pins are inserted. This can
native systems for measuring spent fuel in wet and dry be .seenin the coincidence (reals) count r,ate. The coinci-
storage and different physical storageconfigurations, clence rate is, in part, a measure of the multiplication

within the assembly. This rate basically does not change
1. Detection of Partial Removal of Spent- when LEU pins are substituted. The totals rate decreases

Fuel Rods (G. E, Bosler and A. J. Nelson, N- when LEU pins are removed and the decrease is constant
1). We have made underwater measurements on a simu- for ali pin patterns. The decreased count rate is caused by
latczl spent-fuel assembly with a fork detector to examine the removal of neutron sources within the MtX pins,
the effects of missing or substituted pins. We used fresh This source is not replaced when LEU pins are substituted.
MtX pins instead of actual spent-fuel pins. In the MtX For spent-fuel measurements, there are three impli-
assembly sources of gamma-rays and neutrons are differ- cations. First, Jn storage pools with boron concentrations
ent, compared to a typiC;alspent-fuel assembly, and the above 1003 ppm, missing pins are detectable with totals
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Fig. 45. The effect of boron concentrathin (in the normalized totals rate
for various configurathins with 6% of the pins removed.

net,_tn)ncounting techniques in a fork detect(')'. Second, in because of their valuable niaterial content and dei_reasing
unix)rated water, totals neutron counting can be ineffec- radioactivity. The first geologic relx)siti)ry iii the US, as
tive. There are missing-pin patterns for which the totals currently designed, will contain approximately 5(X)Mt of
count rate is actually higher than the corresponding count plutonium, (X)(}00 Mt of uranium, and a host of other
rate for the full assembly. Third, substitution of materials fissile and strategically imlx)rtant elements. We have
with comparable react/v/ties (if this is credible) may not identified and highlighted several international _fcguards
lx.,.detectable, issues relevant to the various proposed scenarios for

Because most PWR storage pools have concentra- disposing of the spent fuel. 77 Iii the context til the US
tions of Ix)ten in the water, totals counting techniques for program for geologic disr, osal of spent fuels, there are
spent-fuel assemblies should be adequate. In pools with- szveral issues that should be addr, ,;a;d in the near term by
out boron, totals counting is probably inadequate ii" the US industries, the DOE, and the Nuclear Regulatory
ability to detect that 6% or less of the pins are missing is Commission before the geologic repositories for spent
required. For the fresh MOX measurements, ali missing- fuels become a reality 77,78 't

pin and pin-substitution patterns that were investigated US/IAEA agreementt; require the spent fuel disp(),_al
could be detected with analysis techniques for multiplica- program to conform to IAEA ,,;;,ff_:guardsrequireinenl_s,

t/on-corrected coincidence counting. Such analysis as- However, because of theluricc_'lamlies in the geoh)gic
sumes that the plutonium isotopics are known for the repository schedules, the ILlSutilili(._s are scrambling to
assembly, lt is conceivable that coincidence cotinting incorporate alternative spent-fuel rr_>:(nagementstrategies,
techniques could be used for spent ft,el, particularly in including consolidation, dry storag :, away-from-reactor
cases where assemblies are stored in unborated water, storage, .etc. To meet our obligations to international
However, more research is needed to investigate this pos- ,safeguards, it is necessary that a materials accountancy
sibility, program be part of ali spent-fuel management strategies,

Furthermore, in the international arena, the ",.-cent
2. International Safeguards for Spent offer of geologic repository services for spent nuclear fuel

Fuel in Geological Repositories (K. K, S. by Canada, and earlier similar proposals by the Peol)les
Pillay, N-4). Spent fuels from once-through fuel Republic of China, are going to introduce new ;rod unique
cycles placed in underground repositories have the poten- _ifeguards problems. Because ali of these issues need sys-
tial to become attractive targets for diversion and/or theft tematic examination and resolution, we organized another
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SubsLitutAon of Twelve LEU Rods Cowder, N-l). In some reactor facilities around the
world, but particularly in Europe, assemblies with MOX

R 1.2 _ _ ' i _ _ i........ _ - fuels are now being u_d. At most facilities, fresh MOX
e fuel assemblies are placed Irl the spent-fuel storage pool
1 before refueling activities begin, During refueling, tile
a 1,1 - - as_mbltes are moved fronl tile storage pc_,l and loaded
t. into the reactor core,

ti

i _ * _ " From a safeguards standpoint, I'resh MOX assemblies
V a

• _ o are very important. Not only is there considerable pluto.e I.,0 .u-.----_
nlum (>10 kg) tn each assembly, but unlike spent fuel,

C 8 o o o ° ° ° the material can be handltxt easily, Generally, fresh MOX
o assemblies are only in the storage pool for a short thne
u 0,0 o Tot,. (<3 months) before being loaded into the core, During
n ° "°'" thts time, however, the amount of material in the as_m-
t * R 'T

s bites must be verified,
O,B _ _- _ _ _ ,_-__ .... We have developed a measurement system t'or deter-

0 t 2 :3 4 t5 0 7 _ mining the linear plutonium mass loading in a submerged
Row MOX tt,_mbly, The system uses a detector that we de-

veloped previously for underwater spent-fuel measure-
meats, callexl a fork detector, 79 A mcxltl'l_l version of the

Fig. 46, Normalized responses for fork detector is u_d Ibr fresh MOX measurements, With
configurations with 6% or the MOX this detector, we measure tot,als and coincidence count rates
pins (12 pins) replaced hy LEU pins. from a MOX assembly,

Multiplication-correctect coincidence count rates are
technical mssion at the 1989 ANS winter meeting that ha(t urad to determine the linear density, Measurements have
international participation, including representatives frc.ml beet) rnade in unix)rated water anti in water with vtu'ious

the IAEA (see pages 240-248 of Ref, 78), In future _d'e- txm)n concentrations, 'ltlennal neutron ab_)v'ption in the
guards sy' terws studies at Los Alamos we hope to explore water does all'ect the measurement results, and data must
these issues in depth, to prolx)se _ffeguarcls al)preaches to be adjusted ibr bx)ronconcentration level,
atltlres_ imemational _fleguards issues ot"spent nuclear fuel In cleternlining the effectiveness of the Ineasurement
managcment, and analysis techniques, we investigated the sensitivity to

various missing-pin avid pin-st|bstitutton patterns, Results
11. IIILATERAI. TECHNICAl, EXCIIANGES of the measurements were quite go(_l, Under controlled

measurement conditions, differences inthe predtcttxl mass
The purpose of this task is to as.'!.,t the IAEA, (:ompared to the known mass were typically 2% or less,

EtJRATOM, and IAI::A Meml×'r States iriimproving the A report on the measurements is being written and a
effectiveness and efficiency ()1international _ffe4,uards, field test is planneA,

A. IAEA -- Advisory (;reap on Nondestruc- 2. EURATOM Inspector Training Course
five Assay (J. L. Parker and R. Augustson, N- on the Neutron Colncident'e Collar tj, E,
1). Stewart, N.l;G. P. I).Verreehla, EURATOM.

Two l.x)s Alamos s_tfl" members part¢ ipatt;d in tile l.,uxembours; R. C.arclnon, SCK/CEN.Mol; P,
IAEA Advisory Group r,lccting on NDA Jeasurenlents, Iloermans, FIIFC.Dessel), I)evelope(l by Los Ala-
The final report of the Advisory Group will be a compre- mos, the standard neutron coincklence collar 80 ts an active
hcnsive relx)rt that reviews general principles and prate- interrogation device used routinely by EURATOM avid
clures for calibrating gamma-ray and neutron-bascxl NDA IAEA inspectors to verify 235U content In unirradlated
equit,,nent, with emphasis on the practical problems (at'the LWR fuel assemblies, In fact, the collar is the only
IAEA inspectorate, The Advisory Group also ccmsiclered methotl currently available to completely verify these
the problems of fabricating, certifying, and transix)rting assemblies,
physical standards with additional discussions of possibili- The EURATOM Safeguards Inspectorate, ht_dtluar-

Ct.C, has seventies of minimizing the number of stanclarcls required terexl at the Luxembourg fi_cllttles of the ' 7 '
through computational studies of appropriate physical collars and Is Blrchaslng two or three mt)re, During physt-
mcxlels, cal inventory verll'icatlon exel'cises, the Inspectorate typl-

cally measures 60-80 assemblies tn one week, During
II. EURATOM flow verll'icattons, approximately 20 assemblies are meas.

areal In 2 days,

1. EURATOM Interactions (G, E, Iiosler, Because of (1) the heavy reliance on the neutron ce-
A. J. Nelson, R. H. Augustson, and L. R, incidence collar, (2) recent modifications in meast2rement



procedures, and (3) the desire,to acquaint lnsl_._ctorsmore research and dew;l(_pmentprojects tn the gr(mp, l)artk:u-
fully with the effects on collar m_lsure.ments of the au- larly In tt_e active 1_eutronmetlsurements of LWI_,fuel
clear design (for e×amplc, burnable poisons and wtrtable assemblies,
enrichment,0 of present-day LWR fuel tn Eurol_, a spe. The visit is a l'oll()w-ui_to a prevlt)us visit by Mr,
ciallzed tralnlng course was organlzed and held for Zhu R(mgbao to asslsl the Pe(,ple's Repuhllc oI'China In
EURATOM insl_ctors during 6.13 Decemlx_r 1989 In devel(+ptng,',ufl'eguardsexl×_rtlseIbrtheir nuc.learI)rt)grtlm,
Belgium, The cour.,_ wtmgiven tn two sessions o1"three
days each; a total of 13 inslx;ctors participated, Table !), iIr_lzll
XVII is the courm _hedule and outline,

The course was extremely valuable because it pro- We c.tmtlnue to Interact with the C_o|ulss£1t_Nacional
vided the unique combination of theoretical, latxmm_ry, tie Energhl Nuclear (CNEN) In Brazil, A phmned third mot
and l'ac.iltty sessions in three successive days. The of sl_nt-I'uel measurements to I_ made by CNEN at tile
EURATOM collars had been calibrattu.Ion the Los Alamt)s Angra-I reactt)r in 1989 was l)tlstpcmedftu' a variety t)t'
reference assemblies in October 1989. The crt)ss- reasons, The measurements trove been rescheduled for

calibration prt_eduresx's,Ststhat were used pr(xlucedveril'i- sometime in early 1990,
cation accuracies of apprc_xirnately4% with no stgnilicant The measurements will he made (m the stnne assem-
bitL',;.The accuracy quoted was for prt_Juctkm assemblies bites that were measured in the first two exorcises, The
measured at the Franco-Beige tie l:;abricatitmtie Com- measurements are being used tr) study tile ttectly t)l'
bustible (F,'BF'C)facility nmtr Dessel. These tire 17 x 17- neutron-prt_ducing isotopes in spent-fuel assemblies,
r(xt ac'rayscompared with the reference i5 x 15,.rod Los Measurt+dneutr(mcount rate data are compared with caicu-
Alamos assembly. A correction was applied to account lated data. The calculated rates are determined from a
for the heavy-metal-loading difference t_tween the refer- burnup-depletion co, le that predicts the isutopic coral)est-
ence and FBFC assemblies. This correction was success- ti(m of the slmnt-fuel materials. Data I'rom Angra-I are
ful in that it prtr.luted no significant bias. Figure 47 is a very tmlx_rtant for verifying the accuracy of the calcuhl-
pht,tugraph tlpparticipators during verificatitm measure- tional meth_ls.
ments inside one of the asserubly store_:tit t::BFC. A paper (liscussirJgthe results til the first two set.,.;(,f

At the Venus Critical Facility, there is a grecttdeal o1" m_.,;uremer_L',;wtmpresemed tit a reactur c(,nfc.ret_ceheld in
flexibility for configuring pin arra_,,.,,although their active l,',ecil'e,Brier.iion April 26-28, 1989. Dr. Marco Marzo of
length is only 50 cre. We made calibratitm measurements CNEN presented the palx:r.
with three diflerent types of l×lisoned r(_ls (Ag-In-Cd, The third set of measurements will complete the
Pyrex, and steel) that shf,wed l_,isoned-rod el'l'ects til be ctxllx:rativeeffort under the current agreen_enttx_tweenLos
linear for the concentrations of imerest. For example, the Alamos rind CNEN, There is interest in c(mtinuing the_'_
efl'ect of c(mfllinir_gthree kinds ol'p(fisoned rods could tx_ types of measurements at Angra (m other sl×',nt-I'uel
found by ct)mlmtingthe prt_.luctof the individual efl'ecks, as,,.;emblies, Discussions un contir_uingthe effort will Ix;
There is a practical applicatitm uf this result in that com- held in April, 1990 during the visit of a Los Alamos staff
birmtions oi' puisoned rods are found in l}rotluctitm member to Brazil.
facilities.

Thr ellt)rt require(ltr)c(mduct this course was signifi- E. The [.JK tC. A. C<_uller, N.4+).
cant, but worthwl_ile, lt was agreed by till participants
that the course sh(,_fldI_z+relxmted, prob,'fl_lyin May or In October, 1989, a Los Alamos staff member vis-
Jur_cof 1990. ited British Nuclear Fuels plt (BNFl_,),Risley Warrington,

England, and Cadarache Center, St. Paul lez Durance,
3. ESARI)A Symposium on Safeguards France, to discuss methods oi'anomaly detection and idea-

and Nuclear Materials M,nagement tj. E. Stew- til'ication in nuclear materials prt×'essing facilities. The
art, N-l; K, 1.,. Coop, N-2; J. T, Markin and host at BNFL was Dr. Barry Jones, Wile has done exten-
E. A. Ilakkila, N.4), Four Los Alamos staff mern- siva work in developing joint F'age's test,; for detecting
bars participatect in anti presented technical papers at the anomalies in mate.rialunaccounted lhr (MUF) values. On
Eleventh ESARDA Symposium on Safeguards and Nu- the first day, Dr. Jones arranged for a tour of the THORP
clear Malerials Management in Luxembourg (see the facility, which is being constructed at Sellafield. TliORP
Publicatit)ns List of this rel×,rt), consists of two buildings: the Receipts and Storage

facility, which is currently undergoing commissionir_g
C. People's Republic of China (le., A. llakkila, tests, and the Purex building prolm;r,where equipment is
N-4). still being installed. When THORP is fully olmrati(mal,

it is expected that the Receipts and Storage Facility will
Mr. Qiao Shengzhong, Radt_x_hemistryGroup Lea_tter process al_)ut three shipping casks per (lay,

at the Institute of Atomic Energy in Beijing arrived in l_x)s On the second day, we discussed Dr. Jones' work in
Alamos in May to work as a research associate in the sequential testing and anomaly identification and Los
Safeguards Assay Group. He is involve,d in several NDA
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Fig. 47. Participants at FBFC PWR fuel fabrication facility (I)essel,
Belgium) during NCC training course for EURATOM Inspectors.

Alamos work in modeling and simulation, Dr, Jones has spent fuel to be reprocessed, and a set of expert system
develoi_d a joint Page's test for MUF that combines two modules for managing information and pr(x:essing proce-
Page's tests, one with parameters selected for sensitivity dures in the other program elements, Fil d'Ariane is being
early irl the sequence and one with p_u'ameters.selectedtbr applied to a section of the reprocessing plant test bed fa-
sensitivity late in the .sequence. In addition, he has devel- cility at Marcoule, France,
oped analytical methods for determining the appropriate With Dr, Giacometti, we developed a work plan for a
parameters for this test. Dr, Jones also discussed some of joint program to apply Fil d'Ariane and FacSim to differ-
his recent work in anomaly identification, in which he ent ,sectionsof a fuel-reprcx:essing/fuel-fabrication plant to
introduces a "diversion" in simulated materials balance test the effectiveness of several potential anomaly detec-
values and then tries to determine what the most probable tion algorithms,
diversion is by testing ali possible uniform diversions
with varying beginning and ending periods within the 2. Technical Collaboration on Waste As-
,sequential test run; adjusting the tota_ _mountof material say (K. L, Coop and R. J. Estep, N-2). One Los
assumed diverted to obtain the best to the bahmce se- Alamos staff member spent a day at thc CEA Laboratory
quence and then .,;electingas most pJ_bable, the diversion at Cadarache in early June to tour their waste assay facili-
,scenariowith the smallest mean squt_reerror, ties and develop a plan for joint ex,_.eriments,Both parties

agreed to plan a joint effort to develop the combined
F. France thermal/epithermalneutron (CTEN) methtxl of wasteashy

for 55-gallon drums, This method of assay uses a pulsed
1. Facility Simulation (C. A. Coulter, neutron source to interrogate the waste container with both

N-4). Our principal contact for collaborative work w_th thermal and epithermal neutrons; it was originally devel-
the Cadarache Center is Dr, Antonio Giacometti During oped at Los Alamos to assay small (1 gallon) cans of
a recent visit to Cadarache, Dr. Giacometti described the remotely handled waste,83 The French investigators will
currc_,t status of h)s simulation/anomaly-detection pro- visit Los Alamos early In 1990 to learn more about the
gram Fil d'Ariane, and we summarized the statu:, of our technique, and then will configure their Promethee facility
simulation program FacSim (see Part 2, Section B), Fil to perform ,jointexperiments at Cadarache, tentatively be-
d'Ariane consists of four parts: a simulation program ginning in the summer. Another Los Alamos staff mem-
module,an optimal estimation module that applies Kalman ber also visited the CEA Laboratory in November (in
filtering techniques to facility measurement information, conjunction with a conference in Cadarache) to discuss
an anomaly detectioH module for verifying parameters of additional aspects of the plannc_lextx_rhnents.
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3. Joint Spent.Fuel Detector Measure. Fork, Cd 0 pprn B
ments with the French (P, M, Rlnard, N-I),

We t(x)k a Los Alamos "fork" spent fuel detector84, 85 and
Its ORAND-I electronics to the C_:darache Institute for
Technological Research and Industrial Developn_ent for
comparison with the French "Python" detector, 86 Both
instruments rise neutron lind gross gamma-ray measure-
meats to determine the burnups and totaling times of
spent-fuel as_mbltes storect underwater, but have different
ftlml objectives and therefore different designs,

The fork was designed for ,,_fegultrds; it is portable
and laikes data us quickly as is practicable, F'ython verifies
the exposure of assemblies lhr criticality safety purlx_Ses
before the casks are loaded for tnm._portation, Python
stays in a plant's storage lxmd and the assemblies are
brought to it, Python is, therefore, large and heavy com-
pared to the fork and dc_esnot neeal the tx_rtable electro||ics
offered b3' the GRAND-I,

In the experiments, small capsules of 252Cf and
137Cs were placed in the center of a fuel pin and vwo_,ect
throughout 17 x 17 array of fresh fuel pins, While tile "_,_a

source pin was rai.,a..d,axial profiles were metu_ured to help
determine the total resl×m,_s of the instruments to com-
plete assemblies. The measurements show the relative _°\_<<"<"q'
contributions, to the detectors' rcsl_,n._.s, ()f neutrons and
garvmm rays from different pin locations, Sums of the_

measurement.,_ simulate tc,lad resl_nses and show how the Fork, Cd, 3000 ppm B
instrument.,_' reslx'mses are correlated. These measurements
were relx_ated tbr different concentrations of t×_ronin the
water, In acldition, neutron absorbing pins containing
gaclolinium were inserttal intc_the as_mbly tc, nlt_lsure tile
dampening of the neutrol ' ,,at rates.

Tile detector tubes il_ Python are much larger than
tho_ in the fork but are placed farther from an asse|hilly. [
The net result is thai the fork generates _arger signals but

[

is less sensitive to fuel pins at the corners of assembiies.
A lead collimator in t'ython restricts its view of gamnm
rays to about a centimeter of an assembly s length, while
the fork's ion clu|nlbcrs are uncollirnated.

Examples of the measuren_ents are shown in Figs.
48 and 49, where neutron count rates are given at different
boron concentrations, (The fork has tission chambers
with and without cadmium wrapping, while Python has a '_ot
cadmium wrap only, Therefore, only tlat,a from cadmium-
wrapped fission chambers were compared.) From such _,m,
data it is concluded that the ratio of fl_rk to Pythcm neutron
count rates is 2.74 fl)r water with ".o tx_ron and 3,16 for

water with 2(XX)to 3(XX)ppm boron, Ali of the neutron Fig. 48. N eutron count rates from tlne fork
correlations measured are shown in Fig, 50. detector with a 17 x 17 array of fresh fuel pins

va:y with source-pin location as shown here for
G. Otlner Bilateral Activities (E. A. llakkila, boron concentrations of 0 and 3000 ppm. One
_-4). fission chamber In a tlne of the fork was placed

along the row axis and the other was placed
Weprovidecl technical input to the US government along the opposite side of the assembly. The

c_rbilateral .,¢al'eguardsinteractions with Japan, France, the scales of the plots are Identical, so tl, e
FRG, the UK, and EURATOM, A l_,os Alamos staff dampening effect of the boron Is obvious, (The

small-amplitude ripples on the boundary of themember par fictpated in bilateral cliscussions with France
ph, t are artifacts of the surface-generation

and the UK, process.)
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i11. NU(_I, EAR N()NI'R()I,IFERATI()N A(?'I'
TRAINING (T. l). Reill?, I,. H. R(}binson, und
C'. M, McCuhe, N.I; E. A, ilukktlu and K,K.S,
Pillay, N.4).

"]'he711}International Tralning C()urselm lml)lemen -
tati()n o1 State Systems of Accounting for and Controt of
Nuclear Materials (SSAC) was pre,_nted 1-19 May 1989

Python, 3000 ppm B in Santa Fe and l.,osAlamos, New Mexico, and Richhmd,
Washington, This course is sp(msore(I jointly by the
IAI,A and LhcUS [X)E m_(l is mandated by u training pro-
vision in the Nuclear Ntmproliferati(m Act of 1978, The
c.our_:dc'alswith tile _ffegum'dsrcquiremenL,;of lhc 'l'realy
on Nonproliferation of Nuclear Wealx)ns and provides an

senior IAEA personnel and senior pers(mnel from States
und facilities res|×msible for implemenling international
:'gal'_gtuu'dspn_edum,;,

"ltm cour,_ staff was drawn from file US I)epartments
of Energy and State; the Nuclear Regulatory C¢ mmtssmn;
l__sAlan_s and &m(lia National Lalx)ratorie,,¢,lhc Adwmcexl
Nuclear [_UelsQ_rporati(_ (ANI); tlm IAEA; the I_A'IOM
Safeguards Directorate', the Nuclear (Atomic) Energy Com-
missions of Argentina, Brazil, and Czechoslovakia; tile
ALKEM facility FRG; Ontario Hydro, Ltd. of Canathr, and
the Japtm Nuclear Fuels Company, Ltd, Attendees came
fr(In Argentina, Brazil, Chile, Venezuela, Q,imda, Bulgaria,
France, Sweden, _ Igeria, M(;_(x:co, South A(rica, Zaire,

Fig. 49. These figures are similar to Fig. Bangladesh, Indonesia, Iraq, Japi|n, the Peoples Republic
45 hut were taken with the i'ython detector of Chtna, the Republic of Korea, Taiwan, and Thaihmd.
under the san|e conditions stated for the fork. 'l'he attendees hold important lx_siti(ms in their co'llntry's

nuclear establishment and have primary reslxmsibilitics for
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'nuclearmaterials control and IAEA lnteractk_n,,_,Figure itState tlmtteL,4it small LWR fuel fld)rtcatl(mplant, Sig-
51 is a photographoi' the course participantsItrSanta I:_'o, niflcant hnproventents in this year's workshop included

'rl_oSSAC ct)urseis divided into five mt!jt,rplu'ts: more extensive written matorlals and new subgroul__s-
. Intrtxtuctton toNucl_tr Material Safeguards slons tluttprovide a foundation for the final workshop,
• Nttcle,tu'MaterialMeasu 'ement 'rechnt_iogy The next SSAC courst_ will |_ predated 6.24 M_ty
. Nuclear Material Cti _trol tad Accounting 1991 and again wtll emphaslzt_ accounLttblilty in bulk.,

Theory/l'atctlce handling facilities, The US course Is pt_rtted every two
years, alternating with an SSAC ct_urse on Item-

. Safeguards at a Mc×lell:uei Fabricatkm Facility accounting facilities that is presented fit Yalta, USSR.
, SSAC Design Workshop, Tht_realso lu't_several regional SSAC cour,_es that ct)m-

The pttrticlpantsvlstt Los Alamos for demonstrations and plemont the courses presented by the 'US and USSIT,.
hands.on measurements ofi×_th fresh, andspent.fuel mate- "I'ht_se regional courses are presented in Argentina,
rials, They visit the Omega West Reactor trod riteNuclear Australia, Brlu,,ll,and Japam,
Safeguards Reseluch Laboratory, Figure 52 stlows one The 1989 course was well received, In addition to
subgroup measuring a BWR fuel assembly in the old Los promo_.lngnuclear materials safeguards and nonprollfera-
Alamos Safeguards Trafldng Building, 'I'ht_week In Rich- tton goals, the course provides file att_;ndeesan op[_rttJ-
hind hlcludes a general tour of the LWR rue! fabrlct_tton nlty to visit _veral p_u'tsof the Unlttat States and to estab-
phmt operated by ANF and an extensive tour of ANF's ltshcontacL,_with _feguards prolbsshmals from the United
tlestructiveand n¢)ndestructtvemeasu_ment fltcllities, States and manyother countries, lt provides an interestit_,

For the SSAC Design Workshop, the attendees di. oplx_rtunlty to further communication and tnldersutndlng
vide into lbur subgroups to destgna safeguards system for between different l_rts of the world community,

Fig. 51. SSAC c(,urse participants during 1989.
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PART 5. RELATED SAFEGUARDS PROJECTS

In this part_ we highlight R&D or implementation activities that are related
to our DOE/OSS safeguards programs but are sponsored by others.

I. PROGRAM OF TECHNICAL ASSIS- siveness in monitoring large numbers of industrial facili-
TANCE FOR THE IAEA -- POTAS ties that process a wide variety of chemicals necessitate a

new systems approach to the formulation of a CW verifi-
This was a busy year for POTAS tasks. A sampling cation regime.

of activities includes: Developing a system for verifying a CW agreement
• Powder exercise measurement of moisture in is essentially a problem of allocating limited resources

MtX in Italy; among candidate technologies and activities to maximize
• Joint IAEA-USSR-US measurement of spent the confidence that noncompliance with the agreement is

fuel at the LANL Omega West Reactor; detected. Our system design and evaluation method is a
• Installation of software for the core discharge top-down hierarchical approach in which one begins with

monitor at a Canadian reactor; the general verification requirements (types of facilities,
• Performance monitoring of continuous, unat- proscribed chemicals, or activities) and refines these into

tended operation for plutonium measurements facility/site-specific descriptions, noncompliance scenar,
at a Fuel Fabrication Facility; and its, relevant verification activities and technologies, and

• Development of a multiplication corrected neu- verification criteria describing the system objectives in
tron coincidence technique for measuring fresh terms of timely detection of a material breach of the
MtX fuel assemblies underwater, agreement.

In addition, a training course for new inspectors was Verification activities at each facility/site are organ-
given and a Los Alamos staff member finished his second ized in terms of key verification points, which are loca-
year in Vienna as a cost-free expert, tions where activities or technologies are applied. Selec-

The IAEA has instituted a new system for support tion of these system elements at each key point is guided
program administration designed to improve the connec- by the noncompliance scenarios and their component ac-
tion between lanai end user and developer. We look for- tions that may be detected by the verification activities or
ward to working with the IAEA in the coming year, technologies.

Candidate verification systems are compared by evalu-
II. ARMS CONTROL VERIFICATION TECH- ating the likelihood that they will detect the noncompli-
NOLOGY ance scenarios. For cases in which the likelihood can be

quantified as a detection probability, we choose the system
A. Chemical Weapons (CW) (K. E. Apt, CNSS, providing the best overall detection of noncompliance.
and J. T. Markin, N-4). Alternatively, a qualitative comparison of candidate sys-

tems examines coverage of noncompliance scenarios to
Development of a verification regime for CW agree- ensure that ali scenarios are addressed by at least one veri-

ments poses political, administrative, and technical thai- fication activity and selects that system that optimizes the
lenges not encountered in verifying previous international verification activities that are relevant to the noncompli-
treaties. With the possible exception of conventional ancescenarios.
forces, no other area of arms control (extant or proposed) Application of a methodical approach to the defini-
has such a deeply intrusive verification framework, tion of a verification system ensures an efficient'allocation
Although previous arms control agreements have tended to of resources among competing verification technologies
focus on weapons use and stockpiles, current concepts in and activities, provides a uniform rationale for selecting

: CW verification extend far down into the hierarchy of system components, and is a basis for communicating the

preparation for use, including stockpiling, CW production, reasons for technology decisions within the arms control
precursor production, and research, community.

We are developing a method for designing and evalu-
atingaverification system thatencompassesthediversity B. Fuel Cycle Simulation for Arms Control
of facility types, chemicals, and activities involved in CW Verification Studies (C. A. Coulter, E. A.
verification. Elements of this method are derived in part ltakkila, J. T. Markin, K. K. S. Pillay, W. D.
from the IAEA experience in verifying agreements with Stanbro, and R. B. Strittmatter, N-4; J. W.

_ parties to the Nonproliferation Treaty, namely the sys- Tape, N-DO/SG).
tematic approach to accounting for materials in various
forms. But the unique aspects of proposed CW agree- With support from internal Laboratory research funds
ments (e.g., challenge in._pcctions and investigation of and the DOE Office of Arms Control, we have been devel-

- alleged usage) together with the potential resource inten- oping a simulation model of a national nuclear fuel cycle
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to study arms control agreements that limit military uses is the number of weapon systems of each type
of fissile materials. Development of this model was that are available for use.
continued in 1989, and we began converting the existing A weapon system is considered to consist of
sections of the model to a superior new simulation Ian- two components: one or more warheads (or
guage that has just become available. We presented a gravitybombs) and a delivery system, The
paper on the simulation work at the Arms Control Verifi- weapon system is carried by a l)latforn_. As an
cation Technology Conference held at Los Alamos in example, a boraber (a plalform) could carry sew
August 1989. The current status of the simulation effort eral air-launched cruise missiles (delivery sys-
is summarized below, terns), each armed with one warhead. The

• Development of the model kernel. Be- bomber also might carry several gravity bombs
cause the final simulation model and its associ- (the delivery system in this case is notional) and
ated data files will be quite large, we are taking a number of short-range attack missiles, each 0f
great care in developing a core set of generic which hv,.sits own warhead. The model has been
"housekeeping" procedures that will signifi- structured to reflect the flexibility of deptoyment
cantly reduce the effort required to develop each options that are available in building up a
of the many sets of specialized modules that will national nuclear strike system.
ultimately be required in the w.odel. An earlier Production of each part of the nati0md nu-
version of this set of kernel routines is being clear weapons system is controlled by an overall
reformulated in the new simulation language, production manager who uses a prioritization
and in the translation process, significant en- scheme to order the manufacture. This prioriti-
hancements are being made. zation scheme reflects the relative desirability of

• Description of nuclear materials pr()- 4ifferent weapon systems and platforms t_s well
cessing facilities. We have previously de- as the need to keep a balanced s!rike force. The
veloped a detailed, comprehensive computer supplies of U,235 and plutonium are constraints
model, FacSim, for simulating the operation of in the building of nuclear warheads. As the
nuclear materials processing facilities. FacSim parts are produced, the commander of each plat-
already has been used to describe portions of form type attempts to arm his units with the
several DOE weapons complex facilities, includ- most efficient mix of available weapons. Such
ing the projected SIS facility at INEL and pot- a choice is rather straightforward for a ballistic
tions of the Los Alamos Plutonium Facility, missile submarine or a missile silo, but could
the Rocky Flats Plant, and the Savan, ah River become rather complex for a bomber. The plat-
Site. The FacSim model, in a separate effort, is form commander also orders uni! ma!,ntenance at
now being converted to the same new simula- regular intervals depending on the requirements
tion language that is being used for the arms of the warheads, delivery systems, and platform.
conu'ol verification model. Many of the rood- In addition, he orders the retirement of units
ules of FacSim will be incorporated into the with limited-lifetime components at appropriate
arms control verification model with fairly mi- times. At retirement, U-235 and plutonium
nor changes-primarily in the form of decreases used in the warheads are returned to a pool, after
in the amount of detail needed for facility de- a delay, tc, be recycled into new warheads.
scription. In the near future, we will enhance the

• Development of a nuclear reactor rood- model to increase its realism. Added features
ule. We are formulating a completely new will include simulating competitior_ among dif-
simulation module to describe the operation of ferent warhead types for available factory ca-
nuclear reactors because this is our first in- pacity, recycling platforms after retiring their
volvement in reactor simulations. This module delivery systems, and rearming platforms during
can describe arbitrary reactor types and can rep- their active lives to increase their effectiveness
reseat ali phases of reactor operation, including as adequate numbers of high-priority weapons
shipping and receiving fresh and spent fuel, systems become available.
periodic or continuous fuel-change operations,
and scheduled and unscheduleddowntL'a_e. C. Warhead Dismantlement (E. A. Hakkila,

• Development ofanuclearweapons mod- M. F. Mullen, K. K. S. Pillay, and W. D.
ule. We have constructed _ nuclear weapons Stanbro, N.4).
module that covers the manufacture of nuclea_r
weapons and their associated delivery systems We participated in preparing the Laboratory's posi-
and platforms. The model simulates the w_pon tion paper on warhead d!,;position, l_x_sAlamos' section
system's deployment, maintenance, and eventual on Verificati,m of Warhead Dismtmtlement considered
retirement. The principal output of this module
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problems associated with verifying numbers of warheads LAVA is an alternative to existing quantitative
dismantled, recovered nuclear material, and material storage methods; its approach is both objective and subjective and
facilities, the results are both quantitative and qualitative. In addi-

tion, LAVA is used by some agencies as a self-testing aid
III. SYSTEMS ANALYSIS STUDIES OF NRTA in preparing for inspections, as a self-evaluating device in
AT THE PLUTONIUM FUEL PRODUCTION testing compliance with various orders and criteria, and as
FACILITY (PFPF) (K. IC S. Pillay, J. F. Hafer, a certification device by an inspection team.
and J, T. Markin, N-4; R. R. Picard, A-I) LAVA is a three-part systematic approach to risk

assessment that can be used to model a variety of applica-
As part of an agreement between the PNC of Japan tion systems such as computer ,security systems, commu-

and DOE for cooperation on research and development nications security Systems, information security systems,
concerning nuclear materials control and accounting meas- and others. The first part of LAVA is a mathematical
ures for :'safeguards, we have studied the safeguards systems model that is based on classical risk assessment, hierar-
for the PFPF. The objective of this project is to evaluate chical multilevel system theory, decision theory, fuzzy
the NRTA system proposed for the PFPF MOX fuel fab- possibility theory, expert system theory, utility theory,
rication facility at Tokai. and cognitive science. The second part is the implementa-

We completed Phase-I of this study during 1989 and tion of the mathematical risk model as a general software
submitted a detailed report on the project and its accom- engine, written in a commercially available programming
plishments to DOE (N-4/89-421) in July. The Phase-I language for a large class of personal computers. The
study used design-basis data to illustrate good materials third part is the application data sets written for a specific
accountancy and applied a generic computer program de- application system. LAVA provides a framework for cre-
veloped earlier at Los Alamos. This computer program is ating applications upon which the software engine oper-
known by the acronym MAWST, which stands for Mate- ate_:;ali application-specific information appears as data.
rials Accountancy with Sequential Testing. We based the The user of a LAVA application is not required to
database for MAWST on the idealized material flow taken have knowledge of formal risk assessment techniques. Ali
from design-basis data for the FBR line at PFPF and the technical expertise and specialized knowledge are built
demonstrated the calculation of a materials balance using into the software engine and the application system.
MAWST. Assuming uniform losses, we calculated co- LAVA applications (not ali implemented as software sys-
variances of sequential MUFs and demonstrated the value terns) include the popular computer security application
of sequential testing to detect protracted losses on a timely and applications for nuclear power plant control rooms,
basis. We rewrote the MAWST manual for use at PFPF embedded systems, survivability systems, transborder data
and transferred the MAWST program and input files to flow systems, property control systems, nuclear process-
PFPF. ing plant safeguards systems, and others. LAVA applica-

We began Phase-II of this study in July 1989. Dur- tion systems have been in use by federal government
ing this phase, we plan to consider materials accounting at agencies since 1984; the previous version of the computer-
PFPF based on operating data to incorporate non-steady- and information-security application--LAVA/CIS, Version
state material flows, more than one product specification, 1.01--is used by over 100 agencies at more than 500 sites.
and other facility-specific material movements. Also, we Recent Modifications to LAVA. Over the

" have a parallel effort to develop a code to derive optimal past three years since the release of LAVA/CIS Version
sampling plans for IAEA inspection. 1.01, LAVA has progressed from a vulnerability assess-

ment syst6m (LAVA Version 1.01) to a full-blown risk
I V. LOS ALAMOS VULNERABILITY RISK assessment system (LAVA Version 2.0). Besides the major
ASSESSMENT (LAVA) (S. T. Smith, N-4) effort in developing and testing the general LAVA 2.0

software engine, four areas of applications were developed
The LAVA system is an original systematic ap- in 1989: LAVA/CIS, LAVA/FBI, LAVA/NSG, and

proach to risk assessment that we developed to determine LAVA/OPSEC.
vulnerabilities and risks inherent in massive, complicated The LAVA 2.0 General Software Engine.
systems. Characteristics of such systems are huge bodies The LAVA 2.0 general software engine is compiled and
of imprecise data, indeterminate (and possibly undetected) fully self-contained and runs under MS- or PC-DOS
events, large quantities of subjective information, and a (versions 2.0 and greater). No additional software other
dearth of objective information. LAVA was developed as than DOS is required to run LAVA 2.0. lt runs on the
a tool to help .satisfy federal requirements for periodic vul- IBM-PC class of computers. Required hardware includes
nerability and risk assessments of a variety of systems and (1) 512 K of available random-access memory, (2) a hard
to satisfy the resulting need for an inexpensive, reusable, disk with about 1 Mbyte of available space to store
automated risk assessment tool firmly rooted in science. LAVA.EXE and the permanent application data sets, and
When the LAVA project began in 1983, there was no such
tool; LAVA was designed to fill that gap.

91



(3) a floppy disk drive for the diskette holding the volatile LAVA/FBI The second applications-development
application data sets (the ones that are written to or altered effort was to tailor a version of the CIS of LAVA to meet
during an assessment), the special purposes of the Federal Bureau of Investigation

Instead of multiple code segments, LAVA 2.0 is (LAVA/FBI). The FBI has a dual computing environ-
integrated into a single menu-driven program; the menu ment, with Headquarters and the regional computing cen-
items are selected with user-friendly light bars. Like pre- ters in one environment and all the field offices in the
vious versions, LAVA 2.0 applications are completely other. LAVA/FBI has two parts to account for this duali-
self-documented. Be_ides the many definition and instruc- ty. The LAVA/FBI software was delivered to the FBI in
tion screens, the LAVA 2.0 software engine now can October 1989.
display specific definitions selected as needed by the user LAVA/NSG The third applications-development
during the progress of a LAVA assessment, effort was to model a framework for the potential devel-

Besides an updated, much-improved vulnerability opment of a nuclear safeguards application (LAVA/NSG).
assessment (VA) portion, the new version includes a con- This consisted of developing the threat, asset, outcome,
.sequence analysis (CA) portion, making LAVA 2.0 a full and safeguards function sets upon which an NSG applica-
risk assessment software system. The CA portion com- tion could be based. The specific software implementation
prises an asset-value estimation, a threat-strength estima- of LAVA/NSG has not yet been funded.
tion, and both monetary and nonmonetary (or intangible) LAVA/OPSEC The fourth applications-development
impact analysis. Both the VA and CA sections have indc- effort, begun late in the year, was starting the development
pendent report generators. The interactive VA question- of an qaerations security al_lication (lAVA/OPSF:L") in
naire segment has hotkeys for backing up in the question- conjunction with (and funded by) the United States Secret
naire and for making a graceful emergency exit from the Service and the National Security Agency. Progress to
questionnail'e if necessary. The VA interactive, scoring, date on this application includes the specification of the
and reporting segre.mrs can be executed without doing the threat, asset, and outcome sets, with a good start on defin-
CA section. The interactive portion of the CA can be ing the safeguards function sets. The software implemen-
executed before, after, or at the same time as the VA; ration of LAVA/OPSEC will continue through 1990.
however, the CA scoring and reporting segments cannot
be run until after the VA has been completed. The CA V. ANOMALY DETECTION
format can be tailored by the user.

In a_dition, LAVA 2.0 includes a set of utility A. Air Force (J. M. Prommel, N-4).
options that permits the user to print unanswered ques-
tionnaires, partially answered questionnaires as memory Because Los Alamos pioneered the theory and devel-
refreshers in mid-assessment, fully-answered questionnaires opment of automated anomaly detection, the Air Force has
at the completion of the VA for documentation, and requested that we take prototype software (developed else-
management worksheets for issue resolution. Finally, the where) and test it operationally and as an adversary. The
LAVA 2.0 software engine now has color capabilities for Air Force also requested that Los Alamos provide the
those who have color monitors, technical leadership for enhancements and make recom-

The data sets for computer- and information-security men&ttions for future research.
application (LAVA/CIS) Version 1.01 have been modified This software, known as Haystack, was de._igned to
and expanded in Version 2.0. Some additional issues have detect intrusions into selected Air Force mainframes by
been considered in the VA questionnaires, the security- downloading log-file information to a PC-248 for analy-
requirement determination has been modified slightly, the sis. The end user is the system security officer. Hay-
underlying outcome set has been changed a little, and stack's goal is to reduce enormous quantities of obscure
many of the VA questions have been clarified. The audit trail data to short summaries of user behaviors,
definition screens have been reorganized to show only one anomalous events, and security incidents for further inves-
definition per screen. Ali data sets for the CA portion are tigation of potential computer intrusions.
raew. Ali in all, the new LAVA 2.0 software engine is We began the project in October 1989 by preparing
chock full of new features, ali designed with the user in the code for beta testing, fixing bugs, and making minor
mind. enhancements. We now have installed the software at two

LAVA/CIS The first applications-development beta test sites and are planning an April 1990 tiger team
effort was to expand the general purpose LAVA/CIS data meeting of experts to evaluate the effectiveness of this
sets into a complete risk assessment system compatible software as well as that of our own internal effort, W&S.

' with the new general software engine. The new version of Haystack will undergo additional enhancement and will be
LAVA, LAVA/CIS Version 2.0, will be ready tbr release rele_tsed to the Air Force in September 1990.
on April 2, 1990. lt will be released _ to graduates of This project benefits Los Alamos by allowing us to
a LA_/A training class taught by the LAVA staff. Clasps learn more about alternative approaches to anomaly detec-
will be held either at Los Alamos or at a site requested by tion and to develop criteria and methods for testing the
a host agency.
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effectiveness of this system, ourown, and other systems. Vl. TECHNICAL ASSISTANCE TO LOS
By so doing, we continue our leadership role in anomaly ALAMOS
detection.

A. Closeout Activities for the Los Alamos
B. National Computer Security Center (NCSC) Molecular Laser Isotope Separation (MLIS) Pro.
(tj. S. Vaccaro, N-4). gram (T. K. Li, P. Rinard, D. Siebelist, and

C. Schneider, N-l).
Under a contractwith the NCSC, we are testing our

anomaly detection concepts for computer security and The Los Alamos MLIS program for plutonium,
extending those concepts to mainframe and networked which has been active at Los Alamos since 1982, was
computersystems. This year, we configuredour detection terminatedin FY 1989. In this reportperil,xi,we helped
software, W&S, to analyze seven audit record formats with closeout activities, including:
generated by the NCSC's Dockmaster computer. • the MLIS final report for the Nondestructive

Dockmaster is used by NCSC staff and software ven- Assay Instruments section;
dors to evaluate computer security products, lt 'alsoserves • documentation for N-l-supported NDA in-
as a communication hub for Imany people involved in struments;
computer security research and development. The machine • final holdup measurements for the batch tank,
runs a B-1 rated Multics opeirating system, so its audit the collector, and traps;
trails are of great interest. In fact, one of the earliest, and • a paper on the entire set of NDA instruments
now most fully developed, e_pert systems for computer that we developed for the MLIS program.
intrusion detection was written by NCSC staff for Dock- To provide important process-development and ac-
master. Staff who developed this system, called MIDAS, countability information, we developed and installed the
are working with us on testing W&S and developing lollowing five NDA instruments during the MLIS pro-
extensions to the W&S concepts, gram:

In October, we delivered an IBM RT workstation and
the specially configured W&S software to the NCSC for • an at-line enrichment diagnostic system for SIS-
testing. After initial trials on audit data from a separate I and -II projects;
Multics testbed at the NCSC, it was decided to proceed • an in-line plutonium isotopic analysis system,
with full testing on Dockmaster audit data. consisting of two measurement stations, one for

At the present time, the Dockmaster audit data are gaseous PuF6 samples and another for solid and
being classified as SCI. To simplify data access, we solution samples;
ported W&S to one of the Sun workstations adjacent to • an in-line fixed sodium iodide (Nal) monitoring
the Dockmaster computer at NCSC. Data will be received system consisting of six 2 x 2-in., two 2 x 24-
by the Sun via an Ethernet connection. We will not have in., and one 2 x 22-in. Nal detectors at seven
direct access either to the Sun or to the audit data; instead, specified components in the flow loop;
NCSC staff will conduct the actual tests on Dockmaster ° a high-resolution, portable, germanium gamma-
data. This testing is expected to begin by March 1, 1990. ray system for plutonium isotopic analysis at

As part of the NCSC project, we also are testing various components and locations; and
W&S on controlled data sets. This has been carried out in • a portable Nai gamma-ray holdup monitor.
collaboration with Dr. Gunar E. Liepins of the Oak Ridge
National Laboratory. Thus far, tests have confirmed that B. Assistance to the Los Alamos Nuclear Mate-
W&S can detect anomalies in data at near the optimal rial Storage Facility (T. E. Sampson, S. M.
nondetection and false alarm rates for simple data sets, Simmonds, C. M. Schneider, M. S. Krick, E.
although W&Swasdesignedprimarilyformorecomplex A. Kern, and H. O. Menlove, N-l; F. Hsue,
data sets with many data fields and a sparse training set. OS-14).
We believe it performs as well for these design points;
however, it has proven difficult to construct proper data We are continuing to work with the operators of Los
sets and compute optimal nondetection and false alarm Alamos' new Nuclear Material Storage Facility (NMSF)
rates for more realistic data sets. These efforts will con- toassist in providing instrumentation for the count room.
tir,ue during 1990. In past years we designed and wrote procurement

Major W&S software extensions are being completed specifications for the commercial purchase of a newly
under this project as weil. These are being completed designed passive NCC, the "flat-squared" counter. 87 We
jointly with our DOE anomaly detection R&D project reviewed designs with the vendor in cooperation with OS
de_ribed in Part 1, Section II.F. Division, accepted delivery of the instrument, tested it, and

installed new Los Alamos coincidence counting software.
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The instrument was installed in the NMSF this past year; A FRAM plutonium isotopic assay system, com-
its use is awaiting facility startup, pletely designed and constructed in our safeguards labora-

In a similar fashion, we commercially procured a Los tory, was delivered to the NMSF this past year. This sys-
Alamos-designed AWCC, which also was installed in the tem can measure two (expandable to four) samples simul-
NMSFthis past year. taneously and will help facility operators interpret

We wrote specifications for procuring two SGS in- calorimetry and NCC measurements.
strumenLs,then worked with the vendor to adapt his s'tan- This project has been an excellent exa_np_eof coop-
dard instrument to NMSF needs. These two instruments eration between Los Alamos groups and commercial yen-
are currently undergoing testing in our laboratory at Los dors to provide needed NDA instruments and expertise in
Alamos before the most current Los Alamos SGS soft- the most timely and cost effective manner.
ware is installed. Delivery to the NMSF is scheduled for
April 1990.
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PUBLICATIONS/PRESENTATIONS

E. L. Adams, "Destructive Testing of 3He Proportional G.L. Barlich, "A PC-Based Analysis Package for Meas-
Counter Tubes," Los Alamos National Laboratory report urement Control," presented at the 30th Annual Meeting
LA-1i705-MS (December 1989). of the Instituteof Nuclear Materials Management, Orlando,

Florida, July 9-12, 1989; Nucl, Mater. Manage. XVIII
Helium-3 proportional counter tubes are useful in the (Proceedings Issue), 446-447 (1939).
nondestructive (active, passive, and delayed neutron)
assay of many types of nuclear materials, lt became Systematic measurements of standards for measure-
apparent in the mid-1970s that intense neutron ment-control purposes can generate large volumes of
irradiationdegraded the resolutionand efficiencyof the data for analysis. Hand charting is tedious and error-
tubes, Experiments were performed to document this prone, so automated computer analysis is one solu-
observatio',. When californium shufflers were tion. Commercial software packages are available for
introduced to assay fissile material, tube degradation such tasks, but licenses for these packages can be
became a concern to shuffler designers. Further expensive and some packages are not available for the
testing was performed to quantify both the type of personal computers used at most sites. The
radiation and the dose necessary to damage 3He tubes. S',ffeguardsSystems Group at Los Alamos developed
This report presents the results of the study, two simple measurement-control packages to meet

the needs described. Users can execute two versions
R. H. Augustson, "Role of IAEA Safeguards in Confi- of MCCAT (Measurement Control Charts and Tests)
dence Building," presented at Conference on Technology- from source code and in the BASIC or dBase Iii Ian-
Based Confidence Building, Santa Fe, New Mexico, July guages. The analytical tools in this package are
9-14, 1989. Los Alamos National Laboratory document described and their use is explained.
LA-UR-89-2713.

G. L. Barlich and T. A. Kelly, "Software Design for the
, In this paper, I will examine some attributes of Instrument Control Computer at New Special Recovery,"

confidence building and connect them with how the Los Alamos National Laboratory report LA-11449-MS
International Atomic Energy Agency (IAEA) interacts (April 1989).
with its member states in carrying out its safeguards
function. These interactions and the structure set up This report describes the software supplied by Los
to define them help maintain and strengthen Alamos National Laboratory to accompany the In-
confidence between the IAEA and the member states strument Control Computer, a DEC VAX-I 1/750,
and among the_ states, which is one part of an integrated nondestructive,

assay system for the New Special Recovery Facility
G. L. Barlich, "How to Write Application Code That Even at the Savannah River Plant. A short history of the
a Security Auditor Could Love," presented at the 12th DOE project is provided, and the system and the code
Computer Security Group Conference, Amarillo, Texas, structureare described.
May 2-4, 1989.

R. C. Bearse and R. M. Tisinger, "SNM Accounting
In the past, the application programmer was fre- Systems - dBase Versus C," presented at the 30th Annual
qucntly isolated from the computer security profes- Meeting of the Institute of Nuclear Materials Manage-
sional. The target machine might have various access ment, Orlando, Florida, July 9-12, 1989; Nucl. Mater.
controls and security plans, but when the programmer Manage. XVIII (Proceedings Issue), 648-653 (1989).
delivered a new application, it was rarely _rutinized
from a security standpoint. Security reviews of The Fuel Manufacturing Facility (FMF) at ba'gonne
application code are now being used to overcome this National Laboratories-West (ANL-W) in Idaho Falls
apparent oversight, but these reviews are often accomplishes its internal special nuclear material
hampered by a lack of knowledge among accounting with a PC-based DYnamic Material
programmers of techniques that make code secure and ACcounting (PC/DYMAC) system developed as a
facilitate security analysis of the code. This paper collaboration between FMF and Los Alamos l',lational
informally describes 15 general principles fo_ Laboratory staff members. This system comprises
producing good code that is easily reviewed. This tour computers communicating via floppy disks
paper is not a formal guideline, but is intended as an containing transfer information. The accountl,g
inside view of how one reviewer looks at code t'rom a software was written in dBASE and compiled under
security standpoint. Clipper. The decision was made to network the

computers and to speed the accounting process.
Moreover, it was decided to extend the collaboration
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to SandiaNationa!Laboratory staff and to incorporate 252Cf for count rates varying over three orders of
their recently developed CAMUS and WATCH magnitude, thereby demonstrating successful unfold-
systems to automate data input and to provide a ing of overlapping chains.
measure of material control. The current version of

the cede is being translated into the C language. The "Computer Security Test Plan for the Westinghouse-Han-
implications of such a change will be discussed, ford Restricted Data Transmission Controller," Los

Alamos National Laboratory, DOE Center for Computer
G. E. Bosler and P. M. Rinard, "Safeguards Measurements Security report CCS-89-02 (March 1989).
for Long-Term Storage of Spent Fuel," presented at ANS
1989 Winter Meeting, San Francisco, California, Novem- No abstract.
ber 26-30, 1989. Los Alamos National Laboratory docu-
ment LA-UR-89-2238. K.L. Coop, "A Combined Thermal/Epithermal Neutron

Interrogation Device to Assay Fissile Materials in Large
No abstract Containers," Proceedings of the l lth Annual Symposium

on Safeguards and Nuclear Material Management, Euro-
G. E. Bosler, S. F. Klosterbuer, _C. S. Johnson, W.R. pean Safeguards Research and Development Association,
Hale, R. D. Marsh, and R. J. Dickinson, "Unattended European Centre Luxembourg, May 30- June 1, 1989.
System for Monitoring Skip Movement at the Sellafield
Facility in the United Kingdom," presented at INMM 30th We used Monte Carlo techniques to investigate the
Annual Meeting, Orlando, Florida, July 9-12, 1989. Los neutronicproperties of a device designed to interrogate
AlamosNationalLaboratory documentLA-UR-89-2241, large waste containers with both thermal and

epithermal neutrons. The interrogating spectrum is
An unattended system for monitoring spent-fuel obtained by gradually slowing down neutrons from a
movement in the storage area of a reprocessing fa- pulsed source. Shortly after the pulse, the neutrons
cility has been developed and tested. The system uses are predominantly at epithermal energies, becoming
radiation detectors to determine when fuel is being completely thermalized at later times. We calculated
moved and a video system to record images of the the effects of using different moderating materials,
container movement. In addition to the recorded cavity sizes, and container matrices on ',heinterrogat-
image, other recorded data include the date and time of ing flux. Such a device could detect "lumpy" or
the movement and "fingerprint" information from the cadmium-shielded uranium in non-hydrogenous ma-
radiation detectors. The direction of motion either trices and could provide assays of finely divided fissile
into or out of the storage pond is indicated on the mater"mis,regardless of hydrogen content.
video image and on the printed readout. This system
was extensively tested at the Sellafield Facility in the K.L. Coop, "Neutron Dieaway Methods for Criticality
United Kingdom, T;,is paper gives the details of the Safety Measurements of Fissile Waste," Proceedings for
system design and presents results of the field the International Topical Meeting on Safety ttlargins in
evaluation. Criticality Safety, American Nuclear Society, Nov. 26-30,

1989, pp. 143-152.
G. S. Brunson and G. J. Arnone, "A New System for
Analyzing Neutron Multiplicities: Characterization and The differential dieaway technique (DDT), which uses
Some Specific Applications," Los Alamos National a pulsed neutron source to interrogate containers of
Laboratory report LA-11701-MS, Nov. 1989. fissile materials with thermal neutrons, is reviewed.

This method is widely used for certifying transuranic
We use a RAM chip to perform the functions of 15 nuclear wastes for eventual emplacement at the Waste

parallel shift registers. This provides separate pulse Isolation Pilot Plant. For purposes of criticality
handling for up to 15 independent detector channels, safety, an upper limit of 200 g of fissile material is
which results in a significant reduction of dead time permitted in a 55-gal waste drum. Problems
in the system as a whole. Our algorithm extracts involving waste-matrix effects and self-shielding may
parameters describing the statistics of individual pulse severely limit the accuracy of the DDT measurement.
clusters (pulses from correlated neutrons). These A dieaway method that uses both thermal and
parameters include several probability ratios and epithermal neutron interrogation, which has the
moments of various orders. The performance of the potential for reducing these problems, is being
system has been examined with respect to the developed. Recent experimental and calculational
following factors: multiplication non-correlated results for this development are described.
background, counter sensitivity, time width of the
window, and identity of the spontaneously,,fissioning J.S. Dreicer and W. J. Hunteman, "Los Alamos Center
isotopes (238pu,240pu, 242pu, 244Cm, and 252Cf). for Computer Security Formal Computer Security Model,"
The syste,,_gives the same chain characteristics for presented at the 30th Annual Meeting of the Institute of
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NuclearMaterials Management,Orlando,Florida, July 9-12, geometries demonstrate a high inherent imaging
1989; Nucl. Mater. Manage. XVIII (Proceedings Issue), power. A proposed bremsstrahlung beam imaging
236-238 (1989). method proves to be feasible for imaging the impor-

tant uranium isotopes. Open geometry imaging
This paper provides a brief presentation of ti_eformal methods, which use uncollimated detectors, require
computer security model currently being developed at high-quality data to produce faithful images.
the Los Alamos Department of Energy (DOE) Center
for Computer Security (CCS). The neI',dto test and R.J. Estep, K, L. Coop, T. M, Dearie, and J. E. Lujan,
verify DOE computer security policy implet_aentation "A Passive-Active Neutron Device for Assaying Remote-
first motivated this effort. The actual analytical _andled Transuranic Waste," Topical Meeting on Non-
model was a result of the integration of current destructive Assay of Radioactive Waste CEN, Cadarache,
research in computer security and previous modeling France, November 17-22, 1989.
and research experiences. The model is being devel-
oped to define a generic view of the computer and A combined passive-active neutron assay device was
network security domains, to provide a theoretical constructed for assaying remote-handled transuranic
basis for the design of a security model, and to address waste. A study of matrix and source position effects
the limitations of present formal mathematit'al in active assays showed that a knowledge of the
models for computer security. The fundamental source position alone is not sufficient to correct for
objective of computer security is to prevent the position-related errors in highly moderating or ab- .
unauthorized and t_aaccountable access to a system, sorbing matrices. An alternate function tbr the active
The inherent vulnerabilities of computer systems assay of solid fuel pellets was derived, at,though the
result in various threats from unauthorized access, efficacy of this approach remains to be established.
The foundation of the Los Alamos DOE CCS model
is a series of functionally dependent probability P.E. Fehlau, "SNM-Detection Technology Update: A
equations, relations, and expressions. The model is Review of Recently Developed Equipment," talk and hand-
undergoing continued discrimination and evolution, out for the Sanc,{iaNational Laboratories Workshop on
We expect to apply the model to the discipline of the EntryControl Technology, Albuquerque,NM, April 18-20,
Bell & LaPadula abstract sets of objects and subjects. 1989 Los Alamos National Laboratory document LA-UR-

89-1290.
N. Ensslin, "Development of Neutron Multiplicity Coun-
ters for Safeguards Assay," presented at Instiluteof Nuclear Los Alamos has been a center for developing and
Materials Management (INMM),INMM Annual Meeting, evaluating radiation instruments for measuring and
Orlando, Florida, July-5-9, 1989. Los Alamos National monitoring gamma-ray and neutron emissions from
Laboratory document LA-UR-89-2066) special nuclear materials (SNM) since 1972. During

that period, we studied and developed different
This paper reports on the development of a new methods and types of equipment for detecting SNM
generation of neutron multiplicity counters for radiation, evaluated much of the commercially
assaying impure plutonium. The new counters will available SNM monitoring equipment, and transferred
be able to obtain three measured parameters from the to both manufacturers and users technology and
neutron multiplicity distribution and will be able to information on how to best apply and maintain SNM
determine sample mass, multiplication, and (a,n) detecting equipment. This review concentrates on our
reaction rate, making it possible to obtain a more most recent experience in developing and evaluating
matrix-independent assay of moist or impure mate- new monitoring equipment.
rials. This paper describes the existing prototype
multiplicity counters and evaluates their performance P.E. Fehlau, W. S. Munay, K. B. Butterfield, and H. F.
using assay variance as a figure of merit. The best Atwater, "Hand-Held Verification Instruments for Intrinsic
performance to date is obtained with a high-effickncy, Radiation Detection," Poster paper presented at the Con-
low die-away-time thermal neutron counter with shift- ferenc_ on DOE Technology Research and Development
register electronics, for Arms Control and Verification, Los Alamos, NM,

August 29-31, 1989. Los Alamos National Laboratory
R. J. Estep, "A Computer Study of Source-Detector Computer program LA-CP-89-332.
Geornetri,',_Proposed for the Induced-EmissionTomography
of TransuzanicElements," Los Alamos Nati_al Laboratory The Los Alamos Advanced Nuclear Technology
Program "I_hnical Note LA-N2TN-89-477RE,June 6, 1989. Group has an extensive background in developing

portable, radiation-detecting instruments for appl!ca-
We describe two unusual source-detector geometries tions in Nuclear Safeguards and for the DOE Nuclear
that are proposed for the tomographic imaging of Emergency Search Team. Recently, the Group built
transuranic elements using beam interrogation. Both on this experience to develop neutron and gamma-ray
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instruments for possible application to two forms of E.A. Hakkila, J, W. Barnes, and R. G. Gutmacher, "Near-
verification: before-kaunch, non-nuclear verification Real-Time Verification Approaches for the Process Area ot'
of test warheads and arms control treaty verification, Reprocessing Plants," Los Alamos National Laboratory
Three recently developed instruments are a hand-held, report LA-11615-MS (June 1989),
stabilized, gamma-ray spectrometer; a hand-held, self-
contained neutron scintillation detector; and a Ne_-real-time accounting is being considered as a
briefcase-size,self-contained 3He neutron detector, technique for improving accounting timeliness in

reprocessing planks, A major criticism of near-real-
P. E, Fehlau, "Calibrating the Jomar JPM-22 Pedestrian time accounting is perceived disclosure of proprietary
SNM Monitor," Los Alamos National Laboratory report data for International Atomic Energy Agency verifi-
LA_-11643-M(August 1989). cation, particularly in verifying the inventory of sol-

vent extraction contactors, This study indicates that
The Jomar JPM-22 is a commercial version of a the contribution of uncertainties in estimating the
portal monitor developed at Los Alamos, The moni- inventory,of pulsed columns or mixer settlers may be
tor operates as a walk-through or wait-in SNM insignificant compared with uncertainties in m_tr,tsurcd
monitor. This manual describes how to calibrate the throughput and measurable inventory for most
monitor's detection system and how to set its operat- reprocessing plants; thus, verification may not be a
ing parameters for walk-through or wait-in operation, serious problem. Verification can become a problem

for plants with low throughput and low inventory in
R. G. Gutmacher, "Safeguards Approaches for an Indus- process tanks if contactor inventory variations or
trial-Scale Reprocessing Plant," Los Alamos National uncertainties are greater than 25%. Each facility must
Laboratory, Safeguards Systems Group, report N-4/89-566 be evaluated with respect to its specific inventory and
(September 1989). throughput characteristics.

No abstract. E.A. Hakkila, "Application of Process Monitoring to
Verify Facility Design," presented at the 30th Annual

E. A. l-Iakkila, J. W. Barnes, and R. G. Gutmacher, Meeting of the Institute of Nuclear Materials Manage-
"Near-Real-Time Verification Approaches for the Process ment, Orlando, Florida, July 9-12, 1989; Nucl. Mater.
Area of Reprocessing Plants.," Proceedings of the 1lth Manage. XVIII (Proceedings Issue), 572-575 (1989).
ESARDA Annual Symposium on Safeguards and Nuclear
Material Management (Joint Research Centre, Ispra, Italy, Process monitoring has been proposed as a safeguards
1989), ESARDA 22, pp.71-76, measure to ensure that a facility is operating as

designed, or as a suJ'veillance measure to ensure that
Adoption of near-real-time accountancy in large re- material is not removed from the facility in an
processing plants will necessitate more timely veri- undeclared manner. In a process-monitoring system,
fication. We discuss technLquesand instruments that the facility operator monitors process operations such
are suitable for on-site verification of in,)ut, output, as tank levels, densities, and temperatures; process
waste stream._,and in-process inventory estimation of flows; and physical parameters such as valve posi-
tanks, solve_at extraction contactors, and concen- tions to ensure that the operations performed are both
trators. Calculations show that estimates of solvent desired and required. At many facilities (for example,
extraction contactor inventories may make an in- Idaho), the process-monitoring system is also an
significant contribution to the total uncertainty of the important safety feature to prevent criticality.
material balance, relative to the contributions by
transfer and process tank inventory measurements. Verifying facility design is necessary for application

of safeguards in a reprocessing plant. Verifying ali
E. A. Hakkila, "New Trends in Safeguards Measurement pipes and valves through comparison of blueprints
Technology," presented at the 2nd Karlsruhe International with the as-built facility is an almost impossible task
Confer_ce on Analytical Chemistry in NuclearTechnology, with the International Atomic Energy Agency's
Karlsruhe, Federal Republic of Germany, June 5-9, 1989, limited inspection resources. We propose applying

process monitoring for international safeguards fa-
No abstract cility design verification. By carefully selecting

process-operating variables, it may _ possible to
verify that plant flo",s are as described and that key
measurement points are not bypas_:xt.
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L. M. Harris, "A Nitty Gritty, Structured Approach to items, However, physical and chemical hetero-
Contingency Plan Testing," presented at the 12th DOE geneities and the high and variable impurity levels of
Computer Security Group Conference, Amarillo, Texas, many categories of processing _'rap bias the conven-
May 2-4, 1989; Los Alamos National Laboratory doc,.- tional NDA results, The mat_.rials also present a
ment LA-UR-89-1003. , significant challenge to the assignment of reference

values to process materials tbr purposes of evaluating
An important aspect of the contingency planning/ the NDA methods.
disaster recovery process is the on-going test and
evaluation of the contingency plan. The purpose of A recent study using impure, heterogeneous, pyro.
testing is to evaluate a facility's emergency response chemical residues from americium molten _lt extrac-
preparedness by examining the recovery procedures tion (MSE) has been aimed at evaluating NDA assay
and activities as they are documented in the contin- methods based on conventional gamma-ray and w_u-
gency plan to ensure that, when executed, they suc- tron measurement techniques and enhanced with
cessfully recover computer operations, analyses designed to address the problems of hetero-

geneities and impurities. The study included a sig-
Testing is proof of a contingency plan's effectiveness, nificant effort to obtain reference values for the MSE
This paper presents the Computer System Security spent salts used in the study. Two of the improved
Officer with a practical approach to testing a NDA techniques, suitable for in-line assay of pluto.
contingency phm by suggesting a structured approach nium in bulk, show promise for timely in-process
over the life cycle of the contingency plan. Different assays for one of the most difficult pyrochemical
methods of testing are pre_nted for consideration, and residues generated as well as for other impure hetero-
the benefits of each method are discussed. The paper geneous _rap categories.
addresses the following as they relate to DOE Order
5637.1' the use of test plans and test scripts, W.J. Hunteman, "Les_ns Learned in the DOE Computer
frequency of testing, and documenting of test results. Security Enhancement Review Program," Los Alamos Na-

tional Laboratory report LA-11614-MS (July 1989).
S.-T. Hsue and R. Zhu, "Poor Man's Densitometry,"
presented at Institute of Nuclear Materials Management During the last four years, DOE has made the most
(INMM), INMM Annual Meeting, Orlal/do, Florida, July detailed and extensive computer security self-
9-12, 1989. Los Alamos National Laboratory document evaluation of any U.S. government organization.
t.A-UR-89-1862. The breadth and depth of the examination have

revealed .some problems. Few of the problems are
We have developed two novel methods of determining major; most are procedural, some administrative, a
plutonium concentrations (and isotopic distribution) few technical, and almost none systemic. This report
that require no external radioactive sources or x-ray documents the lessons learned from one part of the
generators but rely only on the natural radiation from evaluation process.
the plutonium. The methods are ideally suited to
assay reasonably pure plutonium solutions, such as W.J. Hunteman, "Lessons Learned in the DOE Computer
product solutions of reprocessing plants and eluate Security Enhancement Review Program," pre_nted at the
solutions from anion exchange columns. The meth- 12th DOE _ter Security Group Conference, Amarillo,
ods can be applied to aged or freshly separated pluto- Texas, May 2-4, 1989.
nium and can be used to measure plutonium concen-
trations in pipes or tanks. Because these methods do During the last four years, DOE has made the most
not require expensive equipment, we call them "Poor detailed and extensive computer security self-
Man's Densitometry." evaluation of any US Government organization. The

breadth and depth of the examination has revealed
S..T. Hsue, D. G. Langner, V. L. Longmire, H.O. some problems. A few of the problems are major,
Menlove, P. A. Russo, and J. K. Sprinkle, Jr., most are procedural, some administrative, a few
"Measurements of Plutonium Residues from Recovery technical, and almost none systemic. The DOE
Processes," presented at Topical Meeting on Nondestruc- facilities have received a thorough and systematic
tive Assay of Radioactive Waste, Cadarache, France, examination by some of the most knowledgeable
November 20_22, 1989. Los Alamos National Laboratory people in the United States. The examinations were
document LA-UR-89-3699. conducted in a nonadversarial manner and at minimal

cost to the Government.

ConventioJmlmethods of nondestructive assay (NDA)
have accurately assayed the plutonium content of The reviews were conductexlas part of the DOE Center
many forms of relatively pure and homogeneous bulk for Computer Security (CCS) Computer Security

Enhancement Review (CSER) program. Almost ali
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of the computer security problems found during the with guidance on the required implementation ap-
reviews involved some form of lack of management proach for each safeguard; support "what-if" experi-
or user awareness. Problems of this type do not ad- mentation to allow the security officer to a, ljust the
mit to technical solutions. Improving management local computing environment or reject specific safe-
and user knowledge of the problems and providing guards because of resource limitations; generate, on
access to expert information will help correct these request, ADP Security Plans and Security Test Plans;
problem areas, and providg, on request, justification or explanation of

each decision throughout the process.
DOE Order 5637.1 establishes policies for most of
the computer security issues identified in this report. S, F, Klosterbuer, E. A. Kern, J. A. Painter, S. Takahashi,
DOE and DOE contractor sites need additional infor- "Unattended Mode Operation of Specialized NDA
mation, e.g., guiaes, that outline policy implemen- Systems," presented at INMM 30th Annual Meeting,
tation. Development of the guides will provide DOE Orlando, Florida, July 9-12, 1989. Los Alamos National
contractors with suggested approaches for efficient Labomtorydocument LA-UR-89-2151.
implementation of DOE policies. These guides
should contain suggested methods to implement the Nondestructive assay systems have been developed to
policy without becoming pan of the policy docu- allow data acquisitionequipment tooperate unattended
mentation. Maintaining independent guides will in an automated mixed oxide facility, reducing
allow rapid updating to reflect changes in technology inspector time in a facility and giving them time for
and computer security policy implementation. If the other activities. Fewer inspector visits me,in less
guides are useful, they will be used by the sites as impact on plant operators. Neutron detectors are
part of their everyday toolkit, located at key measurement points in the facility.

Near each detector is located an electronics cabinet,
This paper is not an indictment of the DOE Cktssified which contains two JSR-11 shift registers, two
Computer Security Program or any DOE site. Most COMPAQ Portable III computers, and a printer. The
systems in DOE or DOE contractor facilities do not signal from the detector is split and _nt to each shift
contain any of the problem areas mentioned. The register for redundancy and reliability. The software
proper interpretation of these findings is that the DOE for unattended operation consists primarily of two
classified computer security program is very strong, programs, COLLECT and REVIEW. The
The largest problems confronting the program are COLLECT program runs on the computers in un-
awareness at all levels and the dissemination of ,attendedoperation;shift-register data are acquired each
computer security information and solutions. 60 s. The COLLECT program distinguishes between

a normal b'_ckground and a disconnected signal,
The program has been, and continues to be, a successl between material moving near the detector and

material in the detector, and whether the material in
W. J. Hunteman, "A Computer Security Advisor," pre- the detector is a sample or a californium
sented at the Intelligence Community's 7th Annual AI normalization source, Depending on the type of
Symposium, Langley, Virginia, October 4-6, 1989; Los assay, different data are stored on the hard disk.
Alamos National Laboratory document LA-UR-89-3242. During an inspection, the inspector stops the current

measurement campaign, examines the data from both
The rapid expansion of computer secucity information computers briefly at the electronics cabinet, copies
and technology has provided little support for the the campaign data to floppy disk, and starts another
security officer to identify and implement the measurement campaign. These data are examined
safeguards needed to secure a computing system. The later in another location using the REVIEW program
Department of Energy Center for Computer Security running on high performance microcomputers: a
is developing a knowledge-based computer security COMPAQ DeskPro 386/20 or equivalent. The
system to provide expert knowledge to the security REVIEW program uses graphical displays to enable
officer. The system is designed to provide an the inspector to quickly search through the massive
integrated collection of policy requirements, safe- amounts o. accumulated data to learn when samples
gum'ds, potential attack _enarios, and expert knowl- were measured. Data from the desired measurements
edge to the security officer. The design goals for the are then transferred to the International Atomic En-
system include development of a compret;,ensive list ergy Agency high-level neutron coincidence program
of safeguards based on policy requirement.s;collection for further analysis.
of a detailed description of the local computing
environment; production of a list of safeguards that M.S. Krick, L. Osborne, P. J. Polk, J. D. Atencio, and
are applicable to the local computing environment C. Bjork, "An In-Line Thermal-Neutron Coincidence
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Counter for WIPP Certification Measurements," Los G.E. Liepins and H. S. Vaccaro, "Anomaly Detection:
Alamos National Laboratory report LA-11674-M (October Purpose and Framework," presented at the 12th National
1989). Computer Security Conference, Baltimore, October 10-13,

1989; Proceedings 12th National Computer Security Con-
A custom-designed, in-line, thermal-neutron coinci- ference (National Computer Security Center, Ft. Meade,
dence counter has been constructed for the certification Maryland, 1989), pp. 295-504.
of plutonium waste intended for storage at the Waste
I_lation Pilot Plant. The mechanical and electrical This paper places anomaly detection of computer use

components of the system and its performance charac- in the framework of overall computer security. A
teristics are described, balance of physical security, access security, anomaly

detection, misuse detection, and database management
M. S. Kri,k, P. J. Polk, and J. D. Atencio, "Maintenance is proposed to provide the maximum practical secu-
Neutron Coincidence Counter Manual," Los Alamos rity for computer systems. Th9 fundamental concepts
National Laboratory report LA-11659-M (ISPO-304) of the anomaly detection module Wisdom and Sense
(September 1989). (W&S), including rule representation, rule generation,

rule pruning, and evidence combining, are presented.
A compact thermal-neutron coincidence counter has
been constructed specifically tbr u_e by the Interna- J.T. Markin, "Randomization of Ins!xctions," presented
tional Atomic Energy Agency as a reference neutron ai the 1lth ESARDA Symposium on Safeguards and
detector for maintenance activities. The counter is Nuclear Material Management Proceedings llth Annual

designed for use only with 252Cf sources in SR-CF- Symposium on Safeguards and Nuclear Material Man-
100 capsules. This manual describes the detector's age.ment (Joint Research Center, Ispra, Italy, 1989),
mechanical and electrical components and its operat- ESARDA 22, pp. 253-258.
ing characteristics.

Assignment of inspection resources among facilities
T. K. Li, P. M. Rinard, C. M. Schneider, J. D. Atenc_o, inspected by the International Atomic Energy Agency
D. H. Hyman, K. E. Kroncke, J. A. Painter, R. Siebelist, (IAEA) is a complex and important function affecting
and O. Holbrooks, "Development of NDA Instnmaents for the quality of these inspections and the safeguards
the Los Alamos SIS Facility," presented at INMM 30rh conclusions derived from them. Although the IAEA
Annual Meeting, Orlando, Florida, July 9-12, 1989. Los currently meets essentially ali of its safeguards goals,
Alamos National Laboratory document LA-UR-89-2259. future increases in the number of large bulk facilities

combined with limited growth in inspection resources

The Los Alamos Special Isotope Separation Facility may reduce the attainment of those goals. This report
produces special plutonium isotopes and converts examines the potential role of randomized inspections
plutonium scrap by using the molecular laser isotope in improving the effectiveness and efficiency of
separation (MLIS) process in a gaseous plutonium inspection activities despite relative resource
hexafluoride (PuF6) phase. To provide important reductions. Randomization of the inspection
process-development and accountability information, activities at a single facility and randomization of
we have developed and installed four nondestructive inspection among groups of facilities are considered.
assay (NDA) instruments for that facility. These
instruments are (1) an in-line plutonium isotopic J.T. Markin, "Future Directions for Safeguards De-
analysis system to measure plutonium isotopes in sign/Evaluation Tools," presented at the 1989 ANS Win-
gaseous, solid, and liquid phases, (2) an in-line ter Meeting, San Francisco, November 26-30, 1989;
sodium iodide (Nal) monitoring system consisting of Trans. Am. Nucl. Soc. 60, 218 (1989).
six 2-in. by 2-in., two 2-in. by 24 in., and one 2-in.

- by 22-in. Nal detectors at specified components (a No abstract.
feed bottle, as feed-transfer cold trap, a compressor, a
heat exchanger, a collector, a nozzle prefilter, and a D.P. Martinez, "VMS ALAP 1.0: An Automated Audit

- tails cold trap) in the flow loop, (3) a portable high- Trail Analysis Tool," presented at the 12th DOE
resolution germanium gamma-ray system for Computer Security Group Conference, Amarillo, Texas,
plutonium isotopic analysis, and (4) a portable Nal May 2-4, 1989; Los Alamos National Laboratory
gamma-ray holdup monitor, document LA-UR-89-1511.

This paper discusses the measurement principles, Because muitiuser computer systems typically record
hardware and software designs, and performance asso- enormous quantities of information about user and
ciated with them NDA instruments, system activities into system log files, auditing

computer user/system activities is a formidable task.
Recognizing that a manual audit of these log files is
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difficult ,andusually ineffective, the DOE Center for pressure ranged from 20 atm to 50 atm, and the Ti
Computer Security has developed an automated audit loadings ranged from 30 g to 200 g.
trail analysis tool, Audit Log Analysis Package
(ALAP). ALAP employs methodology developed at The neutrons weremeasured using a high efficiency
Los Alamos National Laboratory for the detection and (34%) cavity-type detector containi' g 18 3He tubes.
analysis of anomalous data in large databases. ALAP Random neutron emissions were obse,rved as well as
is capable of processing vast amounts of audit data for time-correlated neutron bursts. The time spread in an
detection and analysis of anomalous computer user individual burst was less than 200 Its.
and system behavior. The first application tool is
VMS ALAP 1.0, targeted for Digital Equipment The neutron emission was observed after the cylinder
Corporation (DEC) Virtual Memory Systems (VMS). had cooled in liquid nitrogen temperature and was

warming to room temperature. The bursts occurred
D. P. Martinez, K. Redle, C. Steverson, and K. Swartz, about 40 minutes into the warm-up phase, and the
"VMS ALAP 1.2 for Computer Security Auditing," Los random emission occurred for at least 12 hours after
Alamos National Laboratory, DOE Center for Computer the sample reached room temperature. This cycle
Security, manual LA-UR-89-3364. could only be repeated two or three times before neu-

tron emission ceased.
No abstract

The neutron emis,;ion rates were very low and the 12-
H. O. Menlove, R. H. Augustson, T. Ohtani, M. Seya, hour random emission rate was 0.05-0.2 n/s.
S. Takahashi, R. Abedin..Zadeh, B. Hassan, and S. However, this yield was still litr above the back-
Napoli, "Remote-Controlled NDA Systems for Feed and ground. The instantaneous neutron bursts were more
Storage at an Automated MOX Facility," presented at dramatic with yields several orders of magnitude
INMM 30rh Annual Meeting, Orlando, Florida, July 9- above thecoincidence background rates.
12, 1989. (LA-UR-89-2152)

H. O. Menlove and E. Garcia, "Update on the Measure-
Nondestructive assay (NDA) systems have been ment of Neutron Emission from Ti Samples in Pressur-
developed for use in an automated mixed oxide ized D2 Gas," presented at the Cold Fusion Workshop,
(MOX) fabrication facility. Unique features have Washington, DC, October 18, 1989. Los Alamos Na-
been developed for the NDA systems to accommodate tional Laboratory document LA-UR-89-3633.
robotic sample handling and remote operation. In
addition, the systems have been designed to obtain During the Workshop on Cold Fusion Phenomena,
International Atomic Energy Agency inspection data Santa Fe, New Mexico, May 2, 1989, we reported
without the need for an inspector at the facility at the [Los Alamos National Laboratory report LA-11686-C
time of the measurements. The equipment is being (September 1989)] on the measurement of neutrons
designed to operate continuously in an unattended emitted during pressurized D2 gas expei'iments using
mode with data storage for periods of up to one Ti and Pd samples. The experimental program has
month. The two systems described in this paper continued since the Santa Fe meeting, and our data
include a canister counter for the assay of MOX base has more than doubled.
powder at the input to the facility and a capsule

counter for the assay of complete liquid-metal fast Our recent work has included detector upgrades, back-
brew.Aerreactor fuel assemblies at the output of the ground investigations, acoustical emissions, and
plant. The design, performance characteristicS, and sample preparation and procedure investigations.
authentication of the two systems will be described. This report will give a brief summary of our work in
The data related to reliability, precision, and stability the above areas.
will be presented.

H. O. Menlove, R. Abedin-Zadeh, and R. Zhu, "The
H. O. Menlove, M. M. Fowler, E. Garcia, A. Mayer, M. Analyses of Neutron Coincidence Data to Verify Both
C. Miller, R. R. Ryan, "The Measurement of Neutron Spontaneous-Fission and Fissionable Isotopes," Los
Emission from Ti Plus D2 Gas," presented at the Work- Alamos National Laboratory report LA-11639-MS
shop on Cold Fusion Phenomena, Santa Fe, New Mexico, (August 1989).
May 23-24, 1989. Los Alamos National Laboratory docu-
ment LA-UR-89-1570. For neutron coincidence counter applications to the

assay of plutonium samples, various calibration
We have measured neutron emissions from cylinders methods can be used to evaluate the data. The reals
of pressurized D2 gas mixed with various forms of Ti (R) and totals (T) rates can be used to predict the
metal chips and sponge. For some of the cases, the induced-fission rate. When this is done, the results
Ti was coated with a surface layer of Pd. The gas
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give information related to both the spontaneous- measured by the MAGB counters may contain up to
fission isotopes and the fissionable isotopes (induced 18 kg of MOX. This paper describes the design and
fission). The combination of both approaches is less performance of four systems: the fuel-pin assay
sensitive to the plutonium isotopic uncertainties than system and three separate MAGB systems. The paper
t/le normal spontaneous-fission approach, also discusses the role of Monte Carlo transport

techniques in the detector design and subsequent
Five calibration methods are evaluated for a wide instrument calibration.
var/cry of sample types to emphasize the advantages
and disadvantagesof the methods. J.L. Parker and N. Ensslin, "Nondestructive Assay

Uncertainties - Present Status and Future Possibilities,"
For certain sample categories with well-defined ge- presented at the American Nuclear Society, 1989 Annual
ometries, such as light-water reactor and fast breeder Meeting, SanFrancisco,California, November26-Decenlx_
reactor mixed-oxide fuel assemblies, a method is 1, 1989. Los Alamos National Laboratory document LA-
presented that allows the verification of the declared UR-89-2196.
isotopics within given constraints.

No abstract
Recommendations are given on analysis procedures to
reduce the assay errors for coincidencecounting of any J.L. Parker, "Near-Optimum Procedures for Half-Life
type of sample. Measurement by High-Resolution Gamma-Ray Spec-

trometry," presented at International Committee for Ra-
_- H.O. Menlove, R. Palmer, G. W. Eccleston, and N. dionuclide Metrology (ICRM), Braunschweig, Federal

Ensslin, "Flat-Squared Counter Design and Operation Republic of Germany, June 6-8, 1989. (Foil paper, Los
Manual," Los Alamos National Laboratory report LA- Alamoz National Laboratory document LA-UR-89-1438).
11635-M (July 1989).

A near-optimum procedure for using high-resolution
A well-type neutron coincidence counter has been )'-ray spectrometry to measure the half lives of
designed for in-plant applications. The detector has appropriate ),-ray-emitting-nuclides is presented, lt is
external neutron shielding and special design features appropriate for measuring half lives in the range from
to give a uniform efficiency over the sample cavity, a few hours to perhaps a year. Among the important
In addition, the detector design is relatively points of the procedure are the employment of the
insensitive to sample matrix effects. This manual reference source method for implicit correction of
describes the detector design° performance pileup and deadtime losses; the use of full-energy
characteristics, and calibration, peak-area ratios as the fundamental measured quanti-

ties; and continuous, high-rate data acquisition to ob-
M. C. Miller, H. O. Menlove, R. H. Augustson, T. tain good results in a fraction of a half-life if desired.
Ohtani, M. Seya, and S. Takahashi, "Remote-Controlled Equations are given for estimating the precision of
NDA Systems for Process Areas in a MOX Facility," pre- the computed half-lives in terms of total measurement
sented at INMM 30th Annual Meeting, Orlando, Florida, time, number of spectral acquisitions, and the preci-
July 9-12, 1989. Los Alamos National Laboratory docu- sion of peak-area ratios. Results of 169yb half-life
ment LA-UR-89-2178. measurements are given as an example of the proce-

dure's application.
Nondestructive assay (NDA) systems have been de-
signed and installed in the process area of an auto- R.R. Picard and K. K. S. Piilay, "International Safe-

_ mated mixed-oxide (MOX) fuel fabrication facility, guards for a MOX Facility--Verification to Detect Pro-
These instrurr_nts employ neutron coincidence count- tracted Falsification," Los Alamos National Laboratory
ing methods to measure the spontaneous-fission rate report LA-11609-MS (July 1989).
of plutonium in the powders, pellets, and fuel pins in
the process area. The spontaneous fission rate and the The theoretical underpinnings of sequential material_

plutonium isotopic ratios determine the mass of plu- unaccounted for minus the difference statistic [(MUF-
tonium in the sample. Measurements can be either D)] analysis are devei_ped. Methodologically, proce-
attended or unattended. The fuel-pin assay system dures applicable to sequ,_ntialMUF data can, in many
(FPAS) resides above the robotic conveyor system cases, be adapted to the (MUF-D) problem. Detection
and measures Lheplutonium content in fuel-pin trays of protracted falsification is illustrated in a system
containing up to 24 pins (~1 kg of plutonium). The study of a modern, state-of-the,art mixed oxide fuel
material accountancy glove-box (MAGB) counters fabrication facility.-

consist of two slab detectors mounted on the sides of
- the glove box to measure samples of powder or

pellets as they are brought to the load cell. Samples
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K. K. S. Pillay, Compiler, "Fundamentals of Materials on previous measurements, and propagate uncertain-
Accounting for Nuclear Safeguards," Los Alamos National ties as part of data analysis; (2) extensive buffer
Laboratory reportLA-l1569-MS (April 1989). storage areas involving long residence times that

necessitate frequent corrections for material loss from
Materials accounting is essential to providing the radioactive decay; and (3) facility accounting at one
necessary assurance for verifying the effectiveness of a level (for example, fuel pins) that must be reconciled
safeguards system. The use of measurements, analy- with verification measurements at another level (for
ses, records, and reports to maintain knowledge of the example, pin trays or assemblies). Approaches to
quantities of nuclear material inventories and addressing these problems include designing a special
materials balances to verify the presence of special facility, simulating material flow, developing soft-
nuclear materials are collectively known as materials ware for near-real-time materials accounting, and
accounting for safeguards. This manual, prepared as establishing achievable verification goals. _Thispaper
part of the resource materials for the Safeguards elaborates on these problems and proposes approaches
Technology Training Program of the U.S. Depart- to a materials accounting system design that considers
ment of Energy, addresses fundamental aspects of facility, state, and IAEA safeguards and verification
materials accounting, enriching and complementing objectives.
them with the first-hand ex_riences of authors from
varied disciplinesl The topics range from highly K.K.S. Pillay, "A Preliminary Report on Safeguards
technicalsubjects to site-specific system designs and Aspects of Geologic Disposal of Spent Nuclear Fuels,"
policy discussions. This collection of papers jt Los Alamos National Laboratory, Safeguards Systems
prepared by more than 25 professionals from the Group report N-4/89-425 (July 1989).
nuclear safeguards field. Representing research
institutions, industries, and regulatory agencies, the No abstract.
authors create a unique resource for the annual course
titled "Materials Accounting for Nuclear Safeguards," K.K.S. Pillay, R. R. Picard, J. F. Hafer, and J. T.
which is offered at the Los Alamos National Markin, "Studies of Near-Real-Time Accounting for Nu-
Laboratory. clear Materials at a Mixed Oxide Fuel Fabrication

Facility: Phase-I," Los Alamos National Laboratory,
K. K. S. Piliay, "Fuel Fabrication Plant Nuclear Material Safeguards Systems Group report N-4/89-421
Accountancy System Elements," presented at the Interna- (PNC-SA0850-89-004) (July 1989).
tional Training Course on Implementation of State Sys-
tems of Accounting for and Control of Nuclear Materials, No abstract.
Santa Fe, New Mexico, May 1-19, 1989, Los Alamos
National Laboratory document LA-UR-89-1185. P.M. Rinard, T. W. Crane, T. Van Lyssel, K. E.

Kroncke, C. M. Schneider, and S. C. Bourret, "A Delayed-
No abstract Neutron Monitor For A Liquid-Waste Stream With High

Gamma-Ray Intensity," Invited papcr, it_Proc. lnterna-
K. K. S. Pillay, J. F. Hafer, and R. R. Picard, "Materials tional Topical Meeting on Safety Margins in Criticality
Accounting and International Safeguards for MtX Facili- Safety, San Francisco, California, November-26-30, 1989,
ties," presented at the 30th Annual Meeting of the lnsti- (American Nuclear Society, Inc., La Grange Park, Illinois,
tute of Nuclear Materials Management, Orlando, Florida, 60525), pp. 158-160.
July 9-12, 198_, Nucl, Mater. Manage. XVIII (Proceed-
ings Issue), 758-763 (1989). An instrument has been built to monitor the uranium

concentration in a liquid-waste slream to avoid a
Our experience with mixed oxide (MTX) fuel fabri- criticality accident in a downstream holding tank.
cation facilities leads us to conclude that there is The measurement technique is based on the
inadequate guidance available to plant and process production and counting of delayed neutrons using the
designers to make materials accounting systems "shuffler" process because the waste contains enough
timely, efficient, and minimally intrusive. A weil- fission products to produce a gamma-ray dose rate of
designed state system for accounting and control of 10R/h on the surface of the assay tank.
nuclear materials would be beneficial to plant opera-
tions and verification by the International Atomic P.M. Rinard, T. Van Lyssel, K. E. Kroncke, C. M.
Energy Agency (IAEA) or state regulatory agencies. Schneider, and S. C. Bourret, "Monitoring a Liquid Waste
Among the difficult accounting problems that arise in Stream with a Delayed-Neutron Instrument," presented at
a large-scale MtX facility are the follow- Topical MeetingonNondestructiveAssayofRadioactive
ing: (1)process steps (such as the blending and Waste, CEA-CENB Cadarache, France, November20-22,
splitting of powders) that require the accounting sys- 1989, Los Alamos National Laboratory document LA-
tem to track material flow, calculate quantities based UR-89-3171.
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A flowing raffinate stream is to be continuously the assets from the threats hy preventing or ameliorat-
assayed by a delayed-neutron instrument to detect ing the undesirable outcomes, sets of safeguard,,3sub-
concentrations of 235U that could cause a criticality functions whose performance determines whether the ,
problem in a holding tank. The instrument is to function is adequate and complete, and sets of issues,
assay a concent.'ation of 0.034 (g 235U)/L in 100 ._ appearing as interactive questionnaires, whose meas-
with a pre.cision of 10% (1 ct) and to operate unat- ures (in both monetary and linguistic terms) define
tended lor a few months at a time, so it can detect and both the weaknesses in the safeguards system and the
adjust for changes in the neutron background, the potential costs of undesirable outcome occurrence.
flow rate, and for electronic drifts and malfunctions. The user need have no knowledge of formal risk
In laboratory tests with conditions slightly different assessment techniques--aU the technical expertise and
from what may be found in the plant, repeated assays specialized knowledge are built into the software
on a solution with 0.034 (g 235U)/L flowing at 80 engine and the applicati_ system itself. LAVAappli-
L/h tbl'ough the 2-L assay tank had relative precisions cations include our lx313ulara3mputer/informationsecu-
between 9 and 11%. rity application and applications for embedded

systems, survivability systems, transborder data flow

T. E. Sampson, G, W. Nelson, and T. A. Kelley, systems, property control systems, and others.
"FRAM: A Versatile Code for Analyzing the Isotopic LAVA application systems have been ' in use by

,i Composition of Plutonium from Gamma-Ray Pulse federalgovemment agenciessince 1984.
Height Spectra," Los Alamos National Laboratory report
LA-11720-MS (December 1989). S.T. Smith, "Modeling Risk Assessment Applications

with LAVA," in Proceedings of Fifth Annual Symposium

We describe the characteristics and features and and TechnicalDisplays on Physical and Electronic Security
demonstrate the performance of a new code for deter- (ArmedForces Communicationand Electronic Association,
mining the i_topic composition of plutonium using Philadelphia Chapter, 't989), pp. A4-12-A4-15.
gamma-ray spectroscopy. This versatile code can
measure a wide range of isotopic compositions and is LAVA(the Los Alamos Vulnerability/Risk Assess-
extremely easy to tailor to specialized measurement ment system) is a three-part systematic approach to

- conditions. Measurement precision, accuracy, and vulnerability and risk assessment that can be used to
throughput are significantly improved over previous model a variety of application systems such as physi-
Los Alamos codes, cal or operational security systems, communications

security systems, information security systems, and
others. Using LAVA, we build knowledge-basedS. T. Smith, 'LAVAand Classical Risk Analysis," pre-

sented at the Second International Computer Security Risk expert systems to assess risks in application systems
Management Model Builders Workshop, Ottawa, Canada, comprising a subject system and a safeguards system.
June 20-22, 1989, Los Alamos National Laboratory The methodology provides a framework for creating a
document LA-UR-89-1558. variety of applications systems upon which the gen-

eral software engine operates. Ali application-specific

LAVA (the Los Alamos Vulnerability/Risk .Assess- information is supplied as data and requires no code
ment system) is a three-part syst,ematic approach to changes in the general software engine. This paper
risk as_ssment that can be u_d to nxxlel risk as_ss- discusses the ingredients for creating a LAVA applica-

tion system.ment for a variety of application systems such as
computer security systems, communications security
systems, information security systems, and others. S.T. Smith, "Risk Assessment and LAVA's Dynamic
The first part of LAVA is the mathematicalmethod- Threat Analysis," in Proceedings 12rhNational Computer
ology based on hierarchical systems theory, fuzzy Security Conference (National Computer Security Center,
systems theory, decision analysis, utility theory, and Ft. Meade, Maryland, l(,t,9), pp. 483-494._

cognitive science; clear relationships exist between
LAVA's approach and classical risk[analysis. The LAVA (the Los Alamos Vulnerabili_.y/Risk Assess-

ment system) is a three-part systematic approach tosecond part, written for a large class of personal com-
puters, is the g,meral software engine that implements risk assessment that can be used to model risk assess-
the mathematical risk model. The third part is the ment for a variety of application systems such as
application data sets, each written for a specific appli- computer security systems, communications security

--" cation system; ali application-specific intorrrration is systems, and information .securitysystems. The first
= data. Applicatiaa rrtxtels are knowledge-basedexpert part of LAVA is the mathematical methodology based

systems to assess risks in application syslurtsa_-npds- on such disciplines as hierarchical system theory,
ing sets of threats, assets, undesirable outcomes, and event-tree analysis, possibility theory, and cognitive
safeguards. The safeguards system model is in three science. The second part is the general software
segments: .sets of safeguards functions for protecting
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engine, written for a large class of personal com- by reporting count rates instead of masses, Conse-
puters, that implements the mathematical risk model, quently, the results do not include calibration uncer-
The third pan is the application data sets written for a tainties, and _.hereforethey are more precise. In addi-
specific application system. The methodology pro- tion, there are no sampling errors. A signal unique to
vides a framework for creating applications for the the special nuclear material (SNM) is obtained nonde-
software engine to operate upon; ali application-spe- structively from the entire item. This instnJment
cific information is data. Using LAVA, we build complements traditional containment and surveillance
knowledge-based expert systems to assess risks in a_ techniques by providing a preci_ measurement of an
pltcation systems comprising a subject system and a attribute unique to the SNM in the sample.
safeguards system. The subject system model com-
prises sets of threats, assets, and undesirable out- J.K. Sprinkle, Jr., H. O. Menlove, N. Ensslin, and T.
comes; because the threat to security systems is ever- W. Crane, "Measurements of Uranium Waste Using A
changing, LAVA provides for an analysis of the dy- Californium Shuffler," presented at Topical Meeting on
namic aspects of the threat spectrum. The safeguards Nondestructive Assay of Radioactive Waste, Cadarache,
system model comprises sets of safeguards functions France, November 20-22, 1989, Los Alamos National
for protecting the assets from the threats by prevent- Laboratory document LA-UR-89-3740.
ing or ameliorating the undesirable outcomes; sets of
safeguards subfunctions whose pe,'formancedetermine We describe a passive/active neutron counter (PAN)
whether the function is adequate and complete; and based on a 252Cf shuffler for 208-L drums, lt is a
_ts of issues that appear as interactive questionnaires, flexible instrument that can be used to measure the
whose measures (in both monetary and linguistic nuclear material content of large containers. This
terms) define both the weaknesses in the ._.afeguards instrument is installed in the Portsmouth Gaseous
system and the potential costs of an undesirable out- Diffusion Plant in Piketon, Ohio. This paper de-
come occurring. The user need have no knowledge,of scribes the results of a calibration for an iron matrix.
formal risk assessment techniques--ali the technical For 0 to 100 g 235U, the PAN m:o.ts our accuracy
expertise and specialized knowledge are built into the goal of 10% and our precision goal of 1% for 100 g
software engine and the application system itself. 235U. With its passive and active capability, this
LAVA applications include our popular computer shuffler addresses future needs for materials control
security application andother applications for embed- and accountability, and health, safety, and environ-
ded systems, survivability systems, transborder data- ment. The hardware portion of the counter is a good
flow systems, and property control systems. LAVA candidate for transfer to the commercial sector. We
application systems have been used by federal plan to focus our future waste assay efforts on devel-
government agencies since 1984. aping more sophisticated analysis techniques for this

generic hardware, rather than developing customized
J. K. Sprinkle, Jr., and L. A. Stovall, "HEU Drum Moni- hardware for each application.
tor Manual (for Confirmatory Measurements)," Los

Alamos National Laboratory report LA-11517-M (June J.K. Sprinkle, Jr., G. E. Bosler, S. -T. Hsue, M. P. Kel-
1989). logg, M. C. Miller, S. M. Sirnmonds, and A. R. Smith,

"Nondestructive Assay of Plutonium-Bearing Scrap and
This manual describes the operation of the highly Waste," in Proc. International Topical Meeting on Safety
enriched uranium (HEU) drum monitor. The drum Margins in Criticality Safety, San Francisco, California,
monitor measures the passive gamma-ray emissions November-26-30, 1989, (American Nuclear Society, Inc.,
from a sealed ship_ing container of HEU. These La Grange Park, Illinois, 60525), pp. 153-157.
emissions are from 235U and from daughters of 238U
and 232U. These radiations span a wide range of Assay of plutonium-bearing scrap and waste (S&W)
energy; consequently, each is susceptible to attenuation for plutonium content is very difficult because of the
and shielding to a different degree. The combination heterogeneous nature of the assay items. Segregation
of these measured gamma-ray rates with a weight of S&W into appropriate categories has made its
measurement provides a unique signature for each assay somewhat easier. However, previous de-
item. These unique signatures can be determined with velopment efforts have been hampered by the lack of
similar instruments at both ends of a material transfer representative slan"dardsfor the calibration and evalu-
between Department of Energy facilities. A consis- ation of measurement performance. We have charac-
tent result from the two instruments indicates terized 25 S&W items to 2% or better, consisting of
material control has be.en achieved, specifically that three distinct S&W categories. We used these items
no material was lost or diverted. An additional along with fabricated calibration standards to evaluate
objective of tt_isinstrument is to separate the material two state-of-the-art nondestructive assay instruments:
control issue from the measurement control issue, a segmented gamma-ray scanner and a neutron coin-
This is achieved by not calibrating the instrument and cidence counter. We show that some difficult-to-
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measure S&W san.pies can be assayed with less than the Japanese Plutonium Fuel Production Facility
5% bias, but note that each category of S&W requires (PFPF). In the case of US Fast Flux Test Facility
individual evaluation for measurement bias. (FFTF) fuel, the absolute ratio of calculations to

measurements for the multipllcation-corrected coinci-
C, A. Steverson, "Detecting Change with Digital Imag- dence calibration constant is +1,1 5: 1,0% (average of
ing: An Application in Nuclear Safeguards," Los Alamos four subassemblies) for the UFBC and -1.3 + 0.6%
National Laboratory report LA-11632-MS (August 1989). (average of five subassemblies) for the Capsule

Counter, For initial measurements of Japanese fuel
Recent advances incomputer and imaging technology irl the Capsule Counter, the ab_)lute ratio is -I.0 +
have provided a cost effective means for the applica- 0.7% for three JOYO subas_mblies and +0.8 5:0.7%
tion of image processing methods in a variety of dis- for one MONJU subassembly. Calculations of rela-
ciplines. For security and safeguards applications, tive effects such as the change in coincir_nce respon_
image subtraction and other methods of change detec- from, for example, subassembly can. thickness or U
tion have shown promise as a timely and efficient enrichment are more accurate (better than 0.5%) man
solution to some security problems. This report de- absolute calibration parameters. This very good accu-
scribes researclr done by the Safeguards Systems racy offers more effective and less costly inspector
Group at Los Alamos National l..aboratory involving verification of finished FBR fuel elements by
the use of image subtraction and image processing reducing reliance on physical standards to expand the
techniques for .securityapplications, cross-calibration databases.

C. A. Steverson, "Image Processing Software Develop- K.E. Thomas and J. W. Barnes, "A Preliminary Evalua-
ment for Materials Control and Verification," Los Alamos tion of the Uranium Solidification Facility Materials
National Laboratory, Safeguards Systems Group, report Accounting System," Los Alamos National Laboratory,

N-4/89-530 (September 1989). Safeguards Systems Group, report N-4/89-473 (August
1989).

No abstract.
No abstract.

C. A. Steverson, "Investigating the Application of
Infrared Sensors to Monitoring Plutonium Holdup in H.S. Vaccaro, "Detection of Anomalous Computer Ses-
Processing Areas," Los Alamos National Laboratory, sion Activity," presented at the 1989 IEEE Symposium
Safeguards Systems Group, report N.-4/89-531(September on Research in Security and Privacy, Oakland, California,
1989). May 1-3, 1989; 1989 IEEE Computer Society Sympo-

sium on Security and Privacy (IEEE Compu,;r Society
No abstract. Press, Washington, DC, 1989), pp. 280-289.

J. E. Stewart, R. R. Ferran, S. M. Simmonds, and H.O. This paper briefly discusses Wisdom and Sense
Menlove, "Calibration Parameters from Monte Carlo (W&S), a computer security anomaly detection sys-
Simulations for Neutron Coincidence Assay of MOX Fuel tem developed at Los Alamos National Laboratory.
Elements: A Substitute for Standards?" in Proceedings of Anomaly detection provides another layer of defense
the 11th Symposium on Safeguards and Nuclear Material against computer misuse after physical .security and
Management, Luxembourg, May 30-June 1, 1989, pp. access security. W&S is statistically based, lt auto-
135-141. Los Alamos National Laboratory document LA- matically generates rules from historical data and, in
UR-89-1772. terms of those rules, identifies computer transactions

that areat variance with historically established usage
Results from application of a calculational model for patterns. Issues addressed in this paper include how
the two-parameter (singles and doubles) passive neu- W&S generates rules from a necessarily small sample
tron coincidence assay of finished Fast Breeder Reactor of ali possible transactions, how W&S deals with
(FBR) subassemblies are compared with calibration inherently categorical data, and how W&S assists
measurements. Two assay instruments are considered; system security officers in their review of audit logs.
the Universal Fast Breeder Reactor Subassembly
Counter (UFBC) and the Capsule Counter installed at
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