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ABSTRACT

A market survey of commercially available video
motion detection systems was conducted by the
Intrusion Detection Systems Techunology Cavision
of Sandia Laboratories. The information obtain-
ed from this survey is summarized in this report.
The cutoff date for this information is May 1978B.
A list of commercially available video ucion
dotection systems is appended.
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COMMERCIALLY AVAILABLE VIDEO MOTION DETECTORS

Introduction

The Intrusion Detection Systems Technology Division of Sandia Laboratories,
Albuguerque, New Mexico, funded by the U.S. Department of Energy, Office of
Safeguards and Security, hes conducted a market survey of commercially available
video motion detection systems. For the survey, questionnaires were mailed to a
nmumber of video motion detector {VMD) manufacturers. R sample of the yuestionnaires
is included in Appendix A, Although a concerted effort was made to identify and
contact all of the known manufacturers of VMD systems, undoubtedly some rompanies
were oritted from this survey. In addition, some manufacturers either 2id not
respond to the questionnaire or provided only minimal data regarding their product.

The results of the survey are summarized in this report. The main purpose
of this ceport is to provide security personnel with insight into the types of
equiprent currently available, the capabilities and limitations of this equipment,
and a list of sources for obtaining further information about the equipment. The
cutoff date for the information contained in this report was May 1978.

General

“The potential threat of terrorists or other malcontents to steal valuable
material from, or sabotage, public or privately owned facilities has brought about
an increased interest in physical security. To improve physical security, greater
emphasis is being placed on the type of security equipment used. The use of secu-
rity equipment for military applications alone is expected to increase from the
present $78 million per year to over $300 million per year by 1983,

An essential function of every physical security system is the early detection
and assessment of any unauthorized activity. As it is used in this report, assess~
ment is defined as the means of determination of the cause of an alarm. The state
of the art in sensor technology is presently not sufficiently advapnced to allow
adequate assesament without visual inspection, This inspection can be done with
roving patrols, guards located in guard towers, quick response guards, or claosed-
circuit television (CCTV). Because of the costs associated with the use of guards
for continuous coverage, the use of CCTV has become widespread. Since most video
motion detectors can be added to conventional CCTV systems, a better understanding
of the capabilities and limitations of these systems is needed before they are
incorporsted into existing physical security systems. The following sections
describe the operational principles of video motion detectors and aummarize the
specifications and features of several commercially available systems,



Principles of operationz

Video motion detection systems are based on the detection of a charge in t'
video signals from all or part of the field-ot-view* of the imaging system being
used. A picture frame or sections of it are temporarily stored as a reference and
then compared with a subsequent sample frame. Changes in the brightness or
contrast with respect to time are used for detection. These changes are detected
through continuous comparison of the video signal samples to the reference. If any
changes occur, the difference between the two signals is recarded, and, when this

difference exceeds a threshold, an alarm is activated.

The reference signal is continuously updated to prevent slow changes in the
scene illumination from producing an alarm. Environmental factors such as rain,
fog, or snow can cause false/nuisance alarms. In addition, rapid changes in the
illumination level or electrical interference (60-Hz noise, transients, etc.) can

also cause false/nuisance alarms,

The major differences among the video motian detectors are the methods of
processing and recording the video signals. Apaleg techniques and digital tech-
niques are the principal approaches used to provide signal processing.

There are three basic categories of VMD devices. The first category uses
either a video disk recorder or digital memories to store entire video frames.
Comparisons are made using entire TV frames for both the reference and sample
signals. The second category of eguipment compares only certain sections of the TV
frame with identical sections of a subsequent frame. The size and position of these
sections are usually adjustable. Video storage requirements are substantially
reduced for this category of equipment. The third category compares video ampli-
tudes obtained at either fixed or adjustable small sample positions.

Analog Techniques

Analog techniques commonly used for video processing include fine grain or
detailed processing and processing of integrated video signals. For fine grain
processing, each frame of a TV picture is recorded on a magnetic disk or tape. A
line~by-line comparison is then made between the recorded video data and sample
video signals from the camera. Up to 30 or more video frames are often compared
to the stored reference frame before an alarm is generated, This procedure prevents
false alarms caused by a momentary burst of electrical interference. Gradual
variations in scene illumination can be compensated for by frequent updating of the
reference signals and by the use of automatic light control circuitry in the TV
camera system.

Integrated signal processing technigues rely on a comparison of an integrated
video signal of a whole or a part of a TV frame with a reference signal. The
reference signal is also integrated and recorded during quiescent periods. The

'The viewing area or field-of-view is determined by the focal length of the
lens used,



total energy of each sampled integrated signal is compared with the total integrated
energy of the reference. A significant {(preset) to:al energy change of the sampled
signal from the reference signal will cause an alarm to be activated. To prevent
slow changes in normal illumipation from causing an alarm, the reference s.-nal is
continuously vpdated to reflect the trend of the change.

Digital Techniques

video motion detectors which use digital technigues function on the same
basic principle as those using analog techniques. Video analog signals are
converted to digital signals for processing, recording, and cumparison. Typically,
digital detectors use several small fixed spots evenly distributed over the field
of view. These points {spots} are continuously sampled, monitored, and compared.
Any significarnt change in the video level of one or more points (number of points
selectable) per time interval ({rroset or selectable) will activate an alarm.

Reference signals from each point are digitized and normally are stored in
random access memories (RAMs) or registers by fouw-bit code numbers. The code
numbers represent the signal level of the spot. The reference signals undergo a
continuous update to accommodate change in signal illumination. The update prevents
the eguipment from registering false alarms for normal changes in illumination.

Special Features

There are certain special features incorporated into many of the VMDs which
serve to enhance the equipment's adaptability and utility., It is rot uncommon ta
find all or some of these special features incorporated ipto commercially available
eguipment, The most desirable special features in a VMD include

1. Multicamera wonitoring,
2. Vvideo monitoring,

3. sensitized areas, and
4. Alarms.

Multicamera Monjitoring

In most security sSystems utilizing CTTV, more than one camera is necessary to
give adequate coverage. Since most VMDs will provide a multicamera monitoring
feature, a separate VMD for each camera is usually unnecessary. Both automatic and
manual switching controls are available. 1In the sutomatic mode, camera sequential
switching is often accomplished on a time-sharing plan. The order of electvonically
switching cameras is interpally controlled by the VMD eguipment, but camera hookups
control the physical sequencing. The manual switching mode allows an operator to
select, at random, any camera desired, Commercially available VMD systems can
accommodate from 1 to 50 cameras.



Video Monitoring

A feature which allows videc monitoring of the area under surveillance is
incorporated into most VMDs, although such a feature is not a necessary part of the
equipment. Any standard video receiver/display may be used. When more than one
camera is used, automatic or manual switching displays are available.

»

Sensitized Areas

All CCTV systems use a field-of-view which has a vertical to horizontal ratio
of 3:4. The area of the field~cf-view is determined by the focal length of the
lens. In some cases, surveillance of the entire arca of the field-of-view is
unpecessary and, for this reason, VMDs may possess the ability to provide a sensi-
tized area which is less than the field-af-view. To adapt to special security
problems, various shapes may he selected for the sensitized areas. Among the
various shapes that can be sensitized are "L"s, "C"s, "U"s, rectangles, and squares.
Normally, the size of all shapes except squares is predetermined by the eguipment
according to a percentage of th: field-of~view. Sguare sensitized areas in all
equipment and the various other shapes available in some selected systems can be
adjusted manually from a minimum of 5 percent to 100 percent of the field-of-view.
In addition, certain VMDs may provide a feature which allows detection of movement
into or out of a sensjtized area while it excludes motion within the sensitized

arca and the remainder of the field-of~view,

Alarms

All VML systems incorporate an alarm .cature that is audic, video, or both.
The audio alarm is normally a two-tone, one-octavz, low-freguency signal. The
visual alarm is either a steady or a flashing red light. In some systems, when
detection occurs and the area is being visually monitored, the sensitized area may
flash on and off.

Other special Features

Other special features which may Le or already have been incorporated into
some VMD systems are listed below:

1.5 2oom, iris, and focus control,

2! Remote pan and tilt control,

3. Time ard date generator,

4. Video recording capability for late time retrieval, and

9. Remote alarm capability, -

Performance
The performance of VMD systems is based on their derection capability, their

ability to suppress false alarms, and, to a lesscr extent, the other functions they
perform.
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Detection Capability

YMD systems utilize the principle of changes in illumination to detect
motion within an area under surveillance, & differonce between total integrated
energy or illumination signal strength and a reference signal is measured electron~
ically. when this difference exceeds a certain percentage, detection occurs. 1In
most gystems, the minimum discernible threshold of detectability is around 5
percent. A capability for adjusting the sensitivity of this threshold is incorpo-
rated into all systems. Under low-contrast conditions, point sampling or fine-grain
processing provides better detection capability than does integrated video signal

processing.

False/Nuisance Alarms

The gualicty of performance of a VMD system is largely dependent upon its
ability to perform with few false/nuisance alarms., These types of alarms are
caused by vbijects in the field-of-view which under normal operation have an illumi-
nation change, usually periodic, that is above the detection threshold. Operators
may tend to become complacent when continually subjected to tnese alarms and may
ignore them or adjust the detector's sensitiviiy to cancel them, thus overlooking
genuine alarms. To improve the detection capability of a VMD system subjected to
these alarms, the system must be able Lo suppress them. Systems which utilize a
longer sampling time for obtaining a reference signal provide one means of suppress-
ing these false alarms; the periodic changes in illumination become an average
value rather than a discernible change in value. Selected use of sensitized areas
can eliminate or mask the false-alarm generators. An external approach to the
problem w.culd be removal of the false-alarm generator, where practical.

Comrercially Available Egquipment

Appendix B is a synopsis of the commercially available video motion detector
systems, as determined from the market survey. Representative characteristics,
performance, physical c¢ata, and cost range are presented for comparison. Ko atte.pt
has been made to select a most favorable system since the various surveillance needs

must be determined on a case-by-case basis,
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Sandia Lahoratorics

Sandia Conoration
Altwquergque New Reaico 7114

Fekruary 7, 1978

The Intrusion Detection Technology Division at Sandia
Laboratories is funded by the U.S. Department of Energy
(formerly ERDA's Division of Safeguards and Security)

to provide DOE facilities with technical informetion and
assistance to upgrade their security systems. 1 am pre-
paring a survey report on commercially available video
motion detectors. This report will be distributed to
the personnel at DOE and other government facilities who
are responsible for specifying and procuring securizy
systems. The main purpose of this rcport is to provide
security personnel with an insight into the type equip-
ment that is currently availoble, the capabilities and
limitations of this equipment, and a list of sources for
further information or price guotations. You may have
heen contacted by phone by Mr. Doug McGovern of our
Laboratorjies. Thic report is a continuation of the same
cffort. The enclosed ouiline is used to give all reports
a uniform treatment.

I am soliciting your. assistanc2 and cooperation in pro-
viding material far the preparation of a report of your
video motion detection system, Specifically, I necd
detailed technical information that clearly explains
each topic of the enclosed outline.

I wish Lo thank you in advance for providing the requested
material and hope you will keep me informed of future
develapments and announcements.

Thank you very much for your attention to this request.
1f possible, we would like to have your responsc by
March 10, 1978.

Yours truly,

,//i/‘?/ ’4/ nr

Ph111p M, VJnPrang
Intrnsion Detection Technology
Division 1739

(505)~364-6082

PVP:mh
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GENERAL DESCRIPTION

1.1 Company backgrnund

1.2 Overall approach to security (e.g., role video
motion detection plays in a total security system)

1.3 Overall apprecach to video motion detection

1.4 System capabilities

1.5 Significant features

HARDWARE

271 Video motion detection - general

2.2 Systiem conpfiguration inciuding block diagram

2.3 Dues the system include camera and signal processing
equipment? Describe the processing system (e.g.,
digital and/or analog. Explain gperation.)

2.4 Is a photo detector externally attached to monitor
screen?

2.5 Does the system intwude the video monitar?

2.6 Discuss monitouring selection process over the raster
area {e.g., specific areas to be monitored are
selected by positioning electronic cursors on raster).

2.7 Is a video recorder recquired (tape or disc?)? What
are the video recording response reguirements to
work with your system? Describe replay capabilities,
if any.

2.8 What is the system capacity (number of cameras, ete.)?

2.9 Is the system available from stock? If not, what is
the normal delivery time after an order is received?

2,10 Is an isolated video output available?

2,1) Does the system have variable sensitivity?

2.12 Dpoes the system have a provision for producing a
remote alarm signal?

2,13 Does the system have a remote reset capability?

2,14 Does the system require external sync capabilities
for either cameras or monitors? If so, does it
require scparate H and V drive? Does it require
locking capabilities that deviate in any way from
RS170 sync standards?

2.15 ¥ill the system operate with a low light level
camera?

2.16 Are the alarm contacts (a) ncrmally open, (b)
normally closed or (c) can bz seclec.2d to be
eithor normally open or normally closcd?

2,17 Describe the multi-camera input tcquencing process,
if available.

2,18 Is the system sclf-supervised for (a) tampering
and (b) video presence? If answer to (a) and/or
(b) is "yes," please cxplain how.

2,19 Does the system have an audio alarm signal?

2.20 Does the system have a video alarm signal?

2,21 Can the system be used for cither interior or
exterior applications?

2,22 1s the system capable of detecting fire and smoke?

2,23 Describe the relation between the number of cameras

and the number of monitors (e.g., does each camera
require a separate monitor?).



2.24 What are the power requiremcnts?

2.25 Is an auxiliary power source available?

2,26 Pleast list the model(s) number(s).

2.27 Pleasc lint the system cost (or price range, if
ary) for onc complete nystem as of 2/1/78.
information may not be included in our
published report.)

RELIADILITY
3.1 Spreial features {e.q., hardware redundancy, etc.)
3.2 special techniques
3.3 Buckup capabilities

WCE

anty provisions (length of time for bolh parts
and labor)

4,2 Maintenance arrangements

UGTOMERS
L Gavernment (list persons to contact if pnssible)
< Commcreial {list persons to contact if possible)
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APPENDIX B

Summary of video Motion Detector
Specifications and Capabilities
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TABLE B-I

specifications for Video Motion Detectors

Video Motion Detectors

Visual Comn.

o is Javelin SCA Sodr) 1c08 vibACo Spe. Mode! VT1 Model

Nodel Jo4 Scanguard sodel J314¥D TC1260,°2 ‘loded V222MD Telesentry THO=200 MDL-2
Performance Data
Probability of . b
beteetion (v} Unavailable 9 tnavailable tnavailable tnavailable Unavailable Unavailable >99
Faine Alarm kKate
tno. fcamerasdayi CRavaitable 2 tnavailable trava:lable tnavaiiable tnavailable Unavaslable Uravailable
Nuizance Alatm
Rate 1no. fcamera/
day) Unavailable  Lnevailable  vnavaalatle tnavailable Unavas lable Uaavailable unavaslabie Unavailable
sensievity “ . 20 tnavaylatle 2 6.25% unavai labie Dravar lable

wical pata

S12¢ hox w k) 4 x A% A H 4% 20 x 20 FRENEE S SN Sx 2l 2 T % 17 x 19.15 Unavailavle 7x 19 x 1
in emb 3 8 4R x 26
wesant gl emava babite 4200 1.7 L 1w Unavan table Unavailable 20.8
Towct (primary/ 117 ¥ ar % otn LA VAL 95t 1Ih VAC 117 VAC at 115/230 var at 9% ta 130 VAC at
secondary) ot BCLITS at o it 0 H2 BO/5%0 Nz 60 H2 130 to
230 VA at 240 A ot 240 VAC at 12 voo 260 VAC ot
hUUNIvS RLNTS 50 Nz
Fower Consumpi-
e (watts) Npovan labrke Akt N v 4 100 Unavailsble tnavailable
Window Shape 4 var bl Vaniabie Ciriable Line varanle Hot s sental or 1352 pornts vartatly: up tu 16,000
panton by aquns wilths rectanadl s verrical rece eectangle s points
EL) tamtle o
Sequst Agquare
Window Sise Smalf Adustalile Coat tutal 3 af roral fuint windows Ad yunt bl Pasnt windows
Sipuatee. Tram 2 1o low arsa acea from 2 to 100% and rectangles
ot area of area
Laplaceemnt Rack Drsk top wr Desh toy. or Vesk tup nr Desk top or
mount ed rACk mountuod rack mountod rack maunted rack mounted
Yideo Input Hanuom, EER) Randnn, 2:1 Lnavg- lanle Randor:, i1 Unavas dalle Kandom or 2:1
tinterlacet 2: or 11A sync or Flh
Temperature ¢ ¢y Cnavartsble 6 to 3267 £ tpavsitsble Unavailabie travail Lnavailable unavaslable Unavelably
Humidaty € ) Unavailable 0 to 8% 1lable travailable Unavailatile Unavailable tnavailable Gnavailable
Anslag or
Digical Analos Amalog Ansloa Anajog Analay Digital Analan Digieal

PBssrd on 55 nondetection over 100¢ field=dl-view or 1008 o
L

tection of 5% seasitized ares
“Statistics based on testing
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Information

tolorado Froceasing
Model 104
_fratures
includes camers and
¥ignal processing
electronics o
THOLO dCtoCLdY ea-
ternally atvached
tu momiter screcn o
Includes video
manitor N
Requates video
sonitor o
Numbor of
sensora 1

1olated vidin
output avaslable

Variable sensitivivy

rrovisior for remote

pExpandable to 50 camer,

No

vos

w®

dlare s1geal vos vos
Remote resct ¥os %o
I1n external sync .
required o
¢an use low liaht

Jevel camera yos Yos
pormally open alarm

contacts vos

wormally closed

slarm contacts Yes

Mult Loamera 1nput

soquencer No Yes
$ulf supervision o ves
Audible alarm

s19na) ~o ves
video alarm laqna] Yes Yes
$moke and fir.

Jotection capability ves vos
- Requires one monitor

for each camera Yes No
cont % 1.000 ~30,000

TABLE B~II

Video Motion Detector Features

Javelin Flec-
video Inc. Systers Scan= tronics Hodel

You

Yeu

Yiw

ver

Manufactarers

RCA Model Vicon Indus- Video Appli-
TC1460/2 tries Model cations Co.
ac & V2D Telesentry-i6

o w0 No
No o No
s o No
Ko o xa

1003 1 T

Yes ves

s Yes

Yrs yes vos'
vos®

o o Ves
Yoo

Yos Yos

so ves

o No ves
ves

Yes Yos Yos
Yos ves

Yos

Yes ves ot
<1,000 <1.000 ~15,000

Visua) Comu-  Video
nications Spe- Tek Inc.
cialists Model Model

1Mp-200

M2
No No
o sa
o
No No
1 4 o I6
Al Yes
You o
AL Yus
veu ves
wo Yos
I ves
Yen o
Yes Yes
o ves
Yes Yes
You ces
Yes Yes
Yes Yes
no No

1,000 -5, 006

omeate sensitivity controlled digitally by setting the number of sensitized JOCALions necennary to cause an alarm,

Soptaonal feature.

Jrequircs 2 monitors rejardless of the

number of video inputs.

“Other wmodels range up to 50,000 depending on Options.
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APPENDIX C

List of Manufacturers
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The rames, adéresses, and tclephone numbers of tuc commercial componies who

responded tc the survey are listed below:

1.

CV1 Tolorado Video Incorporated

Box 928

Boulder, CO B0306

(303) 444-3%72

Information Processing Systems ol California, Inc.
70 Glenn Way

Belmont, CA 94002

(415) 572-1742

Javelin Llectronics
6357 Arizona fircle
P.0. Box 45002

Los Angeles, CA 90045
(213) 641-4490

RCA Electro-Optics & Devices
Closed-Circuit Video Fquipment
New Holland Avenuc

Lancaster, PA 17604

{717) 397-7661

Vicon Industries, lnc,
130 Central Avenua
Farmingdale, NY 11725
(516) 293-2200

Video Applications Company
P.O. Box 1598

701 E. New jfaven Averue
Melbourne, FL 32901

{305) 727-8640

Visual Communication Specialists
7162 Convoy Court

San Diego, CA 9211l

(714) 560~9156

Video Tek Inc.

8 Morris Avenue

Mountain Lakes, NJ 07046
(201) 335-1628
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