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METHODOLOGY FOR MATERIALS CONTROL AND ACCOUNTING INFORMATION SYSTEMS

P. Helman, Univergity of New Mexico, Dept. of Computer Science, Albuquerque, NM

R. B. Strittmatter, Los Alamos National Laboratory, Los Alamos, NM

ABSTRACT

Modern approaches to nuclear materials safe-
guards have significantly increased the data proc~
e¢ssing needs of safeguards information systems.
Implementing these approaches will require devel-
oping efficient, cost-effective designs. Guided
by database design research, we are developing a
design methodology for distributed materials con-
trol and accounting (MC&A) information systems.
The methodology considers four design parameters:
network topology, allocation of data to nodes,
high-level global processing strategy, and local
file structures to optimize system performance.
Characteristics of asystem perforaance that are
optimized are response time for an operation,
timeliness of data, validity of data, and reli-
ability. The ultimate goal of the research is to
develop a comprehengive computerized design tool
specifically tailored to the design of MCLA sys-
tems .

1. OVERVIEW OF MATERIALS CONITROL AND ACCOUNTING
(MCKA) SYSTEMS

Computerized capture of data used for mate-
rials accounting, analyais of safeguards informa-
tion, and the preparation of reports is becoming
routine throughout the safeguarda community. The
informational requirement related to the safe-
guards objective is to keep timely {nformation on
the location and status of nuclear materials and
on the personnel with access tc these matecials.
This information can aid in the detaection of
unauthorized actions resulting in the theft or
diversion of nuclear material and alternativaely
provide positive assurence that nu theft or diver-~
sion of nuclear material has occurred. As exist-
ing safeguards systems are expanded to meet the
evolving safeguards rejuirements and as nuew asys-
tems are developed, significantly increased de-
mands are placed on the information systems. The
safeguards i(nformation seystems are required to
handle {increased quantities of data with incressed
analysis of safeguards information.l The Integra-
tion of physical security, matorials control, aid
materiale accounting components of the saf~ iardse

*Thia work supported by thu U.S. Department of
Energy, Office of Safeguards and Security.

system and the use of information not tradition-
ally associated with safeguards activities, in-
cluding process control and health and safety
information, will place additional demands on the
safeguards computer nystemn.z Increased awareness
of the ingider threat has placed additional re-
quirements on access control for the information
system and the separation of data access functions
across safeguards boundaries. To implement the
emerging information-intensive integrated safe-
guards systems will require developini efficient,
cost-effective information systems that minimize
the impact on process operations. Distributed-
processing hardware and software have the poten-
tial of greatly enhancing transaction-based sys-
tems, both from the safeguards and security effec-
tiveness perspective and from the perspective of
impact on process operation..3 This paper summa-
rizes a methodology for perforuing distributed
database design optimization applied to materials
control and accounting information syatems,.

2. A COMPUTERIZED DESIGN METHODOLOGY: AN OVERVIEW

The des‘gn of a distributed database system
for an MC&A application (or any similar applica-
tion) requires careful consideration of several
design parameters. To focus on a spacific appli-
cation of this methodology, we will assume that
the basic unit for allocation cf data ia a mate-
rials balance area (MBA). The methodology can,
howevar, be applied to any distributed processing
system with well-defipad transactiona, Of primary
importance are the following parameters.

1. Network Topology. That is, how should the
computers and terminals be spread out Lhrough
the plant and how should they be intercon-
nected. Network topology includes the issue
of how much computing power should be placed
at each node of the network. For example, in
an extremely centralized design, only termi-
nals are placed at esach MBA of the plant, and
each of these terminals is connected to a cen-
tral zomputer., In contrast, in an extremely
decentralised design, a collection of homoge-
neous computers are dlatributed to the MBAs
of the plant with high-speed comnunication
links connecting them together. The design
process must find tha compromisa between these
extremeu that la optimal for & given collec-
tion of processing and gecurity requirements,




2, Allocation of Data to Nodes. Once a network
topology is selezted, an important design de-
cision 1s how to allocate the data to the
nodes of the network. Extreme strategies in-
clude storing all the data at a single node
of the network, partitioning the data (without
replication) among the nodes of the network,
and dup ‘:ating all the data at each node of
the net~ork. The design process must find
the ~ompromise between these extremes that is
optimal for a given collection of processing
and data allocation requirements.

3. High-Level Global Processing Stracegy. This
includes how complex information processing
operations should be decomposed into smaller
operations, how update opersationsg should be
batched, and how processing and data should
be routed through the network.

4. Local File Structures. Once design issues 1-3
have been settled, low-level file design must
be performed for each node of the network.
File design includes record definitions, rec-
ord clusterings, and file indexing.

Our methodology considers each of these four
design parameters in an attempt to optimize system
performance. Specifically, the methodology opti-
mizes the following characterigtics of system per-
formance.

Responge Time For An Operation: The amount of
real time that elapses between the initiation and
completion of an operation.

Timeliness of Data: How much out of date the
data is that an operation uses to perform its
task and produces as output. Note that some oper-
ations will be defined so that the data they use
inuat. be completely current, implylug that unproc-
essed updates will have to be appiied before these
operations can be run.

Validity of Data: The error rate for the data
that an operation uses to perform lts task and
produces as output. Invalid data could result
from posting a transaction that {s not valid or
from faulty network communications.

Relliability: The probability that an operation
will be able to run when requested. This prob=-
abllity is determined by computer and communica-
tion link fallure ratas.

The ultimate goal of our research {s to de-
velop a comprehensive, computerized design tool
specifically tallored to the design of MCLA sys-
tems. The key components of the design tool in-
cludet

Flexible Requirements Speciflcation. The compu-
terized design tool must be applicable to the
design of MC&A mystema In general, rather than to
the desiqgn of a single MCLA systam. Conaequently,
the detalls of the Information procmasing tasks
and data allocation constraints muat be allowed

to vary for each system being designed. As is
described in Section 3.1, our tool provides a
convenient framework for stating the requirements
of each specific MC&A application under study.

Integrated Design Optimization. The methodology
addresses each of the four design parameters men-
tioned above.

Multi-Level Analytical Cost Evaluation and Optimi-
zation. At the heart of the design methodology
is an analytical model of cost. This model at-
tempts to predict how well e:ch candidate design
will support the requirements of the given MC&A
application. As is degcribed in Section 3.2, the
cost model has three evaluation levels:

The Level I evaluation which is used to com-
pare different data allocation schemes and to
compare, at a gross level. different network
topologies.

The Level II evaluation which is used for a
detailed comparison of network topologies and
processing strategies.

The Level III evaluatiun which is used to com-
pare local file designa.

The design tool is being implemented so that these
evaluators can be applied collectively to optimize
an entire MC&A system "from scratch" or independ-
ently to optimize any single component of an MC&A
system. In Section 4 we describe computerized
algorithms for optimizing MC&A systems with re-
spect to the Level I evaluation. We algo Indicate
currernt research directions for optimizing MC&A
systems with regpect to the Lavel II evaluatlon.
Reference 4 describes computerized algorithms for
the Level I[II optimization.

Sengitivity Analysis Components. The deaign tool
ia being !mplemented so as to include sensitivity

analysis components that help an analyst assess
the effects on system parformance of certaln typaes
of data allocatlon constraints. For example, the
tool can be used to compare, for a given set of
MC&A processing requirements, the optimal system
design obeylng 4 specifled collection of data
allocation constraints and the optimal design pos-
sible {f some of those cunastraints were relaxed.
Section 4 provides the details.

J. DETAILS OF THE METRODOLOGY

The experience of many database researchers
shows that detaliled models of computer ngtworks
qulckly become too complex to be of practlical use,
Consequently, one of our major research tasks was
to arrive at the proper 'avel of abatraction for
the model. We attumpt to Include (n Lhe model
only those detalls of thn requirements 2" an MCSA
application and of a Jdvstem design that .are most
critical to the predicatinn of performance char-
acteristica., We helleva that this aumtraction f{u
necesnary, aven at the expense of some precision,
in order Lo produce a usable design tool.



3.1 Requirement Specificatious

We have attempted to keep manageable the
amount of detail present in the requirement speci-
fications that define an MC&A application. This
is recessary to address concerns for computational
tractability as well as concerns for what informa-
tion we realistically can expect to obtain from
the future users of the MC&A system under con-
struction.

The following collection of informatioun re-
quirements is at a high-level of abstraction, yet
is sufficient for optimizing the der.gn with re-~
spect tou the Level [ and Level II evaluators. We
note, however, that wher we later perform local
file design optimization with respect to the
Level-IIIl evaluator, more detailed input will be
required.

The requirement specifications consists of
four components.

Plant Description. This is simply the number of
MBAs in the plant. Each MBA will be referred to
as a node.

Data Fragments. These are the basic units of data
allocation; a data allocation scheme allocates
each of the specified data fragments to one or
‘more nodes of the computer network. We anticipate
that the collection of data fragments will differ
little between MC&LA applications. An example of
a data fragment is ''the collection of Book Inven-
tory records that pertain to inventory items cur-
rently in MBA X." The reader is referred to
Reference 5 for a good discussion on how to define
data fragments in the general context of distrib-
uted database design.

Forbidden Fragment-to-Site Assignments. These
are the data allocation constraints for the sys-
tem. These constraints model attempts to limit
access to portions of the database to provide
increased protection againat the insider threat.
Each constraint is of the form (DF, N) and speci-
fies that data fragment DF cannot be allocated to
node N.

Oparation Templates. The operation templates
characterize the inf{ormation processing that must
be supported by the MC&A application. Each opera-
tion template consists of the following compo-
nents.

FREQUENCY: The relative frequency with which
the operation (s performed.

INITIATION: The node from which the oparation
is initiated.

DATA: The data fragments required by the
operation.

PROCESSING: A quantitative description of the
intenaity and type of processing that must be
pertormed.

For example, the following illustrates these four
components of the template for the hypothetical
operation 'Transaction Entry and Simple Valida-
tion."

INITIATION: MBA X
FREQUENCY: One operation per t time units

DATA:
Retrieve Only
Fragment: Book Inventory Data with (MBA = X)
Quantity: 50 bytes

Fragment: Validation Data with (MBA = X)
uantity: 100 bytes

Update
Fragment: Transaction History Data with
(MBA = X)
Quantity: 20 bytes

PROCESSING: Category I (low intensity)

Also part of an operation template is an eval-
uation vector that specifies the criteria by which
we are to evaluate how well a particular operation
is performed. An evaluation vector for operation
Og is of the form

<RSPk.TMLk.ULDk.RLB >

k
where

RSP is & function that specifies the value of fast
rasponse time.
RSPy (r) = v means that response to O, in t
units is worth v.

T™L 1is a function that specifies the value of
timely data.
TMLi(d) = v means that using data that is d
units out-of-date in performing Oy is worth v.
Note: If U must be performed with cnrrent
data, define MLy (d) = -= for d » 0. This
makes full timeliness an absclute constrainrt

VLD is a constant that specifies how disastrous
performing Op with at least somne invalid data
would be. VLD, typically will be negative for

RLB is a function that specifies the criticality
of performance. RLBy(p) = v means that being able
to perform Oy with probability p is worth v. Note
that this probability is determined by what data
fragments Oy needs to access, where those data
fragments are allocated, and network failure prob-
abilities.

Obgerve that the framework of an eavaluation
vector allows certain operations to evaluate well
under a design that, for example, provides good
respongn time, whereas other operations are in-
different to this system performance charactoris-
tlec. Thuas, the framework allows a system design



to be evaluated with respect to the needs of vach
particular application.

The following is an evaluation vector for the
hypothetical operation ''Transaction Entry and Sim-
ple Validation' (the values chosen for the evalua-
tion functions are only illustrative):

RSP: RSP(t) = 100, for O 5
RSP(t) = 0, for 5 ¢
RSP(t) = -100, for t > 2

't
t ¢

<
25
5

An RSP function such as this indicates that
fast respongse time is very desirable and
regponse time >25 units is unacceptable.

ML: TML(0) = O
TML(d) = ==, for d > 0

A T™L function such as this indicates that
2ll d.'a used by the transaction must be
.nade current before the rtransaction can
execute,.

ILD: =20

Such 4 value might indicate that using erro-
neous book inventory valuea to construct
the transaction Js certainly undesirable,
though not catastrophic.

ILB: RLR(p) = 100*p

An R.B function such as this (ndicates that
the reliability benefit increases linearly
with the probability of performance.

le2. Three Lavels of Evaluation and Optimization

Our cost model s guided by widely accepted
esearch In database design demonstrating that
verall system performance 1is most directly {m-
acted ty the following five factors:

1) amount of data and number of messages trans-
mictad from node to node,

2) amount of data and unumber of blocks trans-
ferred from disk to processor,

J) intensity of required processing,

4) delay duc to lockout and network backlog,

5) processlng powver of each computer in the net-
work.

OQur mathematical model of these performance
actors is partitioned into three levels:

evel I: The Level [ evaluation is applied to a
{ven network topology and data allocation scheme
ur the network. The evaluation is a simple func-
fon of the amount ot data transmisslion required
0 procesy the set of operationa and of a simple
odel of svstem treliability. Intuitively, whan-
ver an operation that must read b bytes of data
ragment [ is i{nitiated at a node that does not
ontaln & copy of fragment f, b bytes ot fragment

must be tranamitted, Whanever an operation 0
pdatas b bytes of fragment ¢, b bytos of data
st he transmitted to each node (other than O'r

initiation node) that contains a copy cf f. Sys-
tem reliability Is modeled by a simple estimate
of the probability that at least one node contain-
ing required data is operational. Section 4 con-
tains the mathematical statement of the Level-I
evaiuation and presents an optimization algorithm
for finding the data allocation scheme that mini-
mizes the Level-I evaluation for a given network.

Level II: Although a Level-I evaluation is suffi-
cient for comparing data allocation schemes for
fixed network topologies, a more detailed measure
of system performance is required to compare dif-
ferent topologles. These measures, which are
based on the operations’ evaluation vectors and
procegsing times (including network delays), yield
an expectation of aystem performance. Current
research 1la attempting to correlate processing
strategles against fixed network topologies with
processing times and to develop algorithms for
constructing optimal, or near optimal, topol-
ogles.

Level III: The Level-III evaluation is used to
compare local file structure schemes for each node
of the selested network. This evaluation is based
on the number of disk accesses required to process
the operations at a loccl node. The evaluation
requires 1 more detailed specification of the
raquired operations than is supplied in the tem-
plates (e.g., what attributes must be retrieved,
what attributes are qualified in the retrieval).
Refarence &4 presents algorithms for optimally
structuring files with respect to the Level-III
evaluation,

Although these evaluators can be applied in-
dependently to optimize the various components of
a design, our methodology integrates the evalua-
tors and optimization algoiithms into a package
for performing a comprehensive design. This inte-
gration is extremely desirable because the design
components are highly inter:rlated. Notice, for
example, that the first atep in evaluating a given
network topology is to find an optimal allocation
scheme for it. Only after the ullocation scheme
has been selected can we perform a Level-II evalu-
ation in which different processing strategies
are considered and network delays are accounted
for.

4. THE LEVEL-I EVALUATOR AND AN OPTIMAL ALLOCA-
TION ALGORITHM

The remainder of this paper focuses on tha
data allocation problem,

4.1, Mathematical Statement of the Lavel-I
Evaluator

Let A be an allocation scheme for a glven
network topology. The cost of A is the difference

Cost(A) = TRM(A)-RLB(A) .

The TRM componant of Cost {s the number of bytes
of data (per time unit) that must be transmitted



to process the operations against allocation
schene A. The RLB component measures the reli-
ability provided by allocation scheme A (the
higher the RLB component the better). This quan-
tity is based on the probability that at least
one tnode containing required data is operational.

The statement of the TRM component of the
cost function uses the following notation.

A(f;) - set of nodes to which allocation
scheme A allocates a copy of fi

D(n,S) = 0 if n€ES; L if n€S

I{(0,) - the node from which operation Oy
.8 initiated

ry - the retrieve portion of operation Oy

up - the update portion of operation 0Oy

AMT(ry,£4) - number of bytes of f{ required
by rg

AMT(uy,fy) - number of bytes of fj updated
by uyg

C - a constant that acales the difference
between retrieval and update costs

TRM(4) is defined as

q d ]
TRM(A) = EEI{ iE[Freq(O‘)'RSP"D[I(Ok).A(Ei)]'AHT(rk.fl)I

q d
e(2l { T rreqtah)-nsrktln(fl)-[t(ok)lI-AHT(ut.rl))
kol {ial

The FELB omponent of the cost function is
based on the following quantity introduced in
Ref, 5.

l-¢
B(c.fi) = (1-2 )*D1

B(c,fy) 10 an estimator of the reliability value
of allocating ¢ copies of fragment fj. Dj {s
meant to reflect the value of having fragment f
always available. Fcr example, Dj could be de-
rived from the RLB components of the operation
templates as

D, = I RLB .

i k
Ok retrieves fL

The reliat{lity valus of allocation scheme A is
then defined as

d
RLB(A) = I a[lA(fl)I.fll .
i=1

4.2. The Algorithm Alloc

We obierve that when no fragment-to-node con-
straints &re present, the number of allocation
schemes ia (2M-1)3, where m ls the number of nodes
in the netvork and d is the number of data frag-
ments. Consaquently, solution to the optimization
problem by exhaustive search is infeaslble, even
for moderate size problem lnstances. We now pre-
sent a very efficlent algorithm for constructing
an optimal data allocat{on scheme.

The following 'differential" quantities are
central to the optimization algorithm.

Let f be any fragment, n any node, and
D'(n,S) = [1-D(n,S)]. Define

q .
TRM-Save(f,n) = [ \Freq(ok)'RSP.'D'[[(O )o(n}l*AMT(r, .£)
wall L | 3 k .

q 1
-C* L "Freq(0,)*RSP_*D{1(0.),{(n}]*AMT(u ,.f)
el k x " Yo £7,

RLB-Gain(c,f) » B(c,f)-B(c-1,t)

The optimal allocation algorithm is as fol-
lows.

Algorithm Alloc:
for each fragment f; do

(* Pre-process®)
for each node nj such that (fi.nj) is not for-
bidden do
Compute Vj: = TRM-Save(fi,nj) and place
(nJ,Vj) on list L

(* Every fragment has to be aullocatad to at
least one noda %)

Allocate a copy of fy to a nide nj with maximal
Vj value.

Remove from list L(ni.Vj)
c: w1l

Improve: = TRUE
vhile (Improve and (there remain nodes on L to
consider) do
Let ny a node on L with maximal Vj valuye
if [VJ#RLB-Gliu(C+1.f1)l)0
then allocate a copy of f§ to n
Remuve from list L(nj.Vj)
cs mcel

else Improva: = FALSE
end while
end for each fragment £

It hes been orcven that this algorithm i
guaranteed to find an optimal allocation scheme,
and au O(m * d * max{q,Log m)) time implementation
{s presented (m is the number of nodes in the net-~
work, d is the number of data fragments, and q is
the number of operations).®

4.3, Sensitivity Analysis

Once algorithm Alloc terminates with an opt’ -
mel allocation scheme, the analyst is placed In
an interactive szensitivity analysis mode. Frou
this mode, the analyst is prompted for modifica-
tions to the collection of forbidden fragment-to-
node assignments. The analyst can add one or
more forbidden pair constraints or he can delete



one or more existing forbidden pair constraints.
The algorithm will construct a new allocation
scheme that is optimal with respect to the new
collection of constraints, compare the cost of
this new optimal scheme with the cost of the old
scheme, and then give the analyst the opportunity
to repeat this process as often as desired. Thus,
the sensitivity analysis component is a very con-
venient tool for assessing the effects on system
cost of proposed data allocation constraints.

Following are high-level descriptions of the
algorithms for adding and deleting forbidden pair
constraints (f,n).

AddPair(f,n,c)

(* Add the forbidden pair constraint (f,n). A
is an optimal allocation scheme before the for-
bidden pair constraint (f,n) is added and A
allocates ¢ copies of fragment f£. %)

if (A allocates a copy of fragment f to node
n)
then
De-Allocate fragment f from node n

let m be a node with maximal
TRM-Save(f,.) value among those nodes
to which A does not allocate a copy of
fragment f and (f,n) is not a forbidden
pair

if ((c=l) or
[TRM-Save(f,m) + RLB-Gain(c,f) > 0]}
thea Allocate fragment f to node m
elge c: = c-~1

end if

end AddPair

DeletePair(f,n,c)

(* Remove the forbidden pair constraint (f,n).
A is an optimal allocation scheme before the
forbidden pair constraint (f,n) is relaxed and
A allocates ¢ copies of fragment f. *)

Let m be a node with minimal TRM-Save(f, °¢)
value among those nodes to which A allocates
a copy of fragment f

if (TRM-Save(f.,n) > 0] or [TRM-Save(f,n) »>
TRM-Save (f,m)]
then
Allocate fragmeant f to node n

if (TRM-Save(f,m) + RLB-Gain(c+l,f) ¢ O]
then De-allocate fragment f from
node m
alge c: = ¢+l

elgelif [TRM-Save(f,n) + RLB-Gain(c+l,f) > 0}
then Allocate fragment f to node n
c: = cel

end DeletePair

It has been demonstrated that each of these
algorithms can be implemented so that a call to
either requires only O(Log m) time to construct a
new allocation scheme, where m is the number of
nodes in the computer network.®

5. EXPERIMENTAL RESULTS

To illustrate the applicability of the model
and algorithm Alloc, we compared three system de—
signs with respect to a sample set of operations.

The system designs considered are as follows.

Fully Centralized: One central processor with
only memcryless terminals at each of 10 MBAs.

Distributed, Fully Replicated Data Allocation:
One central processor and a processor at each of
the 10 MBAs. The entire database is replicated
at each of the 1l nodes.

Digtributed, Optimal Data Allocation: One central
procesgor and a processor at each of the 10 MBAs.
The data allocation scheme is selected by algo-
rithm Alloec.

The sample application is modeled by a set of
106 different operations, partitioned into six
classes:

Class I: On-line device transaction entry and
validation, 10 per time unit.

Class II: Manual transaction entry and valida-
tion, 10 per time unit.

Clags III: Transport of an item from one MBA to
another, 10 per time unit.

Class IV:
time unit.

Class V:
time unit.

Inquiry on Book Inventory item, 5 per
Inquiry on Transaction History, 5 per

Class VI: Global analysis of Book Inventory and
Transaction History, 2 per time unit.

Results

Following is the cost summary of the three
designs considered.

Centralized System (only possible allocation)

Weighted Cost: 73,000,000
Retrieve Bytes per time unit: 260,000
Update Bytesa per time unit: 240,000
Reliability Measure: 0

Prob. of performante (avg.): .99

Prob. of performancey (worst.)t .98

Distributed System, Fully Replicated Database
Weighted Cost:

600,000,000
Retrieve Bytes per time unit: 0

Update Bytes per time unit: 2,400,000

Reliability Measure: 13,800

Prob. of pecformanse (avg.)! 1.0

Prob. of performance (min,): 1.0
Distributed Syatem, Optimal Allocation

Welighted Coust: 29,000,000

Retrieva Bytes per time unit: 150,000

Update Bytes pe: time unit: 40,000

Relianility Meauuret 4,000

Prob. ot performance (avg.)! .96

Frob. ot performance (worst.)t .98



The weighted cost and reliability measure are
computed using the cost formulae presented in
Section 4.1, Also displayed are the expected
number of bytes transmitted (for retrieval and
update) across the network per time unit and egti-
mates of the average and minimum probabilities of
being able to perform an operation at any given
moment in time (these values are computed assuming
a prc.essor failure probability of .05).

From these results, it is apparent that the
optimal allccation scheme for the distributed
system is significantly better than either of the
two other designs. It is difficult to translate
the number of bytes transmitted per time unit
directly into estimates of response time. The
bandwidth of a local area network such as DEC-NET
is highly dependent on the quantity and charac-
teristics of system traffic. Under light-to-
moderate saturation, a typical estimate of band-
width is 250,000 bytes per second. As the system
becomes more saturated, the bandwidth deteriorates
rapidly.

Consequently, for applications in which the
processing intensity reflects time units of one
second or less, only the optimal distributed de-
sign would seem to provide acceptable performance.
Note that this conclusion is valid even if this
intensity of processing is achieved only at peak
times of the day. On the other hand, for applica-
tions ia which the appropriate time unit is sev-
eral minutes or hours, any of the three designs
would seem to provide acceptable performance.

Current research on the Level-II evaluators
will allow more precise predications of system
regsponge time, taking into account network load,
routing algorithms, and parallel processing.

6. FUTURE WORK

Our research is continuing on two fronts, We
plan to use algorithm Alloc to help design actual
MC&LA systems, and we also shall continue to ad-
dress the Level-II optimization problem.

Our current approach to the Level-II optimiza-
tion problem is to develop a manageable apace of
global strategies for procesging the operation
templates against fixed networka and data alloca-
tion schemes. Once we agree on the atrategy
space, we will correlate each strategy with ex-
pected response times. Preliminary results indi-
cate that for the typlcal MC&A application, proc-
essing delay caused by queuing backlog is rela-
tively insignificant. This result i{s based cn

the assumption of a local area network with high-—
speed communication links and the assumption that
any CPU-intensive operation (e.g., sophisticated
analyses) can be given low priority. Therefore,
we should be able to calculate response times in
a fairly straightforward fashion. Expected re-
sponse times will then be used in conjunction with
the operation templates' evaluation vectors to
obtain an expectation of the overall system per-
formance provided by the candidate network under
study. Finally, greedy and branch-and-bound type
algorithms will be used to generate candidate
network topologies for evaluation.
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