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ABSTRACT

Modern approaches to nuclear materials safe-
guards have significantly incrcaaed the data proc-
cesing needs of safeguards information system6.
Implementing these approaches will require devel-
oping efficient, cost-effective designs. Guided
by database design research, we .?re developing a
design methodology for distributed nuterials con-
trol and accounting (MC&A) information ayatema.
The methodology considers four design parameters:
network topology, allocation of data to nodes,
high-level global processing strategy, and local
file structures to optimize system performance.
Characteristics of ayetem perfor=nce that are
optimized are response time for an operation,
timeliness of data, validity c)f data, and reli-
ability. The ultimate &oal of the research ia to
develop a comprehensive computerized deei&m tool
specifically tailored to the design of MC&A sys-
tems.

1. OVERVISW OF tlATERIA15 CONI’ROL AND ACCOUNTING
oK%A) swmm

Computerized capture of data used for matct-
riale accounting, analyaia of emfaguards inform-
ation, ●nd the preparation of reporte is becoming
routine throughout the safeguards cormnunity. ‘i’ha
informational requirement related to the snfe-
guarde objective is to keep timl~ly information on
the location and status of nuclear materiaia and
on the personnel with access to these materials.
This information can aid in ‘the detection of
unauthorized actiona resulting in the theft or
diversion of nuclear material and altarnativaly
provido poiitivti asrnurunce that nu theft or diver-
sion of nuclear material has occurred. Ae exist-
ing safeguards systems are ~xpnndod to meet th,
evolving safeguard requirement ●nd @e new eyo-
tems are developed, eisnlficankly increaeed de-
mands ●re placed on tho information ayetems. The
●afeguurda information systems ●re required to
handle increased quantities of dmta with increased
analyoie of safeguards {formation. 1 Ths !,ntegra-
tlon of phyeical security, matorlals control, a!,d
materiala accounting components of th saf-ti’~ards

..—
*l%ia work supported by thtl U.S. Department of
Energy, Office-of Safeg~rds ●nd Security.

system and the uae of information not tradition-
ally associated with safeguard activities, in-
cluding process control and health and safety
information, will place additional demanda on the
safeguard computer ayatema. 2 Increased awarenesa
of the inaider threat has placed additional re-
quirements on acceas control for the information
system and the separation of data access functions
acrosa safeguards boundaries. To implement the
emecgiug information-intensive integrated safe-
guards systems will require developing efficient,
cost-effective information systems that minimize
the impact on process operation. Dietributed-
procesaing hardware and software have the poten-
tial of greatly enhancing transaction-baaed sys-
tems, both from the safeguards und security effec-
tiveness perspective and from the perspective of
impact on proceea operations. 3 This paper slumIO-
rizea a methodology for perfortling distributed
databaee design optimization applied to materiala
control and accounting information systems.

2. A C~UTSRIZ~ DIWICNMBT’SODOLOGY: AN OVERVISU

The des~sn of ● distributed databace system
for an MC61A●pplication (or ●ny similar applica-
tion) requires careful consideration of several
design parameter, To focus on a apmcific appli-
cation of this methodology, we will aasume that
the basic unit for ●llocation cf data ia a mate-
rials balance area (MBA). The methodology can,
howevar, be applied to any distri.butad processing
system with well-defined traneactlons, Of primary
importance are tha following parameter.

1. Network Topolo~. That ie, how ehould the
computers and terminale be spread out Lhrough
the plant and how should they be intercon-
nected. Network topology lncludee the issue
of how much computing power ehould be placed
at each node of the network. For example, in
an extremely centralized demi~n, only termi-
nals arc placad at each MBA of the plant, and
each of thcm terminale is connected to a cen-
tral computer. In contrast, in ●n extremely
decentrallaed desisn, u collection of homoge-
neous computers are dtatributed to the MBAe
of thw plant with high.cpawi conxnunlcation
llnke ,:onnectinc them together, The deuign
proceea must find tha compromise between theme
extremeu that ia optimal for ● Civen collec-
tion of procoesins ●nd security requlr+mente,
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Allocation of Data to Nodes. Once a ne[work.—
topology is seletted, an important design de-
cision is how to allocate the data to the
nodes of the network. Extreme strategies in-
clude storing all the data at a single node
of the network, partitioning the data (without

replication) among the nodes of the network,
and dup” :ating all the data at each node of
the net.ork. The design process must find
the compromise between these extremes that ia
optimal for a given collection of processing
and data allocation requirements.

High-Level Global Processing StraceRy. This
includes how complex information processing
operations should be decomposed into smaller
operations, how update opetst{ons should be
batched, and how processing and data should
be routed through the network.

Local File Structures. Once design issues 1-3
have been settled, low-level file design mus:
be performed for each node of the network.
File design includes record definitions, rec-
ord cl~sterings, and file indexing.

Our methodology considers ●ach of these four
design parameter in an attempt to optimize system
performance. Specifically, the methodology opti-
mizes the following characteristics of system per-
formance.

Resportae Time For An Operation: The amount of
real time that elapses between the initiation and
completion of an operation.

Tlmelineas of Data: How much out of date the
~a~ is that an operation uses to perform its
task and produces as output, Note that some oper-
ations will be defined ao that the data they use
itlust. be completely current, implying that unproc-
essed updates will have to be appiled before these
operations can be run.

Vialidlty of Data: The error rate for the data—. . .—
that an operation uses to perform lts task and
produces IIS output. Invalid data could result
from poatlng a transaction that 1s not valid or
from faulty network communications,

Rel_l_iibllity:The probability that an operation
will be nble to run when r?queoted. This prob-
;\bllity is determlnud hy {’umputer und comn~nlca-
tlon link failure rates.

The ultimate goml of our research 1s to de-
velop a comprehensive, computorised design tool
apeclflcally tailorrrf to the design of MC6A sys-
temo. The key components of the design tool ln-
eludel

Flsxlble Rc~ulrements .Sp?.clflcatlon.— —. .. . -.—..- -- - The compu------
terised design tool must IJO applicable to the
detlgn UC MC&Anystomn in general, rather thmn to
the rfeslqn of n mlnRlo !lC&A rnystom, Consequently,
the details of the Information procmsslng tnnkt
and data ●llocation ronatr~lnls must b~ #lluwed

to vary for each system being desi~ned. As is
described in Section 3.1, our tool provides a
convenient framework for stating the requirements
of each specific MC&Aapplication under study.

Integrated Design Optimization. The methodology
addresses each of the four design parameters men-
tioned above.

Multi-Level Analytical Coat Evaluation and Optimi-
zation. At the heart of the design methodology
is an analytical model of coat. This model at-
tempta to predict how well e,.ch candidate design
will support the require~nts of the given MC6A
application. As is described in Section 3.2, the
cost madel has three evaluation levels:

The Level I evaluation which is used to com-
pare different data allocation schemes and to
compare, at a gross level,. different netw~rk
topologies.

The Level 11 evaluation which is used for a
detailed comparison of network topologies and
processing atrategles.

The Level III evaluation which is used to com-
pare local file deslgna.

The dealgn tool 1S being implemented so that these
evaluators can be applied collectively to optimize
an ●ntire MC&Asystem “from scratch” or independ-
●ntly to optimise any single component of an MC&A
system. In Section 4 we describe computerized
algorithm for optimizing ?lC6A systems with re-
spect to the Level I evaluation. We alao Indicata
curre~t research dlrectiona for optimizing ?lC&A
ayatemo with respect to the Level II evaluation.
Reference 4 describes computerized algorithms for
the Level 111 optimization.

Senaitlvity Analysis Components. The design tool
la being implemented ao aa to includa sensitivity
analysis components that help ●n analyat asses,
the effwcta on system performance of certain types
of data •llOC~LIOn conatrainta. For example, the
tool can bc uaad to compare, for a given set of
?lC6A processing requirements, the oEtimal system
design obcylng k apeclfled collection of data
allocation conklra!nts and th~ optlmel design pr)s-
slble if some of those cwnatraints wer~ relaxed,
Section L provldea the details.

3. DETAILS OF THE MI!’f’HOfMMOGY

The experience of many database rencnrrlinrs
showt that detailed mod61a of computer nutworkq
quickly becom~ too complex to be of practlrnl u+e.
Consequently, one of our major research tnnk~ was
to arrive ●t the proper level of abstrn~tlo~l fIJr
the model. We attwnpt to include in lh mI1del

only thoac details of thv raqulrementa or nn ti(’bA
nppl{cat{on and of a ●vrtem dealgn th~t .irv mo~t
cr{tlcal to the predlcatlnn of ~.erfurmnnre rh.lr-
nctartstlcs. We hellevn Llmt this nl,ntrn{’t!on Id
necessary, even At the expIAIIamof nl)mn lIrnVl*IllIl,

in ordmr LO produre a Ilafible deslRn Lnol,



.3.1 Requirement Specifications

We have attempted to keep manageable the
amount of detail present in the requirement speci-
fications that define an MC&A application. This
is r.ecessaryto address concerns for computational
tractability as well as concerns for what informa-
tion we realistically can expect to obtain from
the future users of the MC&A system under con-
struction.

The following collection of information re-
quirements is at a high-level of abstraction, yet
is sufficient for optimizing the def.gn with re-
spect to the Level I and Level II evaluators. We
note, however, that when we later perform local
file design optimization with respect to the
Level-I114evaluttor, more detailed input will be
required.

The requirement specifications consists of
four components.

Plant Description. This is simply the number of
MBAa in the plant. Each MBA will be referred to
as a node.

Data Fragments, These are the basic units of data
allocation; a data allocation scheme allocates
each of the specified data fragments to one or
more nodes of the computer network. We anticipate
that the collection of data fragments will differ
little between MC&A applications. An example of
a data fragment is “the collection of Book Inven-
tory records that pertain to inventory it?ms cur-
rently in MBA X,” The reader is referred to
Reference 5 for a good discussion on how to define
data fragments in the general context of distrib-
uted database design.

Forbidden Fragment-to-Site Asa~gnments. These
are the data allocation constraints for the sys-
tem. These conatralnts model attempts to limit
access to portions of the database to provide
increased protection against the insider threat.
Each constraint is of the form (DF, N) and speci-
fies that data fragment DF cannot be allocated to
node N.

Op9ration Templates, The operation... . . —.—. templates
characterize the in[arwt!on processing that must
be aupportad by the MC&Aapplication. Each opera-
tion template consists of the following compo-
ncnta.

FREQUENCY: The relattvs frequency with which
the operation (o performed.

IN1TIATION! The node from which the operation
1s initiated.

DATA; The data fragmenta requlrcd by the
operation.

PROCESSING: A quantitative description of the
intrnalty and type of procetning that must be
pertotmed.

For example, the following illustrates these four
components of the template for the hypothetical
operation “Transaction Entry and Simple Valida-
tion.”

INITIATION: MBA X

FREQUENCY: One operation per t time units

DATA:
Retrieve Only

Fragment:
Quantity:

Fragment:
Quantity:

Update
Fragment:

Quantity:

Book Inventory Data with (MBA = X)
50 bytes

Validation Data with (MBA = X)
100 bytes

Transaction History Data with
(MBA s x)
20 bytes

PROCESSING: Category I (low intensity)

Also part of an operation template ia an eval-
uation vector that specifies the criteria by which
we
is
Ok

are to evaluate how well a particular operation
performed. An evaluation vector for operation
is of the form

‘Rspk’’%’vlJk’RLBk’ ‘

where

RSP ia a function that epecifiea the value of fast
rasponac time.

RSpk(t) = v meana that response to Ok in t
units is worth v.

l’ML ia a function that specifies the value of
timely data,

~Lk(d) = v means that using data that is d
units out-of-date in performing ok is worth v.
Note: If ok must be performed with c!lrrent
data, define TMLk(d) w -= for d > 0. This
makea full timeliness an absolute conatrairt
fOr ok.

VLDk ia a eonmtant that apecifiea how dlaastrous
performing Ok with at least some invalid data
would be. VLDk typically will be negati~~e for
all Ok.

RLB ie ● function that specifies the criticality
of performance. RLBk(p) - v meane that being able
to perform Ok with probability p 18 worth v, Note
that this probability it determined by what data
fragments Ok needs to accese, where those data
fr~gmmtc ere allocated, and network failure prob-
abilities.

Observe that the framework of an evaluation
vector ●llows certain operatlone to evaluato well
under a design thet, for example, provides Rood
respon~o time, whereaa other operation ato {n-

dlfferent to this ayatem performance charactarls-
tlc. Thus, the framework allowa a synlqm design



to be evaluated with respect to the needs of ~ach
particular application.

The following is an evaluation vector for the
hypothetical operation “Transaction Entry and Sim-
ple Valb+ation” (the values chosen for the evalM-
iion functions are only illustrative):

RsP:

ML:

ILD:

[LB:

1.2.

RSP(t) = 100, for O < t f 5
RSP(t) = O, for 5 t t ~ 25
RSP(t) = -100, for t > 25

An RSP function such as uhis indicatea that
fast response time is very desirable and
response time >25 units is unacceptable.

TilL(0)= O
T?4L(d) = -~, for d > 0

A TF4L function such aa this indicatee that
all d,,’a used by the transaction must be
.nade current before the transaction can
execute.

-20

Such u value might indicate that using erro-
neoun book inventory valuea to construct
the transaction J.g certainly undesirable,
though not catastrophic.

RLP(p) = 100*p

An R’.Bfunction such as this (ndicates that
the reliability benefit increasea linearly
with the probability of performance.

Three Lavels of Evaluation and Optimixatlou

Our coet model 1s guided by widely accepted
esearch in database design demonstrating that
versll syetem performance is most directly lm-
acted Ly the following five factors:
1) mount of data and number of messagea trana-

mictad flom node to node,
2) mount of data and number of blocks trans-

ferred f:om disk to processor,
J) lntenslty of required proceaslng,
4) delay duo to lockout and network backlog,
5) processing power of each computer in Che net-

work.

Our mathematical model of these performance
actors in p~rtitloned Into three levels:

evel I: The Level I ●valuation iJ applied to a----- .
lven network topology and data Allocation scheme
ur tha network. The evaluation 1s ● simple func-
Ion of the anwunt ot data tran~miu~lon required
o proceaJ the set of operatlonn and of m simple
odel ok svatem teliabllity. Intuitively, when-
ver an operation that must read b bytes of data
ragmant f 1s lnltlated at ● node that deem not
retain ● copy of frngment f, b bytes oi fragment

must be tranamltted, Whenever AN np~ration O
pdataa t) bytaa of fr~dment i, b hytoa of data
~st be trnntirnltted to ear-h node (olller than O’r

initiation node) that containsia copy cf f. sys-
tem reliability 1s modeled by a simple estimate
of the probability that at least one node contain-
ing required data ia operational. Section & con-
tains the mathematical statement of the Level-I
evacuation and presents an optimization algorithm
for finding the data allocation scheme that mini-
mizee the Level-I evaluation for a given network.

Level II: Although a Level-I evaluation is suffi-
cient for comparing data allocation achemeb for
fixed netwnrk topologies, a more detailed meaaure
of system performance ia required to compare dif-
ferent topologies. These meaaurea, which are
baaed on the operation’ evaluation vectors and
processing times (including network delaya), yield
an expectation of system performance. Current
research ia attempting to correlale proceeding
strategies againet fixed network topologies with
proceaaing times and to develop algorithm for
constructing optimal, or near optimal, topol-
ogies.

Level III: The Level-III ●valution is used to
compare local file atructura schemes for each node
of the aeletted network. This evaluation ia baaed
on the number of clink accesses required to process
the operation at a 10CJ1 node. The evaluation
requires A more detailed specification of the
r~quirad operation than la supplied in the tem-
plates (e.g., what attributea must be retrieved,
what attributes ●r. qualified in ths retrieval).
Reference k praaenta ●lgorithm for optimally
structuring files with respect to the Level-111
evaluation.

Although theac evaluator can be applied in-
dependently to optimize the various components of
a design, our methodology integrates the evalua-
tor ●nd optimisation algo~ithma into a package
for performing ● comprehenaiva design. This inte-
gration ia extremely desirable because the dealgn
components ● re highly lnter:rlatad. Notice, for
example, that tha first step in evaluating a given
network tapology ia to find an optimal ●llocation
mchema for it, Only ●fter tha ~llocation scheme
has been selected can we pel-form a LQval-11 evalu-
●tion in which different procasalng etrategiea
are conaidertd ●nd network dalaya ● re accounted
for.

4. TUE LSVEL-I EVALUATOR AND AN OPTIMAL ALLOCA-
TION ALCORI~

The remainder of this paper focuses nn tha
data allocation problem.

4.1. Wthmtlcal Statamnt of th, hvel-I
Evaluator

Let A be an allocation scheme for a given
network topology. Th coat of A lo the difference

Cost(A) ● TRM(A)-RLB(A) .

The TRH componmnt of Coat ia the number of bytes
of data (per time unit) that must be transmitted



to process the operation against allocation
scherre A. The RLB component measures the reli-
ability provided by allocation scheme A (the
higher the RLB component the better). This quan-
tity is based on the probability that at leaat
one [lode containing required data ia operational.

The statement of the TRM component of the
cost Function uaea the following notation.

A(fi) - set of nodes to which allocation
sche~ A allocates a copy of fi

D(n,S) = O if nES; 1 if n6!S
I(O;C) - the node from which operation Ok

ia initiated
rk ‘- the retrieve portion of operation Ok

- the update portion of operation Ok
~(rk,fi) - number of bytee of fi required

by rk
~(llk,fi) - number of bytea of f~ updated

by Uk

c- ii constant that acalee the difference
butween retrieval and update coata

TM(A) ia defined ae

Th~ RLB amponent of the cost function is
based on the following quantity introduced in
Ref. 5.

B(c,fi) = (1-2 l-c)*Di .

B(c,fl) 111 an estimator of the reliability value
uf allocating c copies of fra,gment fi. Di is
meant to reflect the value of having fraament f
alwaya awlilable. Fcr example, D1
rived from the RLB components of
templataa aa

Di ■ z RLBk .
Ok retrieve- fi

~ould ‘ba de-
the operation

The reliability value of allocation scheme A ia
then defined as

RLB(A) ■ g B[lA(fi)l,fi] .
i-l

4.2. The Algorithm Altoc

We obllerve that when no frmgment-to-node con-
straints Ire present, the number of allocation
achemea la (Zm-l)d, where m la the number Of nadee
in the natrork and d 1s th~ number of data frag-
mente. Consaquontly, ~olution to the optimization
problom by exhaustive search is Lnfeaslble, wan
for rnodaral:a also problem inatancea. We now pre-
sant ● very efficient algori~.hm for constructing

●n opthul data allocation scheme.

The following “differential” quantifies are
central to the optimization algorithm.

Let f be any fragment, n any node. and
D’(n,S) = [1-D(n,Sj]. D~flne

‘1.
TLY-Sava(f, n) - s ,Freq(Ok)*RSPk* D”[I(Ok), (n}]* M?’(rk, f

il=l~

RLB-Caln(c,

The
10WO.

for each

-C* ; Freq(Ok)*RSPk*DI I(Ok), (n}]* AMT(~ f): .
k=l

) ■ B(c, f)-B(c-l, C) .

optimal allocation algorithm ia aa fol-

Algoritbm Allot:

fragment fi do

(* Pre-process*)
for ●ach node n

bidden do
j such that (fi,nj) ia not for-

Compute Vj: = TRM-Save(fi,nj) and place
(nj,Vj) on list L

(* Every fragment haa to be dlocatad to at
leaet one noda ●)
Allocate a copy of fi to ● n’tde nj with maximal
Vj value.

Remove from list L(ni,Vj)
C:ml

Improve: = TRUE
while (Improve ad (there remain nodes on L to
consider) do

Let nj a node on L with maximal Vj value
lf [Vj+RLB-Gaiu(C+l,fi)]>O

then allocate a copy of fi to nj
Remwe from list L(nj,Vj)
C$ ■ C+l

eltc Improva: ■ FALSE

end whila

end for ●ach fragment fl

It h~,a baan prcven that thiti algorithm ib
guaranteed to find an optimal ●llocation ocheme,
and au O(m * d * max{q,Log m}) time implementation
1s praaented (m lo the number of nods in the net-
work, d ia the number of data fragrrrente, and q 1s
the number of operationa).o

4.3. Sensitivity Analysia

Once ●lgorithm Allot termlnatea with ●n opt”-
mel ●llocation scheme, the analyet is placed in
an interactive cenaitlvity analysis mode. From
this nmde, the analyat 1s prompted for modifica-
tions to the collection of f,)rbldden fragment-to-
node aaal~runents. Tha analyst can add one or
more forbidden pair constraints or he can delete



one or more existing forbidden pair constraints.
The algorithm will construct a new allocation
scheme that is optimal with respect to the new
collection of constraints, compare the cost of
this new optimal scheme with the coat of the old
schema, and then give the analyst the opportunity
to repeat this process as often as desired. Thus,
the sensitivity analysis component is a very con-
venient tool for assessing the effects on system
cost of proposed data allocation constraints.

Following are high-level descriptions of the
algorithms for adding and deleting forbidden pair
constraints (f,n).

AddPair(f,n,c)
(* Add the forbidden pair constraint (f,n). A
is an optimal allocation,scheme before the for-
bidden pair constraint (f,n) is added and A
allocates c copies of fragment f. *)

if (A allocates a copy of fragment f to node
n)

then
De-Allocate fragment f from node n

Let m be a node with maximl
TRM-Save(f, .) value among those nodes
to which A does not allocate a copy of
fragment f and (f,n) is not a forbidden
pair

if {(c=l) or
[TRM-Save(f,m) +RLB-Gain(c,f) > O]}

the~ Allocate fragment f to node m
elso c: = c-1

end if

end AddPair

DeletePair(f,n,c)
(* Remove the forbidden pair constraint (f,n).
A is an optimal allocation scheme before the
forbidden pafr constraint (f,n) is relaxed and
A allocates c copies of fra~ment f. *)

Let m be a node with minimal TRM-Save(f, ●)
value among those nodes to which A allocates
a copy of fragment f

if [TRM-Save(f,n) > O] or [TRM-Save(f,n) >
TRM-Save(f,m)]

then
Allocate fragmsnt f to node n

if [TRM-SAVe(f,m) + RLB-Cain(c+l,f) < 01
then De-allocate fragment f from
node m
else c: = c+l

elself [TRM-Zave(f,n) + RLB-Gain(c+l,f) > 01
then Allocate fragment f to node n

c: = C+l

end DeletePair

It has been demonstrated that each of these
algorithms can be implemented so that a call to
either requires only O(Log m) time to construct a
new allocation scheme, where m ia the number of
nodes in the computer network.b

5. P2CPERIIWN’TALRSSULTS

To illustrate the applicability of the model
and algorithm Allot, we compared three system de-
signs with respect to a sample set of operations.

The system designs considered are as follows.

Fully Centralized: One central processor with
only memoryless Lerminals at each of 10 MBAs.

Distributed, FullY Replicated Data Allocation:
One central processor and a processor at each of
the 10 MBAa. The entire database is replicated
at each of the 11 nodes.

Distributedl Optimal Data Allocation: One central
processor and a processor at each of the 10 MBAs.
The data allocation scheme is selected by alzo-
rithm Allot.

The sample application
106 different operations,
classes:

.-

is modeled by a set of
partitioned into six

Class I: On-1ine device transaction entry and
validation, 10 per time unit.

Class II: Manual transaction entry and valida-
tion, 10 per time unit.

Class III: Transport of an item from one MBA to
another, 10 per time unit.

Class IV: Inquiry on Book Inventory item, 5 per
time unit.

CJ.ass V: Inquiry on Transaction History, 5 per
time unit.

Class VI: Global analysis of Book Inventory and
Transaction History, 2 per time unit.

Iteaul ta

Following ia the cost summary of the three
designs considered.

Cwrtrali#ad Syotom(only po~slb
Wti#htad CO#C~

Rctricvc Bytoc p~r time untt!

Updata Ilytaa p~r the unit!
Rallabillty HOMU~Ol

Prob. of porfornian?c (*vs.)!
Prob. of pcrformmrcu (worst. )

t ●llocation)
73,000,000
260,000
240,000
0
.95
.95

Distributed Sy6tam, fully Ropllcatcd Databaso
Waithtad Co#t!
Rctriav@ Bytt# par timo unltt
Updato Bytca p-r timm unit:
Roliabillty F!oacurc!
Prob.of porformarwo (avs, )I
Prob. of porformanco (rein, )t

600,000,000
0
2,1100,000
13, s00
1,0
1,0

29,000,000
150,01.N
80,000
4,000
.96
, 9s



The weighted cost and reliability measure are
computed using the cost formulae presented in

Section 4.1. Also displayed are the expected
number of bytes transmitted (for retrieval and
update) across the network per time unit and esti-
mates of the average and minimum probabilities of
being able to perform an operation at any given
moment in time (these values are computed assuming
a prc:essor failure probability of .05).

From these results, it is apparent that the
optimal allocation scheme for the distributed
system is signif?.cantlybetter than either of the
two other designs. It is difficult to tranalate
the nwber of bytes transmitted per time unit
directly into estimates of response time. The
bandwidth of a local area network such as DEC-NET
is highly dependent on the quantity and charac-
teristics of system traffic. Under light-to-
moderate saturation, a typical estimate of band-
width ia 250,000 bytes per second. AS the system
becomes more saturated, the bandwidth deteriorates
rapidly.

Consequently, for applications in which the
processing intensity reflects time units of one
second or less, only the optimal distributed de-
sign would seem to provide acceptable performance.
Note that this conclusion is valid even if this
intensity of processing is achieved only at peak
times of the day. On the other hand, for applica-
tions in which the appropriate time unit is sev-
eral minutes or hours, any of the three designs
would seem to provide acceptable performance.

Current research on the Level-II evaluators
will allow more precise predications of system
response time, taking into account network load,
routing algorithms, and parallel processing.

6. FUTUREWORK

Our research is continuing on two fronts. We
plan to use algorithm A11OC to help design actual
MC&Asystems, a,ld we also shall continue to ad-
dress the Level-II optimization problem.

Our current approach to the Level-II optimiza-
tion problem is to develop a manageable space of
global strategies for processing the operation
templatea against fixed networks and data alloca-
tion schemes. Once we agree on the strategy
space, we will correlate each strategy with ex-
pected response times. Preliminary results indi-

cate that for th~ typical MC&A application, proc-
essing delay caused by queuing backlog is rela-
tively insignificant. This result is based on

the assumption of a local area network with high-
speed cormnunication links and the assumption that
any CPU-inteneive operation (e.g., sophisticated
analyses) can be given low priority. Therefore,
we should be able to calculate response times in
a fairly straightforward fashion. Expected re-
sponse times will then be used in corljunction with
the operation templates’ evaluation vectors to
obtain an expectation of the overall system per-
formance provided by the candidate network under
study. Finally, greedy and branch-and-bound type
algorithms will be used to generate candidate
network topologies for evaluation.
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