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INTERNATIONAL ATOMIC ENERGY AGENCY SAFEGUARDS

R. Avenhaus and J. Markin

INTRODUCTION

The Internaticnal Atomic Energy Agency (IABA) is unique among inter-
national organizations in s use of on-site inspections to verify that
States are in compliance with the terms of a negotiated agreement. These
inspections are appl!led In 52 countries at nearly 500 facilitles to assure
that uses of nuclear materials and facilities are limited to peaceful pur-
poses. The legal basis for the inspections is agreements between the TIAEA
and the State, concluded in the framework of the Nuclear Nonproliferatioun
Treaty, for full scope safeguards on all nuclear materials. In addition.
other more limited agreements for safeguards on a portion of a State's
nuclear raterial are also concluded with States not party to the Treaty.
In either case, the 10le of the IAERA 1s to verify compliance with the
terms of these agreements by auditing facility operating records and re-
ports submitted to the IAEA by the State; by independent measurement of
nuclear materials by IARA inspectors; and by emplacement of survelllance
devices to monitor facility operationz in the inspector's absence.

Although IAEA safeguards are applied only to praceful nuclear octiv-
ities and do not attempt to control or reduce the numbers of nuclear
weapons, there are aspects of the IABA methods and technology that may be
applicable to treaty verification for arms control. Among these aspects
are (1) the form of the IAEA's agreemen's with States, (2) the IABA
approach to inspection planning, and (3) the Instrumentation employed by
the IABA for monit~oring facllity activities and _or measuring nuclear

material.

General Agreements

General agreements between the IABA and a State describe in broad
terms the ob'igations and privileges of the two parties with respect to
implementation of safeguards. The general agreements are approved by the
State's parliament and the IABA Board of Govarnors.



Under agreements drawn up in accordance with IAPA document Information
Circular 66, materials, eyuipment, and facillitles may be subject to safe-
quards to assure they are not used for a military purpose. 1In these cases,
IAEA activities are applied only to specific items placed under safeguards.
In contiast, agreements under IARA document Information Circular 153 empha-
size that safeguards 1s on nuclear material, and the scope encompasses all
nuclear material used by the State in its peaceful activities.

Noncompliance with :he terms of the agreements would be reported
through the IABA Board of Governors to the United Nations Security Council.
Because the IAEBA has no power to enforce compliance, it must rely »n the
political and economic sanctions that might be applied by other States in
response to evidence of a viclation of agreements with: the IARA.

Facility Attachments

For each facllity under safequards, the IAERA and the State neqotiate a
Faclility Attachment describing the inspection activities permitted and the
States obligations for cooperation. A typlcal facility attachment ircludes
(1) facility design and process operating descriptions, (2) safegquards
measures that the IAEA is permitted to apply at the facility, (3) records
of facility operations to be maintained by the operator, (4) a description
of the State's System of Accounting to be maintained by the State, and (5)
materials accounting reports to be submitted by the State to the IARA.

IAEA inspection procedures applied under these agreements include ex-
amination of faclility records and State reports for completeness, correct-
ness, and consistency; measurement of materials to confirm ths' the amounts
are consistent with those declared by the State: 3nd the use of containment
and surveillance to confirm in the inspector's abmence that naterial
amounts remailn unchanged and that there are no undeclared novements of

macerial.
INSPECTION GOALS
The general IAEA objective of the timely detectilon of the divarsion of

a significant quratity of material from peaceful purposes is quantified in
the inppection go4ls that specify (1) a significant quantity as the amount



of speclal nuclear material required for manufacture of a nuclear device
(for example., 8 kg Pu, 2% kg of contained 0235 in uranium enriched to

>20%, and 75 kg of contained U235 in uranium enriched to <20%); (2) the
detecticn time, estimated as the time for conversion of the material to a
weapon (1 month for direct urfe material suchh 1s plutonium or highly en-
riched uranium, 3 months for direct use matcrial in irradiated fuel, and

1 year for indirect use material such as lowenriched uranium); and (3) a
probabllity of 0.9 to 0.95 for detecting the loss of a significant quantity
of material within the detection time reriod.

In practice, these idealized goals are not strictly adhered to but mav
be modified according to the size of the facility inventory and throughput,
the material type, whether the material is in item or bulk form. and the
measurement uncertainty of the methods available to the IABA for verifying

material amounts.
SAFEGUARDS APPROACH

A safeguards approach is a coordinated system of inspection activities
conslisting of materlals accounting and ~ontainment/surveiliance methods,
which are designed to confirm a State's compliance with safeguards agree-
ments. Factors considered in developing the approach are the inspection
goals; design characteristics of the facility to be inspected; terms of
the safeqguards agreements with the State: affiesctiveness of the Stare's
System of Accounting:; technical limitations of the IARA measurement and
surveil lance tecnnology; inspection manpower available to the IAEA: and
technically credible ucernarios for nilzuse of (fecility matarials or equip-
ment. |

Although IABA safeguards are applied in a collaborative spirit with
the State cooperating in the implementation of inspections. the development
of the safeguards approach is advermarial in its assumption that violations
of safequards agreements may occur. This assumption is assential in plan-
ning safequards activities to assure other States that IAEA safeguards
conclusions arc valid.

For each facllity type, IARR systems stuilies have identified potential
scenarlos for undeclared removal of materiai from a facility or from its

assigned location in the facility, undeclared iniroduction of material



into a facility, and undeclared modification of materlal. These scenarios
are specified in terms of the material types and amounts, pnysical paths
for movement of the materiai, methods for modification of the material,
and methods for concealing evidence of treaty violations.

The Safequards Approach is designed to detect anomalies in facility
operations that would be created by the postulated scerarlos. Facets of
an approach are identification of key points within a facility for appli-
catlon of safequards measures:; a set of inspection activities that includes
examinations of facility records and State reports; varification of mate-
rial inventories and transfers, and containment/surveillance measures: and

the frequency and intensity of applying these activities.
VERIFICATION METHODS

Wwithin the facilities inspectad by the IABA, which include light-water
reactors (LWRs), research reactors, CANDU reactors, conversion/fabrication
facilities, and reprocessing fscilities, safequarded material containing
uranium and plutonium appeairs in a variety of forms. 2mong these forms
are uranium and plutonium oxides in pellets, fuel rods, and fresh and
irradiated fuel assemblies: UF6 in cylinders; and nitrate solutions of
uranium and plutonium in process vessels. These materials are indepe. d-
ently verified by IABA inspectors through analysis of samples sent to an
analytical laboratory or through in-situ measurements with nondestructive
assay (NOA) techniques.

The IAEA maintains & laboratory where about 2000 samples per yrar are
analyzed by destructive analytical methods to determine the chemi.al con-
centration and isotopic composition of uranium and plutonium. T™his labo-
ratory is equlpped for wet chemical ainalysis, mass spectrometcic analysis,
radiometric measurements, and emission spectrography.

The laboratory facllity for analysis of material samples from inspected
facilitles is complemented by an IAEA capability for in-situ ncndestructive
analysis of nuclear material. Development of these NDA technigues was
motivated in part by difficulties in shipping mamples of radioac' lve mate-
rial and in destroying the integrity of valuable items such as fucl assem-

blies to obtain sampler.



Applications of nondestructive assay instruments to measure the total
amounts of uranium and plutonium or their isotoplc composition are basad
on the unique characteristics of the= radiations emitted by these materlals.
NDA devices may be charactevized as passive methods based on the detection
of radiaticn emitted by the materlal itself without external stimulation:
and active methods based on the irradlation of the material with neutrons
or photons to induce atomic or nuclear reactions and subsequent measurement
of these induced radiations. 1In elther case, these devices measure the
intensity of gamma rays at specific energles, total neutrons, or coincident
neutrons from fissions.

Among the measuremeints routinely performed by IARA inspectors with NDA
instruments are determinations of the enrichment of uranium in pellets,
rods, and fuel assemblies; concentratlon of plutonium and uranium in
nitrate solutions; 235U enrichment of UF6 in cylinders; and total plu-
tonium in oxide and metal forms.

Examples of the portable NDA devices developed specifically rfor IAEBA
use at faciliities are a multichannel analyzar, which displays gamma-ray
spectra from sodium ilodide or germanium detectors for determining 2350
enrichment, total uranium and plutonium isotoplic composition., and a neutron
coincidence counter with 5He neutron detectors for determining 235U and

8U content in LWR fuel assemblies and plutonium content in oxides. Other
more qualitative methods are the gross determination that a fuel assembly
has been irradiated using Cerenkov glow night vision devices, and correla-
tions between operaiors declarations of spent fuel burnup and cooling time

with gross gamma and neutron measurements using ion and filssion chambers.
CONTAINMENT/SURVEILLANCE

Because continucus presence of inspectors at a safeguarded facility
may not be practical, contalinment/survelllance measures were daveloped for
assuring, in the inspector'n absence, that materials previously measured
temain intact. that there are no undeclared movements of material, and that
there 15 no tampering with inspector uquipmert remaining at the facllity.

For example, a seal applied to a container ensures that the material has



remained unchanged since the seal was applied, and devices for recording
optical images can provide evidence of undeclared movements of fuel assem-
blles in a spent fuel pond.

The IAEA currently 2mploys about 9000 Type-E metallic seals each year.
These are applied to material containers such as UF6 cylinders, contain-
ment penctrations such as reactor shields, and tamper indicating enclosures
for Agency equipment such as film cameras. Because the identity and integ-
rity of these seals must be determined by detaching and returning to IAEA
heardlquarters for examination, other seals that are verifiable in-situ are
under development.

Survelillance devices are primarily applied to detect undeclared mate-
rial movements in the spent fuel storage areas of reactors and reprocescing
plants. These devices are film cameras with automatic timers, a tamper-
resistant sealable enclosure, and battery power; closed circuit television
(CCTV) systems are employed when continuous monitoring is required and
when high radiation flelds preclude the use of film. Surveillance film is
reviewed at IAEA headquarters and CCTV may be reviewed in-situ or at head-
quarters.

Other survelillance devices in use by inspectors include radiation
dosimeters to detect the passage of irradiated fuel, reactor power monitors
to measure the power levei from a reactor, and spent fue] bundle counters
to monitor the flow of fuel bundles from a CANDU reactor to the spent fuel

areea.

TECHNOLOGY APPLICATIONS

Because the IAFR must account for large numbers of item and bulk quan-
tities of nuclear material based on impreclse measurements of these quan-
tities, it has developed procedures for making decisions with information
containing statiatical uncertaintins. These procedures include methods
for determining sample sizes and for setting decision thresholds on meas-
ured quantities so that anomalies in the L)bserved population are delected
with a specifled probabllity. For arms control purposes, these methods
could be applied to discriminate betwean members of the pame weapons system
having different performance characteristics, where these characteristics

are imperfactly observed.



Verificatlion of arms control agreements to reduce or ban the production
of plutonium or highly enriched uranium could be supported by a full range
of inspection procedures and technologles of the type empluyed by the IARA.
System analysis studles modeled on those that the IAEA uses to develop
safequards approaches could determine the inspection actlvities for detect-
ing significant departures from agreed limits on production levels. Non-
destructive assay measurements and contailnment/surveillance devices could
provide a technical basis for verifying the correctness of a State's de-
clared production of plutonium or highly enriched uranium.

Technology employed by the IAERA ,cr nondestructive assay of nuclear
materlal may also be applicable to monitoring of agreements that limit
deployed nuclear warh-ads. Among the potential uses of this technology
are distinguishing vetween nuclear and non-nuclear warheads on missiles,
or monitoring for presence of nuclear weapons in nuclear-free zones. Pur-
ther, tamper-protected containment/surveillance devices may be applied for

monitoring weapons production and final assembly points.



