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score can alss be nuted and he required to differ
from the highest acore hy a given asmounr (alno
selectable). This we refer to an a confidence
level.

I11. HARDWARE DESCRIPTION

Hardwvare was chosen that was commerciallv
available, easy to use, low cost, and compact.
A small asmount of computing power is needed,
vhich can be supplied by a microprocessor. If
voice is added to an existing avstem, the exiat-
ing computer can serve as host with very little
ovarhead. The same set of voice hardware and
host computer was used for both systema. For
voice recognition we are using an Interstate
Electronics VARM-102 with an R$-232C gerial inter-
face. The recognition vocabulary is 100 words.
The microphone is a head-worn, close-talking,
noise cenceling fhure model SM-10. The voice
responne function {8 provided hy twe circuit
poards from the Teman Instruments TMSQQ0 micre-
pracessor line: a /104 Speech Madule and a /10)
CPI! Maodule. The Speech Madule han a fined 177-
vord vecahulary. CPU npoftware to drive rhe
Sneech Module is written in ansemhlv languase and
contained in EPROM. Commurications ar - throurh
an R§=242C nerial interfate. The hoat enmputer
in a Digital Equipment 187-11/2 microprocessnr
with dual floppv diak, Mort of the noftvare van
written in FORTRAN., Arvnchrenous device drivers
vere written in assemhlv lanpuare.

IV. VOICE-CONTROLLED INSTRUMFNT

“he first aprtication (s A voice-controlled
inst .ment. A hlock diagram in shown in Fip. 1.
At instrument turn=on, the operator if requeste.l,
‘v the voice avnthesirer, to enter hin nperator
D number. The ID is spoken ar & atring of ino=
lated digita. If a dipit in not recognized, the
operator in informed of the failure bath on a
terminal and hv the voice avnihesizer., 1f all
the divite are recogniced, but the 10 mmber in
invalid, rhe operator is netified in the asame
manner. Acceptance of a valid ID activates the
inntrument. At the completion of the instrument
task, a voice response alerts the aperater.

Bome earilv added extensions te the voice
coatrolled instrument avetem were considered hut
not jinplemented. Included in these entenrions
ure 1) a multiple=user enviromment in which the
user's veice templaten are 1oaied inte the pec-
opnition madule upen hia aceeptance ar a valid
user and (2) an ennanded + wmand )ist tn allow
several additisnal instrument operatiens auch an
calihrate, analvee, etc. Fach aperation in ini=
tiated hv a apnhen command.

The recomrnition voiabulary can he partie
tioned an that onlv & portion would b active at
any gmiven time. Initially, enlv the dinte
needed tn enter operator 1D wvould he active.
Upon acceptance of the 1D, commands for the var-
fous inatrument functions wauld he active. Theae
could be CALIBRATE, ABSAY, MEASUREMENT CONTROL,
DIAGNOSTIC, HELP, and LM;, for ensmple. If ABRAY
vere spoken, chen a vocabularv consisting of the
digits, DACKGROIND, RINGLE PASGE, and MULTIPLF
PABB would be enabled. Such a rtrateay alonmp
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Fip. 1« Vvice=controlled inatrument
block diagram.

with careful vovshularv gselertions and prejer
threshnld setting can provide good word diecy)==
ination, few rejections of valid worde, and al-
moat never a misrecognition. The partitinrurs
scheme dencribed ahnve alec allowr the pame wars
tn have tuo different mearinga., Frr exarpl |
under DIAGNOSTIC the word TERMINAD would jinitiat,
a diapnoatic ~f the avatem terminal, Usder LN7,
TURMINAL would direct the output of the aevare=
1ne to the svater terminal. Howsver, the wnr!
TERMINAL would have to apnear af twn acpajate
vocahularv itema.

Uur experience with the voice actuated-in-
strement control system over a period of three
montha with twe validated users i1n the lahora-
tory, indicated that the svetem was verv reliable
and vificient, Btatistics were not collected on
grtalled operation. Outright rejection of valid
words remained acceptable (less than ] ocut ot &/,
and misrecognition was never & problem. hketrain-
ing was performed ovce. Th. instrumint already
contained an LBI-11/2 microprucespor with dual
tloppy dasn, which was used as the hort computer.
For wultiple users, templates can bde earily
stored on diam. This techniqie was not used on
the instrument bul would be 1dentical te¢ the
method used In the system to be dercribed nent.

V. ACCESS CONTROL, BYSBTEM

The gsecond application in depioned te il-
luatrate voice accesn control techniouer, Each
user producen a set of voice templates uting the
same aet of utterancex for all users. Oripi-
nally, the avatem quiescent state van tn contain
a8 template nf the same utterance from all users.
Upon speaking that utterance, the aneaker wonld
he identified and his vocabulerv downloaded from
disk. Upen eompletinn of verification the qui-
encent vocahulary would he reatored, While thin



method has meiit and mav he desired in mome ap-
plications, the problem of getting an invalid
user past the quiescent gtate made data collec-
tion slow ano difficult. Therefore, that scheme
wvas replaced with typing in an ID number, unique
to the user, on & terminal. Thia actian :imu-
lates a badge r.ader or other ijdentification
means., The voice then verifieas the identity, for
example, to prevent uase of a stolen or forged
badge.

Acceptance of the ID loads the user tem-
plates from disk to the recognition unit. 1This
loading process takes 2 to ) seconds. The user'n
vocabularv consists of 16 words that wvere se-
lected from those available on the voice avnthe-
sizer and such that the vowel sounds would be
distinct, It is in the vowel pounds that the
differencen in speech between individuala is most
prominent. The word list im piven in Table 1.
One of the vocahularv items is randomlv selected,
and the user is prompted via the voice avathe-
sizer to apeak the word. On an entrv trv, the
user must have three vocahulary ‘temn reccopnized
to gain accean, Nonrecognition of four vecabu-
larv itemn results {n denial of access. The
technique in i)lumntrated bv mavement ir a 3 hyv 4
unit arace with ahsorbing boundarien an ghown in
Fie. 2. A right or up unit mavemsnt occurs at
each node ar the reault of » word recognition
attempt, The abiect in tn reach the right aide
(acceptance) hefere reaching the top (refection.)
Thus the user in prompted to apeak from 3 tn A
vocahulary items. Three recognitiona with N tn
3 nonrecognitions grant access and four nonrec-
ognitionn with 0 to 2 recognitions denv accesn.
This process takes from 3 te 7 seconde, depending
on the number of recognitions and the urer reac-
tion time. The umer is not .nformed of the re-
sulte of anv individual vocabularv item., MHe i{r
informed via the voice svnthesizer of the overall
result. CGranting accean means performing anv
task within the capahilitien af the host computer
and {ts peripheraln. The access information
could he used in nther wave auch gn perscnne)
inventaiv  if emress were also contrnlled.
Slightlv over | kilobvte of storase is required
for each unser'as temnlates. Thun, the numher of
users dependa an the storape space availahle for
templaten.

TARLE 1

VOCARULARY FOR VOICF VERTFICATION

Werd B, \'tterance Ward No. U'tternace

0 CAlY. L] OFF

1 HERTZ Y POINT

2 HICH Iy POUND

3 HUNDRED 11 TOOL

& MOVE 12 RETMCAT
b) MANUAL 13 BTART
6 MEGA 14 WAIT

7 NORTH 1% ZERO

REJECTED

(¥7]

ACCEPTED

WORD NOT RECOGNIZED
N

0 1 2 3
WORD RECOGNIZED

Fig. *, U'ser accentance model,

In a apeaker verification avatem thareo
are tvo tvpee of errore of inrereat: Tvpe 1, -e-
fecting a valid apeaker, and Tvne 11, accepting
an invalid apeaker. There ir aome tradenf{ he-
tween the tvper of errara, Tt i poppible te
chanee avatem parametert dvnamicallyv t- halance
errore {or the particular current task.

V1. RESI'LTS OF ACCESS CONTROL SYSTEM

The prototvpe acress control avstem =
atill under development and evaluatinn. It s
heing used to evaluate srratepien, vocabularien,
and equipment. One confipuration war relected
for entensive teating and data collection, Thie
confiruration is shown in Fir. 1 usine the vo-
cabularv of Table 1, Accesar occurp upen 1 rec-
ogniticnan hefore L rejectinne nr denial uren &
rejectinnn hefore ) recosnitiona. The accentance
threarhnld wan aet at 117 with a perfec: matech
heinp 12A, a confidence leveal preater rthan 1N,
and a check of recapnired word versus prampted
word., Seven valid usere (A male ard 1 femple)
trained the avatem, ij.e., nraduced vocabulary
templaten, Sixteen different individuale, N
maler and \ femalen, were uned as {mpastars trve
ing to pain accend throurh the umpe of a valid 1D,
The .'ata are presented in Tahle. 11, The impoe-
ter auccean rote wan ?2,A?, Refinementa te the
avaten can reduce thin rate hy an nrder af map-
nitude. Aa shown in Table 111, 1IN af the 2%
succern:p hy impantora involved the repeat of a
high=prohahility word., 1f the osnftuare were
modified to eliminate vepeata on anv piven trin',
success rate would drop to 1.7Y

Jusiynin ot the data on a word: hv=unrd
hasia shows rhere improvements in vacahularv
selection can he wmade. Recngnition pucecens for
each individual word is tabulated in Table 1V,
in order of increasing recopnition success. Data
in Table II1 shuw that only tuo or three certain
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TARLE 11

IMPOSTOR SICCFSS (FYPRRIMENTALD D
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TABLE TIT

WORNS RFCOCNTZFD IN IMPOSTOR SUFFESSFS

Amainst

Imponter Valid

Numher U'ner No. Words Recopnizer
9 & CALL, WFRT?, WERT™
11 2 HICH, CALL, STaR]
11 ? TOGL, START, RITFa
11 2 MANUAL, Ti, ZFen
11 2 REPEAT, HEET™, Toi
12 2 HUNDRED, 7FR.), WERT?
12 2 ZERO, HUNDRED, CAll
12 ? CALL, NORTH, WFGa
1? 3 MECA, ZERD, “FrA
12 8 START, REPFAT, RFPIAT
1?2 ? HU'NDRED, NICMW, 2FR:-
2 7 MANUAL , WFRTT, HUNLgE D
12 7 START, RFPFAT, p'uner®
14 ? MFGA, START, 7IR0
1= 1 CALY , CALL, WIPY!
? 4 HICH, PFRC, WALY
1 1 HFRT?, REPFAY, RTPIaA”
1 il HFRT?, RFPFAT, RFIFAY
8 L] POINT, WFRET? WFRTT
? oy HFRT?, WIMPrL - iT
q ? 7¥R(, WFRT? |, pruT?
R 1 MFrA, “InA, RFPIAY
L] ? BI'NDPFN | REPEAT  WFLYD
L} ? RFPFLAY, PIPFAT, wMrhipph
] H MOVE | PFRN, RFRPL
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vorde lad & liigh protability of bteing recognized
in each individual case, diffe¢rent words for
éifferent pairings of impustor versus valid user.
The bar graph of Fig. & shows the number of tines
a vocabulaiy word was involved in an iupostor
success. Revision of the vocabulary will result
in further izprovement. In cvery case an iapos-
tor gained access, one or mor¢ of the four high-
est-protatility words was recognized. Thus, e-
liainating these four words should d-astically
Teduce the {mposLor success rate.

To esiipate impostor-success probability
as a function of indivicual word-recogrition
protability, & theorciical study is uncerva) and
a Munte Carlo computer simulation is buing de-
signed. 1n the xeantice, sone qualitative re-
sults can by obtuined by naking scveras simpli-
fying assucptions and treating the process as a
stochiastic process. The moucl oitfers tree the
expericintal wetd hecause wora recopnition s a
detereinistic procecn, and the resulis are binary
cvents:  The study §f uscful, however, for pro-
viding insight int¢ pussitble impruvements.

It le assuced that all 16 words have an
¢Gual procability, p, of buing recognized. Re-
quiring 3 recognitions betore & failures g:ves
2 possible sequences: 1 sequence of 3 words, 1
svguences ol & woras, 6 sequences of 5 worde, and
1: pequences of 6 wordk. Theretore, the pruda=
Pility of succesktully peining accesr e giten
[

Papds apt0ep) 4 6 0py e 10p e (1)

A plot of this function lur saull values of | 1w
showr In Fig. 5 e can upe the duta of Table 1V
tv caliulate experis~nial values ful p and F.
Valuces tor p were calculated trom

- 1
P,y TV W
where T = ave  ,¢ Fecogrliion rate for first
n w.rde 0! Table 1V,
n = number of wurds averaged

Py ® recegnition rate for word i.

P, was calculated by using ounly those impostor
suceonber  contalning the first n words of
Table IV. Four pouinte arc plotted in Fig. 5:

d In In
16 0775 0203
15 »0681 0158
14 0624 0124
1) 0959 0057

Enperimentslly, P was rerv for n less than or
equal tu 12. A P of sern {s prolably not ob-
tainable, but extrapolation of experimental data
on Fig. 3 gives P < 0.002% for n s )2. (A
quadratic least-squares fit of the form P = ap
+ ayp + ayp? was found, and P was calculated for
p = 0,04029,)
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The enperimental resultp are alan nmhown
in the har praph of Fip. & in which imprator
succearn and numher o. triale epainat each valid
user is nhown. All thers had pern puccenn,
Fip. 7 presentn a bar praph showing tatal auc-
cessen apainat each valid user, The number at
the tap pivea the tntgl number nof triale. An
intruder acenaric might he much different than
the tents, Firar, the intruder would have tn
steal or othervise nhtain a valid hadpe (anpum-
{ng A hadpe reader in uaed), Then he wnuld have
to achieve auccesn within the numher nf triala
allowed, A failure could sutomaticallv alert a
guard nr nther operator,

Another consideration in the nurcens or
failure aof a valid user., Continued relectinn nf
a valid urer would nnt he gceeptahle. Our ox-
perience shawn that a valid user reguires an
average of & tn 4.% utterancer tn he accepted.
From equation (1), a p of onlv N.R piver a P nf
0.98). Occasionallv however, a wvalid user in



TOTAL NUMBER OF TRIALS

Fip. A. TImpogtnr success vrrius numner
of triala for each valid uaer.
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Numher nf auccennes against
each valid uner,

rAte pres down an familiarity
in yained and the uaers learn to

speak consintentlv. A cold or allerpiesn ecan

produce enough change to cause trouhle, and pro-
visions munt he made to accommodate these tem-
porary cases. Long-term voice changes are ac-
commodated by the use of periodic retraining.
The training process recuires about 10 minutes
for a first-time user and drops to 5 minutea or
less for experienced users. The praceas cf re-
peating a lh-word vocabularv 5 times rctuallvy
consumes about 2 minutes. Prempting the user for
both training and in actuagl upre with the veice
synthesizer helpn stabilize pronunciation and
encourage consistency of speech, especiallv if
words tend ro he pronounced in more thar pne wvav,
For example, the avnthesizer pronounces HFRT? ae
"hyrts" rather than ‘"hairtz.” Nervousness,
frustration, or other tvpes of atreca definitely
reduce a valid yser'n succear. Voice recopnitiop
it not for atressful mituations!

V11, CONCLUSIONS

There har heen rremendous proprecc jn the
field nf veice avnthesit and speach rverneriticn
in the pasat few vears, We have ehovn that eneech
technelopy uning atate=-of=the-art eanipment can
he a very effective tool in saferuards and marv
aother avatems,

Careful aelection of wvecabulary and
prener contrnl atratepv produced a gurcecsial
arcezs control avetem. DNAta entrv and instrument
sontrol were readily acconplished,
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