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ABSTRACT 

Nuclear safeguards systems are concerned, in part, with the physical 
protect ion of nuclear materials. The funct ion of a phys ical pro­
tection system is to define the facility against adversary activi­
ties which could lead to theft of nuclear material or sabotage re­
sulting in a radiological release. The Safeguards Network Analysis 
Procedure (SNAP) provides a convenient and standard analysis method­
ology for the evaluation of physical protection system analysis. 
This paper describes a detailed application of SNAP to a hypothe­
tical nuclear facility. 
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INTRODUCTION 

N u c l e a r s a f e g u a r d s s y s t e m s a r e , i n p a r t , c o n c e r n e d w i t h t h e 

p h y s i c a l p r o t e c t i o n of n u c l e a r m a t e r i a l s . The S a f e g u a r d s N e t w o r k 

A n a l y s i s P r o c e d u r e (SNAP) p r o v i d e s a c o n v e n i e n t and s t a n d a r d a n a l y ­

s i s m e t h o d o l o g y f o r t h e e v a l u a t i o n of p h y s i c a l p r o t e c t i o n s y s t e m 

e f f e c t i v e n e s s . T h a t i s , SNAP p r o v i d e s a m e t h o d f o r t h e a n a l y s t 

t o d e v e l o p a mode l of h i s f a c i l i t y , h i s g u a r d t a c t i c s , and a 

h y p o t h e s i z e d a d v e r s a r y a t t a c k . He may t h e n " p l a y " v a r i o u s a d v e r ­

s a r y a t t a c k s c e n a r i o s a g a i n s t t h e d e f i n e d g u a r d t a c t i c s a n d o b t a i n 

i n f o r m a t i o n c o n c e r n i n g t h e p e r f o r m a n c e of h i s s y s t e m . A s t a n d a r d 

s e t of s y m b o l s w h i c h c h a r a c t e r i z e t h e v a r i o u s e l e m e n t s of s a f e ­

g u a r d s s y s t e m s and an a n a l y s i s p r o g r a m t o s i m u l a t e SNAP m o d e l s 

a r e a v a i l a b l e t o t h e a n a l y s t . The r e p o r t s p r o v i d e d by t h e SNAP 

s i m u l a t i o n p r o g r a m e n a b l e a n a l y s t s t o e v a l u a t e g u a r d d e f e n s e t a c -

t J c s i n r e s p o n s e t o a d v e r s a r y a t t a c k s c e n a r i o s . 

One o b j e c t i v e of t h e p a p e r i s t o p r e s e n t a d i s c u s s i o n of a 

h i g h l y d e t a i l e d a p p l i c a t i o n of SNAP t o a h y p o t h e t i c a l n u c l e a r 

f a c i l i t y . The f o l l o w i n g s e c t i o n s of t h i s summary w i l 1 p r o v i d e 

an o v e r v i e w of SNAP and a b r i e f d i s c u s s i o n of t h e h y p o t h e t i c a l 

n u c l e a r f a c i l i t y m o d e l e d . 

SNAP OVERVIEW 

The m o d e l i n g p h i l o s o p h y o f SNAP may be d e f i n e d on two l e v e l s . 

On t h e g e n e r a l l e v e l , SNAP e m p l o y s t h e n e t w o r k m o d e l i n g a p p r o a c h . 

On t h e s p e c i f i c l e v e l , SNAP p r o v i d e s a s t r u c t u r e f o r s a f e g u a r d s 

s y s t e m s a n a l y s i s by d i v i d i n g s a f e g u a r d s s y s t e m s i n t o i n t e r a c t i n g 



submodels of t h e f a c i l i t y , guard p r o c e d u r e s / and adve r sa ry a t t a c k 

s c e n a r i o s . SNAP then p r o v i d e s p rocedures for deve lop ing each of 

t he se submodels as we l l as t h e means for t h e i r i n t e r a c t i o n . 

In the network modeling approach to problem s o l v i n g , a n e t ­

work i s developed by c h a r a c t e r i z i n g each system element by a symbol 

to r e p r e s e n t t h a t e lement . The a n a l y s t then l i n k s t h e s e symbols 

t o g e t h e r to form a network model of h i s p a r t i c u l a r system of i n t e r ­

e s t . SNAP p rov ides a s e t of symbols (shown in F igure 1) which a re 

s p e c i f i c a l l y des igned for modeling the f a c i l i t y , the gua rd , and the 

adversa ry a c t i o n s in nuc lear sa feguards sys t ems . Through s t r a i g h t ­

forward input p rocedures the a n a l y s t then communicates t h i s p i c ­

t o r i a l r e p r e s e n t a t i o n of h i s system to t h e SNAP a n a l y s i s program. 

The SNAP program a u t o m a t i c a l l y s i m u l a t e s the a c t i o n s of the guards 

and a d v e r s a r i e s as they move and i n t e r a c t th roughout t h e f a c i l i t y . 

Monte Car lo e lements a re i nco rpora t ed in SNAP to p rov ide 

random v a r i a t i o n dur ing m u l t i p l e e x e c u t i o n s of t h e SNAP model, 

and summary r e p o r t s a r e a u t o m a t i c a l l y gene ra t ed to provide the 

a n a l y s t in format ion which may be u t i l i z e d to e v a l u a t e t h e p e r ­

formance of h i s sys tem. 

SNAP APPLICATION 

S p e c i f i c modeling p rocedu re s have been def ined for deve lop ­

ing SNAP models . I n i t i a l l y , one c o n s t r u c t s a r e p r e s e n t a t i o n of t h e 

f a c i l i t y using the SNAP symbology. Based on t h i s r e p r e s e n t a t i o n , 

t h e user then deve lops models of t h e guard defense t a c t i c s and 
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Figure 1. The SNAP Symbology 
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adversaries attack scenarios of i n t e re s t . The model is then 
executed and summary resul t s are obtained. 

Figure 2 provides an overall schematic of the hypothetical 

fac i l i ty which was modeled using SNAP. The fac i l i ty consists of a 

fence enclosed area containing a security building and two labora­

to r i e s . The Central Alarm Station (CAS) is located in the secur­

i ty building. The two laboratories each contain nuclear material 

and are potential adversary targets for thef t . Laboratory 1 also 

has offices attached to i t , as well as a Secondary Alarm Station 

(SAS) which provides back-up monitoring of the f ac i l i t y . Numerous 

alarms and closed c i rcui t TV cameras are located throughout the 

fac i l i ty as shown in the dotted areas. 

A set of guard patrol and defense tac t ics were defined for 

th is f a c i l i t y . The SNAP model of these t ac t i c s was designed to 

be general in nature and not tied to any part icular adversary 

attack scenario. Several adversary attack sequences were design-

id and tested against the guard procedures. The resul t s of these 

applications indicated potential weaknesses in the guard proce­

dures and possible solutions were explored. 

CONCLUSION 
The Safeguards Network Analysis Procedure (SNAP) provides 

analysts with a technique for modeling and evaluating various 
safeguards system design a l t e rna t ives . The SNAP symbology also 



! 

provides analysts with a vehicle for communication, thereby en­

hancing the model building process. 

SNAP is being tested with applications to real-world nuclear 

f a c i l i t i e s as well as the generic fac i l i ty discussed in th i s 

summary. SNAP is easy to use and should prove to be a meaning­

ful technique for analyzing the safeguards effectiveness of a 

given nuclear s i t e . 
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Figure 2. Example Facility Schematic 


