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Networks have been used to model fixed-site security systems and to 
determine optimal travel routes of thieves or saboteurs. Considered n-̂ i-e 
is the problem of upgrading the security by optimally investing in means 
to increase the travel time and/or detection probabilities over the arcs o 
the network. It is shown how to formulate a single linear progranmin,-
problem to answer the following question. If the cost of increasing 
travel time is linear for each arc, what is the minimum amount of money 
one must invest to guarantee that there does not exist a path for thief 
or saboteur of length less than a fixed time T? 



1. Int roduct ion 

Whi-'n networks have been used to model f i xed - s i t e secur i ty nyrtems, 

a,; in 1, ^ ,'• >S \ one of the important problems i s t o determinr- optimal 

t rave l ro'.: ter of th ieves nr ;iabot.eurr, from a source point .; ( r ' - rura l ly 

tay.en tn 1-..- the o u t s i t - of the modelled t V - i l i t y ) t.i a t a t v ^ roird. or 

oi'jt.-ftive f, (nr to a co l l ec t ion of r>uck point:; in the model;. Travel 

route:- can be considered t o Y<-- optimal i f thev minimize t r a v e l 1 ime or 

detect ion p r o b a b i l i t y , or some combination of those two factor:: . If, for 

example, ivy is i n t e res t ed in those routes providing an adversary v:ith the 

minimi an t r ave l t im" K from :; to £., one mi^ht fur ther be intr-rent.-d in 

path.: tli" •i.iv-rr.ary misrht t r ave r se with a t r a v e l time close tr, K. If th^re 

i s a time T (v i t a T > N'i, and i t i s necessary t ha t no path from :'' t o £. 

have a t r a v e r s a l time l e s s tnan T, then one must increase lb-- t r a v e l time 

over a l l pathr. of length loss than T, and not j u s t the o r ig ina l shor tes t 

pa th s . As in 6_,, i t has been noted t h a t ' ' t r ave l t i n e " and "detect ion 

probabil i ty" ' problems are e s s e n t i a l l y equivalent . Here the pi—>i lcm:> wi l l 

be discussed in the context of t r a v e l t imes. 

Standard network , erminolo^y, as in r2~i, w i l l he used. In p a r t i c u l a r , 

network N has a node set V(N) and arc set A(W), where each arc a. p A(NJ 

cons is t s of an ordered pa i r ( u . , v . ) of nodes from V(N). Node u. i s the 

t a i l of a . , and v. i s i t s \.; nd. Associated with each arc a. i s the (non-i ' l I 

negative', number £. which w i l l represent i t s length or t r a v e l t ime. By 

the length , or "time l eng th , " of a (d i rec ted) path ? i s meant the sum of 

the lengths of the arcs in P. With the source poin t 3 a designated node, 

each node n c V(N') has a "reach time" r which equals the length of a 

sho r t e s t path from 3 t o n . Of course, i f H = - then r = 0. As an 

example, the network in Figure 1 has the arc lengths indicated and the 

reach times tabu la ted . 
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and not--1 t h a t any Z to j , path corrt'cponds to a path in K frim •' t ' , ^omc ($. 

who:;.-1 length 1.: ^xttrtly ",n-i I*-.;::. Tu prodm't- *m »ptimft 1 i n/t*r.t.u.*Mi* pr >i \<-u, 

equivalent to the problem in N, increase '!' by one, and then one :i"<-d only 

guarantee tha t none of these new (nonexistent) arcs w i l l he designated for 

improvement. This can he accomplished "by maKing the uni t cost of improvement 

extremely lar^e for each of these new a r c s . 

J i r i ! : ' " ; ! ' . ; approach and method of solut ion can be summarised an 

foll'r.-:r.. Ar.i-.uir.e a "fixed number :f dollar::" ( tha t i s , a budget 1- and 

S.'-.-K t.o optimally a l loca t e t h i s money over the a r c s . As n^te^i •~'> , P.IO:. 

pfiTj, :>->r. .' to (-. in N imposes a ?on:;traint s ince i t c overa l l l en r th rr.\Et 

1 •.• :; Sfi^i^nt ly l a r ^ e . The t o t a l manner of ?-. to c paths car. :•'- ' j>:tr"nely 

lar.--', '•:-. iw-vt.-r, and onr i s i n t e res t ed only An increasing th«- 1* rvtl.s -if 

: ::.ire \\nich :irp comparatively s h o r t . One can therefore adopt ':;,.- fcll-r^ir.^, 

^trate.-y. I ' ' i r j t , determine a l l of the shor tes t .'. t c ft paths in !••;, =md solve 

-; l inea r pro-rrasc.in^ problem whose nusiher of var iab les i s one vr.vc than the 

r.ur.:*jr ?f ».r:s whicn appear in a t l ea s t one of these shor tes t path::., -a:id 

>;ho::v ru^fr-vr of const, r a i n t s i s one more than the number of paths found. 

In r r ief , th^ solut ion determiner, how to optimally a l l oca t e \hc hu<V.et ;--

cvor th--.> -d^es to maximize the minimum length of t h i s r e s t r i c t e d set of 

.,' t o G pa:.",r. 

• 'incr- one may have ir.; rented the length of each of these paths s u f f i ­

cient t c :'.iKe then a l l longer than some other path in 14, one must i t e r a t e 

the following s t ep , 

I . Assuming E t o be a l loca ted over A(N) as previously determined., 

and thus some of the arcs have been lengthened, find the new 

set of sho r t e s t S t o fe p a t h s , and assume each of them has length 

L. Let p denote the co l l ec t ion of these paths along with a l l 

of the paths found prev ious ly . 
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I I . ^ r>lve a l i n e a r pr'.i^rajrtmii.,- pen-loir , t ^ d'-tt 'nr.i in- ) •••. *c i ! ' i : : ; ' 1 ' 

a l L o c a t e t h e hu- l -v t :' n v r t h e >. -u <'S m' t ' . v pa t : : - i ' . ',-> .• * •>:•- : 

rr.axiir.i.:".f t h e minimum Lenrvi h • !' a pal i. i n i 3 . " h " \ . " . i ' - i ' .:' • >•.-

- • t r a i n t u w i l l ne one rr.cr«j t h a n t ho r-1 .:•• o f f>, ano '.!.•• E;-U: i - r : 

var iable-*, w i l l : e -.m- mere- t a a n t h e r.ar:.: ^ r >f a r c s wh ich appi--M 

In a t l**'.iJit on f- p a t } , i n *>. l / ' t h* t<- lb** mininuir. ]* i :v fh :' a 

L-;t.h i : : 'p -in. !***" ' h i : : new a! •a;-:.a' i<" n ;!'* ;• . 

[ I I . IT L - L ' , r»r : , ' - h j ; - ::..!•£';••;.-»* l,v s r - - . l l , t : . - n •,-:..- - - - p . . . 

Oti.---rwist- th- n-'X^ step- i r -mr.enf---: at : . 

The .aup .para t ive e: 'f !.• ha i ey -1" ."ac:"'b:-e:r ?; alt*:!!'; t.:jr. h-r-i V".™ :'r ." '. '•.•• 

i V t . 1 :ia* not. a i l :*>:' U f •' t."> n pntr;r- ar-" L-r.nai.:' r ' ' , : .* r a : :.. r .-:.!,*.-

ih^i.-.t- v:r i--i: ar-_- sn f f i c i e n t l y -'"h;"irt. H".1:: th<- rs^r.: i-r -13' .,:. .lr'.--."' p-: ' •..- , 

howeve r , "an be e x t r e m e l y lar f - ;e i n cn;r.pari:"or. wit-:. ".i:t- . ;i . :e •:' *:.<• rar , i . . 

Assuming* each a r c i n networK N,, ir. K i ^ u r e ^ i ^ d i r e c t " - ; f.-or. lr-:> -.-: 

r i . ' h t and t h e y havi- t h e Kaine l e n g t h , L, t h e n t h e n - a r e *.,;•# :.h:->rt<-s*. .:. a 

(. pathfi o f l e n p i h --L. The f i r s t l i n e a r prof-Tain t o :>r- run i n ."acru s e n ' r. 

a l^or iLhir , would t h e r e f o r e i n v o l v e 73 v a r i a b l e s and U,097 eo.ast r a i n t ? . . ' : 

s e q u e l " l i n e a r p r o g r a m s i n t h e a l g o r i t h m would e a c h be even l a r g e r . 

T l v a l t e r n a t e method d e s c r i b e ' ! i n t h e n e x t s e c t i o n vn . i l r : r . i n a 

o in . - ' le ; '*ep and w i l l n o t i n v o l v e any contra t-vt-ion of s h o r t e s t p a t he -̂=r i n 

I ; a r t I i f e ach s t e p of J a c c b s e n ' s a l g o r i t h m ) . A - ; i r . ; ; l e ( s p a r s e ; l i n e a r 

prct ra i r j iua-* p r o b l e m w i l l bo s o l v e d . The nuir.eer o f c o n s t r a i n t s w i l l be or. 

more t.har. t h e number o f a r c s , and t h e number c f v a r i a b l e s w i l l e q u a l t h e 

number o f a r c s p l u s t h e number o f v e r t i c e s minus o n e . Fo r n e t v o r K !C ir . 

F i g u r e ? , one t h u s has a s i n g l e p r o b l e m w i t h 96 v a r i a b l e s and o n l y 75 

c o n s t r a i n t s . 
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Figure ?. A network with U,0^6 S to © shortest paths. 

C . The Alternate View 

The method previously described assuir.es a fixed budget V and provides 

;i rrvthod for optically allocating this money over the arc;* cf a network N 

so 'is to tr.axirr.izfc the lcrw*th of the shorten!- path in N frcr. node .-• to nod*-

&. An alternate view is to assume a tine T for which no •"" to & rath in N 

v;ill have length less than T. That i s , for a chosen time value T one asks 

for the minimus*, value of 3 whose investment in increasing the lengths of 

the arc; of N can ma,.-- the reach time of the object node (3 at least as 

Consider, as an example, the network N̂  in Figure 3 with source 

3 - 1 and object node (g = 5 . The shortest path from 1 to 5 has 

length seven {that i s , r^ = 7). The starting reach values are 

r - 0, r,, = 2, r_ = 2, r^ = 3 and r^ = 7. How much, 3, must one invest 

to increase r to T = 18? 

Since d. represents the distance by which the i arc will be increased, 

and c. represents the cost to increase d. by one, the to ta l cost is 

C l d l + C 2 d 2 + C 3 d ? + c U d U + c 5 d 5 + c 6 d 6 + c 7 d 7 ' a n d t h i s s h o u L d b e mini­

mised subject to r- > 18. 
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a r c 1 2 3 4 5 6 7 

t a i l 1 1 2 2 3 3 4 

head 2 3 3 4 4 5 5 

.length .£ 2 2 3 4 1 9 4 

unit cost c 5 6 4 2 3 3 3 
dis tance increased d. «»l d 2 d 3 "« d 5 d 6 d. 

Figure 3 . Network N- with des i red reach time T • l c 

Let i.:: ennr.irler the r e l a t i onsh ips amon,"; t l ^ f ina l reac 

r 0 , r.. , r, ;aid r. . One must have r - 0 and r c > lJ^. Furt 

example, we can consider arc a_. = C*,5) whose t r a v e l time ;•; 

?*, + d, 

a f t = (3,5 ! one sees t ha t r^ < rv +• ? - ^ . In genera l , for 

("U. , v_. ': one wi l l have r <: r -»• £. <• d_ The p a r t i c u l a r 

considered can thus be solved by the so lu t ion t o The follow 

pro^rsn . (Note again tha t r . = 0.) 

I l l he 

:oneidei 

5-c a.. 

Minimize 5d_, + 6d„ + kd~ + 2d-, + 3d„ -- Sx- ^ VI 1 c 3 *+ 5 D ^ .' 

r 4 + 0 r 2 + Or + Or^ + Or-
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subject to r ? > 18 

d + 0 - r 2 > -2 

d2 + 0 - r 3 > - 2 

d 3 * r 2 - r 3 > -3 

d l , * T2 - r u a -it 

d 5 + r 3 - ^ a - l 

d 6 + r 3 - r_ > -9 

S " r>+ - r > -U 

Sometimes it is more convenient to solve the dual of the linear pro-

.%rarrcni'l'7 problem. In general, for the dual problem the number of constraints 

will equal the number of arcs plus the number of vertices minus one, and the 

number of variables will be one more than the number of arcs. The equivalent 

dual maximisation problem for the preceding problem is the following. 

Maximize i8xn - £x_ - 2x~ - x̂- - Ux c - xc - Vx_ 1 2 3 " •' 5 b - 7 

subject to 

X 3 
X i : 

*5 
x 6 
X 7 
x 8 

< 6 

< h 

< 2 

< 3 

< 8 

< 3 

• x 2 + x u + X 5 < o 
x 3 - • xk + x 6 + x 7 < 0 



A 5 *6 "" x 8 • 

T'r.e solution has Q, = (d. ,d. ,d ,dt ,du.d^,d_, 1 ^ J ^ y' c / 
;>s7,c,e.:-,0,UJ6,9,lC,l3) and P = (x1 ,x0,x^,x;,,x ,xfc,x ,xr/! •--

{11,5 ,---', 2 ,T ,1,3,3), and the value determined is B - f'1-> Thi.c one increase 

tie Ie-.,'th;- of arcs (1,?) and (~,5) by four and of !.1,3) ='Y sever.. Z:. *:.i 

2a5e every :' to {-. path now has length l8. 

In (general, assume one has netwcrK N with node set V(H! - • 1 ,?•,*'* ,P'' 

and arc set [a1 ,a„, * * ' ,a ] with a. = {.u. >v.) . The original arc lengths, 
I.-. ,lr-,' *' .* » &nd the unit costs for each arc, c. ,c„,"** c , are xnovn. ar. 1' - ' - q 1' <r' ' q' 
T is chosen. The problem to be solved is the following (wher-r r^ = ? fcr 

source S = n, and K is the objective). 

Or, + ••• + Or 1 P 

subject to r S;i 

d_ ^ r - r 2 LU, v p 

d * r - r > - I 
q u_ v„ q 

The sparseness nf the problem is demonstrated by the fact that each constraint 

involves at most three variables. 



As a final example, consider the network NL in Figure ^ which is taKen 

from [6"! and modified so that there is only a single oh;'er-tive node. ?h<-» 

linear programming problem corresponding to N. is the following, where 

r. - 0 since 3 = 1 . 

Arc ) 2 3 4 S 6 7 8 , 10 )) '2 :3 ]4 15 16 17 

T a l l i 1 2 2 2 3 3 5 5 7 7 O 7 6 8 

}: tsd 2 3 3 4 5 4 5 6 7 4 6 8 8 9 » 
Length ^ a 4 3 7 4 3 9 12 4 4 6 12 4 1 \ 
Unit cost c i 3 2 4 2 3 1 5 8 6 3 7 4 3 3 10,00010.000 

Distance Increased d. d, "3 d 3 d 4 d 5 d c d 7 de 
d , d,o d„ " ,2 d , 3 d H d .5 d . 6 d , 7 

Node i 2 3 4 h 6 7 8 9 

Original reach t iae 0 6 4 7 10 !4 U !S 15 

FinaJ. reach time 4 4 

Figure L. KetworK N^ with desired reach time r 0 = T = LL. 

3d 1 + £d„ + Ud, + 2d u + 3 d 5 . d 6 + 5d 7 

6d, 

t 3d g + 6d 9 

+ 3 d l l + 7 d 1 2 + U d l 3

 + 3 d U T 3 i i ; - !C,00Od l 5 

+ 10,000d +• 0 ( r 2 + • • • + r . ) 

subject t o > V-i 

d + 0 - r 2 > - 6 

d 2 + 0 - r 3 > - it 

d 3 + r2 " r 3 2 " 3 



fc 3 'i, 
a„ r, - r. > 

r, - r, > - 9 
-t 1\ - Tr •> e -

\n - ^ 

d,„ i r., - r, > - " 
d + 

13 
r 7 ' % ? • l ' 

'^ + '6 IY 2 - 1 

J 1 5 ' 1 r 6 ? " •'• 

d l t + IV - r., > - 1 

V + r p - r - i =" " * 

'J, Observation:; 

Obviously either approach can be used to obtain an (approximate' 

answer for the other question by running a sequence of r̂o'clc-ms. For 

example, assume one has a fixed budget E and wants to maximize the ir.ini-

mum S to (* travel time T in N by using the approach described :\ Section 

2. One could run a sequence of problems with times T , T ? J -*-, and 
obtain answers B, , B_. * * - . If B. < B one maKes *.i appropriate choice 1' 2' x * 
of T, . with T. . > T - if B. > B one makes an appropriate choice of i-*-l i+l i' i rv . 

T. v:ith T. - < T. . Clearly one can approximate T as closely as one 
desires. 



An ac1" mtage to using the approach described in Section 2 is that 

only a single (sparse) linear programming problem need be solved, the 

size of which will often be smaller than the problem in each step of the 

algorithm described in Section 1. Since one Knows the number of vertices 

and the number of arcs, the size of the linear programming problem to be 

run is Known. It will often be difficult or impossible to determine 

beforehand how large the linear programme rig problems in Jacobsen's 

algorithm will grow to be. 

Even when the size of the network (number of nodes and number of 

arcs) is large, one may well be able to take advantage of the sparse 

natu -e of the proposed solution problem. Note that each constraint 

involves at most three variables, one d. and two r.'s. 
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