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1 INTRODUCTION 

S a f e g u a r d i n g  s p e c i a l  n u c l e a r  m a t e r i a l s  (SNM),  s u c h  a s  p l u t o n i u m ,  
uranium-233,  and uran ium-235,  b e c a u s e  of  t h e i r  p o t e n t i a l  u s e  i n  n u c l e a r  
weapons has  been of prime importance s i n c e  t h e '  beg inning  of t h e  atomic age. 
The deve lopers  of t h e  atomic bomb, t h e  %U.S., Uni ted  Kingdom, and. Canada, 
recognized t h e  l i n k  between m i l i t a r y  and c i v i l i a n  a p p l i c a t i o n s  of n u c l e a r  
energy and decided t h a t  in format ion  concerning " i n d u s t r i a l  a p p l i c a t i o n "  of  
nuc l ea r  energy was not t o  be shared  among n a t i o n s  u n t i l  adequate  and e f f e c t i v e  
s a f e g u a r d s  a c c e p t a b l e  t o  a l l  n a t i o n s  w e r e  d e v e l o p e d .  The U.S. t r i e d  t o  
main ta in  i t s  monopoly on f u e l  c y c l e  a c t i v i t i e s  wi th  t h e  passage of t h e  Atomic 
Energy Act of 1946, which provided t h a t  t h e r e  be no exchange of i n fo rma t ion  on 
i n d u s t r i a l  u se s  of atomic energy u n t i l  e f f e c t i v e  and en fo rceab le  i n t e r n a t i o n a l  
sa feguards  were e s t a b l i s h e d .  S h o r t l y  t h e r e a f t e r ,  however, t h e  s o v i e t  Union 
and United Kingdom t e s t e d  weapons, promoting t h e  onse t  of  t h e  c i v i l i a n  n u c l e a r  
programs t h a t  began i n  o t h e r  c o u n t r i e s .  Recognizing t h a t  s ec recy  r ega rd ing  a  
monopoly on f u e l  c y c l e  a c t i v i t i e s  could  no  longer  be preserved ,  t h e  U.S. 
r e v i s e d  i t s  p o l i c y  wi th  t h e  passage of  t h e  Atomic Energy Act of  1954. The Act 
provided f o r  an exchange ' o f  i n f o r k a t  i o n  r e l a t i n g  t o  commercial a p p l i c a t i o n s  of 
nuc l ea r  power and f o r  t h e  expansion of n u c l e a r  expor t s .  I n  o r d e r  t o  promote 
n o n p r o l i f e r a t i o n  of nuc l ea r  weapons, t h e  U.S. decided t h a t  i t  must t a k e  an 
a c t i v e  r o l e  i n  shaping  t h e  commercial n u c l e a r  power programs of o t h e r  coun- 
t r i e s .  S ince  t hen ,  nuc l ea r  sa feguards  have evolved- on both i n t e r n a t i o n a l  and 
domest ic  l e v e l s .  On t h e  i n t e r n a t i o n a l  l e v e l ,  s a f egua rds  a r e  governed by t h e  
I n t e r n a t i o n a l  Atomic Energy Agency (IAEA) and t h e  Non-Pro l i fe ra t ion  T r e a t y  
(NPT),  whi le  on t h e  domest ic  l e v e l  t h e  governments of i n d i v i d u a l  c o u n t r i e s  
oversee  t h e  p h y s i c a l  s e c u r i t y  and sa fegua rds  of t h e  commercial n u c l e a r  i n -  
dus  t r y .  

Today, s a f egua rd ing  t h e  c i v i l i a n  nuc l ea r  f u e l  c y c l e  i s  of prime impor- 
t ance .  P r o l i f e r a t i o n  of nuc l ea r  weapons and nuc l ea r  t e r r o r i s m  a r e  t h e  two 
m a j o r  r e a s o n s  why t h e  n u c l e a r  f u e l  c y c l e  i s  s a f e g u a r d e d .  However ,  s u c h  
vary ing  f u e l  c y c l e s  a s  t h e  once-through l i gh t -wa te r  r e a c t o r  (LWR) c y c l e ,  t h e  
p l u t o n i u m  b r e e d i n g  c y c l e ,  o r  t h e  t h o r i u m  b r e e d i n g  c y c l e ,  h a v e  d i f f e r e n t  
p r o l i f e r a t i o n  and t e r r o r i s m  r i s k s ,  each r e q u i r i n g  p a r t i c u l a r i z e d  sa f egua rds .  
~ u r r e h t l y ,  n e i t h e r  t h e  U.S. nor  s e v e r a l  o t h e r  i n d u s t r i a l i z e d  n a t i o n s  have made 
f i r m  f u t u r e  commitments t o  any of t h e  above f u e l  c y c l e  o p t i o n s ,  inasmuch a s  
t h e  i m p l i c a t i o n s  of each cyc l e  a r e  s t i l l  be ing  s t u d i e d .  Consequent ly ,  t h e  
purpose of t h i s  r e p o r t  i s  t o  i d e n t i f y  t h e  r i s k s  a s s o c i a t e d  w i t h  s c e n a r i o s  
cover ing  t h e s e  t h r e e  f u t u r e  nuc l ea r  f u e l  c y c l e s :  ( 1 )  e x c l u s i v e  use  of t h e  
once-through LWR cyc l e ;  ( 2 )  i n t r o d u c t i o n  of f u e l  r ep roces s ing  i n t o  t h e  LWR 
c y c l e  fol lowed by use of t h e  plutonium b reed ing  c y c l e ;  and ( 3 )  convers ion  t o  
t h e  thorium b reed ing  c y c l e .  The s t a t u s  of i n t e r n a t i o n a l  and domest ic  s a f e -  
g u a r d s  i s  s u r v e y e d  f o l l o w e d  by a  d e t a i l e d  d i s c u s s i o n  o f  n u c l e a r  weapons 
p r o l i f e r a t i o n  and n u c l e a r  t e r r o r i s m .  Then each of t h e  above t h r e e  nuc l ea r  
power s c e n a r i o s  a r e  examined t o  i d e n t i f y  a r e a s  i n  which r i s k s  occur  and t h e  
p o s s i b l e  sa feguards  needed t o  a l l e v i a t e  o r  e l i m i n a t e  t h e s e  r i s k s .  



2  CURRENT STATUS OF NUCLEAR SAFEGUARDS 

2 . 1  INTRODUCTION 

A s  noted above, n u c l e a r  s a f egua rds  a r e  governed on t h e  i n t e r n a t i o n a l  
l e v e l  by t h e  I n t e r n a t i o n a l  Atomic Energy Agency (IAEA) and t h e  Non-Prolifera- 
t i o n  T r e a t y  (NPT).  S ince  n e i t h e r  t h e  IAEA nor  t h e  p r o v i s i o n s  of t h e  NPT can 
e n f o r c e  p h y s i c a l  s e c u r i t y  p r a c t i c e s  and procedures  of t h e  commercial n u c l e a r  
i n d u s t r y  w i t h i n  a  p a r t i c u l a r  c o u n t r y ,  t h e i r  ma in  f u n c t i o n  i s  m e r e l y  t o  
i n s p e c t  n u c l e a r  f a c i l i t i e s  t o  s e e  t h a t  c o u n t r i e s  a d h e r e  t o  I A E A  and NPT 
g u i d e l i n e s .  The p h y s i c a l  s e c u r i t y  of a  n u c l e a r  s i t e  i s  t h e  s o l e  r e s p o n s i b i l -  
i t y  of t h e  count ry  i n  which t h e  s i t e  i s  l o c a t e d .  The purpose of t h i s  c h a p t e r ,  
t hen ,  i s  t o  d e s c r i b e  t h e  s a f egua rds  t h a t  e x i s t  a t  bo th  t h e  i n t e r n a t i o n a l  and 
domes t ic  l e v e l s .  

2.2 INTERNATIONAL SAFEGUARDS 

'Almost f o u r  y e a r s  af t e r  P r e s i d e n t  Eisenhower 's  p r e s e n t a t i o n  of the '  
Atoms-for-Peace p l a n  t o  t h e  U . N .  i n  December 1953, t h e  U . N .  formed t h e  IAEA i n  
J u l y  1957. The IAEA was s e t  up no t  on ly  t o  promote peace fu l  u se s  of atomic 
energy b u t  a l s o  t o  prevent  t h e  misuse of s e n s i t i v e  n u c l e a r  technology by 
implementing a  sys tem of i n t e r n a t i o n a l  s a f egua rds .  The main n o n p r o l i f e r a t i o n  
f u n c t i o n  of t h e  IAEA i s  t o  prevent  nonnuclear  weapon s t a t e s  from o b t a i n i n g  
n u c l e a r  weapons ( "ho r i zon ta l "  p r o l i f e r a t i o n ) ,  not  t o  prevent  s t a t e s  a l r e a d y  
posses s ing  weapons from a c q u i r i n g  more ( " v e r t i c a l "  p r o l i f e r a t i o n ) .  The I A E A  
e s t a b l i s h e s  and a d m i n i s t e r s  s a f egua rds  a t  commercial n u c l e a r  f a c i l i t i e s  f o r  
a l l  NPT s i g n a t o r i e s  i n  a d d i t i o n  t o  t h o s e  f a c i l i t i e s  s p e c i f i e d  i n  b i l a t e r a l  
n u c l e a r  t echnology  t r a d e  agreements between an NPT member s u p p l i e r  and a  
non-NPT member buyer.  

I n s p e c t i o n s  of n u c l e a r  f a c i l i t i e s  a r e  t h e  backbone of IAEA sa fegua rds .  
The IAEA h a s  a  s t a f f  of 7 2  fu l l - t ime  i n s p e c t o r s  who a r e  r e s p o n s i b l e  f o r  t h e  
s a f e g u a r d i n g  i n s p e c t i o n s  o f  h u n d r e d s  o f  n u c l e a r  f a c i l i t i e s  w o r l d w i d e .  
Because t h e  phys i ca l  s e c u r i t y  of a  f a c i l i t y  i s  t h e  r e s p o n s i b i l i t y  of t h e  
s t a t e ,  IAEA sa fegua rd  i n s p e c t i o n s  a r e  l i m i t e d  t o  a u d i t i n g  a  f a c i l i t y ' s  SNM t o  
s e e  i f  t h e  i nven to ry  h a s  a  s u b s t a n t i a l  amount of m a t e r i a l  unaccounted f o r  
(MUF). I f  t h e r e  i s  a  l a r g e  amount of MUF and d i v e r s i o n  i s  suspec t ed ,  a  r e p o r t  
i s  made t o  t h e  Board of Governors of t h e  IAEA. Cases i n  which t h e  Board of  
Governors can prove d i v e r s i o n  o r  which they a r e  unable  t o  r e s o l v e  t o  t h e  
c o n t r a r y  a r e  r e p o r t e d  t o  a l l  IAEA members and t o  t h e  S e c u r i t y  Counci l  and 
Genera l  Assembly of t h e  Uni ted  Nat ions .  The board t hen  recommends an appro- 
p r i a t e  a c t i o n  t o  be t aken  such a s  r e t u r n  of m a t e r i a l s  and equipment made 
a v a i l a b l e  t o  t h e  o f f end ing  s t a t e ,  suspens ion  of a s s i s t a n c e  provided by t h e  
IAEA, o r ,  a s  a  f i n a l  a c t ,  suspens ion  of IAEA membership. Because t h e  IAEA has  
no p o l i c i n g  power i t  must r e l y  upon t h e  member s t a t e s  t o  c a r r y  ou t  i t s  recom- 
mended s a n c t i o n s  a g a i n s t  a  g u i l t y  s t a t e .  Hence t h e  e f f e c t i v e n e s s  of t h e  IAEA 
i s  t o t a l l y  dependent upon t h e  p a r t i c i p a t i o n  of i t s  members. F i n a l l y ,  because 
IAEA i n s p e c t o r s '  r e p o r t s  a r e  c l a s s i f i e d ,  i t  i s  not  known how e f f e c t i v e  s a f e -  
guard procedures  a c t u a l l y  a r e  o r  what IAEA d a t a  on MUF look l i k e .  

The NPT i s  ano the r  a c t i o n  governing i n t e r n a t i o n a l  s a f egua rds  and was 
e n t e r e d  i n t o  f o r c e  i n  March 1970. P r o v i s i o n s  of t h e  t r e a t y  a r e  t h a t  non- 



nuc lea r  weapon s t a t e s  agree  no t  t o  manufacture  o r  a c q u i r e  n u c l e a r  exp los ives  
f o r  m i l i t a r y  o r  peace fu l  purposes  and ag ree  t o  accep t  IAEA sa f egua rds  on a l l  

. commercial nuc l ea r  f a c i l i t i e s .  Although t h e r e  a r e  98 p a r t i e s  and 13 s igna-  
t o r i e s  ( i . e . ,  c o u n t r i e s  t h a t  have s igned t h e  t r e a t y  bu t  have not  y e t  r a t i f i e d  
i t )  of t h e  NPT, i n t e r n a t i o n a l  suppor t  i s  incomplete .  Among c o u n t r i e s  wi th  
nuc l ea r  weapon c a p a b i l i t i e s ,  France  and China have not  s igned  t h e  t r e a t y  bu t  
do not  i n  p r a c t i c e  encourage o r  a i d  p r o l i f e r a t i o n .  More impor t an t ly ,  however, 
a r e  t h e  nonnuclear  weapon c o u n t r i e s  who s t i l l  have not  s igned  o r  r a t i f i e d  t h e  
t r e a t y ;  noteworthy among them a r e  Argent ina ,  B r a z i l ,  I n d i a ,  P a k i s t a n ,  I s r a e l ,  
South A f r i c a ,  Spa in ,  and North Korea. To t h e s e  c o u n t r i e s ,  t h e  mo t iva t ion  not  
t o  s i g n . t h e  NPT may l i e  w i th  t h e  hope t h a t  t h e  a c q u i s i t i o n  of n u c l e a r  weapons 
w i l l  b r i n g  them t h e  g l o b a l  s t a t u s  they d e s i r e  o r  t i p  t h e  m i l i t a r y  ba lance  i n  
t h e i r  f a v o r  i n  a  l o c a l  r i v a l r y .  N o n s i g n a t o r i e s  c i t e  t h e  d i s c r i m i n a t o r y  
n a t u r e  o f  t h e  NPT a s  t h e  r e a s o n  f o r  r e f u s i n g  t o  s i g n .  They d i s l i k e  t h e  
out lawing of peace fu l  n u c l e a r  exp los ives  (PNE),  t h e  i n e q u a l i t y  between weapon 
and non-weapon s t a t e s ,  and t h e  s a c r i f i c e  of n a t i o n a l  s o v e r e i g n t y  through t h e  
acceptance of IAEA sa fegua rds .  

2.3 PHYSICAL SECURITY OF FACILITIES (u . s . )  

Because t h e .  U .S . a l r eady  has'  a  nuc l ea r  weapons c a p a b i l i t y ,  n a t i o n a l  
d i v e r s i o n  i s  n o t  a  c o n c e r n ,  b u t  d i v e r s i o n  by s u b n a t i o n a l  o r  t e r r o r i s t s  
remains a  cons t an t  t h r e a t .  The re fo re ,  t h e  o b j e c t i v e s  of t h e  U.S. domest ic  
sa feguards  program a r e  t o  prevent  t e r r o r i s m ,  t o  d e t e c t  t e r r o r i s m  o r  t h e f t ,  and 
t o  respond t o  t h r e a t s .  To c a r r y  ou t  t h e  o b j e c t i v e  of p r even t ing  t e r r o r i s m ,  
b a r r i e r s ,  l o c k s ,  a la rms ,  e t c . ,  a r e  used t o  guard a r e a s  t h a t  c o n t a i n  SNM o r  
s e n s i t i v e  f a c i l i t i e s  t h a t  could  i n i t i a t e  a  s e r i o u s  acc ident  i f  sabotaged.  
Furthermore,  t h e  o p e r a t o r s  of a  nuc l ea r  f a c i l i t y  c a r e f u l l y  s c r e e n  a l l  poten- 
t i a l  employees i n  an a t tempt  t o  h i r e  on ly  r e l i a b l e  and s t a b l e  people .  F i n a l l y ,  
i n t e l l i g e n c e  g a t h e r i n g  by t h e  government can h e l p  t o  i d e n t i f y  groups t h a t  may 
be contempla t ing  t e r r o r i s t  a c t i o n s  and t h e i r  p o t e n t i a l  t a r g e t s .  The sa f e -  

.guarding of a l l  f a c i l i t i e s  hand l ing  SNM i s  r e g u l a t e d  by t h e  NRC. Before t h e  
NRC i s s u e s  a  l i c e n s e  t o  o p e r a t e ,  t h e  l i c e n s e e  must demons t ra te  i t s  c a p a b i l i t y  
t o  p r o t e c t  t h e  SNM i n  i t s  posses s ion  a g a i n s t  l o s s ,  t h e f t ,  o r  a c t s  of indus- 
t r i a l  sabotage .  P e r i o d i c  i n s p e c t i o n s  a l s o  a r e  made t o  de te rmine  whether  o r  
not  l i c e n s e e s  a r e  i n  compliance w i t h  NRC r u l e s  and r e g u l a t i o n s .  

De tec t ion  of t h e f t  o r  t e r r o r i s m  i s  accomplished by s u r v e i l l a n c e  of 
s t r a t e g i c  p o i n t s  of a  nuc l ea r  f a c i l i t y .  S u r v e i l l a n c e  equipment i nc ludes  
c a m e r a s  t o  m o n i t o r  p e r s o n n e l  e n t e r i n g  o r  e x i t i n g  a n  a r e a  i n  a d d i t i o n  t o  
d e t e c t o r s  t o  monitor  m a t e r i a l  t r a n s f e r  throughout  t h e  f a c i l i t y .  M a t e r i a l  
a c c o u n t a b i l i t y  procedures  a r e  conducted every few months t o  i nven to ry  t h e  SNM 
and t o  determine t h e  MUF. To improve m a t e r i a l  a c c o u n t a b i l i t y ,  rea l - t ime  
computer systems could be i n s t a l l e d .  Such systems a l low f o r  more f requent  
m a t e r i a l  ba lance  checks ( e . g . ,  a t  t h e  end of  each s h i f t )  and provide  f a s t e r  
d e t e c t i o n  of d i v e r t e d  m a t e r i a l .  

Another d e t e c t i o n  s t r a t e g y  i s  t h e  use of o n s i t e  armed guards a s  t h e  
i n i t i a l  r e sponse '  t o  a  t h r e a t .  Most f a c i l i t i e s  have agreements wi th  l o c a l  
p o l i c e  t o  provide a s s i s t a n c e  i f  needed. However, o n s i t e  guards a r e ,  f o r  t h e  
most p a r t ,  merely watchmen who a r e  powerless a g a i n s t  a  wel l -prepared para- 
m i l i t a r y  t e r r o r i s t  group. Furthermore,  a l though l o c a l  p o l i c e  may be c a l l e d  i n  
t o  a s s i s t  o n s i t e  guards,  most p o l i c e  f o r c e s  l ack  t h e  t r a i n i n g  and knowledge of 



a  f a c i l i t y  needed t.0 adequate ly  respond t o  a  n u c l e a r  emergency. Fede ra l  
involvement i n  a  t h r e a t  a t  a  n u c l e a r  f a c i l i t y  i s  a s su red  but  t h e  e x t e n t  of t h e  
involvement and t h e  r e s p o n s i b i l i t i e s  of v a r i o u s  f e d e r a l  agenc ies  a r e  no t  w e l l  
d e f i n e d  . 

The need t o  i n c r e a s e  p h y s i c a l  s e c u r i t y  systems a t  n u c l e a r  f a c i l i t i e s  
ha s  brought  up s e v e r a l  impor tan t  q u e s t i o n s ,  t h e  most important  of  which i s  
c i v i l  l i b e r t i e s  v i o l a t i o n s .  Employee background sea rches  and s u r v e i l l a n c e  of 
p o t e n t i a l  t e r r o r i s t  groups b r i n g  up p o s s i b l e  i n f r i ngemen t s  of c i v i l  l i b e r t i e s .  
G u i d e l i n e s  must be  developed s o  t h a t  s e c u r i t y  procedures  can be s t r eng thened  
wi thou t  v i o l a t i n g  t h e  c i v i l  l i b e r t i e s  of n u c l e a r  f a c i l i t y  employees o r  t h e  
g e n e r a l  p u b l i c .  The e f f e c t i v e n e s s  of o n s i t e  guards h a s  a l s o  been ques t ioned .  
One p o s s i b l e  s o l u t i o n  would be  t h e  c r e a t i o n  of a  s p e c i a l  f e d e r a l  p o l i c e  f o r c e  
t o  p r o t e c t  n u c l e a r  f a c i l i t i e s .  Such a  f o r c e  would r e c e i v e  uniform t r a i n i n g ,  
a c c e s s  t o  and a u t h o r i t y  t o  u s e  a  wide range of  weapons, and a c l e a r  concept ion  
of mi s s ion  and r e s p o n s i b i l i t y .  Yet ,  t h i s  s p e c i a l  f o r c c  could  i n f r i n g e  upon 
t h e  a u t h o r i t y  of  t h e  l o c a l  p o l i c e  and expansion of f e d e r a l  p o l i c e  powers 
cou ld  i n c r e a s e  t h e  p o s s i b i l i t y  of c i v i l  l i b e r t i e s  v i o l a t i o n s .  Nuclear  s a f e -  
guard  cont ingency  p l ans  a r e  ano the r  i s s u e  involved  i n  t h e  i n c r e a s e  of p h y s i c a l  
s e c u r i t y  a t  n u c l e a r  f a c i l i t i e s .  D e f i n i t i o n  of  t h e  r e s p o n s i b i l i t i e s  of t h e  
n u c l e a r  f a c i l i t y  l i c e n s e e ,  t h e  l o c a l  law enforcement agency, and t h e  f e d e r a l  
government du r ing  a  n u c l e a r  emergency i s  e s s e n t i a l  s o  t h a t  t h e i r  responses  
w i l l  be t i m e l y ,  r e l i a b l e ,  and e f f e c t i v e .  

2 .4  ' PHYSICAL SECURITY OF FACILITIES ABROAD 

The p h y s i c a l  p r o t e c t i o n  of nuc-lear f a c i l i t i e s  ove r seas  i s  an impor tan t  
c o n s i d e r a t i o n  f o r  U.S. n o n p r o l i f e r a t i o n  po l i cy .  Stepped-up t e r r o r i s m  i n  many 
c o u n t r i e s  c a l l s  f o r  s t r o n g  s e c u r i t y  m e a s u r e s  t o  b e  t a k e n  a t  a l l  n u c l e a r  
i n s t a l l a t i o n s .  S t u d i e s  by t h e  NRC and t h e  O f f i c e  of Technology ~ s s e s s m e n t l , ~  
found t h a t  f o r e i g n  sa f egua rds  a r e  fundamental ly  sound. However, a s  i n  t h e  
U . S . ,  m a t e r i a l  a c c o u n t i n g  r e q u i r e m e n t s  need  improvemen t s .  A l t h o u g h  a l l  
c o u n t r i e s  c l a im  t h a t  t h e i r  c a p a b i l i t i e s  a t  l e a s t  meet IAEA requi rements .  
D e t a i l s  concern ing  p h y s i c a l  p r o t e c t i o n  systems a r e  g e n e r a l l y  u n a v a i l a b l e  
because of s e c u r i t y  r ea sons .  Even t h e  IAEA i n s p e c t o r s  a r e  no t  allowed t o  tes t  
t h e s e  systems because of encroachment upon n a t i o n a l  sove re ign ty .  



3  ISSUES INVOLVED WITH NUCLEAR SAFEGUARDS 

3 . 1  INTRODUCTION 

S a f e g u a r d i n g  t h e  commerc i a l  n u c l e a r  f u e l  c y c l e  was i n s t i t u t e d  t o  
prevent  p r o l i f e r a t i o n  of nuc l ea r  weapons among nonnuclear  weapons s t a t e s  as  
w e l l  a s  p r o t e c t i n g  a g a i n s t  t h e f t  of SNM o r  sabotage  of nuc l ea r  f a c i l i t i e s  by 
subna t iona l  o r  t e r r o r i s t  groups.  Th i s  c h a p t e r  d i s c u s s e s  t h e s e  i s s u e s  of 
p r o l i f e r a t i o n  and t e r r o r i s m ,  exp la in s  p o s s i b l e  mo t iva t ions  behind each a c t i o n ,  
and i d e n t i f i e s  p o s s i b l e  t a r g e t s  i n  t h e  f u e l  c y c l e  t h a t  groups i n t e n t  upon 
ga in ing  weapons o r  sabotage  may s t r i k e .  

3 . 2  PROLIFERATION 

A d e c i s i o n  by a  nonnuclear  weapon s t a t e  t o  a c q u i r e  n u c l e a r  weapons 
i s  tempered by two c o n s i d e r a t i o n s .  The f i r s t  i s  t h e  e f f e c t  t h a t  a c q u i s i t i o n  
of nuc l ea r  weapons w i l l  have on i t s  n a t i o n a l  s e c u r i t y .  Coun t r i e s  embroi led i n  
r e g i o n a l  c o n f l i c t s  may look a t  nuc l ea r  weapons as  a  way t o  ach ieve  m i l i t a r y  
a d v a n t a g e  o v e r  a  n e i g h b o r i n g  f o e .  The  s e c o n d  i s  t h e  s t a t e ' s  d e s i r e  f o r  
p r e s t i g e  i n  t h e  w o r l d  community.  Many t h i r d - w o r l d  n a t i o n s  s e e  t h a t  t h e  
economically s u c c e s s f u l  c o u n t r i e s ,  such a s  t h e  U .S . ,  U.S.S.R., France ,  and 
t h e  United Kingdom a r e  a l l  n u c l e a r  weapon c o u n t r i e s  and they f e e l  t h a t  t h e  
a c q u i s i t i o n  of  n u c l e a r  weapons c a n  c a t a p u l t  them i n t o  p r o s p e r i t y .  Even 
h i n t i n g  a t  t h e  p o s s i b i l i t y  t h a t  a  s t a t e  h a s  acqui red  nuc l ea r  weapons may 
achieve t h e  same e f f e c t  a s  a c t u a l l y  having t e s t e d  one. For  such a  c l a im  t o  be 
c r e d i b l e ,  a  s t a t e  must be a c t i v e l y  pursu ing  a  n u c l e a r  power program, which has  
been t h e  c a s e  wi th  I s r a e l ,  a  non-NPT p a r t y ,  f o r  a  number of y e a r s .  I s r a e l  
t akes  t h e  o f f i c i a l  p o s i t i o n ,  though, t h a t  i t  w i l l  no t  be t h e  f i r s t  t o  i n t r o -  
duce nuc l ea r  weapons i n t o  t h e  Middle E a s t .  

There a r e  a l s o  s e v e r a l  d i sadvantages  i n  a c q u i r i n g  nuc l ea r  weapons. 
One d isadvantage  i s  t h a t  nuc l ea r  weapons may not  a f f o r d  a  count ry  any m i l i t a r y  
advantage whatsoever ,  f o r  i t s  r i v a l  t h e n  has  t h e  excuse t o  pursue  i t s  own 
nuc l ea r  program. Thus, t h i s  s i t u a t i o n  l e a d s  t o  no  n e t  advantage t o  e i t h e r  
s i d e .  A second d isadvantage  of acqu i r ing  n u c l e a r  weapons i s  t h a t  nonweapon 
s t a t e s  t h a t  acqu i r e  nuc l ea r  weapons nay be v i o l a t i n g  a .  de fense  t r e a t y  w i th  a  
l a r g e r  p r o t e c t o r a t e  n a t i o n .  Without such a  de fense  p a c t ,  t h e  new n u c l e a r  
s t a t e  would be i s o l a t e d  and v u l n e r a b l e  t o  a t t a c k  from bo th  o u t s i d e  and i n s i d e  
i t s  bo rde r s .  I n  t h e  event  of a  m i l i t a r y  r e v o l t  o r  c i v i l  war,  n u c l e a r  weapons 
o r  f i s s i o n a b l e  m a t e r i a l s  may b e  t e m p t i n g  t a r g e t s  f o r  s e i z u r e  a n d  u s e  by 
d i s s i d e n t  o r  r i v a l  groups.  L a s t l y ,  a  count ry  must cons ide r  t h e  economic 
i m p l i c a t i o n s  of "going nuc l ea r .  I' Should a  nonweapon NPT s t a t e  "go n u c l e a r , "  
any e i v i l i a n  n u c l e a ~  prugram i t  had o r  was contempla t ing  having would be 
s e r i o u s l y  c r i p p l e d ,  s i n c e  i t  would be  e x p e l l e d  f rom t h e  I A E A .  I t  would 
thercby l o s e  any t e c h n i c a l  a s s i s t a n c e  provided by t h e  LAEA, a s  w e l l  a s  t h e  
m a t e r i a l s ,  f a c i l i t i e s ,  and t e c h n i c a l  a s s i s t a n c e  provided by a  NPT s u p p l i e r  
n a t i o n .  Non-NPT s t a t e s  t h a t  "went n u c l e a r 1 '  would h a v e  s i m i l a r  economic  
s anc t ions  imposed a g a i n s t  them by NPT s u p p l i e r s .  Consequent ly ,  any m i l i t a r y  
advantage gained through owning nuc l ea r  weapons could  be more t han  o f f s e t  by a  
con t ingen t  blow t o  t h e  coun t ry ' s  economy. 



The manufacture  of weapon-grade nuc l ea r  m a t e r i a l  can occur  on ly  a t  
two p o i n t s  i n  t h e  n u c l e a r  f u e l  c y c l e ,  e i t h e r  i n  t h e  enrichment s t a g e  o r  i n  t h e  - 
r e p r o c e s s i n g  s t a g e .  The enrichment  p roces s  p r a c t i c e d  by t h e  n u c l e a r  i n d u s t r y  
i s  accomplished by gaseous d i f f u s i o n .  T h i s  technique  r e q u i r e s  l a r g e  c a p i t a l  
inves tments  and i s  h i g h l y  energy i n t e n s i v e ,  bo th  of which . f e a t u r e s  make t h i s  
method of enr ichment  extremely u n a t t r a c t i v e  t o  poor third-world c o u n t r i e s .  
On t h e  o t h e r  hand,  advanced enrichment techniques  such a s  gas  c e n t r i f u g e  and 
l a s e r  s e p a r a t i o n  may prove t o  be more economical ly  and t ethnically manageable 
and could  r e l a t i v e l y  e a s i l y  make enrichment  an easy  p roces s  f o r  t h e  manu- 
f a c t u r e  of  weapon-grade m a t e r i a l .  At p r e s e n t  t h e  r ep roces s ing  s t a g e  i s  more 
v u l n e r a b l e  t o  d i v e r s i o n  because of t h e  presence  of Pu-239, which i s  b e t t e r  f o r  
n u c l e a r  weapons manufacture  because t h e  c r i t i c a l  mass of Pu-239 i s  substan-  
t i a l l y  l e s s  than f o r  U-235. Another p o i n t  i s  t h a t  chemical s e p a r a t i o n  of 
p l u t o n i u m  from spen t  f u e l  i s  e a s i e r  t h a n  enrichment of uranium. Commercial 
r e p r o c e s s i n g  of spen t  f u e l  ha s  been accomplished through t h e  u se  of t h e  Purex 
p roces s ,  bu t  because t h i s  p roces s  produces pure Pu-239 and U-235 a t  v a r i o u s  
s t a g e s ,  i t  i s  ve ry  u n a t t r a c t i v e  f o r  widespread use .  Hence, ano the r  p roces s ,  
c a l l e d  Civex, has  been developed3 t h a t  r e p r o c e s s e s  spen t  f d e l  i n  such a  way a s  
t o  make i t  l e s s  s u s c e p t i b l e  t o  d i v e r s i o n .  Unl ike  Purex,  t h e  Civex p roces s  

, l e a v e s  a sma l l  pe rcen tage  of  was t e  mixed w i t h  t h e  uranium o r  plutonium i n  such 
d i l u t e  c o n c e n t r a t i o n  t h a t  n e i t h e r  can be  used t o  manufacture  weapons d i r e c t l y .  
The q u a l i t y  Q £  t h e  uranium o r  plutonium a s  a  r e a c t o r  f u e l  i s  una f f ec t ed  by t h e  
remaining waste .  Because t h i s  was te  ma in t a in s  such a  h igh  l e v e l  of rad io-  - 
a c t i v i t y ,  t h e  m a t e r i a l  must be  handled remote ly .  Furthermore,  Civex combines 
b o t h  s p e n t  f u e l  r e p r o c e s s i n g  and t h e  r e f a b r i c a t i o n  o f  new f u e l  i n t o  one  
f a c i l i t y ,  e l i m i n a t i n g  t h e  t r a n s p o r t a t i o n  of plutonium from rep roces s ing  p l a n t  i 

t o  r e f a b r i c a t i o n  p l a n t .  

The commercial n u c l e a r  f u e l  c y c l e ,  however, i s  no t  t h e  on ly  way t o  
o b t a i n  weapon-grade plutonium and .uranium. Research and plutonium p roduc t ion  
r e a c t o r s  provide  f a r  cheaper  and l e s s  t e c h n i c a l l y  s o p h i s t i c a t e d  methods of 
producing weapon-grade plutonium. Naeural  uranium-fueled r e s e a r c l ~  reaccoca. 
a r e  capab le  of producing i U  k of plutonium pe r  y e a r  and che des ign  of t h e s e  
r e a c t o r s  i s  openly a v a i l a b l e . &  S l i g h t l y  more expensive than  r e sea rch  reac-  
t o r s ,  t h e  plutonium p roduc t ion  r e a c t o r s  y i e l d  g r e a t e r  amounts of plutonium and 
can  be opt imized a s  t o  i s o t o p i c  c o n t e n t  of plutonium.5 Hence, t h e s e  t ypes  of 
r e a c t o r s  c o u p l e d  w i t h  d e d i c a t e d  c h e m i c a l  s e p a r a t i o n  f a c i l i t i e s  a r e  much 
p r e f e r r e d  r o u t e s  t o  manufacture  of n u c l e a r  weapons. Also ,  t h e s e  r e s e a r c h  
f  a c i  11 t i e s  a r e ,  f o r  t h e  most p a r t ,  tloe si ibjecr  t o  i n t e r n a t  i o r ~ a l  saleguai-ds. 
I n  f a c t ,  such s p e c i a l  f a c i l i t i e s  have been t h e  r o u t e  of choice by t h e  s i x  
s t a t e s  w i th  known n u c l e a r  e x p l o s i v e  c a p a b i l i t i e s  ( I n d i a ' s  sou rce  of plutonium 
was a  l a r g e  n a t u r a l  uranium r e s e a r c h  r e a c t o r ) .  6 - 

P r o t e c t i o n  a g a i n s t  t e r r o r i s t s  b e n t  upon t h e f t  of  SNM o r  s a b o t a g e  - 
of n u c l e a r  f a c i l i t i e s  i s  t h e  second a s p e c t  of n u c l e a r  s a f egua rds .  A s  noted i n  
t h e  s e c t i o n  on p r o l i f e r a t  i o n ,  t h e  enrichment and r e p r o c e s s i n g  s t a g e s  a r e  t h e  
most a t t r a c t i v e  t o  s e c u r e  SNM f o r  weapons manufacture  o r  f o r  use  as  a  poison.  e 
But because a  t e r r o r i s t  group would c e r t a i n l y  not have e i t h e r  t h e  f a c i l i t i e s  
o r  t h e  funds t o  f u r t h e r  e n r i c h  t h e  low enr iched  uranium (LEU) t h a t  i s  manu- 
f a c t u r e d  by enrichment p l a n t s ,  t h e s e  f a c i l i t i e s  would be  an u n l i k e l y  t a r g e t  
f o r  t h e f t .  S p e n t  f u e l  r e c e n t l y  removed f rom t h e  r e a c t o r  would a l s o  n o t  



be a  l i k e l y  t a r g e t  f o r  t h e f t  because of i t s  i n t e n s e  r a d i o a c t i v i t y ;  a s  t h e  
spent  f u e l  ages ,  r a d i o a c t i v i t y  d e c l i n e s  and t h e r e f o r e  "old" f u e l  e lements  a r e  
not a l t o g e t h e r  imposs ib le  t o  handle  f o r  t h e  e x t r a c t i o n  of  plutonium. 

But t h e  r ep roces s ing  s t a g e  i s  much more of a  t a r g e t  f o r  t e r r o r i s t s  
t han  t h e  enrichment s t a g e .  Depending upon t h e  r ep roces s ing  technique  used and 
t h e .  degree  of s e n s i t i v i t y  of t h e  d e t e c t i o n  dev ices  i n  t h e  p l a n t ,  t h e f t s  of 
plutonium and o t h e r  SNM may be d i f f i c u l t  t o  d e t e c t .  T h e f t s  of  l a r g e  amounts 
of m a t e r i a l s  would most c e r t a i n l y  be d e t e c t e d  by t h e  m a t e r i a l  moni tor ing  
in s t rumen t s ,  bu t  t h e f t s  of amounts below t h e  t h r e s h o l d  of  t h e s e  i n s t rumen t s  
may not be d i scovered  f o r  s e v e r a l  weeks u n t i l  a  m a t e r i a l  ba lance  occurs .  
The re fo re ,  t h e  use  of rea l - t ime  computers t o  cont inuous ly  monitor  t h e  inven- 
t o r y  could d e t e c t  smal l  t h e f t s  much e a r l i e r .  

T r a n s p o r t a t i o n  of SNM i s  probably t he  weakest l i n k  i n  t h e  n u c l e a r  
f u e l  c y c l e  and t h e  most l i k e l y  t a r g e t  of t e r r o r i s t s .  Recent r e v i s i o n s  i n  
t r a n s p o r t  r e g u l a t i o n s  have reduced t h e  l i k e l i h o o d  of employee t h e £  t bu t  have 
not e l imina t ed  t h e  p o s s i b i l i t y  of a  smal l  armed group s u c c e s s f u l l y  h i j a c k i n g  a  
t ruckload  of  SNM. 

Sabotage of nuc l ea r  f a c i l i t i e s  i s  another  t e r r o r i s t  a c t i v i t y  t h a t  
sa feguards  must p r o t e c t  a g a i n s t .  F a c i l i t i e s  t h a t  may be t a r g e t s  of such 
a t  t a c k s  a r e  n u c l e a r  r e a c t o r s  and r e p r o c e s s i n g  f a c i  l i  t i e s .  One i n c i d e n t  
t e r r o r i s t s  may t r y  t o  i n i t i a t e  i n  a  r e a c t o r  i s  a  meltdown. To cause  a  melt-  

'down, t h e  s a f e t y  systems designed t o  guard a g a i n s t  t h i s  occur rence  would have 
t o  be d i s a b l e d .  To accomplish t h i s  aim, t e r r o r i s t s  could f o r c e  t h e  p l an t  
employees t o  a s s i s t  them i n  knocking o u t  t he se  s a f e t y  systems wi th  conven- 
t i o n a l  e x p l o s i v e s .  A d e t e r r e n t  t o  such a  p l an ,  i s  t h e  p o s s i b i l i t y  t h a t  t h e  
t e r r o r i s t s  themselves would be  t h e  v i c t i m s  of prompt r a d i a t i o n  i f  a  meltdown 
was s u c c e s s f u l l y  s t a r t e d  o r  t h a t  they would most l i k e l y  be cap tu red  i f  they 
t r i e d  t o  escape .  Spent f u e l  coo l ing  ponds i n s i d e  t h e  r e a c t o r  a r e  ano the r  
p o s s i b l e  t e r r o r i s t  t a r g e t .  Convent ional  exp los ives  could  be p laced  i n  t h e  
coo l ing  ponds and upon explos ion  could ;  d i s p e r s e  spent  f u e l  throughout  t h e  
p l a n t  c a u s i n g  s e r i o u s  damage t o  t h e  p l a n t  i t s e l f  and p o s s i b l e  r a d i a t i o n  
r e l e a s e  t o  t h e  environment.  S imi l ad ly ,  exp los ives  a t  key p o i n t s  i n  a  re- 
p roces s ing  p l a n t  could a l s o  cause  s e r i o u s  damage t o  t h e  p l an t  as  w e l l  a s  
exposing t h e  pub l i c  t o  r a d i a t i o n .  Consequently , t h e r e  i s  : v i r t u a l l y  no a spec t  
of t h e  nuc l ea r  f u e l  c y c l e  rhac does noe t e q u i r e  s a f egua rd ing .  



4 E'UTURE NUCLEAR CYCLE SCENARIOS AND SAFEGUARD IMPLICATIONS 

4 . 1  INTRODUCTION 

The e x t e n t  t o  which  s a f e g u a r d s  a r e  a p p l i e d  i s  d e p e n d e n t  upon t h e  
n u c l e a r  f u e l  c y c l e  c h o s e n .  A n t i n u c l e a r  a c t i v i s t s  c o n t e n d  t h a t  t h e  o n l y  
way t o  e l i m i n a t e  s a f egua rds  concerns i s  t o  s h u t  down a l l  n u c l e a r  power p l a n t s .  
Yet c l o s i n g  down n u c l e a r  power p l a n t s  i s  ve ry  u n l i k e l y  i n  t h e  nea r  f u t u r e ,  
cons ide ' r ing  t h e  c u r r e n t  o i l  s h o r t a g e  and t h e  f a c t  t h a t  c e r t a i n  a r e a s  of t h e  
U .S. depend upon n u c l e a r  energy f o r  more t han  40% of  t h e i r  e l e c t r i c  energy 
r e q u i r e m e n t s .  Bu t  t o  e a s e  s a f e g u a r d  r e q u i r e m e n t s ,  some n u c l e a r  e x p e r t s  
advoca te  t h e  cont inued  use  of t h e  "once-through" LWR f u e l  c y c l e  because of t h e  
absence of weapon-grade plutonium from t h e  f u e l  c y c l e .  Others  advocate  t h e  
r e c y c l e  of plutonium i n  LWRs, followed by t h e  f a s t  b r eede r  r e a c t o r  (FBR) 
u s i n g  t h e  plutonium c y c l e .  This  procedure ,  they  h o l d ,  w i l l  e l i m i n a t e  t h e  
haza rds  a s s o c i a t e d  w i t h  spen t  f u e l  d i s p o s a l  a s  w e l l  a s  c o n t r o l  t h e  o v e r a l l  
amount of  plutonium i n  t h e  world.  S t i l l  o t h e r s  ho ld  t h a t  because of t h e  
h a z a r d s  a s s o c i a t e d  w i t h  plutonium, t h e  c u r r e n t  u ~ ~ ~ - u ~ ~ ~  f u e l  c y c l e  should be  
dropped i n  f avo r  of  t h e  breeding  c y c l e  u t i l i z i n g  t h 0 r i ~ m - u ~ ~ ~ .  Although no 
f u e l  c y c l e  can t o t a l l y  e l i m i n a t e  t h e  need f o r  s t r i n g e n t  n u c l e a r  sa feguard  
measures ,  each of  t h e  aforementioned o p t i o n s  h a s  some f avo rab l e  c h a r a c t  e r i s -  
t i c s  i n  t h a t  r ega rd .  T h i s  chap te r  d i s c u s s e s  t h e s e  t h r e e  f u t u r e  n u c l e a r  power 
s c e n a r i o s  and c o n s i d e r s  t h e  sa feguard  measures each one imp l i e s .  

4 . 2  THE ONCE-THROUGH LWR OPTION . 

A schemat ic  diagram of  t h e  once-through LWR c y c l e  i s  shown i n  F ig .  
4 .1 .  Low en r i ched  uranium (LEU)(about 3% u ~ ~ ~ )  i s  used a s  t h e  f u e l  and t h e  
spen t  f u e l  i s  not  r ep roces sed  bu t  d i sposed  of a s  i s .  A s  can be seen ,  t h e r e  i s  
no p l a c e  i n  t h i s  f u e l  c y c l e  where weapon-grade m a t e r i a l ,  i .  e . ,  h igh  en r i ched  
uranium (HEU) o r  pure u~~~ o r  ~ u ~ ~ ~ ,  i s  p r e s e n t .  The m a t e r i a l  used must 
e i t h e r  be f u r t h e r  en r i ched  o r  r ep roces sed  t o  o b t a i n  m a t e r i a l  s u i t a b l e  f o r  
weapons; t a s k s  t h a t  a r e  not  p a r t i c u l a r l y  ea sy .  The l a c k  of weapon-grade 
m a t e r i a l ,  proponents  s ay ,  i s  t h e  d i s t i n c t  advantage of t h i s  f u e l  c y c l e .  T h i s  
s c e n a r i o  advoca tes  t he  c o n s t r u c t i o n  of once-through LWRs t o  r e p l a c e  t hose  
withdrawn trom s e r v l c e  o r  growth a t  a  ve ry  slow r a t e .  I f  t h e  adopt ion  of 
t h i s  energy p lan  becomes worldwide some e x p e r t s  b e l i e v e  t ime w i l l  be bought s o  ' 

t h a t  p r o l i f e r a t i o n  and d i v e r s i o n  r i s k s  can be a l l e v i a t e d  o r  so lved  through 
diplomacy. Once t h e s e  problems a r e  worked o u t ,  more advanced f u e l  c y c l e s  can 
be i n s t i t u t e d  i f  t h e  need a r i s e s .  A d d i t i o n a l l y ,  i f  t h e  money t h a t  would have 
been spen t  upon R&D f o r  advanced f u e l  c y c l e s  i s  used f o r  R&D on " so f t "  tech-  
n o l o g i e s  such a s  s o l a r ,  wind, e t c . ,  advanced r e a c t o r s  may not  be needed a t  
a l l .  Furthermore,  by fo l lowing  t h i s  s c e n a r i o ,  t h e  demand f o r  en r i ched  uranium 
w i l l  be kept  low enough s o  t h a t  t h e  U .S.  and s e v e r a l  European concerns ,  who 
supply  v i r t u a l l y  a l l  of  t oday ' s  non-communist world demand, can con t inue  t o  do 
s o  r e l i a b l y  i n  t h e  f u t u r e .  Assured s u p p l i e s  of en r i ched  uranium w i l l  p revent  
enr ichment  technology from sp read ing  and, t h e r e f o r e ,  h e l p  t o  a l l e v i a t e  some 
p r o l i f e r a t i o n  problems. Although t h e  once-through f u e l  c y c l e  as  p r a c t i c e d  
today i s  r a t h e r  i n e f f i c i e n t  i n  i t s  use  of uranium, improvements of up t o  15% 
a r e  e x p e c t e d  t o  be  i n t r o d u c e d  i n  a b o u t  t e n  y e a r s . 7  R e a l i z a t i o n  o f  t h i s  
e x p e c t a t i o n  could h e l p  t o  reduce f u r t h e r  t h e  world demand f o r  en r i ched  ura- 
nium. 



Fig .  4.1. Schematic Diagram of t he  Once-Through LWR Fuel  Cycle 
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Opponents o f  t h i s  s c e n a r i o  a r e  no t  a s  o p t i m i s t i c  about  t h e  r e d u c t i o n  
i n  p r o l i f e r a t i o n  r i s k s  t h a t  t h e  once-through LWR f u e l  c y c l e  a l l e g e d l y  a f f o r d s .  
They c l a im  t h a t  p lu ton ium i s  not  e l i m i n a t e d  from t h e  f u e l  c y c l e ,  b u t  t h a t  i n  
f a c t ,  i t  i s  s t o c k p i l e d  i n  spen t  f u e l  rods .8  Consequent ly ,  e x t e n s i v e  s a f e -  
guards  w i l l  be r e q u i r e d  t o  guard t h e  spen t  f u e l  t h a t  i s  p i l i n g  up a t  r e a c t o r  
s i tes  o r  a t  away-from-reactor (AFR) s t o r a g e  f a c i l i t i e s ,  awa i t i ng  d e c i s i o n s  as  
t o  f i n a l  d i s p o s i t i o n .  Furthermore,  once t h e s e  f u e l  e lements  have "cooled 
down1' f o r  about 30 y e a r s ,  t h e  r a d i a t i o n  w i l l  no l onge r  prevent  t e r r o r i s t s  from 
s t e a l i n g  them and r e p r o c e s s i n g  t h e  spent  f u e l  i n t o  plutonium; a  t a s k  made 
c o n s i d e r a b l y  e a s i e r  by t h e  decay of f i s s i o n  p roduc t s  i n i t i a l l y  p re sen t  i n  
spen t  f u e l .  Hence, p r o l i f e r a t i o n  can occur  even wi thout  t h e  presence  of pure  
plutonium i n  t h e  f u e l  c y c l e .  

I n  a d d i t i o n  t o  s f ~ c k p i l i n g  p l u t o n i u m  i n  s p e n t  f u e l  r o d s ,  t h e  LWR 
c y c l e  a l s o  c r e a t e s  a  l a r g e  d i s p o s a l  burden t o  be d e a l t  w i th  by was t e  manage- 
ment methods. Without r e p r o c e s s i n g ,  t h e  ~ 0 l u a l e  of spenc fuel wasce is about 
16 t imes  g r e a t e r  t han  t h a t  of reprocessed  waste3 and must be i s o l a t e d  from t h e  
b i o s p h e r e  f o r  a t  l e a s t  25,000 y e a r s  compared t o  about  700 y e a r s  f o r  repro-  
ce s sed  was tes .  Moreover, t h e r e  could  be  adve r se  i n t e r n a t i o n a l  i m p l i c a t i o n s  
should  t h e  U.S. s t r o n g l y  advoca te  t h i s  s c e n a r i o  a s  a  worldwide p o l i c y .  I f  t h e  
U.S. t r i e s  t o  f o r c e  o t h e r  c o u n t r i e s  t o  fo l l ow  a  once-through LWR energy p o l i c y  
by r e f u s i n g  n u c l e a r  a s s i s t a n c e  t o  c o u n t r i e s  want ing t o  develop o t h e r  f u e l  
c y c l e s ,  t h i s  r e f u s a l  can be taken  t o  mean , t h e  U.S. i s  reneging  on i t s  NPT 
o b l i g a t i o n s ,  they may not  f e e l  compelled t o  honor t h e i r s ,  and a  s e v e r e  blow 
would have been d e a l t  t o  t h e  hope f o r  n o n p r o l i f e r a t i o n .  A U.S. r e f u s a l  of 
n u c l e a r  a i d  w i l l  f o r c e  c o u n t r i e s  s eek ing  h e l p  i n  deve loping  advanced r e a c t o r s  
t o  look/ e l sewhere .  Al ready ,  f r e e  world c o u n t r i e s  such a s  France a r e  pursu ing  
a  plutonium economy u t i l i z i n g  t h e  f a s t  b r eede r  r e a c t o r  (FBR) and w i l l  b e  i n  
t h e  commercial market probably be fo re  2000. The Sov ie t  Union i s  a l s o  re -  
s e a r c h i n g  plutonium u s e  i n  FBRs and'may beg in  t o  market t h e i r  de s ign  t o  t h e  
f r e e  world.  Hence, r e g a r d l e s s  of U.S. p o l i c y ,  many c o u n t r i e s  a r e  . looking  t o  
t h e  plutonium c y c l e  f o r  t h e i r  f u t u r e  energy needs.  

4 .3  THE PLUTONIUM BREEDER OPTION I 1 
I 

A s c h e m a t i c  d i a g r a m  o f  a  p l u t o n i u m  b r e e d i n g  c y c l e  u t i l i z i n g  b o t h  
thermal  and f a s t  r e a c t o r s  i s  shown i n  F ig .  4 .2 .  I n i t i a l l y ,  plutonium and 
uranium would be r ecyc l ed  i n  LWRs fol lowed by a  plutonium FBR c y c l e .  The c o r e  
of the  FBR conta ins  plutonium and d e p l e t e d  uranium, wh i l e  t h e  sur rounding  
b l a n k e t  c o n t a i n s  on ly  d e p l e t e d  uranium. Plutonium i s  b red  i n  t h e  b l a n k e t  a s  a  
r e s u l t  of  neu t ron  c a p t u r e  and subsequent  decay of u ~ ~ ~ .  The i n t r o d u c t i o n  of 
FBRs would depend upon r ep roces s ing  economics and energy demand. Proponents  
a rgue  t h a t  u t i l i z i n g  t h e  plutonium and unburned uranium i s  one way t o  prevent  
t h e  s t o c k p i l i n g  o f  plutonium and uranium i n  spen t  f u e l  rods  from t h e  once- 
through LWR cyc l e .  The FBR can a l s o  be ope ra t ed  s o  t h a t  i t  can e i t h e r  i n -  
c i n e r a t e  more plutonium than  i t  produces o r  produce more plutonium t h a n  i t  
i n c i n e r a t e s ,  depending upon t h e  demand. I n  t h i s  way, t h e  amount of plutonium 
can  be c o n t r o l l e d  s o  t h a t  t h e  supply  meets t h e  demand, u n l i k e  t h e  once-through 
c y c l e  where t h e  amount of plutonium i n  spen t  f u e l  rods  grows wi thout  l i m i t .  
Fur thermore,  i n  a  mature  FBR economy, t h e r e  w i l l  be a  g r e a t  i n c e n t i v e  f o r  
r a p i d  t u r n  around of t h e  plutonium, so  t h a t  ve ry  l i t t l e  t ime e l a p s e s  from t h e  
t ime i t  comes out  of t h e  r e a c t o r  c o r e  o r  b l anke t  t o  t h e  t ime i t  i s  put  back i n  
t h e  r e a c t o r .  The re fo re ,  t h e  amount of plutonium inven to ry  o u t s i d e  of t h e  
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r e a c t o r  i s  kept  t o  a  minimum. The v u l n e r a b l e  r ep roces s ing  s t a g e  can be made 
more d i v e r s i o n - r e s i s t a n t  through t h e  u se  of t h e  Civex r a t h e r  t h a n  t h e  Purex 
r e p r o c e s s i n g  technique .3  The Civex proces-s has  no s t a g e  where plutonium o r  
uranium i s  i n  a  pure  form. C e r t a i n  amounts of f i s s i o n  products  remain w i th  
t h e  plutonium s o  t h a t  i t  must be handled remotely and can  be e a s i l y  d e t e c t e d  
i n  c a s e  of t h e f t .  

P h y s i c a l  s e c u r i t y  must be i n c r e a s e d  i n  a  plutonium economy, bu t  pro- 
ponents  c l a i m  i t  w i l l  i nvo lve  no more s e c u r i t y  t han  w i l l  be needed f o r  t h e  
once-through LWR c y c l e .  I nc reased  s e c u r i t y  guards ,  s e c u r i t y  checks,  and 
improved  d e t e c t i o n  d e v i c e s  and a c c o u n t a b i l i t y  p r o c e d u r e s  w i l l  b e  n e e d e d  
r e g a r d l e s s  o f  f u e l  c y c l e .  The s e c u r i t y  of t h i s  f u e l  c y c l e  can be i nc reased  by 
c o l o c a t i o n  of  r e p r o c e s s i n g  and f u e l  f a b r i c a t i o n  p l a n t s  i n t o  one well-guarded 
i n s t a l l a t i o n .  Th i s  s e t u p  would e l i m i n a t e  t r a n s p o r t a t i o n  between r e p r o c e s s i n g  
and f u e l  f a b r i c a r i o n  f a c i l i t i e s ,  f u r t h e r  s t r e n g l h e u i n g  the plutonium b reede r  
o p t i o n .  T h e r e f o r e ,  an i n c r e a s e  i n  s e c u r i t y  measures w i l l  no t  v i o l a t e  c i v i l  
l i b e r t i e s  b u t  w i l l  p r e se rve  them By a l l e v i a t i n g  t h e  d ivers iur l  pruLleu~s as-.. 
s o c i a t e d  w i t h  a  plutonium economy. 

- 
On an i n t e r n a t i o n a l  s c a l e ,  p r o l i f e r a t i o n  can  be checked i n  s e v e r a l  

ways. F i r s t ,  m u l t i n a t i o n a l  f u e l  c e n t e r s  under IAEA s u p e r v i s i o n  can be i n s t i -  
t u t e d .  I n  t h i s  way, s e n s i t i v e  r e p r o c e s s i n g  technology ,  f u e l  f a b r i c a t i o n ,  and 
plutonium s u p p l i e s  w i  11 be  under i n t e r n a t i o n a l  c o n t r o l  and t h e  d i v e r s i o n  
p o t e n t i a l ,  g r e a t l y  reduced.  Second, n u c l e a r  weapon s t a t e s  should e n t e r  i n t o  
s t r o n g  de fense  t r e a t i e s  w i th  nonnuclear  weapon s t a t e s .  These t r e a t i e s  w i l l  
h e l p  t o  i n c r e a s e  t h e  s ense  of s e c u r i t y  of a  non-weapon s t a t e  and w i l l  go a  
long way toward t h e  fo rego ing  of  n u c l e a r  weapons by t h e s e  s t a t e s .  

An FBR p l u t o n i u m  economy h a s  o t h e r  a d v a n t a g e s  a s  w e l l .  A s  n o t e d  
e a r l i e r ,  reprocessed  was tes  a r e  e a s i e r  eo d i s p o s e  of because ul: a reduced 
volume and a  l e s s e r  r a d i o a c t i v i t y  hazard .  Assuming 99.9% removal of uranium, 
neptunium, and plutonium and 99% removal of americium and curium from t h e  
spen t  f u e l ,  t he  was te  W I L L  remain a  hazard  f o r  on ly  708 yea r s  r a t h e r  Lliall ~ 1 1 e  
25,000 y e a r s  r equ i r ed  t o  reduce  t h e  r a d i a t i o n  of spent  f u e l  t o  s u f f i c i e n t l y  
low l e v e l s  .9 The e x t r a c t e d  a c t i n i d e s  ( i .  e .  , neptunium, americium, and curium) 
can be  r ecyc l ed  i n  t h e  FBR a t  a  sma l l  p e n a l t y ,  where t hey  w i l l  be e v e n t u a l l y  
t u rned  i n t o  f i s s i o n  p roduc t s  and subsequent ly  be removed. Furthermore was te  
d i s p o s a l  t echniques  t h a t  r e q u i r e  l i q u i d  h igh  l e v e l  was te  (HLW) which a t e  a  
by-product of spent  f u e l  r e p r o c e s s i n g  a r e  i d e a l l y '  s u i t e d  f o r  use  w i t h  t h e  
plutonium b reed ing  c y c l e  s i n c e  t h e  was tes  can  be d i sposed  of a s  soon a s  they  
a r e  gene ra t ed .  Colocar ion  of r ep roces s ing  p l a n t s  and waste  r e p o s i t o r i e s  w i l l  
e l i m i n a t e  t h e  haza rds  a s s o c i a t e d  wi th  t r a n s p o r t  a t  i on  of r a d i o a c t i v e  was t e s ,  
i . e . ,  d i v e r s i o n  and a c c i d e n t s .  Another advaaca e  t o  r e p r o c e s s i t ~ g  i s  t h a t  t h e  
uranium supply w i l l  i n c r e a s e  by a  f a c t o r  of 50. Hence, many c o u n t r i e s  w i l l  
have t h e  oppor tun i ty  t o  become energy s e l f - s u f f i c i e n t .  

Opponents of t h e  plutonium b r e e d e r  op t ion  f i n d  many f a u l t s  w i t h  t h e  
arguments of  b r eede r  s u p p o r t e r s .  F i r s t ,  p r o l i f e r a t i o n  i s  not s u c c e s s f u l l y  
thwar ted  even wi th  m u l t i n a t i o n a l  f u e l  c e n t e r s  under IAEA c o n l r o l .  S e n s i t i v e  
r e p r o c e s s i n g  technology w i l l  be spread  throughout  t h e  world and l i t t l e  can be 
done t o  prevent  c l a n d e s t i n e  r ep roces s ing  o p e r a t i o n s  c a r r i e d  ou t  by c o u n t r i e s  
i n t e n t  upon g e t t i n g  n u c l e a r  weapons. P r o l i f e r a t i o n  can be checked only  by 
e l i m i n a t i n g  r e p r o c e s s i n g  f rom t h e  f u e l  c y c l e .  S e c o n d ,  e v e n  i f  s e c u r i t y  
systems a t  r ep roces s ing  p l a n t s  a r e  i n c r e a s e d ,  reprocessed  f u e l  i s  one s t e p  



c l o s e r  t o  weapon f a b r i c a t i o n  than  spen t  f u e l .  Because t h e  t ime r e q u i r e d  t o  
c o n s t r u c t  a  weapon from s t o l e n  SNM i s  reduced,  t h e  a b i l i t y  of t h e  s e c u r i t y  
systems t o  d e t e c t  a  t h e f t -  i n  t ime t o  prevent  use of a  weapon i s  ques t ioned .  
Th i rd ,  i t  i s  f e l t  t h a t  t h e  necessary  i n c r e a s e  i n  s a f egua rd ing  measures such as  
employee background checks and domest ic  s u r v e i l l a n c e  t o  i d e n t i f y  p o s s i b l e  
t e r r o r i s t s  w i l l  no t  i n s u r e  s a f e t y  a s  much as  they w i l l  v i o l a t e  c i v i l  l i b e r -  
t i e s .  Furthermore,  should a  c r i s i s  a r i s e ,  hundreds o r  thousands of c i t i z e n s  
may be s u b j e c t  t o  s ea rches ,  w a r r a n t l e s s  s u r v e i l l a n c e ,  o r  forced  evacua t ions  i n  
o r d e r  t o  f i n d  t h e  t e r r o r i s t s  and r ecove r  t h e  s t o l e n  m a t e r i a l .  Once t h e  c r i s i s  
i s  p a s t ,  t h e r e  i s  t h e  r i s k  t h a t  some t a c t i c s  employed i n  t h e  c r i s i s  might be  
c a r r i e d  over  i n t o  r o u t i n e  ope ra t i ons .  The energy c r i s i s  i s  no t  s e v e r e  enough 
t h a t  plutonium i s  t h e  on ly  way ou t  and 'a p o l i c e  s t a t e  t h e  on ly  way t o  i n s u r e  
s a f e t y .  

Four th ,  many f e e l  t h a t  t h e  consequences of even a  s l i g h t l y  s u c c e s s f u l  
sabotage of  an FBR a r e  t o o  s eve re  t o  warran t  t h e  use of t h i s  type  of r e a c t o r .  
The acc iden t  a t  an FBR near  D e t r o i t  i n  1966 t h a t  r e s u l t e d  i n  a  p a r t i a l  co re  
meltdown i s  o f t e n  c i t e d  a s  t he  r ea son  FBRs must not  be used. Although t h i s  
acc iden t  was s u c c e s s f u l l y  brought under  c o n t r o l ,  sabotage  of such a r e a c t o r  by 
t e r r o r i s t s  knowledgeable i n  FBR des ign  o r  by f o r c i n g  employees t o  a s s i s t  them 
could  r e s u l t  i n  hundreds of f a t a l i t i e s  and hundreds of thousands of d o l l a r s  i n  
damage. And, f i n a l l y ,  c r i t i c s  of FBRs c i t e  adve r se  economics a s  t h e  reasons  
n o t  t o  t u r n  t o  a  p l u t o n i u m  economy. S o a r i n g  c o n s t r u c t i o n  c o s t s  r e q u i r e  
g r e a t e r  c a p i t a l  expend i tu re s  f o r  FBRs than  LWRs. I n  a d d i t i o n ,  t h e  c o s t  of 
uranium i s  not  h igh  enough t o  warran t  b u i l d i n g  FBRs u n t i l  w e l l  i n t o  t h e  next 
cen tury .6  The re fo re ,  c r i t i c s  f e e l  t h a t  f o r  a l l  o f  t h e s e  r ea sons ,  t h e  plu- 
tonium b reede r  op t ion  i s  not  t h e  f u e l  c y c l e  of t h e  f u t u r e .  

4 .4 THE THORIUM OPTION 

A n o t h e r  f u e l  c y c l e  o p t i o n  i s  t h e  t h 0 r i ~ m - u ~ ~ ~  b r e e d i n g  c y c l e .  A 
schematic  diagram i s  shown i n  F ig .  4 . 3 .  A s  can be seen ,  t h i s  f u e l  c y c l e  i s  
very s i m i l a r  t o  t h a t  of t h e  plutonium b reede r  op t ion ,  except  t h a t  u~~~ i s  bred 
from thorium and recyc led  r a t h e r  than  breeding  plutonium from u ~ ~ ~ .  The 
major d i f f e r e n c e  l i e s  i n  t h e  i n t e r a c t i o n  between t h e  breeder -conver te r  and t h e  
consuming r e a c t o r s .  I n  t h e  plutonium b reede r  o p t i o n ,  consuming LWRs would 
e v e n t u a l l y  be r ep l aced  by t h e  FBR; i n  t h e  thorium o p t i o n  both breeder-con- 
v e r t e r  and consuming r e a c t o r s  p l ay  an i n t e g r a l  r o l e .  A s  some e n v i s i o n  t h e  
c y c l e ,  r e g i o n a l  f u e l  c y c l e  c e n t e r s  and n a t i o n a l  r e a c t o r s  would be  i n s t i t u t e d .  5 
The r e g i o n a l  f u e l  c y c l e  c e n t e r  would be  under  i n t e r n a t i o n a l  c o n t r o l  s u b j e c t  t o  
IAEA s a f e  uards  and would t a k e  c a r e  of r ep roces s ing ,  f u e l  f a b r i c a t i o n ,  pluton-  
ium t o  U253 conver te r -breeder  r e a c t o r s  (whether a  r e a c t o r  i s  a  conve r t e r  o r  a  
b r eede r  w i l l  depend upon f u e l  and energy demand), and was te  management f a c i l -  
i t i e s .  The n a t i o n a l  r e a c t o r s  would u t i l i z e  t h e  f u e l  f a b r i c a t e d  a t  t h e  re- 
g i o n a l  f u e l  c y c l e  c e n t e r  t o  produce power and send t h e i r  spent  f u e l  t o  t h e  
c e n t e r  f o r  r ep roces s ing .  A diagram i l l u s t r a t i n g  t h i s  r e a c t o r  symbiosis  i s  
shown i n  F i g .  4.4.  The r a t i o  of n a t i o n a l  t o  r e g i o n a l  power could  be anywhere 
from ve ry  l a r g e  t o  very  sma l l ,  depending upon a  l a r g e  number of key parameters  
such as r e a c t o r  types  and s p e c i f i c  d i s t r i b u t i o n  of key i s o t o p e s  i n  t h e  r e a c t o r  
f u e l .  These parameters  a r e  not easy t o  e s t i m a t e  wi thout  t h e  use  of complex 
computer programs. 5 
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Proponents of this .fuel cycle option cite several characteristics 
that make the option favorable from a safeguards point of view. First, the 
fuel in the national reactors, which has a 4% concentration of u~~~ in a 
denatured mixture with u ~ ~ ~ ,  is not suitable for nuclear weapons, even though 
u~~~ is highly fissionable. The Civex process can also be used to make the 
u~~~ inaccessible during reprocessing. Second, sensitive fuel cycle support 
technologies and the breeder-converter reactors, which utilize recycled 
plutonium as the core material, can be heavily safeguarded at international 
centers. This feature will help to reduce greatly possibilities of SNM 
diversion or sabotage of reactor facilities. 

Another advantage of the thorium cycle is the extension of uranium 
resources. The uranium ore mined today is of relatively low quality and huge 
amounts must be mined in order to process a sufficient amount for fuel. 
Because of this, uranium costs keep rising. However, the concentration of 
thorium in the earth's crust is three times greater than the concentration of 
uranium. l1 Furthermore, an advanced converter reactor requires an inventor 
of 50 tons of thorium compared to 400 tons of U308 for a standard LWR. 13 
Hence, the thorium mining and milling industry would grow to only a fraction 
of the size of the uranium industry, in addition to alleviating problems 
associated with dwindling uranium supplies. 

On the other hand, critics find several faults with the thorium cycle. 
First, plutonium is again produced and reprocessed in this fuel cycle. Even 
though the plutonium is reprocessed and used at proposed heavily guarded 
international fuel cycle centers, reprocessing technology will still be 
distributed worldwide. Similar to the case of the plutonium fast breeder 
cycle, little can be done to prevent a determined country from clandestinely 
building and operating their own reprocessing facility dedicated to producing 
weapon-grade plutonium. Second, problems exist with u~~~ as a fuel because it 
is almost as potent an atomic weapons material as plutonium. Because both 
plutonium and u~~~ are recycled, there are now two reprocessing technologies 
and two weapons-potential materials to deal with. Furthermore, the isotope 
u~~~ i e  producod along with ~ 2 ~ ~ .  Thc iaeeape u~~~ is so gamma radioactive 
that even fresh, unirradiated fuel assemblies would have to be handled by 
remote control. It would be an ideal contaminant from the point of view of a 
terrorist weapons designer intent upon making the biggest mess. l3 Third, the 
thorium fuel cycle is largely unresearched and some ins~lrmountable barriers 
may be encountered. For example, some converter reactors call for heavy water 
and there is presently no heavy-water industry in the U.S. Moreover, the 
heavy-water CANDU reactors cost 20% more to build than LWRs of the same 
capacity . l3 Also the disposal of uranium-thorium wastes would have to be 
demonstrated and licensed. ~ence, a whole new technology must be developed for 
this industry. Development time for such a project could extend from several 
years to several decades. 



5 CONCLUSIONS 

To summarize, t h e  i s s u e s  sur rounding  nuc l ea r  s a f egua rds  a r e  p r o l i f -  
e r a t i o n  and t e r r o r i s m .  P r o t e c t i n g  t h e  nuc l ea r  f u e l  c y c l e  a g a i n s t  a t  tempts by 
nonnuclear  weapon s t a t e s  t o  d i v e r t  n u c l e a r  m a t e r i a l s  f o r  weapons manufacture  
h a s  been t h e  f u n c t i o n  of t h e  NPT and t h e  IAEA. However,. because a l l  n a t i o n s  
have not  s igned  t h e  NPT and IAEA sa fegua rd ing  i n s p e c t  i ons  a r e  not  foo lproof  , 
t h e  f u e l  c y c l e  i t s e l f  h a s  b e e n  l o o k e d  t o  a s  a  p o s s i b l e  way t o  a l l e v i a t e  
concerns over  p r o l i f e r a t i o n .  The t h r e e  f u e l  c y c l e s  most advocated f o r  f u t u r e  
use  . a r e  t h e  once-through LWR c y c l e ,  t h e  plutonium breeding  c y c l e ,  and t h e  
thorium breeding  op t ion .  A s  seen  from t h e  preceding d i s c u s s i o n s ,  n e i t h e r  of 
t h e  above cyc l e s  w i l l  e l i m i n a t e  t h e  p o s s i b i l i t y  of c l a n d e s t i n e  d i v e r s i o n  of 
n u c l e a r  m a t e r i a l  by c o u n t r i e s  bent  upon o b t a i n i n g  a  n u c l e a r  a r s e n a l .  Fur ther -  
more, a  c i v i l i a n  nuc l ea r  i n d u s t r y  i s  not  needed t o  produce weapon m a t e r i a l ,  
s i n c e  r e sea rch  r e a c t o r s  can provide  t h e  necessary  weapon-grade uranium o r  
plutonium much cheaper  and e a s i e r  t han  commercial power r e a c t o r s .  Thus, 
a l t e r i n g  t h e  nuc l ea r  f u e l  c y c l e  does no t  n e c e s s a r i l y  reduce t h e  p o s s i b i l i t y  of 
p r o l i f e r a t i o n  of n u c l e a r  weapons. Only s t r i c t  enforcement of t h e  NPT and of 
t h e  sa feguard  g u i d e l i n e s  of t h e  IAEA can ach ieve  n o n p r o l i f e r a t i o n .  

Ter ror i sm i s  t h e  second i s s u e  sur rounding  n u c l e a r  s a f egua rds .  Again, 
changing t h e  f u e l  c y c l e  does not  prevent  t e r r o r i s t s  from e i t h e r  s t e a l i n g  
h i g h l y  r a d i o a c t i v e  m a t e r i a l  t o  be used f o r  weapons o r  from sabo tag ing  n u c l e a r  
f a c i l i t i e s .  P o l i c i n g  a  nuc l ea r  f a c i l i t y  by us ing  guards ,  a la rms ,  b a r r i e r s ,  
and sea rch ing  and sc reen ing  of employees i s  t h e  on ly  way t o  p r o t e c t  a g a i n s t  
t e r r o r i s m .  But t h e s e  a c t i o n s  then  b r i n g  up ques t i ons  r ega rd ing  c i v i l  l i b e r -  
t i e s  v i o l a t i o n s  of both t h e  employees a t  a  n u c l e a r  s i t e  and of t h e  p u b l i c  i n  
g e n e r a l .  Hence, a l t e r i n g  t h e  nuc l ea r  f u e l  c y c l e  w i l l  not  e l i m i n a t e  t h e  r i s k s  
of nuc l ea r  t e r r o r i s m .  

. . I n  c o n c l u s i o n ,  b e f o r e  d e c i d i n g  upon t h e  n u c l e a r  f u e l  c y c l e  t o  be  
used i n .  t h e  f u t u r e ,  t h e  s a f egua rd ing  r i s k s  and i m p l i c a t i o n s  of a  p a r t i c u l a r  
f u e l ,  c y c l e  must be f u l l y  s t u d i e d .  Both nuc l ea r  p r o l i f e r a t i o n  and t e r r o r i s m  
mustrbe addressed and d e c i s i o n s  made r ega rd ing  what r i s k s  w i l l  be accepted  and 
how ' these  r i s k s  w i l l  be i reduced through safeguard  p r a c t i c e s  and procedures .  
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