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Abstract

This report on computer viruses is based upon a thesis written for the Master of Science
degree in Computer Science from the University of Tennessee in December 1989 by David
R. Brown. This thesis is entitled An Analysis of Computer Virus Censtruction,
Proliferation, and Control and is available through the University of Tennessee Library.

This paper contains an overview of the computer virus arena that can help the reader to
evaluate the threat that computer viruses pose. The extent of this threat can only be
determined by evaluating many different factors. These factors include the relative ease
with which a computer virus can be written, the motivation involved in writing a computer
virus, the damage and overhead incurred by infected systems, and the legal implications of
computer viruses, among others.

Based upon the research, the development of a computer virus seems to require more
persistance than technical expertise. This is a frightening proclamation to the computing
community. The education of computing professionals to the dangers that viruses pose to
the welfare of the computing industry as a whole is stressed as a means of inhibiting the
current proliferation of computer virus programs.

Recommendations are made to assist computer users in preventing infection by computer
viruses. These recommendations support solid general computer security practices as a
means of combating computer viruses.
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Introduction

Computer viruses and other destructive computer programs have recently made national
headlines. On November 2, 1988, a self-replicating computer program infected
approximately 6000 computers across the United States and served to focus national
attention to the problem.! Computer viruses have also been encountered on most major
microcomputer hardware platforms. Countless hours have been lost in isolating and
eradicating these viruses. Some of these viruses corrupt data or disrupt the normal
operation of the infected computer system.

To understand the operation of a computer virus requires a fairly detailed knowledge of the

inner workings of computers. The general public, and even some within the computing
profession, do not currently possess this understanding. Journalists outside of the
computing industry have a tendency to emphasize the sensational when reporting on a
computer virus infection. For these reasons, common misconceptions of the nature of
computer viruses are allowed to flourish.2

On the other hand, professionals in the computer industry usually possess a much greater
understanding of computers. Computers are a part of their day-to-day life. Like the old
saying, "Familiarity breeds contempt," these users may be more reluctant to accept the fact

that computer viruses pose a real threat to security. This feeling has caused something of a

backlash of apathy from computing professionals.’

Computer viruses can pose a real threat to security. This point is driven home by the
following news item. A computer virus discovered by Jack E. Juni, M.D., and Richard
Ponto had installed itself into a self-contained unit used in the nuclear medicine department
at three hospitals. Although there were no reported deaths, some patients were needlessly
exposed to additional radiation caused by the corruption of patient records by the virus.*

Admittedly this is an extreme case, but it points out rather dramatically that computer
viruses are not a subject to be taken lightly. The damage they can cause is real. The subject
is an important one in our increasingly information-based society where we are dependent
upon the integrity of the information we receive. Financial decisions, and sometimes even
life-and-death decisions, are based on this information.

According to William H, Murray of Ernst & Whitney, “If you can conceive it, and if it
could be done by any other program, then it can be done by a virus.” 5 This is a frightening
proclamation for the computing industry.

Steve Gibson, president of Gibson Research Corporation and a contributing editor to Info
World, is quoted as saying,

Viruses are created by people with nothing better to do. They have trigger dates far into the
future. The authors want to see what happens on that date; they want to read about the effect in the
paper. Viruses are almost impossible to get out of your system and they can spread insidiously.

In the not-too-distant future, I am sure there's going to be a major-scale corporate information
system disaster that will be caused by a system-wide viral attack. The question is where it's going
to hit, what can be done to prevent it, and how the computer industry will be changed as a
consequence. . , .
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Kinds of Destructive Software

Intentlonally destructive software can come in several different guises, including computer
viruses, and can be grouped into the following broad categories.

Trojan Horses

These programs, like their historical namesake, have a purpose beyond their exterior
appearance. While a Trojan horse program is executing, it may also be deleting files from a
hard disk, or it may be performing any number of other disastrous actions. They are the
most simplistic of the destructive software group, as their "hidden agenda" is usually
readllly apparent. Unfortunately, without prior precautions, the discovery is usually made
too late.

Logic Bombs

,‘
These programs are intended to perform an unexpected (by the user) function at « logically
determined (by the program) time. Many trigger mechanisms exist for this type of
destructive software. These mechanisms include:

1. A specified time period since installation has elapsed.
2. A certain predetermined operation has been selected by the user.
3. Some other predetermined combination of events that have taken place.

Because their destructive nature is not as readily apparent, logic bombs are slightly more
diabolical than Trojan horses in that they may lull the user into accepting that the program is
safe for use in a networked environment.

Worm or Bacterium

These programs replicate and spread, but they do not attach themselves to other programs.
Unlike viruses, they do not require a host computer system to survive and replicate.
Worms usually spread within a single computer or through a network of computers. They
are not spread through the sharing of programs. The most well-known example is the
November 1988 Internet Worm, which infected and disabled several thousand government
and university UNIX computers in a single day.”

The Internet Worm is worthy of a short diversion from the main topic of the paper. This
particular worm took advantage of flaws in standard software installed on many UNIX
systems, as well as mechanisms used to simplify sharing of resources in local area
networks. Once established on a computer, the worm first gathered information about other
machines connected in the network by reading public configuration files and executing
system utility programs. Through this information, the worm could establish the status of
networked nodes. It then attempted to load itself onto the networked systems by exploiting
flaws in system software and by guessing user passwords. By exploiting the tendency of
users to use common words as passwords, the worm achieved a 50% success rate at some
sites.8

It should be noted that the worm did not infect other software. It simply slithered its way
through the defenses of the computer systems and took up residence on the victimized
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machine. Services were disrupted on these machines and system CPU cycles were wasted
processing the worm code.

Computer Virus

These programs are somewhat like a cross between a Trojan horse and a worm, with one
deadly exception; not only do they mask their true purpose, they multiply and infect other
software, making them carriers as well. A virus may also take on some of the properties of
a "logic bomb." The virus may lay dormant for some time until a particular sequence of

.events awaken it. Given these properties, it is safe to say that computer viruses have an

extremely high potential for destruction.



Thesis Research Setting

The original thesis research on which this paper is based was conducted using the Apple
Macintosh personal computer hardware platform. This setting provided a means of isolated
experimentation. It also is an area where there is currently much virus activity. These
factors combined to make the Apple Macintosh an ideal setting for computer virus research.

Destructive programs in the mainframe arena wreak havoc for a short period of time until

they can be effectively eliminated. This area is where the most potential for destruction

gxists. lbut the lack of isolation and the short life span of viruses here make research
ifficult.

By using a personal computer, however, it was a simple matter to gain the needed distance
from other users, thereby allowing the research to be conducted in an isolated environment.
This advantage is in reality the primary problem in completely eliminating a viral strain
from the personal computer arena. Since personal computers are so widespread, it is
virtually impossible to completely obliterate a viral strain. Changes in the operating system
or the hardware architecture could make the virus obsolete, but most personal computer
viruses enjoy a long lifespan. The research conducted is still applicable to the mainframe
environment since the properties of computer viruses in general are much the same.

Methodology

To understand the risk that computer viruses pose to the computing community, the relative
ease with which computer viruses can be written had to first be established. For this
reason, a computer virus was written during the course of this research. It was assumed
that this virus would be typical of other computer viruses in complexity and in the amount
of technical knowledge required.

To comprehend the difficulties that may arise when attempting to infect a computer
operating system, an operating system was infected using the virus program created during
the research, The amount of damage inflicted upon the system was limited by the code of
the virus, operating system constraints, and security measures exercised by the user of the
system.

By examining the coding considerations of the virus, several security measures were
illuminated that could have limited the spread of the virus or protected the system from loss
of data.

The computer virus code was then examined to determine the amount of overhead required
to support the virus infection. Three factors were considered in the calcuiation of the
overhead required by the virus. These factors were: execution speed, memory
requirements, and disk storage.

Finally, the virus written for the research was explored from the standpoint of an observer
who did not have access to the technical specifics of the execution of the virus. The results
obtained from this exploration were then generalized to provide a picture of how the virus
appears to operate and what security measures could be taken to control the virus.
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Summary of Findings

The virus written during the course of this research was developed in approximately three
weeks, The author held an undergraduate degree in Computer Science (at the time that the
program was written) but had very little experience in programming the computer system
that was chosen for infection. Software developers with extensive programming experience
in a specific environment should be able to develop similar viruses in much less time,

The viral code developed consists of only three small modules totalling 2486 bytes
(approximately 2.43K) of executable code.

The virus written during the research was intended to be a fairly simple one. Many ways

were discovered that could have made the virus much more difficult to isolate and eradicate.

Most of these discoveries were left out of the discussion since their dissemination could aid
would-be virus writers in generating more virulent computer viruses.

The difficulties encountered in containing a virus were also noted during the research. Even
a virus written purely for the sake of curiosity can be a threat if it somehow escapes into the
computing community. When testing the virus written for this research, it was sometimes
difficult to keep track of which applications were currently infected with the virus. If only
one infected application was executed on another machine, the virus could have proliferated
unchecked on machines that did not contain adequate security controls to inhibit this
dissemination.

The virus written for this research can easily infect a system and will rapidly propagate
itself throughout the entire computer system. Only two requirements were found to allow
this to occur. First, the computer system must have inadequate security controls for dealing
with the virus. Second, an infected application must be run on the computer system, either
from attached media (such as a diskette), or from a remote server in a local area network.

The virus created for this research was benign in that no damage was intended; however,
the infected computer user must still contend with the overhead imposed by the virus and
the time and effort that will eventually be required to eradicate the virus. It was also pointed
out in the research that not all viruses are benign. Some viruses cause erratic system
behavior or permanently destroy data. Some may also be written by inexperienced or
careless programmers, who leave bugs in their code that do inadvertent damage or have
inadequate controls for handling error conditions.

Based upon the research that has been conducted, the threat posed to the computing

community by computer viruses is very serious indeed. Developing a computer virus
seems to require more persistance than technical expertise.
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Origins of Viruses

The origin of computer viruses can be traced to a 1949 paper by John von Neumann on the
"Theory and Organization of Complicated Automata." In this paper the concept of a self-
reproducing program was first discussed.?

Self-replicating programs were developed in several computing research sites by 1960. By
the late 1960s, powerful Trojan horse programs had begun disrupting operations at major
data processing centers. These disruptions have continued to the present day. At 7:30 a.m.
on April 11, 1980, all IBM 4341 computers already delivered to customers ceased
operation. The disruption was caused by the presence of a logic bomb in the systems,
placed there by a disgruntled IBM employee. 10

In 1984, Fred S. Cohen carried out controlled viral infection experiments at the University
of Southern California. He found that viruses could infect an entire network of computers
in a matter of minutes and concluded that it is impossible to write a computer program that
can detect every conceivable virus.11

"Core War," a software program, written by A, K. Dewdney in 1984 simulates a
computing environment where rival programs battle for control of a computer system.
Although the game is not a virus, and the action takes place within the confines of the game
software, it graphically illustrates how a computer system can become a virtual
battleground pitting virus against virus-protection software. 12

Virus-L is a virus discussion list available through BITNET that provides a forum for
sharing information about computer viruses. It was founded by Kenneth van Wyk of
Lehigh University in Bethlehem, Pennsylvania, following an outbreak of a virus on the
university's IBM-PC population in November 1987. Virus-L currently has 1135
subscribers, representing 26 countries and 631 computing installations worldwide.!3 The
forum provides information on current virus sightings, virus prevention, current research,
and questions and answers on a variety of concerns relating to computer viruses.

The British Computer Virus Research Centre (BCYRC) has been founded to collect and
catalogue viruses, analyze these viruses, disseminate pertinent results of this analysis to
researchers, and produce support programs intended to reduce the risks of computer virus
infection.!4 The BCVRC is an active participant in the BITNET Virus-L discussion list.

Finally, The Sophco Company of Boulder, Colorado, has established a Center for
- Computer Disease Control. 13
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General Behavior of Computer Viruses

Computer viruses behave very much like their biological counterparts. The Amerlcan
Heritage Dictionary of the English Language defines a virus as:

1. Any of various submicroscopic pathogens consisting essentially of a core of a
single nucleic acid surrounded by a protein coat, having the ability to replicate
only inside a living cell. 2. Any specific pathogen. 3. Something that poisons
one's soul or mind.16

The important part of this definition is that a virus is capable of replicating itself. Also note
that replication is possible only in the presence of a "living" host, which differentiates a
virus from a worm. Both of these points carry over well to computer viruses. They also are
self-replicating and need a host system to survive.

Phases of Virus Infection

Computer viruses generally pass through four unique phases during the course of their
existence in a computer system.!7 These phases are as follows:

Dormancy phase (optxonal)
Propagation phase

Triggering phase (optivnal)
Damagmg phase (optional)

H O

Dunng the dormancy phase, the user may be lulled into believing that the software
containing the virus is safe. The operating system of the computer is infected, but no
additional damage is inflicted during this phase, and the code does not propazate itself to
other software. The Macintosh SCORES virus lies dormant for two calendar days before
progressing to the next phase.!8

The propagation phase is the only phase necessary for a program to be labeled a virus.
During this phase, the virus attempts to attach itself to other applications or data files within
the system. The main purpose is to have the atiached viral code executed prior to the
execution of the infected software. Once the code is attached to other software, it may be
spread to other machines via the transfer of floppy disks or across a network.

An optional triggering phase determines when the true purpose of the virus is revealed to
the user. Like logic bombs, the triggering mechanism is limited only by the imagination of
the software author. Common mechanisms have been based on the date and time, the
number of times the virus has replicated itself, or the number of executions since infection.

Finally, the virus performs its intended purpose. This purpose could be blatant, as is the
case with the IBM-compatible "Israe’i" or "Friday the Thirteenth" virus. Among other
damaging features, when triggered, this virus will delete any applications that are
executed.1? However, the purpose is not always so obvious. Once again, the damage is
limited only by the imagination. By changing bits of information in sensitive areas of
memory (such as the operating system), the system is made to exhibit erratic behavior. By
changing bits within a spreadsheet file, the spreadsheet may no longer be used or could
contain erroneous information,
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Virus Classification

One way to classify viruses is by the extent of damage inflicted. In this manner, viruses
may be considered either benign or malignant.20 The Macintosh nVIR virus, for example,
is programmed to speak the words "Don't Panic" when triggered and i$ considered
benign.2! On the other hand, the "Friday the Thirteenth" virus described above is definitel
classified in the malignant category.

This distinction is somewhat misleading, however, in that even benign viruses have a
potential for destruction. If nothing else, a virus consumes CPU time that could be put to
more constructive use. When the virus is detected, time and effort must be expended to
eradicate it from the infected system. A survey of 1000 MacWorld readers revealed that of
the 42 that had experienced a viral infection, only 35% were able to eliminate the virus in
less than two hours, and some were not able to eliminate the virus after more than 20 hours
ot work.22

Finally, it must be noted that the user of an infected application is at the mercy of the virus
wner. If the writer did not take sufficient precautions for handling all error conditions that

could arise while the virus is executing, valuable data can be lost or rendered unusable. In
short, there is no such thing as a "safe" virus.

10
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Anatomy of a Typical Virus

‘ As stated previously, a program must be able to propagate itself to be considered a virus.

) ‘ This is really the only requirement. To propagate, the virus must attach itself in some way

j to the operating environment of the computer. Once attached, the virus is then free to infect
other applications. These applications may thien be carried on floppy disks to other
computers, or the applications may be run on other machines across 2 local area network
(Figure 1). Either way, the applications then can infect other eperating systems, and the
cycle continues, There must be this two-way infection process: system -> application and
system <- application.

‘ @ Other applications run
: o from User A's system
@ Application 1 computer User A become infected
Infects User Infected

A's Operating Application 2»
System I:::j ‘

Infected
Application 1

Infected
Application 3

O Eventually User B executes an Infected
‘ infected application from User  computer User B Application 4

A's system, thereby infecting
User B's Operating System. The
cycle has begun.

Figure 1. Example of Virus Propagation.

11
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System -> Application Infection

Because the act of virus propagation is circular in nature, any discussion of the process
must begin by assuming that either the system or the application is already infected. For
this discussion, it is first assumed that the operating sy stem is already infected by a virus.

The primary purpose when infecting an application is to get viral code executed some time
during the execution of the application. The viral code can be destructive or nondestructive,

and it may incorporate a dormancy phase but at some point it will always attempt to
propagate the virus (if the application is still infectious).

Assume tha* the operating cystem of a computer has become infected by a computer virus,
The first step in propagating the virus is to decide when to target and infect applications.
Some viruses attack as soon as a diskette is inserted into the disk drive; some attack whllc
an uninfected application is executing; others may simply attack at random.

The following discussior shows how a "typical" computer virus can propagate through a
computer system. Of course, this is not the only way that a virus can propagate, but it does
serve as a good example.

Flgure 2 illustrates how a normal operating system call can be implemented. The actual
operational details of this call have been omitted from this paper.

Figure 3 shows how a virus might be able to infiltrate an operating system. Notice that viral
code is now being executed within the execution cycle of the program.

Application -> System Infection

The assumption made above was that an operating system had somehow been remapped to
point to viral code. This section will d2scribe how that could be accomplished.

When an infected application is executed, the viral code gains control. This code then
attempts to infect the operating system of the computer on which it is executing. If it is
determined that the operating system is already infected, no action is taken. If the system is
not already infected, it can be infected by inserting code into the operating system such that
this code will be executed at startup or another predetermined time.

The purpose of this inserted viral code is to remap one or more of the operating system
calls (as seen in Figure 3). This completes the virus cycle of infection. The operating
system infects applications, and applications in turn infect operating systems.

12
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Control returns to program

' , Piogram Issues an
. operating system call
®
o
]
=1 Trap Address "
o
o
]
Trap Dispatch Table ‘
‘ Operating System
Figure 2. Normal Operating System Call.
Control returns to program
Program issues an
operating system call
- ]
]
@
Trap Address »
[}
®
®
. Trap Dispatch Table
Operating System
Figure 3. Redirected Operating System Call.
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Application -> System Infection

The assumption made above was that an operating system had somehow been remapped to
point to viral code. This section will describe how that could be accomplished.

When an infected application is executed, the viral code gains control. This code then
attempts to infect the operating system of the computer on which it is executing. If it is
determined that the operating system is already infected, no action is taken. If the system is
not already infected, it can be infected by inserting code into the operating system such that
this code will be executed at startup or another predetermined time,

The purpose of this inserted viral code is to remap one or more of the operating system
calls (as seen in Figure 3). This completes the virus cycle of infection. The operating
system infects applications, and applications in turn infect operating systems.

Ovérhoad incurred Because of a Virus

Once viral code has infected an application or an operating system, a certain amount of
overhead is imposed upon the software. This overhead is a result of attempts by the viral
code to continue propagation. The overhead manifests itself in three areas: processing time,
memory demands, and disk space utilization.

As the virus interrupts the normal processing of the operating system and executing
applications, it takes CPU cycles away from these activities, thereby lowering the
throughput of the system. In a multiuser environment, so many cycles may be stolen that,
in some situations, system performance is drastically degraded.

The virus code will have to be in main memory to be executed, therefore this memory will
not be available to legitimate applications.

Finally, the virus code will add size to the operating system and to all infected applications.
These storage dem.ds will continue to grow with each fresh infection of an application.

14
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Motivations Behind the Generation of Computer Viruses

Given that viruses can be so terribly destructive, why would anyone ever write one in the
first place?

Many viruses likely spring from an innate curiosity of programmers towards how
computers work. Viewed in this vein, the publicity that viruses have received in the past
only serves to encourage programmers to experiment with viruses. Viruses written in this
fashion may be intended as harmless pranks. Self-proclaimed virus writer Roger Gonzalez
says that his viruses ". . . don't destroy, they annoy. I wrote the programs as a challenge to
myself, and to get back at a friend who played a pr: stical joke on me."23 These pranks
usually only provide enjoyment for the author, not for the victim.

On the darker side of the picture, viruses can provide an extremely effective mode of
sabotage for disgruntled or otherwise disturbed employees. Given that the destruction of
some types of data can result in the loss of millions of dollars to an organization, it can be
argued that viruses and other destructive software are the most easily available method of
crippling an organization. Couple this with the difficulties that result from attempting to
prosecute the perpetrators of this "white collar" crime, and the makings for a highly
explosive situation exist.24 |

One graphic example is provided by Jim Pierce, former director for Globe Security in
Philadelphia. An employee of a large oil exploration company planted a logic bomb in a
proprietary software system used for exploration. The bomb had to be defused by the entry
of a code word every 30 days. When the employee was terminated for unrelated reasons,
the bomb went off, destroying millions of dollars worth of data and suspending exploration
and pumping operations until the data was reentered manually.25

Viruses can also be a weapon of industrial sabotage. According to a March 15, 1988,
article in the San Jose Mercury News, the MACMAG virus was found to have infected
commercially-distributed copies of Aldus Freehand, a graphics program on the Apple
Macintosh. These disks were then sold to Aldus customers. In this case, it appears that the
infection was accidental, but it points out the opportunity that exists to damage the
reputation of a competitor.26 ‘

The quest for recogrition or notoriety may also be a motivating factor behind the writing of
computer viruses and other destructive code. This appears to have been the motivation
behind the actions taken by Robert Morris, Jr., the alleged author of the internet Worm.
Morris has achieved notoriety throughout the computer industry and national exposure as
well. He is currently the subject of a grand jury investigation by the United States Attorney
for the Northern District of New York.27
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Legal Implications

Against the backdrop of proliferating viruses and increasing indignation from a computing
cnmmuni? forced to defend itself from attack, several pieces of legislation have been
introduced in hopes of providing relief. ,

'n 1986, the U. S. Congress passed the "Computer Fraud and Abuse Act of 1986," which
makes it a felony to gain unauthorized access to classified information and 4 misdemeanor
to access financial records or credit histories in financial institutions or trespass into a
federal government computer.28

The General Accounting Office (GAO) issued a report following the "Internet Worm"
incident that pointed out the difficulties faced when attempting to prosecute the writer of a
computer virus. The GAO cited the fact that because no federal statute exists that
specifically makes the writing of a virus a crime, virus writers must be prosecuted under
other statutes. The "Computer Fraud and Abuse Act of 1986" 1s the statute that most
closely relates to the act of writing of a computer virus, However, some terms in the statute
are not well defined when applied to a computer virus.2?

For example, the act defines the phrase "exceeds authorized access" as "access to a
computer with authorization and use of such access to obtain or alter information in the
computer that the accessor is not entitled to obtain or alter." However, the terms "access"
and "information" are not specifically defined.3°

The GAO report also cited the fact that the technical nature of virus-type incidents may
hinder prosecution. Even when facing a clear-cut case of a violation under the existing
statute, the evidence may be technical in nature and difficult to communicate to a jury.3!

Robert Morris, the alleged author of the "Internet Worm," has been indicted under the
"Computer Fraud and Abuse Act of 1986." According to the U. S. Department of Justice,
this is the first federal prosecution of a crime involving a computer worm or virus.32

On July 14, 1988, Representative Wally Herger (R-Cal) introduced the "Computer Virus
Eradication Act of 1988," which introduced civil and criminal punishment for anyone who
"knowingly inserts into a program for a computer, or a computer itself, information or
commands, knowing or having reason to believe that such information or commands may
cause loss, expense, or risk to health or welfare."33 This bill is intended to act as a
deterrent to those who may intend to unleash a virus and to fill holes in existing legislation
as they relate to computer viruses. ‘

The "Computer Virus Eradication Act of 1988" was originally cosponsored by
Representative Robert Carr (D-Mich) after the Macintosh computer in his office became
infected with the Scores virus.34

In a report issued to Congress on December 15, 1988, Robert Helfant and Glenn J.
McLoughlin suggested that "Congress could direct that research and development of

techniques and standards directed at controlling viruses be undertaken" as a possible
nonprosecution strategy.35
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Currently Active Viruses

" The exact number of viruses actually virulent at a particular point in time cannot be

accurately determined. However, there are many viruses that have been isolated and
documented. A discussion of these strains is prudent before embarking more deeply into
the world of computer viruses.

Scores

This virus is also known as the "NASA Virus." It is the among the most virulent of known
viruses in the Miacintosh environment and is estimated to account for approximately one-
third of known viral infections.36 Programmers at the National Aeronautics and Space
Administration (NASA) headquarters in Washington, D.C., were among the first to spot
Scores in the spring of 1988. The virus has also infected computer systems at the U. S.
Environmental Protection Agency, the National Oceanic and Atmospheric Administration,
and the U. S. Sentencing Commissior. NASA reportedly contacted the FBI to investigate
the outbreak.37 '

Scores was designed to target specific proprietary applications developed by Electronic
Data Systems (EDS), causing erratic behavior and printing problems in these programs.
EDS supplies computer and communications services to large corporations and government
agencies. Scores appears to have been designed to behave as a benign virus except when it
comes into contact with the two EDS programs. However, Scores contains several bugs
that can cause system crashes and other unpredictable behavior. The two target applications
were fortunately never released to the public.38

nVir

The nVIR virus first appeared in Europe in 1987 and in the United States in early 1988.39
The nVIR virus attacks the Apple Macintosh line of personal computers. nVIR was named
after the resource files that it attaches to the applications and operating systems that it
infects. : ‘

nVIR is considered a benign virus in that it exhibits no overt destructive characteristics.
When a system is first infected, a counter is set at 1000. The counter is decremented by one
each time the system is started up, and by two each time an infected application is executed.
When this counter reaches zero, the dormancy phase ends. The system will now beep or
speak the words "Don't Panic" /if a speech driver is installed in the system) with a
probability of 1/16 on system startup. This anomaly will also occur with a probability of
15/128 when an infected application is run. A 1/256 chance exists that the system will beep
or speak twice,40

INIT 29

The INIT 29 virus is arguably the most virulent of Macintosh viruses. It first appeared in
late 1988. INIT 29 is named after the resource that is adds to infected files. It differs from
most Macintosh viruses in that the operating system is left untouched and that an
application need not be executed to become infected. INIT 29 infects almost any file that it
comes in contact with, Applications, documents, and system files can all become infected.
The virus attacks files on any disk inserted into the infected system.4!
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INIT 29 is also considered benign although many users have reported printing problems
and system errors caused by incompatibility with system startup applications. Its sole
purpose appears to be to replicate.42 |

ANTI

The ANTI virus first appeared in France in early 1989, The string "ANTI" appears within
the code of the virus, which is how it got its name. It is less contagious than INIT 29 but
more contagious than Scores and nVIR. Its threat has been lessened considerably since the
introduction of Multifinder, Apple's pseudo-multitasking operating system. ANTI does not
spread under Multifinder.43

ANTI is benign, content to simply spread itself to applications. Like INIT 29, the operating
system is not infected.

Brain Virus

The "Pakistani" or "Brain" virus first appeared on the campus of the University of
Delaware in October 1987.44 The volume labels of infected diskettes are changed to
"@Brain," which is how the virus got its name. The "Pakistani" nomenclature is derived
from the Pakistani address listed by the virus authors in the boot area of infected disks. The
virus attacks IBM PC-compatible computers.43

The Brain Virus was written by two computer store owners in Lehore, Pakistan.
Unbelievably, they included their name, address, and telephone numbers within the virus
code.46

The Brain Virus spreads across boot sectors of DOS floppy diskettes. The virus only
infects 5 1/4" floppy diskettes. The Brain Virus appears to be benign although some
infected sites have reported problems, Its sole purpose seems to be propagation and
changing the volume name of infected diskettes.4’

Israeli PC Virus

In December 1987, several viruses were discovered at the Hebrew University in
Jerusalem.4® Among them was the Israeli PC Virus that attacks IBM PC-compatible
computers.

Each time an application with a file extension of ".EXE" is executed on a system infected
by this virus, an additional 1808 bytes are added to the size of the application. Applications
with a file extension of ".COM" are also extended, but only the first time they are executed.
The virus lays dormant until any Friday the thirteenth after 1987, at which time any
application executed on an infected machine will be erased.4?

A January 31, 1988 article in the New York Times suggested that this virus "was
apparently intended as a weapon of political protest," since the first Friday the thirteenth
after 1987 fell on May 13, 1988. This date was the fortieth anniversary of Palestine's
independence from British mandate. Yisrael Radai, a member of the Computation Center at
the University of Jerusalem, discounts this fact as merely a coincidence. He feels that the
virus has no political significance and was probably intended merely as a prank.5

20



Lehigh Virus

The Lehigh Virus was first encountered at Lehigh University in Bethlehem, Pennsylvania,
in November 1987.5! This destructive virus attacks IBM P .vmpatible personal
computers.

The virus spreads by altering the COMMAND.COM file, which is part of the MS-DOS
operating system. A rather insidious component of the Lehigh Virus is that the length of the
COMMAND.COM file is not changed by infection. In an uninfected COMMAND.COM
file, 300 bytes are used for temporary stack space. The virus inserts code into this area,
leaving the overall length unchanged. It does, however, alter the change date for the file,
leaving a method for discovering infected disks,>?

The Lehigh Virus is a malignant virus. It copies itself to four other disks before destroying
the entire contents of the original diskette.
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Current Virus Detection/Elimination Strategles

Many virus detection/elimination products have surfaced since the surge of virus attacks.
These products first appeared as public domain software because viral attacks were
becoming a serious threat to the free exchange of computer programs, Recently,
commercial products have begun to appear on the shelves of computer dealers,

In general, computer virus detection/elimination strategies fall into four broad categories.
Each of these strategies have their own inherent limitations and applicability.

Active “Inoculation"

Some viruses have documented characteristics concerning the exact host system resources
that are affected. Just like their biological disease counterparts, some computer viruses can
be fooled into thinking that the system has already been infected and will not attempt to
reinfect the system.,

Detection of Viral Infection

Once a host system has been infected, it may begin to show characteristic symptoms. These
symptoms can lead to a determination of the virus itself, or at least to the part of the host
that has been infected. ‘

Detection of Viral Infection Attempt

Scmetimes an attempt at infection can be thwarted before the system actually becomes
infected, By supervising the activity of known goints in the host system that are susceptible
to virus attack, some viruses can be terminated before they have a chance to become a
serious problem,

Elimination of the Infecting Agent

If a host has been infected with a virus whose characteristic behavior is known, the virus
can sometimes be eliminated without causing harm to the host.
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Recommendations

General Recommendations

The following general recommendations provide guidelines for dealing with the problem of
computer viruses,

L.

Limit the use of public-domain software. This software is not subject to strict
configuration controls and can easily contain a virus. The availability and wide
distribution of programs in the public domain make them an attractive target for
computer virus authors and also increase the likelihood that the programs may
have picked up a virus from someone else. If using public-domain software,
first test it in an isolated environment.

Take note of any strange occurrences. This doesn't mean to becorne paranoid,
but simply to be an alert user. An inordinately long delay when loading a
program or booting a computer system doesn't mean that a computer virus is
present, but these delays could be symptoms of a computer virus. Files or disks
that suddenly become corrupted should be noted. If unusual occurrences
persist, ¢éxamine the disk in question for known viruses. If none are found, it
may still be prudent to reinstall program and system software on the disk to
eliminate any virus that may have infected it.

. If a virus is found on a disk, isolate it as soon as possible. Programs that have

possibly been infected by the virus should not be executed until it has been
determined that they are not infected. If the virus is known to the computing
community, methods will likely be readily available to eradicate it. If the virus is
of unknown origin, many "reverse-engineering" techniques are available for use
in discovering its method of operation.

. Where feasible, write-protect the system startup diskette. The hardware write-

protection mechanism, such as provided on floppy disks, is preferred over
software write protection schemes, which can be subverted by viral code.
Make use of software protection mechanisms on files where possible. If the
system in use allows write-protection at the file level, lock all important system
and application files and resources. Applications programs rarely modify their
own executable code. Exceptions to this rule are some copy-protection
schemes.

Use publicly available virus detection/elimination programs with caution. These
programs can be invaluable in combating the spread of computer viruses, but
they can also allow unobstructed infiltration by a computer virus. The use of
these programs is highly recommended, but treat them the saine as any other
program in the public domain. Commercially available virus
detection/elimination programs are also available and provide a much safer
method of insuring the integrity of a system.

. Keep up-to-date on currently active viruses. By knowing what to look for, you

can spot a viral infection more quickly and take appropriate action.
Keep good backups. If data is corrupted by a computer virus, you may be able
to recover it if sufficient backups are maintained.
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Recommendation to Other Researchers

The design and coding of a computer virus was a worthwhile research pursuit. This path is
recommended for researchers exploring virus infiltration on other hardware platforms,
Systems can be better protected when their weak points are studied in-depth,

Recommendations to Installations Procossing Classified or Vital Information

Computer viruses can compromise the integrity of the data contained on a computer
sysasm, This is especially important in installations where classified or vital information is
processed. Vital information is defined here as information that is considered to be
important to the continued operation of the installation. These recommendations also apply
to information that is of a sensitive nature such as payroll and personnel records. The
following are additional recommendations made to these installations.

1.

Use RAM disks when connecting to classified systems or systems where
sensitive information is accessible. By placing the system software and
communications software in volatile RAM memory, any classified or sensitive
information covertly stored to disk during the communications session will be
erased when the system is restarted. This sanitization will ensure that no
classified or sensitive data can be captured by a virus or Trojan horse program
and later retrieved.

. Installations processing classified or vital information should already have strict

access control procedures in place. These measures must be followed to ensure
that virus programs are not installed on machines that process this information.
If unobstructed access to a computer system takes place, all other security
measures are in vain.

. The general recommendation made for the limited use of public-domain

software must be more stringent for installations processing classified or vital
information. Public-domain software still has a place in these organizations, but
more care should be taken. The software should be examinzd carefully before it
is placed on computers cleared to process classified or vital information.

. Vims protection software should be mandatory in installations processing

classified or vital information. One or more standard virus protection programs
should be distributed to all users cleared to process the information.

. Computer security personnel should be well educated in the area of computer

viruses. Users concerned that their machine is infected should be able to contact
a central organization that understands how viruses operate, as well as the
symptoms of currently active viruses. This group should not overreact to a
possible infection citing. Overreaction only serves to complicate the problem. A
potential virus should not be handled as a major security problem. The
computer security group should inform other users of a potential virus and then
quietly investigate the citing further.

26

vk



Recommendation to Would-Be Virus Authors

Do not write computer viruses except in an effort to understand them and thereby combat
their spread. While technically challenging, the writing of a computer virus does not imply
any special technical achievement. The computing field contains many more technically
challenging pursuits that benefit the computing community. Computer viruses pose a
serious problem. Everyone who enjoys the computing field should assist in eliminating the
spread of computer viruses. ‘ ‘

Recommendation to Other Computer Users

Finally, computer users should resist the temptation to get caught up in the current paranoia
surrounding computer viruses. A few years ago, periodic system malfunctions were simply
shrugged off simply as an annoyance. With the proliferation of computer viruses, each
system malfunction is now often suspect as a manifestation of a computer virus. The
chances of becoming infected by a computer virus are not great, if the user is accustomed to
safe computing practices. By remaining alert to the symptoms of computer viruses and
understanding how viruses operate, computer users should be able to relieve this computer
virus anxiety.
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Concluslions

Developing a computer virus can be likened in many ways to building a bomb. All of the
information necessary for its construction are readily available, The technical proficiency
required is substantial, but not beyond the reach of any reasonably intelligent computer
hacker. The only missing element is a propensity for destruction on the part of the
computer virus author., , . -

Computer viruses can easily infect unprotected computer systems and there is no limit to
the amount of damage that can be inflicted once a system becomes infected. Since computer
viruses are simply malicious computer programs, anything that can be done on a computer
can be done within the context of a computer virus. The damage inflicted in this manner is
limited only by the virus author's imagination.

Computer viruses must be dealt with in a manner similar to any other computer security
problem. The paranoia that exists in the computing community relating to computer viruses
only serves to compound the problem, Although computer viruses are more difficult to
detect and deal with, their infiltration methods are similar to those of any other type of
destructive software. Computer viruses are more dangerous only because they are capable
of replicating. If a computer system is protected such that it cannot be initially infected by a
computer virus, then this capacity does not pose a further problem.

The authors of computer viruses are members of the community of computer users.
Computer viruses pose a threat to this community. This threat manifests itself first in the
destruction of information and disruption of computer operation and ultimately by
endangering the free exchange of ideas among members of the community. Wou.ld-be
computer virus authors should consider this before placing everyone at risk.

Opportunities for Further Research

Many other opportunities exist for continued research in the area of computer viruses.

The design of future microcomputer operating systems should encompass some form of
protection against the infiltration of the system by a computer virus. Research can be
directed toward designing such an operating system.

The legal sector is currently struggling to restructure laws that provide criminal prosecution
of the authors of destructive code to cover the area of computer viruses. Research can be
directed toward assisting in this efforc.

A general scheme for protecting current microcomputer hardware platforms from infection
by computer viruses can be investigated. This level of protection will most likely involve a
layered approach including both hardware and software components. Software protection

alone can always be overcome by subverting the integrity of the software system.

Finally, the study of the weaknesses of any computer system is a valuable area for

research. The information gained during the research can immediately be put to use to
strengthen the weak areas.
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