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ABSTRACT

The Self-Epergized Credential System (SECS) was
developed for use in the Plutonium Protection System
{PPS} installed at Hanford, Washingtom. Evaluation
and development of the SECS system was enhanced by the
use of a microprocessor-controlled portal tester.

This tester used infrared (IR) beam sensors to provide
information on the direction of travei of the cre-
dential wearer and to detect inoperative credentials.
A printed record of the portal number, actual code
read, time, and direction uf the credential passage
provided information essential to an assessment of the
operability of the SECS.
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A MICROPROCESSOR-CONTROLLED TESTER FOR EVALUATION OF THE SELF-ENERGIZED
CREDENTIAL SYSTEM (SECS)

Microprocessor Partal Tester

The Microprocessor Porral Tester (Figure 1) was designed to assist in
the cvatuation of the electronic Self-Energized Credential System‘ (SECS)
that was developed for use in the Plutonicm Protectian Systemz {PP5) in-
stallad at Hanford, WA. The tester is augmented by infrared (IR) beam-
breakrr sensors which detect a person passing through the portal. Logic

within rhe tester determines the directinon of the passage.

In a typical operational sequence, entrance of a persen into the
pottal uactivates one of the TR sensors. Once within the effective
detection area vo! me of the portal, the personnel-barne credential is
activated aad its unique cod=z is detected by the portal eslectromice. This
cade i5 then processed by the microprocessor tester, resulting in a list-

ing of the following data:

Cotrect access code
Actnal code read
Portal number
Current £ime

Direction of credential passage

Two other SECS parameters are also checked by the status logic of the
tester. The L10-kHz portal-refz2rence signai is detected to provide an
indication of “power up” and the AGC output from the decoder circeit
indicates whether the credential transmitted 2 coded cresponse. The
undetected presence of these two parameters is printed out as "NOT UP" and

"NO AGC" by the microprocessor.



Figure 1, Partal Test Lavaut




As a result of the ahbove determinations, a thorough manitoriang of
critical SECS parameters is obtained and a printed record of each passage
through the portal is provided. Appendix A contains an example of a

typical code printout.

Theory of Operation

‘The main block elcments of the portal system are shown in Figure 2

and are described in greater detail block by block.
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Figure 2. Block Diagram of Portal System



Input FiltLer and Detector

The input filter and detector (Figure 2) is comprised of two main
parts: a passive Filter and a peak detector. The passive input filter
has a center frequency of 56 kHz with an approximate bandwidth of 2 kHKz,
followed by an amplifier with a gain of 40 dB. A two-pole filter follows
the amplifier for additional selectivity. The code is demodulated by a
peak delector controling the threshold of a elipper which is one~half of
the input amplitude. From the clipper, a signal is sent to a one-shot
(multivibrator) to retime the data. The one-shot is locked out if the
input amplitude is below a selected level to preclude false triggering hy

noise signals at the input. The circuitry diagram is shown in Figure 3.

Code and Parity Discriminator

Once the input signal is filtered and the amplitude variations are
removed, the data are fed to the Code and Parity Discriminator (Figure 2).
A serial shift register tests the cade for the correct parity and two
consecutive code words for identical patterns. Two 12-bit parity
integrated circuits (IC) (Figure 4} are used to test the code for odd
parity and a 16~bit comparator checks two 24-bit code words for identical
bit patterns. If both conditions are met, a data latch stores the I6-bit
data word and a "data valid" signal is generated. A data valid pulse is
gencrated for each correct frame and resets a six-bit binary clock
counter. If a data valid pulse is missing for more than 64 clock pe;iods,
the counter resets Lhe data latches, Therefore, the data valid signal

must drop out for at least 37 ms before another valid code can be read.

Tesler Clock and Control

The clock for the tester is developed by dividing the 110-kHz portal-
refereace (REF) signal by 64. The divide-by-64 counter (Figure 5) is
reset on Lhe positive side of the data signal to align the edges of the
clock and data signals. The data valid signal is used to latch the
credeniial code into the data register and to set the host computer
interrupt. However, the computer interrupt is not used in this
application because the microprocessor palls the input/output (1/0)

signals from the IR beam sensors to detect the interruption of the beams.

10



This technique permits the detection of both a nonoperating credential and
a person nol wearing a credential. Tne IR beam logic is locked out after
both beams are broken until the microprocessor resets the logic; the data
valid signal then drops out and both beams are get to the normal state,
This precludes the possibility of reading the credential a second time

while it is sriil in the fringes of the portal's magnetic field.

Three cight-bit ports en the Fairchild F8 microprocessor are used Lo
interface: the microprocessor and the portal tester. The status bus on
sart 9 of the microprocessor receives the nine-bit status word from Lhe
Lester in two bytes, Port 1 transmits signals from the microprocessor to
the Lester For status byte control while Port 5 passes the tester's data

worl {n two eight-bit byt2s to the microprocessor.

Inturrupt Logic - Standard

his circuit (Figure 6) is designed to provide a computer ianterrupt
from the operation of the IR beam sensors. The interruplion of the first
seam ciuses the logic to generate signals to Lura on a video camera and
th» portal loop power amplifier, if the system is 50 configured. As the
criedueatial enters Lthe magnetic field of the portal, the credential's
internal circuits are activated and its code is read by the receiving
sircnits and latched in the data register. When the second beam is
hroken, a computer interrupt is generated. The direction of the person
passing through the partal is determined by which beam is broken first.
After the computer has read the data register and the direction code, the
louic is reset. If the secord beam is not broden within 10 s, an internal
reset 15 generated. The system start up procedurs for the credeatial is

Jetailed in Appendix B,
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Fogure 3. Fester Cloek and Contenad Schem te
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Intercunt Logic - Hanford Modification

The first Hanford portal used prescure-sensitive pads to detect a
person passing through the portal, These pads produced multiple switch
closures as the person walked on the pads. The signals from the pads were
filtered by a special IC (MC14490) which produced an ocutput four clock
periods after an input signal goes low., A logic circuit was added to
yrevent multiple computer interrupts from being generated during the

passage of one person.

The direction of the person passing through the portal is determined
by which switch signal occurs first. When the credential is energized by
the portal's magnetic field, the credential's code is read and stored,
When the second sensor is activated, an interrupt is generated for the
computer which then reads the code, the direction code, and reset the
interrupt logic.

System constraints for computer interruption are as follows:

1. Both switches must be activated in less than 10 s

2. The direction of passage must be different or the code must
be different from the last stored code

3. The data must be valid,

If only one switch is activated within 10 s, an internal reset is

generated,

The complete interrupt logic is shown in Figure 7.
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Credential Format

The data from the credential are transmitted serially at 1.7-kbits/s

in an asynchronous mode. The format has start and stop bits to identify

the coded word amd a parity bit for error detection. Eight bits of data
are included in nach 12-bit word, so two 12-bit byte words ace t-ansmitted

for the full L6-bit code word. The bytes are transmitted continuously as

Figure 8 shows the code format,

long as the code module is powered.

Byte 1.
MSB

START 1 X X X X X X X Parity sTOp sTor
Byte 2

START [} X X X X X X X Parity STOP STOP

Figure 8. Code Fommat
The first bit (MSB) in the code word is defined as a "one" while the

ninth bir is set to a "zero”. Therefore, only 14 bits are variable. This

restricts the number of unique code words

ambiguous code words for a net of 16,192 available codes.

are as follows:

Baud rate

24-bit word rate

Valid code rate

First data bit to valid code

Min time between valid codes

to approximately 214 minus some

The time rates

1.718 kbps
14 ms

14 ms
18-42 ms
37 ms



Microprocessor

The Fairchild F8 microprocessor was selected for this project. The

F8 is a very good 'controller" microprocessor with four eight-bit

ports

and an internal timer which can be used a8 a clock. There is a cross

assembler on the Sandia network operating system {N0OS) for software

development, However, without an FB emulator, the machine code must be

off-loaded onto a magnetic tape (TI 733 terminal) and then loaded

into the

microprocessor for each program iteration. Since the F3 has semiconductor

memory for RAM, the prczram has to be loaded after each power loss.

The F8 development board was modified (Figure 9) to adapt it
baud rate, TI 733 data terminal which has a hard copy printer for
and two magnetic tape machimes (Appendix C). The F8 machine code
recorded on magnetic tape and then loaded into the microprocessor

system startup. The development board has a l-k RAM memory which

to a 300
output
is

for

is more

than sufficient for the operating system. The last 26 words in the RAM

memory cannot be used for program storage because the board has FAIRBUG

monitor routines in a special ROM that uses that portion of the memory and

will overwrite those locationms.

20
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IR Beam Sensor Location

Tre cotiuum height for the IR sensors was found by experimentation to
be approximately 1J0 cm. This height recduces the possibility of the
swinging arms of a person breaking the beam first and teo soon. The
horizontal distance of each sensor should be 50 ecm from the center line of
the partal, one pair on each entry/exit. The dimensions permit the
credentrial to be in the primary portion of the magnetic field before the
beam is broken and allows the code to be read. The sensors should not be
mounted on the portal due to undesirable electromagnetic pickup of the
portal field, and shielded-twisted pair cable should be used to connect
the sensors to the control chassis. An external support structure must be
provided on both sides so that the pairs of sensors can be positioned to
face each other. These particular sensors have a conical sensing angle of
+10°, so the adjustment of the sensars is not critical. There is a LED
indicator light in the receiver sensor which may be used for alignment.
The LED is normally ON and should go off when the IF beam is interrupted.

Appendix D contains schematics of the IR semsor.
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APPENDIX B

System Start-Up Procedure for the Credential Reader
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APPENDIX B

System Start-Up Procedure for the Credential Readar

NOTES

(1) All bit switches on the front panel of the microprocessor {uP)

must be in either r'.> MID or HI Z position.

{2) The REF IN BNL .s common to all three decoders.

{3} Two interrupt modules (Pl and F2 on card 17) are wired for
positive going signals from the IR beam sensors. The
third module (P3 on card 19) requires negative going

signals.

loading Procedure from Magnetic Tape in the T1733:
Insert tape
Rewind ~ load forward
Resot pP
Key ia "L" and "RET"
uP will load first program
Reset pP
Key jn “L" amo “RET"
The gecond program will be loaded
Rewind tape

Key in “G35" far the start of the routine

37



Figure B-1 is a copy of an operating system hard copy racord. The pP
will respond with "Input hours". Two numeral charactera, including
leading zeros, must be keyed in and no "REI" is required. The WP will
print the numeral characters and then "Input minutes". Two characters
must be kryed in and the MP will print the characters and then "Co to
EEEEEH‘ Keying in any two characters will start the internal clock and
set the interrupt enables. When an interrupt frow the beam sensors is

detected, the uP will primt:

YES or NO for an authorized code

The actual code read - four hexadezimal characters
The oumber of the portal - POL, P02, P03

The current time - hours, minutes, seconds

The direction of passage - IN or OUT

The time clock in the system is 3 counf~down software divider from a RC

ogcillator, so it will not be very accurate.

The RC oscillator on the HP PC board should be adjusted with the
variable resistor on the board to 2 MHz #40 kHz; use Pin 1 on IC3B50 as

the teat peoin:.

The system may be reset and restarted by pushing the reset button on
the microprocessor's PC board and typiny "“GO" which starts the preset

menu.

Pushing bit "6 UP" PORT 0 on the front panel of the microprocessor

causes a orintout of the total of the five system conditions:

NOT UP, NO AGC, INVAL, NO, YES, and the current time, Restarting the

program resets the five accumulators.

8



635

INPUT HOURS
INPUT MINUTE
GO TO START

NO~-FF6A-P03
NQ~-FF6A-P03]
YES-ABLD-PO3
NO--FF70-P03
NO~-FF75-P03
YES-ABID-PO3
YES-DCOD-PO3
YES-DCOD~PO3
YES-AB1D-PO3
NQ--FF6A-P0O3
NO--FF70-P03
YES-DCOD-~PO3
YES-AB1D-PO3

NOT UP = OO
NO AGC =
INVAL = 00
NO = 06
YES = 07
16:34:04 IN

14
1

14:12:34
14:15:45

14:19:42
14:21:31
14:34:29
14:43:33

Figure B~1.

out
IN
out
IN
out

Record Print Our
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APPENDIX C

F8 Kit Modification

The Fairchild F8 kit used is an F8 Design Evaluation Kit Number One
without a case or power supply. The bare PC board and three power
supplies are mounted on a metal chassis with a front panel for switches
and LED indicators. One 5 V/1 A and two 12 V/175 mA power supplies ate
used for the system. The teletype interface circuitry was modified to
adapr it to an RS 232 configured I/0. The "0, "1", and "5" ports are
cabled to the main control chassis. Port "4" is connected to the data
terminal. The kit board has 1 K of RAM, most of which is used by the
software program. Since the kit has a preprogrammed FAIRBUG ROM which
uses some of the memory addresses for its program, these addresses must
not be used by the user's program. The internal timer uses address H '27'
for its vectored interrupt; addresses H '3E6' to H '3FF' and scratch pad
registers H '3C' to H '3F' are used by the "save routine'" of the FAIRBUG
wonitor program. The user's program must be written around these

addresses. Figures C-1 through C-5 show various facers of the kit.
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Function

P - 0 Status Pin  Bit Byte 1 Byte 2
F [} 11 X
E 1 01 X
D 2 12 Pwr Up
c 3 02 Agc
H 4 T3 Data Valid
K 5 03 X
J 6 X
H M5B 7 X X
Funection
P -1 6 0 - 3 Lines 0 Nop
5 1 - Decoded to: 1 1 Byte 1
4 2 - 2 1 Byte 2
3 3 3 2 Byte |
L 4 Reser 1 4 2 Byte 2
9 5 Reser 2 5 3 Byte 1
8 6 Reser 3 6 3 Byte 2
7 7 Bell 7
Function
P-4 TTY L5 0 To TTY RS 232
16 1
17 2 X
18 3 x
19 4 X
20 5 X
21 6 X
14 MSB 7 From TTY RS 232
Function
P -5 Parallel IN S 0 Data
T 1
U 2
v k]
W 4
X 5
Y 6
P MSB 7

Figure €-3. FB8 Port Pinouts

45



Pin Card 17
2 Positive
4 Inputs
Portal 1
6 gnd
8 gnd
10 gnd
12 gnd
36 Positive
Portal 2 38 Inputs
Card 19
18 Negative
Portal 3 20 Inputs
22 gnd
24 +5 volts
Figure C-4.
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in Card 5 Card 39 Card 13

2 31 31 31 MSB Data _Bus
4 32 32 32
6 33 33 33
8 34 34 34
10 35 3s 35
12 36 36 36
14 37 37 37
16 38 38 38
18
20
22 Bell
24 5 5 5 Control Lines
26 7 7 7 Control Lines
2B 9 9 9 Control Lines
30 16 Reset
32 19 Reset
34 19 Reset
36 6l 6l 61 11
38 62 62 62 [o13
40 63 63 63 12
42 64 64 64 02
44 65 65 65 13
46 66 66 66 03
48 67 67 67
50 68 68 68

All odd pins are gnd.

Figure C-5. J4 Microprocessor Interface
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APPENDIX D

IR Sensor Schematics
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