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PREFACE 

This report describes a general analytical tool designed with 
Lawrence Livermore Laboratory to assist the Nuclear Regulatory 
Commission in making nuclear safeguards decisions. The approach is 
based on decision analysis — a quantitative procedure for making 
decisions under uncertain conditions. The report: 

Describes illustrative models that quantify the probability 
and consequences of diverted special nuclear material and 
the costs of safeguarding the material 

Demonstrates a methodology for using this information to 
set safeguards regulations (safeguards criteria) 

Summarizes insights gained in a very preliminary assessment 
of a hypothetical reprocessing plant. 

This report is based on analysis completed under contract to 
Lawrence Livermore Laboratory. The contract is University of 
California Purchase Order 9897503 with Applied Decision Analysis, Inc. 
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I. INTRODUCTION AND OVERVIEW 

Safeguards Decisions and Objectives 

Lawrence Livermore Laboratory <LLL) is developing analytical 
procedures to assist the Nuclear Regulatory Commission (NRC) in its 
objective of protecting the public against unacceptable risk of death, 
injury, or property damage from malevolent use of special nuclear 
materials (SNH)[1). Specifically, LLL's methods are designed to help in 
two different NRC decision-making processes; 

Setting criteria (safeguards standards) for the 
security of facilities handling SNM 

- Assessing individual plants to determine whether 
the criteria are satisfied. 

This report describes analytical techniques developed by LLL and 
Applied Decision Analysis, Inc. (ADA) to aid the WHC in setting 
safeguards criteria. Some of the techniques also can be used to summa­
rize the results of the risk assessment procedure applied to a particu­
lar facility. 

The kind of analysis used to set safeguards criteria is different 
from the assessment of a given facility in one important way. The dis­
tinction is that in setting criteria, one must trade off the benefits 
of additional safeguards (i.e., reduced risk) with their cost. In other 
words, the regulator must define the level of risk that is "acceptable." 
This tradeoff is usually not relevant when deciding whether or not the 
risk posed by a particular plant meets a prescribed criterion. To make 
the tradeoff, one must describe the risks involved with the facilities 
in question. The techniques discussed here for describing risks are 
equally useful for setting criteria and for assessing individual plants. 
However, the proposed method for trading off risks with costs is intended 
primarily for the criteria-setting decisions. 
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Decision Analysis Approach 

Decision analysis provides quantitative tools for assisting 
decision-makers. Thi tools are not mathematical formulas or compu­
ter programs to replace judgment. Rather, they are tools to be used 
by the decision-makers so that a large number of factors and uncertain­
ties can be considered consistently and efficiently. For instance, 
when evaluating the risk posed by a facility with SNM, the decision­
makers must consider a wide range of possible threats on the plant and 
the safeguards system's response to those threats. They also must con­
sider the consequences of the successful diversion of SNM. Probabilistic 
models can help the decision-maker describe the risk in quantitative 
terms. Other tools, such as sensitivity analysis, can help the policy­
maker identify and then focus on the most important aspects of a partic­
ular safeguards decision. 

The oujective of this reoort is to describe a nethod, based on 
decision analysis, for setting safeguards criteria. The method involves 
describing risks quantitatively, and balancing them with the costs of 
reducing the risk. While the models and results discussed in the report 
concern safeguarding SNM at a nuclear fuel reprocessing facility, the 
procedures are generally applicable to other fuel cycle facilities or to 
NRC decision-making on subjects other than safeguards. This report should 
be viewed as a demonstration of a general methodology, rather than a pre­
sentation of an approach to the narrow problem of setting safeguards cri­
teria for a reprocessing plant. 

Assumptions in the Analysis 

This report contains a substantial amount of quantitative informa­
tion. These data were developed to illustrate the criteria-setting metho­
dology. To make the examples realistic, the numbers were developed by a 
few members of the LLL-ADA project team. The numbers reflect the subjec­
tive judgment of those individuals; the data were not developed by detailed 
analysis and should not be regarded as accurate. 
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The facility chosen for the example is the test bed design (2] 
for a nuclear fuel reprocessing plant. The design resembles the 
plant being built by Allied-General Nuclear Services Corporation in 
Barnwell, South Carolina. The test bed design Focuses primarily on 
the plutonium nitrate storage area. The numbers assessed for this 
report are based on a plant without a tail-end process for converting 
plutonium nitrate to plutonium oxide. 

We assumed that someone who sets safeguards criteria for a facil­
ity will be concerned with two major factors: plant risk and plant 
costs. We will define the "risk" as the probability of attempts to 
divert SNM and the consequences of those attempts. Consequences are 
measured in plant damage, guard deaths, and in public losses caused by 
malevolent uses of stolen SNM: deaths, property damage, and evacuation. 
The plant "cost" is broaoly defined to include operator costs attribut­
able to safeguards as well as nonmonetary impacts such as employee 
morale. Our example, however, does not include noneconomic operator 
costs. 

we assumed that the objective of the person setting safeguards 
criteria was to minimize the sum of the following two factors: 

C D = Diversion Cost, the annual cost of diversion 
consequences 

Cg = Safeguards Cost, the annualized cost of plant 
safeguards. 

In chapter 'i we will explain how these two different factors may be 
expressed in common units,so that they can be compared,to aid in setting 
criteria. 

The criteria established for safeguards systems were assumed to be 
performance-based. For example, we assumed a typical criterion for a 
Material Control and Accounting (MCSA) system was the probability (PQ) 
that the MCSA system will detect a particular adversary. For a physical 
protection (guard) force, a criterion might be the probability (Pj) that 
an adversary will be stopped. Our illustration of the criteria-setting 
methodology chooses an optimal level of P D and P- for the sample facility. 
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Therefore, the assumed objective function is: 

Min C D + C s 

We will also refer to the safeguards cost as safeguards "economics," 
and to the diversion cost as "risk." Thus, the objective is to mini­
mize both plant economic cost and the risk posed by the facility. 

The essence of the safeguards problem is uncertainty. The diver­
sion risk is modeled probabilistically, which means that n'any of the 
outputs from the analysis are probability distributions. Tor instance, 
the models described here could express the social consequences of the 
malevolent use of SNM as a probability distribution on public deaths, 
property damage, or evacuation costs. However, in our illustration of 
setting safeguards criteria, only the expected values of these proba­
bility distributions are used. This is by no means a limitation of the 
methodology; in fact many of the procedures used in decision analysis 
were developed to accommodate cases when expected values are judged to 
be inappropriate decision criteria. However, expected values were used 
here to simplify the example. 

The models of diversion cost consider many types of adversaries; 
however, we assumed all were motivated to actually divert SNM. We do 
not consider sabotage or hoax attempts. We also do not consider the 
deterrent effects of changes in the safeguards system; we assume fixed 
probabilities for all adversary types-

Uncertainty in the cost or performance of the safeguards system 
is not modeled explicitly. We have assumed safeguards components have 
known reliability, and that the facilities comply perfectly with all 
criteria. 

The consequences of diverting SUM are limited to acts of terrorism. 
We do not consider the consequences of weapons proliferation among 
foreign governments. The types of consequences considered are in some 
senae "averaged" over a broad spectrum. For ins.^nce, when quantifying 
consequences of the explosion of a nuclear bomb made with diverted SNM, 
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we consider direct effects such as deaths and damage that are likely 
to be produced by the detonation of a crude military weapon over a large 
city. He do not explicitly consider more extreme scenarios such as 
nationwide anarchy or the total collapse of the U.S. economy because of 
a single detonation. 

Sample Results 

The results of the preliminary analysis are presented in many forms, 
including quantitative results for a particular decision and sensitivity 
analysis to help understand the models we have developed. As an illus­
tration of typical results, we examine the decision on how much security 
is "enough." The question is: "How much should be spent to improve the 
material control system at the plant?" or "At what point does the increased 
security level cease to be worth the cost?" 

Using the decision criterion described earlier — -ir.mizing safe­
guards cost plus diversion cost — is equivalent to increasing MC&A system 
effectiveness to the point at which the cost of a better MCSA system is 
larger than the resulting savings in diversion cost. In other words, 
beyond that point the cost of additional safeguards exceeds the benefits 
created by reduced risk. 

This criterion is demonstrated graphically in Figure 1.1. MC&A 
system performance is measured by the probability of detecting an attempt 
to divert nuclear material by a plant employee. Moving to the right in 
Figure 1.1 means improving the MC&A system. The safeguards and diversion 
costs are measured on the vertical axis. They are expressed in equivalent 
dollars, although any comparable units expressing expected utility could 
be used. The cost (Cg) of increasing MC&A system performance rises 
rapidlyy and probabilities of detection greater than 0.6 are very expen­
sive. The diversion cost (CQ) decreases as the MCSA system is improved. 
The sum of the safeguards and diversion costs attains its minimum value 
at P*. If one were setting standards for MC&A performance based on the 
probability of detection, the level with the highest social benefit is 
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P*. A higher performance level is excessively expensive; lower levels 
allow excess risk of diversion. 

Thj simple graph in Figure 1.1 belies the complexity of quantifying 
the diversion risk and of making tradeoffs between public and private 
costs ̂ r between dollar costs and public lives saved. These factors will 
all be considered later. The graph does, however, demonstrate the conceptual 
criterion for choosing a level of safeguards for the plant. 

Illustrative Data 

The numbers in this report aro derived using relatively simple models 
of the major factors in the safeguards decision problem. These models are 
described in Copters 2, 3, and 4. Even though the highly aggregated models 
ere simple, they serve i.hree important functions: 

They communicate the basic structure of the -'ecision 
problem to researchers and NRC decision-makers 
They summarize the results of more detailed analyses, 
such as those produced by the LLL facility assessment 
p-ocedure * 

- When analyzed using sensitivity analysis techniques, j 
they will guide the process of refining the detailed J 
models. 

The models and data in the report are intended to illustrate the analytical 
methodology. They will be revised as more complete information becomes avail­
able. Nonetheless, these models lî ve produced several insights, which are 
discussed; however, as mentioned before, the specific numbers in this report 
are definitely of an illustrative nature. 

Conclusions 

The preliminary modeling effort has proven to be an effective aid to 
communication and a guide to further analyses. 11 has dso provided 
these general insights: 

- Thi> prclir.in.-irv analysis of diversion risk, which •; 
based on explicit treatment of the probability jnd 
consequences of a nuclear Incident, shows a low expee'ed 
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loss relative to current safeguards expenditures. This 
conclusion is contrary to conventional wisdom. The rea­
sons behind the result need to be explored. 

- Risk attitude (see pages 29 and 30) toward low-probability/ 
high-consequence outcomes is an important consideration 
for the safeguards policy-maker. 

- Tradeoffs among the multiple dimensions of the problem 
(dollars, deaths, injuries) appear to be less sensitive 
than risk attitude tradeoffs. 

- Although not modeled in this report, the uncertainty in 
safeguards system costs is important; it should not be 
ignored by focusing only on the uncertainty in diversion 
risks. 

The analysis has generated several preliminary conclusions regarding 
the models for SNM diversion and the consequences of resulting nuclear 
incidents. In the Diversion M 0a ei f the threats that contribute raost to the 
overall risk appear to be 1) an armed attack on the plant by outsiders 
and 2) veil-equipped, colluding insiders attempting to obtain enough 
SKM for a bomb. The sophistication of the MCSft system does not 
influence ttre success of the first type of threat. The major cost 
of security procedures is a hypothssiaed shutdown for inventory caused by 
the discovery of an Inside attempt. As one would expect, the overall fre­
quency of attempts is also significant. The first revisions in the Diver­
sion Model should be in all of those areas. 

In the Consequence Model, the most significant factors are the prob­
ability and consequences of the successful construction of an atomic 
weapon, evacuation costs, and the values assigned to preventing extortion 
attempts. These conclusions depend, of course, on the numbers used in 
the anal/sis, although they proved somewhat invariant using a reasonable 
range of value assessments. 

In the model of safeguards technology, the important parameters are 
MCSA systera response to various kinds of tarapering by adversaries. The MC;* 
components we examined appeared to be very vulnerable to tampering. 
Uncertainty in the cost of son>'» components may also be significant. 
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Report Organization 

Chapters 2 and 3 describe the Diversion and Consequence models 
respectively. Chapter 4 discusses the Safeguards Technology Model. 
Chapter 5 demonstrates the integration of thej;e models for the pur­
pose of setting criteria for acceptable risk from safeguarded nuclear 
facilities. 
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II. ILLUSTRATIVE DIVERSION MODEL 

Evaluation Framework 

1?he major elements and linkages in the safeguards evaluation frame­
work are shown in Figure 2.1. The Diversion Model contains data that 
characterize the adversary, the type of attempt, and the system's 
response to that attempt. We shall use the name Diversion Model to 
mean the combination of the Adversary and Facility submodels. If a 
diversion attempt is successful, the Public Consequence Submodel describes 
possible malevolent uses of the stolen material and the consequences. 
The Utility Submodel assigns values to all possible outcomes, including 
explicit tradeoffs between cost and diversion risk. We shall call the 
combination of Public Consequence and Utility submodels the Consequence 
Model. While the Diversion and Consequence models quantify diversion 
risk, the Safeguards Technology Model quantifies "economic" costs. The 
safeguards used at the plant also influence the diversion risk via the 
Facility Submodel. The meter at the right-hand side of Figure 2.1 shows 
a combined evaluation for all quantified factors. 

To use the safeguards evaluation framework, the policy-maker chooses 
safeguards components — levels of physical security and material control 
performance in the facility — in such a way to maximize the utility 
reading on the meter. 

Diversion Model Structure 

We hypothesize a commercial nuclear fuel reprocessing plant with 
the ultimate product stored in the form of plutonium nitrate. The model 
of the probability and consequences of diversion attempt against this 
facility is shown in Figure 2.2. This model is also described in a 
report by Brown and Feuerwerger of Decisions and Designs, Inc. [3). The 
Diversion Model consists of a probability tree that enumerates the set of 
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D I V E R S I O N M O D E L C O N S E Q U E N C E M O D E L 
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Figure 2.1. Safeguards Evaluation framework 



Figure 2.2 Illustrative Diversion Model 
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events that could result from a specific attempt. The model explicitly 
considers the following uncertainties: whether or not there will be an 
attempt, adversary characteristics, the adversary's resources, the possi­
bility of collusion, the target quantity of SNM, and whether or not the 
attempt is detected and interrupted. The events are described in more 
detail in Figure 2.3. 

Each combination of events at the left of the tree (through 
"Quantity") defines an "adversary sequence." There are 14 combinations? 
they are numbered in the tree for later identification. [See reference 4 
by I. Sacks for greater detail.) 

This model represents the judgments of a few individuals who parti­
cipated in the development of the LLL facility assessment procedure. 
Thus, it represents, for those people, a highly-aggregated display 
Of much more detailed information. A similarly-aggregated display could 
be used effectively to summarize the results of an actual facility 
assessment. 

Each outcome has been evaluated according to six criteria: 

- Quantity of SHU stolen (equivalent to kilograms (kg) 
of plutonium metal] 

- Fatalities among plant personnel 
Damages to plant plus shutdown cost 

- Maximum amount of material ever in the adversary's 
possession 
Adversary capture 

- Degree of penetration within the plant. 
The rules for making value assignments are shown in Figure 2.4. Where 
the actual value is uncertain, a single number (called the "certain 
equivalent") was used to represent the range of possible outcomes. 

Important Adversary Sequences 

One product of ti,e Diversion Model is the expected value for each 
"jf the six criteria. The values are computed by "rolling back" the proba­
bility tree. (The rollback procedure will be Included in our discussion 
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Attempt 

The only attempts considered arc tJiosu involving theft 
{diversion) of special nuclear material [SUM) . Thi- approach 
s p e c i f i c a l l y excludes outs ide attempts to (Mljotage \h? p lant , 
internal sabotage or disruption cauM-d by A disgruntled employee, 
end ho yes perpetrated against the f a c i l i t y 

The f a c i l i t y in question i s the UJ. "n*st bed" design, 
which i s a refinement of the reactor fuel reprocessing plant at 
Barnwell 2 The output of the plant i s assumed t o be Plu­
tonium n i t r a t e . The:e i s not "tai l -end process" for conversion 
to plutonium oxide. 

A l l probabi l i ty a i s e s s n e n t s are made Assuming the plant 
i s under normal operating condit ions- Tht probabi l i ty of 
attempt covers a one-year per iod . An attempt may involve s i n ­
g l e or mul t ip le a c t s aga inst the f a c i l i t y - The act ions in mul­
t i p l e attempts are assumed to cover no more than the one-yua.r 
period. 

Sequence Categories 

Advcr ary--Itisid«^Out.aide 

An o u t s i d e r i s anyone who does not belong inside- the 
f a c i l i t y . I f an adversary i s a group of persons, and if Any 

*-• one person i s an i n s i d e r , then the group i s considered to be 
0 1 an i n s i d e group. I f a group has been in any way a s s o c i a t e d 

with someone who has provided ins ide information, then the 
gxoup i s an i n s i d e group. 

Resources—Major Equipment/Hinor Equips- nt/Maior Personnel 

I f e i t h e r the plant manager or the Nuclear Material 
Control O f f i c e r (NHCO) i s a member ox the in&idc group, then 
the sequence f a l l s in the category of major personnel . Thc&e 
Persons have the knowledge and the authori ty t o defeat 
the safeguard systems. The group i 5 considered to nave major 
equipment i f i t does not have t i t h e r the plant manager or the 
tWCO, but i t does h*v» s u f f i c i e n t too l s t o breach containment, 
and acquire Che SHU. m j 0 r .quipaunt i« not Uni t ed to explo­
s i v e s or sophis t icated Mechanical devices! i t a l s o Includes com­
puter software or knowledge* (but not the authority) that al lows 
one to penetrate and eubvart the computer system. Roughly speaking, 
major equipment or pertonneI resources give the adversary the 
necessary tools to gat the job done quickly and e f f i c i e n t l y . 

An adversary with neither major personnel nor major egu ip -
rent at i t s d i s p o s a l i s considered t o have minor resources . In 
general , t h i s adversary does not have the too l* t o ga in d i r e c t 
acre-tE to the SNH but rather most c r e a t e condi t ions under which 
the material contro l and a c c o u n t a b i l i t y (MCtA) system v i l l y i e l d 
the material t o the adversary- The most l i k e l y adversary in t h i s 
case i s the d i s g r u n t l e d employee s t e a l i n g "nuisance" amounts to 
d i i rupt plant a c t i v i t i e s . 

C O I U S K r-Mts/Mo 

thrt-L- people. 

guanti ty-Bomb/Los 1 

the group s i ze i s assumt'ii t o be two to 

'Comb quantity" i s define as 10 kg of plutomum metal--suff i -
"l-mxa* r e f e r s to 50-300 graits. This amount I'nt for a crude weapon 

could hv used in a d i spersa l weapon 

number of Attempts—One/hultiple 

"One" attempt is self-explanatory. "Multiple" attempts means 
the adversary intends to steal SNH in snail quantities that will. 
over time, accumulate to desired quantity. 

Interruption by Physical security lnbound--ifes/No 

The event is that the adversary is detected and stopped prior 
to reaching the Material Acquisition Arei IMAAJ . it does not normally 
apply for Inside Attempts, with the exception of Sequence b (outside 
group with one insider). 

Detection by HCfcA—Timely/Late/Hone 

Timely d e t e c t i o n i s assumed t o occur when a s igna l i t sent 
firs: the MC*a system t o phys ica l s e c u r i t y in s u f f i c i e n t time t o 
interrupt the sequence, bate d e t e c t i o n means a s i g n a l i s u l t i ­
mately sent , but not in time t o in terrupt the adversary. Late 
de tec t ion w i l l be useful in determining the v a l i d i t y of any hoax 
or extort ion attempt involving the claim of possess ion of SUM. 

Complete Outbound Interruption--Yes/Ho 

Complete in terrupt ion means that the phys ica l secur i ty force 
prevents SNM from c r o s s i n g the p l a n t boundary during a given attempt. 
However, in tone c a s e s the "kg S t o l e n " column i n d i c a t e s - 3 * 9 
• l eap ing even with complete i n t e r r u p t i o n . This represents the 
scenario when the adversary was caught on. for example, the 
th ird of mult ip le attempts t o d i v e r t bomb quant i ty . 

Figure 2 .3 . Definitions of DiVL-mion Motif l Kvcnti; 



jaw stoten <?it Haxlwa SMM In, fQBst<i»ton 1*4) 

1. IE escape before detection- target uount. 
2. IE escape but detected: 0,3 k g equivalent plutaniun. 

Exception: Seq. 1, 6, fcj . 1 0 kg equivalent p -.-.aniua. 
3. I t one atteupt intecruptcQ. 0 kg. 
4. If Multiple attempts, iMJbr resources interrupted: 0.3 kg 

Exception: 5eg. U . tijncly detect: D kij. 
5. If multiple attempts, ainb, resource*: interrupted^ 0 kg. 

Deaths (T2) 

1. If escape; 0 deaths. 
Exception Seq. 1, 6 if detected: 10 deaths. 
Exception Seq. 1, 6 if n Q t detecteds 4 deaths. 
Exception Seq. 2, 3 if detected: 4 deaths. 

2. Otherwise: see assignment m 

Plant Damage (Y3) 

Outside Attempt [plus Seq. Bv- o n e i.y,sider>! 
1. If interrupted inbound: fco. 
2. If never detected: SO. 
3. Otherwise— 

Major resources: 510 million. 
Minor resources: S0.& Million. 

Inside Attempt (excluding Seqv 6 j . 
4. If ever detected: 510 million*. 
5. otherwise: 50. 

•Inventory Cost; We assume any dele ted inside attempt will causc­
an investigation, vhich will inclu^ e 4 t w o month shutdown to inven­
tory SKM in the plant. Assuning a fixed change rate of 15 percent 
and a plant cost of 5400 million, t ^ debt service alone would be 
$10 million on the idle plant. 

Figure 2.4. Rules for Value Assignments in Diversion Model 

1 1 **.c*pe before detection; target uount. 
1 1 Mterruptnd inbound 1 0. 
ft ot\r attempt not detected but interrupted: target 
••Hunt. If multiple attempts not detected but Interrupted: G. 3 j 

l t d^tecteo; 0.3 kg-
Exception: s e q. 1, b: 10 kg. 
E"Seption Scq. 11, not caught: 10 kg. 

Capture (Yj) 

1. Ves: l, NO: 

Penet rat ion \\.) 

Capture before target reached: 
^apt u t c after target reachud: 
Capture after leaving facility: 
No capture-. 6. 



of Figure 2.7.) The expected (or mean or average) values for the 
first three criteria are: 

- 0.019 kg SNM diverted/year 
- 0.012 î lant deaths/year 

5110,000 plant damages/year. 

The 14 adversary sequences contribute in varying ways to these 
expected values, depending on the adversary type, the probability of 
successful diversion, the amount of SNM stolen, and the plant conse­
quences from the attempt. Figure 2.5 shows the contributions by 
sequence number. 

The 14 sequences can be ranked according to their contributions 
to the three measures in Figure 2.5. Because many people believe that 
diverted SNM represents the greatest threat to the public, we have ranked 
sequences in Figure 2.6 according to the expected amount of SNM diverted. 
The figure shows that of the expected loss of 0.019 kg/year, Sequence 1 
contributes 38 percent of expected SNM diverted. The expected amount 
diverted in the mode described by Sequence 1, an armed attack on the 
plant by outsiders, is .0071 kg/year, or 7.1 grains(g)/year. In 
this sequence, the MCs.fi. system plays no role in preventing the loss. 
The implication is that if one believes Sequence 1 is more likely than 
our preliminary probability shows {it is now 5 percent of the probability 
mass for all sequences), then the importance of improving the MCSA system 
is small relative to that of improved physical security. 

The expected amount of SNM div rted in the mode described by 
Sequence 4 is .0061 kg/year or 6.1 g/year (33 percent of total). Sequence 
4 represents a well-equipped insider. The reason this sequence ranks 
high compared with others such as Sequence 9 is that Figure 2.2 shows about 
a 20 percent chance that 10 kg will be stolen successfully by adversaries 
operating in this mode. 

Figure 2.6 shows where additional analysis could pay off. Ninety-
six percent of the diverted SNM occurs via Sequences 1, 4, 9, 12, and 3. 
Based on this preliminary assessment, the models of these sequence.1; should 
be refined first. This refinement is important because the numbers in 
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Contribution to Expected Value 

Sequence Diverted SNM (kg) 

1 .0071 

2 .00000048 

3 .00087 

4 .0061 

> .flMW?J 

6 .00021 

7 .00022 

8 .0000011 

9 .0025 

10 .000026 

H .00023 

12 .0013 

13 .000021 

14 .000034 

TOTAL .019 

Plant Deaths Plant Damages 

.0032 .008^ 

.000032 -0000037 

.00087 .0030 

.0022 -027 

rflCW3AOPJii ,&£&$£>{,) 

.00025 .00023 

.00026 .0C2S 

0 .0003,4 

.00044 .052 

0 .014 

-OOC0002D .OOOG59 

0 .00034 

0 .OOOG45 

.0000011 .OOOCn 

.012 -II 

Figure 2.5. Sequence Contributions to Expected Diversion Outcomes 
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Rank 

E-ercent of 
Total Expected 
Quantity Diverted 

Cumulative 
Percont 

1 3B 38 

2 33 71 

3 13 84 

4 7 91 

5 4.7 96.0 

6 1.? 97.2 

Sequence No. and Description* 

1 Well-equipped outside attempt 

A Well-equipped multiple 
attempts (bomb) 

9 Nuisance attempt by a group 

12 Major personnel; multiple 
attempts (bomb) 

3 Well-equipped; one attempt bomb 

11 Major personnel; one attempt 
(bomb) 

1-2 98.4 7 Well-equipped individual: 
multiple attempts 

1.1 99.5 6 Well-equipped outside group 
with one insider,- one attempt 

.18 99.69 14 Major personnel; multiple 
attempts (dispersal weapon) 

10 .14 99.83 10 Nuisonce; irdividual 

11 .11 99.r'4 13 Major personnel; one attempt 
(dispersal) 

99 83 

99 r'4 

99 992 

99 997 
12 .049 99.992 5 Well-equipped group; dispersal 
13 .006 99.997 8 Well-equipped individual; 

dispersal 

14 .003 1.0 2 Nuisance outside attempt 

•Sequences 1 and 2 are outsiders; all others are insiders. 

Figure 2.6. Sequence Ranking by Expected Amount of Diverted SNH 
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these sequences, if changed, would have a greater impact on the overall 
risk than would changes to numbers in other sequences. The figqre also 
gives an indication about sequences with lower rank. The models of 
Sequences 2 and 8 would have to change considerably before the expected 
amount stolen would change by 1 percent: the probabilities in S e q U e n c e 

2 would have to increase by a factor of 400, and by a factor of almost 
200 for Sequence 8. 

Linfr to Consequence Model 

The information in the Diversion Model can be presented in a highly 
condensed form, shown in Figure 2.7. This representation shows the 
attempt probability and then, conditional on there being an attemptr a 

jirAhafciiJi ty dis±j-iiuj±jjiD £ar the success of the attempt and the 
amount of SNM diverted. This representation, which is probabilistically 
•quivalent to Figure 2.2 in terms of SNK stolen, shows the infor m ati o n 

transferred from the Diversion Model to the Consequence Model. Notice 
that because the Consequence Model is conditioned only on the amount of 
SNM diverted, those adversaries who cause the greatest amount of $NM 
to be divertec'. are presumed to r rjse the greatest social loss. 

The expected quantity of SNM stolen is 19 g/year. This 
amount is computed from Figure 2.7 by rolling back the probability tree: 

.019 kg = .02 (.Ca-10 kg + .56 • . 3 kg + . 36 • 0 kg) + ,96'Q j<g. 

The probability of a successful diversion given an attempt is 54 percent 
(6 percent + 56 percent). 

Tne iiuinrnji' at ptamt: deceits dtad <arrcnmrc o-jf jrrjirt CKWCJS- <xsstjt?iiz£e(j 
with the attempt are also shown in Figure 2.7. However, only th^ 
expected value (conditional mean) is shown for each amount of SNl[ diverted. 

Reducing the Diversion Model to the distribution shown in F4.gure 2.7 
results in two simplifications. First, it discards a great deal of infor­
mation about the adversaries and their resources. In the Conse !!ie,lce 

Model, the assignment of probabilities for various intentions anQ levels 
of sophistication is independent of the scenario by which sncce.*i%fux diver­
sion took place. In a more refined model, these assignments woulx) be condi-
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SNM Stolen (Kj) Plant Deaths Plant Damage($10 ) 

Successful 10 
.08 

4.8 9.0 

Attempt 
.02 

Less 
Successful 

.56 
.3 .22 2.3 

Unsuccessful 
0_ 

.36 
.35 9.8 

No Attempt 
.98 

0.0 0.0 

Figure 2.7, Summary of Diversion Model Input to Consequence Model 
1 
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tional. The second simplification ia that expected values tor deaths 
and damages at the plant are used, rather than the entire probability 
distribution on these consequences. This use of expected values is 
relatively unimportant. The model gives ranges for plant consequences 
of 0 - Xo deaths and 0 - $10 million; these values are snail relative 
to the Ganges of public deaths and damages in the Consequence Model of 
0 - 20,Qoo deaths and 0 - $4 billion. 

r 



III. ILLUSTRATIVE CONSEQUENCE MODEL 

Consequence Model Definition 

The summary of the Diversion Model, Figure 2.7, appears at the 
left side of the consequence Model probability tree in Figure 3.1. 
because it includes this diversion summary, the Consequence Model is 
an aggregated -- but conceptually complete — representation of the modeled 
diversion risks, and is in fact a combined Diversion/Consequence Model. 

The uncertain events considered in the Consequence Model are: 
1) the intended use of the material; 2) the success in making the nuclear 
device; 3) the location of the resulting nuclear-related incident; 4) 
whether or not the Iscal population is evacuated; and 5) whether or not 
the device is detonated. Nonweapon scenarios include fewer possible 
events, as shown in Figure 3.1. The possible events are defined in 
Figure 3.2. An index to rules for value assignments is shown in Figure 
3.3, and the rules themselves are defined in Figure 3.4. 

ADA's original analysis included five possible locations: large 
city, suburb, farm, dam, and desert. However, making these distinctions 
does not significantly affect the probability distributions on public 
Qt«tli; and damages. Figure 3.1 shows that the number of deaths is 
reduced significantly when evacuation preceeds detonation of the bomb 
or dispersal weapon. However, evacuation is costly: $200 million in 
the case of a bomb threat and SSO million for the dispersal device — 
and in both cases 100 people die as a consequence-
Utility "lodel 

In order to make tradeoffs between safeguards cost and diversion 
risk, it is helpful to measure consequences in common units. In the 
Diversion/Consequence Model, the evaluation is in terms of public 
fatalities and dollar damages, evacuation costs, and deaths and damages 
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• •Divers ion Model -ff*-

f I SNM | 
U t t e u p t I Diverted | II 

•Conequcnc* I todel ' 

A c t i o n Locet ion I Evacu- I 
e t i c n I 

DetonA-
t i o n 

P l i n t Publ ic 
>*eths D*o. 3,-Jths r m . i v j c 

ttorkini) 

-OS 
Heke 

. B a t e 
{ 

Danaa 
P u l s i o n 

React* 
C . 2 

NO 
-c •We 

Jte_ 

"C5 

[ A t o e d c I r 

• 9 5 \ j * S 2 » 

•c Jt£i_ 
. 2 

Bo 

-\-9*a 

~c 
(£xl>>rticm L 
/Bceb TTircit 

0< 

0 

figure 3.1 Illustrative Diversion/Consequence Model 
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Attempt 
Sco the definition for the Diversion Model, page 11. 

Diverted SHM 

Theft is categorized by diverted quantities of SfJM equivalent t o 

Plutonium metal: 10 kg represents i bomb quantity; 0.3 kg represents 
a dispersal weapon quantity; 0 kg is an unsuccessful attempt. The 
probability distributions for the event categories involved with thfcft 
are obtained from the Diversion Model, as are the conditional 
expected values for plant consequences—damages and deaths. 

IntMt 

This iatsqory describes t)i« possible ond uses for the diverted 
!̂"-!. 
Action 

Given thjt the intent :s to nake a weapon, either of dispersal 
or bomb r.jture, the "Actior." category classifies the weapon as effec­
tive or ineffective. 

vocation 

If the intent is to make j bamb, this category describes the 
oopulation in the target area. 

evacuation 

This category represent-; the outcome of the decision of whether °r not to 
..vacuate the exposed population. Evacuation is assumed to be 90 percent 
.directive. 

~-JS'- °£L J-i-i. 0ii 
'H : ^ rtt.i f j i •; ir.volve.4 the poss ible outcome of whether the w e a j 3 0 0 

a c t u a l l y d e t o n a t e " l y e s / n o ) . I t also inc ludes u n c e r t a i n t y as t o th£ 
( jcversary ' s a c t i o n s and the weapon's performance. 

f i gu re 3 . 2 . Def in i t ions of Consequence Model Events. 
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hDlvenlon Hodel-tf* 

Notes • Referi to explanation number in rigure 3.4. Blank correspond* to a 
xero entry in Figure 3.1. 

F i g u r e 3.2. Index t o V a l u e A s s i g n m e n t R u l e s 
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In9ex Explanation of Value Assignment 

1. 20,000 deaths from bomb detonation (no evacuation} 

BOMB SI2E: 0.1 to 1 kiloton 

Assume detonated at Kearny and California Streets, 
in San Francisco 

BLAST RESULTS: 14,000 dc-aths 

10 psi (buildings destroyed): 5 square blocks 
3 psi (buildings severely damaged): 30 square blocks 

Largest office building in area: 7,000 employees 

Assume 2 equivalent buildings in which all employees are 
killed. 

MISSILES: 1,000 deaths 

Assumption 

RADIATION: 5,000 deaths 

LD53 dose: 5 mi. 
2 S mi. = 1/9 of San Francisco land area 

Assume shielding by buildings is 90 percent effective 
in reducing casualties. 

Assume area populated 5 time.-; average density 

c „ , (700,000 = pop, of S.F.) _ „„ „„„ 5 x 0.1 - '• |-» - PS 40,000 

Based on LD 5 0 dose: 20,000 killed by radiation 
-15,000 killed by blast and missiles 

5,000 deaths by radiation 

TOTAL: 20,000 deaths 

2. 2,000 deaths from bomb given evacuation 

Assume 10 percent of "no evacuation" case; 

0.10 X 20,000 = 2,000 

* Source: Annals of NY Academy of Sciences, Vol. 10 c, Art.cle 5, pag e 831, 

figure 3,4. Explanation of Value Assignments in Consequence Model 
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jndex Explanation of Value Assignment (continued) 

3. 100 deaths caused by panic in evacuation 

Assumption 

4. 100 deaths caused by effective dispersal weapon 

Assume 2/3 of all employees on 1 floor in largest office 
building receive lethal dose. 

2 7,000 people , , _. 
-r • T=- t., ss 100 deaths 
3 45 floors 

Atomic dud bomb assumed to be effective dispersal weapon. 

5. 10 deaths due to ineffective dispersal weapon 

Assume 10 percent of #4. 

6. S4 ' 10 [>ropiTty damage from bomb dutonation 

STRUCTURES DESTROYED: $300 " 10 6 

1975 cost of largest office building: S150 • lu ' 

2 equivalent buildings d"?str<-/ed x 2 

S300 ' 10 6 

STRUCTURES DAKAUED: S300 ' 10 6 

30 blocks x $10 • 106/block $300 . 10 6 

MERCHANDISE AND RECORDS: $3 • 10 9 

5 times value of structure damaged or destroyed. 

CLEANUP: S50 • 10 6 

1000 (persons for 12 months) @ $5o,000/man-year 
TOTAL: S3.65 • 10 9 « S4 * 10 9 

(This amount sV:ild be increased by prolonged evacuation 
cost.) 

7. S10 " 10 property damage given remote bomb detonation 

Assumption 

Figure 3.4 (continued) 
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?10 • 10 property damage by atomic dud bomb 

Assumption 

?100 • 10 6 cost of extortion attempt 

Assumption 

S10 • 10 6 cost of sale/rgnson .Tttonnt 

Assumption 

$10 • l-'i property damage due to effective dispersal weapon 

DECONTAMINATION: $10 • 10 6 

50 floors contaminated x 20 cleanup workers/floor 

x 51000/week x 10 weeks 

DAMAGE TO EUI -DING: 90 • 1Q6 

Assumption 

SI • 1QJ damage due to ineffective dispersal weapon 

100 workers x 10 we'jks x $1000/week = S10 6 

750 • 10 6 cost of extortion given 0.3 kg stolen 

Assumption 

?1Q • 1Q6 cost of sale/ransom attempt 

Same as -10 

$200 • 10 evacuation cost given bomb threat 

10 persons x 2-day evacuation x $100/person-£ay 

;S0 . 10^ evacuation cost given dispersal threat 

250,000 persons x 2-day evacuation x SlOO/person-day 

10 deaths due to remote atomic detonation 

Assumption 

3,4 (continued) 
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at the plant. The common numeraire we have selected is dollars 
because this unit provides a familiar scale. The tradeoff value 
selected is $10 /death. This valuation is equivalent to saying that 
society is willing to pay $10° to prevent the loss of one "statistical" 
life because of a nuclear incident. Changing this tradeoff value 
by an order of magnitude in either direction can affect the optimal 
level of safeguards; however, it has little impact on the conclusion 
of the report. 

Sensitivity Analysis 

As with the Diversion Model, it is useful to know how much each 
sequence of events contributes to the expected values. For the combined 
Diversion/Consequence Model, the expected values are: 

- 0.22 deaths 
$350,000 damages plus evacuation cost 
$560,000 equivalent dollars (deaths plus damages). 

Figure 3.'j shows the contributions by each sequence to these expected 
values. The dominant sequences (in descending order) are: 

Bomb detonation with maximum deaths 
Extortion and bomb threat (10 kg stolen, no evacuation) 

- Extortion and bomb threat (,3 (eg stolen and evacuation) 
Unsuccessful attempt 

Major factors in the Consequence Model are shown in Figure 3.6, 
•which is a form of sensitivity analysis. Three major types of conse­
quences are ranked: bomb; dispersal weapon; and evacuation. These 
are compared to the plant consequences during the attempt. 

The annual expected consequence from diversion attempt? is $560,000, 
the amount shown as the base case in Figure 3.6. The last column of the 
figure shows the contribution of each of the consequences to the 
5560,000. The percentage contributions are: 

Percent 

Bomb (excluding evacuation) 46 
Plant consequences 21 
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WDivpi s ion Model -* {« - - Consequence Model - _ ^ Expected Values 

lAt tCJfpt 1 
SNH 

D i v e r t e d | I n t e n t | A c t i o n J L o u t i o n | 
E v a c u ­
a t i o n 

1 Petona-
] t ion r 

Deaths 
1 1 0 - 3 ) 

Dam. 
5 1 0 ' 

E q u i v . 
S 1 0 3 

1 0 "? _, 
/ToB 

I 0.3 K, 

M a k e D e n s e / -
D « n : . , P o o u l a t i o n / 
A-Boffi> / , 5 \ 

Y e s Y e s 2 . 8 0 5 . a e . 6 

1 0 "? _, 
/ToB 

I 0.3 K, 

M a k e D e n s e / -
D « n : . , P o o u l a t i o n / 
A-Boffi> / , 5 \ 

Y e s 
. 0 1 6 . 0 3 2 . 0 4 8 

1 0 "? _, 
/ToB 

I 0.3 K, 

M a k e D e n s e / -
D « n : . , P o o u l a t i o n / 
A-Boffi> / , 5 \ 

. 2 

N o 

~ V 9 N . O . 0 1 6 . 0 3 2 . 0 4 8 

1 0 "? _, 
/ToB 

I 0.3 K, 

M a k e D e n s e / -
D « n : . , P o o u l a t i o n / 
A-Boffi> / , 5 \ 

. 2 

N o • l Y e s 1 1 0 . 0 2 2 . 0 1 3 0 . 0 

1 0 "? _, 
/ToB 

I 0.3 K, 

M a k e D e n s e / -
D « n : . , P o o u l a t i o n / 
A-Boffi> / , 5 \ 

. 2 

N o 
— f i f l l . 0 0 6 . 0 0 8 

1 0 "? _, 
/ToB 

I 0.3 K, 

n a l c e / ° S * " e r " ° l < 

. 8 — \ ' * N o — f i f l l . 0 0 6 . 0 0 8 

1 0 "? _, 
/ToB 

I 0.3 K, 

n a l c e / ° S * " e r " ° l < 

. 8 
. 1 .no . 1 5 

1 0 "? _, 
/ToB 

I 0.3 K, 

Boifib 7 " S 

Y e s 
. 2 

No 

Y e s 2 . 7 0 _ 5 J - 8 . 5 

1 0 "? _, 
/ToB 
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Figure 3.5. Sequence Contributions to Expected Consequences 
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Variable 
Value 
Base Case 

change When 
Set to Zero CS) 

Total Contributions 
to Loss (S) 

Base Case 

Bomb Consequences 

$560,1/10 

Fission Device 
Deaths 
Damaqe 

Atomic Dud 
Extortion 
Sale/Ransoo 

worst ease: 20,000 
Worst case: 54-10* 

$ 10-10* 
SIOO-IO6 

J J0-JO6 

120,000 
20,000 

>.1,000 
110,000 
1.5O0 

Total 260,000 

Plant Consequences 

Deaths 
Damage 
Inventory Cost 

Worst case: 
Worst case: 
S 10 7 

5 
59-10s 

12.000 
9,000 

loo.ooo 
Total 

Evacuation 

Deaths 
Damage 

loo 69.000 
5200-10* con* evac. 55.000 
S S0-10 6 dispersal evac. 

Dispersal Consequences 

Dispersal Weapon 
Death 
Damage 

Worst case: 100 
Worst case: 100 

Figure 3.6* Sensitivity Analysis for Consequence Model 

120,000 

Extortion 
Sale/FUuison s io- io f e 

25,000 
6,000 
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Dispersal weapon (excluding evacuation) 11 

Total 99 (because of rounding). 

Figure 3.6 gives the change in expected consequences (combined 
damage and deaths) when a variable is "zeroed out" of the analysis. 
The consequences of the bomb or dispersal weapon involve evacuation. 
since evacuation is treated separately, evacuation costs are excluded 
from weapon consequences. 

When considering changes to the numbers in the Consequence Model> 
the reader can approximate the impact of the change by using the sensi­
tivities in Figure 3.6. For instarcre, a 50 percent increase in the 
b£mb evacuation cost (to 150 deaths; S300-10 bomb evacuation; 315*l0 

$120,000), bringing the total Diversion/Consequence Model loss to 
$620,000 -- an increase of 11 percent. 

The cost of extoition threats is large in both the bomb and dis" 
pprsal weapon cases. A model of the NRC's and civil authorities' 
responses to such a threat would help in refining this element of the 
npdel. Similarly, an analysis of the conditions under which evacuati°n 

i 1 ordered would improve another smsitive model component. 

Figure 3.7 summarises the Diversion/Consequence Model in terms pf 
public and plant consequences: deaths, damages, evacuation and invefi-

tt'jry costs. At the bottom of Figure 3.7, we • ce that combined deaths 
contribute $230,000 out of $560,000 equivalent consequences- Incrê sintf 
tprf tradeoff value between dollars and deaths by 50 percent (to Sl,50°rOOO 
per death) increases total losses ly $115,000, for a new total of S675.°00 
->• a 21 peicent increase. 

Comparison of Diversion frisk with Feactor Safety 

Risk Profiles 

Figure 3.8 gives the complete probabilistic output of the Consed u e n c e 

Hpdel. The three curves in the figure are complementary cumulative j>r°t>-
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I 

Expected 
Equivalent 
Dollars Totals ($) 

Public Consequences 

Deaths (including evacuation) 220,000 
Property Damage 160,000 
Evacuation Co=t 60,000 

Subtotal 440,0 0 0 

Plant Consequences 

Deaths 12,000 
Damage 9,ooo 
Inventory Cost 00,000 

Subtotal 120,000 

"COTAI. 560,0QQ 

'Combined Tublic and Plant Consequences 

D&oths (including evacuation) 230,COO 
Damages 170,000 
Evacuation Cost 60,'J00 
Inventory Cost 100.000 

figure 3.7. Consequence Sensitivity Summary 
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a b 6 c < 
Deaths Damage — 510 Dollar Equiva len t — 510 

(Public • Plant) (Public + Plant;) (Public • PUnt) 

gure 3.8. Probability Distributions an Consequences 



ability distributions for deaths, dollar damages, and the rombined 
consequence measure given in equivalent dollars. These are commonly 
called "risk profiles." The profiles give the range of possible out­
comes and *he probability that these outcomes <-ould occur. The rurves 
were derived by plotting the appropriate endpoints and probabilities 
from Figure 3.1, and then drawing a smooth curve through them. 

In previous sections, only the expected value, or mean, for each 
curve ras used. These expected values are: 

0.22 deaths 
0.34 million dollars damage 

0.56 combined dollar equivalent (millions). 

The 5560,000 combined mean equals the base case value in Figure 3.7. 
Consider the curve on the left in Fi'j-;re 3.8. It says that there 

is roughly 10 probability of 10 or more deaths and virtually no chance 
of deaths exceeding 100,000. Modifying the safeguards system could change 
the shape of the curve. The preferred direction of change (from a risr. 
reduction viewpoint) is dov/nwards and to the left. 

Two fundamental questions that arise in risk/benefit analysis are 
made apparent by Figure 3.8: 

How can dimensions such as damages and deaths be 
combined? 
What single number can be used to represent the 
entire curve? 

The diff, ̂ ence between the single nurber and the expected value, which 
was used earlier, depends on the decision-maker's attitude tovard risk. 
He shall refer to these problems as: 

Combined attributes, .*nd 
- Risk attitude. 

These problems are important becai ':e safeguards decisions ultimately 
rest o.i a judgment as to the amount of money to spend to reduce risk. 
To make that tradeoff, the decision-maker must either exclicitly 
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or implicitly state -;. willingness to pay to prevent loss of life and 
injuries, and a willingness to pay to prevent low-probability occurrence 
of thsse losses. 

Compared to risk attitude, the answer to the combined attribute 
question (tradeoffs betwee , fatalities and dollars) is relatively well 
established. The most common tradeoff values for a statistical life 
range from 5100,000 to $1,000,000. Either extreme could be used without 
significantly changing the conclusions in this report. However, the 
risk attitude judgment has fewer explicitly established precedents. A 
strong argument can be made that when the range of outcomes is small 
relative to the total assets of the population at risk, then the mean 
or expe ted value of the outcomes is an appropriate criterion. Using 
this risk criterion, the combined total expected risk is S560,000/year, 
as we have seen. 

Art- current safeguards decisions being made consistent with this 
criterion? Given recent political decisions, plus the resources 
currently directed Lowards safeguards research and regulation {which 
far exceed tn.t amount 'it expected risk -- 5560,000), it seems unlikely 
that expected values are feeing used for political decisions. This 
subject is an important area for further investigation. 

Comparison to Reactor Safety 

':?:fiq rh' rr-fi1 ; I :i Figure 3.8, we can compare reprocessing 
î̂ .:r: with t;v- ri ~.*:s i'rom ot hi*r processes in the nuclear fuel cycle. 
F: V l r° 3-^ d(*;:ict5 t'r.<- thr~o risk profiles from trie reprocessing base 
.as--. Suptr.^ost^i or. the'e are similar curves from the Reactor 
Safv'y study, KASH-1-iT jS|. The WASH-I-100 study considered the riak 
fr^n l')n reactors. WL> a^sunu or,».- 1SOD metric tor. (;-!T) per day reprO" 
ressing facility -ifrvi^es roughly SO reactors. Thus, we have scaled 
: >.:. t:;«- :i *?. ;r.Ji:.. .:. .-.',"».-::!- 1-i f •;: 1 ' ~ :ii:i ^ ir.y a factor of 

Figjrt? 3.9 illustrates how the magnitude of reprocessing risks 
cotil-i be '.-orcpar'. **. tc other fuel cycle risks. However, the reader 
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should be aware that the populations at risk may be different. In the 
case of a reactor incident, population centers "downwind" from the 50 
nuclear plants are at risk. In the case of a reprocessing-related inci­
dent, the exposed group is people living and working in areas vulnerable 
to malevolently-caused nuclear incidents. The magnitude of consequences 
given a reactor accident may also differ from those in the nuclear inci­
dent. Therefore, identical risk profiles do not necessarily imply iden­
tical magnitude of risks to the population. 

There is a tendency to conclude that reprocessing is "safe enough" 
when its risk profile falls below the risk profile for all other fuel 
cycle risks. This assumption, however, is not generally true. The reprocessing 
risks are at their optimal level when the cost of further reducing the 
risk eqiMis the equivalent dollar benefit of the reduced risk. In other 
words, the optimal position of the reprocessing risk profile is when 
the cost of pushing 't toward the origin equals the benefit f that 
shift. This reprocessing risk should then be combined with reprocessing 
costs and the costs of the rest of the fuel cycle to yield a total cost 
for the closed fuel cycle. If this total cost is less than the cost of 
the alternative — 'an open-ended fuel cycle — then reprocessing is 
"safe enough." If the alternative costs less, then the risk associated 
with reprocessing is unacceptable. (This assumes that the overall cost of 
nuclear power is less than the cost of alternative power sources or of 
•runsorvat 1 :>r . ) 

[j, t.i'i' e ">f thi.- importance o£ these concepts in determining the aecept-
.ibiliry of risk:! from reprocessing, we shall develop examples in Chapter 5. 
ivV conclude *.!M!> di;;cu.ibion by emphasizing the point that while Figure 3.9 
is useful for comparing risks, it is not a sufficient means of determining 
tr;e acceptability of risks created by reprocessing. 

'Julj- of Information 

A plant shutdown for inventory is, in effect, an information-
gathering operation. The information will be used in making future deci­
sions, such as changing security measures. The information as to whether 
or not SW1 is nissing could also be used in the evaluation of bomb threats. 
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and it could influence the decision to evacuate given a threat. Using 
the Diversion and Consequence models, we can compute the expected value 
of knowing for certain whether or not SNM is missing. This expected value 
of perfect information fEVPI) is then an upper bound on the value of 
information gained during an inventory shutdown. This exercise will also 
show the linkage between evacuation and inventory costs — two sensitive 
parameters in the model. 

Figure 3.10 shows a simple structure for computing the EVPI. We 
consider an information-gathering experiment; the top branches in the 
tree correspond to the situation in which an additional inventory is 
conducted. (We shall assume the yearly inventory is conducted on January 1, 
1579, whether or not an inside attempt is made.) After the inventory, it is 
known whether or not a successful diversion has been carried out. (Assume 
missing material means diversion.) The next event in the tree concerns 
the receipt of a threat of malevolent acts. A "real" threat is one 
".ssued by adversaries who possess SNM. A hoax is any other type of 
threat. Then the decision is made whether or not to evacuate; ulti­
mately, there is or is not a detonation. Implicit is an assumption that 
the bomb detonation is independent of the evacuation decision. The 
expected loss was calculated as the sum cf all deaths arid damage costs 
in Figure 3.1, using the assumption that a threat was sent half the time 
when weapons were made. 

Figure 3.11 shows the rollback values in the tree. Note that in evory 
case, the lowest expected cost is along the "no evacuation" branch. In 
other words, the best decision is always "do not evacuate," even with 
perfect information on whether or not SNK is missing. Since the informa­
tion does not influence the evacuation decision, the value of the informa­
tion is zero. 

If we were to increase the probability that the adversaries could 
naxe a successful atomic wfaijuri r: om :. , 1 s^ to 1.0 (ice Figur*' f.l), 
tr.en the decision on whether f t'varuate with ; >?rfoct information could 
switch from "No" to "Yes." In this case, the inventory information would have 
value. For it to be wortn at least $10 million (the cost of the inventory). 
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the expected value of the "evacuate" decision would have to exceed 
the expected value of the "r.o ovacuate" decision by $900 million. 
This condition would jive an expected value of perfect information 
of about S10 million; however, since the actual information gained 
is not perfectly reliable, its value would be less. 

These calculations are intended primarily to illustrate a 
structure for quantifying the benefits of an expensive plant shut­
down for inventory. They also show the relationship between plant 
inventories and evacuation — specifically, how the benefit of the 
fc.-rmer is determined by the cost of the latter. Before these calcu­
lations are carried further, it would be appropriate to review the 
Consequence M i. jl and the use of expected values as a decision cri­
terion. At that point, the certain equivalent value of the inventory 
information car, be better determined. 
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IV. SAFEGUARDS TECHNOLOGY MODEL 

Simplified Diversion/Consequence Model 

To make our discussion of safeguards technology easier, we have 
simplified the Diversion Model in Figure 2.2. The "pruned" version of 
the tree is shovn in Figire 4.1. 

Figure 2.6 shows that Sequences 1, 3, 4, 9, 11, and 12 in Figure 
2.2 account for 97 percent of the risk in terms of diverted SNM. The 
remaining sequences are unlikely; they have low probability of success, 
and their consequences are no worse than those frc;n Sequences 1, 3, 4, 
9, 11, and 12. Because of this stochastic dominance, they have been 
eliminated from the Six Sequence Diversion Model shown in Figure 4.1. 
Figure 4.1 will be used to characterize the diversion sequences that 
our sample MCSA system is designed to detect. 

Figure 4.2 shows a diversion model that is simplified even further. 
Figure 4.2 will be used to combine overall diversion risk and consequence 
information. The simplifications are in two areas: the diversion model 
structure and the representation of values in the right-hand column. 
The main structural change is that Sequences 3, 4, and 9 in Figure 4.1 
ire represented in Figure 4.2 as a single adversary sequence: employees. 
This change was made because maj-.y of the MC£A systems considered in this 
chapter influence the probability of diversion for the three adversary 
sequences 3, 4, and 9. 

One minor change to the structure of Figure 4.1 that is reflected 
in Figure 4.2 is the elimination of the "Quantity per Attempt" node. The 
uncertainty as to target amount is reflected instead in the "Quantity 
Diverted" node. The two representations are probabilistically equivalent. 
The probabilities of all events in Figure 4.2 are computed from Figure 4.1. 

The probabilities of interrupting sequence 1 (Pj) and of detecting 
Sequence 3, 4, or 9 (Pn) are specified as variables in Figure 4.2. These 
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are the variables for which criteria will be established. For the 
Six Sequence Diversion Model: 

Pj = .028 
P D = 0.43. 

The expected diversion cost C D is computed from Figure 4.2 by 
the rollback procedure explained earlier. As a function of Pj and 
Pp. the resulting equation is: 

C D = (1.2 - .7PD - .2Pj.) $million. 

Using the base case values of Pj and P D above, 

C D = 1.2 - .30 - .06 =;840,000. 

This result i> 50 percent higher than the $560,000 equivalent loss dis­
cussed in Chapter 1. The difference results from the simplification 
process; it is unimportant for t""3 following discussions. 

MC&A System Characteristics 

We have developed a simple model of the effectiveness of safeguards 
system components; the models inputs, algorithms, and results will be 
described in this section. This mouul demonstrates a technique for deter­
mining overall system performance based on component performance lata. It 
also provides cost data necessary for balancing ' ifeguards system costs 
and benefits. Our discussion of the model is divided into two parts: 
MC&A components and physical security components. 

Figure 4.3 lists 17 different MC A rromponents. These are described 
in a report by General Electric (GE) [6]. The numbers in column 2 of 
Figure 4.3 correspond to component numbers in the GE report. Most of 
these components are included in the LLL test bed design, as indicated in 
the third column. 

General Electric provided capital costs and operating costs for each 
component, with the exception of numbers 45 and 46. These costs were com­
bined into a single annual cost using a fixed charge rate of 20 percent: 
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\C°stJ " X \Cost } \ cost / • 

A fixed charge rate is the average annual cost to an organization to 
support a capital investment of SI, including interest, depreciation, 
and tax effects. Annual charges are shown in Figure 4.3. The LLL 
project team supplied cost estimates for systens 4D and 46, assuming 
15 em?l0y e e_y e a r 3 p er year (5 guards/shift; 3 shifts) required for 
system 45 and C for system 46. A cost of S2S,000 per employee-year 
was also assumed. 

Component performance is Pleasured in terms of the probability 
of detecting an insider attempting covertly to divert SNM. 
These probabilities were assigned subjectively by the LLL project team. 
Since th^ge components all can detect Sequences 3, 4, and 9, assessments 
were made for each sequence. However, the components were considered not 
to be effective against Sequences 1, 11, or 12. Results are shown in 
three columns i n Figure 4.3. The numbers in these columns are the prob­
abilities that the adversary sequence listed at the head of the column 

:.ll be detected by the particular device if installed in the HCSA system. 
This subjective assessment requires the analyst to take several events; 
into accc3unt, as shown in Figure 4.4a. The adversary must first 
take actions that the safeguards comj.'Onert is designed to detect. Next, 
the component must be operational; for instance, it must not be disabled 
for inspection. Third, the analyst considers whether or not the adversary 
is detected; occurs; detection includes !iotification of the guards. 

In figure 4.4a, it is assumed that the adversary has not tampered 
with the particular HCSA component in question. The possibility is also 
excluded that an attempt is made by an adversary who knows a particular 
component is down and who chooses that time to make an attempt. However, 
because it is likely that a successful diversion would involve tampering, 
a second assessment was made using the events in Figure 4.4b. The prob­
ability >sf detection in the "tampering" case is the sum of the joint prob­
abilities of the two events leading to detect!.?'! in Figure 4.4b. These 
events w^re considered implici tly by the person giving the detection 
probabilities in Figure 4.3. 
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Calculation of the overall probability of detection for ;i large 
system is a cor.ple.̂  problem -- one that is addressed explicitly but not 
yet fully solved by the sophisticated computer software being developed 
at LLL. In order to provide quantitative input for oar example, we 
first restricted the size of the MC&A system considerably. We did this 
by identifying components that achieve a giver, level of performance 
{detection probability) for the l*>ast cost. Each component' •; cost arid 
performance was plotted in Figure 4.5. The set of least-cost components 
was identified by drawing the efficient frontier for each sequence. That 
for each component cost the point with the highest detection probability. 
Components en the frontier are denoted with an "e" in the probability 
columns in Figure 4.3. These results produce only a first-cut estimate 
of the set of most efficient safeguards components, since only "non-
tampering" probability assessments were used and since combinations of 
components to form systems were not included in the selection process. 
The following coirponents were an the efficient frontier in at least one 
sequence: 

System Disposition 

26 Glove Boxes Selected for fut'.ner analysis 
42 Hultiperson Rule " " " " 
50 Radiation Detectors " " 
63 Physical Search Dropped because total cost as­

sumed to be significantly higher 
than CE estimate (which excluded 
employee morale costs) 

GO Honcontact .Search Dropped because of similarity 
to ff50 

75 Sampler Monitor Selected for further analysis 
64 Event Detection Dropped in favor of 875; not in­

dependent of #7 5 
93 Double Wall Pipe Selected for further analysis-

Thus, five safeguards components were selected for the example. Probabil­
ities of detection in case of tampering and no-tampering were assigned to 
each; the probabilities are shown in Figure 4.6. 

Each of the five components (numbers 26, 42, 50, 75, and 93) has a 
nonzero probability of detecting an adversary in Sequence 3, 4, or 9. 
Also, the components may be used in combination to increase the likelihood 
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of detection. Thcefore, a simple probabilistic modal of system effec­
tiveness was constructed to compute the cost of possible combinations of 
components and the overall probability of detecting an employee attempt 
(Sequences 3, 4, and 9). The algorithm for this calculation is given in 
Figure 4.7 and the results are shown in Figure 4.8. 

The key assumption in the algorithm is that probabilities of detecting 
a given adversary by the individual components are independent of detection 
by other components. This assumption seems reasonable for the five compo­
nents used to produce Figure 4.3. 

In the left-hantl column of Figure 4.8, a number between i and 31 is 
assigned to each combination of safeguards components. Thus, there are 31 
different safeguards system designs, each to be evaluated according to 
price and performance. The second column shows the system cost, which is 
the sum of individual component costs. Column three gives the p.obability 
of detectinq an employee adversary: th'.s parameter is P D in Figure 4.2. 
The last column lists the components of the MC£A system design included in 
each system. 

Figure 4.8 provides some basic information by which the MC&A components 
in the 3] different system configurations car. be evaluated. The evaluation 
methodology we have u.-;ed will designate the least-cost combination of MC&A 
components to achieve.' each level of performance (probability of detection). 
The evaluation begins by plottinq each of the 31 system designs in Figure 
•5.8. This curve is shown in Figure 4.9. Ti •-• ub;;ci ;sa :n Figure 4.9 corre­
sponds to the performance of the system; the ordinate measures the cost. 
The curve in the Eigure is the efficient: truniit-r for the 31 system designs. 
It indicates the minimum cost of achieving each level of performance. We 
assume this curvr represents the "economics" of material control -- i.e., 
the total co£,t of MC&A safeguards possible at a reprocessing plant. The 
function 

C.MC£A " Ki.B- lQ"1)cll'pD ( Smi I 1 ion/year ) 

approximates this curve and is shewn as the dotted line in Figure 4.9. 
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i = Index of a sequence 

j = Index of an HCSA component 

I = Set of all sequences where adversary is an employee 

J = Set of all installed MC6A components 

{s=i} = Probability of sequence i 

{dj|s=i} = Probability of component j detecting an adversary in 
sequence i (assume tampering is possible) 

id- , c-'s=i} = Probability of both components j and k detecting sequence i 

{dk, <ij!s=i} = {djs=i}{d.|s=i}, k f j 

(i.e. components j and k are probabilistically independent) 

D = Event of detection by one or more MCfiA components 

COMBINING COMPONENTS 

{DJs=i} = 1.0 - Jl (1-0 - {dj|s=i}j 
VJ 

COMBINING SEQUENCES 

{DJ = i {D|s=i}{s=i> 

COST OF SYSTEM 

c = Cost of MC&A component j 

C = Cost of total MC&A system 

c , 1 c. 
y J 

Figure 4.7. Algorithm for Aggregating «r&A System Cost and Performance 
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The distinct grouping of points in Fiyure 4.(i is caused by com­
ponent 42, the multiperson rule. This component is relatively expen­
sive and effective, so systems that include it are above and to the 
right o£ systems that exclude it. In considering additional MCSA compo­
nents, including variations on component 42, one would "fill in" the curve 
in Figure 4.9. 

Physical Secirity Characteristics 

Figure 4.10 gives information to that in Figure 4.6, in this case 
for physical security components. From this list, three systems were 
selected: 

Component (GE number) Name 

10 Enclosed access route 
12 Isolation barriers for access route 
35 Remotely-activated barriers for 

critical zones. 

GE system 45 was excluded because of cost; systems 53, 59, and 60 were 
assumed to violate occupational safety requirements. The selected 
components are assumed to protect against Sequence 1. Figure 4.11 plots 
the totaL cost and (Effectiveness of these components. We assume these 
systems represent incremental improvements to existing physical security, 
since none of them are included in the design of the test bed. Tliis assump-
' ion i!, in centra••st: to the 31 MCSA system designs, which are assumed to com-
: ri ;e thr* total MCS.A system. Further, we assume the elements of physical 
security not shown in Figure 4.10 but included in the test bed design are 
cost-effective; i.e., their marginal benefit in terms of increased security 
• •xc<jeds their marginal costs. 

An cffifiiri.t frontier is drawn in Figure 4.11. Its shape in the 
rt-gion Pj = ,8 to 1.0 is assumed, since none of the physical security 
systems performer1, in that range. The cost curve for physical security is 
assumed to be: 

C p s = <1.2.1cT1'\e?5'Pl (Smi 11 ion/year>. 

This equation approximates the efficient frontier in Figure 4,11. 
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V. ANALYSIS OF RISK CRITERIA 

Marginal Evaluation of MC&A Criteria 

This chapter describes a methodology for judging the appropriate 
level of safeguards performance. We will use the evaluation framework 
described in Chapter 2, and the Diversion, Consequence, and Technology 
models described in Chapters 2, 3, and 4. We first discuss setting 
criteria for MC&A system performance against an employee adversary. 
Phis tasK is roughly equivalent no choosing a level for PQ in Figure 4.2. 
We assume chat physical -securi -y and safeguards against divers.-ri by 
plant management are set at a nominal level. Because we are choosing 
the criteri.i for P while other things are constant, we refer to this 
as a "marginal" evaluation. Following the marginal evaluation, we shall 
describe a icint optLmi"ation of MC&A and physical security. 

In Figure 5.1, which is the same as Figure 1.1, we show the trade­
off between Mt&A cost and diversion risk. As the probability of detecting 
an attempt increases from 0 to 1, the risk from diverted CNM drops. In 
Figure 5.1, the diversion cost is the expected value of the probability 
rreo in Figure 4.2, with Pj set at its nominal value, . 7. Since the 
i.xpected value of diversion consequences is linear in the detection prob­
ability P.v the diversion cost is a straight line. However, if PQ = 0 
U.','., tliHri- was no way to detect attempts), the frequency of attempts 
might be higher, causing the diversion risk to rise -harply at the left 
of Figure r>. 1. We have not explicitly modeled that case, so the diversion 
cost curve is not shown for PD<.1. 

On the same graph we show the cost of achieving each detection prob­
ability. This "Safeguards Cost" is taken directly from Figure 4.8. 

The sum of the safeguards and diversion costs curves is the U-shaped 
total cost. It has a minipum at P D = 0.2. Increasing P̂ , beyond .2 creates 
a cost that exceeds chft resulting drop in diversion cost. If Pp were less 
than 0.2, the costs of improving safeguards would be small relative to the 
benefits. Thus, there is an incentive to shift toward P = 0.2 from 
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either side. Further, the total cost curve is relatively flat in the 
range -J - P D - -3. This fact indicates something about the needed pre­
cision for determining Fp in that range. 

Joiat Safeguards : *•„; -.; -•:••- -- :•". .'-.A -a:.d ; ny-si . <J j> "jr: ty 

The r.arair.di .:.diysis in Figure :;. 1 demonstrate s the optimization 
: roc-^ss. However f MC&A divisions should be- coni I tie rod in light of othor 
safeguards decisions- vjc-h a.* tr.os* that concern physical security. The^e 
f*-o factors are interdependent in that they should be "balanced" -- i.e., 
one snould r.ot be a weak link relative to the other. Discussion of this 
joint decision jr.alysi'r: process uill ai so demonstrate the tradeoffs 
between L treirgther. ir.g i/r.ys; ca 1 iecur i ty versus M(J£A. 

This -uptimization, as before, rejuires information about quantitative 
ir̂ uiiiir 2: and -iiverMori cost. Tho graph in Figure S.2 srows safeguards 

t.s. rr.L jxes ar-p 'he two •i'-Ci.'-.îri variables Krj and Pj. The Optimal 
•-•"tt̂ ngs for tr.r-^ variables win be ?n a*'1^ Pj- The curvts represent 
*• :ua.i safeguards c- -', for P. <ind P.,; for instance, the outermost curve 
•;r.ow - the locus of P., p.._ points that have combined annual cost of 
CJ9 i, )0f>. The outer curve's shape .indicates that once a value for P-Q 
i h. coose*;, the 'joy*- of moving P. from 0 to . 7 adds 1 I tt le to the total 
'/ost . r'uvir.̂  UJ, djni to th«- right (giving better syst&m performance) 
increases sys+em costs. The shape of the curves gives policy-makers 
iv.*-'i r'it :r.^'i tri»- ti -"*eo?f between increasing i-iC&A and physical security. 
I", tni'-. ''.ise. ;,hy^i^aJ ;rat*-ction is inexpensive relative to MC&A costs. 

Sim: ] ally, Figu;- r.i ;>hows lines of equal diversion cost. Curve 
"n" con (.-spends to the base case data in Fimire 4.2. The other curves 
*'i : 1 be used for sensitivity analysis, The diversion "iso-cost curves" 
are straight lines because diversion cost is linear in Pp and P T- Safe­
guards costs are assumed to be exponential functions of Pj and P Q. 

Safeguards costs increase when P-. and P D increase, while diversion 
risks decrease. This fact implies a minimum total cost point, similar 
to the minimum in Figure 5.1. 
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Overlaying Figures 5.2 and 5.3 produces the graph in Figure 5.4. 
The points of tangency between safeguards cost and diversion cost repre­
sent minimum cost points relative to horizontal or vertical shifts on 
the graph. These points of tangency are labeled "a", "b", "c"• and "d". The 
total cost and other information for the four cases is indicated at the 
bottom of Figure 5.4. For the base case [point "b"): 

C = $910,000 

Cf = ? 70,000 

P* = .12 

P*D = .20. 

The total cost at point "b" is 5980,000. Notice that this cost is lower 
than the total cost at points "a", "b", "c", or "d." 

As diversion cost C D decreases, the safeguards cost C_ increases. 
This fact can be seen by looking at the rows labeled Cp and Cg at the 
bottom of Figure 5.4. This phenomenon is plotted in Figure 5.5, which 
shows the cost Cs of an optimal safeguards system to attain a range of 
diversion risks C D. The base case set of C s and C D occurs when the curve 
is tangent to a straight line with slope = -1. 

Figure j.5 is in some sense the most highly-aggregated output from 
the analysis. It shows a major policy-maker the cost of reducing risks 
to various levels, suppressing all detail on how the costs and risks ace 
computed and optimized. It also conveys the fact that risks cannot be 
made arbitrarily low without significantly increasing cost. It should 
also be noted that this solution is an approximation because this value 
was derived using the continuous approximation to the efficient frontier 
in Figure 4.9. It could be that there is no system having the discrete 
cost, C 0 and the detection probability pj. However, in a less aggregated 
model it may be possible to produce the desired systems by incrementing 
safeguards in varying degrees. 

Sensitivity Analysis 

The highly aggregated models behind this analysis have several key 
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parameters. Figure 5.6 shows how the decision on MC6A criteria (PD — 
one of the two decisions being considered) changes with variations in 
these hey parameters: 

- P. (probability of attempt) 

- V n (tradeoff value assigned to each death) 

- P w (probability that an adversary could construct 
a working bomb from 10 kg of SNM). 

The base case i\j: Pfl = 0.02; V D = S106; and P w = 0.05. A 
fourth parameter A is the relates weighting of safeguards costs and 
diversion costs. It also corresponds to the negative slope of the 
straight line in Figure 5.5. 

An important insight to be gained from Figure 5.6 is that the 
decision on MCSA system performance P[} do'is not change significantly as 
these key parameters are varied. The reason for this condition is that 
additional -afeguards are assumed to b'_- expensive and only marginally 
effective. This assumption, which is based on the analysis in Chapter 4, 
des. ives careful scrutiny. 

The Pi cision to Reprocess Commercial Reactor Fuel 

The preceding section dealt with the decision on how safe to make 
the repro-essing plant. That decision depends on the costs of alterna-
tivi-i to reduce the risk -- for instance, improving physical security or 
t:io tfCS.A sysLuin. At the conclusion of the plant optimization and 
' rj toi ia-setting j.rocess, the facility is "optimized" in terms of cost 
and safeguards; the risk is as low as it should be, given the decision 
to reprocess spent fuel. 

This section addresses the questions: "Is the optimal design safe 
enough?" and "Should we build the plant?" The answers depend not on the 
cost of safeguards, but rather, on the cost of al'ernatives to reprocessing. 
The alternative considered here is direct disposal of spent fuel and 
add tional mining cf fissil' ores to replace the spent nuclear fuel. 

In a report for MSF f7], it was found that reprocessing would save 
slightly less than 0.5 mills/kilowatt-hour <kWh) in average electricity 
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bills when compared to the alternatives. This saving includes a credit 
f<3r recovered plutonium and uranium, although the estimates were base<j 
°h yellowcake valued at S20/pound (lb). At $40/lb., which is more repre-
s^ntAtive of today's prices, the relative savings would be close to 
1 mill/kWh. The hypothetical plant can reprocess fuel from fifty 10oo-
mfegawatt (electric) commercial reactors. If these plants were operating 
at a 65 percent load factor, the benefits would be: 

A. mill\ ,,„ r c . . , /lO 6 kw\/8S00 hrs\ /lO"3 $ \ c,„„ „ 
l^^kWh—) '50-.65 plants) • ^ ^ j { - - j ̂  _ J . s29O.O0o,000/year. 

If it is assumed that all reprocessing costs except the diversion 

risk are internalized in the 1 mill/kWh savings, then an annual expected 
risk of less than $1 million is being compared with a $290 million 
expected annual benefit. Further, if the Consequence Model is accepted 
aS a reasonable first estimate of the risk, then a decision to forego 
$̂ 90 mJllion benefit for a 5560,000 risk exhibits one or all of the 
fallowing characteristics: 

An extreme level of risk aversion 
Significant other risks (e.g.r nuclear proliferation or 
sabotage) that are not internalized 
Misinformation about the diversion risk 
Inconsistent decisions. 

It is, of course, possible that the estimate of the risk could tje 

highly inaccurate. However, the estimate would have to be inaccurate to 
t̂ iree orders of magnitude before the risks of dive/.sion would exceed the 
t^nefits of reprocessing in terms of expected values. 

If these quantitative models are ultimately to be used for weighing 
the benefits and costs of improved safeguards, and if the risk attitudes 
revealed by this $560,000/5290,000,000 comparison were incorporated \ n 

the analysis, then inordinate amounts would be spent for marginal sa£e. 
9^ards improvements. If these analytical tools are to be useful to pQUcy-
™akers, tV. question of consequences and risk attitudes should be care­
fully examined. 
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Calculations 

Figure 5.7 shows the derivation of equations used to plot the 
results in the figures in ChaDter 5. 
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FIGURE 5.1 Evaluation of HCSA System Performance 
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FIGURE 5.4 Optimal Setting of PQ and Pj for Four Cases 
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FIGURE 5.6 S e n s i t i v i t y Ana lys i s for pJL 
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VI. SUMMARY AND CONCLUSIONS 

In this report we have discussed briefly several aspects of the 
analytical methodology being developed in conjunction with LLL. The 
main topics were: 

- Analytical approach: a tool for integrating cost and 
risk information used to make safeguards decisions 
Preliminary risk assessment models: for diversion 
attempts and their consequences 
Analysis 'jsing these models: sensitivity analysis 
and criteria evaluation to determine appropriate 
levels of plant safeguards. 

This concluding section highlights several insight.-, in these three 
areas. 

Analytical Approach 

The decision on "how safe" a safeguarded nuclear facility should 
be depends en a tradeoff between diversion risk and the cost of reducing 
that risk. Given the decision to build the plant, the optimum safeanards 
li'vel is one at which the cost of further risk reduction exceeds the 
benefit of lower risk. 

In order to rnako thi .* tradeoff, the decision-maker must have quanti­
tative information on the risks and costs. Because of the uncertain';es 
.i.nd complexities associated with risks and costs, quantitative models of 
the factors that influence the risk/cosc tradeoff have been developed. 
Taken together, these form the safeguards evaluation framework. in the 
beginning stages of this analysis, the moc'els are highly aggregated with 
simple structures. These models are then successively refined as sensi­
tivity analysis shows which elements have the isost impact on safeguards 
decisions. 
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In addition to serving as a guide for additional analysis, the 
models provide effective tools for communication. They give a broad 
picture of the kinds of factors being considered, hew these factors are 
interrelated, and how the quantitative information about these factors 
is used to make a decision. As the models are made more complex in 
order to reflect important aspects of the problem with greater preci­
sion, aggregated models are used to summarize the outputs of complex 
models. Thus, the aggregated models are UL.ed throughout the analysis: 
in the early stages, they provide the preliminary assessment that 
indicates how the evaluation will be made and which results should be 
sought; at the end of the project, they are used to summarize analyti­
cal results and show the implications of these results for the primary 
decisions. 

Insights From Preliminary Models 

The most striking conclusion from analysis to date is the low 
expected value of annual consequences from SUM diversion from a 
reprocessing plant. If this conclusion is supported by later work, 
many public policy decisions cr . Id be legitimately questioned. However, 
this conclusion could be invalid for two reasons: 

Preliminary probabilistic estimates in the Consequence 
Model are not realistic 
Expected value of consequences is not an adequate 
characterization of risk. 

The first possibility can be dealt with through further explicit evalu­
ation of the probability and consequences of nuclear incidents. The 
second point may require additional research on the appropriate risk 
attitude for public policy decisions involving low-probability events. 
However, based on the state of the art in decision theory, a strong 
argument can be made for using expected values when the assets of the 
exposed population are large relative to the magnitude of the consequences. 

In the Diversicn Model, most of the expected amount of PUK diverted 
per year is attributable to Sequence 1, a !ieavily-armed attack on the 
plant. For this sequence, MCSA plays no role in preventing the theft. 
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The second-highest contribution to the expected quantity of diverted 
rmterial comes from Sequence 4, in which there is a very low probability 
of detection by MC&A or interruption by physical security. 

The major cost related to an attempt comes from hypothesized shut­
down for material inventory given a detected inside attempt. It is 
ar "med the plant would he out of commission for two months, leading to 
a 310 million opportunity cost in foregone reprocessing. 

The major factors in the Consequence Model are the consequences 
of an atomic detonation, evacuation, and extortion attempts. 

Model Refinements 

The analysis has highlighted several areas where refining these 
nocieiS could substantially improve the safeguards decisions. Better 
models of safeguards system costs and associated uncertainties are the 
most notic^a^le need. Without them, it is meaningless to try to set 
safeguards requirements. An aggregated model of the cost of the open-
ended fuel c;cle is also necessary to make the overall decision on 
whether or not to reprocess spent reactor fuel. 

The diversion Model should be enhanced first for Sequence^ 1 and 
4. The areas worth-/ of refinement in the Consequence Model are the 
-;>-•. i ;ivo factors mentioned above. The linkage between the Diversion 
•'.mi Consequence Models should be refined beginning with the information 
'• ^rnwH-, rl--' ̂oi.h ii.,ri~at ion of the adversary. 

r'f: > at ch Are-1 ̂  

Risk attitude toward low-probability events is clearly crucial to 
..cif-guards decisions. This area has not been the focus of much decision-
theory research to date. 

A second research need is formal procedures for aggregating detailed 
probabilistic information (such as that produced by the LLL assessment 
procedure) in a form that can be used by both aggregated models and deci­
sion-makers. This report has demonstrated the value and use of such 
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aggregated information; however, as yet the formal aggregation procedures 
have not been established. 

ft third area of research is the development of models of NRC and civil 
authorities' responses to extortion attempts or bomb threats. The decision 
analysis framework advanced in this report will provide a solid foundation 
for that work. The results of this analysis clearly depend on the reactions 
of authorities in these cases. 
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