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EPRI PERSPECTIVE 

PROJECT DESCRIPTION 

This project (RP1173-1) addresses the need to define and evaluate 
available alternatives to be utilized in achieving an effective site- 
perimeter security system to deter and detect site intrusion that may 
represent a threat to the operation and safety of a nuclear power 
plant. The high cost of maintaining a large staff for plant security 
functions and the frequency of system performance testing recommended 
by the Nuclear Regulatory Commission are factors that emphasize the 
need for critical evaluation of alternatives. This is the final 
report on this study; no related reports precede it, and no continuing 
effort is currently planned in this area. 

The report presents the methods used and results obtained in conduct- 
ing a study on nuclear power plant perimeter security systems to pro- 
vide guidance to utilities for plant-specific application of various 
available systems or combinations of systems intended to provide the 
required information. Aspects of regulatory requirements, recommenda- 
tions, and evaluations of cost effectiveness are applied in the study. 

PROJECT OBJECTIVES 

The objectives of this project are (1) to determine the utility-owner 
needs and wants for an effective site-perimeter security system for a 
nuclear power plant and ( 2 )  to evaluate a means to establish such a 
system that would provide high probability of detection with low false 
and nuisance alarm rates in addition to providing information to the 
station security personnel to aid in limiting the extent of an actual 
encroachment. 

PROJECT RESULTS 

The methodology applied in conducting the study consisted of: (1) par- 
ticipation in seminars and workshops on power plant security that are 
offered by industry societies; ( 2 )  nuclear power plant interviews, @ 
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literature search, and design evaluation of system alternatives; and 
( 3 )  presentation of a workshop specific to this project to obtain 
direct utility input to the study. Recommendations are provided 
relative to perimeter barriers, lighting, intrusion detection, and 
alarm assessment. Results of the study indicate that the application 
of a multiple-layer system with time-integration processing of infor- 
mation from individual layers has a positive effect in achieving high 
probability of intrusion detection with low false and nuisance alarm 
rates. Cost effectiveness of the applied system should also be 
enhanced. 

In using this report, the following should be noted: 

0 The unique features of each plant-specific site and 
application must be accounted for in determining which 
of the defined alternatives best satisfies performance 
needs. 

Multilayer alarm processors as defined in the report are 
not "off-the-shelf" items. 

0 There is no intent in the report to confirm or justify 
any recommendations made in other sources. 

Managers responsible for the design, installation, operation, and 
maintenance of the site-perimeter intrusion alarm system are intended 
as the primary audience for this report. Potential cost effectiveness 
of systems, as defined in the report, should also be of interest to 
upper management. Evaluation of the report recommendations, leading 
to their site-specific implementation, is seen as the next logical 
step in achieving improved system performance. 

B. P. Brooks, Project Manager 
Nuclear Power Division 
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ABS TRACT 

T h i s  report  e n c o u r a g e s  t h e  r e v i e w  of n u c l e a r  power p l a n t  perimeter 
s e c u r i t y  s y s t e m s  t o  a s s u r e  h i g h  l e v e l s  o f  i n t r u s i o n  d e t e c t i o n  and 
alarm p e r f o r m a n c e .  P e r i m e t e r  s e c u r i t y  e l e m e n t s  m u s t  e n a b l e  i n t e r c e p t  
o f  o u t s i d e  i n t r u d e r s  (as  d e f i n e d  by  NRC) i n  time t o  p r e v e n t  s a b o t a g e .  

T ime ly  i n t e r c e p t  o f  a n  i n t r u d e r  r e q u i r e s  t h e  e x a m i n a t i o n  of perim- 
e t e r  ba r r i e r s  and s e n s o r s  i n  terms o f  r e l i a b l e  d e t e c t i o n ,  i m m e d i a t e  

a s s e s s m e n t  a n d  prompt r e s p o n s e  p r o v i s i o n s .  P e r i m e t e r  s e c u r i t y  e q u i p -  
ment and o p e r a t i o n s  mus t  a t  t h e  same t i m e  meet t h e  requirements  of 

t h e  Code of F e d e r a l  R e g u l a t i o n s ,  1 0  C F R  73 .55  w i t h  some a t t e n t i o n  t o  
t h e  p e r f o r m a n c e  and t e s t i n g  f i g u r e s  of Nuclear  R e g u l a t o r y  Guide  5 .44 ,  
R e v i s i o n  2 ,  May 1980.  

A b a s e l i n e  s y s t e m  i s  d e f i n e d  which  recommends a g e n e r a l  a p p r o a c h  t o  
i m p l e m e n t i n g  perimeter s e c u r i t y  e l e m e n t s :  b a r r i e r s ,  l i g h t i n g ,  i n t r u -  

s i o n  d e t e c t i o n ,  alarm assessment.  The b a s e l i n e  a p p r o a c h  e m p h a s i z e s  
c o s t / e f  f e c t i v e n e s s  a c h i e v e d  b y  d e t e c t o r  l a y e r i n g  and  l o g i c  p r o c e s s i n g  
o f  alarm s i g n a l s  to  p r o d u c e  r e l i a b l e  alarms and l o w  n u i s a n c e  alarm 
rates.  A cost  b e n e f i t  of l a y e r i n g  a l o n g  w i t h  v i d e o  assessment i s  
r e d u c t i o n  i n  o p e r a t i n g  e x p e n s e .  

The c o n c e p t  of l a y e r i n g  i s  a l s o  shown t o  m i n i m i z e  t e s t i n g  costs where 

d e t e c t a b i l i t y  performan.ce as  s u g g e s t e d  b y  R e g u l a t o r y  Gu ide  5.44,  
i s  t o  be p e r f o r m e d .  

S y n t h e s i s  o f  t h e  perimeter i n t r u s i o n  alarm s y s t e m  and  l i m i t e d  tes t -  
i n g  o f  C l o s e d  C i r c u i t  T e l e v i s i o n  (CCTV) a n d  Video  Mot ion  Detectors 
(VMD) , were p e r f o r m e d  a t  E-Sys t e m s ,  G r e e n v i l l e  D i v i s i o n ,  G r e e n v i l l e  
T e x a s  d u r i n g  1981.  
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SUMMARY 

O B J E C T I V E S  

O b j e c t i v e s  o f  t h e  p r o j e c t  r e p o r t e d  h e r e i n  a re  t o :  
D e t e r m i n e  t h e  n e e d s  and  w a n t s  o f  n u c l e a r  power p l a n t s  

f o r  e f f e c t i v e  p e r i m e t e r  s e c u r i t y  
D e f i n e  a b a s e l i n e  s y s t e m  and recommend f e a t u r e s  t o  b e  
implemented  
P r o v i d e  background i n f o r m a t i o n  to  s u p p o r t  p l a n t  u n i q u e  

and  s i t e  s p e c i f i c  a p p l i c a t i o n s  

THE D E S I G N  THREAT 

A perimeter i n t r u s i o n  alarm s y s t e m  m u s t  be c a p a b l e  of r e s p o n d i n g  t o  

and  p r o v i d i n g  c o u n t e r m e a s u r e s  t o  l i k e l y  t h r e a t s .  The " d e s i g n  b a s i s "  

t h r e a t  h a s  b e e n  d e f i n e d  by NRC t o  be a small g r o u p  o f  men i n  t w o  or  
more teams w i t h  hand c a r r i e d  equ ipmen t  and ma te r i a l  which  c a n  be 

c o v e r t l y  d e p l o y e d .  T h i s  d e f i n i t i o n  d e r i v e s  f rom a n a l y s i s  o f  wor ldwide  

terrorist  a c t i v i t i e s .  The t h r e a t  t a r g e t  i s  d e f i n e d  to  be  r a d i o l o g i c a l  
s a b o t a g e  t h a t  may e n d a n g e r  t h e  p u b l i c .  S p e c i f i c  q u a n t i f i c a t i o n  of 
t h e  t h r e a t  i s  s i t e  v a r i a b l e  and  n e g o t i a b l e  w i t h  t h e  NRC. 

REQUIREMENTS 

The Code o f  F e d e r a l  R e g u l a t i o n s ,  CFR 1 0 ,  p a r t  73.55 d i r e c t s  t h a t  

perimeter s e c u r i t y  s y s t e m s  m u s t  p r o v i d e :  
Measures  t h a t  p r e v e n t  r a d i o l o g i c a l  s a b o t a g e  

An immedia t e  r e s p o n s e  to i n t r u s i o n s  
Y e a r l y  r e v i e w  and  a u d i t  of s e c u r i t y  p r o c e d u r e s  

C o n t i n u a l  t e s t i n g  of s e c u r i t y  e f f e c t i v e n e s s  

s- 1 



NRC R e g u l a t o r y  Guide  5.44,  R e v i s i o n  2 a t tempts  to  i n t e r p r e t  t h e s e  
r e q u i r e m e n t s  and s u g g e s t s  t h e  f o l l o w i n g  p e r f o r m a n c e  g o a l s :  P r o b a b i l -  
i t y  o f  D e t e c t i o n  ( P D )  0.9 w i t h  9 5  p e r c e n t  c o n f i d e n c e ;  a l l o w a b l e  f a l s e  
and  n u i s a n c e  alarm r a t e s  (FAR,  NAR) o n e  e a c h  p e r  day  per segmen t  i f  

v i s u a l  a s s e s s m e n t  is p r o v i d e d ;  w e e k l y  o p e r a b i l i t y  t e s t i n g  of e a c h  
segment  , and q u a r t e r l y  t e s t i n g  of PD p e r f o r m a n c e  of e a c h  segmen t .  

I t  h a s  been  shown t h a t  a k n o w l e d g e a b l e  and  d e t e r m i n e d  i n t r u d e r  c a n  
su rmoun t  a perimeter b a r r i e r ,  and w i t h  b a c k - c a r r i e d  e q u i p m e n t  pene-  
t r a t e  t o  a v i t a l  area w i t h i n  a b o u t  f o u r  o r  f i v e  m i n u t e s .  T h i s  imposes 
a r e q u i r e m e n t  on  t h e  s e c u r i t y  s y s t e m  f o r  t i m e l y  i n t e r d i c t i v e  r e s p o n s e  
i n  o r d e r  t o  p r e v e n t  s a b o t a g e .  The p e r i m e t e r  mus t  p r o v i d e  immedia t e  
a w a r e n e s s ,  alarm and a s s e s s m e n t  of i n t r u s i o n ;  f a l s e  and n u i s a n c e  
alarms m u s t  b e  min imized  t o  r e s e r v e  r e s p o n s e  f o r c e  d i s p a t c h  f o r  gen- 
n u i n e  i n t r u s i o n s .  

I n t e r n a l  b a r r i e r s  m u s t  p r o v i d e  d e l a y  of t h e  i n t r u d e r  t o  e n a b l e  t h e  
r e s p o n s e  f o r c e  t o  c o n f r o n t  him b e f o r e  h e  c a n  p e r f o r m  a n  ac t  of sabo-  
t a g e .  I n t r u s i o n  d e t e c t a b i l i t y  p e r f o r m a n c e  m u s t  be a t  a n y t i m e  v e r i f i -  

a b l e ,  b u t  w i t h  a cost  e f f e c t i v e  u s e  o f  manpower. 

As d e t e r m i n e d  i n  t h i s  p ro jec t  t h e  n e e d s  and w a n t s  o f  t h e  N u c l e a r  
u t i l i t i e s  s u r v e y e d ,  r e l a t e  t o  e c o n o m i c a l  perimeter alarm s y s t e m  ope- 
r a t i o n  and m a i n t e n a n c e  , e c o n o m i c a l  v e r i f i a b i l i t y  o f  p e r f o r m a n c e  and 

e c o n o m i c a l  u s e  o f  manpower. The U t i l i t i e s  need  a s s i s t a n c e  i n  i d e n t i -  
f y i n g  , a c q u i r i n g  and i n s t a l l i n g  t e s t ed  and p r o v e n  s e c u r i t y  e l e m e n t s  
b u t  more i m p o r t a n t l y ,  to  h a v e  t h e s e  e l e m e n t s  i n t e g r a t e d  i n t o  a r e l i -  
a b l e  s y s t e m  s u i t e d  t o  t h e  s p e c i f i c  s i t e  and i t s  e n v i r o n m e n t .  

These  n e e d s  and  w a n t s  are n o t  i n c o n s i s t e n t  w i t h  t h e  r e q u i r e m e n t s  o f  
t h e  N u c l e a r  R e g u l a t o r y  Commission.  I t  is b e l i e v e d  t h a t  t h e s e  require- 
m e n t s  ( a n d  R e g u l a t o r y  Gu ide  5.44 r e c o m m e n d a t i o n s )  c a n  b e  m e t  by means 

of s e n s o r  l a y e r i n g  and  alarm s i g n a l  p r o c e s s i n g .  
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SENSOR LAYERS AND ALARM P R O C E S S I N G  

S e n s o r s  are  l a y e r e d  when t h e  time o r d e r  and d u r a t i o n  o f  s i g n a l  

receipt is u s e d  t o  r e d u c e  t h e  f a l s e  alarm r a t e .  T i m e  i n t e g r a t i o n  o f  
alarm e v e n t s  and  ORing t w o  or  t h r e e  s e n s o r  o u t p u t s  i n c r e a s e s  t h e  

s i g n a l  t o  n o i s e  r a t i o  i n t o  t h e  de tec tor  o r  p r o c e s s o r  and  c a n  p r o v i d e  
f o r  i n c r e a s e d  p r o b a b i l i t y  o f  d e t e c t i o n  as  w e l l  a s  a lower n u i s a n c e  

alarm ra te .  

Most n u c l e a r  p l a n t s  have 2 u n c o n n e c t e d  l a y e r s ,  o r  s e n s o r  s y s t e m s .  
Any t w o  of  t h e s e  e x i s t i n g  l a y e r s  c a n  b e  combined w i t h  a new l a y e r  and  
a c h i e v e  h i g h e r  p r o b a b i l i t y  o f  d e t e c t  i o n  and l o w  n u i s a n c e  alarm rates .  
I f  3 l a y e r s  a r e  t h u s  combined,  o n e  c a n  f a i l  p e r m i t t i n g  r o u t i n e  o r  de- 

l a y e d  m a i n t e n a n c e  v s .  i m m e d i a t e  r e s p o n s e .  A l l  l a y e r s  s h o u l d  h a v e  t h e  
same zone  c o i n c i d e n c e  t o  i d e n t i f y  i n t r u s i o n  w i t h  a segment  o f  t h e  

perimeter. 

The t i m e  i n t e g r a t i o n  of  ANDing and  ORing c a n  be a c c o m p l i s h e d  i n  a n  
i n t e r f a c e  u n i t  which s h o u l d  be p h y s i c a l l y  l o c a t e d  where t h e  s e n s o r  
f i e l d  j o i n s  w i t h  t h e  e x i s t i n g  alarm s t a t i o n s .  The i n t e r f a c e  u n i t ,  
i n  a d d i t i o n  t o  c o m b i n i n g  s i g n a l s  t o  o u t p u t  r e l i a b l e  alarms, s h o u l d  
c o n t r o l  hand-of f to  a n n u n c i a t i o n  , a s s e s s m e n t  and r e c o r d i n g  e q u i p m e n t  
i n  t h e  c e n t r a l  a n d  s e c o n d a r y  alarm s t a t i o n s .  I t  s h o u l d  communica te  

t o  t h e  s e n s o r  f i e l d  f o r  l i n e  s e c u r i t y ,  s e n s i n g  o f  t a m p e r i n g  o r  f a i l -  
u r e ,  f o r  alarm rese t ,  power f a i l u r e  i n d i c a t i o n  a n d  s w i t c h i n g ,  a n d  
€or t h e  se l f - tes t  f u n c t i o n .  

A v a i l a b l e  s t a n d  a l o n e  alarm p r o c e s s i n g  s y s t e m s  were compared and 
e v a l u a t e d  i n  t h i s  p ro jec t .  N o  e x i s t i n g  h a r d w a r e  p r o v i d e s  a l l  of  t h e  
d e s i r e d  f e a t u r e s  of c o n t r o l  and l o g i c  p r o c e s s i n g .  On t h e  o t h e r  h a n d ,  
a microprocessor b a s e d  s y s t e m  c a n  b e  c o n f i g u r e d  t o  p r o v i d e  t h e  d e s i r -  

e d  f e a t u r e s .  

A 
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SYSTEM D E S C R I P T I O N  

The recommended perimeter i n t r u s i o n  alarm s y s t e m  i s  c o n f i g u r e d  t o  en- 

ab l e  d e t e c t i o n  and  i n t e r d i c t i o n  o f  a n  i n t r u d e r  b e f o r e  t h e  s a b o t a g e  
t a r g e t  c a n  be r e a c h e d .  I t  p r o v i d e s  l e e w a y  f o r  i n c o r p o r a t i o n  of equip- 

ment  o p t i o n s  which  w i l l  b e s t  s u i t  s i t e  s p e c i f i c  r e q u i r e m e n t s  and  s t i l l  
a c h i e v e  h i g h  PD and l o w  NAR. The perimeter e l e m e n t s  are desc r ibed  

f o l l o w i n g  f rom o u t s i d e - i n .  

O u t s i d e  Clear Zone 

A 20 f o o t - w i d e  o u t s i d e  c l ea r  zone  a r o u n d  t h e  perimeter permits v i s u a l  
a w a r e n e s s  of e n c r o a c h m e n t .  I t  removes  a n y  n a t u r a l  means t h a t  would 

c o n c e a l  a n  a t t e m p t  to b r i d g e  t h e  ou te r  f e n c e .  I t  d i s c o u r a g e s  t u n n e l -  
i n g  and d e l a y s  i n t r u d e r  t r a n s i t  t o  t h e  ou te r  f e n c e  

O u t e r  Fence  And Fence  S e n s o r  

T h i s  f e n c e  t u r n s  away t h e  c a s u a l  i n t r u d e r ,  k e e p s  o u t  m e d i u m  and  l a r g e  
a n i m a l s ,  and  c a t c h e s  b l o w i n g  deb r i s .  I t  r e q u i r e s  i n t r u d e r s  t o  scale 
t h e  o u t r i g g e r  barbed w i r e  o r  c u t  f e n c e  l i n k s .  I t  s i g n a l s  p e d e s t r i a n  

o r  v e h i c l e  a t tempts  t o  p e n e t r a t e  t h e  f e n c e  and  e n a b l e s  t i m e  f o r  

a s s e s s m e n t  of i n t r u s i o n .  

Cable  Guard A t  I n n e r  Bound Of I s o l a t i o n  Zone 

The cable g u a r d  b e i n g  open  t o  v iew p r e v e n t s  i n t r u d e r  a t tempts  t o  h i d e .  
I t  c a n  i m m o b i l i z e  l i g h t  v e h i c l e s  ( 3 / 4  t o n  p i c k u p )  a n d  i n c r e a s e  t h e  i n -  
j u r y  r i s k  t o  i n t r u d e r s  i n  l a r g e r  v e h i c l e s .  Being  i n s i d e  o f  t h e  f e n c e ,  

i t  d i s c o u r a g e s  c u t t i n g  o f  t h e  cable.  The cab le  guard  s h o u l d  de-esca- 
l a t e  t h e  t h r e a t  t o  back  pack  carr ied e q u i p m e n t .  

I n t e r i o r  Clear  Zone And H a r d e n i n g  E f f e c t s  

A 1 0 0  foo t  i n t e r i o r  c lear  zone  t o  v i t a l  b u i l d i n g  a reas  p r o v i d e s  a 

l i g h t e d  r e g i o n  f o r  v i d e o  s u r v e i l l a n c e .  I t  p r o v i d e s  a small  t r a n s i t  
d e l a y  and  p r o v i d e s  c o n f r o n t a t i o n  t a c t i c a l  maneuver  s p a c e .  Hardened 
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@ outer building walls and doors and grids also provide delay time as 
do hardened vital area doors, grids and walls. 

Layered Sensor Combinations 

There are about 20 combinations of available sensor types in 
layers of three. Some of the most likely combinations based on al- 
ready installed equipment (and selectable based on site conditions) 
are listed following. There is no single combination suitable for 
all sites. 

FIRST LAYER SECOND LAYER THIRD LAYER 

Existing E-Field Line Add Microwave Line Add VMD* 
Existing E-Field Line Existing Fence Sensor Add VMD* 
Existing Microwave Line Existing Fence Sensor Add Buried Line Sensor 

*Video Motion Detection (VMD) is shown as a third layer 
option since it is a potentially low cost adjunct to a 
Closed Circuit Television System (CCTV) being used for 
assessment. 

Alarm Processing Interface 

The interface combines diverse detector signals, sensitive to dif- 
ferent intruder and nuisance manifestations to reduce nuisance alarms 
and increase detection probability. It communicates with sensor seg- 
ments for self test and alarm status. It accepts conditioned signals 
from existing sensor pre-processors or communication transducers and 
hands off instructions to alarm monitoring and control equipment. 

Alert/Alarm/Assessment/Functions 

The Central and Secondary Alarm Stations utilize existing alarm 
annunciation, monitoring, computing and logging equipment. Video 
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a s s e s s m e n t  is  e n a b l e d  by means o f  c l o s e d  c i r c u i t  t e l e v i s i o n  w i t h  ap- 

p r o p r i a t e  e x t e r n a l  l i g h t i n g .  

POTENTIAL WORK FORCE REDUCTION 

A s  compared t o  n o n - l a y e r e d ,  non-automated s y s t e m s  now i n  u s e ,  i t  is  

b e l i e v e d  t h a t  t h e  perimeter i n t r u s i o n  alarm s y s t e m  j u s t  d e s c r i b e d  
c a n  reduce t h e  s e c u r i t y  w o r k f o r c e .  A r e d u c t i o n  by f i v e  men may be 

a c h i e v e d  w i t h  CCTV s u r v e i l l a n c e  and  a s s e s s m e n t  v s .  two w a t c h t o w e r s .  
A t h r e e  l a y e r e d  perimeter s y s t e m  may permit  s i n g l e  s h i f t  and s c h e d u l -  
ed ma in tenance  f o r  a n  e s t i m a t e d  work f o r c e  r e d u c t i o n  of s i x  men. Re- 

l i a b l e  combined alarms, au tomated  alarm key ing  , l o g g i n g  and reset ,  

and d i s p a t c h  o n l y  on  t r u e  alarms s h o u l d  e n a b l e  a work f o r c e  r e d u c t i o n  
of a n  a d d i t i o n a l  f i v e  men. Such s a v i n g s  i n  manpower c a n  amount t o  as 
much a s  $ 6 4 0 , 0 0 0  pe r  year  i n  operat ing c o s t s .  

M I N I M I Z I N G  PERFORMANCE T E S T I N G  COSTS 

The premise is  t a k e n  t h a t  u t i l i t y  managers  as  w e l l  as t h e  NRC, s h o u l d  
w i s h  t o  r e a l i s t i c a l l y  v e r i f y  t h e  d e t e c t a b i l i t y  pe r fo rmance  of  t h e i r  
perimeters. R e g u l a t o r y  G u i d e  5 . 4 4  s u g g e s t s  t e s t  procedures t h a t ,  de- 

pend ing  on  t h e  PD c r i t e r i o n  a c c e p t e d ,  requi re  a n  i n o r d i n a t e  number of  
t e s t  t r i a l s  t o  a c h i e v e  s t a t i s t i c a l  p r o o f  of  pe r fo rmance .  However, 

t h e  number of t e s t  t r i a l s  r e q u i r e d  d e c r e a s e s  d r a m a t i c a l l y  as  t r u e  P D  

is i n c r e a s e d .  T h i s  i n c r e a s e  c a n  be e f f e c t e d  by  l a y e r i n g ,  w i t h  i n t r u -  
s i o n  t e s t i n g  a c c o m p l i s h e d  a g a i n s t  t h e  l a y e r e d  perimeter segment .  

A s  compared t o  a s i n g l e  segment  h a v i n g  a 0 .9  PD, r e q u i r i n g  a b o u t  2 2 0  

t e s t  t r i a l s ,  a t w o  l a y e r  segment  would requi re  68.  A t h r e e  l a y e r  s eg -  
ment would requi re  o n l y  3 4  o n  a n  a v e r a g e .  

The s a v i n g s  i n  t e s t i n g  a l o n e  ( i f  NRC R e g u l a t o r y  Guide 5 .44  becomes a 
r e q u i r e m e n t )  is s u f f i c i e n t  t o  pay  f o r  a t h r e e  l a y e r e d  s y s t e m .  
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COST EFFECTIVENESS 

The e f f e c t s  o f  l a y e r i n g  and  alarm p r o c e s s i n g  o n  s y s t e m  c o s t s  are 
summarized i n  T a b l e  I .  

T a b l e  1 
LAYERING IMPACT ON SYSTEM COST 

( 1 6 0 0  METER PERIMETER) 

ONE TWO THREE 
LAYER LAYER LAYER 

I n i t i a l  I n v e s t m e n t  171 ,000  194,200 292,000 
Annual  0 €i M C o s t  1 7 , 3 0 0  24 ,500  27 ,500  

P o t e n t i a l  Annual  T e s t i n g  Cost 334,700 8 9 , 8 0 0  51 ,000  
(Reg.  Guide  5 . 4 4 )  

P r e s e n t  Va lue  of  T o t a l  Cost* 1 , 8 0 5 , 0 0 0  736,700 664,500 
( F o r  6 y e a r  l i f e )  

* 6  y e a r  a m o r t i z a t i o n  s c h e d u l e ,  1 2  p e r c e n t  i n f l a t i o n ,  2 0  

percent  i n t e r e s t  

A d d i t i o n a l l y ,  t h e  v a l u e  o f  l a y e r i n g  ( i n c r e a s i n g  d e t e c t i o n  p r o b a b i l -  

i t y )  i n  p r e v e n t i n g  s a b o t a g e  e v e n t s  is a s s e s s e d  a s  f o l l o w s :  
The cos t  of one core shutdown a p p r o x i m a t e s  t h e  cost  of 

a t h r e e  l a y e r  perimeter alarm sys tem 

o f  a s u c c e s s f u l  p e n e t r a t i o n  t h a t  would  l e a d  t o  a core 
shu tdown  

Any i n c r e m e n t  o f  t r u e  PD o v e r  0 .90  r e d u c e s  t h e  p r o b a b i l i t y  

F o r  a t r u e  PD ( t h r e e  l a y e r  s y s t e m )  g r e a t e r  t h a n  0.98,  
e x t r a p o l a t i o n  o f  e x p e r i e n c e  d a t a  i n d i c a t e s  t h a t  penetra- 
t i o n s  which  would b e  u n d e t e c t e d  and  r e s u l t  i n  core shutdown 
may be less t h a n  o n e  i n  3 0  y e a r s  
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Section 1 

1 . 0  SCOPE 

T h i s  r e p o r t  e x a m i n e s  t h e  NRC r e q u i r e m e n t s  f o r  perimeter s e c u r i t y  a t  
n u c l e a r  power p l a n t s .  I t  e x t e n d s  t h e  NRC i n d u s t r i a l  s a b o t a g e  t h r e a t  
d e s c r i p t i o n  and recommends p e r f o r m a n c e  s t a n d a r d s  to  cope  w i t h  t h e  v e r y  

s h o r t  t i m e  t h a t  i t  may t a k e  a r e s o l u t e  o u t s i d e  i n t r u d e r  to  d e f e a t  
b a r r i e r s ,  p e n e t r a t e  v i t a l  areas  and s a b o t a g e  v i t a l  e q u i p m e n t .  

C a n d i d a t e  e q u i p m e n t  and  p r o c e d u r e s  a re  d e s c r i b e d  which  s a t i s f y  t h e s e  

p e r f o r m a n c e  s t a n d a r d s  f o r  e a c h  p e r i m e t e r  s e c u r i t y  e l e m e n t  t h u s  e n a b l -  
i n g  s e l e c t i o n  and  s y s t e m  d e f i n i t i o n  b a s e d  o n  f u r t h e r  s i t e  s p e c i f i c  
c r i t e r i a .  

P e r i m e t e r  s e c u r i t y  e l e m e n t s  are 
Barr ie rs  
E x t e r i o r  l i g h t i n g  
I n t r u s i o n  d e t e c t i o n  

A l a r m  a s s e s s m e n t  

S e c u r e  and r e l i a b l e  p e r f o r m a n c e  i s  b e l i e v e d  b e s t  a c h i e v e d  i f  t h e  alarm 
s y s t e m  c o m p r i s i n g  t h e s e  e l e m e n t s  is i n d e p e n d e n t ,  s e l f  c o n t a i n e d  and  
k e p t  separate  f rom i n t e r i o r  s e c u r i t y .  T h e r e f o r e  access po r t a l s  and 

e n t r y  c o n t r o l s ,  and  t a c t i c a l  r e s p o n s e  p r o c e d u r e s  a re  n o t  i n c l u d e d  i n  
t h e  scope of t h i s  r e p o r t .  

Approaches  to  a c h i e v i n g  b o t h  f a s t  r e s p o n s e  and t h e  p e r f o r m a n c e  numbers 
s u g g e s t e d  by  NRC R e g u l a t o r y  Gu ide  5 . 4 4 ,  Rev. 2 May 1980 (1) are recom- 
mended i n  terms o f  d e t e c t o r  l a y e r i n g  and  t h e  combin ing  o f  alarms 
t h r o u g h  l o g i c  p r o c e s s i n g .  
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R e g u l a t o r y  g u i d e  5 . 4 4  a l s o  s u g g e s t s  t e s t  p r o c e d u r e s  f o r  v e r i f y i n g  
perimeter d e t e c t i o n  p e r f o r m a n c e  w i t h i n  s t a t i s t i c a l  c o n f i d e n c e  l i m i t s .  

T h i s  r epor t  recommends a p p r o a c h e s  t o  t e s t i n g  a g a i n s t  l a y e r e d  s e g m e n t s  
which  w i l l  a ssure  t h e  P l a n t  Managers  o f  d e t e c t a b i l i t y  y e t  which  will 
m i n i m i z e  t e s t  t r i a l s  and man h o u r s .  

F i n a l l y ,  r e l a t i v e  b u d g e t a r y  cos t s  a re  d e v e l o p e d  f o r  c a n d i d a t e  s y s t e m s  
and f o r  recommended t e s t i n g  p r o c e d u r e s .  
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S e c t i o n  2 

2 .0  NRC REQUIREMENTS FOR PERIMETER SECURITY 

R e q u i r e m e n t s  f o r  p h y s i c a l  p r o t e c t i o n  o f  n u c l e a r  p l a n t s  and ma te r i a l s  

are  g i v e n  i n  T i t l e  1 0 ,  C h a p t e r  1, Code o f  F e d e r a l  R e g u l a t i o n s  - Energy 
P a r t  73 ,  ( 2 ) .  An i n t e r p r e t a t i o n  o f  P a r t  7 3  i s  g i v e n  i n  N u c l e a r  Regu- 

l a t o r y  Gu ide  5 . 4 4 ,  Rev. 2 ,  May 1 9 8 0  (1 ) .  - 

The e m p h a s i s  o f  t h e s e  t w o  documents  r e g a r d i n g  u t i l i t i e s  i s  d i r e c t e d  
toward  : 

Measures  t h a t  p r e v e n t  r a d i o l o g i c a l  s a b o t a g e  
An immedia t e  i n t r u s i o n  r e s p o n s e  

Y e a r l y  r ev iew and  a u d i t  of s e c u r i t y  p r o c e d u r e s  
C o n t i n u a l  t e s t  o f  s e c u r i t y  e f f e c t i v e n e s s  

R e f e r e n c e  1 g i v e s  t h e  f o l l o w i n g  d e f i n i t i o n s  and r e q u i r e m e n t s  f o r  

p h y s i c a l  p r o t e c t i o n  o f  p l a n t s  and ma te r i a l s .  

2 . 1  D E S I G N - B A S I S  THREATS P E R  C F R  PART 7 3 . 1  

The f o l l o w i n g  t h r e a t s  a r e  g i v e n  a s  a b a s i s  t o  d e s i g n  s a f e g u a r d s  f o r  
n u c l e a r  power p l a n t s  a g a i n s t  r a d i o l o g i c a l  s a b o t a g e .  

A d e t e r m i n e d  e x t e r n a l  a s s a u l t ,  a t t a c k  by s t e a l t h  o r  
d e c e p t i v e  a c t i o n s  by  a sma l l  g r o u p  w i t h  t h e  f o l l o w i n g  

a t t r i b u t e s ,  a s s i s t ance  and  equ ipmen t :  
- -Wel l - t r a ined  ( i n c l u d i n g  m i l i t a r y  t r a i n i n g  and  s k i l l s )  

and  d e d i c a t e d  i n d i v i d u a l s ,  
- - I n s i d e  a s s i s t a n c e  which  may i n c l u d e  a k n o w l e d g e a b l e  

i n d i v i d u a l  who a t tempts  t o  p a r t i c i p a t e  i n  a p a s s i v e  

role  ( e . g . ,  p r o v i d e  i n f o r m a t i o n ) ,  a n  a c t i v e  ro l e  ( e . g . ,  
f a c i l i t a t e  e n t r a n c e  and  e x i t ,  d i s a b l e  alarms and  
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c o m m u n i c a t i o n s ,  p a r t i c i p a t e  i n  v i o l e n t  a t t a c k ) ,  o r  
b o t h ,  

- - S u i t a b l e  weapons ,  up t o  and  i n c l u d i n g  hand-he ld  
a u t o m a t i c  weapons e q u i p p e d  w i t h  s i l e n c e r s  and  h a v i n g  
e f f e c t i v e  l o n g  r a n g e  a c c u r a c y ,  

- -Hand-car r ied  e q u i p m e n t ,  i n c l u d i n g  i n c a p a c i t a t i n g  a g e n t s  

and e x p l o s i v e s ,  f o r  u s e  a s  t oo l s  o f  e n t r y  o r  f o r  o t h e r -  
wise d e s t r o y i n g  r e a c t o r ,  f a c i l i t y ,  t r a n s p o r t e r  or 
c o n t a i n e r  i n t e g r i t y  o r  f e a t u r e s  o f  t h e  s a f e g u a r d s  

s y s t e m ,  and 
--The a b i l i t y  t o  o p e r a t e  as  t w o  o r  more teams. 
An i n d i v i d u a l ,  i n c l u d i n g  a n  employee ( i n  a n y  p o s i t i o n ) ,  
and 
A c o n s p i r a c y  be tween i n d i v i d u a l s  i n  a n y  p o s i t i o n  who may 

h a v e :  
- - A c c e s s  t o  a n d  d e t a i l e d  k n o w l e d g e  of nuclear p o w e r  

p l a n t s  o r  t h e  f a c i l i t i e s  r e f e r r e d  t o  i n  7 3 . 2 0 ( a ) ,  or  
--Items t h a t  c o u l d  f a c i l i t a t e  t h e f t  o f  spec ia l  n u c l e a r  

ma te r i a l  ( e . g . ,  smal l  t o o l s ,  s u b s t i t u t e  mater ia l ,  f a l s e  
d o c u m e n t s ,  e t c .  ) , o r  b o t h .  

" R a d i o l o g i c a l  s a b o t a g e "  means a n y  d e l i b e r a t e  a c t  d i r e c t e d  a g a i n s t  a 
n u c l e a r  power p l a n t  o r  a g a i n s t  a component  o f  s u c h  a p l a n t  which  
c o u l d  d i r e c t l y  o r  i n d i r e c t l y  e n d a n g e r  t h e  p u b l i c  h e a l t h  and s a f e t y  by 
e x p o s u r e  t o  r a d i a t i o n .  

2 . 2  PERTINENT DEFINITIONS P E R  CFR PART 7 3 . 2  

" P h y s i c a l  b a r r i e r "  means:  
1. F e n c e s  c o n s t r u c t e d  o f  N o .  11 American wire g a u g e  o r  

h e a v i e r  wire f a b r i c ,  t o p p e d  by t h r e e  s t r a n d s  o f  more 
of  b a r b e d  w i r e  o r  s i m i l a r  ma te r i a l  on  b r a c k e t s  a n g l e d  
o u t w a r d  be tween 30 '  and  4 5 O  f rom t h e  v e r t i c a l ,  w i t h  a n  
o v e r a l l  h e i g h t  o f  n o t  less t h a n  e i g h t  f e e t ,  i n c l u d i n g  
t h e  b a r b e d  t o p p i n g ;  

2 .  B u i l d i n g  w a l l s ,  c e i l i n g s  and  f l o o r s  c o n s t r u c t e d  of 
s t o n e ,  b r i c k ,  c i n d e r  b l o c k ,  c o n c r e t e ,  s t ee l  o r  compara- 
b l e  ma te r i a l s  ( o p e n i n g s  which a re  s e c u r e d  by g r a t e s ,  
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d o o r s ,  or  c o v e r s  o f  c o n s t r u c t i o n  a n d  f a s t e n i n g  o f  

s u f f i c i e n t  s t r e n g t h  s u c h  t h a t  t h e  i n t e g r i t y  o f  t h e  

w a l l  i s  n o t  l e s s e n e d  by  a n y  o p e n i n g ) ,  o r  w a l l s  of 
s i m i l a r  c o n s t r u c t i o n ,  n o t  p a r t  of  a b u i l d i n g ,  p r o v i d e d  
w i t h  a b a r b e d  t o p p i n g  d e s c r i b e d  i n  p a r a g r a p h  ( f )  (1) o f  
t h i s  s e c t i o n  o f  a h e i g h t  o f  n o t  l e s s  t h a n  8 f e e t ;  o r  

3 .  Any o t h e r  p h y s i c a l  o b s t r u c t i o n  c o n s t r u c t e d  i n  a manner  
and of mater ia l s  s u i t a b l e  f o r  t h e  p u r p o s e  f o r  which  t h e  
o b s t r u c t i o n  is i n t e n d e d .  

"Protected area"  means a n  a rea  encompassed  by p h y s i c a l  ba r r i e r s  and 

t o  which  access is c o n t r o l l e d .  

" V i t a l  area" means any  a rea  which  c o n t a i n s  v i t a l  e q u i p m e n t .  

" V i t a l  e q u i p m e n t "  means a n y  e q u i p m e n t ,  s y s t e m ,  d e v i c e ,  or  m a t e r i a l ,  
t h e  f a i l u r e ,  d e s t r u c t i o n ,  o r  re lease o f  which  c o u l d  d i r e c t l y  o r  i n d i -  
r e c t l y  e n d a n g e r  t h e  p u b l i c  h e a l t h  a n d  s a f e t y  by  e x p o s u r e  t o  r a d i a t i o n .  
Equipment  o r  s y s t e m s  which  would be r e q u i r e d  t o  f u n c t i o n  t o  p r o t e c t  
p u b l i c  h e a l t h  and  s a f e t y  f o l l o w i n g  s u c h  f a i l u r e ,  d e s t r u c t i o n ,  o r  
re lease  a re  a l s o  c o n s i d e r e d  t o  be v i t a l .  

"Material access a rea"  means a n y  l o c a t i o n  which c o n t a i n s  s p e c i a l  
n u c l e a r  m a t e r i a l ,  w i t h i n  a v a u l t  o r  a b u i l d i n g ,  t h e  r o o f ,  w a l l s ,  and  

f l o o r  o f  which  e a c h  c o n s t i t u t e  a p h y s i c a l  b a r r i e r .  

" I s o l a t i o n  zone"  means any  area a d j a c e n t  t o  a p h y s i c a l  b a r r i e r ,  c l e a r  
of a l l  o b j e c t s  which  c o u l d  c o n c e a l  o r  s h i e l d  a n  i n d i v i d u a l .  

" I n t r u s i o n  alarm" means a tamper i n d i c a t i n g  e l ec t r i ca l ,  electro- 

m e c h a n i c a l ,  e lec t ro-opt ica l ,  e l e c t r o n i c  or  s imi la r  d e v i c e  which  w i l l  

d e t e c t  i n t r u s i o n  by a n  i n d i v i d u a l  i n t o  a b u i l d i n g ,  p r o t e c t e d  a rea ,  
v i t a l  area, or mater ia l  access a rea ,  and  a l e r t  g u a r d s  o r  watchmen by 
means o f  a c t u a t e d  v i s i b l e  and a u d i b l e  s i g n a l s .  

"Guard" means a un i fo rmed  i n d i v i d u a l  armed w i t h  a f i r e a r m  whose p r i -  

mary d u t y  is t h e  p r o t e c t i o n  of s p e c i a l  n u c l e a r  mater ia l  a g a i n s t  t h e f t ,  
t h e  p r o t e c t i o n  of a p l a n t  a g a i n s t  r a d i o l o g i c a l  s a b o t a g e ,  o r  b o t h .  
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"Armed response personnel" means persons, not necessarily uniformed, 
whose primary duty in the event of attempted theft of special nuclear 
material or radiological sabotage shall be to respond, armed and equip- 
ped, to prevent or delay such actions. 

"Bullet/resisting" means protection against complete penetration, 
passage of fragments of projectiles, and spalling (fragmentation) of 
the protective material that could cause injury to a person standing 
directly behind the bullet-resisting barrier. 

"Force" means violent methods used by an adversary to attempt to steal 
strategic special nuclear material or to sabotage a nuclear facility 
or violent methods used by response personnel to protect against such 
adversary actions. 

" S t e a l t h "  means me thods  u s e d  t o  a t t e m p t  t o  g a i n  u n a u t h o r i z e d  access,  

introduce unauthorized materials, or remove strategic special nuclear 
material, where the fact of such attempt is concealed or an attempt 
is made to conceal it. 

"Deceit" means methods used to attempt to gain unauthorized access, 
introduce unauthorized materials, or remove strategic special nuclear 
materials, where the attempt involves falsification to present the 
appearance of authorized access. 

2 . 3  SECURITY SYSTEM PERFORMANCE OBJECTIVES PER PART CFR 73.55 

The licensee shall establish and maintain a physical protection system 
and security organization giving high assurance against radiological 
sabotage by adversaries as described in Paragraph 2.1. 

At least one full time member of the security organization who has the 
authority to direct the physical security activities of the security 
organization shall be onsite at all times. 

The licensee shall establish, maintain and follow written security 
procedures which document the structure of the security organization 
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2 . 4  P H Y S I C A L  B A R R I E R  REQUIREMENTS PER C F R  7 3 . 5 5 ( C )  

The  l i c e n s e e  s h a l l  l o c a t e  v i t a l  equipment only w i t h i n  a v i t a l  a r e a ,  
which i n  t u r n ,  s h a l l  be loca ted  w i t h i n  a pro tec ted  a rea  such t h a t  ac- 

ce s s  t o  v i t a l  equipment r equ i r e s  passage through a t  l e a s t  two phys ica l  

b a r r i e r s  of s u f f i c i e n t  s t r e n g t h  t o  meet t he  performance requirements 

f o r  p ro tec t ion  a g a i n s t  i n d u s t r i a l  sabotage.  More than one v i t a l  a r ea  

may be located w i t h i n  a s i n g l e  pro tec ted  a r e a .  

The phys ica l  b a r r i e r s  a t  the  per imeter  of t h e  p ro tec ted  a rea  s h a l l  be 

separated from any o t h e r  b a r r i e r  designated a s  a phys ica l  b a r r i e r  f o r  

a v i t a l  a rea  w i t h i n  the  pro tec ted  a rea .  

I s o l a t i o n  zones s h a l l  be maintained i n  outdoor a reas  ad jacent  t o  the  
phys ica l  b a r r i e r  a t  the  perimeter of t h e  p ro tec ted  a rea  and s h a l l  be 

of s u f f i c i e n t  s i z e  t o  permit observat ion of the  a c t i v i t i e s  of people 

on e i t h e r  s i d e  of t h a t  b a r r i e r  i n  t he  event  of i t s  pene t r a t ion .  I f  

parking f a c i l i t i e s  a r e  provided f o r  employees o r  v i s i t o r s ,  they s h a l l  
be loca ted  ou t s ide  the  i s o l a t i o n  zone and e x t e r i o r  t o  the  pro tec ted  

a rea  b a r r i e r .  

Detection of p e n e t r a t i o n  o r  attempted pene t r a t ion  of t h e  p ro tec ted  
area o r  t h e  i s o l a t i o n  zone ad jacent  t o  the  pro tec ted  a rea  b a r r i e r  

s h a l l  a s su re  t h a t  adequate response by t h e  s e c u r i t y  organiza t ion  can 

be i n i t i a t e d .  ~ l l  e x t e r i o r  a r e a s  w i t h i n  t h e  p ro tec ted  a rea  s h a l l  be 
p e r i o d i c a l l y  checked t o  d e t e c t  t h e  presence of unauthorized persons,  

veh ic l e s ,  o r  ma te r i a l s .  

I s o l a t i o n  zones and a l l  e x t e r i o r  a r e a s  w i t h i n  t he  pro tec ted  a rea  
s h a l l  be provided w i t h  i l l umina t ion  s u f f i c i e n t  f o r  the  monitoring and 
observat ion requirements of paragraphs ( c ) ( 3 ) ,  ( c ) ( 4 ) ,  of t h i s  s e c t i o n  

but  not  l e s s  than 0 . 2  footcandle  measured ho r i zon ta l ly  a t  ground 
l e v e l .  
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The walls, doors, ceiling, floor, and any windows in the walls and in 
the doors of the reactor control room shall be bullet-resisting. 

2.5 DETECTION AIDS REQUIREMENTS PER CFR 73.55(e) 

All alarms required pursuant to this part shall annunciate in a con- 
tinuously manned central alarm station located within the protected 
area and in at least one other continuously manned station not neces- 
sarily onsite, such that a single act cannot remove the capability of 
calling for assistance or otherwise responding to an alarm. The on- 
site central alarm station shall be considered a vital area and its 
walls, doors, ceiling, floor, and any windows in the walls and in the 
doors shall be bullet-resisting. The onsite central alarm station 
shall be located within a building such that the interior of the cen- 
tral alarm station is not visible from the perimeter of the protected 
area. This station shall not contain any operational activities that 
would interfere with the execution of the alarm response function. 

All alarm devices including transmission lines to annunciators shall 
be tamper indicating and self-checking e.g., an automatic indication 
is provided when failure of the alarm system or a component occurs or 
when the system is on standby power. The annunciation of an alarm at 
the alarm stations shall indicate the type of alarm (e.g., intrusion 
alarm, emergency exit alarm, etc.) and location. 

All emergency exits in each protected area and each vital area shall 
be alarmed. 

2.6 TESTING AND MAINTENANCE REQUIREMENTS PER CFR 73.55(g) 

Each licensee shall test and maintain intrusion alarms, emergency 
alarms, communications equipment, physical barriers, and other security 
related devices or equipment utilized pursuant to this section as 
follows: 

1. All alarms, communication equipment, physical barriers, 
and other security related devices or equipment shall be 
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m a i n t a i n e d  i n  o p e r a b l e  c o n d i t i o n .  The l i c e n s e e  s h a l l  

d e v e l o p  and employ c o m p e n s a t o r y  m e a s u r e s  i n c l u d i n g  e q u i p -  
men t ,  a d d i t i o n a l  s e c u r i t y  p e r s o n n e l  a n d  s p e c i f i c  p r o c e d -  

u r e s  t o  assure  t h a t  t h e  e f f e c t i v e n e s s  o f  t h e  s e c u r i t y  
s y s t e m  is  n o t  r e d u c e d  by f a i l u r e  o r  o t h e r  c o n t i n g e n c i e s  
a f f e c t i n g  t h e  o p e r a t i o n  o f  t h e  s e c u r i t y  r e l a t e d  e q u i p m e n t  
o r  s t r u c t u r e s .  

2 .  Each i n t r u s i o n  alarm s h a l l  be  t e s t e d  f o r  p e r f o r m a n c e  a t  

t h e  b e g i n n i n g  and  end  of  a n y  p e r i o d  t h a t  i t  is u s e d  f o r  

s e c u r i t y .  I f  t h e  p e r i o d  o f  c o n t i n u o u s  u s e  i s  l o n g e r  
t h a n  s e v e n  d a y s ,  t h e  i n t r u s i o n  alarm s h a l l  a l s o  be  
t e s t e d  a t  l e a s t  o n c e  e v e r y  s e v e n  ( 7 )  d a y s .  

3 .  Communica t ions  equ ipmen t  r e q u i r e d  f o r  communica t ions  on-  

s i t e  s h a l l  be t e s t e d  f o r  p e r f o r m a n c e  n o t  less f r e q u e n t l y  
t h a n  o n c e  a t  t h e  b e g i n n i n g  o f  e a c h  s e c u r i t y  p e r s o n n e l  
work s h i f t .  Communicat ions e q u i p m e n t  r e q u i r e d  f o r  
communica t ions  o f f s i t e  s h a l l  be  t e s t e d  f o r  p e r f o r m a n c e  

n o t  less t h a n  o n c e  a day .  

2.7 RESPONSE REQUIREMENT P E R  C F R  7 3 . 5 5 ( h )  

The l i c e n s e e  s h a l l  e x e c u t e ,  when appropr i a t e ,  a s a f e g u a r d s  c o n t i n g e n c y  

p l a n  €or d e a l i n g  w i t h  t h r e a t s ,  t h e f t s  and  i n d u s t r i a l  s a b o t a g e  r e l a t e d  
t o  t h e  n u c l e a r  f a c i l i t i e s  s u b j e c t  t o  t h e  p r o v i s i o n s  o f  t h i s  s e c t i o n .  
S a f e g u a r d s  c o n t i n g e n c y  p l a n s  s h a l l  be i n  a c c o r d a n c e  w i t h  t h e  c r i t e r i a  

i n  Appendix C to  t h i s  p a r t ,  "Licensee S a f e g u a r d s  C o n t i n g e n c y  P l a n s " .  

The l i c e n s e e  s h a l l  e s t a b l i s h  and  document  l i a i s o n  w i t h  l o c a l  l a w  
e n f o r c e m e n t  a u t h o r i t i e s .  

The t o t a l  number o f  g u a r d s ,  and  armed t r a i n e d  p e r s o n n e l  i m m e d i a t e l y  
ava i l ab le  a t  t h e  f a c i l i t y  t o  f u l f i l l  t h e s e  r e s p o n s e  r e q u i r e m e n t s  
s h a l l  n o m i n a l l y  be t e n  ( 1 0 )  u n l e s s  s p e c i f i c a l l y  r e q u i r e d  o t h e r w i s e  on  
a case by  case bas i s  by t h e  Commission;  however ,  t h i s  number may n o t  

b e  r e d u c e d  t o  less  t h a n  f i v e  ( 5 )  g u a r d s .  
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Upon d e t e c t i o n  of a b n o r m a l  p r e s e n c e  of a c t i v i t y  of p e r s o n s  o r  v e h i c l e s  
w i t h i n  a n  i s o l a t i o n  z o n e ,  a p r o t e c t e d  a r ea ,  o r  a v i t a l  area or  upon 

e v i d e n c e  of i n t r u s i o n  i n t o  a p r o t e c t e d  area o r  a v i t a l  a r e a ,  t h e  
f a c i l i t y  s e c u r i t y  o r g a n i z a t i o n  s h a l l :  

De te rmine  w h e t h e r  o r  n o t  a t h r e a t  e x i s t s ,  
A s s e s s  t h e  e x t e n t  of t h e  t h r e a t ,  i f  any ,  

Take immedia t e  c o n c u r r e n t  measures t o  n e u t r a l i z e  t h e  
t h r e a t  by: 

- - R e q u i r i n g  r e s p o n d i n g  g u a r d s  o r  o t h e r  armed r e s p o n s e  
p e r s o n n e l  t o  i n t e r p o s e  t h e m s e l v e s  be tween  v i t a l  areas  
and mater ia l  access areas and a n y  a d v e r s a r y  a t t e m p t i n g  
e n t r y  f o r  t h e  p u r p o s e  of r a d i o l o g i c a l  s a b o t a g e  and  t o  
i n t e r c e p t  any  p e r s o n  e x i s t i n g  w i t h  s p e c i a l  n u c l e a r  

mater ia l  , and , 
- - In fo rming  loca l  law e n f o r c e m e n t  a g e n c i e s  of t h e  t h r e a t  

and requesting assistance. 

The l i c e n s e e  s h a l l  i n s t r u c t  e v e r y  g u a r d  and a l l  armed r e s p o n s e  
p e r s o n n e l  t o  p r e v e n t  o r  impede at tempted ac ts  o f  t h e f t  o r  r a d i o l o g i c a l  
s a b o t a g e  by u s i n g  f o r c e  s u f f i c i e n t  t o  c o u n t e r  t h e  f o r c e  d i r e c t e d  a t  

him i n c l u d i n g  t h e  u s e  o f  d e a d l y  f o r c e  when t h e  g u a r d  o r  o t h e r  armed 
r e s p o n s e  p e r s o n  h a s  a r e a s o n a b l e  b e l i e f  i t  is n e c e s s a r y  i n  s e l f -  

d e f e n s e  o r  i n  t h e  d e f e n s e  o f  o t h e r s .  

TO f a c i l i t a t e  i n i t i a l  r e s p o n s e  t o  d e t e c t i o n  of p e n e t r a t i o n  o f  t h e  pro- 
t e c t e d  area and a s s e s s m e n t  of t h e  e x i s t e n c e  of a t h r e a t ,  a c a p a b i l i t y  
of o b s e r v i n g  t h e  i s o l a t i o n  z o n e s  and t h e  p h y s i c a l  b a r r i e r  a t  t h e  
perimeter o f  t h e  p r o t e c t e d  a rea  and  a s s e s s m e n t  of t h e  e x i s t e n c e  of a 

t h r e a t ,  a c a p a b i l i t y  o f  o b s e r v i n g  t h e  i s o l a t i o n  z o n e s  and t h e  p h y s i c a l  
bar r ie r  a t  t h e  p e r i m e t e r  of t h e  p r o t e c t e d  area s h a l l  b e  p r o v i d e d ,  
p r e f e r a b l y  b y  means of c l o s e d  c i r c u i t  t e l e v i s i o n  or  by o t h e r  s u i t a b l e  
means wh ich  l i m i t  exposure of r e s p o n d i n g  p e r s o n n e l  t o  p o s s i b l e  a t t a c k .  

2 . 8  PERFORMANCE C R I T E R I A  OF NRC REGULATORY G U I D E  5 . 4 4  

The p o s i t i o n  o f  R e g u l a t o r y  Guide  5 . 4 4 ,  Rev. 2 ,  May 1 9 8 0 ,  (1) is t h a t  
perimeter alarm s y s t e m s  s h o u l d  c o n t i n u a l l y  d e m o n s t r a t e  a p r o b a b i l i t y  
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o f  d e t e c t i o n  ( P D )  o f  a t  l e a s t  0 . 9 0  w i t h  9 5 9  c o n f i d e n c e .  I n  a d d i t i o n ,  
Gu ide  5 . 4 4  s t a t e s  t h e  f o l l o w i n g :  

"Under n o r m a l  e n v i r o n m e n t a l  c o n d i t i o n s  i n c l u d i n g  s e a s o n a l  
e x t r e m e s ,  t h e  t o t a l  per imeter  alarm s y s t e m  s h o u l d  n o t  a v e r a g e  
more t h a n  o n e  f a l s e  a larm per  week per  segmen t  and  s h o u l d  n o t  
a v e r a g e  more t h a n  o n e  n u i s a n c e  alarm per  week p e r  s e g m e n t  
w h i l e  m a i n t a i n i n g  p r o p e r  d e t e c t i o n  s e n s i t i v i t y .  Where t h e  
s e g m e n t  c a n  be f u l l y  o b s e r v e d  a t  a l l  t i m e s ,  e i t h e r  v i s u a l l y  

o r  by  c l o s e d  c i r c u i t  t e l e v i s i o n ,  t h e  f a l s e  a la rm r a t e  and  
n u i s a n c e  alarm r a t e  may be i n c r e a s e d  t o  o n e  a la rm per  d a y  per  
s e g m e n t .  'I 

w h e r e a s  t h e s e  c r i t e r i a  a re  n o t  r e g u l a t i o n s ,  t h e  premise i s  t a k e n  t h a t  

t h e  u t i l i t y  opera tor ,  a s  w e l l  a s  t h e  NRC, n e e d s  a s s u r a n c e  t h r o u g h  
t e s t i n g  t h a t  t h e  per imeter  s y s t e m  m a i n t a i n s  t h e  s e n s i t i v i t y  t o  d e t e c t  
a r e a l  i n t r u d e r  and  t h a t  a r e a l  i n t r u s i o n  s i g n a l  w i l l  b e  d i s t i n c t  f r o m  

t h e  " n o i s e "  o f  n u i s a n c e  a la rms .  

A 
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Section 3 

3.0 ADDITIONAL PERFORMANCE RECOMMENDATIONS 

A security system to meet the performance requirements of the preceding 
paragraphs must provide the following functions. 

1. Protective barriers and intrusion detection devices at 
the perimeter to deter attack, to provide early detection 
of attack, and to delay access to vital equipment. 

2. Armed guards to deter attack, to respond to attack, to 
confront and contain intruders, to deny access to vital 
equipment . 

3. Liaison and communication with law enforcement 
authorities capable of rendering assistance in countering 
escalation of attacks and in apprehending and charging 
intruders. 

Implementation of these functions suggests deriving second level 
requirements from a further more complete description of the threat 
human factor and h i s  equipment and from response force human capa- 
b i l i t i e s ,  a i d s  a n d  c o u n t e r m e a s u r e s .  

3.1 THREAT CHARACTERIZATION 
- 

The following paragraphs describe the probable types and nature of 
human intrusion so as to provide measures to deter or increase the 
difficulty of intrusion and/or increase the probability of detection. 
Descriptions are derived from references 3 and 4 .  
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3 .1 .1  S K I L L E D  AND WELL EQUIPPED INTRUDERS 

These  i n t r u d e r s  would a t t e m p t  p e n e t r a t i o n s  t o  c o n d u c t  s a b o t a g e  and 
t h e f t  o f  s e n s i t i v e  o r  v e r y  h i g h  v a l u e  i tems. They c o u l d  be e x p e c t e d  
t o  p l a n  t h e i r  e n t r y  t h o r o u g h l y  and t o  c a r e f u l l y  se lect  t h e  t i m e  and 

method of e n t r y .  H i g h l y  s k i l l e d  i n t r u d e r s  u s i n g  p r o f e s s i o n a l ,  ad- 

vanced  t e c h n i q u e s  would  p r o b a b l y  a t t e m p t  t o  c o v e r t l y  d e f e a t  o r  c i r c u m -  
v e n t  t h e  i n t r u s i o n  d e t e c t i o n  and o t h e r  p h y s i c a l  p r o t e c t i v e  measures. 
P e r s o n n e l  who work i n  and h a v e  i n t i m a t e  knowledge  of v i t a l  a reas  and 

t h e  s e c u r i t y  s y s t e m  i t s e l f  a re  p o t e n t i a l  i n t e r n a l  t h r e a t s .  They may 
b e  e x t e r n a l  t h r e a t s  as w e l l - c o n t r i b u t i n g  t o  t h e  s k i l l  and knowledge  

l e v e l  of a s e c o n d  p a r t y .  They may u s e  t h e i r  knowledge of how to  de- 
f e a t  a s e n s o r  s y s t e m  i n  o r d e r  t o  c a r r y  s a b o t a g e  ma te r i a l  t h r o u g h  t h e  

perimeter w i t h o u t  b e i n g  d e t e c t e d .  Once i n s i d e  u n d e t e c t e d  , t h e  w e l l  
p r e p a r e d  i n t r u d e r  c o u l d  employ no rma l  badge i d e n t i f i c a t i o n  t o  a v o i d  
a p p r e h e n s i o n  i f  c h a l l e n g e d .  

On t h e  o t h e r  hand , s k i l l e d  i n t r u d e r s ,  knowing t h e  v u l n e r a b i l i t i e s  o f  
t h e  barr iers  employed c o u l d  w e l l  c o n d u c t  a l i m i t e d  s u r p r i s e  a t t a c k  

w i t h  t h e  knowledge  t h a t  t h e y  c o u l d  g e t  i n ,  a c c o m p l i s h  t h e i r  m i s s i o n  
and escape b e f o r e  t h e  g u a r d s  c o u l d  a r r i v e  on  t h e  s c e n e .  Such  s k i l l e d  

i n t r u d e r s  would be  e x p e c t e d  t o  t r a n s p o r t  and d e p l o y  e q u i p m e n t  t o  e f -  
f e c t  q u i c k  e n t r y  and  escape. 

3.1.2 SEMI-SKI LLED INTRUDERS 

These  i n t r u d e r s  would  a t t e m p t  p e n e t r a t i o n  to  c o n d u c t  t e r r o r i s t  o r  para- 
m i l i t a r y  a c t i v i t i e s ,  t h e f t  f o r  p r o f i t ,  a n d / o r  v a n d a l i s m .  I n  a d d i t i o n ,  
h i g h l y  m o t i v a t e d  and c a p a b l e  d i s s i d e n t  g r o u p s  o r  i n d i v i d u a l s  may t r y  
t o  r e d u c e  c o n f i d e n c e  i n  o r  e m b a r r a s s  t h e  n u c l e a r  e s t a b l i s h m e n t ,  embar- 

rass t h e  gove rnmen t ,  o r  c r ea t e  a d r a m a t i c  i n c i d e n t  to  a t t r a c t  p u b l i c  
a t t e n t i o n .  They would be e x p e c t e d  t o  at tempt  e n t r y  w i t h o u t  d e t a i l e d  

p l a n n i n g  or  h i g h l y  s o p h i s t i c a t e d  e q u i p m e n t .  They may e v a l u a t e  t h e  
s e c u r i t y  p o s t u r e  by  c o n s i d e r i n g  a p p r o p r i a t e  t i m e  f a c t o r s ,  l o c a t i o n  
v u l n e r a b i l i t y ,  and p e r s o n n e l / g u a r d  p r e s e n c e .  They may a t tempt  t o  by- 
pass or  o t h e r w i s e  d e f e a t  a n  i n t r u s i o n  d e t e c t i o n  s y s t e m  by  c o v e r t  means.  
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3 .1 .3  O R G A N I Z E D  FORCE 

W e l l  o r g a n i z e d  u n i t s  c a n  be  e x p e c t e d  t o  u s e  o v e r t  f o r c e  and d i v e r s i o n -  

a r y  a c t i o n s  t o  g a i n  e n t r y .  E f f i c i e n c y ,  d e p t h  o f  p l a n n i n g ,  e x e c u t i o n ,  

and s i z e  o f  a c t i n g  f o r c e  may v a r y  g r e a t l y .  C a l l i n g  t h e  LLEA w i l l  be  
n e c e s s a r y  to  u p g r a d e  t h e  d e f e n s e  o r  s e c u r i t y  p o s t u r e  r e q u i r e d  t o  
e f f e c t i v e l y  c o u n t e r  t h i s  t h r e a t .  

D e m o n s t r a t o r s  o r  p r o t e s t i n g  mobs may come e q u i p p e d  and o r g a n i z e d  t o  
a p p l y  g r a d u a t e d  l e v e l s  of f o r c e  t o  o b t a i n  e n t r y  o r  c o n c e s s i o n s .  The 
s i t u a t i o n  c o u l d  e s c a l a t e  t o  a c t s  o f  s a b o t a g e ,  u n l e s s  c o u n t e r e d .  

3 . 1 . 4  CASUAL INTRUDERS 

These  i n t r u d e r s  would a t t e m p t  p e n e t r a t i o n  w i t h  l i t t l e  o r  no  a d v a n c e  
p l a n n i n g  and  w i t h o u t  a p p a r e n t  r a t i o n a l  purpose.  They i n c l u d e  t h r i l l  
s e e k e r s  and  i n d i v i d u a l s  who a r e  m e n t a l l y  d e r a n g e d  o r  i n t o x i c a t e d .  
Whi l e  t h e y  r e p r e s e n t  no  s a b o t a g e  t h r e a t  i n  t h e  u s u a l  s e n s e ,  it i s  

p o s s i b l e  t h e y  m i g h t  e i t h e r  i n a d v e r t e n t l y  o r  w i t h  m a l i c i o u s  i n t e n t  
cause c o n s i d e r a b l e  damage. An i n t r u s i o n  d e t e c t i o n  s y s t e m  s h o u l d  de-  
t e c t  t h e s e  i n t r u d e r s  w i t h  v e r y  h i g h  c o n f i d e n c e .  

3 .1 .5  ATTRIBUTES OF THE L I K E L Y  DESIGN-THREAT 

RAND and SANDIA i n  r e f e r e n c e  3 have  a t t e m p t e d  t o  c l a s s i f y  p o t e n t i a l  
c r i m i n a l  a d v e r s a r i e s  o f  U n i t e d  S t a t e s  n u c l e a r  p rograms .  A composite 
d e s c r i p t i o n ,  which  m a t c h e s  t h e  d e s i g n  t h r e a t  of p a r a g r a p h  2 .1 ,  con-  
s is ts  of t h r e e  t o  s i x  a d v e r s a r i e s ,  armed w i t h  a u t o m a t i c  weapons ,  pos- 
s e s s i n g  h i g h  e x p l o s i v e s  and  hand and  power t o o l s ,  u s i n g  a v a r i e t y  o f  
g round  t r a n s p o r t a t i o n  modes,  h a v i n g  m i d d l e -  t o  h i g h - l e v e l  t e c h n i c a l  
s k i l l s  and a v a r y i n g  w i l l i n g n e s s  t o  accept h i g h  r i s k s ,  p o s s e s s i n g  some 
i n s i d e  i n f o r m a t i o n  or  a s s i s t a n c e ,  and  d i s p l a y i n g  a m o d e r a t e  t o  h i g h  
d e g r e e  of i n g e n u i t y  and c a r e f u l  advanced  p l a n n i n g .  The t y p i c a l  com- 
pos i t e  p r o f i l e  r e p r e s e n t s  o n e  r e f e r e n c e  p o i n t  on  a s ca l e  o f  a d v e r s a r y  

c a p a b i l i t i e s .  T h e s e  a t t r i b u t e s  a t  l e a s t  w i l l  b e  n e c e s s a r y  f o r  a n y  ad- 
v e r s a r y  whose o b j e c t i v e s  a r e  p e n e t r a t i o n  and s a b o t a g e  r e g a r d l e s s  of 
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w h e t h e r  he  i s  a t e r r o r i s t  or  c r i m i n a l  and w h a t e v e r  h i s  a p r i o r i  m o t i -  
v a t i o n .  Such a s m a l l  g r o u p  c a n  be a s s e m b l e d  and  b r o u g h t  t o  t h e  perim- 
e t e r  w i t h o u t  n o t i c e .  The g r o u p  w i l l  p r o b a b l y  d e v o t e  i t s  resources t o  

a c h i e v i n g  a s i n g l e  b r e a c h .  

A c c o r d i n g  t o  r e f e r e n c e  3 ,  h i g h e r  l e v e l s  o f  a t t a c k  t o  o v e r r u n  t h e  
n u c l e a r  f a c i l i t y  would i n v o l v e  a f o r c e  b u i l d  up  and  employment of 

spec ia l  v e h i c l e s  and e q u i p m e n t  n o t  e a s i l y  d i s g u i s e d  and would p r o b a b l y  
be  d i s c o v e r e d  i n  t h e  n e i g h b o r h o o d  b e f o r e  it c o u l d  be  t a c t i c a l l y  p o s i -  

t i o n e d .  However, t h i s  is a l so  t o  s a y  t h a t  n u c l e a r  p l a n t s  r e g a r d l e s s  
of b a r r i e r s  and  h a r d e n i n g  would be v u l n e r a b l e  t o  a commando t y p e  
a t t a c k  which employed d e m o l i t i o n  weapons and h e a v y  v e h i c l e s .  

3 .1 .6  V E H I C L E  THREAT 

Common r o a d  v e h i c l e s  ( e . 9 .  3/4 t o n  p i c k u p  ( 5 ) )  - c a n  b r e a k  mos t  f e n c e s  

i n  n e g l i g i b l e  time and  t h e n  b e  used  t o  ram a b u i l d i n g  w a l l .  A v e h i c l e  
c a n  c a r r y  e q u i p m e n t  and e x p l o s i v e s  r i g h t  u p  to a w a l l  b r e a c h  €or  f u r -  

t h e r  p e n e t r a t i o n  i n t o  v i t a l  a reas  (est imated w i t h i n  2 m i n u t e s )  b e f o r e  
g u a r d s  c a n  be d i s p a t c h e d  and a r r i v e  on t h e  s c e n e .  

Some power p l a n t  p e r i m e t e r  s y s t e m s  d o  n o t  h a v e  bar r ie rs  which  e i the r  

w i l l  p r e v e n t  v e h i c l e  p e n e t r a t i o n s  o r  p o s e  r i s k  o f  i n j u r y  t o  t h e  ve- 
h i c l e  o c c u p a n t s .  

T h e r e f o r e  , a common, a v a i l a b l e ,  p e r h a p s  u n s u s p i c i o u s  v e h i c l e  w i l l  be  

a l i k e l y  a s s a u l t  t o o l  f o r  a n  i n t r u d e r  b e n t  o n  s a b o t a g e .  I t  b u y s  him 
unopposed t i m e  to  a c c o m p l i s h  h i s  m i s s i o n .  I t  i s  t h e r e f o r e  s u g g e s t e d  

t h a t  t h e  o u t s i d e  t h r e a t  d e f i n i t i o n  i n c l u d e  common road v e h i c l e s  ( i m -  
p l y i n g  t h a t  v e h i c l e  c o u n t e r m e a s u r e s  b e  c o n s i d e r e d  ) . 

3 . 2  RELIABLE ALARMS 

A s e n s o r  s y s t e m  p r o d u c i n g  many f a l s e  alarms ( s e v e r a l  p e r  d a y )  w i l l  
t e n d  t o  become i g n o r e d  by t h e  human s u r v e i l l a n c e  f a c t o r .  
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Some perimeter s e n s o r s  s u c h  as  microwave and t h e  E - f i e l d  f e n c e  pro- 

d u c e  f a l s e  alarm r a t e s  (FAR) h i g h e r  t h a n  s e v e r a l  per day .  

C o n s e q u e n t l y ,  i n  s i n g l e  l a y e r  p e r i m e t e r  s y s t e m s  , t r u e  alarms may t e n d  

t o  be  o v e r l o o k e d  i n c r e a s i n g  t h e  l i k e l i h o o d  of s u c c e s s f u l  per imeter  
i n t r u s i o n .  

R e g u l a t o r y  Guide  5 . 4 4  s u g g e s t s  t h a t  a c o m b i n a t i o n  o f  s e n s o r s  ( s u c h  a s  
p r o v i d e d  b y  l a y e r i n g  and  l o g i c  p r o c e s s i n g )  i n  a d d i t i o n  t o  a l t e r n a t i v e  
a s s e s s m e n t  c a p a b i l i t i e s  s u c h  as v i d e o ,  may d e c r e a s e  n u i s a n c e  alarm 
ra tes  and  a l s o  i n c r e a s e  t h e  p r o b a b i l i t y  o f  d e t e c t i o n .  

3.3 PROMPT RESPONSE CAPABILITY 

G i v e n  a v e h i c l e  b a r r i e r  which  w i l l  p r e v e n t  t r a n s p o r t  of ramming means 

and  o t h e r  p e n e t r a t i o n  a i d s  c lose  t o  a v i t a l  a r ea ,  t h e  t h r e a t  de- 
e sca l a t e s  t o  b e i n g  man c a r r i e d .  However,  t h e  t i m e  it t a k e s  a n  i n t r u d -  

e r  t o  cross perimeter b a r r i e r s ,  t o  c a r r y  e x p l o s i v e s  across c l e a r  z o n e s  
and t o  a c t u a l l y  b r e a c h  t w o  l a y e r s  o f  w a l l s  o r  d o o r s  i s  s t i l l  v e r y  
s h o r t  per t h e  S A N D I A  Ba r r i e r  h a n d b o o k ( 5 ) .  T h i s  t i m e  f o r  a r e s o l u t e  
k n o w l e d g e a b l e  i n t r u d e r  i s  a b o u t  4 m i n u t e s  t o  5 m i n u t e s  p e r  T a b l e  1. 

- 

T a b l e  3-1 

ESTIMATED TIME TO REACH/BREACH VITAL AREA 

E v e n t  R e s  pons  e Mean Time 
F o r  Even t  

Cl imb 1st Fence  S i g n a l  1 0  

Run 2 0  Feet A l a  rm-Loca t e - D i  spa t c h  2 
C l i m b  V e h i c l e  B a r r i e r  V i d e o  Locate - C a l l  LLEA 4 
J o g  1 0 0  F e e t  V ideo  Locate 1 6  

D r i l l  Door - 1st Wall A l a  r m -  Locate 1 0  2 
F i n d  V i t a l  Area 4 

1 0  2 

240 s e c o n d s  
- D r i l l  Door - V i t a l  Area Alarm-Locate 

: R e q u i r e d  Guard I n t e r c e p t  Time - 4 M i n u t e s  
S o u r c e :  B a r r i e r  Techno logy  Handbook (Sand 77-0077)  ( 5 )  - 
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Some n u c l e a r  power p l a n t  s e c u r i t y  f o r c e  p e r i m e t e r  s u r v e i l l a n c e ,  alarm 
a s s e s s m e n t  , r e s p o n s e  f o r c e  manning and d i s p a t c h  p r o c e d u r e s  assume a 
much l o n g e r  t i m e  i n t e r v a l  a v a i l a b l e  t o  c l a s s i f y  alarms, t o  a n a l y z e  

t h e  t h r e a t ,  t o  c o n f r o n t  t h e  i n t r u d e r s  and  to  c a l l  i n  l o c a l  law en-  
f o r c e m e n t  a g e n c i e s  (LLEA)  to  n e u t r a l i z e  t h e  i n t r u d e r s  (6) .  

Consequen t ly  s a b o t a g e  may be accompl i shed  b e f o r e  a c o g n i t i v e  t h r e a t  
e v a l u a t i o n  c a n  be completed and b e f o r e  t h e  LLEA c a n  a r r i v e .  

Given t h e  p r o v i s i o n  o f  r e l i a b l e  alarms and  immediate CCTV l o c a t i o n  
a s s e s s m e n t ,  i t  is s u g g e s t e d  t h a t  g u a r d  f o r c e  manning, g u a r d  pos t  loca- 

t i o n ,  g u a r d  e q u i p p a g e  and r a p i d  t r a v e l  routes t o  a l l  v i t a l  l o c a t i o n s  
b e  e s t a b l i s h e d  t o  e n a b l e  prompt  r e s p o n s e  i n  t h e  t i m e  r e q u i r e d  t o  p r e -  

v e n t  s a b o t a g e .  
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S e c t i o n  4 

4.0 SYSTEM CONSIDERATIONS 

It is probably not demonstrable that present power plant security 
f o r c e s  c a n  r e s p o n d  t o  a de t ec t ed  o u t s i d e  i n t r u d e r  and i n t e r c e p t  him 

b e f o r e  h e  c a n  d o  damage.  On t h e  o t h e r  hand ,  i t  is h y p o t h e s i z e d  t h a t  
a s e c u r i t y  s y s t e m  _ _ -  c a n  be  d e s i g n e d  t o  e f f e c t i v e l y  d e t e r  v e h i c l e s ,  r e l i -  
a b l y  alarm upon i n t r u s i o n s  and p r o c e d u r a l l y  e n a b l e  i n t r u d e r  i n d e r d i c -  
t i o n  w i t h i n  a 5 m i n u t e  c r i t i c a l  t i m e  f r a m e .  

The premises and  c o n c l u s i o n s  o f  S e c t i o n  3 . 0  s u g g e s t  a n  a p p r o a c h  t o  
a c h i e v i n g  t i m e  f o r  r e s p o n s e  by means o f  r e l i a b l e  d e t e c t i o n  and  assess- 
ment  e q u i p m e n t  and by means o f  b a r r i e r s ,  i s o l a t i o n  z o n e s  and  o p e n  te r -  

r a i n  - a l l  o f  t h o s e  per imeter  e l e m e n t s  now employed ,  b u t  p e r h a p s  i n  
new a r r a n g e m e n t s  which  c a n  b e n e f i t  f rom e x i s t i n g  s i g n a l  p r o c e s s i n g  
t e c h n o l o g y .  

4 . 1  SENSOR LAYERING AND PROCESSING OPTIONS 

Various  t y p e s  of c o m m e r c i a l l y  a v a i l a b l e  sensors  can be  i n s t a l l e d  a l o n g  
a perimeter t o  p r o v i d e  a s i n g l e  l a y e r  o f  i n t r u d e r  d e t e c t i o n  c a p a b i l i t y .  
Each of t h e s e  s e n s o r  t y p e s  w i l l  p r o v i d e  a h i g h  p r o b a b i l i t y  of detect-  

i n g  c e r t a i n  a t t r i b u t e s  o f  a n  i n t r u s i o n  a c t ,  i . e .  r u n n i n g  o r  w a l k i n g ,  
c l i m b i n g ,  c u t t i n g ,  e t c .  However, e a c h  s e n s o r  t y p e  w i l l  a l so :  

F a l s e l y  alarm due  t o  o t h e r  t h a n  i n t r u d e r - r e l a t e d  e v e n t s  
and s t i m u l i ,  r e f e r r e d  t o  a s  n u i s a n c e s ,  and 
Can be  d e f e a t e d  o r  by-passed  by a s k i l l e d  i n t r u d e r  by 
some u n o r t h o d o x  i n t r u s i o n  method,  f o r  example  b r i d g i n g ,  

v a u l t i n g ,  t u n n e l i n g ,  o r  e v e n  t a r g e t  mask ing .  

@ 
To overcome these d e f i c i e n c i e s  and improve  s y s t e m  p e r f o r m a n c e ,  i t  is  

p r u d e n t  t o  i n s t a l l  t w o  o r  more l a y e r s  o f  d i v e r s e  s e n s o r s  a l o n g  t h e  
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perimeter .  S e n s o r  a r r a y s  i n  l a y e r s  which  are  combined o r  c o n n e c t e d  so 
t h a t  i n t r u s i o n s  d e t e c t e d  i n  o n e  phenomenon are s e r i a l l y  d e t e c t e d  i n  
a n o t h e r ,  h o l d  promise f o r  p r o c e s s i n g  d i s c r i m i n a t i o n .  Two o r  more phe- 

n o m e n o l o g i c a l  e c h e l o n s  o f  d e t e c t i o n  c a n  a s s u r e  t h a t  n u i s a n c e  sources 
a re  r e j e c t e d  and  t h a t  o n l y  c r e d i b l e  alarms are  a c t e d  upon.  

I n  s u c h  l a y e r e d  c o m b i n a t i o n s ,  d e t e c t i o n  becomes c o n d i t i o n a l .  There-  

f o r e  i f  a n  i n t r u s i o n  h a s  a g i v e n  p r o b a b i l i t y  of a l a r m i n g  i n  o n e  l a y e r ,  
t h e  combined p r o b a b i l i t y  of alarm i s  i n c r e a s e d  a s  e a c h  s u b s e q u e n t  l a y -  

e r  is p a s s e d .  F o r  example ,  i f  e a c h  l a y e r  h a s  a n  i n h e r e n t  PD o f  0 . 9 5 ,  
t h e  PD f o r  t w o  l a y e r s  becomes 1 - ( 1 - . 9 5 ) 2  = 0 . 9 9 7 5 ,  a n d  so o n .  

4.1.1 COMPLEMENTARY SENSOR LAYERING 

The layered s y s t e m  d e s i g n  concept colocates  complemen ta ry  s e n s o r s  
which  a r e  b a s e d  o n  d i f f e r e n t  d e t e c t i o n  p r i n c i p l e s  t o  e x t e n d  t h e  s y s -  
tem's s e n s i t i v i t y  t o  a l t e r n a t i v e  i n t r u s i o n  methods .  F o r  example, t h e  
t a u t  w i r e  s e n s o r  v i r t u a l l y  p r e c l u d e s  u n d e t e c t e d  p e n e t r a t i o n  o f  t h e  

f e n c e  p l a n e  i t s e l f ,  and  e x h i b i t s  e x t r e m e l y  l o w  f a l s e  alarm ra t e s .  
However,  t h i s  s e n s o r  c a n  be  d e f e a t e d  by  b r i d g i n g  o v e r  o r  t u n n e l i n g  
u n d e r  t h e  f e n c e  s t r u c t u r e .  A complemen ta ry  s e n s o r ,  f o r  e x a m p l e ,  a 

v i d e o  m o t i o n  de t ec to r  w i l l  d e t e c t  i n t r u d e r  movement w i t h i n  t h e  camera 

f i e l d - o f - v i e w ;  however ,  i t  w i l l  a l so  p r o d u c e  n u i s a n c e  alarm due  t o  
movements o f  a n i m a l s ,  v e g e t a t i o n ,  and  wind-blown d e b r i s .  These  

s e n s o r  t y p e s  c a n  complement  e a c h  o t h e r  i n  t h e  f o l l o w i n g  ways: 
The f e n c e  i t s e l f  e l i m i n a t e s  most v i d e o  m o t i o n  de tec tor  

n u i s a n c e  alarm s o u r c e s  o f  o r i g i n s  e x t e r i o r  t o  t h e  f e n c e d  
perimeter.  The t a u t  w i r e  s e n s o r  p r e c l u d e s  u n d e t e c t e d  

i n t r u d e r  b r e a c h  of  t h e  f e n c e  s t r u c t u r e .  
The v i d e o  m o t i o n  d e t e c t o r ' s  s e n s i t i z e d  f i e l d - o f - v i e w ,  

r e s t r i c t e d  t o  t h e  r e g i o n  i n t e r n a l  t o  t h e  f e n c e  p l a n e ,  
p r o v i d e s  f o r  d e t e c t i o n  of  a f e n c e  b r i d g i n g  a t t e m p t ,  a 
t u n n e l i n g  a t t e m p t ,  o r  o t h e r  m o t i o n  w i t h i n  t h e  i s o l a t i o n  
z o n e .  

The l a y e r e d  s e n s o r  d e s i g n  c o n c e p t  p laces  m u l t i p l e  s e n s o r s  a l o n g  t h e  
p o s s i b l e  i n t r u s i o n  p a t h s .  A l though  t h e  i n t r u d e r ' s  p r o b a b i l i t y  o f  
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@ undetected penetration of one layer may be attractive (to him), the 
joint probability of undetected penetration through all sensor layers 
can be made arbitrarily small as the number of layers is increased. 

4.1.2 SENSOR ALARM PROCESSING 

Intrusion sensor alarm signals are data-linked to a central Alarm Sta- 
tion for display to the security operator and officer in charge (OIC). 
An Alarm Station terminal which simply indicates the alarm status of 
each installed sensor does provide the basic alarm information of 

I 

I potential intruder presence and location, but will also indicate all 
false or nuisance alarm conditions. In a layered sensor design, the 
percentage of false or nuisance alarm conditions reported can be sig- 
nificantly reduced by computer preprocessing of the raw sensor alarm 
data. Such interface processing reflects the complementary character 
of the installed sensor types, and permits measures of nuisance 
alarm sources such as meteorological and power load switching pheno- 
mena to be considered in determining the significance of raw sensor 
alarm data. The interface processor may also be configured to provide 
display outputs which assist the operator in differentiating between 
a confirmed intrusion, requiring an immediate and maximum response, 
and a possible intrusion warranting remote video assessment and 
confirmation before committing a maximum response. 

An Alarm Station interface processor might additionally be programmed 

to : 
Automatically display alarmed sector video on the CCTV 
monitors if any single layer is alarmed, 
signal (audible and visual output) a "certain" intrusion 
requiring maximum immediate response if two or more lay- 
ers alarm in the same perimeter segment. 
Signal a "probable" intrusion requiring limited 
immediate response if only the fence sensor alarm is 
received , 
Signal a "potential" intrusion requiring remote CCTV 
assessment before commitment of response forces if only 
an isolation zone alarm is received. 
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4 . 1 . 2 . 1  The R e d u c t i o n  o f  N u i s a n c e  A l a r m s  

N u c l e a r  R e g u l a t o r y  Commission g u i d e l i n e s  s u g g e s t  f a l s e  and  n u i s a n c e  
alarm g o a l s  o f  o n e  per  week per segmen t  f o r  a s y s t e m  w i t h o u t  s u r v e i l -  
l a n c e  o f  t h e  i s o l a t i o n  z o n e .  T h i s  is r e l a x e d  t o  o n e  per  day  i f  s u r -  

v e i l l a n c e  o f  t h e  i s o l a t i o n  zone  i s  p r e s e n t .  

R a w  s e n s o r  o u t p u t s  may n o t  now s a t i s f y  t h e s e  r ecommenda t ions .  F o r  

example ,  f a l s e  and  n u i s a n c e  alarm r a t e s  a re  i n  t h e  o r d e r  o f  2 4  per d a y  
f o r  a v i d e o  m o t i o n  d e t e c t o r ,  and  1 0  pe r  day  w i t h  a n  E - f i e l d  f e n c e .  
One per d a y  f o r  a f e n c e  d i s t u r b a n c e  s e n s o r  i s  e x p e c t e d  u n d e r  n o r m a l  

c o n d i t i o n s ;  b u t  i n  h i g h  w i n d s  t h e  n u i s a n c e  a l a m  r a t e  i n c r e a s e s  s i g -  
n i f i c a n t l y .  

One s o l u t i o n  t o  t h i s  dilemma is  t h e  u s e  o f  t i m e  i n t e g r a t i o n  s i g n a l  
p r o c e s s i n g  s u p p l e m e n t e d  w i t h  a n  "And M o s t l y "  l o g i c  c i r c u i t .  

P r o c e s s i n g  g a i n  i s  e n a b l e d  by  t i m e  i n t e g r a t i o n  s e q u e n c i n g ;  a n d ,  f o r  
a n y  s i n g l e  s e n s o r  w i t h  a " t i m e  window", t h e  f a l s e  o r  n u i s a n c e  alarm 

r a t e  , NAR, a p p r o a c h e s  : 

T - -  
N A R ~  = N A R ~  e x ~ (  t ~ ~ )  

NARp = p r o c e s s e d  f a l s e  alarm r a t e  
NARR = raw f a l s e  alarm r a t e  

where  T = t i m e  o f  i n t e g r a t i o n  

t F A  = t i m e  d u r a t i o n  of f a l s e  alarm. 

F o r  example, i f  f o r  t h e  f e n c e  s e n s o r  T = 1 0  s e c o n d s ,  tFA = 1 s e c o n d  
and  NARR = 1 per  d a y ,  t h e n  

1 0  

I ) = . 0 0 0 0 4 5  per  day  
- -  

NARp = e x p (  
( 4 - 2 )  

F o r  t h e  E - f i e l d  f e n c e  l e t  t F A  = 1/4 s e c o n d ,  T = 1 s e c o n d ,  and  NARR = 

1 0  per  d a y  t h e n :  
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1 ( 4-3 1 - -  
NARp = 1 0  e x p (  1 / 4 1  = 0.183156 p e r  day  

F o r  t h e  v i d e o  m o t i o n  d e t e c t o r  l e t  t F A  = 1 /30  s e c o n d ,  T = 8/30 s e c o n d  
and  NARR = 24 per d a y ,  t h e n :  

8 /30  

1'30) = 0.008051 per day  
-- 

t h e n  NARp = 2 4  eXP( 

The e x p e c t e d  combined f a l s e  alarm r a t e  f o r  t h i s  3 l a y e r e d  s y s t e m  
would b e  : 

NARSYSTEM = NARVMD + NARE-FIELD +NARFENCE 

= 0.191253 per  day  o r  1 .338770 p e r  week 

(4 -4  1 

(4-51 

T h i s  e x p e c t e d  r a t e  i s  w i t h i n  NRC g u i d e l i n e s  f o r  v i s u a l  o r  v i d e o  
a s s e s s m e n t .  

An example  o f  t i m e  i n t e g r a t i o n ,  s e q u e n c i n g  and  "and m o s t l y "  p r o c e s s i n g  

i s  shown i n  F i g u r e  4-1. 

C o n s i d e r  t h e  f e n c e  s e n s o r .  The f i r s t  s i g n a l  above  t h r e s h o l d  s e t s  t h e  
l o g i c  f o r  o n e  i n p u t  t o  a n  AND c i r c u i t  and  o p e n s  a s e c o n d  c h a n n e l  1 

second  l a t e r .  I f  d u r i n g  t h e  f o l l o w i n g  9 s e c o n d s  a s i g n a l  above 
t h r e s h o l d  o c c u r s ,  t h e  s e c o n d  i n p u t  t o  t h e  AND c i r c u i t  i s  s e t  and  a n  
alarm i s  o u t p u t  t h r o u g h  t h e  OR c i r c u i t .  I f  no  other  s i g n a l s  above  

t h r e s h o l d  o c c u r  d u r i n g  t h e  n e x t  9 s e c o n d s ,  t h e  i n p u t  t o  t h e  AND i s  
reset and n o  alarm i s  o u t p u t .  A l t e r n a t i v e l y ,  t i m e  i n t e g r a t i o n  may be 

implemented  t h r o u g h  a c o u n t e r  which  would a c c u m u l a t e  a se t  number o f  

d i s t u r b a n c e s  b e f o r e  a l a r m i n g .  The E-f i e l d  f e n c e  i s  h a n d l e d  s i m i l a r l y  
e x c e p t  t h a t  t h e  time p e r i o d s  h a v e  b e e n  s h o r t e n e d  t o  1 / 4  s e c o n d  and  o n e  

s e c o n d .  

The f i r s t  f r a m e  of t h e  V i d e o  Mot ion  Detector which  d e t e c t s  movement 
i n i t i a l i z e s  a c o u n t e r  to o n e  a n d  s tar ts  c o u n t i n g  s u c c e e d i n g  f r a m e s  

where  m o t i o n  o c c u r s .  I f  8 c o n s e c u t i v e  f r a m e s  i n d i c a t e  m o t i o n ,  a 
d e t e c t i o n  i s  o u t p u t  t o  be ANDed w i t h  o t h e r  s e n s o r s .  
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The p r o c e s s o r  c a n  be  s e t  u p  t o  work w i t h  s e n s o r  p a i r s  u s i n g  t i m e  

s e q u e n c i n g  a p p r o p r i a t e  t o  t h e  s p e c i f i c  d e t e c t i o n  phenomena. The f e n c e  
b o r d e r s  t h e  i s o l a t i o n  zone  c o v e r e d  by t h e  v i d e o  mot ion  d e t e c t o r .  

T h e r e f o r e  a s i g n a l  f rom t h e  f e n c e  s e n s o r  s e t s  o n e  i n p u t  of  a n  A N D  c i r -  

c u i t  and  o p e n s  t h e  g a t e  to  accept  v i d e o  mot ion  d e t e c t o r  s i g n a l s  f o r  
t h e  n e x t  9 s e c o n d s .  If a m o t i o n  d e t e c t i o n  i n  s i g n a l  occurs w i t h i n  
t h i s  t i m e  p e r i o d  a n  alarm i s  o u t p u t ,  o t h e r w i s e  t h e  i n p u t s  t o  t h e  AND 

g a t e  a re  r e se t .  

S i m i l a r  p a i r i n g  c a n  be pe r fo rmed  u s i n g  t h e  E - f i e l d  f e n c e  and VMD a s  a 
p a i r  and  t h e  f e n c e  s e n s o r  and  E - f i e l d  f e n c e  a s  a p a i r .  T h i s  i s  i l l u s -  
t r a t e d  i n  F i g u r e  4-1. 

T h i s  t y p e  of  s i g n a l  p r o c e s s i n g  on sensor  s i g n a l s  allows a h i g h  
p r o b a b i l i t y  o f  d e t e c t i o n  w h i l e  h o l d i n g  f a l s e  alarms t o  a n  a c c e p t a b l e  
l e v e l .  

I n  o p e r a t i o n ,  a s t r o n g  p e r s i s t e n t  s i g n a l  f rom a s i n g l e  l a y e r  w i l l  

a c t i v a t e  t h e  alarm. A t r a n s i e n t  a c t i v a t i o n  of a s e n s o r  r e q u i r e s  
c o n f i r m a t i o n  of  a n o t h e r  and d i v e r s e  s e n s o r  b e f o r e  a n  alarm i s  sounded .  

T h i s  allows t h e  s y s t e m  to  a p p r o a c h  t h e  h i g h  PD o f  l a y e r s  c o n n e c t e d  
w i t h  OR c i r c u i t r y  and  m a i n t a i n  a f a l s e  alarm r a t e  which a p p r o a c h e s  

t h a t  o f  S e n s o r s  c o n n e c t e d  by AND c i r c u i t r y .  The s p e c i f i c  s e n s o r s '  
i n t e g r a t i o n  times, and  l o g i c  c h o s e n  f o r  a p a r t i c u l a r  i n s t a l l a t i o n  
mus t  be t a i l o r e d  t o  t h e  e n v i r o n m e n t  and r e q u i r e m e n t s  a t  a s p e c i f i c  

p l a n t  s i t e .  I n d i v i d u a l  i n t e g r a t i o n  and  d e l a y  t i m e s  c a n  be  s e t  

i n d e p e n d e n t l y  f o r  e a c h  s e n s o r  and s e n s o r  p a i r  u t i l i z i n g  a n  alarm 
p r o c e s s i n g  i n t e r f a c e .  

Examples  of b o t h  FAR/NAR and PD improvement  a r e  shown i n  F i g u r e  4-2. 

4 .1 .2 .2  EVALUATION OF STAND-ALONE ALARM PROCESSORS 

S e v e r a l  mic ro -compute r  based  alarm processors a re  a v a i l a b l e  which  
p e r f o r m  some of  t h e  c o n t r o l  f u n c t i o n s  d i s c u s s e d  i n  p r e c e d i n g  para- 
g r a p h s  b u t  which  a r e  n o t  programmed t o  combin ing  s i g n a l s  f rom s e n s o r  
l a y e r s .  
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FAR/NAR I S::M:R I ALARM 1 CALCULATION 1 SINGLE 1 SINGLE 
CATEGORY PARAMETERS SENSOR Po SENSOR FAR 

TWO LAYER TWO LAYER 
COMBINED FAR PO 

0.037/OAY 0.9975 

0.24/OAY 0.9848 

0.5781OAY 0.99622 

1 I I 
I 

I 
I 

I 
I I 

' 

PORTE0 COAX NUISANCE 3 SEC. AVG. 0.95 0.5/DAY I MICROWAVE 1 ALARMS I ::%!/ 1 0.95 I 0.5IOAY 

VIDEO MOTION 
DETECTION 

I ACOUSTIC 1 1-10HZB.W. 
TRANSDUCER 1 BACKGROUNO 5 dB SIN 1 0.95 1 50/OAY 

8 FRAME 0.99 24/OAY 
ALARM SOURCE 

1 SEC ALARM 
DURATION 

NOISE 1 SEC AVG 

OF ALARM 
I GEOPHONE I I OURATION 1 0.85 I W D A Y  

I MICROWAVE I NUISANCE I 3SECAVG I 0.95 I Od/DAY 

I OURATION 1 ALARMS 1 OF ALARM 1 

' nt- 

PO [AND MOSTLY] = PO., [ I  - e21 At = OURATION OF FALSE 
4 

F i g u r e  4-2 R e d u c t i o n  of False & N u i s a n c e  A l a r m s  
"And Mostly" Examples 
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B T h e i r  f e a t u r e s  a re  e v a l u a t e d  and compared t o  recommended f e a t u r e s  and 
f u n c t i o n s  of a m u l t i - l a y e r  p r o c e s s i n g  i n t e r f a c e  a s  d e v e l o p e d  from Sec-  

t i o n  3 .O r e q u i r e m e n t s  and t h e  s y s t e m  c o n s i d e r a t i o n s  o f  p r e v i o u s  p a r a -  

g r a p h s .  A s t u d y  of t h i s  c o m p a r i s o n  shown i n  f i g u r e  4-3 l e a d s  t o  t h e  

c o n c l u s i o n  t h a t  none of  t h e  h a r d w a r e  l i s t e d  ( w h i c h  may n o t  b e  a l l  
i n c l u s i v e )  h a s  a l l  of  t h e  f e a t u r e s  d e s i r e d ,  b u t  t h a t  a m i c r o p r o c e s s o r  

(micro c o m p u t e r )  b a s e d  s y s t e m  c a n  p r o v i d e  a l l  o f  t h e s e  f e a t u r e s  i f  
c o n f i g u r e d  a n d  programmed to  d o  so.  The f l e x i b i l i t y  of a micro- 
c o m p u t e r  s y s t e m  i s  i n d i c a t e d  by i t s  c o n c e p t u a l  c o n f i g u r a t i o n  b l o c k e d  

o u t  i n  f i g u r e  4-4 .  

4.2 SENSOR EVALUATION CRITERIA 

C a n d i d a t e  i n d i v i d u a l  s e n s o r s  w i l l  be  s c r e e n e d  by a p p l i c a t i o n  of  t h e  
f o l l o w i n g  c r i t e r i a  t a k e n  i n  o r d e r .  

C o m m e r c i a l  a v a i l a b i l i t y  o f  t h e  s e n s o r ,  and a n y  a p p l i c a b l e  
t e s t  or  € i e l d  e x p e r i e n c e .  
Low v u l n e r a b i l i t y  t o  d e f e a t ,  e i t h e r  i n h e r e n t  i n  t h e  
s e n s o r  t e c h n o l o g y  or  d e t e r m i n e d  by t e s t  e x p e r i e n c e .  

P e r f o r m a n c e  p o t e n t i a l  as  d e m o n s t r a t e d  by a h i g h  s i n g l e  
s e n s o r  PD and  l o w  FAR b a s e d  o n  f i e l d  o r  t e s t  e x p e r i e n c e ,  

o r  b a s e d  on  t h e o r e t i c a l  S / N  p r e d i c t i o n s .  , 

s i g n a l  m a t c h i n g  and p r o c e s s i n g .  

e P o t e n t i a l  f o r  a r r a y  c o r r e l a t i o n  o r  c ross -phenomenon 

L i f e  C y c l e  Cos t /Ef  f e c t i v e n e s s .  

e Mean t i m e  be tween f a i l u r e s  (MTBF). 

I n d i v i d u a l  s e n s o r  p e r f o r m a n c e  v a l u e s  become t h e  c r i t i c a l  c o n s i d e r a t i o n  
i n  e v a l u a t i n g  and  p r e d i c t i n g  a t o t a l  s y s t e m  c a p a b l e  of m e e t i n g  t h e  re- 
q u i r e d  PD and  NAR. PD a n d  NAR v a l u e s  f o r  i n d i v i d u a l  s e n s o r s  d e t e r m i n e  
t h e  t e c h n o l o g i e s  t o  be combined ,  t h e  number of e l e m e n t s  i n  a n  a r r a y ,  

t h e  number o f  l a y e r s  o f  d i f f e r e n t  d e t e c t i o n  phenomena a n d  t h e  complex- 
i t y  o f  p r o c e s s i n g  r e q u i r e d .  Vendor  claims l a c k i n g  b a c k u p  d a t a  are 

s u s p e c t .  T h e r e f o r e ,  o n l y  s y s t e m s  w i l l  be c o n s i d e r e d  which  p r e v i o u s l y  
h a v e  b e e n  u s e d  on  s imi la r  s i tes ,  and  f o r  which  t e s t  or  f i e l d  e x p e r i -  

e n c e  i s  a v a i l a b l e .  
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Vendor claims will be derated, depending on the time accumulation of 
credible performance, and identification of FAR/NAR sources. Site 
dependent systems require a "back-in" strategy in which measurement 
of site characteristics and on-site calibration of thresholds and dy- 
namic range will determine array configuration and processing to meet 
PD, and NAR goals. 

Mean-time-between-failure, (MTBF) is a major systems consideration 
affecting the control of cost and performance. It is manifested in a 
parts count of high individual reliability and/or redundancy. Equip- 
ment failures can impose operational maintenance penalties, and by 
definition of failure-in-the-alarm-state, will contribute to the false 
alarm budget. The sensor count in an array, and the number of arrays, 
becomes an MTBF trade-off against processing capability to be provided. 

4 . 3  CENTRAL AND SECONDARY ALARM-STATIONS AND ASSESSMENT 

The Alarm Station is the focal point for command and contro- of secur- 
ity resources and activities. A Central Alarm Station (CAS) is equip- 
ped to serve as a primary command and control center. The Secondary 
Alarm Station (SAS) is equipped both to validate the operations of the 
CAS, and to serve as a back-up security command and control center if 
the C A S  becomes inoperative through equipment failure or adversary 
take over. 

The dedicated operator at each Alarm Station is provided with control 
and display interfaces to the Security System and with controlled ac- 
cess to security communications, as shown in Figure 4-5. 

Under normal conditions, the operator's principal interaction with the 
Security System is through a Status and Control Unit. This unit typ- 
ically includes switch controls and status lights to set individual 
remote sensors in an ACCESS or SECURE state, to test their operabil- 
ity, and to indicate their current alarm state. The Status and Con- 
trol unit will also permit operator selection of scene video from 
specified remote CCTV cameras and provide a keyboard entry to annotate 
the Data Log maintained for each Alarm Station. The video Assessment 
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Figure 4 - 5  Typical Alarm Terminal Block Diagram 

unit will include CCTV monitors which permit visual assessment of cir- 
cumstances at remote CCTV camera locations. under normal conditions 
this unit supports remote access control operations conducted from 
the Alarm Station, and permits a supplemental watch to be maintained 
with respect to perimeter and interior security. The Situation Dis- 
play Unit is frequently a map display on which lighted points or seg- 
ments indicate the status of security at all site access control 
points, and for each perimeter and interior security sector. The Sit- 
uation Display represents a snap shot of the overall security posture 
at the site. It is an invaluable assessment tool €or the Security OIC 
when determining and commanding response for operations during emer- 
gencies. The Situation Display also provides plant management, as 
well as the Security OIC with I' at a glance" capability to monitor and 
review plant security provisions under normal conditions. 

When a security alarm conditon arises, the Security System automatic- 
ally provides the Alarm Station operator with location data, implied 
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response action cues, and live scene video from the alarmed sector. 
The Situation Display also responds immediately to represent current 
cond it ions. 

Figure 4-5 identifies the several subsysteins of the Security System 
console which interface, process, and route alarm, control, and video 
information between the operator and the remote sensor installations. 
The illustrated system organization is general in all respects except 
for the Perimeter Sensors which here depict the use of two or three 
diverse sensors. 

Stations for monitoring access control activities and intrusion alarms 
are usually custom tailored for individual power plants to accommodate 
1000 or more alarm points. Some of the existing systems have been 
provided by companies such as Sylvania and Honeywell, and Stellar Sys- 
tems. These have generally been configured to include main frame 
central processing, lighted segment situation displays, video monitor 
banks, line printers, video recorders, etc. 

The commercial security operator interface requires greater than 
normal automatic video switching capability, and integration of the 
video motion detection processor, if used. Existing central and sec- 
ondary alarm stations can be expanded through the judicious addition 
of modular interface units to achieve the capability of prompt re- 
sponse to genuine alarms. Such an alarm processing interface would 
be programmed to perform layered sensor processing; sensor hardware 
self test, interrogation and response; data link supervision, and to 
log data pertinent to service life, reliability and maintainability. 

4.4 DATA LINK S U P E R V I S I O N  

An intrusion detection system is no better than the security of the 
conductors that transmit the alarm signal to the monitor unit. These 
conductors must be sensitive enough to cause an alarm in the event of 
tampering. 
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Requirements for line supervision and implementation recommendations 
have been extracted from reference 4 as follows: 

An intrusion detection system may be defeated regardless 
of the effectiveness of its sensor if the signal trans- 
mission line is not functioning properly. Conductors 
may be made ineffective by an intruder who has suffi- 
cient knowledge of electricity and the necessary equip- 
ment to adjust the resistance in the signal transmission 
1 ines . 
Signal transmission lines may be supervised in a variety 
of ways, according to location of the lines and the 
security required. 
--The simplest means of line supervision is to monitor 
whether an electrical circuit has been broken, ground- 
ed, or shorted. 

--The most common means is to monitor whether a predeter- 
mined variation to an electrical current has occurred. 
For example, an alarm light might be created if a 
30-milliamp current has been increased o r  decreased 
five percent. 

A more sophisticated means is to monitor two or more 
features of a complex signal, such as current and fre- 
quency. If the signal is changed on a random basis, the 
likelihood of the signal being recorded and replayed 
successfully is very remote. 

signal transmitted through a telephone s y s t e m .  An inves- 
tigation and reply scheme is ordinarily employed. Since 
an electrical current is not being monitored in this 
case, the distance limitation (a few miles) of the other 
types does not apply. 

A n o t h e r  approach is t o  m o n i t o r  a d i g i t a l -  o r  t o n e - t y p e  

The need for constant electronic or other type surveil- 
lance of signal transmission lines must be emphasized to 
insure awareness of security personnel that this is nor- 
mally the weakest link in the system. Emphasis must also 
be placed on the necessity to maintain records of both 
nuisance alarms and scheduled/unscheduled maintenance to 
insure proper operation of the system at all times. 
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Signal transmission lines can be secured by locating 
them on high overhead poles, burying them, leading into 
buildings as high as possible, locking terminal cabinets, 
and comparable measures. 

Protective communication systems will vary in size and type with the 
vulnerability, size, location, radio receptivity, and other factors 
affecting a specific installation, and must be largely subject to lo- 
cal determination. 

4.5 RELIABILITY AND MAINTENANCE 

Demonstrated reliability will be a system selection criterion. Relia- 
bility is an important parameter in determining life cycle cost, main- 
tenance force, and initial response force requirements because of i t s  

impact on false alarm rate. Some of the factors influencing reliabil- 
ity are as follows: 

Detection equipment must be fail-safe (i.e., alarm on 
failure). 
Unless redundancy is present each equipment failure 
represents an alarm requiring action. 
Each equipment-failure caused alarm will require both a 
guard response and maintenance response. 
Equipment and subsystems must have a high MTBF. 

4.6 LIFE CYCLE COSTING CONSIDERATIONS 

Threat, vulnerability, and countermeasure definitions have been 
developed for the "typical" nuclear power plants. However, geopoliti- 
cal, economic, and environmental factors which result in significant 
differences among individual plants produce variances in the design 
and operation of an acceptable security system plan. 

The plant management must measure plan acceptability not only in terms 
of regulatory compliance, but also in terms of the life cycle cost of 
alternative system implementations. General contributors to the life 
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c y c l e  cost  o f  a c a n d i d a t e  s e c u r i t y  s y s t e m  mus t  i n c l u d e :  
' M o d i f i c a t i o n s  to  e x i s t i n g  f a c i l i t i e s ,  

N e w  s e c u r i t y  equ ipmen t  and  c o n s t r u c t i o n :  

- - I n i t i a l  p r o c u r e m e n t  and i n s  t a l l a t i o n  costs ,  

--Maintenance and  replacement c o s t s  over s y s t e m  l i f e t i m e .  

- - R e t r a i n i n g  a n d / o r  r e c r u i t i n g  

--E q u i  pme n t 
--Log i s  t i c s  S u p p o r t  

Guard force m o d i f i c a t i o n s :  

Cost d a t a  d e v e l o p e d  h e r e i n  f o r  t h e  s y s t e m  d e f i n i t i o n  a re  mean t  primar- 

i l y  t o  u s e  f o r  c o m p a r i n g  and  o p t i m i z i n g  perimeter s e c u r i t y  s y s t e m s  
r a t h e r  t h a n  as a f i r m  p r i c i n g  exercise .  Most f i g u r e s  a re  b a s e d  on  
o r d e r  o f  m a g n i t u d e  equ ipmen t  estimates from v e n d o r s  and  on  l i n e a r ,  
a r e a l  o r  volume m e a s u r e s  f o r  b u l k  mater ia ls  o f  c o n s t r u c t i o n .  

Of c o u r s e ,  t h e  f i n a l  c o s t i n g  b a s i s ,  t h a t  i s ,  r a t e s  and  c o n v e r s i o n  
f a c t o r s  t o  u s e ,  w i l l  v a r y  w i t h  e a c h  p l a n t  and i t s  i n d i v i d u a l  e v a l u a -  
t i o n  of r e t u r n  on  i n v e s t m e n t  r e a l i t i e s .  

L i f e  c y c l e  cos t s  comprise t h e  f o l l o w i n g  a d d i t i o n a l  items: 
R e s e a r c h ,  d e v e l o p m e n t  , t e s t  , and  e v a l u a t i o n  costs .  
--The s y s t e m  d e s i g n  and l i m i t e d  s i t e  s p e c i f i c  envi ronmen-  

t a l  a n d  t e r r a i n  c o m p a t i b i l i t y  t e s t i n g .  
' I n v e s t m e n t  costs .  

--The i n i t i a l  p u r c h a s e  p r i c e  of t h e  e q u i p m e n t .  
--The cos t  of i n i t i a l  i n s t a l l a t i o n ,  c h e c k  o u t ,  and  

a l i g n m e n t  of  t h e  e q u i p m e n t .  
--Costs i n v o l v e d  i n  s e t t i n g  up  a n  i n i t i a l  i n v e n t o r y .  

- -Purchase  cos t s  o f  spares  and p a r t s  f o r  t h e  i n i t i a l  
i nven  t o r  y . 

- -Purchase  of t r a i n i n g  e q u i p m e n t .  
- - C o s t  o f  s t u d e n t  and  i n s t r u c t o r  t i m e  €or  i n i t i a l  

t r a i n i n g .  
--The cost  of p r e p a r i n g  and  r e p r o d u c i n g  t e c h n i c a l  m a n u a l s  

f o r  t h e  equ ipmen t .  
- -Purchase  of t e s t  equipment .  

A 
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--Non-recurring cost of developing alarm response 
procedures. 

' Operating and maintenance costs. 
--Energy costs 
--Student and instructor time for recurring training for 

replacement personnel. 
--Charge €or items in inventory. 
--Parts costs for repairs. 
--Labor costs for repairs 
--Pro-rata costs of vehicles used by repair personnel. 
--Transportation and handling for repair parts. 
--Penalty for excessive dispatches for equipment failure. 
--Labor for preventive maintenance. 
--Labor and personal equipment for additional guards, if 
any, required to implement speedy response to positive 
alarms. 

4.7 SPECULATION ON THE COST OF OUTAGE VS. PD 

The cost of an outage due to a successful sabotage attempt in which 
the core is shut down (even though there has been no radiation release) 
is a consideration in specifying the performance of a perimeter 
security system. So far, the greater number of perimeter penetrations 
reported have been by people bent on objectives other than radiological 
sabotage. The following assumptions extrapolate the trend of these 
intrusions experienced since 1971 at U . S .  and foreign nuclear facilities 
( 3 )  - and considers that in the future nuclear plants will become 
somewhat more attractive targets to champions of causes. 

The following assumptions are made: 
Over the thirty year life of the plant, 100 attempts 
will be made to penetrate the secure area. Of these, 
it is assumed that half will be for hostile purposes, 
i.e. to force plant shut down. 

' If the hostile intruder is detected by the security 
system, he will be prevented from causing a shut down. 
I f  the hostile intruder is not detected, he will be 
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s u c c e s s f u l  i n  s h u t t i n g  down t h e  p l a n t  f o r  3 d a y s  a t  a 

cos t  o f  $ 6 0 0 , 0 0 0  per  day  i n  a s s i g n a b l e  cos t s .  

A d d i t i o n a l  a s s i g n a b l e  cos t s  r e l a t e d  t o  p l a n t  shu tdown ,  
damages ,  r e p a i r ,  c l e a n u p ,  and  r e s t a r t  w i l l  t o t a l  

$ 2 0 0 , 0 0 0 . 0 0  p e r  o u t a g e .  
L i f e  e x p e c t a n c y  o f  t h e  s e c u r i t y  s y s t e m  i s  6 y e a r s .  
N o  m o n e t a r y  v a l u e  i s  a s s i g n e d  t o  t h e  d i s t r a c t i v e  
a d m i n i s t r a t i v e  c o n s e q u e n c e s ,  loss o f  good w i l l ,  n e g a t i v e  

p u b l i c  r e a c t i o n ,  and  a c t u a l  damages t o  u t i l i t y  c u s t o m e r s  
a l t h o u g h  a s u d d e n  shutdown of a l a r g e  n u c l e a r  p l a n t  

would almost c e r t a i n l y  p r e c i p i t a t e  t h e s e  c o n s e q u e n c e s .  

G iven  t h e s e  a s s u m p t i o n s ,  i f  a s e c u r i t y  s y s t e m  h a s  a PD o f  0 .90 ,  1 0 %  

o f  5 0  i n t r u s i o n s  o r  5 h o s t i l e  i n t r u d e r s  would be  e x p e c t e d  t o  s u c c e e d  
i n  c a u s i n g  p l a n t  shu tdowns  a t  a c o s t  o f  2 m i l l i o n  d o l l a r s  ( a s s i g n a b l e  
cost  o n l y )  p e r  3 day  o u t a g e ,  o r  a n  e x p e c t e d  cos t  o f  1 0  m i l l i o n  d o l l a r s  

f o r  5 o u t a g e s .  M a i n t a i n i n g  PD a t  0 . 9 8  would  r e d u c e  t h e  e x p e c t e d  num- 
ber  o f  o u t a g e s  f rom f i v e  t o  o n e  p e r  p l a n t ,  and  t h e  e x p e c t e d  t o t a l  cos t  
would be  t w o  m i l l i o n  d o l l a r s .  

Even i f  e x p e c t a t i o n  o f  s a b o t a g e  o u t a g e  were o n e  less ,  i n s t e a d  o f  f o u r  
l e s s ,  t h e  v a l u e  o f  a v o i d i n g  i t  would b a l a n c e  a n  i n c r e a s e d  a n n u a l  
e x p e n d i t u r e  o f  $ 6 6 , 7 0 0  o r  a n  i n i t i a l  s e c u r i t y  s y s t e m  i n v e s t m e n t  of 
$400,000.  T h i s  is more t h a n  t h e  cos t  of t h e  a d d i t i o n a l  per imeter  
d e t e c t i o n  l a y e r  which  e n a b l e s  a c h i e v i n g  t h e  h i g h e r  PD. 

T h i s  is o b v i o u s l y  a n  o v e r s i m p l i f i e d  model b u t  i t  can e a s i l y  be  s c a l e d  
by t h e  e x p e c t e d  p r o b a b i l i t y  of t h e  i n t r u d e r  s u c c e s s f u l l y  s a b o t a g i n g  t h e  

p l a n t ,  t h e  a c t u a l  a n t i c i p a t e d  losses and d u r a t i o n  of shu tdown ,  a n d  t h e  

number o f  h o s t i l e  i n t r u d e r s  e x p e c t e d  d u r i n g  t h e  l i f e t i m e  o f  t h e  p l a n t .  

4 .8  REVIEW OF NUCLEAR UTILITY NEEDS AND WANTS 

4 .8 .1  REASONS FOR REVIEW OF SECURITY NEEDS 

A c c o r d i n g  t o  “ S e c u r i t y  Wor ld”  Feb  1 9 8 1  ( 7 )  - most i n d u s t r i a l  compan ies  
h a v i n g  p h y s i c a l  s e c u r i t y  p r o v i s i o n s ,  r e v i e w  t h e i r  s e c u r i t y  n e e d s  o n  a n  
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a v e r a g e  of o n c e  e v e r y  s e v e n  mon ths .  They u p g r a d e  o r  r e p l a c e  p e r i m e t e r  

p r o t e c t i o n  equ ipmen t  on  a n  a v e r a g e  o f  o n c e  e v e r y  two y e a r s .  The rea- 
s o n s  f o r  s u c h  s h o r t  r e v i e w  and a c t i o n  c y c l e s  as  t h e y  a p p l y  t o  t h e  i n -  

d u s t r i a l  community and  s p e c i f i c a l l y  as  t h e y  a l so  a p p l y  t o  t h e  n u c l e a r  
u t i l i t y  community,  a r e  l i s t e d  f o l l o w i n g :  

@ 

N e w  d e t e c t i o n  p e r f o r m a n c e  c r i t e r i a  ( e . g .  R e g u l a t o r y  
g u i d e  5 . 4 4 )  
N e w  i n t e r p r e t a t i o n s  of  s e c u r i t y  s y s t e m  r e g u l a t i o n s  t o  
m e  e t t h e  I' n e g  o t  i a t e d I' t h r e a t  

O b s o l e s c e n c e ,  f a l l u r e ,  o r  poor p e r f o r m a n c e  of equ ipmen t  
i n  u s e  
Economics and t e c h n o l o g i c a l  advancement  
- -Replacement  of manpower w i t h  new e q u i p m e n t ,  

--CCTV v s .  watch towers , 
- - P r o c e s s o r  c o n t r o l  v s .  manual  alarm rese t ,  
--Nuisance alarm r e d u c t  i o n  v s .  c o n t i n u o u s  patrol, 
- - A l a r m  keyed  monitor v s .  c o n t i n u o u s  o p e r a t o r  

- -Reduc t ion  i n  m a i n t e n a n c e  and spares  

- - E f f e c t i v e  p r o b a b i l i t y  t e s t i n g  

s u r v e  il l a n c e  , 

4.8.2 NUCLEAR POWER PLANT SURVEY 

An o b j e c t i v e  o f  t h i s  repor t  is t o  e s t a b l i s h  t h e  b a s i s  f o r  s y s t e m  de-  

f i n i t i o n  t h r o u g h  a s u r v e y  of t h e  n e e d s  and  w a n t s  of t h e  n u c l e a r  u t i l -  
i t i e s .  T h i s  w a s  d o n e  by v i s i t i n g  s e v e r a l  power p l a n t s ,  t a l k i n g  t o  
s e c u r i t y  p e r s o n n e l  and o b s e r v i n g  equ ipmen t  a n d  p r o c e d u r e s  i n  a c t u a l  
u s e .  A d d i t i o n a l l y ,  v i s i t s  were made t o  S A N D I A ;  and v a r i o u s  sympos ia  

were a t t e n d e d .  Much i n f o r m a t i o n  o f  v a l u e ,  r e f l e c t e d  i n  t h i s  r e p o r t  
was g a t h e r e d  a t  c o n f e r e n c e s  and workshops  d e v o t e d  s p e c i f i c a l l y  t o  
p h y s i c a l  s e c u r i t y  s p o n s o r e d  b y  ANSI INMM a n d  t h e  U n i v e r s i t y  o f  Kentucky 
( C a r n a h a n )  . 
The c o n t e n t  and recommendat ions  o f  t h i s  r e p o r t  were t h e  s u b j e c t  of a n  
i n d e p e n d e n t  workshop a t  E-Systems G r e e n v i l l e  , T e x a s  h e l d  o n  O c t  6 and  
7 ,  1 9 8 1 .  T h i s  workshop w a s  s p o n s o r e d  by E P R I .  T h i r t y - o n e  N u c l e a r  
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@ U t i l i t y  r e p r e s e n t a t i v e s  p a r t i c i p a t e d  and exchanged  i d e a s  o n  t h e  
f o l l o w i n g  top ic s :  

E - F i e l d  f e n c e  e x p e r i e n c e  

CCTV, VMD t e s t  e x p e r i e n c e  
A l a r m  p r o c e s s i n g  s y s t e m s  

P r o b a b i l i t y  t e s t i n g  
T e n t a t i v e  perimeter i n t r u s i o n  alarm s y s t e m  s p e c i f i c a t i o n  

S e n s o r  t e s t  bed b e n e f i t s  

Summary statements of t h e  workshop chairmen have been t r a n s c r i b e d  and 
appear i n  Appendix  C.  

4 .8 .2 .1  EauiDment N o w  I n  Use A t  N u c l e a r  Power F a c i l i t i e s  

SANDIA, i n  r epor t  SAND80 7046 ,  ( 8 )  - A p r i l  1 9 8 1 ,  shows t h e  i n c i d e n c e  o f  
u s e  o f  equ ipmen t  c o m p r i s i n g  perimeter s e c u r i t y  e l e m e n t s  a t  n u c l e a r  
power f a c i l i t i e s .  These  a re  l i s t e d  f o l l o w i n g  i n  t h e  i n t e r e s t s  o f  
i d e n t i f y i n g  t h o s e  e x i s t i n g  b u i l d i n g  b l o c k s  which  may be a v a i l a b l e  t o  

alarm segmen t  l a y e r i n g ,  combined alarm p r o c e s s i n g  and  a s s e s s m e n t .  

PRESENT 

U S  E 

P e r i m e t e r  i n t r u s i o n  s e n s o r s  

--Microwave ( p r i m a r i l y  a t  g a t e s )  <75% 
--E-f i e l d  >7 5% 
- - B u r i e d  l i n e  magnetic 0% 

--Buried l i n e  p re s su re / s t r a in  0% 
- - I n f r a r e d  beam- i n t e r r u p t  0% 

--Fence mounted v i b r a t i o n  s t r a i n  <7 5% 

--Fence d i s t u r b a n c e  and f r e e  s t a n d i n g  s e n s o r  45% 
c o m b i n a t i o n  ( E - f i e l d  o r  mic rowave)  

A l a r m  a s s e s s m e n t  

--CCTV ( f i x e d  mounted ) >7 5% 

--Video r e c o r d i n g  0% 

--One m o n i t o r  per camera >50% 

--Guard towers < 2 5 %  

Barr ie rs  
- -Vehic le  ( e a r t h e n  t y p e )  
--Double f e n c e  
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e L i g h t i n g  
--High mast sod ium P r e v a l e n t  

4 .8 .3  SUMMARY OF PERIMETER SECURITY NEEDS AND WANTS 

The n e e d s  ( b u t  n o t  a l l  o f  t h e  w a n t s )  a r e  r e f l e c t e d  i n  l a t e r  p a r a g r a p h s  
wh ich  d e f i n e  a recommended perimeter s e c u r i t y  s y s t e m .  Needs and  w a n t s  
f a l l  i n t o  t h e  c a t e g o r i e s  o f  f u n c t i o n ,  o p e r a t i o n s ,  e q u i p m e n t ,  i n s t a l l a -  
t i o n ,  p r o c u r e m e n t  and  t e s t i n g .  

4 .8 .3 .1  The per imeter  s e c u r i t y  o p e r a t i o n s  and equ ipmen t  s h o u l d :  

Minimize  f a l s e  and  n u i s a n c e  alarm r a t e s  t o  r e s e r v e  
d i s p a t c h  o f  t h e  r e s p o n s e  f o r c e  f o r  g e n u i n e  i n t r u s i o n s .  

P r o m p t l y  assess  t h e  i n t r u d e r  a n d  h i s  l o c a t i o n  so t h a t  
t h e  response  force c a n  be d i s p a t c h e d  t o  i n t e r c e p t  t h e  

i n t r u d e r  w i t h  appropr ia te  t a c t i c s  and  countermeasures.  
C o n t i n u a l l y  v e r i f y  d e t e c t a b i l i t y  
Minimize  m a i n t e n a n c e  ( u s e  h i g h  r e l i a b i l i t y  e q u i p m e n t )  

4 .8 .3 .2  The e q u i p m e n t  s h o u l d  be  c o n f i g u r e d  t o  p r o v i d e  t h e  f o l l o w i n g :  

N u i s a n c e  alarm r e d u c t i o n  
Equipment  f a i l u r e  r e d u c t i o n  
L o g i c a l  c o n n e c t i o n  o f  d i v e r s e  s e n s o r s  and  m u l t i l a y e r  
alarm p r o c e s s i n g  i n t e r f a c e  
G e n e r i c  d e t e c t i o n  and  a s s e s s m e n t  s u p p l e m e n t s  t h a t  a r e  
n o t  s i t e  s p e c i f i c  
Non labor  i n t e n s i v e  alarm a s s e s s m e n t ,  l o g g i n g  , and rese t  

4.8.3.3 I n s t a l l a t i o n  w h e t h e r  f o r  new s i t e s  o r  m o d i f i c a t i o n  o f  e x i s t i n g  

sites s h o u l d  c o n s i d e r  t h e  f o l l o w i n g :  
* S i t e  p r e p a r a t i o n  by s e g m e n t s  f o r  s e n s o r  l a y e r s  

Minimal  d i s t u r b a n c e  o f  t h e  g r o u n d ,  common t r e n c h i n g  
S e r i a l  b u s  m u l t i p l e x i n g  o f  s e n s o r  r e p o r t i n g  s e g m e n t s  

4 .8 .3 .4  Pe r fo rmance  and  o p e r a b i l i t y  t e s t i n g  o f  t h e  perimeter s h o u l d  
be  r e d u c e d  and min imized .  C r i t e r i a  o t h e r  t h a n  t h e  s t a t i s t i c a l  t e s t i n g  
s u g g e s t e d  by NRC Guide  5 .44  s h o u l d  be  d e v e l o p e d .  One a p p r o a c h  t o  
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m i n i m i z i n g  t e s t i n g  i s  u t i l i z a t i o n  o f  t h e  l o n g e s t  p r a c t i c a l  s e g m e n t  - 
s a y  200 meters. A n o t h e r  a p p r o a c h  i s  t o  m i n i m i z e  t h e  number o f  t e s t  
t r i a l s  i n  p r o b a b i l i t y  t e s t i n g  by s o l v i n g  t y p e  I error  p r o b l e m s .  An 

a p p r o a c h  t o  t h i s  i s  recommended i n  Appendix  B.  

4 .8 .3 .5  P r o c u r e m e n t  n e e d s  a re  l i s t e d  f o l l o w i n g :  
A c q u i r e  o n l y  t e s t e d  a n d  p r o v e n  s e c u r i t y  e l e m e n t s  
Choose a s i n g l e  s y s t e m  c o n t r a c t o r  t o  p r o c u r e ,  i n s t a l l ,  
i n t e g r a t e ,  and  t e s t  s y s t e m  e q u i p m e n t  
R e q u i r e  s i t e  s p e c i f i c  pre-award  and  p o s t  i n s t a l l a t i o n  
t e s t i n g  

R e q u i r e  a w a r r a n t y  

4 .8 .3 .6  I n  summary, t h e  o v e r a l l  p e r i m e t e r  s e c u r i t y  s y s t e m  m u s t :  
P r o v i d e  l a y e r s  o f  d i f f e r e n t  s e n s o r  t y p e s  t o  a c h i e v e  h i g h  

p r o b a b i l i t y  o f  d e t e c t i o n  
Process f a l s e  and  n u i s a n c e  alarm s i g n a l s  t o  o u t p u t  
r e l i a b l e  a la rms  
L ink  t h e  v i d e o  d i s p l a y  t o  per imeter  alarms f o r  immedia t e  

v i s u a l  a s s e s s m e n t  o f  t h e  i n t r u s i o n  s c e n e  
V e r i f y  d e t e c t a b i l i t y  a g a i n s t  l a y e r e d  s e g m e n t s  w i t h  a 

minimum number o f  t e s t  t r i a l s  

Most n u c l e a r  p l a n t s  have  2 u n c o n n e c t e d  l a y e r s ,  e . g .  E - f i e l d  f e n c e ,  
f e n c e  p r o t e c t i o n  s e n s o r .  Any t w o  o f  t h e s e  e x i s t i n g  l a y e r s  c a n  be  com- 
b i n e d  w i t h  a new l a y e r  and a c h i e v e  h i g h  p r o b a b i l i t y  of d e t e c t i o n  and 
l o w  n u i s a n c e  alarm r a t e s .  I f  3 l a y e r s  a re  combined ,  o n e  c a n  f a i l  per- 

m i t t i n g  r o u t i n e  o r  d e l a y e d  ma in tenance  v e r s u s  immedia t e  response.  A l l  

l a y e r s  s h o u l d  h a v e  t h e  same zone  c o i n c i d e n c e  t o  i d e n t i f y  i n t r u s i o n  

w i t h  a segmen t  o f  t h e  per imeter .  
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S e c t i o n  5 

5.0 BASELINE SYSTEM DEFINITION 

The recommended b a s e l i n e  per imeter  i n t r u s i o n  alarm s y s t e m  h a s  b e e n  
s y n t h e s i z e d  f rom t h e  CFR 73 .55  r e q u i r e m e n t s  a n d  t h r e a t  d e f i n i t i o n ,  
f rom r e s u l t i n g  s y s t e m s  c o n s i d e r a t i o n s  and f rom t h e  n e e d s  and w a n t s  o f  
t h e  n u c l e a r  u t i l i t i e s  a s  d e t e r m i n e d  i n  s u r v e y s  and  n u c l e a r  community 

workshops .  The s y n t h e s i s  tes ts  and a n s w e r s  t h e  r e l i a b l e  alarm r a p i d  
r e s p o n s e  h y p o t h e s i s  p u t  f o r t h  i n  p a r a g r a p h  4 . 0 .  I t  i s  s u g g e s t e d  a s  
a d e s i g n  g u i d e  f o r  r e d u c i n g  t h e  l a y e r e d  s y s t e m  c o n c e p t  t o  p r a c t i c e  and 
d e m o n s t r a t i o n  a t  a n u c l e a r  power p l a n t .  

The a p p r o a c h  to  t h e  b a s e l i n e  s y s t e m  i s  summarized a s  f o l l o w s :  

P r o v i d e  a v e h i c l e  b a r r i e r  o r  i n t e r i o r  f e n c e  
R e t a i n  e x i s t i n g  per imeter  d e t e c t i o n  s e n s o r s  

Employ p h e n o m e n o l o g i c a l l y  d i f f e r e n t  s e n s o r s  t o  a c h i e v e  
t h r e e  d e t e c t i o n  l a y e r s  

P r o v i d e  p r o c e s s i n g  i n t e r f a c e  f o r  combined alarm o u t p u t  

Employ CCTV f o r  i n t r u s i o n  a s s e s s m e n t  
Key a s s e s s m e n t  s c e n e  to  combined alarm 

U t i l i z e  c o n t r o l  processor €or  v i d e o  and  alarm 
p e r i p h e r a l s  
E s t a b l i s h  g u a r d  f o r c e  f u n c t i o n s  and p r o c e d u r e s  f o r  

t a c t i c a l  command and  communica t ion  r e s p o n s e  
P e r f o r m  probabi l  i t y  t e s t i n g  a g a  i n s  t l a y e r e d  per imeter  

s e g  m e  n t s 

5.1 APPLICABLE SOURCE DATA 

5 .1 .1  PLANNING AND DESIGN 

The f o l l o w i n g  documen t s  have  b e e n  d e v e l o p e d  by  t h e  Depar tmen t  of  
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Energy  ( D O E ) ,  t h e  N u c l e a r  R e g u l a t o r y  Commission (NRC) and  o t h e r s  t o  
a i d  p h y s i c a l  s e c u r i t y  p l a n n i n g  b o t h  f o r  new i n s t a l l a t i o n s  and f o r  up- 

g r a d i n g  e x i s t i n g  n u c l e a r  f a c i l i t i e s .  Emphas is  i n  t h e s e  documents  i s  
o n  DOE n u c l e a r  f u e l  c y c l e  f a c i l i t i e s  b u t  t h e  c o n t e n t s  a r e  appl icable  

a s  w e l l  t o  power u t i l i t i e s .  
R e g u l a t o r y  Gu ide  5 .44  R e v i s i o n  2 ,  May 1980 .  Perimeter 

I n t r u s i o n  A l a r m  S y s t e m s ,  U.S. N u c l e a r  R e g u l a t o r y  
Commission O f f i c e  o f  S t a n d a r d s  Development .  (1) 
SAND 76-0554 I n t r u s i o n  D e t e c t i o n  S y s t e m s  Handbook Volume 
I ,  Volume I1 w i t h  r e v i s i o n s  a s  o f  J u l y  1980.  S a n d i a  
N a t i o n a l  L a b o r a t o r i e s ,  A lbuquerque ,  N e w  Mexico.  ( 2 )  
NUREG/CR-0484 (MH-7814) V e h i c l e  Access and  C o n t r o l  
P l a n n i n g  Document,  O c t o b e r  1979.  U.  S.  N u c l e a r  Reyula-  
t o r y  Commission O f f i c e  o f  S t a n d a r d s  Development .  (10) 
R e g u l a t o r y  Gu ide  5 . 6 1  I n t e n t  and  Scope  o f  t h e  P h y s i c a l  
P r o t e c t i o n  Upgrade  R u l e  R e q u i r e m e n t s  for F i x e d  S i t e s .  

U .  S .  N u c l e a r  R e g u l a t o r y  Commiss ion  O f f i c e  o f  S t a n d a r d s  
Development  J u n e  1980.  (11) 
NUREG/CR-0509 (Y/DA-7678). Emergency Power S u p p l i e s  f o r  
P h y s i c a l  S e c u r i t y  S y s t e m s ,  November 1979 .  U .  S .  N u c l e a r  
R e g u l a t o r y  Commission O f f i c e  o f  S t a n d a r d s  Development .  (12) 
NUREG/CR-0543 (MIISM-SD-7816). C e n t r a l  A l a r m  S t a t i o n  
and S e c o n d a r y  A l a r m  S t a t i o n  P l a n n i n g  Document,  J u n e  
1980 .  U .  S .  N u c l e a r  R e g u l a t o r y  Commission O f f i c e  o f  
S t a n d a r d s  Development .  (2) 

Document f o r  N u c l e a r  F i x e d  S i t e  F a c i l i t i e s ,  A p r i l  1980 .  
U.  S .  N u c l e a r  R e g u l a t o r y  Commission O f f i c e  of S t a n d a r d s  
Development .  (2) 

" P h y s i c a l  P r o t e c t i o n  o f  P l a n t s  and  Mater ia ls" .  ( 2 )  - T h i s  
p a r t  s p e c i f i c a l l y  i s  a p p l i c a b l e  t o  n u c l e a r  u t i l i t i e s .  

NUREG/CR-1327 (MHSM-SD-7911). S e c u r i t y  L i g h t i n g  P l a n n i n g  

P a r t  73 .55  T i t l e  1 0 ,  Code o f  F e d e r a l  R e g u l a t i o n s  

I E E E  S t a n d a r d  308-1974 a s  e n d o r s e d  by R e g u l a t o r y  Gu ide  
1 . 3 2 ,  " C r i t e r i a  f o r  S a f e t y - R e l a t e d  E l e c t r i c  Power 
Sys t ems  f o r  N u c l e a r  Power  P l a n t s " .  (15) 
I E E E  S t a n d a r d  450-1975 as  e n d o r s e d  by R e g u l a t o r y  Gu ide  
1 . 1 2 9 ,  "Main tenance  T e s t i n g  and  Rep lacemen t  o f  L a r g e  
Lead S t o r a g e  B a t t e r i e s  f o r  N u c l e a r  Power P l a n t s " .  (16) 
S A N D  80-1046. P h y s i c a l  P r o t e c t i o n  Techno logy  f o r  
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Nuclear Power Plants, April 1981, Sandia National 
Laboratories, Alburquerque, New Mexico. (8) 

5.1.2 STANDARDS 

The following standards and codes should apply to security system 
construction: 

' American National Standards Institute (ANSI) X4.14-1971 
ANSI Standard Keyboard (17) - 

--EIA RS-170 Electrical Performance Standards for 
' Electronics Industries Association (EIA) 

Monochrome Television Studio Facilities (18) - 
--EIA RS-232-C Interface between Data Terminal Equipment 

and Data Communication Equipment employing Serial 
Binary Data Interchange ( 1 3 )  - 

--EIA RS-330 Electrical Performance Standards €or Closed 
Circuit Television Camera 525/60 Interlaced 2:l (20) 

--EIA RS-375-A Electrical Performance Standards f o r  

Direct View Monochrome Closed Circuit Television 
Monitors 525/60 Interlaced 2:l (21) - 

' Federal Communications Commission (FCC) Part 15 Sub. 
'IF" Title 47-76-605, Paragraph 12 (22) - 
Interim Federal Specification GSA-FSS W-A-00450B (23) - 

National Electrical Code (NEC) NFPA #70-1981 Article 725 
Class 1, Class 2 and Class 3 Remote - Control, Signaling, 
and Power-limited Circuits (24) - 
--Article 800 Communication Circuits 
--Article 820 Community Antenna Television and Radio 
Distribution Systems 

National Electric Manufacturers Association (NEMA) (25) 
National Electrical Safety Code (ANSI-C2) - 1981 Section 
9 Grounding Methods for Electrical Supply and Communica- 
tion Facilities ( 2 6 )  - 

' Underwriter's Laboratory, Inc. (27) 
--UL-198 Fuses 
--UL-512 Fuse-holders 
--UL-796V Printed Circuit Boards 
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5.2 OPERATIONAL CONCEPT 

The b a s i c  o p e r a t i o n a l  c o n c e p t  i s  t o  p r o v i d e  r e l i a b l e  alarms and q u i c k  
v i d e o  a s s e s s m e n t  of a n  a l a r m e d  segmen t  so as  t o  e n a b l e  prompt  d i s p a t c h  
of a r e s p o n s e  f o r c e  to  t h e  i n t r u d e r ' s  t a r g e t  area.  The c o n c e p t  a l s o  
e n a b l e s  t h e  c o n s e r v a t i o n  of manpower i n  b o t h  p r e s e n t l y  o p e r a t i n g  a n d  
new p l a n t s  as f o l l o w s :  

Combining o f  perimeter s e n s o r  s i g n a l s  by  means o f  a 
p r o c e s s o r .  O p e r a t o r  a s s e s s m e n t  and g u a r d  d i s p a t c h  o n l y  

on  t r u e  alarms. Fa lse  and n u i s a n c e  alarms would n o t  
r e q u i r e  g u a r d  r e s p o n s e .  These  a re  alarms or  s i g n a l s  
t h a t  a r e  n o t  combined by t h e  p r o c e s s o r  b e c a u s e  t h e y  d o  
n o t  a p p e a r  on  e a c h  c h a n n e l  of t h e  AND c i r c u i t  i n  i t s  
pre-set t i m e  "window". A d d i t i o n a l l y ,  t h e s e  a r e  s i g n a l s  

coming f rom,  f o r  i n s t a n c e ,  f e n c e  s e n s o r s  c a u s e d  by wind 
or animals which can be v i s u a l l y  assessed as n u i s a n c e s .  

O p e r a t o r  assessment of alarms u t i l i z i n g  CCTV, a u t o m a t e d  
alarm k e y i n g  o f  v i d e o  m o n i t o r s ,  a u t o m a t e d  alarm l o g g i n g  
and reset .  
I n c o r p o r a t i o n  o f  p r e s e n t l y  i n s t a l l e d  s e n s o r s  ( a s  

a p p l i c a b l e )  i n  a 2 o r  3 l a y e r e d  p e r i m e t e r  i n t r u s i o n  
d e t e c t i o n  s y s t e m  t o  p r o d u c e  r e l i a b l e  alarms. 

e q u i p m e n t .  S c h e d u l i n g  of  m a i n t e n a n c e  on  a o n e  s h i f t  
bas i s .  (High  MTBF equ ipmen t  and  t h r e e  s e n s o r  l a y e r s  
allows o n e  t o  f a i l  and s t i l l  r e t a i n  a h i g h  PD u n t i l  

r o u t i n e  r e p a i r  c a n  be  a c c o m p l i s h e d  ) . 

U s e  of p r o v e n  h i g h  Mean T i m e  Between F a i l u r e  (MTBF) 

D e s i g n a t i o n  o f  perimeter segment  l e n g t h s  of 2 0 0  meters 
( r a t h e r  t h a n  1 0 0  meters o r  s h o r t e r )  r e s u l t s  i n  f e w e r  
alarm r e p o r t i n g  ce l l s  and perimeter s e g m e n t s  t o  be 
p e r i o d i c a l l y  t e s t e d  f o r  d e t e c t a b i l i t y  p e r f o r m a n c e .  Y e t  

t h i s  l e n g t h  is about  optimum f o r  e i t h e r  v i s u a l  o r  v i d e o  

a s s e s s m e n t .  
A l a y e r e d  segmen t  o f  t w o  o r  more s e n s o r s  c a n  a c h i e v e ,  
t h r o u g h  alarm p r o c e s s i n g ,  a h i g h e r  PD t h a n  a s i n g l e  
s e n s o r  segmen t .  P e r i o d i c  p e n e t r a t i o n  t e s t i n g  by t h e  
u s e r  and q u a l i f i c a t i o n  t e s t i n g  by t h e  v e n d o r  a g a i n s t  a 
l a y e r e d  segmen t  w i l l  permit v e r i f i c a t i o n  of t h e  s i n g l e  

A 
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s e n s o r  PD c r i t e r i o n .  Most i m p o r t a n t l y ,  l a y e r i n g  w i l l  a t  
t h e  same t i m e  m i n i m i z e  t h e  number of  t e s t  t r i a l s  
o t h e r w i s e  made n e c e s s a r y  by t h e  expected p r o b a b i l i t y  o f  

s i n g l e  s e n s o r  Type I errors. Such e r rors  a re  s t a t i s t i c -  
a l l y  i n h e r e n t  i f  t h e  NRC t e s t  s e q u e n c e  o f  R e g u l a t o r y  
Guide  5 . 4 4  i s  a p p l i e d .  F e w e r  t r i a l s  means f e w e r  manhours  ex- 
pended  f o r  d e t e c t i o n  p r o b a b i l i t y  t e s t i n g .  

5 . 3  SYSTEM ELEMENTS 

F u n c t i o n s  o f  a perimeter s e c u r i t y  s y s t e m  a r e  t o  p r o v i d e  d e t e r r e n t  bar- 

riers b o u n d i n g  a n  i s o l a t i o n  z o n e ,  d e t e c t i o n  and  r e p o r t i n g  o f  i n t r u s i o n  

alarms and a s s e s s m e n t  o f  alarms. Equipment  and p r o c e d u r a l  e l e m e n t s  
n e c e s s a r y  t o  s a t i s f y  t h e s e  f u n c t i o n s  a r e  d e s c r i b e d  i n  t h e  f o l l o w i n g  

p a r a g r a p h s .  

5.3.1 BARRIERS 

An o u t e r  c l ea r  z o n e .  

An o u t e r  f e n c e  d e t e r r e n t  b a r r i e r .  
A s egmen ted  i s o l a t i o n  zone  i n t e r i o r  t o  t h e  f e n c e .  

A v e h i c l e  barr ier  f o r m i n g  t h e  i n t e r i o r  bound o f  t h e  

segmen ted  i s o l a t i o n  z o n e .  

I f  a present  f a c i l i t y  h a s  a s e c o n d  f e n c e  bounding  t h e  i s o l a t i o n  z o n e  

o r  some o t h e r  means f o r  d e l i n e a t i n g  t h e  zone  a n d  k e e p i n g  i t  f r e e  f rom 
c a s u a l  i n t r u s i o n  and t r a v e r s i n g  d e b r i s ,  t h e n  a v e h i c l e  b a r r i e r  is 

o p t i o n a l .  

5 . 3 . 2  L I G H T I N G  

P r o v i s i o n  o f  i l l u m i n a t i o n  p e r m i t t i n g  v i s u a l  and v i d e o  s u r v e i l l a n c e  o f  

t h e  perimeter a n d  f a c i l i t a t i n g  d e t e c t i o n  and  a s s e s s m e n t  of i n t r u s i o n  

a t tempts .  
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5.3 .3  INTRUSION DETECTION 

Perimeter i n t r u s i o n  alarm s e g m e n t s  i n c o r p o r a t i n g  t w o  or  
more p h e n o m e n o l o g i c a l l y  d i v e r s e  l a y e r s  of  i n t r u s i o n  

s e n s o r s .  
A n o n - i n t e r r u p t a b l e  power s u p p l y .  

e S u p e r v i s e d  s i g n a l  l i n e s .  
A m u l t i l a y e r  alarm p r o c e s s i n g  i n t e r f a c e  t o  combine 

alarm s i g n a l s  f r o m  e a c h  segmented  l a y e r  i n  s u c h  a manner 
as  to i d e n t i f y  and  a p p r o p r i a t e l y  t r e a t  f a l s e  and n u i s a n c e  

alarms, y e t  a s s u r e  h i g h  o v e r a l l  p r o b a b i l i t i e s  o f  detec- 
t i o n .  A d d i t i o n a l l y ,  t o  communicate  commands t o  p e r i m e t e r  
s e n s o r  e l e m e n t s  a n d  hand-of f c o n t r o l  s i g n a l s  e i t h e r  t o  a 
c e n t r a l  c o m p u t e r  or to  a v a r i e t y  of s t a n d - a l o n e  p e r i p h -  

e ra l s  i n  t h e  C e n t r a l  and  S e c o n d a r y  A l a r m  S t a t i o n s  (CAS 
and SAS) . 

5.3 .4  ALARM ASSESSMENT 

M o n i t o r s  , a n n u n c i a t o r s  , d i s p l a y s  and c o n t r o l s  i d e n t i f y i n g  alarms t o  
a n  o p e r a t o r  and  l o g g i n g  t h e  a l a r m e d  perimeter segment  a n d  i t s  d i s p o s i -  

t i o n .  I n  a d d i t i o n ,  a n  a l a r m - k e y e d ,  c l o s e d  c i r c u i t  t e l e v i s i o n  (CCTV) 
s y s t e m  e n a b l i n g  a n  operator  t o  assess a l a r m e d  s e g m e n t s  a n d  t o  a u t o -  

m a t i c a l l y  r e c o r d  alarms f o r  r e c a l l  o n  o p e r a t o r  command. 

5 .3 .5  P H Y S I C A L  INTERFACES 

Each perimeter segment  and l a y e r  i n t e r f a c e s  w i t h  t h e  i s o l a t i o n  z o n e  

t e r r a i n  and  e n v i r o n m e n t .  S i t e  p r e p a r a t i o n  s h o u l d  encompass  t h e  i n s t a l -  
l a t i o n  of e a c h  l a y e r e d  s e g m e n t  a s  o n e  t a s k  i n c l u d i n g  common t r e n c h i n g ,  
power and  s i g n a l  w i r i n g  f rom p e r i m e t e r  t o  t h e  m u l t i l a y e r  p r o c e s s o r .  
T h i s  p r o c e s s o r  s h o u l d  b e  t h e  alarm s i g n a l  and c o n t r o l  i n t e r f a c e  t o  and 

f r o m  t h e  p e r i m e t e r  s e n s o r  f i e l d  a n d  t h e  CAS a n d  t h e  SAS, a n d  i n  t u r n  
t o  t h e  r e s p o n s e  f o r c e  command. 
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1 @ 5 .4  SYSTEM PERFORMANCE 

5 . 4 . 1  CLEAR ZONE 

The c l e a r  z o n e  s h o u l d  n o t  permit  t h e  i n t r u d e r  t o  h i d e  or  t o  b r i n g  
s c a l i n g  c o n s t r u c t s  t o  t h e  per imeter  w i t h o u t  b e i n g  o b s e r v e d .  V e g e t a t i o n  

s h o u l d  b e  c u t  and c o n t r o l l e d  so as  n o t  t o  become a source of n u i s a n c e  
alarms t o  t h e  per imeter  s e n s o r s .  

5 . 4 . 2  OUTER FENCE 

The o u t e r  f e n c e  s h o u l d  b e  o f  s t r o n g  and  f o r m i d a b l e  a p p e a r a n c e  so as  
t o  de te r  t respass .  

5 . 4 . 3  ISOLATION ZONE 

The i s o l a t i o n  zone  s h o u l d  be f r e e  o f  v e g e t a t i o n ,  obs t ac l e s  and  t e r r a i n  

f e a t u r e s  wh ich  would e i t h e r  b e  n u i s a n c e  alarm sources o r  obs t ac l e s  t o  
a c l e a r  view o f  e a c h  segmen t  l e n g t h .  

5 . 4 . 4  V E H I C L E  B A R R I E R  

The vehicle barrier, if installed, should stop or seriously disable a 

3 / 4  t o n  p i c k - u p  t r u c k  o r  heavy  a u t o m o b i l e .  

5 .4 .5  INTRUSION DETECTION 

A de tec tor  i s  a s e n s i n g  d e v i c e  i n  c o m b i n a t i o n  w i t h  a processor.  An 
i n t r u s i o n  d e t e c t o r  l a y e r  c o m p r i s e s  o n e  o r  s e v e r a l  l i k e  s e n s o r s  which  
a re  p h e n o m e n o l o g i c a l l y  d i s t i n c t  from o t h e r  l a y e r s  u s e d  i n  t h e  same 
perimeter segmen t .  

Each  l a y e r  i n d i v i d u a l l y  s h o u l d  have  d e m o n s t r a t e d  i n  f i e l d  t e s t i n g  
( p r e f e r a b l y  t e s t e d  by  S A N D I A )  a p o i n t  e s t ima te  of p r o b a b i l i t y  o f  
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d e t e c t i o n  ( P D )  o f  a t  l e a s t  .90  based o n  r e q u i r e d  t r i a l s  i n  e a c h  of t h e  
modes and  c o n d i t i o n s  d e s c r i b e d  i n  NRC R e g u l a t o r y  Gu ide  5 .44 .  

The c o m b i n a t i o n  o f  t w o  s e n s o r  l aye r s  i n t e r n a l  t o  t h e  i s o l a t i o n  zone  
( n o t  i n c l u d i n g  f e n c e  d i s t u r b a n c e  s e n s o r  t y p e )  s h o u l d  h a v e  as  a g o a l ,  
a p o i n t  es t imate  PD o f  a t  l e a s t  0.95 f o r  e a c h  segmen t  u n d e r  e a c h  of 

t h e  modes and c o n d i t i o n s  d e s c r i b e d  i n  NRC R e g u l a t o r y  Gu ide  5.44.  A 

t h r e e  l a y e r  s egmen t  s h o u l d  have  a s  a g o a l ,  a p o i n t  es t imate  PD o f  a t  
l e a s t  0.98. 

False  alarms a re  d e f i n e d  a s  a p p e a r i n g  w i t h o u t  a p p a r e n t  c a u s e .  They 
a r e  u s u a l l y  a r t i f a c t s  o f  s y s t e m  and  e n v i r o n m e n t a l  n o i s e .  

N u i s a n c e  alarms a re  i d e n t i f i a b l e  as  to  cause,  e . g . ,  a n i m a l s ,  v e g e t a -  

t i o n ,  w e a t h e r ,  and  d o  n o t  c o m p r i s e  a n  i n t r u s i o n  t h r e a t .  

The o b j e c t i v e  f o r  a s i n g l e  l a y e r  s egmen t  s h o u l d  be o n  t h e  a v e r a g e  n o t  
more t h a n  o n e  f a l s e  alarm and  t e n  n u i s a n c e  alarms pe r  day .  A proces- 
sed  2 or  3 l a y e r e d  complete perimeter s h o u l d  e x h i b i t  no  more t h a n  o n e  
f a l s e  alarm and no  more t h a n  o n e  n u i s a n c e  alarm per day .  F a l s e  or 
n u i s a n c e  alarm s i g n a l s  o c c u r r i n g  o n  a n y  s i n g l e  l a y e r  ( a n d  n o t  g i v e n  
a combined  a larm) s h o u l d  be a n n u n c i a t e d  as a l o w  l e v e l  i n d i c a t i o n  of 

e n v i r o n m e n t a l  a c t i v i t y ,  l o g g e d  and  a u t o m a t i c a l l y  r e s e t .  

Each segmen t  o f  t h e  perimeter alarm s y s t e m  s h o u l d  be capable  o f  d e t e c -  

t i n g  a n  i n t r u d e r  d i s t u r b i n g  t h e  f e n c e  or  t r a v e r s i n g  t h e  i s o l a t i o n  zone .  

By d e f i n i t i o n ,  t h e  i n t r u d e r  w i l l  we igh  a minimum of 35 k i l o g r a m s  and  
w i l l  t r a v e r s e  t h e  z o n e  a t  a r a t e  be tween  0 .15  and  5 meters per  s e c o n d  
w h e t h e r  w a l k i n g ,  r u n n i n g ,  j umping ,  c r a w l i n g  o r  r o l l i n g .  

The f o l l o w i n g  s p e c i f i c  d e t e c t i o n  r e q u i r e m e n t s  are a p p l i c a b l e  o n l y  i f  
t h e  p a r t i c u l a r  s e n s o r  i s  u s e d  i n  t h e  perimeter.  

A f e r r o u s  metal de t ec to r  s h o u l d  be ab le  t o  d e t e c t  t h i s  i n t r u d e r  w i t h  

a f a c t o r  20 ( 1 3  dB) i n s e r t i o n  loss  d u e  t o  a t m o s p h e r i c  a t t e n u a t i o n  
( e .g . ,  f o g )  a t  a maximum r a n g e  o f  100 meters. 
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@ Fence  mounted v i b r a t i o n  o r  s t r a i n  s e n s o r s  s h o u l d  d e t e c t  t h i s  i n t r u d e r  
a t t e m p t i n g  t o  c l i m b  or  c u t  t h e  f e n c e  or  to  l i f t  t h e  f e n c e  more t h a n  

1 5  c m  above  g r a d e .  Fence  s e n s o r s  s h o u l d  n o t  g e n e r a t e  alarms from wind 
f o r c e s  u p  t o  48 km/hr.  

S e n s o r  l a y e r s  may come w i t h  v e n d o r  s u p p l i e d  t e r m i n a l s  f o r  g a t h e r i n g  

a n d  f o r m a t t i n g  d a t a  f r o m  i n d i v i d u a l  t r a n s d u c e r s .  The m u l t i - l a y e r  
p r o c e s s i n g  i n t e r f a c e  s h o u l d  t h e n  a c c e p t  s i g n a l s  f rom t h e s e  t e r m i n a l s  
e i t h e r  a s  s w i t c h  c l o s u r e  v o l t a g e  l e v e l s  or  a s  d i g i t a l  words  c o n t a i n i n g  
s e n s o r  a d d r e s s ,  s e n s o r  s t a t u s  o r  alarm d a t a .  The i n t e r f a c e  t i e s  t h e  

p e r i m e t e r  e l e m e n t s  t o  t h e  alarm s t a t i o n s .  I t  allows f o r  s e l f - t e s t  
commands t o  be s e n t  t o  p e r i m e t e r  s e n s o r s  and hand o f f  command t o  b e  

s e n t  t o  a c e n t r a l  c o m p u t e r  a n d / o r  t o  p e r i p h e r a l  a s s e s s m e n t  and  l o g g i n g  
d e v i c e s  a t  t h e  alarm s t a t i o n s .  

5.4.6 L I G H T I N G  

The p e r i m e t e r  l i g h t i n g  e l e m e n t  s h o u l d  p r o v i d e  n i g h t  t i m e  i l l u m i n a t i o n  
of t h e  i s o l a t i o n  z o n e  t o  a minimum of  t w o  f o o t c a n d l e s  w i t h  a n  i l l u m i -  

n a t i o n  r a t i o  3 :1 ,  maximum t o  minimum. 

5.4.7 ALARM ASSESSMENT 

I n t r u s i o n  a l a r m s  processed by t h e  m u l t i - l a y e r  a l a r m  processor s h o u l d  

be s e p a r a t e l y  s e n t  t o  t h e  CAS and SAS for a n n u n c i a t i o n ,  assessment, 
r e c o r d i n g  and  l o g g i n g .  Cameras, processor and m o n i t o r s  s h o u l d  b e  
c o n f i g u r e d  t o  p r o v i d e  a h i g h  c o n t r a s t ,  h i g h  r e s o l u t i o n  a l a r m  segment  

s c e n e  s u f f i c i e n t  t o  assess t h e  t h r e a t ,  t o  make t h e  d i s p a t c h  d e c i s i o n  
a n d  t o  c o n t i n u e  s u r v e i l l a n c e  of t h e  i s o l a t i o n  zone  f o r  t a c t i c a l  com- 
mand p u r p o s e s .  

R e c o r d i n g  s h o u l d  be made of e a c h  s e n s o r  s i g n a l  w h e t h e r  l a y e r  p r o c e s s e d  

alarm, n u i s a n c e  alarm, s e n s o r  s e l f  t e s t  o r  access command, tamper i n -  
d i c a t i o n  or  power s w i t c h i n g .  The r e c o r d i n g  s h o u l d  m a i n t a i n  t h e  f o l -  

l o w i n g  d a t a :  
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Type o f  A l a r m  

A l a r m  Segment 
Data and  Time 
Acknowledgement 
Guard Response  A c t i o n  

5 . 4 . 8  COMMUNICATIONS 

S u p e r v i s e d  s i g n a l  t r a n s m i s s i o n  l i n e s  must  b e  p r o v i d e d  be tween  t h e  
s e n s o r  s e g m e n t s  and t h e  a la rm p r o c e s s i n g  i n t e r f a c e  and be tween  t h e  
i n t e r f a c e  and  t h e  CAS/SAS. Any a t t empt  a t  t a m p e r i n g  w i t h  t h e s e  l i n e s  

w i l l  c a u s e  a n  alarm t o  b e  a n n u n c i a t e d  and  l o g g e d .  

5.5 PHYSICAL CHARACTERISTICS OF SYSTEM 

5 . 5 . 1  CLEAR ZONE 

The c l e a r  z o n e  e x t e r i o r  t o  t h e  ou te r  f e n c e  s h o u l d  be a m i n i m u m  o f  6 
meters w i d e ,  c l e a r  o f  v e g e t a t i o n  and major t e r r a i n  d i s c o n t i n u i t i e s .  

5 .5 .2  OUTER FENCE 

The o u t e r  f e n c e  s h o u l d  b e  a minimum 8 f e e t  ( 2 . 4 4  meters) h i g h  w i t h  t h e  
top 1 f o o t  ( 0 . 3  meter) c o m p r i s i n g  3 s t r a n d s  of b a r b e d  w i r e  on  e x t e n -  
s i o n  arms. The lower 7 f e e t  ( 2 . 1 4  meters) s h o u l d  b e  minimum #11 AWG 

c h a i n  l i n k  t o  b e  a n c h o r e d  i n  a r e i n f o r c e d  c o n c r e t e  c u r b  o r  p i e r ,  8 

i n c h e s  ( 0 . 2  meters) w i d e  w i t h  4 i n c h e s  ( 0 . 1  meters) above  g r o u n d .  The 
c h a i n  l i n k  mater ia l  s h o u l d  b e  t r e a t e d  t o  p r e v e n t  c o r r o s i o n  w h i l e  i m -  
bedded  i n  t h e  c o n c r e t e .  The be low g round  p i e r  s h o u l d  e x t e n d  below 

t h e  f r o s t  l i n e  b u t  s h o u l d  be a minimum 1 8  i n c h e s  ( 0 . 4 6  meters) be low 

g round  l e v e l .  The c u r b  i s  mean t  t o  d i s c o u r a g e  t u n n e l i n g  b u t  a l s o  t o  
a v o i d  t h e  c r e a t i o n  o f  d i t c h e s  by water e r o s i o n  which  c o u l d  pe rmi t  de- 
f e a t  o f  t h e  f e n c e .  The f e n c e  is s c h e m a t i c a l l y  shown i n  f i g u r e  5-1. 
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OUTER CLEAR ZONE 

NO. 1 1  AWG CYCLONE TYPE WEB 

~ WEB IN CONCRETE 

- 

ET 
t 

CONTINUOUS CONCRETE SILL / 

TURNS AWAY THE CASUAL INTRUDER 

KEEPS OUT MEDIUM AND LARGE ANIMALS 

CATCHES BLOWING DEBRIS 

REQUIRES INTRUDERS TO SCALE OUTRIGGER 

SIGNALS PEDESTRIAN'OR VEHICLE ATTEMPTS BY 

BARBED WIRE OR CUT FENCE LINKS 

INTRUDER TO PENETRATE FENCE (WILL NOT 
DETECT BRIDGING ATTEMPTS] 

ENABLES TIME TO ASSESS 

F i g u r e  5-1. O u t e r  Fence  and  F e n c e  S e n s o r  
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If  t h e  p r e s e n t  f a c i l i t y  h a s  a n  e x i s t i n g  s i m i l a r  ou te r  f e n c e  n o t  
a n c h o r e d  t o  a c u r b ,  t h e n  t h e  c u r b  becomes o p t i o n a l .  I n s t e a d  t h e  f a b -  

r i c  s h o u l d  be  t i e d  e v e r y  6 i n c h e s  ( 0 . 1 5  meters) t o  t h e  b o t t o m  r a i l  a n (  
no  g a p s  s h o u l d  be a l l o w e d  t o  fo rm b e n e a t h  t h e  f e n c e .  

5 .5 .3  ISOLATION ZONE 

The i s o l a t i o n  zone  s h o u l d  be  a t  l e a s t  6 meters w i d e ,  f r e e  o f  v e g e t a -  

t i o n ,  o b s t r u c t i o n s  and  t e r r a i n  d i s c o n t i n u i t i e s .  Fence  o r  f e n c e s  
s h o u l d  bound t h e  i s o l a t i o n  zone  c o n t i n u o u s l y  a r o u n d  t h e  p e r i p h e r y  ex-  
cept a t  p o r t a l s  ( p o r t a l s  are  s p e c i f i e d  e l s e w h e r e ) .  The i s o l a t i o n  zone  
s h o u l d  be  segmented  f o r  p u r p o s e s  of i n t r u s i o n  d e t e c t i o n  and  l o c a t i o n  
and  e a c h  segment  s h o u l d  h a v e  a l e n g t h  o f  2 0 0  meters as  a g o a l ,  o r  1 0 0  

meters fo r  small  per imeters .  I t  is r e c o g n i z e d  t h a t  a few s e g m e n t s ,  
l i k e  a t  portals, w i l l  be shor te r .  

5 .5 .4  VEHICLE B A R R I E R  

A v e h i c l e  barrier s h o u l d  be  l o c a t e d  a t  l e a s t  6 meters i n t e r i o r  t o  t h e  

o u t e r  f e n c e  o f  t h e  p r o t e c t e d  a rea .  A s  shown i n  f i g u r e  5-2, i t  s h o u l d  
c o n s i s t  o f  s t e e l  S beams or  I beams a n c h o r e d  v e r t i c a l l y  i n  c y l i n d r i c a l  
c o n c r e t e  f o o t i n g s  s p a c e d  1 2  f e e t  ( 3 . 6 6  meters) a p a r t  w i t h  t w o  c o n t i n -  
uous  3/4 i n c h  ( 1 . 9  c m )  d i a m e t e r  s t e e l  cables a t t a c h e d  a t  e a c h  beam. 
The v e h i c l e  b a r r i e r  s h o u l d  be  c o n t i n u o u s  a r o u n d  t h e  per imeter  e x c e p t  
a t  p o r t a l s  which  w i l l  h a v e  separate  v e h i c l e  b a r r i e r s .  The v e h i c l e  
b a r r i e r  i s  o p t i o n a l  i f  a s e c o n d  f e n c e  h a s  a l r e a d y  been  p r o v i d e d  as  t h e  
i n n e r  boundary  t o  t h e  i s o l a t i o n  z o n e .  

5 .5 .5  LAYERED INTRUSION DETECTION 

Two o r  t h r e e  i n t r u s i o n  d e t e c t i o n  l a y e r s  u s i n g  d i v e r s e  s e n s i n g  proces- 
ses may be s e l e c t e d  f rom among t h e  s i x  c a t e g o r i e s  s p e c i f i e d  h e r e i n .  
The s i x  c a t e g o r i e s  a r e  Microwave,  E - F i e l d ,  B u r i e d  L i n e ,  I n f r a  r e d ,  
Fence  S e n s o r ,  Video .  Each l a y e r  s e l e c t e d  s h o u l d  be  i n  a d i f f e r e n t  
c a t e g o r y .  F o r  example ,  a power p l a n t  a l r e a d y  h a v i n g  t w o  uncombined 
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PREVENTS INTRUDER ATTEMPTS TO HIDE 

IMMOBILIZES LIGHT VEHICLES (3/4 TON PICKUP] 

INCREASES THE INJURY RISK TO INTRUDERS IN LARGER VEHICLES 

INSIDE FENCE DISCOURAGES CUTTING OF CABLE 

SHOULD DE-ESCALATE THREAT TO BACK PACK CARRIED EQUIPMENT 

Figure 5-2. Cable Guard Rail Vehicle Barrier 
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s e n s o r  l a y e r s  and  CCTV alarm a s s e s s m e n t  e q u i p m e n t  m i g h t  choose  o n e  o f  
t h e  f o l l o w i n g  s e t s ,  d e p e n d i n g  o n  w h a t  i s  a l r e a d y  t h e r e  (VMD i s  V i d e o  

Mot ion  D e t e c t i o n ,  MW i s  m i c r o w a v e ) .  
1. EXISTING E - F I E L D  L I N E  ADD POLYSTATIC M . W .  *ADD VMD 

2 .  E X I S T I N G  E-FIELD L I N E  E X I S T I N G  FENCE SENSOR *ADD VMD 

3. EXISTING MICROWAVE L I N E  EXISTING FENCE SENSOR *ADD VMD 

*Video Mot ion  D e t e c t i o n  (VMD) is shown a s  t h e  t h i r d  o p t i o n  example  

h e r e  o n l y  because it is a p o t e n t i a l l y  l o w  cost  a d j u n c t  t o  a n  e x i s t i n g  
CCTV s y s t e m .  The t h i r d  s e n s o r  may be s e l e c t e d  f rom among t h e  combina-  
t i o n s  l i s t e d  on  page  5-15. 

Because  f e n c e s  i n  t h e m s e l v e s  are  most e a s i l y  d e f e a t e d ,  f e n c e  d i s t u r b -  
a n c e  s e n s o r  t y p e s  a r e  n o t  recommended f o r  new equip inent  l a y e r i n g ,  e v e n  

t h o u g h  t h e y  may have  a h i g h  PD and  l o w  FAR/NAR. Any s u p p l e m e n t a r y  
l a y e r  s h o u l d  employ sensors i n  o r  p r o j e c t i n g  i n t o  t h e  i s o l a t i o n  z o n e ;  

and e x i s t i n g  f e n c e  s e n s o r s  w i l l  comprise t h e  3 r d  or  backup  l a y e r .  

S e n s o r  l a y e r  s e l e c t i o n ,  p a r t i c u l a r l y  €or  new i n s t a l l a t i o n s  and o l d  
i n s t a l l a t i o n s  a d d i n g  new reac tors ,  may be made f rom t h e  T a b l e  5-1 

m a t r i x  of  2 0  poss ib le  c o m b i n a t i o n s  o f  6 s e n s o r  c a t e g o r i e s  i n t o  3 l a y -  
e r s .  M a g n e t i c ,  p r e s s u r e / s t r a i n  and  seismic s e n s o r s  a re  i n c l u d e d  u n d e r  
" b u r i e d  s e n s o r s " .  The p o r t e d  c o a x ,  a l t h o u g h  b u r i e d  , i s  c o n s i d e r e d  a s  
a microwave s y s t e m .  I n d i v i d u a l  s e n s o r s  and v i a b l e  c o m b i n a t i o n s  h a v e  

b e e n  i d e n t i f i e d  f u r t h e r  i n  F i g u r e  5-3. 

S e l e c t i o n  o f  a p p r o p r i a t e  s e n s o r  t y p e s  f rom among t h e s e  c a t e g o r i e s  
( e . g . ,  seismic t y p e  f rom b u r i e d  l i n e  c a t e g o r y )  s h o u l d  c o n s i d e r  re- 
q u i r e m e n t s  imposed b y  i n t e n d e d  s i t e  and  e n v i r o n m e n t .  A n o r t h e r n  s i t e  
h a v i n g  w i n t e r  w e a t h e r  e x t r e m e s ,  c o u l d  w e l l  op t  f o r  a b u r i e d  s e n s o r  i n -  

s t e a d  o f  a f r e e  s t a n d i n g  s e n s o r  i n  t h e  i s o l a t i o n  zone  t o  e n a b l e  snow 
remova l  w i t h o u t  o b s t r u c t i o n .  

C h o i c e  f o r  t h i s  e n v i r o n m e n t  f o r  example ,  m i g h t  be  o n e  of t h e  f o l l o w i n g  

sets.  
1. B u r i e d  P o r t e d  Coax B u r i e d  Se ismic  L i n e  Fence  S e n s o r  

2 .  P r e s s u r e  S t r a i n  B u r i e d  B u r i e d  P o r t e d  Coax Fence  S e n s o r  
L i n e  

3 .  Fence  S e n s o r  B u r i e d  S e i s m i c  L i n e  VMD 
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T a b l e  5-1 
2 0  P O S S I B L E  COMBINATIONS OF 6 SENSOR C A T E G O R I E S  I N T O  3 LAYERS 

MICROWAVE 

MICROWAVE 

MICROWAVE L I N E  

M I C  ROWAVE 

MICROWAVE 

MICROWAVE L I N E  

M I C  ROWAVE 

MICROWAVE 

MICROWAVE 

M I C  RO WAVE 

E - F I E L D  

E - F I E L D  L I N E  

E-F I E L D  

E - F I E L D  L I N E  

E - F I E L D  

E - F I E L D  L I N E  

E - F I E L D  L I N E  

B U R I E D  L I N E  

B U R I E D  L I N E  

B U R I E D  L I N E  

I R  

5 .5 .6  P E R I M E T E R  ALARM SENSOR 

E - F I  ELD 

E - F I E L D  

E - F I E L D  

E - F I E L D  

B U R I E D  L I N E  

B U R I E D  L I N E  

B U R I E D  L I N E  

I R  

I R  

FENCE SENSOR 

B U R I E D  L I N E  

B U R I E D  L I N E  

B U R I E D  L I N E  

I R  

I R  

FENCE SENSOR 

FENCE SENSOR 

I R  

I R  

FENCE SENSOR 

FENCE SENSOR 

CAN D I DAT E S 

P h y s i c a l  c h a r a c t e r i s t i c s  of t h e  s i x  t y p e s  of 

s e n s o r s  d e s c r i b e d  by NRC i n  r e g u l a t o r y  g u i d e  
i n g .  S u p p l e m e n t a r y  i n f o r m a t i o n  i s  g i v e n  for  

s e n s o r s .  

5 .5 .6 .1  Microwave P e r i m e t e r  A l a r m  S e n s o r  

B U R I E D  L I N E  

I R  

FENCE SENSOR 

V I D E O  

I R  

FENCE SENSOR 

V I  D E 0  

FENCE SENSOR 

V I  D E 0  

V I  D E 0  

I R  

FENCE SENSOR 

V I  D E 0  

FENCE SENSOR 

V I  D E 0  

V I  D E 0  

V I  D E 0  

FENCE SENSOR 

V I  D E 0  

V I  D E 0  

V I  D E 0  

perimeter i n t r u s i o n  alarm 
5 . 4 4  a r e  repeated f o l l o w -  
p o r t e d  c o a x  a n d  VMD 

Each l i n k  of a microwave perimeter alarm s y s t e m  i s  composed of a 
t r a n s m i t t e r ,  r e c e i v e r ,  power s u p p l y ,  s i g n a l  p r o c e s s i n g  u n i t ,  s i g n a l  @ 
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ALARM SYSTEM COMBINATIONS 

u) 
FENCEMOUNTED I 2 I I MICROWAVE I E-FIELD MAG g 

FENCE 

VIDEO DETECTION 

Figure 5-3. Alarm System Combinations 
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t r a n s m i s s i o n  s y s t e m ,  and  a n n u n c i a t o r .  The microwave  t r a n s m i t t e r  
p r o d u c e s  a beam- l ike  p a t t e r n  o f  microwave e n e r g y  d i r e c t e d  t o  t h e  re- 
c e i v e r ,  which  s e n s e s  t h e  microwave beam. A p a r t i a l  or  t o t a l  i n t e r r u p -  
t i o n  o f  t h e  beam w i l l  cause a n  a l a r m .  The microwave  beam c a n  be  modu- 
l a t e d  t o  r e d u c e  i n t e r f e r e n c e  f rom s p u r i o u s  sources o f  r a d i o  f r e q u e n c y  
e n e r g y ,  t o  i n c r e a s e  s e n s i t i v i t y ,  and  t o  d e c r e a s e  t h e  v u l n e r a b i l i t y  t o  
d e f e a t  f rom " c a p t u r e "  o f  t h e  r e c e i v e r  by  a f a l s e  microwave s o u r c e .  

S u c c e s s i v e  microwave  l i n k s  c a n  be o v e r l a p p e d  t o  fo rm a p r o t e c t i v e  

perimeter a r o u n d  a f a c i l i t y .  S i n c e  t h e  t r a n s m i t t e r / r e c e i v e r  l i n k  i s  
a l i n e - o f - s i g h t  s y s t e m ,  h i l l s  o r  o t h e r  o b s t r u c t i o n s  w i l l  i n t e r r u p t  t h e  

beam, and  d i t c h e s  o r  v a l l e y s  may p r o v i d e  crawl space f o r  a n  i n t r u d e r .  
Moreove r ,  o b j e c t s  s u c h  as  tumbleweed,  paper ,  and  b u s h e s  moving i n  t h e  

p a t h  o f  t h e  beam c a n  cause n u i s a n c e  alarms. S i n c e  t h e  beam i s  w i d e r  

t h a n  o t h e r  s y s t e m s ,  care  m u s t  be t a k e n  t o  e n s u r e  t h a t  a u t h o r i z e d  

a c t i v i t i e s  d o  n o t  c r ea t e  n u i s a n c e  alarms. Sys t ems  u s i n g  t h e  Doppler 
s h i f t  f o r  m o t i o n  d e t e c t i o n  a r e  e s p e c i a l l y  s e n s i t i v e  t o  t h e  m o t i o n  o f  

t rees  and  g r a s s  and  t o  f a l l i n g  r a i n  a n d  snow. T y p i c a l l y ,  a microwave  
perimeter alarm s y s t e m  w i l l  operate  e f f e c t i v e l y  i n  t h e  r a n g e  be tween  
7 0  and  1 5 0  meters. However,  t h e  maximum and minimum s e p a r a t i o n  o f  t h e  
t r a n s m i t t e r  and r e c e i v e r  s h o u l d  be s p e c i f i e d  b y  t h e  m a n u f a c t u r e r .  

F o r  t h i s  a p p l i c a t i o n ,  t h e  microwave beam s h o u l d  be m o d u l a t e d ,  a n d  t h e  

r e c e i v e r  s h o u l d  be  f r e q u e n c y  s e l e c t i v e  t o  d e c r e a s e  s u s c e p t i b i l i t y  t o  
r e c e i v e r  " c a p t u r e " .  The t r a n s m i t t e r s  and  r e c e i v e r s  s h o u l d  be  i n s t a l -  
l e d  on e v e n  t e r r a i n  c l e a r  of t rees ,  t a l l  g r a s s ,  and  b u s h e s .  Each u n i t  
s h o u l d  be  mounted r i g i d l y  a t  a d i s t a n c e  of a b o u t  1 meter a b o v e  t h e  
g round .  Because  of  v a r i a n c e s  i n  t h e  a n t e n n a  p a t t e r n  o f  d i f f e r e n t  m i c -  
rowave s y s t e m s ,  t h i s  h e i g h t  may h a v e  to  be v a r i e d  s l i g h t l y  i n  order  

t o  o b t a i n  proper g round  c o v e r a g e .  The d i s t a n c e  be tween  a t r a n s m i t t e r  
and  i ts  r e c e i v e r  s h o u l d  be i n  a c c o r d a n c e  w i t h  b o t h  t h e  m a n u f a c t u r e r ' s  
s p e c i f i c a t i o n s  and s i t e - s p e c i f i c  r e q u i r e m e n t s .  To  p r e v e n t  p a s s a g e  
u n d e r  t h e  microwave  beam i n  t h e  shadow o f  a n  o b s t r u c t i o n ,  h i l l s  s h o u l d  

be l e v e l e d ,  d i t c h e s  f i l l e d ,  and  o b s t r u c t i o n s  reinoved so  t h a t  t h e  area 
be tween  t r a n s m i t t e r  and  r e c e i v e r  is c l ea r  o f  o b s t r u c t i o n s  a n d  f r e e  o f  
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9 rises or  d e p r e s s i o n s  of  a h e i g h t  o r  d e p t h  g r e a t e r  t h a n  1 5  c m .  The 
c l e a r  area s h o u l d  be s u f f i c i e n t l y  wide to  p r e c l u d e  g e n e r a t i o n  of  
alarms b y  o b j e c t s  moving n e a r  t h e  microwave l i n k  ( e . g . ,  p e r s o n n e l  walk-  

i n g  o r  v e h i c u l a r  t r a f f i c  ) .  Approximate  d imens  i o n s  of  t h e  microwave 
p a t t e r n  s h o u l d  b e  p r o v i d e d  by t h e  m a n u f a c t u r e r .  

I f  t h e  microwave l i n k  is i n s t a l l e d  i n s i d e  and r o u g h l y  p a r a l l e l  t o  a 

p e r i m e t e r  f e n c e  o r  w a l l ,  t h e  t r a n s m i t t e r  and  r e c e i v e r  s h o u l d  b e  posi- 
t i o n e d  so  as  t o  p r e v e n t  someone from a v o i d i n g  d e t e c t i o n  by jumping 

o v e r  t h e  microwave beam i n t o  t h e  p r o t e c t e d  a rea  f rom a t o p  t h e  f e n c e  
or  w a l l .  T y p i c a l l y ,  a c h a i n  l i n k  s e c u r i t y  f e n c e  w i t h  a n  o v e r a l l  

h e i g h t  o f  2 . 4  meters w i l l  r e q u i r e  a minimum o f  2 meters be tween t h e  
f e n c e  and t h e  c e n t e r  of  t h e  microwave beam. 

S u c c e s s i v e  microwave l i n k s  and  c o r n e r s  s h o u l d  o v e r l a p  a t  l e a s t  3 
m e t e r s  t o  e l i m i n a t e  t h e  dead spot  (a reas  w h e r e  movement is n o t  de t ec t -  

e d )  below and i m m e d i a t e l y  i n  front of t ransmit ters  and  rece ivers .  The 
o v e r l a p  o f  s u c c e s s i v e  l i n k s  s h o u l d  b e  a r r a n g e d  so  t h a t  r e c e i v e r  u n i t s  
a r e  w i t h i n  t h e  area p r o t e c t e d  by t h e  microwave beam. 

B u r i e d  p o r t e d  coax  microwave and f e n c e  mounted microwave s y s t e m s  a re  

e x c e p t e d  f r o m  t h e  above  d i m e n s i o n a l  r e q u i r e m e n t s  which a r e  meant  f o r  
f r e e - s t a n d i n g  e q u i p m e n t .  

5 .5 .6 .2  E-Fie ld  P e r i m e t e r  A l a r m  S e n s o r  

An E - f i e l d  perimeter alarm s y s t e m  c o n s i s t s  b a s i c a l l y  o f  a f i e l d  
g e n e r a t o r  t h a t  e x c i t e s  a f i e l d  w i r e ,  o n e  o r  more s e n s i n g  wi res ,  and  
a s e n s i n g  f i l t e r ;  and  a m p l i f i e r ;  and a d i s c r i m i n a t o r y  a n n u n c i a t o r  
u n i t .  The f i e l d  wire t ransmi ts  e s s e n t i a l l y  and  o m n i d i r e c t i o n a l  E- 

f i e l d  t o  g r o u n d .  A l a r g e  body a p p r o a c h i n g  t h e  s y s t e m  c h a n g e s  t h e  p a t -  
t e r n  of  t h e  E - f i e l d .  When s e n s i n g  wires a re  p l a c e d  a t  d i f f e r e n t  loca- 
t i o n s  w i t h i n  t h e  t r a n s m i t t e d  E - f i e l d  p a t t e r n ,  t h e y  p i c k  up  a n y  c h a n g e s  
o c c u r r i n g  i n  t h a t  p a t t e r n .  I f  t h e  c h a n g e s  a r e  w i t h i n  t h e  f r e q u e n c y  

b a n d p a s s  o f  human movement, a n  alarm s i g n a l  is g e n e r a t e d .  The f i e l d  
wire and  o n e  o r  more p a r a l l e l  s e n s i n g  wires  c a n  be e i t h e r  c o n n e c t e d  
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t o  a c h a i n  l i n k  f e n c e  o r  mounted a s  a n  above -g round ,  f r e e s t a n d i n g  s y s -  
t e m  w i t h i n  a n  i s o l a t i o n  z o n e .  

The E - f i e l d  s y s t e m  c a n  o f f e r  a b o u t  3 0 0  meters o f  per imeter  p r o t e c t i o n  
per  s e g m e n t ,  b u t  s h o r t e r  l e n g t h s  a r e  recommended i n  order t o  h a v e  
e f f e c t i v e  alarm a s s e s s m e n t  and r e s p o n s e  c a p a b i l i t i e s .  The s y s t e m  c a n  
be mounted o n  m e t a l ,  p l a s t i c ,  o r  wooden pos t s  u s i n g  s p e c i a l l y  d e s i g n e d  

e l e c t r i c a l  i s o l a t o r s  t h a t  al low f o r  s m a l l  movements o f  t h e  pos ts  w i t h -  
o u t  d i s t u r b i n g  t h e  f i e l d  a n d  s e n s i n g  wires .  Bo th  t h e  f i e l d  a n d  s e n s -  
i n g  wires need  t o  be u n d e r  a h i g h  d e g r e e  of  s p r i n g  t e n s i o n  t o  p r o d u c e  
h i g h - f r e q u e n c y  v i b r a t i o n s  when t h e y  a r e  s t r u c k  by s m a l l  f o r e i g n  ob- 

j e c t s  o r  blown by  t h e  w i n d ,  b o t h  o f  which  a r e  o u t  o f  t h e  p a s s b a n d  o f  
t h e  r e c e i v i n g  c i r c u i t r y .  I n  a d d i t i o n ,  i n  o r d e r  t o  k e e p  t h e  s e n s i t i v -  

i t y  o f  t h e  s y s t e m  f rom v a r y i n g ,  t h e  E - f i e l d  d e t e c t o r  n e e d s  t o  be  w e l l  
g rounded  i n  a c c o r d a n c e  w i t h  v e n d o r  s p e c i f i c a t i o n s .  

The E - f i e l d  d e t e c t o r  is n o t  l i n e - o f - s i g h t  l i m i t e d  and t h e r e f o r e  c a n  be 

i n s t a l l e d  o n  uneven  t e r r a i n  a n d  i n  a n  i r r e g u l a r  l i n e .  The s u r r o u n d i n g  
t e r r a i n  s h o u l d  be k e p t  c l e a r  o f  s h r u b s ,  t r e e  l i m b s ,  and  u n d e r g r o w t h  

s i n c e  t h e y  a c t  a s  moving g round  o b j e c t s .  The bas ic  s y s t e m  h a s  e i t h e r  
t h r e e  o r  f o u r  wires  c o m p r i s i n g  s e n s i n g  wires and a f i e l d  wire.  The 

w i d t h  of  t h e  d e t e c t i o n  zone  i s  v a r i a b l e  and  d e p e n d s  t o  a l a r g e  d e g r e e  
o n  t h e  s i z e  of  t h e  t a r g e t .  G e n e r a l l y ,  i t  is  a p p r o x i m a t e l y  0 . 6  meter 

wide  o n  e i t h e r  s i d e  o f  t h e  f i e l d  wire. To p r e v e n t  a n  i n t r u d e r  f rom 
jumping  o v e r  t h e  top o f  t h e  E - f i e l d  d e t e c t o r ,  a s e n s i n g  wire  c a n  be 

i n s t a l l e d  a p p r o x i m a t e l y  1 m e t e r  above t h e  field w i r e .  When i n s t a l l e d  
o n  a c h a i n  l i n k  f e n c e ,  s t a n d o f f s  a p p r o x i m a t e l y  0 . 5  meter l o n g  a r e  used  

f o r  moun t ing  t h e  wires. The E - f i e l d  g e n e r a t e d  i n  t h i s  c o n f i g u r a t i o n  
does n o t  p e n e t r a t e  t h e  f e n c e  b u t  p a r a l l e l s  i t .  

The f i e l d  a n d  s e n s i n g  wires s h o u l d  be  s u p e r v i s e d  t o  p r e v e n t  t h e  

u n d e t e c t e d  c u t t i n g  or  b y p a s s i n g  o f  t h e  s y s t e m  t h r o u g h  e l e c t r o n i c  o r  
c l a n d e s t i n e  means.  The s y s t e m  d e s i g n  s h o u l d  employ  t e c h n i q u e s  t o  

m i n i m i z e  alarms c a u s e d  by  h i g h  w i n d s  , t h u n d e r s  t o r m - r e l a t e d  e l e c t r i c a l  
phenomena,  a n d  s m a l l  a n i m a l s .  

The E - f i e l d  s e n s o r  s h o u l d  c o n s i s t  of a minimum of o n e  f i e l d  wire and 
t w o  s e n s i n g  w i r e s .  One s e n s i n g  w i r e  s h o u l d  be loca ted  no  more t h a n  

@ 
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0 . 4 5  meter above  ground l e v e l  w i t h  t h e  s e c o n d  l o c a t e d  a p p r o x i m a t e l y  
2.6 meters above g r o u n d  l e v e l .  The f i e l d  wire s h o u l d  be located be- 

tween  t h e  s e n s i n g  wires a p p r o x i m a t e l y  l meter above  ground l e v e l .  
The s u r r o u n d i n g  t e r r a i n  w i t h i n  3 meters o f  E - f i e l d  wires s h o u l d  b e  

f r e e  o f  a l l  s h r u b s ,  t rees ,  a n d  u n d e r g r o w t h .  The c o n t r o l  u n i t  s h o u l d  
be w e l l  g rounded u s i n g  a 1-meter or  l o n g e r  g r o u n d i n g  rod o r  e q u i v a l e n t  
e l e c t r i c a l  g r o u n d .  When mounted t o  a c h a i n  l i n k  f e n c e ,  t h e  f e n c e  
s h o u l d  a l s o  be well  grounded a p p r o x i m a t e l y  e v e r y  2 3  meters u s i n g  a 1- 
meter o r  l o n g e r  g r o u n d i n g  rod  or  e q u i v a l e n t  e l e c t r i c a l  g r o u n d .  

1 
5.5.6.3 B u r i e d  S e n s o r s  

5 .5 .6 .3 .1 F e r r o u s  Metal Detector Perimeter A l a r m  S e n s o r .  

A f e r r o u s  m e t a l  de tec tor  s y s t e m  c o n s i s t s  of b u r i e d  e l e c t r i c a l  cab les ,  

ampl i f ie rs ,  i n h i b i t o r s ,  power s u p p l y ,  s i g n a l  p r o c e s s i n g  u n i t ,  s i g n a l  
t r a n s m i s s i o n  l i n e s ,  a n d  a n n u n c i a t o r .  The s y s t e m  is  p a s s i v e  a n d  i s  
r e s p o n s i v e  t o  c h a n g e s  i n  t h e  e a r t h ' s  a m b i e n t  m a g n e t i c  f i e l d .  Such 

c h a n g e s  are  c a u s e d  e i t h e r  b y  e l e c t r o m a g n e t i c  d i s t u r b a n c e s  s u c h  a s  
l i g h t n i n g  o r  b y  f e r r o u s  metal  b e i n g  c a r r i e d  o v e r  t h e  b u r i e d  c a b l e s .  
The change  i n  t h e  l oca l  a m b i e n t  m a g n e t i c  f i e l d  i n d u c e s  a c u r r e n t  i n  
t h e  b u r i e d  c a b l e  which  is f i l t e r e d  and  s e n s e d  by t h e  e l e c t r o n i c s .  I f  

t h e  c h a n g e  e x c e e d s  a p r e d e t e r m i n e d  t h r e s h o l d ,  a n  a l a r m  i s  g e n e r a t e d .  
T o  r e d u c e  n u i s a n c e  alarms f rom e x t e r n a l  e l e c t r o m a g n e t i c  s o u r c e s  ( e . g . ,  
e l e c t r i c a l  power t r a n s m i s s i o n  l i n e s )  , t h e  e l e c t r i c a l  c a b l e  i s  l a i d  
i n  l o o p s  t h a t  a re  t r a n s p o s e d  a t  r e g u l a r  i n t e r v a l s .  A l s o ,  a n  i n h i b i t o r  

loop c a n  be u s e d  t o  r e d u c e  n u i s a n c e  alarms f r o m  e l e c t r o m a g n e t i c  i n t e r -  
f e r e n c e .  The i n h i b i t o r  which  o p e r a t e s  o n  t h e  same p r i n c i p l e  a s  t h e  
s e n s o r  cable loops a n d  i s  b u r i e d  n e a r  t h e  s e n s o r  c a b l e ,  s e n s e s  s t r o n g  
t e m p o r a r y  e l e c t r o m a g n e t i c  i n t e r f e r e n c e s  ( e  .g .  , l i g h t n i n g )  and d i s a b l e s  
t h e  alarm s y s t e m  f o r  a p p r o x i m a t e l y  o n e  s e c o n d ,  t h u s  r e d u c i n g  n u i s a n c e  

alarms. 

The f e r r o u s  metal  d e t e c t o r  s y s t e m  i s  n o t  a l i n e - o f - s i g h t  s y s t e m  and  

t h e r e f o r e  c a n  b e  i n s t a l l e d  o n  uneven g r o u n d  i n  a n  i r r e g u l a r  l i n e .  
The s e n s o r  s u b l o o p s  formed by t h e  cables  m u s t  be f a i r l y  r e g u l a r ,  
however .  S i n c e  t h e  s y s t e m  w i l l  d e t e c t  o n l y  f e r r o u s  metal ,  a n i m a l s ,  
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b i r d s ,  o r  f l y i n g  l e a v e s  w i l l  n o t  i n i t i a t e  alarms. However,  

e l e c t r o m a g n e t i c  i n t e r f e r e n c e s  c a n  cause n u i s a n c e  alarms o r  d i s a b l e  
t h e  alarm s y s t e m  when t h e  i n t e r f e r e n c e  i s  s e v e r e .  

Each s e n s i n g  c a b l e  ( a n d  a m p l i f i e r )  c a n  m o n i t o r  a s e c u r i t y  segmen t  u p  

t o  500 meters i n  l e n g t h .  I n c r e a s i n g  t h e  l e n g t h  o f  t h e  s e c u r i t y  seg -  
ment  beyond 5 0 0  meters u s u a l l y  r e s u l t s  i n  a h i g h  n u i s a n c e  alarm r a t e .  
M u l t i p l e  c a b l e s  and a m p l i f i e r s  c a n  be u s e d  t o  e x t e n d  t h e  m o n i t o r i n g  

l e n g t h .  

The d e t e c t i o n  s y s t e m  s h o u l d  be  e q u i p p e d  w i t h  i n h i b i t o r  c o i l s  t o  min i -  

mize  n u i s a n c e  alarms due  to  e l e c t r o m a g n e t i c  i n t e r f e r e n c e .  N o  more 
t h a n  s i x  s e n s i n g  loops per i n h i b i t o r  c o i l  s h o u l d  be  used  i n  o r d e r  t o  

p r e v e n t  s i m u l t a n e o u s  d e s e n s i t i z i n g  o f  t h e  e n t i r e  s y s t e m .  

To d e t e r m i n e  i f  t h e  f e r r o u s  me ta l  d e t e c t i o n  s y s t e m  w i l l  operate  i n  t h e  
p r o p o s e d  e n v i r o n m e n t ,  a p r e e n g i n e e r i n g  s i t e  s u r v e y  s h o u l d  be made u s -  
i n g  a n  e l e c t r o m a g n e t i c  d e t e c t i o n  s u r v e y  meter. T h i s  s u r v e y  meter c a n  
be f u r n i s h e d  by  t h e  m a n u f a c t u r e r .  I f  t h e  e l e c t r o m a g n e t i c  d i s t u r b a n c e s  
a re  w i t h i n  t h e  l i m i t s  p r e s c r i b e d  by  t h e  m a n u f a c t u r e r ,  t h i s  t y p e  o f  
s y s t e m  c a n  be u s e d  e f f e c t i v e l y .  S p e c i a l  l o o p i n g  c o n f i g u r a t i o n s  can b e  

made i n  a reas  o f  h i g h  e l e c t r o m a g n e t i c  i n t e r f e r e n c e  t o  r e d u c e  t h e  i n c i -  
d e n c e  o f  n u i s a n c e  alarms. 

The s e n s i n g  loops o f  e l e c t r i c a l  c a b l e  s h o u l d  be  b u r i e d  i n  t h e  g round  

a c c o r d i n g  t o  t h e  m a n u f a c t u r e r ' s  s p e c i f i c a t i o n .  M u l t i p l e  units (cable 
and a m p l i f i e r )  s h o u l d  be u s e d  t o  p ro tec t  a perimeter.  A l l  a s s o c i a t e d  
b u r i e d  c i r c u i t r y  s h o u l d  be b u r i e d  w i t h i n  t h e  protected zone  a n d  pack- 

aged  i n  h e r m e t i c a l l y  s e a l e d  c o n t a i n e r s .  The c a b l e  s h o u l d  be  l a i d  i n  
a c c o r d a n c e  w i t h  t h e  m a n u f a c t u r e r ' s  recommended g e o m e t r i c a l  c o n f  i gu ra -  
t i o n s  to  r e d u c e  n u i s a n c e  alarms from e x t e r n a l  s o u r c e s .  When c a b l e  i s  
b e i n g  i n s t a l l e d  i n  r o c k y  s o i l ,  care s h o u l d  be  t a k e n  t o  remove s h a r p  
r o c k s  d u r i n g  b a c k f i l l i n g  over  t h e  c a b l e .  I n h i b i t o r s  s h o u l d  be b u r i e d  

i n  t h e  g round  a t  l e a s t  6 meters f r o m  t h e  c a b l e  i n s i d e  t h e  p r o t e c t e d  
perimeter.  

C o n t i n u o u s  e l e c t r o m a g n e t i c  i n t e r f e r e n c e  obs t ruc t s  t h e  d e t e c t  i o n  of  an  
i n t r u d e r  c a r r y i n g  f e r r o u s  metal  o v e r  t h e  b u r i e d  c a b l e  by k e e p i n g  t h e  
i n h i b i t o r  a c t i v a t e d ,  t h e r e b y  p r e v e n t i n g  t h e  alarm u n i t  f rom r e s p o n d i n g  
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t o  a change  i n  f l u x  c a u s e d  by t h e  i n t r u d e r .  The d e v i c e  s h o u l d  t h e r e -  
f o r e  b e  u s e d  o n l y  where t h e  e n v i r o n m e n t  i s  r e l a t i v e l y  f r e e  of s e v e r e  
man-made e l e c t r o m a g n e t i c  i n t e r f e r e n c e  ( e . g . ,  o v e r h e a d  power cables 
pole-mounted t r a n s f o r m e r s ,  g e n e r a t o r s ) .  The cable  s h o u l d  n e v e r  b e  

i n s t a l l e d  c lose to  o v e r h e a d  power t r a n s m i s s i o n  l i n e s .  Moreover ,  t h e  
cable s h o u l d  be placed a t  l e a s t  3 meters f r o m  p a r a l l e l - r u n n i n g  metal  
f e n c e s  and a t  l e a s t  20 meters from p u b l i c  r o a d s  t o  m i n i m i z e  n u i s a n c e  
alarms. 

5.5.6.3.2 Pressure/Strain-Sensitive Perimeter A l a r m  S e n s o r .  

B u r i e d  p r e s s u r e / s t r a i n  t r a n s d u c e r s  de tec t  sma l l  v a r i a t i o n s  i n  t h e  
m e c h a n i c a l  s tress e x e r t e d  on t h e  s u r r o u n d i n g  s o i l  by t h e  p r e s e n c e  o f  

a n  i n d i v i d u a l  p a s s i n g  above  t h e  s e n s o r .  The s i g n a l s  p r o d u c e d  by t h e  
t r a n s d u c e r s  are  a m p l i f i e d  and compared w i t h  a p r e e s t a b l i s h e d  t h r e s h -  

o l d .  If  t h e  s i a n a l  e x c e e d s  t h e  t h r e s h o l d ,  a n  alarm o c c u r s .  The t r a n s -  
d u c e r  may be a s e t  of p i e z o e l e c t r i c  c r y s t a l s ,  a f l u i d - f i l l e d  f l e x i b l e  

t u b e ,  a s p e c i a l l y  f a b r i c a t e d  s t r e s s / s t r a i n  e l e c t r i c a l  c a b l e ,  a n  i n s u -  
l a t e d  wire i n  a m e t a l l i c  t u b e  or  a n  i n t e r c o n n e c t e d  s e t  of seismic 
t r a n s d u c e r s ,  S e i s m i c  t r a n s d u c e r s  d e t e c t  l o w  f r e q u e n c y  p r e s s u r e  waves.  

L i k e  t h e  f e r r o u s  metal  d e t e c t o r  s y s t e m ,  t h e  p r e s s u r e - s e n s  i t i v e  s y s t e m  
d o e s  n o t  r e q u i r e  l i n e - o f - s i g h t  i n s t a l l a t i o n  and  c a n  be s i t e d  o n  uneven  

t e r r a i n .  However, s o i l  c o n d i t i o n  and c o m p o s i t i o n  h a v e  a s i g n i f i c a n t  
e f f e c t  o n  s e n s o r  s e n s i t i v i t y .  I n s t a l l a t i o n  i n  r o c k y  so i l  may r e s u l t  

i n  damage t o  t h e  p r e s s u r e  t r a n s d u c e r s  e i t h e r  d u r i n g  i n s t a l l a t i o n  o r  as 
a r e s u l t  of s o i l  s e t t l e m e n t  a f t e r  i n s t a l l a t i o n .  Wind-genera ted  move- 

ment i n  t rees  and p o l e s  c a n  c rea te  n u i s a n c e  alarms. High w i n d s  c a n  
p r o d u c e  p r e s s u r e  waves o n  t h e  g r o u n d  s u r f a c e  which ,  i f  s e n s e d  by t h e  
t r a n s d u c e r ,  c o u l d  n e c e s s i t a t e  o p e r a t i o n  a t  r e d u c e d  s e n s i t i v i t y  i n  
order t o  a v o i d  n u i s a n c e  alarms. F e a t u r e s  t o  c o m p e n s a t e  f o r  wind- 

g e n e r a t e d  n o i s e  c a n  be d e s i g n e d  i n t o  t h e  e q u i p m e n t  b u t  i n  t u r n  may 
c a u s e  a d e c r e a s e  i n  s y s t e m  s e n s i t i v i t y .  P r e s s u r e  s y s t e m s  w i l l  lose 
s e n s i t i v i t y  when t h e  b u r i e d  s e n s o r s  are  c o v e r e d  by snow, by snow w i t h  

a f r o z e n  c r u s t  t h a t  w i l l  s u p p o r t  t h e  w e i g h t  o f  man, o r  by f r o z e n  

g r o u n d .  Seismic s e n s o r s  may de t ec t  a n  i n t r u d e r  on  f r o z e n  g r o u n d  
a l t h o u g h  n o t  i n  d e e p  snow. O t h e r  n a t u r a l  phenomena s u c h  as  h a i l  
and r a i n  c a n  cause n u i s a n c e  alarms. 
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A t y p i c a l  l e n g t h  m o n i t o r e d  by  b u r i e d  l i n e  t r a n s d u c e r s  i s  a b o u t  1 0 0  

meters. The s e n s o r s  s h o u l d  be  i n s t a l l e d  a t  t h e  d e p t h  below t h e  g round  

s u r f a c e  s t a t e d  by  t h e  m a n u f a c t u r e r .  T o  o b t a i n  a h i g h  p r o b a b i l i t y  o f  
d e t e c t i o n ,  t h e  s e n s o r s  s h o u l d  be  i n  t w o  separate  p a r a l l e l  l i n e s  a t  a 

d i s t a n c e  o f  1 .5  t o  2 meters apa r t .  The  s e n s o r s  and e l e c t r o n i c  c i r -  
c u i t r y  b u r i e d  i n  t h e  g round  s h o u l d  b e  of  a d u r a b l e ,  m o i s t u r e p r o o f ,  

r o d e n t - r e s i s t a n t  m a t e r i a l .  When a p r e s s u r e - s e n s i t i v e  perimeter alarm 
s y s t e m  i s  b e i n g  i n s t a l l e d  i n  r o c k y  s o i l ,  a l l  r o c k s  s h o u l d  be removed 
d u r i n g  b a c k f i l l i n g  t o  p r e v e n t  damage t o  s e n s o r s .  I f  t h e  f r o s t  l i n e  
e x c e e d s  1 0  c m ,  a b u r i e d  p r e s s u r e - s e n s i t i v e  s y s t e m  ( o t h e r  t h a n  seismic)  
s h o u l d  n o t  be u s e d  u n l e s s  t h e  s o i l  i s  s p e c i f i c a l l y  p r e p a r e d  t o  elimi- 
n a t e  f r e e z i n g  above  t h e  s e n s o r .  The s y s t e m  d e s i g n  s h o u l d  employ  t e c h -  
n i q u e s  ( e  .g .  , e l e c t r o n i c  s i g n a l  p r o c e s s i n g )  t o  e l i m i n a t e  n u i s a n c e  
alarms f rom wind and  o t h e r  e n v i r o n m e n t a l  phenomena. 

5.5.6.4 I n f r a r e d  P e r i m e t e r  A l a r m  S e n s o r .  

Each l i n k  of a n  i n f r a r e d  s y s t e m  i s  composed o f  a t r a n s m i t t e r ,  r e c e i v e r ,  
power s u p p l y ,  s i g n a l  processor  , s i g n a l  l i n e s  , and  alarm a n n u n c i a t o r .  

T h e r e  may be t w o  l i n k s  i n  a perimeter segmen t .  The t r a n s m i t t e r  d i -  
rects  a n a r r o w  modu la t ed  i n f r a r e d  beam t o  a r e c e i v e r .  I f  t h e  i n f r a r e d  

beam l i n e - o f - s i g h t  be tween  t h e  t r a n s m i t t e r  and  r e c e i v e r  i s  i n t e r r u p t -  
e d ,  and  alarm s i g n a l  i s  g e n e r a t e d .  S i n c e  t h e  m o d u l a t e d  beam d o e s  n o t  

d i v e r g e  s i g n i f i c a n t l y ,  m u l t i p l e  i n f r a r e d  beams be tween  t r a n s m i t t e r  
and receiver can  be used  t o  d e f i n e  a "wall". I f  t h i s  wall is t h e n  

p e n e t r a t e d  by a n  i n d i v i d u a l ,  a n  alarm w i l l  r e s u l t .  

Fog b o t h  a t t e n u a t e s  and d i sperses  t h e  i n f r a r e d  beam and  c a n  c a u s e  
n u i s a n c e  alarms. However,  t h e  s y s t e m  c a n  be d e s i g n e d  t o  operate prop- 

e r l y  w i t h  s e v e r e  a t m o s p h e r i c  a t t e n u a t i o n .  Dus t  on  t h e  f a c e p l a t e s  w i l l  
a l s o  a t t e n u a t e  t h e  i n f r a r e d  beam a s  w i l l  a n  a c c u m u l a t i o n  o f  condensa -  
t i o n ,  f r o s t ,  o r  ice on  t h e  f a c e p l a t e s .  

Such c o n d e n s a t i o n ,  f r o s t ,  o r  i c e ,  however ,  may be e l i m i n a t e d  t h r o u g h  
t h e  u s e  o f  h e a t e d  f a c e p l a t e s .  S u n s h i n e  on  t h e  r e c e i v e r  may c a u s e  a n  

alarm s i g n a l .  M i s a l i g n m e n t  of t r a n s m i t t e r  and  r e c e i v e r  c a u s e d  b y  
f ro s t  h e a v e s  may a l s o  cause a n  a la rm s i g n a l .  L ike  t h e  microwave  s y s -  

t e m ,  v e g e t a t i o n  s u c h  a s  b u s h e s ,  t rees ,  o r  g r a s s  and  a c c u m u l a t e d  snow 
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w i l l  i n t e r f e r e  w i t h  t h e  i n f r a r e d  beam; and d i t c h e s ,  g u l l i e s ,  o r  h i l l s  
w i l l  allow areas where  t h e  p a s s a g e  of a n  i n t r u d e r  may g o  u n d e t e c t e d .  

@ 

The t y p i c a l  d i s t a n c e  be tween  t r a n s m i t t e r  and r e c e i v e r  i s  a b o u t  100  

meters; some s y s t e m s  are capable of m o n i t o r i n g  a d i s t a n c e  up t o  300 
meters u n d e r  i d e a l  c o n d i t i o n s .  

An i n f r a r e d  perimeter alarm s y s t e m  s h o u l d  be a m u l t i b e a m  modu la t ed  

t y p e  c o n s i s t i n g  of a minimum of t h r e e  t r a n s m i t t e r s  and  t h r e e  r e c e i v e r s  
per u n i t .  The s y s t e m  s h o u l d  be i n s t a l l e d  so  t h a t ,  a t  any  p o i n t ,  t h e  

lowest beam is n o  h i g h e r  t h a n  2 1  c m  above  g r a d e  and  t h e  h i g h e s t  beam 
a t  l e a s t  2.6 meters above  g r o u n d .  S u f f i c i e n t  o v e r l a p  o f  beams s h o u l d  
e x i s t  s u c h  t h a t  a n  i n d i v i d u a l  c o u l d  n o t  i n t r u d e  be tween t h e  beams and  
r e m a i n  u n d e t e c t e d .  The g round  areas  b e t w e e n  t h e  i n f r a r e d  beam pos t s  
s h o u l d  b e  p r e p a r e d  t o  p r e v e n t  t u n n e l i n g  u n d e r  t h e  lower beam w i t h i n  
a t  l e a s t  1 5  c m  of t h e  s u r f a c e .  T h i s  may be accomplished by u s i n g  con-  

crete ,  a s p h a l t ,  or  a s i m i l a r  mater ia l  i n  a p a t h  a t  l e a s t  1 meter wide  
and 1 5  c m  deep o r  a l t e r n a t i v e l y  1 5  c m  wide and 1 meter d e e p  be tween  

t h e  p o s t s .  

The t r a n s m i t t e r s  and r e c e i v e r s  s h o u l d  be mounted r i g i d l y ,  ( e  .g . , 
i n s t a l l e d  o n  a r i g i d  p o s t  o r  c o n c r e t e  p a d )  t o  p r e v e n t  n u i s a n c e  alarms 
f rom v i b r a t i o n s .  Each t r a n s m i t t e r  and r e c e i v e r  pos t  s h o u l d  be  p r o v i d -  
e d  w i t h  a p r e s s u r e - s e n s i t i v e  cap t o  d e t e c t  a t tempts  a t  s c a l i n g  o r  
v a u l t i n g  o v e r  t h e  i n f r a r e d  beam pos t .  The maximum d i s t a n c e  be tween  

t r a n s m i t t e r  and  r e c e i v e r  s h o u l d  be  s e l e c t e d  t o  p e r m i t  p r o p e r  o p e r a t i o n  
d u r i n g  c o n d i t i o n s  o f  s e v e r e  a t m o s p h e r i c  a t t e n u a t i o n .  The s y s t e m  
s h o u l d  b e  able t o  d e t e c t  w i t h  a f a c t o r  o f  20  ( 1 3  d B )  i n s e r t i o n  loss 

d u e  t o  a t m o s p h e r i c  a t t e n u a t i o n  ( e . g . ,  f o g )  a t  maximum r a n g e  ( 1 0 0  

meters).  

The i n f r a r e d  perimeter alarm s y s t e m  s h o u l d  be i n s t a l l e d  i n s i d e  t h e  

i s o l a t i o n  zone  w i t h  t h e  t r a n s m i t t e r  and r e c e i v e r  u n i t s  p o s i t i o n e d  a 
minimum o f  3 meters from t h e  f e n c e .  I n s t a l l a t i o n  of t h e  i n f r a r e d  

alarm s y s t e m  d i r e c t l y  a d j a c e n t  t o  t h e  perimeter f e n c e  s h o u l d  be  a v o i d -  
e d  s i n c e  t h e  b a r r i e r  may p r o v i d e  a s o l i d  b a s e  f rom which a n  i n t r u d e r  

c a n  j u m p  o v e r  t h e  beams i n t o  t h e  p r o t e c t e d  area.  
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@ 5.5 .6 .5  F e n c e  Mounted V i b r a t i o n -  O r  S t r a i n - D e t e c t o r  

A v a r i e t y  o f  d e v i c e s  t h a t  de t ec t  s t r a i n  o r  v i b r a t i o n  a r e  a v a i l a b l e  
f o r  u s e  as  f e n c e  p r o t e c t i o n  s y s t e m s .  V i b r a t i o n  s e n s i n g  may e x t e n d  
i n t o  t h e  a c o u s t i c  and  seismic f r e q u e n c y  r e g i m e s .  A l t h o u g h  t h e  d e v i c e s  
v a r y  g r e a t l y  i n  d e s i g n ,  e a c h  b a s i c a l l y  d e t e c t s  s t r a i n  o r  v i b r a t i o n  
d i s t u r b a n c e s  of t h e  f e n c e  s u c h  as t h o s e  p r o d u c e d  by  a n  i n t r u d e r  c l imb-  

i n g  or  c u t t i n g  t h e  f e n c e .  I n  t h e  s implest  d e v i c e s ,  t h e  d i s t u r b a n c e  
makes o r  b r e a k s  e l e c t r i c a l  c o n t i n u i t y  and  t h e r e b y  g e n e r a t e s  a n  alarm. 

U n l e s s  s e t  t o  a h i g h  t h r e s h o l d ,  most f e n c e  p r o t e c t i o n  s e n s o r s  a r e  
s u s c e p t i b l e  t o  n u i s a n c e  alarms c a u s e d  by  wind v i b r a t i n g  t h e  f e n c e ,  by  
h a i l  s t o n e s  o r  by  b l o w i n g  d e b r i s .  The f r e q u e n c y  o f  n u i s a n c e  alarms 

d u e  t o  t h e  wind c a n  be r e d u c e d  b y  r i g i d l y  moun t ing  t h e  f e n c e  and  
t h e r e b y  l e s s e n i n g  t h e  p r o p e n s i t y  of t h e  f e n c e  t o  v i b r a t e  i n  t h e  wind .  
T h i s  s i t u a t i o n  i s  e s p e c i a l l y  common w i t h  pos t -mounted  s w i t c h - c o n t a c t -  
t y p e  alarm s y s t e m s .  The u s e  o f  e l e c t r o n i c  s i g n a l  p r o c e s s i n g  e q u i p m e n t  

i n  c o n j u n c t i o n  w i t h  s i g n a l - g e n e r a t i n g  s t r a i n  t r a n s d u c e r s  c a n  e f f e c -  
t i v e l y  r e d u c e  n u i s a n c e  alarm ra tes  w i t h o u t  s a c r i f i c i n g  s e n s i t i v i t y  t o  
c l i m b i n g  o r  c u t t i n g  t h e  f e n c e .  However,  most f e n c e  alarm s y s t e m s  c a n  
b e  e a s i l y  b y p a s s e d  by  a v a r i e t y  o f  me thods .  

F e n c e  d i s t u r b a n c e  s e n s o r s  s h o u l d  b e  u s e d  o n l y  a s  a s e c o n d a r y  o r  backup  
per imeter  alarm s y s t e m  ( i . e . ,  3 r d  s e n s o r )  e x c e p t  when o n e  o f  t h e  o t h e r  
t y p e s  o f  perimeter alarm s y s t e m s  w i l l  n o t  work ( e . g . ,  b e c a u s e  o f  t h e  
environment) and after the NRC's approval has been received. 

If  a p p r o v e d  the.  v i b r a t i o n  o r  s t r a i n  s e n s o r s  s h o u l d  be a t t a c h e d  f i r m l y  
t o  t h e  f e n c e  ( p o s t  o r  f a b r i c ,  as appropr i a t e )  so t h a t  t h e  v i b r a t i o n /  

stress c a u s e d  b y  a n  i n t r u d e r  c l i m b i n g ,  c u t t i n g ,  o r  l i f t i n g  t h e  f e n c e  
f a b r i c  w i l l  g e n e r a t e  a n  alarm. 

5 .5 .6 .6  P o r t e d  Coax Microwave Perimeter A l a r m  S e n s o r .  

The p o r t e d  c o a x  de tec tor  comprises a n  e l e c t r o m a g n e t i c  s e n s o r  and  a 
s i g n a l  processor. The e l e c t r o m a g n e t i c  s e n s o r  c o n s i s t s  o f  a t r a n s m i t -  
t e r / r e c e i v e r  c o n n e c t e d  t o  t w o  p a r a l l e l  " l e a k y "  coax c a b l e s  s p a c e d  3 
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t o  5 f e e t  a p a r t .  The processor u n i t  p e r f o r m s  t h e  r e q u i r e d  s i g n a l  pro- 

c e s s i n g  and  p r o v i d e s  a d i s p l a y  and  alarm f u n c t i o n  t o  t h e  opera tor .  
The s e n s o r  c o n c e p t  is based o n  t h e  p rope r t i e s  o f  l o s s y  c o a x  cables .  
Open ings  f a b r i c a t e d  i n  t h e  o u t e r  s h i e l d  a l low a p o r t i o n  o f  t h e  e lec-  

t r o m a g n e t i c  e n e r g y  t r a v e l i n g  w i t h i n  t h e  c a b l e  t o  escape ( r a d i a t e )  i n  
c o n t r o l l e d  f a s h i o n .  T h i s  e n e r g y  c r ea t e s  a t r a v e l i n g  wave e x t e r n a l  t o  
t h e  c a b l e  b u t  w i t h i n  a d e f i n e d  zone  n e a r  t h e  cab le .  The s e c o n d  c a b l e ,  

i d e n t i c a l  t o  t h e  f i r s t ,  is p l a c e d  w i t h i n  t h i s  i r r a d i a t e d  zone .  The 

e n e r g y  c o u p l e d  i n t o  t h e  s e c o n d  c a b l e  is d e p e n d e n t  upon t h e  geomet ry  o f  
t h e  cab le  p l a c e m e n t  and  t h e  e l e c t r i c a l  p rope r t i e s  o f  t h e  i n t e r v e n i n g  
media.  Any c h a n g e  i n  t h e  p r o p a g a t i n g  medium w i l l  e f f e c t  t h e  m a g n i t u d e  

and  p h a s e  o f  t h e  c o u p l i n g .  

Thus ,  i f  t h e  m a g n i t u d e  o f  t h e  i n t r u s i o n  s i g n a l  e x c e e d s  a p r e d e t e r m i n e d  

t h r e s h o l d ,  a t a r g e t  i s  d e c l a r e d  and a n  alarm g e n e r a t e d .  Measurement  
of t h e  t i m e  be tween  t h e  t r a n s m i t t e d  p u l s e  and t h e  r e c e i v e r  o u t p u t  pro- 

v i d e s  t h e  l o c a t i o n  of t h e  i n t r u d e r .  

F o r  a g i v e n  i n s t a l l a t i o n  e n v i r o n m e n t  and  u n i f o r m  processor e x c i t a t i o n ,  
t h e  r e c e i v e d  e n e r g y  r e m a i n s  c o n s t a n t  and  i t s  c h a r a c t e r  is r e f e r r e d  t o  

as t h e  p r o f i l e  o f  t h a t  i n s t a l l a t i o n .  

E n v i r o n m e n t a l  c h a n g e s ,  f o r  example  r a i n f a l l ,  c a u s e  a c h a n g e  i n  t h e  
r e c e i v e d  e n e r g y  p r o f i l e  by  c h a n g i n g  t h e  c h a r a c t e r i s t i c s  o f  t h e  propa- 

g a t i o n  medium. However,  t h e s e  c h a n g e s  occur much more s l o w l y  t h a n  t h e  
p e r t u r b a t i o n s  p r a c t i c a l l y  a t t r i b u t e d  t o  a n  i n t r u s i o n  e v e n t .  The proc- 
essor r e c e i v e r  a d a p t s  to e n v i r o n m e n t a l  c h a n g e s  by  c o n t i n u o u s l y  per- 
f o r m i n g  a moving a v e r a g e  c a l c u l a t i o n  o f  t h e  p r o f i l e  o r  r e f e r e n c e  en-  

e r g y  c h a r a c t e r i s t i c s .  

F o r  p u r p o s e  o f  s e t t i n g  s i g n a l - t o - t h r e s h o l d  m a r g i n s  f o r  d e t e c t i o n  a l o n g  
t h e  perimeter,  r a n g e  r e s o l u t i o n  s h o u l d  be 1 0 0  meters. The per imeter  
l e n g t h  accomodated  by  a s i n g l e  processor s h o u l d  be a minimum of 1 6 0 0  
meters. 

O p e r a t i o n a l  f r e q u e n c y  and  r a d i a t e d  power s h o u l d  b e  compat ible  w i t h  FCC 

r e g u l a t i o n s .  
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The p r o c e s s o r s  s h o u l d  b e  c o n f i g u r e d  t o  b e  i n s t a l l e d  i n  a s t a n d a r d  1 9  
r i n c h  r a c k  and  t o  i n t e r f a c e  w i t h  t h e  m u l t i - l a y e r  a la rm p r o c e s s o r .  

5 .5 .6 .7  V i d e o  Mot ion  D e t e c t i o n  P e r i m e t e r  A l a r m  S e n s o r .  

V i d e o  Mot ion  D e t e c t i o n  (VMD)  i s  a means whereby  a CCTV s y s t e m  c a n  be 

u s e d  f o r  d e t e c t i o n  and  q u i c k  a s s e s s m e n t  o f  alarms w i t h o u t  t h e  need  

f o r  c o n s t a n t  v i e w i n g .  A VMD c h a n n e l  samples t h e  v i d e o  s i g n a l  f rom a 
TV camera so t h a t  t h e  l i g h t  l e v e l s  i n  s e v e r a l  areas  o f  t h e  TV camera's 

1 f i e l d - o f - v i e w  a r e  m o n i t o r e d .  

The  v i d e o  s i g n a l  f rom e a c h  a rea  i s  d i g i t i z e d  and s t o r e d  f o r  c o m p a r i s o n  
w i t h  f u t u r e  s i g n a l s  f rom t h e  same area a s  t h e y  a r e  r e p e a t e d l y  sampled .  
When t h e  l i g h t  l e v e l  i n  t h e  sample area c h a n g e s ,  t h e  s i g n a l  f rom t h e  
TV camera w i l l  a l s o  c h a n g e .  I f  t h e  s i g n a l  c h a n g e s  enough ,  t h e  newly  
d i g i t i z e d  s i g n a l  w i l l  d i s a g r e e  w i t h  t h e  p r e v i o u s l y  s t o r e d  s i g n a l .  
T h i s  d i s a g r e e m e n t  is t h e n  n o t e d  by t h e  VMD processor which  t r a n s m i t s  
a n  alarm when t h e  number o f  d i s a g r e e m e n t s  e x c e e d s  a prese t  number.  

V i d e o  m o t i o n  d e t e c t i o n  s y s t e m s  f o r  e x t e r i o r  perimeter s e c u r i t y  a r e  
s u b j e c t  t o  n u i s a n c e  alarms f rom t h e  f o l l o w i n g  causes .  

P e r s o n n e l  and e q u i p m e n t  movement i n  TV camera f i e l d - o f -  
v i ew,  

R e f l e c t i o n s  from o b j e c t s  i n  f i e l d - o f - v i e w ,  
Blowing  l i t t e r  i n  f i e l d - o f - v i e w ,  
Animal intrusion (birds, rabbits, insects, etc.) 

TV camera s u p p o r t  movement,  
'JMD s y s t e m  e q u i p m e n t  f a i l u r e ,  
N a t u r a l  and  a r t i f i c i a l  l i g h t i n g  c h a n g e s ,  e . g .  c l o u d  
shadow e d g e  movement, 

Power l i n e  and  v i d e o  t r a n s m i s s i o n  s y s t e m  E M I .  

A s  w i t h  o t h e r  d e t e c t i o n  s y s t e m s ,  n u i s a n c e  alarms c a n  b e  c o n t r o l l e d  and  
s i g n i f i c a n t l y  r e d u c e d  by proper e q u i p m e n t  s i t i n g  and  a t t e n t i o n  t o  keep-  
i n g  t h e  i s o l a t i o n  zone  c l e a r .  I n  a d d i t i o n ,  t h e  VMD processor is capa- 
b l e  o f  mask ing  o r  d e s e n s i t i z i n g  a reas  o f  t h e  scene o u t s i d e  o f  t h e  i so l a -  
t i o n  zone  so t h a t  o u t s i d e  movements d o  n o t  c a u s e  a l a rms .  D e t e c t i o n  
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t h r e s h o l d s  a re  a d j u s t a b l e  t o  m i n i m i z e  n u i s a n c e  alarms as f rom c l o u d s ,  

b i r d s  o r  deb r i s .  

The v i d e o  m o t i o n  d e t e c t i o n  alarm s y s t e m  may u t i l i z e  e x i s t i n g  CCTV 
cameras i f  s u i t a b l e ,  o r  i n d e p e n d e n t  cameras. Camera t u b e s  s h o u l d  be 

capable  o f  " s e e i n g "  u n d e r  1 f o o t c a n d l e  i l l u m i n a t i o n  ( 1 0 . 7 5  l u x ) .  The 
m u l t i l a y e r  p r o c e s s i n g  i n t e r f a c e  s h o u l d  a u t o m a t i c a l l y  k e y  a TV m o n i t o r  
t o  v i e w  a n  alarmed s e g m e n t  and p r o v i d e  a c o n t r o l  s i g n a l  f o r  v i d e o  tape  
r e c o r d i n g  o f  t h e  s c e n e .  

V i d e o  Mot ion  D e t e c t i o n  Processors s h o u l d  b e  c o n f i g u r e d  f o r  s t a n d a r d  
1 9  i n c h  r a c k  m o u n t i n g  and  housed  i n  a b u i l d i n g  e n v i r o n m e n t .  The con-  
t a i n e r  s h o u l d  be p r o v i d e d  w i t h  a tamper s w i t c h .  Camera and  e n c l o s u r e  
s h o u l d  b e  r i g i d l y  mounted o n  a d o u b l e  pole  w h e r e  t h e  i n n e r  po le  h o l d -  
i n g  t h e  camera is  i s o l a t e d  f rom t h e  o u t e r  pole so  t h a t  wind c a u s e d  
d e f l e c t i o n s  a r e  d e c o u p l e d  f r o m  t h e  camera. A l t e r n a t i v e l y ,  t h e  c a m e r a  

c a n  b e  mounted a top  a 2 f t .  ( 0 . 6  meters) d i a m e t e r  tower made of j o i n e d  
c o n c r e t e  sewer pipe f i l l e d  w i t h  r e i n f o r c e d  c o n c r e t e  f o r  r i g i d i t y .  
F o o t i n g s  s h o u l d  be a minimum o f  4 f t .  ( 1 . 2  meters) deep and  o f  a 

s t r e n g t h  a n d  mass c o n s i s t e n t  w i t h  t h e  d o u b l e p o l e  or  tower. 

VMD i s  s u p p l e m e n t a l  t o  CCTV, and common f e a t u r e s  a r e  f u r t h e r  s p e c i f i e d  
i n  S e c t i o n  5 .5 .9 ,  alarm a s s e s s m e n t  e l e m e n t .  

5 .5 .7  MULTI-LAYER ALARM P R O C E S S I N G  INTERFACE 

The m u l t i - l a y e r  alarm i n t e r f a c e  s h o u l d  u s e  f i r m w a r e - b a s e d  m a j o r i t y  l o g -  
ic  t o  c o m b i n e  and  process alarm d a t a  f rom t h e  per imeter  s e n s o r  l a y e r s .  
B e c a u s e  d a t a  w i l l  b e  t r a n s f e r r e d  t o  and f rom a v a r i e t y  o f  s e n s o r  and  
CAS/SAS h a r d w a r e ,  t h e  processor mus t  o f f e r  a h i g h l y  f l e x i b l e  i n t e r f a c e .  

P a r t i c u l a r l y ,  t h i s  i n t e r f a c e  s h o u l d  e n a b l e  a d a p t a b i l i t y  t o  u n i q u e  on- 
s i t e  r e q u i r e m e n t s  and  c o m p a t i b i l i t y  w i t h  v a r i o u s  e x i s t i n g  alarm s y s t e m  
e q u i p m e n t  and s e n s o r  p o l l i n g  f o r m a t s .  

I n  l a y e r e d  p r o c e s s i n g ,  alarms r e s u l t  f rom a l o g i c a l  c o m b i n a t i o n  o f  
i n d i v i d u a l  e v e n t s  w h i c h  o c c u r  w i t h i n  p r e d e t e r m i n e d  t i m e  windows. The 
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m u l t i l a y e r  alarm processor u s e s  t h i s  method to  i d e n t i f y  s e n s o r  l a y e r  

and s e g m e n t  i n t r u s i o n ,  t a m p e r i n g  o r  e q u i p m e n t  f a i l u r e .  Any alarm 

reporting priorities are pre-programmed by t h e  user ,  
p r i o r i t i z e d  a larm d a t a  a re  t r a n s m i t t e d  t o  b o t h  CAS and S A S  f o r  annun- 
c i a t i o n ,  a n d  a s s e s s m e n t .  

P r o c e s s e d  a n d  

S p e c i f i c a l l y ,  alarms w i l l  be g e n e r a t e d  u n d e r  a n y  o f  t h e  f o l l o w i n g  

c o n d i t i o n s .  
D e t e c t i o n  of  a s t i m u l u s  o r  c o n d i t i o n  f o r  wh ich  t h e  

s y s t e m  w a s  d e s i g n e d  t o  r e a c t .  ( A  r e s p o n s e  f o r c e  w i l l  
be d i s p a t c h e d  o n l y  upon a s s e s s m e n t  of a l a y e r e d  i n t r u -  
s i o n  alarm; o t h e r  lower p r i o r i t y  alarms w i l l  be h a n d l e d  
e i t h e r  m a n u a l l y  o r  by automatic  l o g g i n g  and  r e s e t ) .  

I n d i c a t i o n  of  a s w i t c h o v e r  t o  t h e  e m e r g e n c y  o r  s e c o n d a r y  
s o u r c e ( s )  o f  power and a l s o  upon loss o f  e m e r g e n c y  
power . 
I n d i c a t i o n  o f  a n y  t a m p e r i n g  ( e . g .  , o p e n i n g ,  s h o r t i n g ,  
o r  g r o u n d i n g  o f  t h e  s e n s o r  c i r c u i t r y )  which r e n d e r s  t h e  
d e v i c e  i n c a p a b l e  o f  no rma l  o p e r a t i o n .  

F a i l u r e  o f  a n y  c o m p o n e n t ( s )  t o  t h e  e x t e n t  t h a t  t h e  
. d e v i c e  is r e n d e r e d  i n c a p a b l e  of no rma l  o p e r a t i o n .  The 
a la rm processor s h o u l d  i n c o r p o r a t e  a s e l f - t e s t  t o  c h e c k  
i t s e l f  and t h e  s e n s o r  n e t  f o r  proper  f u n c t i o n i n g .  
I d e n t i f i c a t i o n  o f  t h e  f a i l e d  s e n s o r  s h a l l  be p r o v i d e d .  

I n  o rder  to  accommodate u n i q u e  s i t e s  and e n v i r o n m e n t s  and t o  e n s u r e  

r e a d y  a d a p t a b i l i t y  t o  f u t u r e  s y s t e m  m o d i f i c a t i o n s ,  s t r a t e g i c  p o r t i o n s  
o f  t h e  processor 's  programming w i l l  r e s i d e  i n  n o n - v o l a t i l e  E lec t r i ca l -  
l y  A l t e r a b l e  Read O n l y  Memory (EAROM).  Custom p rogramming  s h o u l d  be 

d o n e  t h r o u g h  a n  e x t e r n a l  d a t a  t e r m i n a l  a t  t h e  u s e r ' s  l o c a t i o n .  Pro- 

c e d u r e s  s u c h  as  c h a n g i n g  alarm p r i o r i t i e s  , a d d i n g  a n d  d e l e t i n g  s e n s o r  

a d d r e s s e s ,  and c h a n g i n g  s e n s o r  t h r e s h o l d  c a n  t h u s  be d o n e  a t  t h e  
u s e r ' s  c o n v e n i e n c e .  I n  a d d i t i o n ,  t h e  s e l e c t e d  t h r e s h o l d  c a n  be made 
s e l f  - a d j u s t i n g  i n  r e s p o n s e  t o  appropr ia te  w e a t h e r  s t a t  i o n  i n f o r m a t i o n  
i n p u t s .  T h i s  i s  possible  b e c a u s e  EAROM r e q u i r e s  n o  spec ia l  e x t e r n a l  

programming c a p a b i l i t y .  
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The s e n s o r  f i e l d  i n t e r f a c e  s h o u l d  be ab le  t o  accommodate a wide 

v a r i e t y  o f  s e n s o r  p o l l i n g  a r r a n g e m e n t s .  T h i s  i n c l u d e s  b o t h  s e r i a l  
and p a r a l l e l  c o n f i g u r a t i o n s .  C a p a b i l i t y  f o r  d i r e c t  s e n s o r  c o u p l i n g  
and v i d e o  s w i t c h i n g  and l o g g i n g  w i l l  be p r o v i d e d  a s  r e q u i r e d .  

S e r i a l  a r r angemen t s  can  be c o n f i g u r e d  as e i t h e r  a s i n g l e  o r  d o u b l e  
l o o p .  Although a m u l t i p l e x e d  f o r m a t  such  as E I A  R S 4 2 2  i s  p r e f e r r e d ,  
c o m p a t i b i l i t y  w i t h  almost a n y  o t h e r  s e r i a l  fo rma t  can  be  a c h i e v e d  
t h r o u g h  custom programming. P a r a l l e l  p o l l i n g  f o r m a t s ,  such  as  r e p e t i -  

t i v e  s i n g u l a r  a d d r e s s i n g  and i n t e r r o g a t i o n ,  can  a l so  be accommodated 
w i t h  custom programming t o  e n a b l e  u t i l i z i n g  communicat ion s y s t e m s  a l -  
r e a d y  i n  place.  I n d i v i d u a l  s e n s o r s  which are  n o t  now p a r t  of a po l led  
s y s t e m  c a n  be ha rd  wi red  t o  an  a d d i t i o n a l  " j u n c t i o n  box" u n i t .  T h i s  

u n i t  w i l l  h a n d l e  m u l t i p l e x i n g  i n t o  t h e  i n t e r f a c e  processor's s e r i a l  
loop. 

S u f f i c i e n t  a synchronous  s e r i a l  and p a r a l l e l  1/0 l i n e s  s h o u l d  be 

p r o v i d e d  f o r  communicat ion between t h e  m u l t i - l a y e r  p r o c e s s i n g  i n t e r -  
f a c e ,  alarm s t a t i o n  p e r i p h e r a l  d e v i c e s  such  as  p r i n t e r s  and CRT's, 

and perimeter s e n s o r  segments .  The s i g n a l  l e v e l s  s h o u l d  conform t o  
E IA-RS- 2 3 2C. 

C i r c u i t r y  s h o u l d  have  b u i l t - i n  redundancy  so as  t o  minimize  t h e  
e f f e c t s  of  s i n g l e  component f a i l u r e s  on t h e  s y s t e m ' s  pe r fo rmance .  
Such redundancy  s h o u l d  a l s o  s e r v e  t o  accommodate f u t u r e  growth  and 

expans ion  of t h e  sys tem.  

The c o n f i g u r a t i o n  s h o u l d  i n c l u d e  a back-up n o n i n t e r r u p t a b l e  b a t t e r y  
power s u p p l y  and be s u i t a b l e  f o r  mounting i n  a s t a n d a r d  E I A  1 9  i n c h  

r a c k .  The c h a s s i s  s h o u l d  be e n c l o s e d  and p r o v i d e d  w i t h  tamper  in-  
d i c a t i n g  d e v i c e s .  The s y s t e m  s h o u l d  be d e s i g n e d  f o r  an  i n s i d e  b u i l d -  
i ng  env i ronmen t .  Cool ing  means s h o u l d  be b u i l t  i n  i f  r e q u i r e d ,  draw- 
i n g  on i n s i d e  b u i l d i n g  a i r .  

B e n e f i t s  and f e a t u r e s  of  t h e  m u l t i - l a y e r  p r o c e s s i n g  i n t e r f a c e  are 
summarized f o l l o w i n g :  
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5.5.8 

Combi es  d i v e r s e  d e t e c t o r  s i g n a l s  s e n s i  

i n t r u d e r  and n u i s a n c e  m a n i f e s t a t i o n s .  

i v e  t o  d i f f e r e n t  

Reduces  n u i s a n c e  alarms by "ANDing" t w o  o r  more s e n s o r s  

w i t h  t i m e  i n t e g r a t i o n  o f  alarm s o u r c e s .  

I n c r e a s e s  d e t e c t i o n  p r o b a b i l i t y  a s  t h e  combined  p r o b a -  

b i l i t y  o f  t w o  or  more d i v e r s e  l a y e r s  r e s p o n d i n g  t o  t h e  

same alarm s o u r c e .  
Accepts c o n d i t i o n e d  and f i l t e r e d  s i g n a l s  f rom s e n s o r  pre- 

processors o r  c o m m u n i c a t i o n  t r a n s d u c e r s .  

Communicates  w i t h  s e n s o r  t o  p r o v i d e :  

- - T h r e s h o l d  s e t t i n g s  a n d  s e l f - t e s t  command 

- - F a i l u r e  s t a t e  and alarm contac t  s t a t e  i d e n t i f i c a t i o n  

- -Au tomat i c  reset  a f t e r  a larm source t i m e  s e t t i n g  

--Line s u p e r v i s i o n  

--Power mode i n d i c a t i o n  and b a c k u p  power s w i t c h  i n  t h e  

e v e n t  o f  power f a i l u r e  

- -Senso r  l a y e r  and s e g m e n t  i d e n t i f i c a t i o n  c o d e  

- - A l a r m  s i g n a l  p r i o r i t y  
- -Output  k e y i n g  o f  a n n u n c i a t o r s  , v i d e o  s c e n e  , and  

r e c o r d e r  

LIGHTING ELEMENT 

The i s o l a t i o n  z o n e  s h o u l d  be  i l l u m i n a t e d  t o  a minimum o f  2 .0  f o o t  
c a n d l e  w i t h  a n  u n i f o r m i t y  r a t i o  of 3:l. The l i g h t  s o u r c e  s h o u l d  be 

e i t h e r  High P r e s s u r e  Sodium (HPS) o r  Low P r e s s u r e  Sodium ( L P S ) .  P o l e  
h e i g h t  s h o u l d  be b e t w e e n  4 0  a n d  50  f e e t ;  pole s p a c i n g  s h o u l d  be a b o u t  
8 0  f ee t .  Depending o n  t h e  l i g h t  s o u r c e  c h o s e n ,  poles  s h o u l d  h a v e  o n e  

o r  t w o  l u m i n a i r e s .  Power s h o u l d  be d e l i v e r e d  t o  t h e  poles  w i t h  b u r i e d  
w i r i n g  wh ich  may s h a r e  t h e  t r e n c h i n g  f o r  perimeter s e n s o r s  and v i d e o  

s u r v e i l l a n c e .  I n  case o f  power f a i l u r e ,  l u m i n a i r e s  s h o u l d  be capable 
o f  q u i c k  r e - s t r i k e  ( w i t h i n  1 0  s e c o n d s  w i t h  a 9 0 %  p r o b a b i l i t y ) .  A t  

p r e s e n t  many n u c l e a r  power p l a n t s  h a v e  perimeter l i g h t i n g  t h a t  pro- 
v i d e s  a minimum o f  0.2 f . ~ .  i l l u m i n a t i o n ,  some by means of h i g h  r ise  

area l i g h t i n g ,  o t h e r s  by means o f  r o a d  l i g h t i n g .  E i t h e r  t y p e  o f  
l i g h t i n g  may b e  u p g r a d e d  by  t h e  r e p l a c e m e n t  o f  l u m i n a i r e s ,  u s i n g  t w o  
l u m i n a i r e s  i n  place o f  o n e  o r  p o s s i b l y  by i n c r e a s i n g  t h e  number o f  
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poles.  The o b j e c t i v e  f o r  r e t r o f i t  s h o u l d  be  t o  add on t o  what a l r e a d y  

may be t h e r e  t o  p r o v i d e  2.0 f . c .  i l l u m i n a t i o n .  
and t r a d e - o f f s  a re  g i v e n  i n  Appendix A. 

L i g h t i n g  requirements 

5.5.9 ALARM ASSESSMENT ELEMENT 

The perimeter s e n s o r  s t a t u s  s h o u l d  be p r e s e n t e d  t h r o u g h  t h e  i n t e r f a c e  

processor t o  t h e  alarm moni to r  operators by means of one  o r  a combina- 
n a t i o n  of t h e  f o l l o w i n g  d i s p l a y / c o n t r o l  modes, i n  c o n j u n c t i o n  w i t h  
a u d i o  s i g n a l ,  a c c e s s / s e c u r e  c o n t r o l s ,  alarm acknowledge and reset  
p r o v i s i o n s .  

Map b o a r d s  o r  a n n u n c i a t o r  p a n e l s  w i t h  l i g h t s  t o  d i s p l a y  

Alphanumeric  r e a d o u t s  which u s e  a s i n g l e  d i g i t a l  d i s p l a y  
t o  report alarm information from each alarm c i r c u i t ,  

u s u a l l y  o n e  a t  a time. 
Computer-dr iven c a t h o d e  r a y  t u b e  (CRT)  d i s p l a y s  which 
c a n  s i m u l t a n e o u s l y  p r e s e n t  alarm c i r c u i t  h i s  t o r y .  

A l a r m  keyed c l o s e d  c i r c u i t  t e l e v i s i o n  (CCTV) compr i s ing  
t h e  f o l l o w i n g :  
--Fixed v i d e o  cameras v iewing  t h e  i s o l a t i o n  zone and 

t h e  s t a t u s  of  e a c h  alarm c i r c u i t .  

c a p a b l e  of " s e e i n g "  i n  i l l u m i n a t i o n  l e v e l s  from b r i g h t  

s u n l i g h t  to  one  f o o t c a n d l e .  
--Video m o n i t o r s  i n  CAS and S A S  keyed by alarms t o  show 

segment  or segments  i n t r u d e d  upon to an  operator .  
--Video r e c o r d i n g  and  p l a y b a c k  equipment  c a p a b l e  of 

r e c a l l i n g  a n  a l a r m  s c e n e  as  a n  a s s e s s m e n t  a i d .  

The perimeter alarm a s s e s s m e n t  e l e m e n t  s h o u l d  be  i n t e g r a t e d  i n  t h e  
c e n t r a l  and s e c o n d a r y  alarm s t a t i o n s  w i t h  t h o s e  equ ipmen t s  s e l e c t e d  

f o r  i n t e r i o r  s e c u r i t y .  Computer d r i v e n  o r  s t a n d - a l o n e  r e p o r t i n g  and 
l o g g i n g  d e v i c e s  may be  s h a r e d  by b o t h  i n t e r i o r  and e x t e r i o r  alarm 
f u n c t i o n s .  However, i f  e a c h  f u n c t i o n  h a s  i t s  own d e d i c a t e d  equ ipmen t ,  
t h a t  equipment  s h o u l d  be compatible , un i fo rm and s t a n d a r d i z e d .  

S e l e c t i o n  of  s e c u r i t y  alarm a s s e s s m e n t  equipment  f o r  new p l a n t s  s h o u l d  
c o o r d i n a t e  b o t h  i n t e r i o r  and perimeter r e q u i r e m e n t s  u s i n g  NUREG-0320 
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" I n t e r i o r  I n t r u s i o n  A l a r m  S y s t e m s "  C h a p t e r  4 ,  " A n n u n c i a t o r  U n i t s "  as  

a g u i d e .  

E x t e r i o r  v i d e o  a s s e s s m e n t  cameras s h o u l d  be h o u s e d  i n  s u i t a b l e  m o i s t u r e  

sealed environmental  enclosures complete w i t h  s u n  s h i e l d s .  
s h o u l d  i n c o r p o r a t e  2 /3  i n .  o r  1 i n .  s i l i c o n  v i d i c o n  o r  " u l t r i c o n "  t y p e  
s e n s i n g  e l e m e n t s  capable o f  f u l l  v i d e o  i n  i l l u m i n a t i o n  l e v e l s  1 f o o t -  
c a n d l e  and a b o v e .  The l e n s  s h o u l d  h a v e  a f o c a l  l e n g t h  o f  7 5  mm a n d  
s h o u l d  b e  e q u i p p e d  w i t h  a n  a u t o - i r i s  to  c o n t r o l  t h e  amount  o f  l i g h t  
e n t e r i n g  t h e  camera. Viewing r a n g e  s h o u l d  b e  2 0 0  meters f o r  new i n -  
s t a l l a t i o n s  b u t  may be less i f  a l r e a d y  i n s t a l l e d  a t  a lesser s p a c i n g  

i n  e x i s t i n g  CCTV i n s t a l l a t i o n s .  H e i g h t  of m o u n t i n g  s h o u l d  be b e t w e e n  
3 5  a n d  4 0  f e e t .  

Cameras 

I f  v i d e o  m o t i o n  d e t e c t i o n  i s  c o n t e m p l a t e d  e i t h e r  f o r  i n i t i a l  i n s t a l -  

l a t i o n  o r  e v e n t u a l  r e t r o f i t ,  cameras s h o u l d  be r i g i d l y  mounted o n  
s t r u c t u r e s  n o t  s u b j e c t  to  l a r g e  d e f l e c t i o n s  i n  t h e  n o r m a l l y  e x p e c t e d  
w i n d s  a t  t h e  s i t e .  

The v i d e o  s i g n a l  f r o m  e a c h  camera s h o u l d  be t r a n s m i t t e d  t o  t h e  CAS 

a n d  to  t h e  SAS s e p a r a t e l y  by  means of b a s e b a n d  v i d e o  o n  c o a x i a l  cable  

or a l t e r n a t i v e l y  b y  means o f  cable  TV (CATV,  t w o  way RF car r ie r  chan-  
n e l i z e d  v i d e o  t r a n s m i s s i o n ) .  I f  CATV i s  c h o s e n ,  a m o d u l a t o r ,  demodu- 

l a t o r  and l i n e  a m p l i f i e r s  s h o u l d  be  p r o v i d e d  f o r  e a c h  c h a n n e l ,  t o g e t h -  
e r  w i t h  p r o v i s i o n  i n  t h e  c a b l e  f o r  s y n c h r o n i z i n g  h o r i z o n t a l  a n d  
v e r t i c a l  c a m e r a  s w e e p s  t o  t h e  VMD m a s t e r  clock. All c a m e r a s  s h o u l d  

be s y n c h r o n i z e d  to  e n a b l e  r o l l - f r e e  s c e n e  s w i t c h i n g .  Power s h o u l d  b e  
s u p p l i e d  a t  1 1 5  VAC. f r o m  t h e  u t i l i t y ' s  m a i n s  and u n i n t e r r u p t a b l e  
power s o u r c e .  Power a n d  s i g n a l  l i n e s  s h o u l d  be b u r i e d .  A common 
t r e n c h  may b e  u s e d  t o  accomodate power, v i d e o  and i n t r u s i o n  s e n s o r  
s i g n a l  l i n e s  t o  a v o i d  i n d i s c r i m i n a t e  e x c a v a t i o n .  

v i d e o  m o n i t o r s  s h o u l d  be p r o v i d e d  i n  t h e  CAS and SAS e q u i p p e d  w i t h  
e x t e r n a l  s y n c  c a p a b i l i t y .  The  m o n i t o r  s c r e e n  s i z e  s h o u l d  n o t  b e  less 
t h a n  1 2  i n c h e s  (0 .3  meters) o n  t h e  d i a g o n a l .  

F o u r  m o n i t o r s  s h o u l d  b e  p r o v i d e d  w i t h  c o n t r o l s  t o  command a n y  camera 
s c e n e  t o  appear o n  a n y  m o n i t o r .  An alarm s h o u l d  a u t o m a t i c a l l y  k e y  t h e  
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f i r s t  m o n i t o r  t o  show t h e  alarmed segment and i t s  address  or  l o c a t i o n .  
A s  o t h e r  segments  alarm, t h e y  s h o u l d  show up on  t h e  o t h e r  t h r e e  moni- 
tors i n  t i m e  sequence .  A f i f t h  mon i to r  can  b e  used  f o r  p l a y b a c k  of  
s e l e c t e d  alarm e v e n t s .  The k e y i n g  alarm s i g n a l  s h o u l d  be e i t h e r  of 
t w o  l e v e l s :  a s i n g l e  l a y e r  " n u i s a n c e "  alarm i n d i c a t i o n  o r  a " t r u e "  
alarm, e i t h e r  f rom a t i m e  i n t e g r a t e d  s i n g l e  s e n s o r  l a y e r  o r  a t i m e  
i n t e g r a t e d  "ANDed" s i g n a l  combining a t  l e a s t  t w o  l a y e r s .  Only t h e  
t r u e  alarm s h o u l d  a n n u n c i a t e  its p r e s e n c e  t o  t h e  o p e r a t o r ,  

A t i m e  lapse v i d e o  r e c o r d e r  s h o u l d  be p r o v i d e d .  The r e c o r d e r  s h o u l d  
be  equipped  t o  go t o  f u l l  speed  w i t h i n  1 second upon alarm and have  
t h e  a b i l i t y  t o  p l a y  i n  r e v e r s e .  The recorder s h o u l d  u s e  t h e  VHS t ape  
f o r m a t  o r  a l t e r n a t i v e l y ,  wha teve r  f o r m a t  e x i s t s  t h a t  allows t h e  most 
economica l  s t o r a g e  of t i m e  lapse v i d e o .  Video tapes  s h o u l d  comprise 
a r e c o r d  of alarms i s s u i n g  from t h e  m u l t i - l a y e r  alarm p r o c e s s o r .  Addi- 
t i o n a l  a l a r m  s o u r c e  i d e n t i f i c a t i o n ,  e v e n t  t i m e  and alarm d i s p o s i t i o n  

l o g g i n g  s h o u l d  be keyed t o  t h e  CAS and SAS CPU.  

Replay s h o u l d  be e n a b l e d  t h r o u g h  t h e  m u l t i - l a y e r  a larm i n t e r f a c e  e v e n t  
c o u n t e r ,  which w i l l  i d e n t i f y  a n  e v e n t  by t i m e  and a d d r e s s  on t h e  v i d e o  
t a p e  and i n  memory. An i d e n t i f i c a t i o n  command e n t e r e d  by t h e  operator 
s h o u l d  r e c a l l  any  s e l e c t e d  e v e n t  on a p a r t i c u l a r  tape o r  from a pa r -  
t i c u l a r  camera w i t h o u t  r e q u i r i n g  manual s e a r c h .  

F o r  p u r p o s e s  of a r c h i v e s  s t o r a g e  and p o t e n t i a l  r e f e r r a l ,  tapes  s h o u l d  

be r e t a i n e d  €or t h r e e  months,  t h e n  e r a s e d  and r e u s e d .  

F i g u r e  5-4 shows CCTV cameras i n  t h e  i s o l a t i o n  zone  w i t h  VMD 

i n c o r p o r a t e d  a s  a n  example 3 rd  l a y e r  to  supplement  e x i s t i n g  f e n c e  and 
i s o l a t i o n  zone s e n s o r s .  

5.5.10 PRIORITIES I N  ASSESSMENT 

The f o l l o w i n g  l i s t  summarizes  t h e  approach  to  fo rward ing  alarms t o  t h e  

Any o n e  s e n s o r  e l emen t  d i s t u r b a n c e  w i l l  a c t i v a t e  corre- 
spond ing  a l e r t  l o c a t i o n  on a n n u n c i a t o r  board  a t  C A S ,  SAS. 

CAS/SAS. 
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Any o n e  s e n s o r  p e r s i s t i n g  t h r o u g h  a s e t  t i m e  window w i l l  

alarm CAS,SAS. 
Any two s e n s o r  e l e m e n t s  s i g n a l i n g  t h r o u g h  processor w i l l  

alarm CAS, SAS. 

CCTV-VMD 75mm LENS 

B'FENCE 

200 METER DETECTION ZONE CCTV-VMD 
k - 1 2 5  METER 

SCENE OVERLAP 

SITE INTERIOR ll SITE EXTERIOR 

VEHICLE BARRIER FENCE SENSORS 

EXISTING SENSORS 

MICROWAVE 8' FENCE AND 
8.g. E-FIELD OR 

b- 2 0 ' 4  
X - S E C T I O N  OF P E R I M E T E R  C A S / S A S  O P E R A T O R ' S  C C T V  M O N I T O R  

F i g u r e  5-4. CCTV I n  I s o l a t i o n  Zone 
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Location will automatically appear on monitor for 
immediate assessment. 
Guard force will be dispatched upon CCTV assessment, or 
if CCTV is down. 
Guard force will be provided with protective aids and 
denial agents. 

The processing interface may permit assessment of single sensor or 
nuisance alarm signals as well as hierarchical assessment of genuine 
alarms. Consider, for example, a 16 segment system with 4 monitors. 
Primary attention should be devoted to genuine alarms, i.e. a segment 
where 2 or more sensors have detected something. Therefore, alarmed 
segments should have the highest priority in terms of display. With 
4 monitors, 4 alarmed segments could be displayed simultaneously. 

F o r  example,  t h e  p r i o r i t y  of d i s p l a y  c o u l d  be: 

1. Alarmed segments: 3 sensors detecting 
2. Alarmed segments: 2 sensors detecting 
3 .  Alarmed segments: 1 sensor detecting 
4. Non-alarmed segments: 1 sensor detecting 
5. Routine displays 

The monitor displays working with this priority would be assessing the 
most likely threats first. Within a given priority, if more than 4 

segments were alarmed at once, the monitors would be switched automat- 
ically after a short but sufficient time period for assessment. The 
switching would take place until all alarms were evaluated. If more 
than 4 segments were alarmed, the non-alarmed segments with detection 
would not be displayed. 

With fewer than 4 alarms at once, the displays not required for alarms 
would respond to detections by a single sensor on a segment. These 
displays could be switched in rotation if necessary. 

The operator should be given a forceful audible annunciation on an 
alarm and the segment number displayed or indicated. A mild audible 
reminder with a segment number displayed or indicated should be 
sufficient fo r  detections which do not result in alarms. 
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While it would be possible to overload such an assessment system and 
its operators, the display overload itself should be sufficient to 
indicate a coordinated penetration effort. A l s o ,  to create such an 
overload would require precision timing and detailed knowledge of the 
security system. 

5.5.11 INTERIOR CLEAR ZONE 

A clear space interior to the perimeter fence and isolation zone, 
combined with hardened outer building and vital area walls, doors, and 
grids can impose transit delay time on the intruder. Additionally it 
can provide a lighted region for video surveillance (utilizing high 
mast sodium luminaires) and a tactical maneuver space for response 
force confrontation. Plans for new plants should allow at least 30 
meters between the inner fence and any buildings housing vital areas. 

5 . 6  DESIGN AND CONSTRUCTION 

Perimeter security elements should be manufactured and installed in 
accordance with best accepted commercial design standards in cogni- 
zance of site and terrain, local, state and federal construction regu- 
lations. Some suppliers have designed rugged, reliable, long life 
items especially for the nuclear power plant perimeter role - and such 
attention to the ultimate application is to be encouraged. 

The perimeter intrusion alarm layers and other perimeter security 
elements should be interfaced and integrated together as one overall 
system; and construction activities should be integrated and coordinated 
to accomplish such things as earth moving, pier and footing pouring, 
cable trenching, wiring, etc., common to each segmented perimeter 
layer. 

It is not recommended to put up one intrusion detection layer at a 
time because of cost for reexcavation and rewiring for subsequent 
layers. 
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Intrusion detector candidates should be commercially available, off- 
the-shelf systems that have been performance level tested by SANDIA 
to one of their sensor type-specifications. Upon tentative selection 
among perimeter security elements, sensor layer options, combined 
processing and assessment alternatives, it is recommended to discuss 
their acceptability with NRC. 

5.6.1 MATERIALS, PROCESSES AND PARTS 

parts made to commercial standard should be used wherever possible. 
Screw threads should be American standard. Wire gages should be AWG. 
Fence mesh and barbed wire should be double galvanized. All other ex- 
ternally used metal parts should be treated for corrosion resistance. 
Plastic parts should not be subject to breakdown from moisture, atmo- 
spheric or dust components nor from sun exposure. Plastic p a r t s  and 

paints should be fungus resistant. 

Wiring and cabling should be of good commercial quality. Rodent 
resistant insulation should be used. 

5.6.2 ELECTROMAGNETIC RADIATION 

The overall installed system should reject electromagnetic interfer- 
ence among the three sensor layers, energized simultaneously. Micro- 
wave systems should reject commercial and military aircraft radars 
within a distance of 3 km. All systems should be operable under or 
adjacent to 60 Hz high voltage power lines within a distance of 10 
meters. 

~ l l  wiring and TV cables should be housed in metal conduit. Surge 
protection devices and appropriate grounding should be provided on 
power and signal lines and on conduit to clamp component input vol- 
tage to prevent damage from nearby lightning strikes. Sensors should 
not alarm from lightning generated electromagnetic fields within a 
distance of 3 km. 
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5.6.3 SAFETY 

~ l l  sensor  c o m p o n e n t s ,  e l e c t r o n i c  p r o c e s s i n g  e q u i p m e n t ,  power sup-  

p l i e s ,  and  alarm m o n i t o r s  s h o u l d  b e  c a p a b l e  o f  m e e t i n g  t h e  t y p i c a l  
d e s i g n  r e q u i r m e n t s  f o r  f i r e  s a f e t y  of n a t i o n a l l y  r e c o g n i z e d  t e s t i n g  

l a b o r a t o r i e s  s u c h  as  U n d e r w r i t e r s  L a b o r a t o r y  ( U L )  o r  F a c t o r y  M u t u a l  
(FM).  A l l  e l e c t r i c a l  s y s t e m s  s h o u l d  be  g r o u n d e d .  I E E E  s t a n d a r d  308- 

1974 ( 1 5 )  - a s  e n d o r s e d  b y  R e g u l a t o r y  G u i d e  1 .32 ,  " C r i t e r i a  f o r  S a f e t y -  

R e l a t e d  E l e c t r i c a l  Power S y s t e m s  f o r  N u c l e a r  Power P l a n t s "  (15) , 
s h o u l d  b e  u s e d  as  a g u i d e .  S y s t e m  d e s i g n ,  m e t h o d s  o f  c o n s t r u c t i o n  
and o p e r a t i o n  and e n v i r o n m e n t a l  e x p o s u r e  s h o u l d  n o t  c r ea t e  t h e  p o t e n -  

t i a l  f o r  i n j u r y  of p e r s o n n e l .  

5.6.4 ELECTRICAL INTERFACES 

I n  t h e  e v e n t  p r i m a r y  p o w e r  i s  i n t e r r u p t e d ,  t h e  s y s t e m  s h o u l d  p r o v i d e  

f o r  automatic s w i t c h o v e r  to e m e r g e n c y  b a t t e r y  power w i t h o u t  c a u s i n g  
a n  i n t r u s i o n  alarm. P r i m a r y  power s h o u l d  be 1 1 5  VAC f r o m  m a i n s ,  w i t h  

a b a c k u p  u n i n t e r r u p t a b l e  power s u p p l y  (UPS) .  

5 .6 .4 .1  U n i n t e r r u p t a b l e  Power  S u p p l y  (UPS) 

The UPS s h o u l d  c o n s i s t  of b a t t e r y  c h a r g e r ,  i n v e r t e r ,  a u t o m a t i c  by- 
pass s w i t c h ,  c i r c u i t  b r e a k e r s  and n e c e s s a r y  c o n t r o l  e l e m e n t s .  The 
UPS s h o u l d  p r o v i d e  1 KVA of c o n t i n u o u s  power a t  1 2 0  v o l t s  A C ,  s i n g l e  

p h a s e ,  2 - w i r e I  6 0  Hz o u t p u t  f o r  c r i t i c a l  l o a d s  d u r i n g  n o r m a l  o p e r a t i o n  
a n d  d u r i n g  a u t i l i t y  power f a i l u r e .  The UPS a l so  s h o u l d  p r o v i d e  DC 

c h a r g i n g  c u r r e n t  t o  t h e  b a t t e r y ,  and  a DC s u p p l y  t o  t h e  UPS i n v e r t e r .  

The a u t o m a t i c  b y p a s s  s w i t c h  s h o u l d  t r a n s f e r  t h e  c r i t i c a l  l o a d  b a c k  t o  
t h e  i n p u t  l i n e  i n  case o f  a n  UPS f a i l u r e .  C i r c u i t  b r e a k e r s  s h o u l d  b e  
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t h e  f a s t  a c t i n g  t y p e  which can  be t r i p p e d  by s y s t e m s  m a l f u n c t i o n  s i g -  
n a l s ,  t h e r e b y  e l i m i n a t i n g  t h e  need f o r  power f u s i n g .  

B a t t e r i e s  a l o n e  s h o u l d  s u s t a i n  t h e  above l o a d  f o r  1 0  m i n u t e s  
( s u f f i c i e n t  t i m e  f o r  t h e  u t i l i t y ' s  a u x i l i a r y  g e n e r a t o r s  t o  come on 
l i n e ) .  

Emergency power s h o u l d  be c a p a b l e  of  s u s t a i n i n g  o p e r a t i o n  f o r  a 
minimum of  2 4  h o u r s  w i t h o u t  r e p l a c i n g  or r e c h a r g i n g  b a t t e r i e s  or  re- 
fue l ' ing  g e n e r a t o r s .  Ba t t e r i e s  ( i n c l u d i n g  s t o r e d  b a t t e r i e s )  s h o u l d  be  

m a i n t a i n e d  a t  f u l l  c h a r g e  by automatic b a t t e r y - c h a r g i n g  c i r c u i t r y .  
Ba t te r ies  s h o u l d  be checked i n  a c c o r d a n c e  w i t h  I E E E  S t a n d a r d  450-1975 
( 1 6 )  - as endorsed  by R e g u l a t o r y  Guide 1.129,  "Maintenance T e s t i n g  and 
Replacement of Large Lead S t o r a g e  Bat te r ies  f o r  N u c l e a r  Power P l a n t s "  
( 1 6 ) ,  - and I E E E  S t a n d a r d  308-1974 ( 1 5 )  - as e n d o r s e d  by  R e g u l a t o r y  Guide 
1 . 3 2 ,  " C r i t e r i a  f o r  Sa fe ty -Re la t ed  E l e c t r i c  P o w e r  S y s t e m s  f o r  N u c l e a r  

Power P l a n t s "  (E). 

5.6.4.2 Communication Modes 

E x i s t i n g  communicat ion l i n e s  which may d i r e c t l y  c o n n e c t  each  alarm 
segment  t o  t h e  CAS/SAS s h o u l d  i n p u t  p a r a l l e l  p o r t s  i n  t h e  m u l t i - l a y e r  
alarm i n t e r f a c e .  N e w  p l a n t s ,  o r  e x i s t i n g  p l a n t s  u t i l i z i n g  s e r i a l  bus  
communicat ion,  s h o u l d  employ compatible s e r i a l  ports i n  t h e  m u l t i - l a y e r  
alarm i n t e r f a c e .  S e r i a l  d i g i t a l  communicat ions s h o u l d  be  f u l l  d u p l e x  
and d u a l  loop t o  p r o v i d e  redundancy .  Baseband v i d e o  s h o u l d  be t r a n s -  
m i t t e d  on coaxial  c a b l e s  from e a c h  camera to t h e  i n t e r f a c e  processor. 
A l a r m  p r o c e s s i n g  u s i n g  b o t h  p a r a l l e l  and s e r i a l  1/0 s h o u l d  be i n t e r n a l  
t o  t h e  m u l t i - l a y e r  alarm i n t e r f a c e  and s h o u l d  n o t  require  s p e c i a l  ad- 

d i t i o n a l  t e r m i n a l s  o r  m u l t i p l e x e r s  t o  be i n s t a l l e d  a t  t h e  perimeter. 

5.6.4.3 Line S u p e r v i s i o n  

~ 1 1  s i g n a l  l i n e s  c o n n e c t i n g  alarm r e l a y s  w i t h  alarm m o n i t o r s  s h o u l d  
be s u p e r v i s e d .  S i g n a l  l i n e s  l i n k i n g  t h e  s e n s o r s  t o  t h e  p r o c e s s i n g  
e l e c t r o n i c s  s h o u l d  a l s o  be s u p e r v i s e d .  S i g n a l  l i n e  s u p e r v i s i o n  s h o u l d  

5-4 0 



@ p r e f e r a b l y  be  by means of t i m e  domain r e f l e c t o m e t r y ,  i n  which a re- 
f l e c t e d  p u l s e  t i m e  of a r r i v a l  is compared t o  known s y s t e m  c h a r a c t e r i s -  

t i c s .  S p e c i a l  s u p e r v i s i o n  s h o u l d  n o t  be r e q u i r e d  f o r  v i d e o  s i g n a l s .  

5.6.4.4 Tamper I n d i c a t i o n  

A l l  e n c l o s u r e s  f o r  equipment  s h o u l d  be equipped  w i t h  tamper s w i t c h e s  

or t r i g g e r i n g  mechanisms c o m p a t i b l e  w i t h  t h e  alarm sys t ems .  The elec- 
t r o n i c s  s h o u l d  be d e s i g n e d  so  t h a t  t a m p e r - i n d i c a t i n g  d e v i c e s  remain  i n  

o p e r a t i o n  even  though t h e  s y s t e m  i t s e l f  may be  p l a c e d  i n  t h e  access 
mode. (Access mode means t h e  c o n d i t i o n  t h a t  m a i n t a i n s  s e c u r i t y  o v e r  

t h e  s i g n a l  l i n e s  between t h e  d e t e c t o r  and a n n u n c i a t o r  and o v e r  t h e  
tamper s w i t c h  i n  t h e  d e t e c t o r  b u t  allows access i n t o  t h e  p r o t e c t e d  
area w i t h o u t  g e n e r a t i n g  a n  alarm. ) 

Power s w i t c h e s  and a l l  c o n t r o l s  t h a t  a f f e c t  t h e  s e n s i t i v i t y  o f  t h e  
alarm sys t em s h o u l d  be located w i t h i n  t a m p e r - r e s i s t a n t  e n c l o s u r e s .  
A l l  key  l o c k s  o r  key-ope ra t ed  s w i t c h e s  u s e d  t o  p r o t e c t  equipment  and 
c o n t r o l  s h o u l d  have  UL- l i s ted  l o c k i n g  c y l i n d e r s  ( see  R e g u l a t o r y  Guide 
5.12, "Genera l  U s e  of Locks i n  t h e  P r o t e c t i o n  and C o n t r o l  of F a c i l i -  

t i e s  and Spec ia l  N u c l e a r  Materials", (28) ) .  

5.7 RELIABILITY 

L i f e  c y c l e  cost is a s t r o n g  f u n c t i o n  of component and s y s t e m  r e l i a b i l -  
i t y .  Equipment f a i l u r e s  can  impose o p e r a t i o n a l  ma in tenance  p e n a l t i e s ,  
and by d e f i n i t i o n  of f a i lu re - in - the -a l am-s t a t e ,  w i l l  c o n t r i b u t e  t o  
t h e  n u i s a n c e  alarm budge t .  I n d i v i d u a l  segment  i n t r u s i o n  d e t e c t i o n  
l a y e r s ,  a s  w e l l  a s  t h e  o t h e r  p e r i m e t e r  s e c u r i t y  e l e m e n t s  s h o u l d  have  
as a g o a l ,  mean-time-between f a i l u r e  (MTBF) of a t  l ea s t  3 0 , 0 0 0  hour s .  
Par t s  such  as TV camera t u b e s  and l u m i n a i r e s  which e x h i b i t  a c t i v e  
wea rou t  mechanisms are  e x c e p t i o n s ,  b u t  s u c h  i t e m s  s h o u l d  be  p l a c e d  i n  
a s c h e d u l e d  r ep lacemen t  o p e r a t i o n  and c o s t e d  o v e r  t h e  p l a n t  l i f e  
c y c l e .  E l e c t r o n i c  processors s h o u l d  show a MTBF of  a t  l ea s t  8 7 6 0  

h o u r s  (1 y e a r ) .  
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High system MTBF is achieved by a parts count of high individual 
reliability and/or redundancy. Redundancy provides protection against 
single failures. Phenomenological diversity of layers protects 
against nuisance alarms and common mode failures. 

5.8 MAINTAINABILITY 

5.8.1 MAINTENANCE PHILOSOPHY FOR A LAYERED SYSTEM 

The recommended maintenance and replacement philosophy is based on 
the following system considerations. 

* Coping with system failures becomes manpower intensive 
and expensive. Therefore, overall system reliability 
should be optimized. High reliability parts should be 
used and piece part or subsystem redundancy incorporated 
in design to economically optimize system MTBF. 
Maintaining high system alarm detectability will minimize 
the statistical probability of power plant outage due 
to sabotage, and thus associated costs. 

* System PD should be optimized by layering to keep system 
testing at an economically realistic level. 

* Security system hardware and software capability is 
rapidly evolving. Initial spares inventory may become 
obsolescent over the depreciation time of the security 
equipment. Therefore specific replacement parts should 
be ordered when required upon failure. 
Preventive maintenance or scheduled replacement should 
be made for wear-out items. 
Layers are taken as representative of sensors now in use 
at nuclear plants; and for a three layered system, a 
Video Motion Detector (VMD) is taken as an example 
third sensor supplementing Closed Circuit Television 
(CCTV) used primarily for assessment purposes. 

The following analysis shows how these operational and maintenance 
considerations can affect the choice of a system. 
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@ For a single layer system the guards must not only respond to a 
failure but also remain on patrol at the failed segment to maintain 
security. This can prove expensive to the plant operator and have a 
negative effect on the morale of the guard force particularly in 
inclement weather. 

For a double layer system the guards will need to respond to a failure 
and will need to patrol the segment more frequently, monitor it re- 
motely or remain at the segment to assure security. 

The triple layer system still requires guards to respond to a failure 
if assessment by CCTV or other remote means is not possible or is in- 
conclusive. But the depth and performance of a 3 layer system will 
allow the guards to return to their base if the failure is not caused 
by an intruder. 

However, for this operating philosophy to be viable, double failures 
or two or more sequential failures within a short period of time must 
be shown to be very rare statistically. 

To examine the risk of double failures in more detail, the following 
are assumed. 

' Failures in the various layers and equipments are 
independent. 
Downtime for a layer which has failed will average 96 
hours or less. This is taken to be the time that a 

replacement LRU can be ordered and delivered from the 
equipment contractor. 
The video motion detector is assumed to have an overall 
MTBF of 8000  hours. This is apportioned to be a 30,000 
hour MTBF in the common equipment channel and 174,545 
hour MTBF in each of the 16 independent video processing 
channels. 
From a fully working state, 4 types of failures can 
occur. 
--VMD single channel - MTBF = 174,545 hours 
--VMD all 16 channels - MTBF = 30,000 hours 

5-43 



- -Sensor  A i n  a s e g m e n t  - MTBF = 3 0 , 0 0 0  h o u r s  

- -Sensor  B i n  a s e g m e n t  - MTBF = 3 0 , 0 0 0  h o u r s  

The e x p e c t e d  number o f  f a i l u r e s  f o r  e a c h  t y p e  o v e r  6 y e a r s  i s  

t a b u l a t e d  f o l l o w i n g :  

TOTAL EXPECTED 

OPERATING NUMBER OF 

NUMBER HOURS MTBF FAILURES 

VMD S i n g l e  C h a n n e l  16 841 ,536  1 7 4 , 5 4 5  4.82 

VMD Common 1 52 ,596  30 ,000  1 . 7 5  

S e n s o r  A 16  8 4 1 , 5 3 6  3 0 , 0 0 0  28.05 

S e n s o r  B 16  841 ,536  3 0 , 0 0 0  28.05 

T r e a t i n g  e a c h  of t h e  p r e d i c t e d  f a i l u r e s  a s  b e i n g  "a f i r s t  f a i l u r e "  

will be slightly pessimistic but computation is simplified. 

I n  t h e  f i r s t  case,  i t  is  as sumed  t h e  v i d e o  mot ion  d e t e c t o r  f a i l s  i n  a 
s i n g l e  c h a n n e l .  The s y s t e m  would be  r e n d e r e d  d e f i c i e n t  i f  s e n s o r  A 

or  s e n s o r  B f a i l e d  o n  t h e  same s e g m e n t .  C o n s i d e r e d  t o g e t h e r ,  s e n s o r s  

A & B i n  o n e  s e g m e n t  w i l l  h a v e  a MTBF o f  1 5 , 0 0 0  h o u r s .  Thus t h e  p r o b -  

a b i l i t y  t h a t  o n e  wou ld  f a i l  i n  96 h o u r s  i s  0.0064.  S i n c e  t h e r e  a r e  
4.82 s i n g l e  c h a n n e l  VMD f a i l u r e s  e x p e c t e d ,  t h e  t o t a l  e x p e c t e d  number 

o f  s y s t e m  f a i l u r e s  i n  t h i s  mode i s  0.0308 o v e r  s i x  y e a r s .  

I n  t h e  s e c o n d  case, t h e  V i d e o  Mot ion  Detector i s  assumed t o  h a v e  

f a i l e d  i n  a l l  1 6  c h a n n e l s .  N o w  a s i n g l e  f a i l u r e  i n  e i t h e r  l a y e r  A o r  
l a y e r  B wou ld  r e s u l t  i n  t h e  s y s t e m  b e i n g  d e f i c i e n t .  The MTBF f o r  3 2  

s e n s o r s  i n  se r ies  i s  937 .5  h o u r s .  The p r o b a b i l i t y  t h a t  a n y  o n e  would 

f a i l  i n  96 h o u r s  is 0 , 0 9 7 3 .  Wi th  1 . 7 5  common v i d e o  m o t i o n  d e t e c t o r  

f a i l u r e s  e x p e c t e d ,  t h e  e x p e c t e d  number o f  s y s t e m  f a i l u r e s  i n  t h i s  mode 

i s  0.1706 o v e r  6 y e a r s .  

I n  t h e  t h i r d  case i t  is assumed t h a t  s e n s o r  A o n  a s e g m e n t  h a s  f a i l e d .  

Then,  a f a i l u r e  i n  t h e  common p o r t i o n  o f  t h e  VMD, t h a t  c h a n n e l  of t h e  

VMD, o r  t h a t  s e g m e n t ' s  s e n s o r  B w i l l  c a u s e  a s y s t e m  d e f i c i e n c y .  The 

r e s u l t i n g  s u b s y s t e m  h a s  a MTBF o f  1 3 , 8 1 2  h o u r s  w i t h  a p r o b a b i l i t y  of 
f a i l i n g  i n  96 h o u r s  o f  0 .0069 ,  S i n c e  t h e r e  a r e  28.05 f a i l u r e s  o f  
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s e n s o r  A expected o v e r  6 y e a r s ,  0.1943 s y s t e m  f a i l u r e s  c a n  be e x p e c t e d  
from t h i s  mode. The c a l c u l a t i o n s  f o r  t h e  f o u r t h  case,  a s e n s o r  B 

f a i l u r e  , a re  i d e n t i c a l .  

T o t a l l i n g  t h e s e  r e su l t s  i n  0.59 cases of 2 l a y e r s  f a i l i n g  b e f o r e  
repa i r  is comple ted  i n  a p e r i o d  o f  6 y e a r s ,  o r  3 e v e n t s  d u r i n g  t h e  30 
y e a r s  l i f e  of t h e  p l a n t .  

A t  e ach  of  t h e s e  e v e n t s ,  2 g u a r d s  w o u l d  be r e q u i r e d  a t  t h e  segment  

f o r  a n  e x p e c t e d  t i m e  of 4 8  hours .  A t  a c o s t  o f  $ 2 0  p e r  g u a r d  per  
h o u r ,  t h e  e x p e c t e d  cost  f o r  each  e v e n t  f o r  g u a r d s  would be $ 1 , 9 2 0 .  

S i n c e  so few s u c h  d o u b l e  f a i l u r e  e v e n t s  a re  expected o v e r  t h e  p l a n t  
l i f e t i m e  i n  a l a y e r e d  sys t em,  t h e  l o w  c o s t  r i s k  j u s t i f i e s  t h e  c o n c e p t  
o f  p r o c u r i n g  r e p l a c e m e n t  p a r t s  when needed i n s t e a d  of  m a i n t a i n i n g  a 
l a r g e  spares i n v e n t o r y .  Fu r the rmore  t h e  l a y e r e d  s y s t e m  p e r m i t s  r epa i r  
of  f a i l u r e s  t o  b e  schedu led  g e n e r a l l y  t o  normal  s h i f t  work. 

F u r t h e r  improvements  i n  r e l i a b i l i t y  may b e  a c h i e v e d  by p r o v i d i n g  
s t a n d b y  modules  i n  p l a c e  f o r  a n y  equ ipmen t s  o f  d e c i d e d l y  p o o r e r  MTBF 

t h a n  t h e  res t ,  e .g . ,  t h e  VMD p r o c e s s o r .  T r a d e o f f  m u s t  j u s t i f y  t h e  
cost of  s u c h  s t a n d b y  equipment  v s .  t h e  cost of t e m p o r a r i l y  manning 
t h e  e x p e c t e d  number of e v e n t s  d e r i v e d  from t h e  s i n g l e  equipment  
r e l i a b i l i t y  f i g u r e s .  

5.8.2 MAINTENANCE IMPLEMENTATION 

Maintenance  of  t h e  perimeter s e c u r i t y  sys t em encompasses  normal wear 
and tear  on  t h e  n o n - e l e c t r o n i c  s y s t e m s  s u c h  as  f e n c e s ,  poles and 
f i x t u r e s  . 
Scheduled  r e p l a c e m e n t  s h o u l d  be per formed as  p r e v e n t i v e  ma in tenance  
f o r  l o w  MTBF components such  a s  l u m i n a i r e s  and camera v i d i c o n s .  
S p a r e s  s h o u l d  be a l l o c a t e d  from i n v e n t o r y  and p e r i o d i c a l l y  r e p l a c e d  

as s c h e c u l e d  o v e r  t h e  p l a n t  l i f e  c y c l e .  Such spares s h o u l d  be c o n s i d -  
e r e d  as  p a r t  of o p e r a t i n g  cos ts .  

A 
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Repair o f  perimeter s e n s o r  a n d  processor c o m p o n e n t s  s h o u l d  be e f f e c t e d  
by t h e  c h a n g e  o u t  o f  l i n e - r e p l a c e a b l e  u n i t s  ( L R U ) .  By d e f i n i t i o n ,  a 
LRU i s  a complete s e n s o r  a s s e m b l y  or  box o r ,  a t  t h e  minimum, a p r i n t e d  

c i r c u i t  b o a r d  wh ich  c a n  be q u i c k l y  r e p l a c e d  i n  t h e  f i e l d  by u n p l u g g i n g  
a n d  by  r e i n s e r t i o n  o f  a spare i n  i t s  place.  

L o c a t i o n ,  r e p l a c e m e n t  and  e l e c t r i c a l  c h e c k o u t  o f  a LRU s h o u l d  r e q u i r e  
n o  more t h a n  o n e  h o u r  of e l a p s e d  t i m e ,  a f t e r  w h i c h  c o n t i n u i t y  o f  
per imeter  d e t e c t i o n  c a n  b e  r e s t o r e d .  Spares f o r  t h i s  t y p e  o f  r e p a i r  
s h o u l d  be a l l o c a t e d  o n  t h e  b a s i s  of n o  more t h a n  2 0 %  o f  i n i t i a l  
e q u i p m e n t  cos t .  A l t e r n a t i v e l y ,  w i t h  o n e  l a y e r  down i n  a 3 l a y e r  s y s -  

t e m ,  t h e  o t h e r  t w o  l a y e r s  may b e  e x p e c t e d  t o  m a i n t a i n  s e c u r i t y  u n t i l  
r e p l a c e m e n t  p a r t s  c a n  be o b t a i n e d  e x p e d i t i o u s l y  f r o m  t h e  s u p p l i e r ,  

t h u s  m i n i m i z i n g  spares  i n v e n t o r y .  

A s  r e c o g n i z e d  i n  paragraph  5 . 8 . 2  p r e c e d i n g ,  c o m p u t e r  and processor 

o b s o l e s c e n c e  is a c o n t i n u i n g  c o n c e r n ;  a n d  improvemen t  i n  p e r f o r m a n c e  
i n  b o t h  h a r d w a r e  and s o f t w a r e  may g i v e  a p a r t i c u l a r  i n t r u s i o n  detec- 
t i o n  c o n c e p t  a n  e n t i r e l y  new a p p e a r a n c e  i n  j u s t  a few y e a r s .  T h e r e -  

fo re ,  i t  is  n o t  i n t e n d e d  t o  f r e e z e  a n  i n i t i a l  d e s i g n  and s u p p l y  t h e  
p l a n t  w i t h  o r i g i n a l  spares f o r  i t s  l i f e  c y c l e .  R a t h e r ,  a s  major 
r e p l a c e m e n t s  a re  r e q u i r e d ,  t h e  improved d e s i g n  e x i s t i n g  a t  t h e  t i m e  
s h o u l d  be p r o c u r e d .  T h i s  imposes o n  s u p p l i e r s  t h e  r e q u i r e m e n t  t h a t  

s u b s e q u e n t  v e r s i o n s  be upward c o m p a t i b l e  and i n t e r c h a n g e a b l e  w i t h ,  

b u t  n o t  i d e n t i c a l  w i t h  t h e  o r i g i n a l  e q u i p m e n t .  

M a i n t e n a n c e  s h o u l d  be  a c c o m p l i s h e d  by t r a i n e d  u t i l i t y  p e r s o n n e l  o n  a 

o n e  s h i f t  b a s i s .  A s  shown i n  p a r a g r a p h  5 . 8 . 2 ,  e x c e p t  u n d e r  e x t r a o r d i -  
n a r y  c i r c u m s t a n c e s ,  o f f  s h i f t  f a i l u r e s  s t a t i s t i c a l l y  s h o u l d  l e a v e  t w o  
o u t  o f  t h e  t h r e e  i n t r u s i o n  d e t e c t i o n  l a y e r s  a c t i v e  a n d  t h u s  permit  re- 
p a i r  t o  be s c h e d u l e d  f o r  a r o u t i n e  t i m e .  

5 .9  ENVIRONMENTAL CONDITIONS AND P R O V I S I O N S  

5 .9 .1  GENERAL 

Perimeter i n t r u s i o n  alarm s y s t e m s  s h o u l d  be capable o f  o p e r a t i n g  
t h r o u g h o u t  t h e  c l ima t i c  e x t r e m e  o f  t h e  e n v i r o n s  i n  wh ich  t h e y  are 
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@ u s e d ;  a s  a minimum, t h e  o u t d o o r  s y s t e m s  s h o u l d  be c a p a b l e  o f  e f f e c -  
t i v e  o p e r a t i o n  b e t w e e n  - 4 O O C  and + 7 l o C .  Components t h a t  n e c e s s a r i l y  

m u s t  b e  l o c a t e d  o u t  of d o o r s  s h o u l d  b e  p r o t e c t e d  from m o i s t u r e  damage 
by s u c h  methods  as h e r m e t i c  s e a l i n g ,  p o t t i n g  i n  a n  e p o x y  compound, 
c o n f o r m a l  c o a t i n g  , o r  water t  i g h t  e n c l o s u r e s .  V ideo  a n d  IR s y s t e m s  , 
i f  u s e d ,  s h o u l d  i n c o r p o r a t e  e n v i r o n m e n t a l  e n c l o s u r e s  and f e a t u r e s  t o  

p r e v e n t  b o t h  m o i s t u r e  c o n d e n s a t i o n  a n d  i c i n g  on  o p t i c a l  p a r t s  and  
windows. 

E x t e r n a l  i n s t a l l a t i o n s  s h o u l d  be ab le  to  w i t h s t a n d  w i n d s  of 1 6 0  km/hr 
w i t h o u t  damage and  w i n d s  and  g u s t s  up  t o  4 8  km/hr w i t h o u t  a l a r m i n g .  

Equipment  f o r  i n s t a l l a t i o n  i n s i d e  b u i l d i n g s  ( e . g . ,  a t  CAS a.nd SAS) 
s h o u l d  be a b l e  t o  f u n c t i o n  i n  s u r r o u n d i n g s  b e t w e e n  1 0 ° C  a n d  4 O o C  and  
1 0 %  t o  90% R.H. w i t h  no c o n d e n s a t i o n .  

5.9.2 S I T E  S P E C I F I C  C O N S I D E R A T I O N S  

S e n s o r  s y s t e m s  s h o u l d  be c a r e f u l l y  a n a l y z e d  f o r  c o m p a t i b i l i t y  w i t h  
t h e i r  i n t e n d e d  s i t e  and  e n v i r o n m e n t .  The b a s i s  f o r  t h e i r  s e l e c t i o n  
s h o u l d  be a s i t e  s u r v e y  and  l oca l  e n v i r o n m e n t  h i s t o r y .  

I t  i s  r e p e a t e d  h e r e  as  a t r u i s m  t h a t  no  s i n g l e  s e n s o r  i s  c a p a b l e  o f  
d e t e c t i n g  a l l  i n t r u s i o n s  i n  a n y  e n v i r o n m e n t .  V u l n e r a b i l i t y  t o  d e f e a t  
is s i t e  v a r i a b l e  d e p e n d i n g  o n  s u c h  t h i n g s  a s  t e r r a i n ,  snowfall a n d  

d r i f t s  p e r m i t t i n g  b r i d g i n g  of b a r r i e r s  o r  t u n n e l i n g  p a s t  f ree  s t a n d i n g  
s e n s o r s .  C e r t a i n  s e n s o r s  become i n s e n s i t i v e  i n  f r o z e n  g r o u n d  o r  i n  

s o i l s  which become c o n d u c t i v e  when w e t .  L i k e w i s e  some s e n s o r s  c a n  be 

damaged b y  ice and  b y  c o r r o s i v e  a t m o s p h e r e s .  I R  d e t e c t i o n  and  v i d e o  
s u r v e i l l a n c e  c a n  be d e g r a d e d  by i ce ,  h e a v y  f o g  or  d r i v i n g  snow storms. 

I t  must  b e  a c c e p t e d  t h a t  t h e r e  w i l l  be t imes when b o t h  d e t e c t i o n  a n d  
a s s e s s m e n t  may n o t  b e  d e p e n d a b l e  due  t o  w e a t h e r .  A p p r o p r i a t e  selec- 
t i o n  o f  d i v e r s e  l a y e r s  w i l l  m i n i m i z e  b u t  n o t  e l i m i n a t e  t h e s e  cases. 
T h e r e f o r e  , c o n t i n g e n c y  p r o c e d u r e s  s h o u l d  c a l l  f o r  a d o p t i o n  o f  a manned 

s e c u r i t y  mode ( c o n t i n u o u s  perimeter p a t r o l )  u n t i l  t h e  d i s t u r b a n c e  sub- 
s ides  o r  c a n  be cleared away. @ 
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Terrain features, hills and gulleys and natural obstacles along the 
perimeter can not always be avoided or filled in to make a level sur- 
face. Such conditions would eliminate consideration of line-of-sight 
sensors such as free standing microwave or IR in favor of sensors that 
follow the terrain. 

It will be necessary to gauge EM1 background sources which may affect 
electronic sensors. EM1 may originate from local communication links 
and radars as well as from nearby power lines. If seismic sensors are 
contemplated, then measurements will be necessary of the microseismic 
background noise. 

Therefore, site environmental and weather histories should be compiled 
and site soil and terrain surveys performed to enable compatible 
equipment selection. In addition, verification testing of selected 
systems should be performed on site in cooperation with suppliers and 

contractors prior to committing to procurement. 
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Section 6 

6.0 MANNING IMPLICATIONS 

Using closed circuit television surveillance may enable guard force 
reduction by five men over manning two watch towers on a three shift 
basis. 

The provision of three detection layers at the perimeter allows €or 
one shift scheduled maintenance. By not requiring round-the-clock 
on-call maintenance, the maintenance force can be reduced by an esti- 
mated 6 men. Automatic keying of an alarmed segment onto a TV monitor 
for assessment, automatic reset of nuisance signals and the achieve- 
ment of processed reliable alarms should enable minimal manning of the 
CAS and SAS and thus a work force reduction of about five people. 

Dedication of personnel strictly to the continual perimeter 
performance testing suggested by Regulatory Guide 5.44 has not yet 
been made. If the 5.44 test sequences were to be followed, many full 
time test personnel would be required for a non-layered system. On 
the other hand, a three layered perimeter test program as recommended 
in Appendix B may be accomplished with the present number of guards 
in normal duty times. The implications of layering to man hours re- 
quired for performance verification are explored in Appendix B. 
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Section 7 

7.0 PROCUREMENT 

7.1 SECURITY SYSTEM CONTRACTOR 

It is recommended that a security system contractor be retained to 
interpret the requirements of the NRC and interface among NRC, the 
utility, the construction contractor and equipment vendors. 
responsibilities of a security system contractor would include the 
following: 

The 

Site-specific requirements analysis and specification 
Pre-procurement site specific sensor testing 
Selection of all perimeter security elements 
Choice of supplemental sensors (tested by Sandia) 
Integration with existing elements through a multi- 
layer processing interface 

* Spares for wearout items 
Operational and maintenance training 
Documentation 
Post installation acceptance testing 
One year warranty 

7.2 SPARES 

Spares should be minimized consistent with the maintenance philosophy 
of pararaph 5.8. Spares for replaceable equipment should be provided 
as a function of MTBF and on the basis of no more than 20% of the 
initial 'equipment cost. 

7-1 



A 

7.3 DOCUMENTATION 

Detailed specifications, performance data, schematics, assembly and 
installation drawings and instructions, test plans and procedures, 
parts lists, training manuals and maintenance manuals should be pro- 
vided with each security element subsystem. 

This documentation should be kept current by each supplier as subsys- 
tem designs change and evolve. 

This documentation should provide all information needed to enable 
plant personnel to perform all adjustment, maintenance, repair and 
replacement of installed subsystems. 

7 . 4  PERSONNEL AND T R A I N I N G  

The number of maintenance personnel required should be determined by 
a parts count and conditional probabilities of failure based on parts 
MTBF and upon a mean time to repair (MTTR) of one hour. Skills should 
be compatible with the operational characteristics and failure modes 
of electrical, electronic and optical equipment. 

The maintenance duty cycle should be one shift daily, 7 days a week 
with provision for occasional emergency overtime. Approximately half 
the duty should be allocated to preventive maintenance. 

Necessary checkout and test equipment should be provided by the 
contractor or subsystem supplier. The contractor should provide sys- 
tem personnel training for operation and maintenance including neces- 
sary training equipment, training facility and training manuals. 

7.5 SYSTEM CERTIFICATION 

MTBF claims should be supported by test documentation, operational 
experience, or by analogy to similar parts and systems in a similar 
environment. n 
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Site survey and evaluation, including on-site verification testing, 
should be accomplished to define performance limits and capabilities 
prior to subsystem procurement. 

Installation testing and check-out should be made of the individual 
subsystems and of the whole perimeter alarm system completely inter- 
faced with all its elements. 

Formal acceptance test veri f icat ion of performance characteristics to 
demonstrate that system requirements of section 3 have been met should 
be the responsibility of the perimeter security system contractor and 
should take place during the first three months of utility operation 
(or construction) after completion of the perimeter installation. 

Delivery of the system to the utility should occur upon NRC acceptance 
of the installation and test results. 

The perimeter security system contractor should warrant that the 
installed system will meet or exceed the performance and materials 
quality requirements of the perimeter security specification for a 
period of one year. 

7.6 EQUIPMENT SUPPLIERS 

Perimeter security vendors are listed following who are known through 
SANDIA (9) and the INMM Workshop held in Charleston, S.C., March 1981 
or who supplied cost and performance data in response to the minispec 
of section 9.1. Most of those listed supply just the perimeter de- 
tection sensor equipment and not a layered system complete from pe- 
rimeter to alarm station. Most also depend on the plant construction 
contractor or plant owner to handle installation tasks. A few sup- 
pliers do provide several phenomenologically different sensor types, 
signal processing, and alarm terminals but are only at the threshold 
of providing the diverse sensor layering logic processing, microcom- 
puter programming, and integrated systems engineering recommended in 
section 5.0 herein. A s  of this writing, some of the listed sensors 
are still being proven in the field or in test and should be consid- 
ered only upon demonstration of performance and compliance with the 
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criteria of section 4.0. This listing should not be considered de- 
finitive or complete since there may be applicable systems unknown 
to us and since new and improved sensors and processors continue to 
be introduced. 

7.6.1 MICROWAVE SYSTEMS 

A. Polarized bi-static radar 

PRS 2100 Polarized bi-static radar 
1) National Security Systems 

P.O. Box 22665 

Tampa, Fla. 33622 

( 8 1 3 )  885-2136 

B. Standing line bi-static radar 

* Southwest Microwave Model 300 

2 )  Southwest Microwave, Inc. 
( formerly Omnispectra) 
7 0 7  W. Geneva Dr. 
Tempe, Ariz. 85282  

( 6 0 2 )  968-5995 

RACON Microwave 
3 )  RACON Inc. 

8490  Perimeter Rd., So.  

Seattle, Wash. 98108 

( 2 0 6 )  7 6 2 - 6 0 1 1  

RACAL Microwave 
4 )  RACAL Security 

1151 Seven Locks Rd. 
Rockville, Md. 20854  

( 3 0 1 )  251-0279 

representing 
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5 )  RACAL-MESL S e c u r i t y ,  L t d  
Lochend I n d u s t r i a l  Es t a t e  

Newbr idge  

M i d l o t h i a n  EH28 8LP 
S c o t  1 and 
Phone E d i n b u r g h  ( 0 3 1 )  333 2000 

S E R P E  Mercure 300 

6 )  S a f e g u a r d s  T e c h n o l o g y  I n c .  
2222 Richmond Ave 

S t a t e n  I s l a n d ,  N.Y.10314 
( 2 1 2 )  698-0266 

r e p r e s e n t i n g  t h e  m a n u f a c t u r e r :  

7 )  Mercure 
4 ,  r u e  Pierre-Mae1 
56100  L o r i e n t  

F r a n c e  
Phone  ( 9 7 )  215 4 4 4  

N i c r o w a v e  F e n c e  Model 3 3  

8 )  S h o r r o c k  I n c .  
A s u b s i d i a r y  of t h e  Greyhound Corp. 

pa rkway  I n d u s t r i a l  C e n t e r  

7235 S t a n d a r d  D r i v e  

Hanover ,  Md. 21076 

r e p r e s e n t i n g  t h e  manu f ac t u r e r  : 
S h o r r o c k  S e c u r i t y  S y s t e m s ,  L t d .  

(301) 7 9 6 - 8 5 2 0  

9 )  S h a d s w o r t h  Road 
B l a c k b u r n  B B 1  2 P R I  

L a n c a s h i r e ,  E n g l a n d  

Phone  ( 0 2 5 4 )  63644 

C .  P o l y s t a t i c  r a d a r ,  f e n c e  mounted.  

S o u t h w e s t  Microwave Model 7 0 0  

A d d r e s s  n o .  2 .  

7-5 



D. P o r t e d  Coax. 

G u i d a r  

1 0 )  Computing D e v i c e s  Company a d i v i s i o n  o f  C o n t r o l  Data 

P.O.  Box 8508 

O t t a w a  O n t a r i o ,  Canada ,  L td  

Canada KlG3M9 

( 6 1 3 )  596-3810 

H.  F i e l d  

11) S t e l l a r  S y s t e m s  

3020 O l c o t t  S t r e e t  

S a n t a  C l a r a ,  C a .  95051  

( 4 0 8 )  244-8161 

MAGBELT 

A d d r e s s  N o .  6 

r e p r e s e n t i n g  t h e  m a n u f a c t u r e r  

1 2 )  Magal 

Israel  A i r c r a f t  I n d u s t r i e s ,  L t d  

Ben G u r i o n  I n t e r n a t i o n a l  A i r p o r t  70100 

Phone 973906 

7 .6 .2  ELECTROMAGNETIC FIELD, E-FIELD 

A. E -F ie ld :  T h r e e  o r  f o u r  wire  f e n c e  mounted o r  f r e e  s t a n d i n g .  

E-FIELD 

1 3 )  S t e l l a r  S y s t e m s  

2 3 1  C h a r c o t  Avenue 
S a n  Jose,  CA. 9513  

( 4 0 8 )  946-6460 

B. D i f f e r e n t i a l  F i e l d  

S t e l l a r  S y s t e m s  D i f f e r e n t i a l  E - F i e l d  

a d d r e s s  no .  1 3  
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' Shorrock Differential T-Line 
address no. 8 
Magal Magstaf 
address no. 6 and no. 12 

7.6.3 MAGNETIC 

A. Magnetic Buried Line 

Honeywell BLS 1000 
1 4 )  Honeywell Inc. 

Tactical Support Center 
Defense Systems Div. 
13350 U.S. Highway 19 
P.O.  Box 11568 
St. Petersburg, F1. 33733 
(813) 5 3 1 - 4 6 1 1  

7.4.4 PRESSURE/STRAIN 

A .  Pressure/Strain Buried Line. 

Teledyne Geotech BLID 
15) Teledyne Geotech 

P.O. Box 28277 
D a l l a s ,  Tx. 75228 

(214) 271-2561 

7.6.5 INFRA-RED 

A. Bi-Static IR 

B i r d  Eye 
16) Bird-Eye Security International, Inc 

1 Bergen Turnpike 
Little Ferry, N . J .  07643 

(201) 488-1440 
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55700 O u t d o o r  P h o t o e l e c t r i c  
I n t r u s i o n  Detector 
1 7 )  Arrowhead E n t e r p r i s e s ,  I n c .  

Anderson  Ave nue 

N e w  M i l f o r d ,  Conn. 06776 
( 2 0 3 )  354-9381 

A c t i v e  I . R .  P e r i m e t e r  Sys tem 

1 8 )  D e l  Norte T e c h n o l o g y ,  I n c .  
1100 Pamela D r .  

P.O. Box 696 
E u l e s s ,  Tx .  76039 

( 8 1 7 )  267-3541 

7.6.6 FENCE DISTURBANCE SENSORS 

A. Swi t ch  and Coun te r  

I n e r t  i a g u a r d  
1 9  ) Morse P r o d u c t  M a n u f a c t u r i n g  

P . O .  B o x  4128 
S y l m a r ,  C a .  91342 

( 2 1 3 )  367-5951 

P e r i m  A l e r t  I1 

2 0 )  A i r  S p a c e  D e v i c e s  

D i v i s i o n  of N o r t o n  Company 
P.O. B o x  197 

Paramount ,  C a .  90723 

( 213 ) 77 4-490 5 

M A G I L I N E  

a d d r e s s  no. 6 and no .  1 2  
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FDS 

2 2 )  F o u r d e e ,  I n c .  

D i v i s i o n  of Emerson  E lec t r i c  C o .  

440 P l u m o s a  Avenue  

C a s s e l b e r r y ,  F l a .  32707 

( 3 0 5 )  831-2800 

S h o r r o c k  S ID L a t c h  F e n c e  V i l r a t i o n  S e n s o r  

a d d r e s s  no .  8 a n d  no .  9 

B.  E l e c t r o s t a t i c  or T r i b o - e l e c t i r c  

S y l v a n i a  FPS E l e c t r e t  

2 2 )  GTE P r o d u c t s  Corp. 

W e s t e r n  D i v i s i o n  

P.  0. Box 1 8 8  

M o u n t a i n  V i e w ,  C a .  9 4 0 4 2  

( 4 1 5 )  966-2210 

* S t e l l a r  E - F l e x  

a d d r e s s  n o .  1 3  

C. S e i s m i c  

D e l  Norte Seismic F e n c e  S y s t e m  
address no. 19 

L i t t o n  F.I .D.S.  
2 3 )  L i t t o n  S e c u r i t y  P r o d u c t s  

1 2 1 3  N o r t h  Main  S t r e e t  

B l a c k s b u r g ,  V a .  20 406 

( 7 0 3 )  552-3011  

D. T e n s i o n  Wire 

DTR 90 T a u t - W i r e  F e n c e  

a d d r e s s  no .  6 
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7 . 6 . 7  V I D E O  MOTION DETECTORS 

WISCO T e l e g u a r d  

2 4 )  Wood I v e y  S y s t e m s  Corp. 

3535  F o r s y t h  Road 

O r l a n d o ,  F1 .  32807 

( 3 0 5 )  678-6116 

V i d e o  Tek  V i s i g a r d  

2 5 )  V i d e o  T e k ,  I n c .  

8 Morris Ave. 

M o u n t a i n  L a k e s ,  N . J .  07046  

( 2 0 1 )  335-1678 

7 . 6 . 8  CLOSED CIRCUIT TELEVISION 

' G.E .  CCTV 
2 6 )  G e n e r a l  E l ec t r i c  CCTV 

Owensboro ,  Ky. 42301  

( 5 0 2 )  926-8600 

COHU 
2 7 )  Cohu E l e c t r o n i c s  D i v i s i o n  

Box 6 2 3  

S a n  D i e g o ,  C a .  9 2 1 1 2  

( 7 1 4 )  277-6700 

RCA 

2 8 )  RCA Closed C i r c u i t  V i d e o  E q u i p m e n t  
N e w  H o l l a n d  Ave. 

L a n c a s t e r ,  P a .  1 7 6 0 4  

( 7 1 7 )  397-7661 

DAGE 

2 9 )  DAGE-MTI, I n c .  

208  Wabash S t  

M i c h i g a n  C i t y ,  I n d  46360 

( 2 1 9 )  872-5514 
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7.6.9 

e 

e 

e 

7.6.10 

e 

LIGHTING 

HUBBELL 
30) Lighting Division 

Harvey Hubbell Incorporated 
Electric Way 
Christianburg, Va. 24073 
(703) 382-6111 
represented by: 

31) Adra-Carnell 
2302 Parkside Drive 
Irving, Tx. 75061 
(214) 254-4114 

G.E. 
32) General Electric Company 

Lighting Systems Department 
Hendersonville, N.C. 28739 
represented by: 
General Electric Company 
8101 Stemmons Freeway 
Dallas, Tx. 75247 
(214) 688-6231 

NORELCO (Low Pressure Sodium) 
33) North America Philips Lighting Corp. 

Bank Street 
Hightstown, N.J. 08520  

(609) 448-4000 

FENCE 

Fence and Cable Guard 
34) McKay Fence and Awning 

Rt. 1, Box 52 
Wolfe City, Tx. 75496 
(214) 496-2343 

7-11 



7 . 6 . 1 1  SITE SURVEY AND INSTALLATION 

V I T R O  

3 5 )  A u t o m a t i o n  I n d u s t r i e s ,  I n c .  

V i t r o  S e r v i c e s  D i v i s i o n  
I n d u s t r i a l  P a r k  

F o r t  W a l t o n  B e a c h ,  F l a .  32548  

( 9 0 4 )  244-7711 

7 . 6 . 1 2  STAND-ALONE ALARM MONITORING SYSTEMS 

V i n d i c a t o r  SMS-2000M 

3 6 )  V i n d i c a t o r  C o r p o r a t i o n  

1 0 9 2  S t e w a r t  D r i v e  
S u n n y v a l e ,  C a .  94086  
( 4 0 8 )  7 3 9 - 2 5 0 0  

S t e l l a r  S y s t e m s  MARS-1000 

a n d  Model  2450 "AND" G a t e  

a d d r e s s  no .  11 

MAGAL MAGAMUX 

a d d r e s s  n o .  6 

KELTRON SIRS700 a n d  DM-701 

3 7 )  K e l t r o n  C o r p o r a t i o n  

225  C r e s c e n t  S t r e e t  

Wal tham,  Mass. 0 2 1 5 4  

( 6 1 7 )  894-8700 

RECEPTORS CP 8 4 0 0  
38 ) Receptors , I n c  . 

4203 S p e n c e r  S t r e e t  

T o r r a n c e ,  C a .  9 0 5 0 3  

( 2 1 3 )  542-0501 

VIDEO-TEK VISIGARD SLS-100 
a d d r e s s  no. 2 4  
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I C 1  CHIPMUX 

I C 1  S y s t e m s ,  L t d .  

3 9 )  43B I n v e r n e s s  D r .  .East 

I n g l e w o o d ,  C o .  80112 

( 3 0 3 )  779-8528 

ADT CENTRASCAN 

4 0 )  Amer ican  D i s t r i c t  T e l e g r a p h  Company 

One World T r a d e  C e n t e r  

92"d Floor 

N e w  York ,  N . Y .  10048 

( 2 1 2 )  558-1100 

OMEGALARM 

4 1 )  R a d i o n i c s ,  I n c .  

228 R e i n d o l l a r  

M a r i n a ,  C a .  93933 

( 4 0 8 )  384-8877 

CMP-1 C e n t r a l  M u l t i p l e x  P r o c e s s o r  

42)  Wells F a r g o  

4910 W .  R o s e c r a n s  Ave. 

Hawthorne ,  Ca. 90250 
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Section 8 

8.0 USER DETECTABILITY TESTING 

After installation and throughout the lifetime of utility operations, 
perimeter detectability should be continuously checked. Procedures 
suggested to be followed are repeated here from NRC Regulatory Guide 
5 . 4 4 ,  Revision 2, May 1980. 

All tests and test results should be documented to establish the 
performance history of each perimeter alarm system and each segment 
of the isolation zone. The test results should be available for 
inspection and analysis. 

8.1 OPERABILITY TESTING 

Perimeter intrusion alarm systems should be tested on all segments of 
the isolation zone at least once each 7 days. Testing may be conduct- 
ed during routine patrols by the members of the licensee security 
force. The testing should be conducted by crossing the segment of the 
isolation zone where the alarm system is located or by climbing the 
fence to which the system is attached to provide the required alarm 
stimulus. Where appropriate, a specific test procedure should be 
followed. Prior to making the test, the individual making the test 
should notify the central alarm station that a test is about to be 
conducted. The area under test should be maintained under visual 
observation by a member of the security organization. 

All segments of the isolation zone should be tested in a different, 
preferably random, order every 7 days and the testing should be con- 
ducted throughout the week, not all tests in one day. The operability 
testing should result in 100% detection on all segments each 7 days. 
If the perimeter alarm system fails to detect an intrusion on one or 

@ 
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more s e g m e n t s ,  c o r r e c t i v e  a c t i o n s  s h o u l d  be t a k e n  and  documen ted .  A 

sample method f o r  d e t e r m i n i n g  t h e  t e s t i n g  order  f o r  t h e  s e g m e n t s  and  a 
s u g g e s t e d  method f o r  d e t e r m i n i n g  i f  t h e  d e t e c t i o n  r a t e  of t h e  perime- 
t e r  alarm s y s t e m  h a s  decreased t o  below 9 0 %  i s  g i v e n  i n  Append ix  A t o  

R e g u l a t o r y  Gu ide  5 . 4 4 .  

8 . 2  PERFORMANCE TESTING 

~t l e a s t  q u a r t e r l y ,  a f t e r  e a c h  i n o p e r a t i v e  s t a t e ,  and  a f t e r  a n y  
repa i rs ,  t h e  per imeter  i n t r u s i o n  alarm s y s t e m  s h o u l d  b e  t e s t e d  a g a i n s t  
i t s  m a n u f a c t u r e r ' s  d e s i g n  s p e c i f i c a t i o n s  and f o r  proper d e t e c t i o n  
p r o b a b i l i t y .  An i n o p e r a t i v e  s t a t e  f o r  a n  alarm s y s t e m  o r  componen t  
e x i s t s  when (1) t h e  power i s  d i s c o n n e c t e d  t o  p e r f o r m  m a i n t e n a n c e  o r  
f o r  a n y  o t h e r  r e a s o n ,  ( 2 )  b o t h  p r i m a r y  a n d  b a c k u p  power s o u r c e s  f a i l  
t o  p r o v i d e  power, and  ( 3 )  when  power i s  appl ied  and o n e  or  m o r e  c o m -  

p o n e n t s  f a i l  t o  p e r f o r m  t h e i r  i n t e n d e d  f u n c t i o n .  P l a c i n g  a p r o p e r l y  
o p e r a t i n g  alarm s y s t e m  i n  t h e  access mode wou ld  n o t  c o n s t i t u t e  a n  i n -  
o p e r a t i v e  s t a t e  u n l e s s  accompany ing  o r  f o l l o w e d  by a n y  o f  t h e  a b o v e  
t h r e e  cond i t i o n s .  

8 . 2 . 1  S P E C I F I C A T I O N  TESTING 

The t e s t  p r o c e d u r e  recommended by t h e  m a n u f a c t u r e r  s h o u l d  be f o l l o w e d .  

W h i l e  t h e  t e s t  i s  b e i n g  c o n d u c t e d ,  t h e  area u n d e r  t e s t  s h o u l d  b e  main-  
t a i n e d  u n d e r  v i s u a l  o b s e r v a t i o n  by a member o f  t h e  s e c u r i t y  o r g a n i z a -  
t i o n .  For a l l  perimeter s y s t e m s ,  t e s t s  s h o u l d  be c o n d u c t e d  t o  v e r i f y  
t h a t  no  o b v i o u s  d e a d  spo t s  e x i s t  i n  t h e  s e g m e n t  o f  p r o t e c t i o n .  A s  a 
minimum, t h e  t es t s  s h o u l d  i n c l u d e  l i n e  s u p e r v i s i o n  a n d  tamper p r o o f i n g  
when t e s t i n g  i n  b o t h  t h e  access and s e c u r e  modes.  I f  t h e  perimeter 
alarm s y s t e m  does n o t  meet t h e  m a n u f a c t u r e r ' s  s p e c i f i c a t i o n s ,  correc- 
t i v e  a c t i o n s  s h o u l d  be t a k e n  and documen ted .  

8 . 2 . 2  DETECTION PROBABILITY TESTING 

Proper d e t e c t i o n  p r o b a b i l i t y  i s  d e f i n e d  as t h e  a b i l i t y  t o  d e t e c t  a n  

i n t r u d e r  w i t h  a t  l e a s t  9 0 %  c o n f i d e n c e ,  u n d e r  t h e  c o n d i t i o n s  s t a t e d  i n  
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the  Performance C r i t e r i a  of each type of alarm system. While t h e  de- 
t e c t i o n  p r o b a b i l i t y  t e s t i n g  i s  b e i n g  c o n d u c t e d ,  t h e  area u n d e r  t e s t  

s h o u l d  be m a i n t a i n e d  u n d e r  v i s u a l  o b s e r v a t i o n  by a m e m b e r  of t h e  

s e c u r i t y  o r g a n i z a t i o n .  

8.2.3 

1. 

2. 

3. 
4. 

5. 

6. 

8.2.4 

PROBAB I L I  TY DEF I N I T  I ON S 

A c c e p t a n c e  C r i t e r i o n  Minimum a c c e p t a b l e  P D ,  w i t h i n  a 

c o n f i d e n c e  i n t e r v a l ,  ( P D  = . 9  w i t h  95% c o n f i d e n c e )  
95% C o n f i d e n c e  I n t e r v a l  The t r u e  PD w i l l  b e  a v a l u e  

be tween . 9  a n d  1 . 0  95% of t h e  t i m e .  (See f i g u r e  8 - 1 )  

T r u e  PD,  I n h e r e n t  PD: 0.9 - < PD 5 1 . 0  

PD P o i n t  E s t i m a t e  N u m b e r  of s u c c e s s e s  i n  a l i m i t e d  

number of  t e s t s  d i v i d e d  by t h e  t o t a l  number of t e s t s  

Type I1 Error Fa l se  a c c e p t a n c e  of  s e n s o r s  t h a t  d o  n o t  
s a t i s f y  t h e  a c c e p t a n c e  c r i t e r i o n .  
(Consumer s R i s k )  

- L i m i t e d  t o  5% o r  less by t h e  95% 

c o n f i d e n c e  r e q u i r e m e n t  
Type I Error  F a l s e  r e j e c t i o n  of s e n s o r s  t h a t  s a t i s f y  

t h e  PD r e q u i r e m e n t .  
- A f u n c t i o n  of PD p o i n t  es t imate  and 

lower bound of c o n f i d e n c e  i n t e r v a l  
- A f u n c t i o n  of t h e  number of  t e s t  

t r ia ls  per t e s t  s e q u e n c e  

TESTING METHODS 

Appendix A to  R e g u l a t o r y  Guide 5.44 s h o u l d  be u s e d  a s  a g u i d e  f o r  

t e s t i n g  perimeter i n t r u s i o n  alarm s y s t e m s .  

8.2.4.1 P e r f o r m a n c e  T e s t i n g  of a M u l t i l a y e r  P e r i m e t e r  I n t r u s i o n  A l a r m  

Segment 
P r o b a b i l i t y  t e s t i n g  s h o u l d  b e  p e r f o r m e d  p e r  R e g u l a t o r y  Guide 5 . 4 4  

e x c e p t  t h a t  t h e  t e s t  s e g m e n t  w i l l  be  l a y e r e d ,  and  alarms combined t o  
d e f i n e  d e t e c t i o n  o f  a c o m p l e t e  i s o l a t i o n  z o n e  p e n e t r a t i o n .  
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OlSTRlBUTlON 
TOTAL AREA = 1 

SHADED AREA = 0.95 

PROBABILITY 
OF 

0 1 
POINT ESTIMATE OF PO 

F i g u r e  8 -1  Confidence I n t e r v a l  
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See appendix  B f o r  t h e  t e s t  r a t i o n a l e  and e x p e c t e d  number o f  t r i a l s  
f o r  a l a y e r e d  sys t em.  

I f  a s i n g l e  l a y e r  p e r i m e t e r  i n t r u s i o n  alarm s y s t e m  h a s  a 95% c o n f i -  

dence  lower bound e q u a l  t o  90% (PD), t h e n  t h e  p r o b a b i l i t y  t h a t  t h i s  
PD be e q u a l e d  o r  exceeded  i n  t h e  NRC recommended tes t  sequence  o f  50 

t r i a l s  is o n l y  a b o u t  1 4 % .  The p r o b a b i l i t y  o f  o b t a i n i n g  t h e  e x p e c t e d  

number ( 0 . 9 )  d e c r e a s e s  w i t h  a n  i n c r e a s e  i n  t h e  number of t r i a l s .  T h i s  
i s  c h a r a c t e r i s t i c  of  t h e  t h e  b inomia l  c u m u l a t i v e  p r o b a b i l i t y  o f  

s u c c e s s  i n  t h a t  many i n d e p e n d e n t  t r i a l s .  

T h e r e f o r e  t h e  p r o b a b i l i t y  o f  r e j e c t i n g  s i n g l e  l a y e r  s e n s o r  segmen t s  
s a t i s f y i n g  t h e  0 .9  PD r e q u i r e m e n t  (Type I e r ro r )  is e x p e c t e d  t o  be  
a b o u t  86% f o r  t h e  NRC recommended t e s t  sequence .  However, t h e  Type I 

error  p r o b a b i l i t y  g r e a t l y  d e c r e a s e s  a s  t h e  p r o b a b i l i t y  o f  d e t e c t i o n  
rises w i t h  a m u l t i - l a y e r e d  perimeter segment .  
i n s t a n c e  would be  e x p e c t e d  t o  y i e l d  o n l y  1 . 2 2 %  Type I errors i n  t h e  
NRC t e s t  sequence .  

A l a y e r e d  PD = 0.99 f o r  

I n  terms of  t h e  number of  t e s t  t r i a l s  v e r s u s  numbers o f  l a y e r s ,  a t w o  
l a y e r  p e r i m e t e r  r e d u c e s  t h e  c u m u l a t i v e  p r o b a b i l i t y  of  a Type I e r ror  
from 86 p e r c e n t  t o  4 3  p e r c e n t  and t h u s  reduces t h e  a v e r a g e  number of  

t e s t  t r i a l s  per segment  from over 2 0 0  t o  68. A 3 l a y e r  perimeter re- 
d u c e s  t h e  c u m u l a t i v e  p r o b a b i l i t y  o f  a Type I e r ror  from 86 p e r c e n t  t o  
less t h a n  2 percent and t h u s  r e d u c e s  t h e  a v e r a g e  number of t e s t  t r i a l s  

l a y e r  e f f e c t s  is shown i n  T a b l e  8-1. 
per s e g m e n t  f r o m  over  2 0 0  t o  34. A c o m p a r i s o n  of o n e ,  t w o  and t h ree  

8.2.4.2 Vendor Q u a l i f i c a t i o n  T e s t i n g  

Layered t e s t i n g  c a n  a l so  a v o i d  t h e  problem of Type I errors i n  vendor  
q u a l i f i c a t i o n  t e s t i n g  and a t  t h e  same t i m e  r e a l i s t i c a l l y  v e r i f y  s e n s o r  
per formance .  A vendor  t e s t i n g  approach  is recommended f o l l o w i n g .  

Per form t h e  t e s t i n g  of  a p r o d u c t i o n  segment  a t  t h e  
d e s i g n a t e d  n u c l e a r  power p l a n t  s i t e ,  o r  on a s i t e  which 

h a s  been  de te rmined  t o  have s imi la r  t e r r a i n ,  s o i l  and 
e n v i r o n m e n t a l  c o n d i t i o n s .  
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PD i s  expected t o  va ry  w i t h  e n v i r o n m e n t a l  changes .  

T h e r e f o r e ,  any  o n e  sequence  of t es t s  s h o u l d  be comple ted  
under  i d e n t i c a l  c o n d i t i o n s .  On t h e  o t h e r  hand ,  t o  
e v a l u a t e  s e a s o n a l  , wea the r  , and day-n igh t  e f f e c t s  on PD, 
s e v e r a l  t e s t  sequences  s h o u l d  be made, s e p a r a t e d  i n  t i m e  

as such c o n d i t i o n s  d i c t a t e .  
A s c e r t a i n  t h e  m o s t  l i k e l y  v u l n e r a b l e  p e n e t r a t i n g  mode 

e .g. , walking  , runn ing  , c r a w l i n g  , jumping , o r  r o l l i n g  , 
and s t a n d a r d i z e  it u s i n g  a t e s t  s u b j e c t  complying w i t h  

t h e  r e q u i r e d  i n t r u d e r  c h a r a c t e r i s t i c s  and t h e  segment  
l o c a t i o n  most v u l n e r a b l e  to  d e f e a t .  
R a t h e r  t h a n  u s i n g  d i v e r s e  s e n s o r  l a y e r s  ( s i n c e  n u i s a n c e  
alarms o r  d e f e a t  v u l n e r a b i l i t y  is n o t  an  i s s u e  h e r e )  , 
e v a l u a t e  p r o b a b i l i t y  o f  d e t e c t i o n  a s  t h e  combined o r  
c o n t i n g e n t  p r o b a b i l i t y  of p e n e t r a t i n g  t w o  l a y e r s  of  t h e  
same sensor.  That i s ,  a s e g m e n t  w i l l  c o m p r i s e  two lay- 

e rs  f o r  t h i s  t e s t ,  b o t h  of  which m u s t  be  p e n e t r a t e d .  
Thus i f  a s i n g l e  l a y e r  h a s  a PD of . 9 ,  t w o  l a y e r s  s h o u l d  

r e a l i z e  a PD o f  .99 and c o n s e q u e n t l y  a n  e x p e c t e d  Type I 

e r ror  of o n l y  about  1%. 

The m e a s u r e  of  PD t h u s  w i l l  be t h e  number of Type I 

errors e x p e r i e n c e d  i n  t h e  NRC ( 0 . 9 ,  95% c o n f i d e n c e )  t e s t  

sequence  c o n s i d e r i n g  t h e  l a y e r e d  segment  as a s i n g l e  sen-  
sor  of i n h e r e n t l y  g r e a t e r  PD. T h i s  g r e a t e r  PD is  t h e  

ORed p r o d u c t  of t h e  i n d i v i d u a l  l a y e r  PD. 
Document t h e  tes t  and tes t  resu l t s  i n c l u d i n g  environmen- 
t a l  c o n d i t i o n s  , t r o u b l e s h o o t i n g  and a d j u s t m e n t s  r e q u i r e d  , 
equipment  f a i l u r e s  and r e p l a c e m e n t s ,  d e f e a t  modes and 
c o n d i t i o n s .  
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Table  8-1 

PERIMETER SEGMENT TESTING 

EXPECTED TYPE I ERRORS VS. TRUE P D  

'PER SEGMENT 

- - S u c c e s s f u l  T e s t  P e r c e n t a g e  

T e s t  C y c l e  

--Tes ts/Cycle 

- - T e s t  C y c l e s  

- - T o t a l  T e s t s  

- - S e r v i c e  C a l l s  

'FOR SIXTEEN SEGMENTS 

- - T o t a l  T e s t s  

- - E x p e c t e d  T y p e  I Er rors  
- - S e r v i c e  C a l l s  

SINGLE TWO 

LAYER LAYER 

0 .90  PD 0 .95  PD 

I n  One 1 3 . 8 4  57 .42  

3 5 . 0 3  3 9 . 6 3  

7 .22  1 . 7 4  

254 .00  69 .00  

6 .22  0 .74  

4220 .00  1 1 0 5 . 0 0  

3636 .00  4 7 1 . 0 0  

1 0 0 . 0 0  1 2 . 0 0  

THREE 

LAYER 

0 . 9 9  PD 

98 .78  

33 .10  

1 . 0 1  

34 .00  

0 . 0 1  

536 .00  

6 .60  

0 .20  
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Section 9 

9.0 COSTS 

There is no consistent set of cost data which has been correlated with 
performance of perimeter intrusion alarm equipment; and it has been 
found very difficult to obtain meaningful information from equipment 
vendors. In an attempt to obtain figures which can be compared, the 
following mini-spec was circulated to the principal vendors of secur- 
ity equipment. 

9.1 MINI-SPEC FOR ALARM SYSTEM COSTING COMPARISONS 

Initial costs and annual costs for operating and maintenance are 
required for several perimeter lengths and alarm segment lengths which 
may be typical of nuclear power plants. Costs are required for each 
perimeter element candidate listed below. Costs should include alarm 
processors if applicable. Initial costs should include site prepara- 
tion, equipment installation and buried wiring, to both central and 
secondary alarm stations assuming a typical rolling terrain with no 
deep gulleys or streams and no rock removal. Operating and mainte- 
nance costs should include an estimate of power expenses, training, 
spares and replacement, and scheduled upgrading if applicable, for a 
life cycle of thirty years. Assume constant 1982 dollars. 

It is understood that some suppliers do not do their own installation 
work. Nevertheless your knowledge and experience of costs in this 
area are solicited as best estimates. 

It is requested that you provide five tabulations of 
costs for the following four perimeters and two segment 
lengths as applicable to your specific perimeter element. 
--1600 Meters, 1 0 0  Meter Alarm Segments 
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--3200 Metersf 1 0 0  Meter & 200 Meter A l a r m  Segmen t s  
--4800 Meters 200 Meter A l a r m  S e g m e n t s  
--6400 Meters, 2 0 0  Meter A l a r m  S e g m e n t s  

E n v i r o n m e n t :  C l a y  s o i l ,  w i t h s t a n d  90 KT w i n d ;  -35OC t o  
+50°C, 3 f t .  snow, o c c a s i o n a l  s t a n d i n g  water. 

e P e r i m e t e r  e l e m e n t  c a n d i d a t e s  
- - S i n g l e  F e n c e  

- -Veh ic l e  Bar r ie r  
--Fence D i s t u r b a n c e  S e n s o r  

- -E-Field 3 Wire Free S t a n d i n g  
- - D i f f e r e n t i a l  F i e l d  
- -E-F ie ld  On Fence  S t a n d o f f s  
- - P o l a r i z e d  B i - S t a t i c  R a d a r  
--B i-S t a t i c  R a d a r  
- - P o l y s t a t i c  R a d a r  
- -Magnet ic  B u r i e d  L i n e  
- - P r e s s u r e  B u r i e d  L i n e  

- -Por t ed  Coax 
- - L i g h t i n g  ( L P S  , HPS) 

- - A l a r m  P r o c e s s i n g  I n t e r f a c e  
--CCTV 
--VMD 

Equipment  s o u r c e s  and t r a d e  names are l i s t e d  i n  S e c t i o n  7-6.  

F e a t u r e s  d e s i r e d  f o r  perimeter s e n s o r s .  
- - T h r e s h o l d  a d j u s t m e n t  c a p a b i l i t y  

- -S e 1 f c h e  c k i  ng 
--Tampe r i nd i c a t i n g  
- - F a i l u r e  i n d i c a t i n g  
- - S w i t c h o v e r  t o  s e c o n d a r y  power source 
--Loss o f  power i n d i c a t i n g  
P e r f o r m a n c e  d e s i r e d  f o r  perimeter s e n s o r s .  
- -go% d e t e c t i o n  p r o b a b i l i t y  w i t h  9 5 %  c o n f i d e n c e  ( r e f .  NRC 

R e g u l a t o r y  Guide 5 . 4 4 ,  May 1 9 8 0 )  

--False alarm a n d  n u i s a n c e  alarm r a t e s  o n e  per d a y  e a c h ,  
maximum. 
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- -Pe r fo rmance  s h o u l d  be  d e t e r m i n e d  f o r  t h e  d e s i g n a t e d  

s e g m e n t  l e n g t h  a s s u m i n g  a human t a r g e t  h a v i n g  t h e  

f o l l o w i n g  f e a t u r e s :  3 5  K G ,  moving a t  0 .15 m/sec. a n d  
a t  5 m/sec., h a v i n g  a l o w  c o n t r a s t ,  1 F t . 2  minimum 

cross  s e c t i o n  p r e s e n t e d  t o  t h e  s e n s o r  when r o l l i n g  o r  
c r a w l i n g .  W a l k i n g ,  r u n n i n g  and jumping  comprise t h e  

o t h e r  t e s t  modes. 
F e n c e .  8 f t .  t o t a l  h e i g h t  i n c l u d i n g  3 s t r a n d s  o f  b a r b e d  

w i r e  o n  e x t e n s i o n  arms.  #11 AWG c h a i n  l i n k ,  t o  b e  

a n c h o r e d  i n  r e i n f o r c e d  c o n c r e t e  c u r b  o r  p i e r  w i t h  4 i n .  
a b o v e  g r o u n d ,  18 i n .  below g r o u n d  l e v e l .  C u r b  t o  be 8 

i n .  w i d e .  

V e h i c l e  Ba r r i e r .  F o r m s  t h e  i n s i d e  b o u n d a r y  O E  6 meter 
wide  i s o l a t i o n  z o n e .  C o n s i s t s  of  s t e e l  S beams o r  I 

beams a n c h o r e d  v e r t i c a l l y  i n  c y l i n d r i c a l  c o n c r e t e  f o o t -  

i n g s  s p a c e d  1 2  f t .  a p a r t .  Two c o n t i n u o u s  3/4 i n .  diame- 
t e r  s t e e l  c a b l e s  a r e  a t t a c h e d  a t  e a c h  beam. The o b j e c t  

i s  t o  s t o p  or  d i s a b l e  a 3/4 t o n  p i c k - u p  t r u c k  o r  h e a v y  

a u t o m o b i l e .  

L i g h t i n g .  1 f o o t c a n d l e  min .  i l l u m i n a t i o n  w i t h  i l l u m i n a -  
t i o n  r a t i o  3 : 1 ,  4 0  f t .  po les ,  f o o t i n g s ,  b u r i e d  w i r i n g ,  
l u m i n a i r e s  o f  3 t y p e s :  HPS, LPS, Mercury  S t r e e t  L a m p s .  

S u g g e s t e d  pole  s p a c i n g  - 1 4 0  t o  1 6 0  f t . ,  2 l u m i n a i r e s  
pe r  po le .  Poles  t o  l i g h t  per imeter  i s o l a t i o n  z o n e  6 

meters w i d e .  
Closed c i r c u i t  t e l e v i s i o n  €or  a la rm a s s e s s m e n t .  F i x e d  

cameras l o o k i n g  down p e r i m e t e r  f e n c e  l i n e  a n d  6 meter 
wide  i s o l a t i o n  z o n e ,  a u t o  i r is ,  1 f o o t c a n d l e  min .  i l l u m i -  
n a t i o n .  M o u n t i n g s  and  e n v i r o n m e n t a l  e n c l o s u r e .  3 5  f t .  

r i g i d  po le ,  tower o r  pipe s h a f t  t o  be p r o v i d e d  complete 
w i t h  c o n c r e t e  f o o t i n g s .  M u l t i p l e x e d  CATV c a b l i n g  i n  
b u r i e d  c o n d u i t .  One m o n i t o r  f o r  e a c h  f o u r  cameras. 
V i d e o  m o t i o n  d e t e c t i o n .  Add-on t o  CCTV, w i t h  appropr ia te  
s y n c ,  c o n t r o l s ,  m a s k i n g ,  h i t  and c o n t r a s t  a d j u s t m e n t .  

Each processor t o  a c c o m o d a t e  4 v i d e o  c h a n n e l s .  M o t i o n  
alarm t o  command a la rm s c e n e  t o  appear o n  v i d e o  m o n i t o r  

f o r  a s s e s s m e n t .  P r o v i d e  c a p a b i l i t y  t o  cas se t t e  r e c o r d  
alarm s c e n e  ( r equ i r e s  time c o d i n g  and  f a s t  r e a c t i o n  t o  
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a t t a i n  r e c o r d i n g  speed: w i t h i n  1 sec. a p p r o x i m a t e l y ) ;  

a l t e r n a t i v e l y  a d e l a y  l i n e  or  v i d e o  d i s c  c o u l d  be u s e d  
as a b u f f e r  f o r  t h e  tape r e c o r d e r  t o  cover t h e  i n i t i a l  
alarm e v e n t  w h i l e  t h e  tape r e c o r d e r  g e t s  up t o  s p e e d .  

Camera p o l e  s t i f f n e s s  t o  b e  augmented (po le  w i t h i n  a 
p o l e ,  c o n c r e t e  f i l l e d  sewer p i p e ,  guy c a b l e s )  so t h a t  

camera movement d o e s  n o t  c a u s e  v i d e o  m o t i o n  d e t e c t o r  t o  
alarm b e c a u s e  o f  a p p a r e n t  s c e n e  m o t i o n  i n  wind g u s t s  up  

t o  35 KTS. 

9.2 EQUIPMENT COST TABULATIONS 

Response  t o  t h e  m i n i - s p e c  was mixed and i n c o m p l e t e .  N e v e r t h e l e s s ,  

s e c u r i t y  e l e m e n t  c o s t  i n p u t s  h a v e  b e e n  t a b u l a t e d  f o r  a 1600 meter 
perimeter.  They s h o u l d  be u s e d  w i t h  c a u t i o n  as r o u g h  order of mag- 

n i t u d e  numbers.  S i t e  s p e c i f i c  r e q u i r e m e n t s  r e l a t i n g  t o  p e r i m e t e r  
l e n g t h ,  t e r r a i n  and c l imate  c o u l d  cause t h e s e  f i g u r e s  t o  i n c r e a s e  by 

l a r g e  f a c t o r s .  

T a b l e  9-1 shows v a l u e s  f o r  t h e  b a r r i e r ,  l i g h t i n g  and  a s s e s s m e n t  

e l e m e n t s .  T a b l e  9-2 shows costs f o r  above  g r a d e  l i n e  s e n s o r s .  T a b l e  
9-3 compares  cos t s  o f  f e n c e  d i s t u r b a n c e  s e n s o r s ,  and  T a b l e  9-4 shows 

costs o f  b u r i e d  l i n e  s e n s o r s .  

9 .3  THE IMPACT OF L A Y E R I N G  ON SYSTEMS COST 

I f  m e a n i n g f u l  p e r f o r m a n c e  t e s t i n g  a s  a d v o c a t e d  by NRC Guide  5 . 4 4  

becomes a r e q u i r e m e n t ,  a s i n g l e  l a y e r  p e r i m e t e r  w i l l  n o t  b e  economic-  
a l l y  v i a b l e  a s  d e m o n s t r a t e d  i n  t a b l e  9-5. However, a t w o  o r  p r e f e r -  

a b l y  t h r e e  l a y e r e d  s y s t e m  w i l l  p a y  f o r  i t s e l f  i n  terms of t e s t i n g  cost  
s a v i n g s .  The t a b l e  9-5 cos t  c o m p a r i s o n  o f  one,  two and t h r e e  l a y e r s  

was d e r i v e d  i n  Appendix B. 

C o n s i d e r a b l e  a n n u a l  s a v i n g s  w i l l  a l so  a c c r u e  from work f o r c e  r e d u c -  

t i o n s  a s s o c i a t e d  w i t h  CCTV, s i n g l e  s h i f t  m a i n t e n a n c e  a n d  a c h i e v e m e n t  

o f  r e l i a b l e  ( h i g h  PD, l o w  NAR) alarms. The l a t t e r  of  t h e s e  manpower 
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@ s a v i n g s  a r e  t h e  r e s u l t  o f  l a y e r i n g .  

shown i n  T a b l e  9-6. 
P o t e n t i a l  l a b o r  cos t  s a v i n g s  a r e  

T a b l e  9-1 
COMPARATIVE ELEMENT COSTS BARRIERS/LIGHTING/ASSESSMENT 

1 6 0 0  METER PERIMETER 

ELEMENT 

C h a i n  L i n k  F e n c e  

C a b l e  Guard 

HPS L i g h t i n g  

( I n c l  . P o l e s  ) 

CCTV 

( I n c l .  P o l e s )  

VMD Add-on 

Watch Tower 

(Hardened  ) 

INITIAL 

TOTAL 
QUANTITY $ ( 0 0 0 )  

1 L o t  93 

1 L o t  2 4  

66 4 1  

16 147 

1 6  90 

2 1 5  0 

HARDWARE 

$ ( O O O )  

38 

N o  Data 

2 0  

97 

82 

N o  Data 

I NSTALLAT I O N  

$ ( O O O )  

55 

N o  D a t a  

2 1  

50 

8 

N o  Data  

T a b l e  9-2 

COMPARATIVE COSTS ABOVE G R A D E  L I N E  SENSORS 

1 6 0 0  METER PERIMETER 

ELEMENT QUANTITY 

B i s t a t i c  16 

Microwave 

P o l y s t a t i c  Radar  16 

D i f f e r e n t  i a1 16 

T-Line 

I n f r a r e d  19 

4-Wire E-Fie ld  

F r e e  S t a n d i n g  16 
@ Fence  Mounted 1 6  

INITIAL 

TOTAL 

$ ( O O O )  

64 

67 

193  

233 

1 1 0  
1 1 6  

ANNUAL 

UPKEEP 

$ ( O O O )  

8 

2 

6 

N o  Data  

N o  Data 

8 

ANNUAL 
HARDWARE INSTALLATION UPKEEP 

$ ( O O O )  $ ( O O O )  $ ( O O O )  

40 24 1 

51 16 1.6 

129  64 2 

1 5  2 8 1  6 

73 37 17 

8 5  3 1  18 
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Table  9-3 

COMPARATIVE C O S T S  P A S S I V E  FENCE S E N S O R S  

1 6 0 0  METER P E R I M E T E R  

I N I T I A L  

TOTAL 

ELEMENT QUANTITY $ ( 0 0 0 )  

F P S  E l e c t r e t  1 6  48 

P e r i m  A l e r t  I1 528 22  

T a u t  L i n e  32  1 3 0  

I n e r t i a  G u a r d  16  5 3  

E-F l e x  1 6  5 7  

ANNUAL 

HARDWARE I N S T A L L A T I O N  UPKEEP 

$ ( O O O )  $ ( O O O )  $ ( O O O )  

42  6 5 . 2  

17  5 2 . 5  

50  8 0  I n c l .  

28 25 2.5 

48 9 3 

Table 9-4 

COMPARATIVE COSTS B U R I E D  L I N E  S E N S O R S  

1 6  00 METER P E R I M E T E R  

ELEMENT 

G u i d a r  

( Microwave ) 
H - F i e l d  

( M i c r o w a v e  ) 

B L I D  

( P r e s s u r e )  

B E -  1 0  00  

( M a g n e t i c  ) 

QUAN T I  TY 

1 L o t  

1 6  

1 6  

1 6  

I N I T I A L  ANNUAL 

TOTAL HARDWARE I N S T A L L A T I O N  UPKEEP 

$ ( O O O )  $ ( O O O )  $ ( O O O )  $k( 0 0 0 )  

135 92 4 3  1 0  

1 4 9  1 1 4  3 5  22  

8 1  52 29 3 

2 38 N o  D a t a  NO D a t a  N o  D a t a  

A 
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T a b l e  9-5 

LAYERING IMPACT ON SYSTEM COST 

ONE TWO 

LAYER LAYER 

I n i t i a l  I n v e s t m e n t  1 7 1 , 0 0 0  1 9 4 , 2 0 0  
A n n u a l  0 & M Cost  1 7 , 3 0 0  2 4 , 5 0 0  
A n n u a l  T e s t i n g  Cost  3 3 4 , 7 0 0  8 9 , 8 0 0  
P r e s e n t  V a l u e  of T o t a l  C o s t *  1 , 8 0 5 , 0 0 0  7 3 6 , 7 0 0  

THREE 

LAYER 

2 9 2 , 0 0 0  

2 7 , 5 0 0  

5 1 , 0 0 0  

6 6 4 , 5 0 0  

*6 y e a r  a m o r t i z a t i o n  s c h e d u l e  , 1 2  p e r c e n t  i n f l a t i o n  , 
20 p e r c e n t  i n t e r e s t .  

T a b l e  9-6 

POTENTIAL WORKFORCE REDUCTIONS 

CCTV S u r v e i l l a n c e  v s .  Two Watch  T o w e r s  

S i n g l e  S h i f t  S c h e d u l e d  M a i n t e n a n c e  F o r  

T h r e e  L a y e r  P e r i m e t e r  S y s t e m  

D i s p a t c h  Only On Combined  A l a r m s  
A u t o m a t e d  A l a r m  K e y i n g  L o g g i n g  And R e s e t  

*Assumes $ 4 0 0 0 0  P e r  Man, I n c l u d i n g  O v e r h e a d  

9- 7 

WORK FORCE 

REDUCTION 

(MEN 1 
5 

6 

5 

ANNUAL 

S A V I N G S *  

$ ( O O O )  

2 0 0  

240 

2 0 0  
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C o n t r o l  of F a c i l i t i e s  and S p e c i a l  N u c l e a r  Materials.  U.S. N u c l e a r  
R e g u l a t o r y  Commission Off  ice o f  S t a n d a r d  Deve lopmen t .  

10-2 



A P P E N D I X  A 

C C T V  AND VMD I N  NUCLEAR PLANT S E C U R I T Y  



A P P E N D I X  A 

CONTENTS 

Paragraph 
A. 1 

A . l . l  

A . 1 . 2  

A . 1 . 3  

A . 1 . 4  

A . 1 . 5  

A. 1 . 5 . 1  

A . 1 . 5 . 2  

A . l .  5 .3  

A . l .  5 . 4  

A . 1 . 5 . 5  

A . 1 . 6  

A . 1 . 7  

A. 1 . 7 . 1  
A . l  . I .  2 

A . 1 . 7 . 3  

A . 1 . 7 . 4  

A . 1 . 8  
A . 1 . 9  

A .  1 . 9 . 1  
A . 1 . 9 . 2  

A. 1 .9 .3  

A . 1 . 9 . 4  

A . 2  

A . 2 . 1  

A. 2 . 1 . 1  

A . 2 . 1 . 2  

A . 2 . 1 . 3  

A . 2 . 2  

A . 2 . 3  

A . 2 . 3 . 1  

A. 2 . 3 . 2  

Page 
CCTV S y s t e m s  A - l  

TV C a m e r a  S e l e c t i o n  A- 1 

L i g h t  L e v e l  - F/# R e q u i r e m e n t s  A- 4 

C a m e r a  C o v e r a g e  and N u m b e r  of C a m e r a s  R e q u i r e d  A- 5 

M o n i t o r  S i z e  R e q u i r e m e n t  A- 9 

V i d e o  S i g n a l  T r a n s m i s s i o n  A - 1 1  

A - 1 1  B a s e b a n d  V i d e o  O v e r  E l e c t r i c a l  C o a x  

RF C a r r i e r  ( C h a n n e l i z e d )  V i d e o  T r a n s m i s s i o n  S y s t e m s  A-13 

B a s e b a n d  V i d e o  o n  F i b e r  O p t i c  C a b l e  A - 1 5  

D i g i t a l l y  C o d e d  V i d e o  o n  F i b e r  O p t i c  C a b l e  A - 1 6  

O p t i c a l  V i d e o  L i n k  A - 1 9  

C o n c l u s i o n s  A - 2 0  

P e r i m e t e r  L i g h t i n g  E q u i p m e n t  O p t i o n s  A - 2 1  

L a m p  Types A - 2 1  

L i g h t  L e v e l s  and  D i s t r i b u t i o n  A - 2 3  
L o w  and High  P r e s s u r e  S o d i u m  V a p o r  L i g h t i n g  S y s t e m s  A-26 

L i g h t i n g  Sys t e m  C o s t s  A - 2 7  

R e l i a b i l i t y  a n d  L i f e  C y c l e  C o s t s  A - 3 1  
CCTV €or  V i s u a l  A s s e s s m e n t  - O p t i o n s  and Cost F i g u r e s A - 3 2  

S h o t  B o x e s  for PTZ O p e r a t i o n  A - 3 4  

V i d e o  Tape R e c o r d i n g  A - 3 4  

R e s p o n s e  t o  M u l t i p l e  A l a r m s  f o r  PTZ O p e r a t i o n s  A - 3 5  

C o s t  of CCTV f o r  V i s u a l  A s s e s s m e n t  A - 3 5  

V i d e o  Motion D e t e c t i o n  as a n  I n t r u s i o n  S e n s o r  A - 3 5  

R e l a t i o n  of Sampling A r e a  N u m b e r  t o  VMD P e r f o r m a n c e  A - 3 8  

S i z e  of S a m p l i n g  A r e a  V e r s u s  S i z e  of D e t e c t e d  O b j e c t  A - 3 8  

S a m p l e  A r e a  Spac ing  A - 3 9  

Temporal E f f e c t s  o n  P r o b a b i l i t y  of D e t e c t i o n  A - 4 3  

N u i s a n c e  and  False A l a r m s  A - 4 6  

Pole D e f l e c t  i o n s  A - 4 7  

E f f e c t  of Pole D i s p l a c e m e n t  o n  F i e l d - o f - V i e w  A - 4 7  

C a l c u l a t i o n  of T o w e r  A n g u l a r  D e f l e c t i o n  A - 4 9  

A- i 



Paragraph 

A . 2 . 3  3 

A . 2 . 4  

A . 2 . 4 . 1  

A . 2 . 4 . 2  

A . 2 . 5  

A . 2 . 5 . 1  

A . 2 . 5 . 2  

A . 2 . 6  

A. 2 6 .1  

A . 2 . 6 . 2  

A . 2 . 6 . 3  

A. 2 . 6 . 4  

A. 3 
A . 3 . 1  

A . 3 . 2  

A .4  

A . 4 . 1  

A . 4 . 2  

A . 5  
A. 6 

A . 6 . 1  

Types of T o w e r s  

VMD f o r  S m o k e  and F i r e  D e t e c t i o n s  

P r o b a b i l i t y  of D e t e c t i o n  C o n s i d e r a t i o n s  

N u i s a n c e  A l a r m  R a t e  f o r  P l a n t  V i e w i n g  T V  C a m e r a s  

VMD S y s t e m  U s i n g  Pan-Tilt-Zoom F e a t u r e s  
VMD/A s se s s m e  n t Mode s 

H a r d w a r e  f o r  VMD A s s e s s m e n t  

C o s t  O f  VMD S y s t e m s  

Focal L e n g t h / F i e l d - o f - V i e w  V e r s u s  C o s t  of VMD 

Sys t e m  

A s s u m e d  I n t r u d e r  M i n i m u m  D i m e n s  i o n  V e r s u s  C o s t  of 

VMD S y s t e m  

VMD S a m p l e  A r e a  N u m b e r  V e r s u s  C o s t  of VMD C h a n n e l  

C o s t  B r e a k d o w n  F i g u r e s  f o r  S t a r i n g  and PTZ VMD/ 

U s i n g  E x i s t i n g  CCTV Systems f o r  VMD 

E v a l u a t i o n  of E x i s t i n g  S y s t e m  

E x a m p l e  C o s t  C a l c u l a t i o n  f o r  VMD R e t r o f i t  

S t a r i n g  VMD S y s t e m  U s i n g  E x i s t i n g  PTZ CCTV a s  a n  

A s s e s s m e n t  S y s  terns 

E v e n t  K e y e d  A s s e s s m e n t  System 
D e s c r i p t i o n  of S y s t e m  

S a m p l e  C o s t  C a l c u l a t i o n  

VMD System C o m b i n e d  W i t h  O t h e r  Sensors 
C C T V  S y s t e m  C o m p a r i s o n  

R e c o m r n e n d a  t i o n  
R e f e r e n c e s  

Page 

A - 5 1  

A-54 

A-55 

A-5 6 

A-56 

A-57 

A-5 7 

A-58  

A-58 

A-6 1 

A-6 1 

A-61  

A-6 5 
A-65  

A-6 5 

A-6 9 

A-70 

A-70 

A - 7 1  

A-72 

A-74 

A-75 

n 

A - i  i 



A P P E N D I X  A 

CCTV AND VMD I N  NUCLEAR PLANT SECURITY 

A perimeter s e c u r i t y  sys t em can  be  augmented by t h e  a d d i t i o n  o f  c l o s e d  
c i r c u i t  t e l e v i s i o n  ( C C T V ) .  T h i s  s e c t i o n  d i s c u s s e s  r e q u i r e m e n t s  f o r  

CCTV s y s t e m s  and v a r i o u s  Video Motion D e t e c t i o n  (VMD) s y s t e m s  i n  
perimeter s e c u r i t y  a p p l i c a t i o n s  f o r  alarm a s s e s s m e n t  and f o r  i n t r u s i o n  

d e t e c t i o n .  The f i r s t  s e c t i o n  below l i s t s  r e q u i r e m e n t s  f o r  a CCTV sys -  
t e m  c o v e r i n g  p e r i m e t e r s  up t o  a 1 - m i l e  s q u a r e .  A b a s e l i n e  s y s t e m  i s  

e s t a b l i s h e d  from t h e s e  r e q u i r e m e n t s .  The second  s e c t i o n  a d d r e s s e s  VMD 

f o r  i n t r u s i o n  d e t e c t i o n  i n  a p e r i m e t e r  s e c u r i t y  sys tem.  Later  sec- 
t i o n s  d e a l  w i t h  t h e  a d d i t i o n  of  VMD t o  e x i s t i n g  CCTV s y s t e m s  and  t o  
o t h e r  t y p e s  of  i n t r u s i o n  d e t e c t o r s  . 

A . 1  CCTV SYSTEMS 

Complete cove rage  of t h e  secure area 's  perimeter and adequate resolu-  
t i o n  f o r  t h e  e y e  t o  d e t e c t  human o r  l a r g e r - s i z e d  i n t r u d e r s  a re  
r e q u i r e m e n t s  p l a c e d  on a CCTV sys t em f o r  p e r i m e t e r  s e c u r i t y .  These 
r e q u i r e m e n t s  a re  used  t o  s p e c i f y  TV camera p a r a m e t e r s  r e q u i r e d  f o r  

cove rage  of t h e  p e r i m e t e r .  

A . l . l  T V  CAMERA S E L E C T I O N  

S e l e c t i o n  o f  a TV camera s h o u l d  be  based  on f e a t u r e s  o f  a v a i l a b l e  TV 

cameras c o r r e s p o n d i n g  to  a p p l i c a t i o n  needs .  Such c o n s i d e r a t i o n s  are 
1 i s t e d  be 1 o w  : 

A v a i l a b i l i t y  o f  l o w - l i g h t  l e v e l  ( L L L )  v i d i c o n s .  
' Availability/Interchangeability of  d i f f e r e n t  t y p e s  o f  

C o m p a t i b i l i t y  w i t h  o t h e r  equipment  to  be  used .  
E x t e r n a l  s y n c .  ( E I A  RS-170 or  compatible sync .  i n t e r f a c e ) .  

l e n s e s ,  i n c l u d i n g  au to - i r i s  l e n s e s .  
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R u g g e d n e s s ,  r e l i a b i l i t y  and  r e p a i r a b i l i t y .  
P e r f o r m a n c e :  L i g h t  l e v e l  s e n s i t i v i t y  and  r e s o l u t i o n .  

Low i n i t i a l  cos t  a n d  m a i n t e n a n c e .  

Types  o f  i m a g i n g  d e t e c t o r s  u s e d  f o r  c l o s e d  c i r c u i t  t e l e v i s i o n  (CCTV) 

cameras include:  
9 C o n v e n t i o n a l  V i d i c o n s  

S i l i c o n  V i d i c o n s  
I n t e n s  i f  i e d  V i d i c o n s  

C h a r g e  Coup led  D e v i c e s  

T h e s e  t y p e s  o f  i m a g i n g  de tec tors  a re  shown i n  T a b l e  A-1  w i t h  t h e i r  

c h a r a c t e r i s t i c s  l i s t e d  below.  For e x t e r i o r  CCTV s y s t e m s  where  a r t i -  
f i c i a l  l i g h t i n g  c a n  be  employed ,  t h e  s i l i c o n - v i d i c o n  camera t y p e  i s  
p r e f e r r e d .  S i l i c o n  v i d i c o n s  h a v e  m o d e r a t e l y  h i g h  r e s o l u t i o n ;  h i g h  
r e s i s t a n c e  t o  b u r n  i n  f r o m  v i ewing  b r i g h t  s c e n e  areas;  a l o n g  Mean 

T ime  To F a i l u r e  (MTTF); a r e l a t i v e l y  h i g h  s i g n a l - t o - n o i s e  r a t i o  ( S / N ) ;  

a d e q u a t e  l i g h t  s e n s i t i v i t y  and  dynamic r a n g e  f o r  a r t i f i c a l l y  l i t  
e x t e r i o r s ;  a n d  low cost  i n  terms of i n i t i a l  p u r c h a s e  a n d  m a i n t e n a n c e .  

S e v e r a l  d i f f e r e n t  m a n u f a c t u r e r s  h a v e  s i l i c o n  v i d i c o n  cameras which  a r e  
p a r t i c u l a r l y  s u i t e d  f o r  e x t e r i o r  perimeter CCTV u s e .  F o r  t h e  p u r p o s e  
of  t h i s  r e p o r t ,  w e  c o n s i d e r  t h e  u s e  o f  t h e  RCA TC-2000@ s e r i e s  cameras. 
They a r e  compact, l i g h t w e i g h t ,  h a v e  r e a s o n a b l y  h i g h  r e s o l u t i o n  a n d  a r e  
a v a i l a b l e  w i t h  many accessories.  
less t h a n  most o t h e r  CCTV camera t y p e s .  

The TC-2000@ cameras a l s o  cos t  much 

O t h e r  cameras which  are  recommended i f  i n c r e a s e d  TV camera r e s o l u t i o n  

i s  n e c e s s a r y  a re  t h e  RCA TC-1005 ser ies ,  t h e  COHU 2850C, Dage RGS-60 
and s i m i l a r  1" s i l i c o n  v i d i c o n  cameras. Whereas  a t y p i c a l  2/3" s i l i -  

c o n  w i l l  g i v e  a b o u t  300-400 TV l i n e s  per  p i c t u r e  h e i g h t  h o r i z o n t a l  
r e s o l u t i o n ,  t h e  1" s i l i c o n  v i d i c o n s  w i l l  g i v e  a h o r i z o n t a l  r e s o l u t i o n  
o f  a b o u t  500 t o  7 0 0  l i n e s .  
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T a b l e  A-1 

CCTV CAMERA TYPE COMPARISON SHOWING TYPICAL VALUES 

R e s  0 1 u t  i o n  
TV L i n e s  

P i c t u r e  

H e i g h t  

R e s i s t a n c e  
t o  B u r n  i n  
MTBF 

S i g n a l  t o  
Noise R a t i o  

( S/N 1 
L i g h t  S e n s  i- 

t i v i t y  (Min.  

I l l u m i n a t i o n  

L e v e l  ) 

L i  g h t Le ve 1 

Range 
I n i t i a l  

D y n a m i c  

TVL 

800  PH 
- 

P o o r  

1 0 , 0 0 0  h r .  

4 4  dR 

2 f c .  

1 0 4  

$800  

S i l i c o n  

V i d i c o n s  

( o r  Newvicor 
3r U l t r i c o n :  

TVL 

6 0 0  PH 
- 

Zood 

1 5 , 0 0 0  h r .  

4 3  dB 

3 . 5  f c .  

LO6 

$1300  

$ 1 , 6 5 0  

i n g  C o s t  €or  
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I n t e n s  i f  i e d  

V i d i c o n s  

( T y p i c a l  I S I T :  

TVL 

500  PH 
- 

P o o r  

6 , 0 0 0  h r .  

10-42 dB 

8 x 10-5 f c .  

109 

$ 8 0 0 0  

$12,000 

C ha rge -Coup led  

D e v i c e s  

( " S o l i d  S t a t e "  

C a m e r a )  

TVL 

2 0 0  PH 
- 

Good 

2 0 , 0 0 0  h r .  

48 dB 

2 f c .  

104 

$ 3 5 0 0  

$2,000 



Camera e n c l o s u r e s  a re  n e c e s s a r y  f o r  a n y  e x t e r i o r  TV camera u s a g e .  
R e q u i r e m e n t s  f o r  t h e  camera e n c l o s u r e s  i n c l u d e :  

P r o t e c t i o n  f r o m  d u s t  a n d  f o r e i g n  ma te r i a l .  

P r o t e c t i o n  a g a i n s t  h u m i d i t y  and  water .  
e P r e s e r v a t i o n  of  TV camera t e m p e r a t u r e  r a n g e .  

P r e v e n t i o n  o f  o b s c u r a t i o n  o f  l i n e  o f  s i g h t  f o r  TV camera. 
A d d i t i o n a l  r e q u i r e m e n t s  ( e . g .  a e r o d y n a m i c  c o n s i d e r a t i o n s )  may f u r t h e r  

c o n s t r a i n  TV camera e n c l o s u r e  s e l e c t i o n .  

A.1.2 LIGHT LEVEL - F/# REQUIREMENTS 

L i g h t i n g  r e q u i r e m e n t s  f o r  a CCTV s y s t e m  a r e  c a l c u l a t e d  f r o m  t h e  m i n i -  

mum facep la t e  i l l u m i n a t i o n  l e v e l  f o r  t h e  v i d i c o n  u s e d ,  l e n s  F/number,  
and  scene r e f l e c t a n c e  v a l u e s  as shown i n  E q .  A-I.: 

Ls = 4 L f ( F / # I 2  
r T  

where  Ls = S c e n e  minimum i l l u m i n a t i o n ,  
Lf = Minimum f u l l  v i d e o  f a c e p l a t e  i l l u m i n a t i o n  l e v e l ,  

F / #  = TV camera l e n s  F/number,  

r = S c e n e  r e f l e c t a n c e ,  a n d  

T = Lens t r a n s m i s s i o n .  

A n o t h e r  e q u a t i o n  u s e f u l  i n  CCTV s y s t e m  d e s i g n  i s  u s e d  when t h e  minimum 
s c e n e  l i g h t  l e v e l  i s  f i x e d  and t h e  l e n s  F/Number m u s t  b e  s e l e c t e d :  

F/# = LE 2 

(A-2 1 

w h e r e  F/#  = Maximum TV camera l e n s  F / #  and  

Ls = E x i s t i n g  minimum s c e n e  i l l u m i n a t i o n .  

A s  a sample c a l c u l a t i o n ,  a s i l i c o n  v i d i c o n - t y p e  TV camera ( s a y  a n  RCA 

T C - 2 0 l l / u )  h a v i n g  a minimum f a c e p l a t e  i l l u m i n a t i o n  r e q u i r e m e n t  of 0 .006  

foo t  c a n d l e s ,  a n  F / 1 . 4  l e n s  w i t h  a t r a n s m i t t a n c e  o f  0 . 6 ,  and  whose 
t y p i c a l l y  v i ewed  s c e n e  h a s  a r e f l e c t a n c e  o f  0 .75  ( r e f l e c t a n c e  o f  snow) 

w i l l  require  a s c e n e  i l l u m i n a t i o n  l e v e l  o f :  
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4 ( 0 . 0 0 6 )  ( 1 . 4 1 2  

Ls = ( 0 . 7 5 )  (0.6) f c  = 0.105 f o o t c a n d l e s  

T h i s  c a n  be compared t o  t h e  NRC l i g h t i n g  r e q u i r e m e n t  f o r  n u c l e a r  power 

p l a n t  p e r i p h e r i e s ,  0.2 f o o t c a n d l e s .  T a b l e  A-2 be low shows t y p i c a l  

s c e n e s  and t h e i r  r e f l e c t i v i t i e s :  

T a b l e  A-2 

TYPICAL GROUND COVER SCENES AND THEIR REFLECTIVITIES 

S c e n e  (Ground C o v e r )  

Plowed f i e l d  

Sand 

G r a s s y  f i e l d  

Grave 1 
C a l i c h e  

Compacted e a r t h  

A s p h a l t  

Snow 

R e f l e c t i v i t y  

0.1-0.15 

0.5 

0.3-0.4 

0.5 
0.6 

0 .3  

0 .1  

0 .75  

Given TV camera t y p e s ,  measured  i l l u m i n a t i o n  l e v e l s  o r  l e n s  F/No. 
a v a i l a b i l i t y ,  E q .  A-1 and  A-2 c a n  be u s e d  t o  s p e c i f y  r e q u i r e m e n t s  f o r  

s a t i s f a c t o r y  CCTV o p e r a t i o n .  

A.1.3 CAMERA COVERAGE AND NUMBER OF CAMERAS REQUIRED 

P e r i m e t e r  c o v e r a g e  per TV camera is  c a l c u l a t e d  f rom p r o j e c t i n g  2 c y c l e s  

(1) - o f  s y s t e m  r e s o l u t i o n  across a n  i n t r u d e r ' s  minimum d i m e n s i o n  ( b o d y  

w i d t h )  a t  t h e  maximum r a n g e  f r o m  t h e  camera. T h i s  f i g u r e ,  2.0 c y c l e s ,  

is t h e  number o f  c y c l e s  needed  t o  i n s u r e  a p r o b a b i l i t y  o f  d e t e c t i o n  

( P D )  n e a r l y  equal  t o  1. The maximum r a n g e  of  t h e  camera ( b a s e d  o n  

v e r t i c a l  r e s o l u t i o n )  is: 

Dmax = D,,, F ( 2  (0 .7  (Kel l  f a c t o r ) ) )  

( 2  c y c l e s )  SV 
( A - 3  1 
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where  Dmax = The maximum r a n g e  i n  f e e t  t h e  camera w i l l  
d e t e c t  a n  ob jec t  h a v i n g  a minimum d i m e n s i o n  
Dm w i t h  p r o b a b i l i t y  almost 1. 

Dm = Minimum d i m e n s i o n  i n  f e e t  p r e s e n t e d  by a n  

F = TV camera f o c a l  l e n g t h  i n  mm. 
R = Number o f  TV s c a n  l i n e s  v e r t i c a l l y ,  ( h e r e  R =  

o b j e c t  t o  t h e  TV camera. 

5 2 5 ) .  

K e l l  f a c t o r  = A f a c t o r  ( u s u a l l y  0 . 7 )  i n c l u d e d  t o  n o r m a l i z e  

s c a n n e d  scene 's  r e s o l u t i o n  t o  t h a t  of con- 
t i n u o u s  s c e n e s  ( 2 ) .  - ( A  f a c t o r  of 2 i s  i n c l u d -  

e d  d u e  t o  N y q u i s t  s a m p l i n g . )  
2 c y c l e s  = Used s i n c e  2 c y c l e s  o r  l i n e  p a i r s  s u b t e n d e d  

by a n  o b j e c t  g i v e s  a p r o b a b i l i t y  o f  d e t e c t i o n  

o f  1 f o r  t h e  CCTV s y s t e m .  

( f o r  a 2/3" v i d i c o n ,  Sv = 6.4 m m ) .  
SV = The v i d i c o n  v e r t i c a l  fo rma t  d i m e n s i o n  i n  mm 

The v e r t i c a l  f i e l d  of v i e w  of t h e  TV camera i s  f o u n d  by t h e  r e l a t i o n :  

(A-4  1 
-1 sv 9 = 2 t a n  (-1 

where  8 = TV camera v e r t i c a l  f i e l d  o f  v i e w .  
SV = Ver t i ca l  f o r m a t  d i v i s i o n  o f  v i d i c o n  (6.4mm f o r  

a 2 /3  i n c h  v i d i c o n ) .  

The l e n g t h  of t h e  camera c o v e r a g e  c a n  t h e n  b e  d e t e r m i n e d  by t h i s  

maximum r a n g e ,  t h e  camera h e i g h t ,  and t h e  f i e l d - o f - v i e w  of t h e  camera 
as shown below: 

( A - 5  1 

w h e r e  DcOv = C o v e r a g e  r a n g e  i n  f e e t  as  shown i n  F i g u r e  A-1.  

8 = TV camera v e r t i c a l  f i e l d  o f  v i ew.  

h = TV camera h e i g h t  a b o v e  t e r r a i n  
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I-DISTANCE COVERED 4 

TV CAMERA 
n 

P-----l 
MINIMUM WIDTH 

D 

F i g u r e  A-l. D i m e n s i o n s  F o r  C o v e r a g e  D i s t a n c e  
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Width  c o v e r e d  by t h e  TV camera f i e l d  o f  v i e w  i s  c a l c u l a t e d  h e r e  t o  
show w h e t h e r  t h e  p e r i m e t e r  z o n e  i s  a d e q u a t e l y  c o v e r e d .  The minimum 

w i d t h  c o v e r a g e  w i l l  o c c u r  where  t h e  b o t t o m  o f  t h e  TV camera's f i e l d  
of v i e w  i n t e r s e c t s  t h e  g r o u n d .  T h i s  minimum w i d t h  s h o u l d  be w i d e r  

t h a n  t h e  perimeter z o n e ,  wh ich  a t  most p l a n t s  is 2 0  f e e t .  Thus:  

where  W m i n  = The minimum g r o u n d  w i d t h  c o v e r a g e  by t h e  TV camera. 

The r a n g e  a t  wh ich  t h e  b o t t o m  of t h e  TV camera's f i e l d  of v i e w  i n t e r -  

sects  t h e  g r o u n d  i s :  

h 
= h i 1  + t a n  ( 9 0 °  - s i n - l  ( D ) - 

IIElx Dmin ( A - 7  1 

w h e r e  D m i ,  = The c l o s e s t  r a n g e  f r o m  t h e  T V  camera t o  w h e r e  t h e  

TV camera f i e l d - o f - v i e w  i n t e r s e c t s  t h e  g r o u n d .  

The  minimum g r o u n d  c o v e r a g e  i s  t h e n :  

'h 
Wmin = Dmin ( A - 8 )  

where  s h  = t h e  v i d i c o n  h o r i z o n t a l  f o r m a t  d i m e n s i o n  ( f o r  2/3 

i n c h  v i d i c o n  s h  = 8.5333.. .mm). 

I f  W min f a i l s  t o  s a t i s f y  i n e q u a l i t y  (A-61, t h e  f i e l d - o f - v i e w  o f  e a c h  

camera w i l l  be i n a d e q u a t e  t o  f u l l y  c o v e r  t h e  perimeter z o n e .  Thus ,  

e i t h e r  t h e  h e i g h t  o f  t h e  TV camera or  t h e  TV camera l e n s ' s  f o c a l  

l e n g t h  would need  a d j u s t m e n t  t o  a s s u r e  f u l l  c o v e r a g e .  

The t o t a l  number of TV cameras needed  c a n  be  e s t i m a t e d  f r o m  t h e  l e n g t h  

of c o v e r a g e  f o r  each camera a n d  t h e  t o t a l  l e n g t h  o f  t h e  perimeter t o  

be c o v e r e d :  

N = %eri  ( A - 9 )  
D c  ov 
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where  N = Number o f  TV cameras 
D p e r i  = T o t a l  l e n g t h  o f  perimeter i n  f e e t .  

F i g u r e  A-2 d e p i c t s  t h e  r e l a t i o n s h i p  b e t w e e n  TV camera f o c a l  l e n g t h  and  

e s t i m a t e d  number o f  TV cameras r e q u i r e d  f o r  c o v e r a g e  of per imeters  f r o m  

1 m i .  (1600m) to  4 m i .  ( 6400m) .  

A . 1 . 4  MONITOR SIZE REQUIREMENT 

S e l e c t i o n  of a n  a d e q u a t e - s i z e d  m o n i t o r  is b a s e d  o n  t h e  s i z e  o f  a n  i n -  
t r u d e r ' s  image o n  t h e  CCTV m o n i t o r  s c r e e n .  A human's  minimum dimen- 

s i o n  a t  maximum r a n g e  f rom t h e  TV camera s h o u l d  s u b t e n d  a minimum o f  

4 t o  7 1/2 a r c - m i n u t e s  i n  t h e  v i e w e r ' s  e y e  when v iewed  o n  t h e  m o n i t o r  

f r o m  t h e  n o r m a l  operator 's  e y e  p o s i t i o n  (1, 2 ) .  I f  w e  assume a n  e y e -  
t o - m o n i t o r  s c r e e n  d i s t a n c e  o f  30  i n c h e s ,  a n  image s u b t e n s e  o f  7 1 / 2  

a r c - m i n u t e s  wou ld  c o r r e s p o n d  t o  a h e i g h t  of  0 .6545 i n c h e s .  Us ing  t h e  
TV camera r e s o l u t i o n  r e q u i r e m e n t  d e f i n i t i o n  o f  minimum r e s o l v a b l e  d i s -  
t a n c e  a t  a maximum r a n g e ,  t h e  image h e i g h t  compared t o  t h e  v e r t i c a l  
f i e l d  h e i g h t  ( V F H )  is: 

(A-10) 

2 c y c l e s  ( 2 s c a n  l i n e s  ) 
525  s c a n  l i n e s  ( 0 . 7  K e l l  F a c t o r )  

) = Image h e i g h t  

VFH = Image h e i g h t  
91.875 

t h u s  from image h e i g h t  = 0.6545 i n c h e s ,  VFH = 6 . 0 1  i n c h e s .  

F r o m  t h e  r a t i o  o f  v e r t i c a l  f i e l d  h e i g h t  t o  h o r i z o n t a l  f i e l d  

w i d t h  (HFW). 

VFH = 3 ( A - 1 1 )  

HFW 4 o r  d i a g o n a l  s i z e  o f  s c r e e n ,  DS = 8 .02  i n c h e s .  
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Figure  A-2 .  R e l a t i o n s h i p  B e t w e e n  TV C a m e r a  Focal L e n g t h  and 
E s t i m a t e d  Number of TV C a m e r a s  R e q u i r e d  f o r  C o v e r a g e  
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The T V  m o n i t o r  d i a g o n a l  s i z e  f o r  t h i s  a p p l i c a t i o n  s h o u l d  be a minimum 
of 1 0  i n c h e s .  I t  would be a d v a n t a g e o u s  t o  u s e  a 1 2  i n c h  d i a g o n a l  moni- 
t o r  t o  allow v i e w i n g  by p e r s o n s  w i t h  s u b n o r m a l  v i s i o n  and  v i e w i n g  f r o m  
l o n g e r  t h a n  normal  o p e r a t i n g  d i s t a n c e s .  

A. 1 . 5  V I D E O  S I G N A L  TRANSMISSION 

Due t o  t h e  r e q u i r e m e n t  t o  t r a n s m i t  a number of  v i d e o  s i g n a l s  w i t h  band- 
w i d t h s  of 5-6 MHz t o  a c e n t r a l l y  located s e c u r i t y  c e n t e r  o v e r  d i s t a n c e s  
u p  t o  2 miles ,  c o n s i d e r a t i o n  n e e d s  t o  be g i v e n  t o  t h e  means b y  which 
t h e s e  v i d e o  s i g n a l s  a re  t r a n s m i t t e d .  F o u r  a p p r o a c h e s  a n d  t w o  g e n e r i c  
t y p e s  of cable  are d e a l t  w i t h  below. The a p p r o a c h e s  c o n s i d e r e d  are:  

1. Baseband v i d e o  
2. R a d i o  F r e q u e n c y  ( R F )  c a r r i e r  c h a n n e l i z e d  v i d e o  
3. D i g i t a l l y  coded  v i d e o  

4 .  "Cable-less" o p t i c a l  v i d e o  

a n d  t h e  t y p e s  of  c a b l e  c o n s i d e r e d  are:  

1. E l e c t r i c a l  coax 
2. F i b e r  O p t i c  Cable 

S e v e r a l  a p p r o a c h e s  and cable t y p e s  a re  d i s c u s s e d  f o l l o w i n g :  

A.1.5.1 Baseband V i d e o  Over  E lec t r i ca l  Coax 

The s imples t  approach to v i d e o  s i g n a l  t r a n s m i s s i o n  i s  t o  t r a n s m i t  t h e  

v i d e o  o v e r  a c o n v e n t i o n a l  e l e c t r i c a l  c o a x i a l  c a b l e .  T h i s  i s  most 
e f f e c t i v e  f o r  s h o r t  d i s t a n c e s  up  t o  50-100 f e e t .  F o r  t r a n s m i s s i o n  
d i s t a n c e s  g r e a t e r  t h a n  1 0 0  f e e t  , f r e q u e n c y  r e s p o n s e  e q u a l i z a t i o n  and  
a m p l i f i c a t i o n  may become n e c e s s a r y .  D i s t a n c e s  o f  up t o  1-2 m i l e s  
(1.6-3.2 km) c a n  be c o v e r e d  i n  t h i s  manner .  One d i s a d v a n t a g e  of base- 

band v i d e o  t r a n s m i s s i o n  is t h a t  e a c h  v i d e o  c h a n n e l  r e q u i r e s  a d e d i c a t e d  

c a b l e .  Thus , e x p e n s e s  f o r  c a b l i n g  r i se  p r o p o r t i o n a l l y  w i t h  t h e  number 
o f  v i d e o  c h a n n e l s .  F i g u r e  A-3 shows a b l o c k  d i a g r a m  of a medium- 
d i s t a n c e  b a s e b a n d  v i d e o  t r a n s m i s s  i o n  s y s t e m .  
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Figure A-3. Medium Distance Baseband Video Transmission System 

Table A-3 shows parts costs of a 24-channel baseband video transmis- 
sion system for a 3 mile perimeter. 

Table A-3 
PARTS COSTS OF A 24-CHANNEL BASEBAND VIDEO 
TRANSMISSION SYSTEM FOR A 3 MILE PERIMETER 

Unit I i Cost 1 Quayyyty i NunIner Item 
Equalization 
Amp1 if ier $119.00 

Total Cost 1 
$2856.00 

$26,400.00 
Total Cost $29,256.00 1 
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The baseband video transmission system may suffer from ground-loop 
problems, induced EM1 and lack of electrical isolation. 

However, through careful routing of signal lines, The use of coaxial 
or triaxial cable, line amplifiers and noise-bucking isolation trans- 

formers, most of these problems can be overcome. Host CCTV systems 
currently in use have baseband video distribution systems, due to the 
familiarity, low cost and mature technology of the baseband video 
transmission approach. 

Baseband video transmission is recommended for most CCTV applications 
in power plant perimeter security because of its low cost and its 
small number of active devices relative to other transmission 
approaches. 

A.1.5.2 RF Carrier (Channelized) Video Transmission Systems 

Since the electrical noise environment in power plants is worse (most- 
ly at 6 0  Hz) at low frequencies, a video signal on a radio frequency 
(RF) carrier would be less affected by this noise. Also, frequency 
response equalization is usually unnecessary and several RF carriers 
can be placed on each coaxial cable, allowing several channels of 
video to be transmitted. Figure A-4 shows a block diagram of a chan- 
nelized RF carrier video transmission system. 

Table A-4 shows parts costs for 24-channel RF carrier video transmis- 
sion system for a 3 mile perimeter, 

Notice in Figure A-4 that instead of video monitors, television 
receivers are utilized. If conventional TV receivers are used, the 
cost differential between receivers and monitors will be slight; on 
the order of roughly $50.00. If video motion detectors (VMD)  are to 
be used, outboard demodulators will be required. The cost of a typi- 
cal CATV multi-channel demodulator is $650.00. Each demodulator is 
placed with its output feeding both the video motion detector input 
and the monitor console input. The input to each of the demodulators 
is an RF split-off from the CATV cable. 
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Table A-4.a 
CATV VIDEO TRANSMISSION SYSTEM PARTS COSTS 

) 1 e r 

ITEM 
RG ll/u Coax 
CATV Modulator 
CATV Amplifier 
CATV Amp Power Supply 
Cost Differential 
Between Receiver and 
Monitor 

RF 

QUANTITY 
31,680 ft 

24 
16 
16 

?UMBER UNIT COST 
I 

$1500 

$ 1 0 0 0  

$ 360 

FOTAL COST 
$ 7,920 
$36 I 000  

$16,000 
$ 5,760 

$ 300 I 
~~ --__ - TOTAL COST $65,980 I 
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T a b l e  A-4.b 
CATV V I D E O  TRANSMISSION SYSTEM FOR VMD PARTS COST 

ITEM QUANTITY/NUMBER 

RG l l / u  Coax 31 ,680  f e e t  
CATV M o d u l a t o r  24 
CATV A m p l i f i e r  16 

CATV Amp Power S u p p l y  1 6  
CATV Demodula tor  24 

E x t e r n a l  Sync 
Coax L i n e  42,240 f e e t  

U N I T  COST TOTAL COST 
$0 .25/ fOot  $ 7 , 9 2 0  
$ 1  , 500  $ 36,000 
$ 1 , 0 0 0  $ 1 6 , 0 0 0  

$ 360 $ 5 , 7 6 0  
$ 650 $ 1 5 , 6 0 0  

$ 0 . 2 5 / f o o t  $ 1 0 , 5 6 0  

D i s t a n c e s  t h a t  c a n  be c o v e r e d  by t h e  RF c a r r i e r  v i d e o  t r a n s m i s s i o n  

s y s t e m  c a n  be e x t e n d e d  t o  s e v e r a l  m i l e s  by u s i n g  i n l i n e  a m p l i f i e r s .  

L i m i t i n g  f a c t o r s  o n  RF car r ie r  s y s t e m  d i s t a n c e s  a r i s e  f r o m  i n d u c e d  

n o i s e  on  t h e  c a b l e  and a m p l i f i e r  n o i s e .  

The RF car r ie r  v i d e o  t r a n s m i s s i o n  s y s t e m  is  a n  a l t e r n a t i v e  t o  t h e  
b a s e b a n d  v i d e o  t r a n s m i s s i o n  s y s t e m  €or  h i g h  EM1 s i t u a t i o n s ,  l o n g e r  

t r a n s m i s s i o n  d i s t a n c e s  t h a n  s e v e r a l  h u n d r e d  f e e t ,  and  f o r  m u l t i - c a m e r a  
a p p l i c a t i o n s .  

A.1.5.3 B a s e b a n d  Video o n  Fiber Optic C a b l e  

F i b e r  o p t i c  c a b l e  c a n  b e  u s e d  t o  overcome t h e  EM1 s u s c e p t i b i l i t y  o f  
t h e  b a s e b a n d  v i d e o  on  coax  c a b l e .  F i b e r  o p t i c  cable i s  t o t a l l y  resis- 

t a n t  t o  a l l  f o r m s  o f  E M I ,  can  b e  made t o t a l l y  n o n - c o n d u c t i v e  a n d  h a s  
i n h e r e n t l y  wide  b a n d w i d t h .  F i b e r  o p t i c  cable i s  now a v a i l a b l e  which  

h a s  c o m p a r a b l e  r u g g e d n e s s  t o  e l e c t r i c a l  c o a x i a l  cable .  

A l s o ,  t h e  cost of t e l e c o m m u n i c a t i o n s  g r a d e  f i b e r  o p t i c  cable is becom- 
i n g  c o m p a r a b l e  t o  t h e  c o s t  of  e l e c t r i c a l  c o a x .  

Analog b a s e b a n d  v i d e o  t r a n s m i s s i o n  o n  f i b e r  o p t i c  c a b l e  i s  p o s s i b l e  

w i t h  r e l a t i v e l y  good s i g n a l - t o - n o i s e  (S/N) r a t i o s ,  b u t  l i k e  b a s e b a n d  @ 
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v i d e o  on coax  c a b l e s ,  it r e q u i r e s  a d e d i c a t e d  c a b l e  f o r  e a c h  v i d e o  
c h a n n e l .  Thus,  baseband v i d e o  t r a n s m i s s i o n  on f i b e r  o p t i c  c a b l e s  is 
m o s t  s u i t e d  t o  CCTV s y s t e m s  w i t h  few TV cameras. A b l o c k  d i ag ram of 
a baseband v i d e o  f i b e r  op t i c  t r a n s m i s s i o n  sys t em i s  shown i n  F i g u r e  

A-5 

F i b e r  TV 
O p t i c  C a m e r a s  

F . O .  Cable F . O .  
R e c e i v e r  X m t r  Moni tor  4 

~ 

t 

Receiver X m t r  
F.O. Moni tor  4 

F i g u r e  A-5. A Baseband Video  F i b e r  Opt ic  T r a n s m i s s i o n  System 

I n  t h e  s i m i l a r  manner t o  t h e  RF ca r r i e r  v i d e o  t r a n s m i s s i o n  s y s t e m ,  t h e  
t r a n s m i s s i o n  d i s t a n c e  of t h e  f i b e r  op t i c  s y s t e m  c a n  be i n c r e a s e d  by 
i n l i n e  repeaters  which r e c e i v e  and r e t r a n s m i t  o p t i c a l  s i g n a l s .  The 

t r a n s m i s s i o n  d i s t a n c e  is t h e n  l i m i t e d  by t h e  n o n l i n e a r i t i e s  and recei-  
v e r  n o i s e  l e v e l  which can  be t o l e r a t e d  by t h e  CCTV sys tem.  Like  t h e  
baseband v i d e o  on coax ,  however ,  t h e  baseband v i d e o  f i b e r  o p t i c  s y s t e m  
cost i n c r e a s e s  l i n e a r l y  w i t h  t h e  number o f  c h a n n e l s  i n  t h e  CCTV sys tem.  

A.1.5.4 D i g i t a l l y  Coded Video on F i b e r  O p t i c a l  Cable  

TO a l l o w  m u l t i p l e  c h a n n e l s  on e a c h  f i b e r  o p t i c a l  cab le ,  t o  improve 
l i n e a r i t y  and t o  d e c r e a s e  CCTV sys t em s e n s i t i v i t y  t o  n o i s e ,  v i d e o  
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n 

ITEM 

F i b e r  O p t i c  C a b l e  
F i b e r  Op t i c  X m t r  

F i b e r  Opt ic  Rcvr 

F i b e r  O p t i c  Rcvr 

Power S u p p l y  

Assorted Connectors 
I n l i n e  R e c e p t a c l e s  
E x t e r n a l  Sync Coax 

Table A-5 

PARTS COST OF BASEBAND V I D E O  FIBER OPTIC TRANSMISSION SYSTEM 

QUANTITY 

32 kM 

42.240 f t  

NUMBER 

24 

24 

4 

1 0  0 
5 0  

UNIT COST 

$ 1.30/m 
494.00 

380.00 

750 .00  

62 .50  
25.00 

0.25 f t  

TOTAL COST 

$ 4 1  I 600 

1 1 , 8 5 6  

9 ,120  

3,000 

6 , 2 5 0  
1 , 2 5 0  

$10 .560 

TOTAL COST $83,636 J 

s i g n a l s  c a n  be d i g i t a l l y  e n c o d e d  p r i o r  t o  t r a n s m i s s i o n .  P r e s e n t l y  

ava i l ab le  d i g i t a l  f i b e r  op t i c  l i n k s  a r e  l i m i t e d  t o  1 5 0  M b i t / s e c  d a t a  

ra tes ;  and  a v i d e o  s i g n a l  h a v i n g  s u f f i c i e n t  r e s o l u t i o n  a n d  g r a y - s c a l e  
q u a n t i z a t i o n  f o r  s e c u r i t y  p u r p o s e s  , r e q u i r e s  a r o u n d  50  M b i t / s e c .  Thus ,  
a b o u t  3 c h a n n e l s  c a n  b e  t r a n s m i t t e d  o v e r  e a c h  f i b e r  o p t i c  c a b l e .  

F i g u r e  A-6 d e p i c t s  a d i g i t a l  v i d e o  f i b e r  o p t i c  t r a n s m i s s i o n  s y s t e m .  

V i d e o  s i g n a l s  f r o m  t h e  TV cameras a r e  f i r s t  d i g i t i z e d  a n d  t r a n s m i t t e d  
v i a  f i b e r  op t i c  c a b l e  to  a n e a r b y  m u l t i p l e x e r  which  e n c o d e s  a l l  i t s  
v i d e o  i n p u t s  i n t o  a da ta  s t r e a m .  T h i s  m u l t i p l e x e d  da ta  s t r e a m  i s  

t h e n  t r a n s m i t t e d  v i a  f i b e r  o p t i c  c a b l e  to  t h e  s e c u r i t y  f a c i l i t y  where  

t h e  d a t a  i s  d e m u l t i p l e x e d  and  c o n v e r t e d  b a c k  t o  v i d e o  s i g n a l s  which 
are t h e n  v iewed o n  t h e  m o n i t o r s .  Table A-6 shows t h e  cos t  o f  t h e  d i g i -  

t a l  v i d e o  f i b e r  o p t i c  t r a n s m i s s i o n  s y s t e m .  

The d i g i t a l  v i d e o  f i b e r  o p t i c  s y s t e m  would be v e r y  E M I - r e s i s t a n t ,  f r e e  
f r o m  n o n l i n e a r i t i e s  and  c a p a b l e  of  s p a n n i n g  almost u n l i m i t e d  d i s t a n c e s  

by u s i n g  i n - l i n e  repeaters.  Due to  t h e i r  h i g h  cost ,  m u l t i p l e x e d  d i g i -  
t a l  f i b e r  o p t i c  v i d e o  l i n k s  are n o t  recommended f o r  t h i s  a p p l i c a t i o n .  
F o r  a l a r g e  number to  TV cameras and e x t r e m e l y  l o n g  c o v e r a g e  d i s t a n c e s ,  

t h e  m u l t i p l e x e d  d i g i t a l  v i d e o  f i b e r  o p t i c  s y s t e m  c o u l d  a t t a i n  a lower 
cost  t h a n  t h e  b a s e b a n d  v i d e o  f i b e r  o p t i c  s y s t e m .  However, f o r  smaller 
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Digitizer and 
Fiber O p t i c  Xmtr 

TV 
Cameras 

Fiber Optic Cable 0 

Monitor 
Fiber Optic 
Receiver 

and Demux 

I, 
1 Fiber Optic 

Cable Monitor 4 

- 
D-A Converter 

Line Driver 
and Video and Fiber Optic 

Monitor 

Figure A-6. A Digital Video Fiber Optic Transmission System 

Table A-6 

PARTS COST OF MULTIPLEXED DIGITAL VIDEO 
FIBER OPTIC TRANSMISSION SYSTEM 

ITEM QUANTITY 
F.O. Cable 16 KM 

50 MBit/sec FO Xmtr 
50 MBit/sec FO Rcvr 

150 MBit/sec FO Xmtr 
1 5 0  MBit/sec FO Rcvr 
8 ESY designed & built 
3-1 SP and Demux 
connectors, etc. 
External Sync Coax 
Line 

42 , 240 

NUMBER 
24 
24 
8 
8 
8 
8 

Development 

-_____. 

JNIT COST 
1.30/M 
1200 
600 

1750 
850 

4000 
60 , 000 

j 0.25/,t 

TOTAL COST 
$ 20,800 

28,800 
4 , 800 
14 , 000 
6,800 
32 , 000 
60 , 000 

$ 10,560 

___- TOTAL COST $185,260 
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s y s t e m s ,  a n o n - m u l t i p l e x e d  f i b e r  o p t i c  l i n k  would h a v e  lower costs as  

shown i n  T a b l e  A-7. 

NUMBER 

24 
24 

T a b l e  A-7 

PARTS COST OF NON-MULTIPLEXED DIGITAL V I D E O  FIBER OPTIC 
TRANSMISSION SYSTEM 

UNIT COST 
$130/M 

1 2 0 0  

6 0 0  

0.25/f t. 

ITEM 
F.O. Cable 
5 0  MBit/Sec F.O. Xmtr 
50  MBit/Sec F.O. Rcvr  

C o n n e c t o r s ,  e t c .  
E x t e r n a l  Sync  Coax 

L i n e  

QUANTITY 
32 KM 

42 ,240  f t  

TOTAL COST 
$ 4  1,600 

28,800 
4 ,800  

1 4 , 4 0 0  
$ 1 0 ,  5 6 0  

I I I 

The n o n - m u l t i p l e x e d  d i g i t a l  F.O. a p p r o a c h  would h a v e  a s l i g h t l y  g r e a t e r  

cost  t h a n  t h e  a n a l o g  F.O. a p p r o a c h  b u t  c o u l d  f e a s i b l y  be e x t e n d e d  t o  

g r e a t e r  d i s t a n c e s  t h a n  t h e  a n a l o g  s y s t e m .  

A.1.5.5 O D t i c a l  V i d e o  L i n k  

To e l imina te  t h e  need f o r  c a b l e s ,  v i d e o  s i g n a l s  can be c a r r i e d  b y  a n  
op t i ca l  beam. Op t i ca l  v i d e o  l i n k s  h a v e  become a v a i l a b l e  which  operate 
i n  t h e  n e a r - i n f r a r e d  s p e c t r u m  and are d e s i g n e d  f o r  v i d e o  t r a n s m i s s i o n .  

Opt ical  v i d e o  l i n k s  d o  not r equ i r e  FCC l i c e n s i n g ,  b u t  may r e q u i r e  
s a f e t y  approval as a n  e y e  h a z a r d  because of  t h e i r  n e a r - i n f r a r e d  r a d i a -  

t i o n .  F i g u r e  A-7 shows t h e  b l o c k  d i a g r a m  of  a n  op t i ca l  v i d e o  l i n k .  

T y p i c a l  opt ical  v i d e o  l i n k s  have  a maximum t r a n s m i s s i o n  d i s t a n c e  o f  
2000 f t .  i n  c l ea r  w e a t h e r ,  which  would make n e c e s s a r y  t h e  u s e  of  a n  

a d d i t i o n a l  t ransmi t te r - rece iver  p a i r  as a r e p e a t e r  f o r  e a c h  TV camera. 
A l s o ,  a l l  t r a n s m i s s i o n  is s t r i c t l y  l i n e  of  s i g h t .  The number of re- 
peaters is l i m i t e d  t o  f o u r  i n  a n y  o n e  c h a n n e l ,  a s  s i g n a l  d e g r a d a t i o n  

becomes i n t o l e r a b l e  b e c a u s e  o f  p o o r  f r e q u e n c y  r e s p o n s e  e q u a l i z a t i o n ,  
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O p t i c a l  

* 

O p t i c a l  

Cameras 

Moni to r  D-m 
F i g u r e  A - 7 .  O p t i c a l  Video  L i n k s  

n o i s e  and n o n - l i n e a r i t i e s .  I n c l e m e n t  w e a t h e r  r e d u c e s  f e a s i b l e  o p t i c a l  
l i n k  d i s t a n c e s  t o  s h o r t e r  d i s t a n c e s  ( e . g .  l i n k  r a n g e  i n  h e a v y  f o g  = 

450 f e e t ) .  However,  s i n c e  e x t e r i o r  TV cameras a re  i n e f f e c t i v e  i n  
i n c l e m e n t  w e a t h e r ,  l i n k  d i s t a n c e  f o r  c l e a r  w e a t h e r  i s  t h e  m o s t  appl i -  

c a b l e  t o  o u t d o o r  CCTV a n d  VMD s y s t e m s .  T a b l e  A-8 shows c o s t s  f o r  a n  
o p t i c a l  v i d e o  l i n k .  

The e x p e n s e  o f  t h i s  o p t i c a l  v i d e o  l i n k  a p p r o a c h  c o u l d  be  much r e d u c e d  

i f  g r e a t e r  d i s t a n c e s  c o u l d  be s p a n n e d  b e t w e e n  t r a n s m i t t e r  a n d  r e c e i v e r .  
To a c c o m p l i s h  t h i s ,  a h i g h e r  t r a n s m i t t e r  power l e v e l  i s  r e q u i r e d .  

However,  i n c r e a s e d  i n f r a r e d  r a d i a n t  power m i g h t  b e  h a z a r d o u s  f r o m  a n  
e y e  s a f e t y  v i e w p o i n t .  The cos t  o f  o p t i c a l  l i n k s  may be r e d u c e d  f r o m  
t h e  amount  l i s t e d  i n  T a b l e  A-8 i f  t h e  l i n k s  were o r d e r e d  i n  t h e  quan-  
t i t i e s  needed  f o r  t h i s  a p p l i c a t i o n .  However,  u n l e s s  p r i ces  a r e  r e d u c -  
e d ,  o p t i c a l  l i n k s  are  n o t  recommended d u e  t o  h i g h  cos t .  

A . 1 . 6  CONCLUSIONS 

For t y p i c a l  power p l a n t  CCTV a p p l i c a t i o n s ,  w e  recommend b a s e b a n d  v i d e o  
t r a n s m i s s i o n  u s i n g  c o a x i a l  o r  t r i a x i a l  cab les ,  d u e  t o  t h e  l o w  cos t  a n d  
minimum number o f  a c t i v e  d e v i c e s  i n h e r e n t  i n  t h i s  a p p p r o a c h .  
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T a b l e  A-8 

COSTS FOR AN OPTICAL V I D E O  L I N K  

ITEM 

QUANTITY / 
NUMBER UNIT COST TOTAL COST 

O p t i c a l  L i n k  X m t r  

Op t i ca l  L i n k  Rcvr  

E x t e r n a l  S y n c  

Coax L i n e  I I 1 
TOTAL COST $ 1 9 7 , 7 6 0  

48 $1950 $ 93,600 

48 $1950 $ 9 3 , 6 0 0  

$42,240 f t .  $ 0 . 2 5 / f t .  $ 1 0 , 5 6 0  

T e c h n i q u e s  f o r  r e d u c i n g  i n d u c e d  n o i s e  a r e  w e l l  known among CCTV s y s t e m  

e n g i n e e r s  and a r e  v e r y  e f f e c t i v e  i n  high-EM1 e n v i r o n m e n t s  s u c h  as gen- 

e r a t i n g  s t a t i o n s .  A few s i t u a t i o n s  c o u l d  a r i s e  i n  which t h e  a l t e r n a -  

t i v e  a p p r o a c h e s  l i s t e d  a b o v e  may be less e x p e n s i v e  and more r e l i a b l e  
a l t e r n a t i v e s  t o  v i d e o  t r a n s m i s s  i o n  t h a n  b a s e b a n d  v i d e o  t r a n s m i s s  i o n .  

However, m o s t  CCTV s y s t e m s  c u r r e n t l y  o p e r a t i n g  i n  g e n e r a t i n g  s t a t i o n s  

u s e  b a s e b a n d  v i d e o  t r a n s m i s s i o n  w i t h  few problems. 

A.1.7 PERIMETER LIGHTING EQUIPMENT OPTIONS 

A s  d i s c u s s e d  i n  t h e  L i g h t  L e v e l  - F/# R e q u i r e m e n t s  s e c t i o n  p r e v i o u s l y ,  

a c e r t a i n  a m b i e n t  l i g h t  l e v e l  m u s t  be present  t o  assure  p r o p e r  CCTV 
s y s t e m  o p e r a t i o n .  When n a t u r a l  l i g h t  l e v e l s  f a l l  b e l o w  t h a t  minimum 

i l l u m i n a t i o n  l e v e l ,  a r t  i f  i c i a l  l i g h t i n g  m u s t  b e  employed t o  m a i n t a i n  
perimeter i l l u m i n a t i o n  l e v e l s  of  a t  l e a s t  2 f o o t c a n d l e s  a s s u m i n g  a 
l u m i n a n c e  of  0.7 f o o t l a m b e r t s  a g a i n s t  a compacted e a r t h  b a c k g r o u n d .  

A.1.7.1 Lamp T y p e s  

S e v e r a l  d i f f e r e n t  t y p e s  o f  lamps are p r e s e n t e d  i n  T a b l e  A-9 w i t h  t h e i r  

c h a r a c t e r i s t i c s .  

From T a b l e  A-9 i t  is s e e n  t h a t  t h e  s o d i u m  vapor lamps are  p r e f e r a b l e  

t o  t h e  o t h e r  lamp t y p e s  i n  terms o f  l u m i n o u s  e f f i c a c y .  Whereas  h i g h  
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T a b l e  A-9 
LAMP TYPES AND C H A R A C T E R I S T I C S  

C h a r a c t e r i s t i c  I n c a n d e s c e n t  Hg Vapor  Metal 
H a l i d e  

80-100 

Broad 

V i s i b l e  

10-20 
Min. 

3-5 M i n .  

High 
Pres s u r e  

N a  

95-130 

Orange - 
Y e l l o w  
< 2 Min. - 

3-4 M i n .  3-7 M i n .  

~~ ~ 

Luminous 

E f f i c a c y  
l m / w a  t t 
S pe c t  r a1 
D i  s t r  i bu t i o n  

R e s t r i k e  Time 

12-23 40-65 

Broad  w i t h  
maximum i n  B l u e  - 
i n f r a r e d  Green  
Immedia te  3-6 Min. 

( w a t t a g e  ) ( 1 O O W )  1 0 0  w. 

S o u r c e :  SAND80-1046 Report 

Time f rom 
S t r i k e  to  

F u l l  O u t p u t  

p r e s s u r e  s o d i u m  is  somewhat more s imi l a r  

Immed i a t e  

15000 H 

400 W. 

175-1500 
v. 

2 0 0 0 0  H 

400 W. 

50-1000 
V. 

LOW 

Pres s u r e  
N a  

1 3  1-18 3 

Y e l l o w  

Lamp L i f e  

Immed i a t e  
t o  2 Min. 
8-15 Min. 
I n i t i a l  

5 min .  
R e s t r i k e  
18000 H.  

1 8 0  W. 

750  H. Conv. 24000 H. 

35-180 
V. 

to  e x i s t i n g  mercury-vapor  

lamps a n d  h a s  s u p e r i o r  t i m e  t o  f u l l  o u t p u t  when compared t o  l o w  
p r e s s u r e  sodium,  t h e  l o w  p r e s s u r e  sodium g e n e r a l l y  h a s  a h i g h  (75%- 
9 5 % )  p r o b a b i l i t y  o f  immedia te  r e s t r i k e  f r o m  power i n t e r r u p t i o n  a n d  
h a s  g r e a t e r  l u m i n o u s  e f f i c a c y .  I n  t h i s  s e c t i o n ,  h i g h  p r e s s u r e  sodium 

and l o w  p r e s s u r e  sodium lamps w i l l  b e  c o n s i d e r e d  as  c a n d i d a t e  l i g h t i n g  
s y s  tems . 
I n c a n d e s c e n t  l i g h t i n g  i s  b e i n g  recommended f o r  p e r i m e t e r  l i g h t i n g  

b y  o n e  o f  t h e  v i d e o  m o t i o n  d e t e c t i o n  (VMD) processor m a n u f a c t u r e r s .  
They p o i n t  o u t  t h a t ,  f o r  e q u a l  v i s u a l  l i g h t i n g  l e v e l s ,  i n c a n d e s c e n t  
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l i g h t i n g  p r o v i d e s  much more n e a r - i n f r a r e d  s c e n e  r a d i a n c e  a t  wave- 
l e n g t h s  n e a r  t h e  p e a k  r e s p o n s e  of s i l i c o n - v i d i c o n  TV cameras. 

I t  s t i l l  r e m a i n s  a matter o f  d i s c u s s i o n  w h e t h e r  t h e  i n c a n d e s c e n t  

l i g h t i n g  i s  more e f f i c a c i o u s  t h a n  s o d i u m  v a p o r  l i g h t i n g  i n  terms of 
T V  camera r e s p o n s e  v e r s u s  l i g h t i n g  power i n p u t .  

A.1.7.2 L i g h t  L e v e l s  and  D i s t r i b u t i o n  

L i g h t  l e v e l s  a n d  t h e i r  s p a t i a l  d i s t r i b u t i o n s  a re  d e t e r m i n e d  by s e v e r a l  

f a c t o r s  : 

Lamp t y p e  

Lamp w a t t a g e  

L u m i n a i r e  t y p e  

Lamp s p a c i n g  
Lamp h e i g h t  

L i g h t  d e p r e c i a t i o n  f a c t o r s  

P a r a m e t e r s  a d d r e s s e d  f o r  l i g h t  l e v e l s  and t h e i r  d i s t r i b u t i o n  are:  

Minimum l i g h t  l e v e l  
U n i f o r m i t y  (maximum-to-minimum l i g h t  l e v e l  r a t i o )  

I n s t a l l a t i o n  c o s t s  
Life cycle c o s t s  and power consumption costs 

P e c u l i a r  lamp c h a r a c t e r i s t i c s  

L i g h t i n g  s y s t e m s  c a n  be d e s i g n e d  by u s i n g  t h e  l u m i n a i r e  i s o - f o o t c a n d l e  

g r a p h s  shown i n  m a n u f a c t u r e r ' s  d a t a  s h e e t s .  As a n  e x a m p l e ,  F i g u r e  A-8 

shows a n  i s o - f o o t c a n d l e  g r a p h  f o r  a G e n e r a l  E l ec t r i c  M-400A L u m i n a i r e .  
I s o - f o o t c a n d l e  g r a p h s  a re  shown a s  maps o f  f o o t c a n d l e  (o r  l u x )  l e v e l s  

m e a s u r e d  w i t h  a d e t e c t o r  a t  a h e i g h t  o f  6 i n c h e s  v i e w i n g  a h e m i s p h e r e  
whose c e n t e r  i s  d i r e c t l y  o v e r  t h e  d e t e c t o r .  F o r  t h e s e  m e a s u r e m e n t s ,  

t h e  l u m i n a i r e  i s  s e t  a t  a s p e c i f i e d  h e i g h t ;  and  d i s t a n c e  f r o m  t h e  lumi -  
n a i r e  i s  g i v e n  i n  u n i t s  o f  t h e  l u m i n a i r e  m o u n t i n g  h e i g h t .  F o r  app l i -  

c a t i o n s  where  t h e  l u m i n a i r e  is mounted a t  o t h e r  t h a n  t h e  s p e c i f i e d  

h e i g h t ,  a h e i g h t  f a c t o r  i s  g i v e n  ( u s u a l l y  i t  is  t h e  s q u a r e  o f  t h e  r a t i o  

A-23 



o f  t h e  s p e c i f i e d  h e i g h t  to  t h e  a c t u a l  h e i g h t ) .  T h i s  h e i g h t  f a c t o r  i s  
m u l t i p l i e d  by  t h e  g r a p h ' s  f o o t c a n d l e  ( o r  l u x )  v a l u e s  t o  g i v e  t h e  a c t u a l  

l i g h t  l e v e l  v a l u e s  o f  t h e  d i s t r i b u t i o n  f o r  t h e  o t h e r - t h a n - s p e c i f i e d  
moun t ing  h e i g h t .  A lamp l i g h t  d e p r e c i a t i o n  f a c t o r  f o r  worst case l i f e -  

c y c l e  i l l u m i n a t i o n  i s  a l so  sometimes s p e c i f i e d .  I f  it is  n o t  speci-  
f i e d ,  v a l u e s  m u s t  b e  assumed ( R e f :  1 2  IES Handbook).  

@ 

Curve Reference: 35-174486 
Lurninaire: M-400A 
Distribution: M-S-Ill 
Lamp: 400-watt Lucalox 
Lurninaire height: 30 feet 

F i g u r e  A-8. I s o - f o o t c a n d l e  Graph f o r  G E  M - 4 0 0 A  L u m i n a i r e  

The h i g h  p r e s s u r e  sod ium v a p o r  l i g h t i n g  s y s t e m  i s  c o n s i d e r a b l y  less 
e x p e n s i v e  t o  i n s t a l l  t h a n  t h e  l o w  pressure sod ium v a p o r  l i g h t i n g  s y s -  
t e m .  T h i s  is m a i n l y  d u e  t o  t w o  f a c t o r s ;  t h e  h i g h e r  c o s t  o f  l o w  pres- 

s u r e  sod ium componen t s  r e l a t i v e  t o  h i g h  p r e s s u r e  sod ium c o m p o n e n t s ,  
and t h e  f a c t  t h a t  t h e  roadway l u m i n a i r e  u s e d  f o r  t h e  h i g h  p r e s s u r e  

sod ium lamp i s  b e t t e r  s u i t e d  f o r  l i g h t i n g  t h e  n a r r o w  perimeter area 
t h a n  t h e  f l o o d l i g h t  l u m i n a i r e  o f  t h e  l o w  p r e s s u r e  sod ium.  

To es t imate  q u a n t i t i e s  o f  lamps f o r  a perimeter,  a map o f  a s e c t i o n  of 
t h e  perimeter is compared w i t h  t h e  l u m i n a i r e ' s  s p a t i a l  l i g h t  d i s t r i -  
b u t i o n .  The f o o t c a n d l e  ( o r  l u x )  v a l u e s  a r e  m u l t i p l i e d  by t h e  p r o p o s e d  

h e i g h t  f a c t o r  and t h e  lamp l i g h t  d e p r e c i a t i o n  f a c t o r  t o  g i v e  r e a l i s t i c  
worst-case l i g h t i n g  i n f o r m a t i o n .  L i g h t i n g  p a t t e r n s  f r o m  s e v e r a l  lamps 

are s u p e r i m p o s e d  and l i g h t  l e v e l s  a r e  c a l c u l a t e d  f r o m  t h e  sum o f  t h e  
l i g h t  p a t t e r n s  of  t h e  i n d i v i d u a l  lamps. Lamp l o c a t i o n s  a r e  a r r a n g e d  

and s u p e r i m p o s e d  u s i n g  a s  many l i g h t i n g  p a t t e r n s  as n e c e s s a r y  t o  meet 

A-2 4 



the average, minimum, and maximum light levels and uniformity criteria. 
Other criteria peculiar to the installation regarding lamp placement 
must also be carefully observed. Algorithms have been written which 
compute lamp quantities and placements from required light levels with- 
in an area, using luminaire iso-footcandle graph information. Quanti- 
ties and placement of lamps can also be determined graphically in 
simple systems such as those presented in Figures A-9 and A-10. 

Placement of luminaires in actual lighting systems require careful 
consideration of factors such as perimeter terrain, avoiding immediate 
proximity between luminaires and TV cameras, and avoiding placement 
of luminaires in TV camera fields of view. 

The following paragraphs discuss several different systems for use in 
lighting secure area peripheries for CCTV and Video Motion Detector 
applications. 

f--- (;E M400 Lurninaire PIS1 1 1  
u s i n g  400 w a t t  1 ,uc~a lox  Lamp 

40 
f e e t  

f e n c e  

Figure A-9. High Pressure Sodium Vapor Lighting System For 20 Foot- 
Wide Strip 
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P Norelco Sox 180 and 31965 Luminaire 

Figure A-10. Low Pressure Sodium Vapor Lighting System For 20 Foot- 
Wide Strip 

A.1.7.3 Low and High Pressure Sodium Vapor Lighting Systems 

If it is desired to light only a twenty foot wide zone to a minimum 
level of about 2.0 foot candles with a uniformity ration of 2 : l  
-, the arrangement in Figures A-9 or A-10 can be used. 

In spite of its higher installation costs, low pressure sodium has 
slightly lower operating costs, due to the greater luminous efficacy 
of the low pressure sodium lamps relative to the high pressure sodium 
lamps. Two considerations may make low pressure sodium lighting pref- 
erable to high pressure sodium lighting. First, if a broad area is 
to be lit to a high illumination level as discussed below, floodlight 
illumination patterns no longer suffer a disadvantage relative to 
roadway lighting as in the examples above. Second, if energy costs 
rise excessively above the present day rates (which is likely) the 
operating cost of the lighting system would rise in importance as a 
basis for determining the type of lighting system to be installed. 
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NUREG/CR1327 specifies a 60 foot-wide strip as an isolation zone 
requiring at least 0.2 foot candles (2.15 lux) with maximum to minimum 
light ratios not to exceed 8 to 1. To accommodate reliable, readily 
available LLLTV camera tubes, it may be preferable to light this en- 
tire zone to a level of 2 footcandles with maximum to minimum light 
ratios not to exceed 4 to 1, to allow video assessment in the entire 
isolation zone as well as the immediate 20 foot-wide zone mentioned 
above. This would also reduce the possibility of disability glare re- 
sulting from uneven light distribution on the 60 foot-wide isolation 
zone. 

Figure A-11 shows a high-pressure sodium vapor lighting system using 
roadway luminaires to light the 60 foot-wide isolation zone. The mini- 
mum light level in the isolation zone is 2.0 foot candles (21.5 lux), 
and the uniformity ratio (maximum to minimum illumination ratio) is 
1.95. 

Figure A-12 shows a similar lighting system using low-pressure sodium 
lamps. 

Light levels are calculated for these arrangements shown in Figures 
A-11 and A-12, taking into account degradation from decreases in lamp 
lumen output and luminaire transmission. 

A.1.7.4 Lighting System Costs 

Costs of lighting the perimeter are separated into two categories, 
initial cost and operating cost. The initial cost calculated here is 
the cost (we exclude labor costs) of the components needed to con- 
struct the lighting system. The operating cost (again excluding labor 
cost) is the sum of the power consumption cost and re-lamping cost on 
an annual basis. The initial cost is: 

Ci = [ (P  + W) + M (L + B)] (N) (D) 

where Ci = Initial lighting system cost 
P = Pole cost 
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M = Number of luminaires per pole 
L = Luminaire cost 
B = Bulb cost 
W = wiring cost (to pole) 

N = Number of light standards per mile 
D = Perimeter length in miles 

and the operating cost is 

(A-13 ) 

where Co = lighting system cost per year 
WL = lamp wattage 
H = number  of h o u r s  per  year operation 

Cp = cost of electrical energy per kilowatt hour 
LL = bulb life 

2 400 W HPS i n  GE-M400 
Luminaires  

e x t e r i o r  f e n c e  

Figure A-11. High Pressure Sodium Vapor Isolation Zone Lighting System 
Source: NuReg/CR1327 
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2 180W LPS i 
SFL 33885 

.n Norelco 
L u m i n a i r e s  

f e n c e  

F i g u r e  A-12. Low P r e s s u r e  Sod ium Vapor I s o l a t i o n  Zone L i g h t i n g  S y s t e m  

S o u r c e :  NuReg /CR1327 

The  f i r s t  s y s t e m  i n  t h i s  s e c t i o n  i s  a n a l y z e d  €or i n i t i a l  a n d  o n g o i n g  

c o s t s  f o r  a 1 m i l e  perimeter as  f o l l o w s :  

P o l e  cos t :  $ 1 6 5 . 0 0  per  po le  
Number o f  l u m i n a i r e s  per  pole:  1 
L u m i n a i r e  cost: $ 2 5 0 . 0 0  

B u l k  cost :  $50.00 
W i r i n g  C o s t :  $ 2 0 0 . 0 0  

Number of s t a n d a r d s  pe r  m i l e :  6 6  

Perimeter l e n g t h  i n  m i l e s :  1 m i l e  
I n i t i a l  C o s t  = [ ( $ 1 6 5 . 0 0  + $ 2 0 0 . 0 0 )  + 1 ( $ 2 5 0 . 0 0  + $ 5 0 . 0 0 ) 1  

( 6 6 ) ( 1 )  
I n i t i a l  C o s t  = $ 4 2 , 2 3 0 . 0 0 / m i l e  

= $ 8 6 , 4 6 0 . 0 0 / 2  miles 
= $ 1 2 8 . 6 9 0 . 0 0 / 3  miles 
= $172 .920 .00 /4  miles 

Lamp w a t t a g e :  480  wa t t s  
O p e r a t i n g  h o u r s  per  y e a r :  3500 h o u r s  
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C o s t  of e l e c t r i c a l  e n e r g y  per  KWH: $O.O5/KWH 

B u l b  l i f e :  24,000 h o u r s  

O p e r a t i n g  cos t  = (480) ( 3 5 0 0 )  ($0.05) + (3500) ($50.00) { 1000 42000 

O p e r a t i n g  c o s t / y r  = $ 5 , 8 1 9 . 0 0 / m i l e  

= $11,638.00/2 miles 
= $17,457.00/3 m i l e s  

= $23,276.00/4 m i l e s  

I n  a s i m i l i a r  manner  t h e  cos t s  f o r  t h e  l o w  p r e s s u r e  s o d i u m  v a p o r  

l i g h t i n g  s y s t e m  a r e  a s  f o l l o w s :  
LPS P o l e  Cost $ 1 0 0 . 0 0  I n i t i a l  Cost 

#Lum/Pole 1 $ 70,840.00 1 mile 
Lum. C o s t  $350.00 $141,680.00/2 m i l e s  
B u l k  C o s t  $ 90.00  $212,520.00/3 m i l e s  

W i r i n g  Cost $ 2 0 0 . 0 0  $283,360.00/4 miles 
# P o l e s / M i .  88 O p e r a t i n g  C o s t  

P e r i .  Length/Mi.  1 m i l e  $ 5,390.00/yr/l m i l e  
Watt a g e  /Bu 1 b 250 W. $ 10,780.00/2 miles 
O p e r a t i n g  Hours  3500 H r / Y r  $ 16,170.00/3 miles  
E n e r g y  Cost  $ 0.05/KWH $ 21,560.00/4 m i l e s  

B u l b  L i f e  14,000 h r s  

The t w o  b r o a d  area c o v e r a g e  s y s t e m s ’  cost  a r e  a s  f o l l o w s :  

HPS P o l e  Cost $ 1 0 0 . 0 0  I n i t i a l  Cost 

# Lum/Pole 2 $ 63,690.00/1 m i l e  
Lum C o s t  $250.00 $127,380.00/2 m i l e s  

B u l k  C o s t  $ 5 0 . 0 0  $191,070.00/3 miles 
W i r i n g  Cost $200.00 $254,760.00/4 miles 
# P o l e s / M i .  66 O p e r a t i n g  Cost 

P e r i .  l e n g t h / M i .  1 m i l e  $ 12,050.50/1 m i l e  

W a t t a g e / B u l b  480 w a t t s  $ 24,101.00/2 miles  
O p e r a t i n g  Hours  3500 h o u r s  $ 36,151.50/3 miles  
E n e r g y  Cost $ 0.05/KWH $ 48,202.00/4 miles  
B u l b  l i f e  24,000 h o u r s  
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Q LPS Same except: 
Lum Cost 

B u l b  Cost 

#Poles/Mi. 

W a t t a g e / B u l b  

B u l b  L i f e  

$350.00 

$ 90.00 

59 

250 w a t t s  

1 8 , 0 0 0  h r s  

I n i t i a l  Cost 

$ 73 ,455 .00 /1  

$146 ,910 .00 /2  

$220 ,365 .00 /3  

$293 ,820 .00 /4  

m i l e  
m i l e s  
m i l e s  
mi les  

O p e r a t i n g  C o s t  

$ 7 , 2 2 7 . 5 0 / 1  m i l e  

$14 ,455 .00 /2  m i l e s  
$21 ,682 .50 /3  miles  
$28 ,910 .00 /4  mi les  

A s  c a n  b e  s e e n ,  t h e  n a r r o w - s t r i p  l i g h t i n g  s y s t e m  l e n d s  i t s e l f  t o  t h e  

h i g h  p r e s s u r e  s o d i u m ,  where  t h e  b r o a d  a rea  l i g h t i n g  s y s t e m  f a v o r s  t h e  

l o w  p r e s s u r e  s o d i u m ,  e s p e c i a l l y  i f  e n e r g y  cos ts  esca la te .  

T h i s  cos t  e v a l u a t i o n  a p p r o a c h  i s  c o n f i r m e d  by v e n d o r  b u d g e t a r y  p r i ce  
i n f o r m a t i o n  g i v e n  i n  S e c t i o n  9 of t h i s  r e p o r t .  

A.1.8 RELIABILITY AND LIFE CYCLE COSTS 

To i l l u s t r a t e  t y p i c a l  MTBF and  l i f e  c y c l e  cos t  c o n s i d e r a t i o n s ,  a n  

example  i s  made u s i n g  t h e  RCA 2000/U, a t y p i c a l  economy CCTV camera. 

The s t a t e d  MTBF o f  t h e  RCA TC-2000/u 2/3 i n c h  v i d i c o n  camera is  
1 5 , 0 0 0  h o u r s ,  w i t h  t h e  p r i n c i p l e  f a i l u r e  mechan i sm b e i n g  f a i l u r e  o f  

t h e  v i d i c o n .  S i m p l e  c a l c u l a t i o n s  b a s e d  o n  u n i f o r m l y  random f a i l u r e s  

as a f u n c t i o n  of t i m e  wou ld  i n d i c a t e  t h a t  a 24-camera s y s t e m  wou ld  

h a v e  a n  MTBF of 

= MTBF Camera 

N 
M s y s 

= 1 5 , 0 0 0  h r  

24 

= 6 2 5  h o u r s  ( o r  n e a r l y  4 w e e k s )  

( A - 1 4  ) 

where  ITBFsys = Mean Time Be tween  F a i l u r e s  of t h e  e n t i r e  CCTT 

s y s t e m  b a s e d  o n  camera f a i l u r e s  

N = Number  o f  cameras 

A-3 1 



MTBF camera = Mean T i m e  Between F a i l u r e s  of  t h e  i n d i v i d u a l  
cameras . 

The prospect of a camera f a i l u r e  once  e v e r y  f o u r  weeks seems b l e a k  and 
is a l so  somewhat u n r e a l i s t i c .  TV cameras e x h i b i t  a c u m u l a t i v e  f a i l u r e  
p r o b a b i l i t y  c u r v e  as shown i n  F i g u r e  A-13. Few cameras f a i l  i n  t h e  
f i rs t  10 ,000  h o u r s ,  b u t  n e a r l y  h a l f  f a i l  by 15,000 h o u r s  and n e a r l y  
a l l  have f a i l e d  by 2 0 , 0 0 0  h o u r s .  I f  t h e  v i d i c o n s  ( t h e  p r i n c i p a l  f a i l -  
u r e  i t ems)  are  replaced i n  a 9,000 hour  ( y e a r l y )  c y c l e ,  t h e  o v e r a l l  
f a i l u r e  ra te  becomes n e g l i g i b l e .  I t  is a d v i s a b l e  t o  r e t a i n  s p a r e  
cameras and v i d i c o n s  as r e p l a c e m e n t s  t o  components  which f a i l  between 
r ep lacemen t  c y c l e s .  

I n  a VMD sys t em,  camera f a i l u r e s  would produce a f a l s e  alarm which 
c o u l d  n o t  be  d i s t i n g u i s h e d  from TV camera s a b o t a g e .  T h e r e f o r e ,  t h e  
m i n i m i z a t i o n  of fa l se  alarms f r o m  TV camera f a i l u r e s  is v e r y  i m p o r -  

t a n t .  

A.1.9 CCTV FOR V I S U A L  ASSESSMENT - OPTIONS AND COST F I G U R E S  

If VMD is  n o t  proposed  as a n  a p p l i c a t i o n  f o r  t h e  CCTV sys t em,  t h e  num- 
b e r  of TV cameras and v i d e o  c h a n n e l s  c a n  be reduced  t o  h a l f  t h e  number 
es t imated  above by t h e  u s e  of pan - t i l t - zoom ( P T Z )  c o n t r o l s .  A l a r m s  
from p e r i m e t e r  i n t r u s i o n  s e n s o r s  c a n  be u s e d  t o  t r a i n  t h e  TV cameras 
t o  t h e  area of t h e  a l a rmed  s e n s o r  and t h e  h i s t o r y  of t h e  i n t r u s i o n  
c a n  be r e c o r d e d  on v i d e o t a p e  f o r  a tho rough  a s s e s s m e n t .  H i e r a r c h i e s  
of alarms would e n a b l e  t h e  CCTV s y s t e m  t o  g i v e  e f f i c a c i o u s  r e s p o n s e  
t o  m u l t i p l e  alarms. C o s t  f i g u r e s  a re  drawn up  f o r  b o t h  s t a r i n g  and 
PTZ CCTV sys t ems .  

Though CCTV s y s t e m s '  costs  decrease w i t h  i n c r e a s i n g  TV camera l e n s  
foca l  l e n g t h  and i n c r e a s i n g  c o v e r a g e  per TV camera, i t  may be advan- 
t a g e o u s ,  f o r  a s s e s s m e n t  purposes, t o  l e t  t h e  coverage  of each  TV camera 
c o i n c i d e  w i t h  sectors  of  o t h e r  s e n s o r s .  A " r e a s o n a b l e "  l e n g t h  of cov- 
e r a g e ,  200  meters per TV camera, h a s  b e e n  selected a s  c o i n c i d i n g  w i t h  
2 microwave and 2 f e n c e  s e n s o r s ,  so t h a t  alarms from s e n s o r s  i n  a n y  
g i v e n  sector c a n  be a s s e s s e d  unambiguously.  Thus,  t h r e e  approaches  are  
ment ioned  i n  t h e  cost  t o t a l s :  a CCTV sys t em u s i n g  2 4  cameras t o  view 
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a 4800 meter ( 2 . 9 8  m i )  perimeter i n  2 0 0  meter s e g m e n t s ;  a n o t h e r  CCTV 
s y s t e m  u s i n g  1 6  cameras t o  v i e w  a 4 m i l e  ( 6 4 3 7  meter) p e r i m e t e r ,  t o  
i l l u s t r a t e  t h e  cos t  a d v a n t a g e  i n h e r e n t  w i t h  l o n g e r  f o c a l  l e n g t h  TV 

camera l e n s e s ;  and a PTZ CCTV s y s t e m  u s i n g  a v a i l a b l e  h a r d w a r e  t o  c o v e r  
e i t h e r  t h e  4 m i l e  o r  4800 meter perimeter.  

A.1.9.1 S h o t  Boxes f o r  PTZ O p e r a t i o n  

A s h o t  box i s  a microprocessor-controlled p a n - t i l t - z o o m  (PTZ) c o n t r o l  
w h i c h ,  when g i v e n  a command, t r a i n s  t h e  camera t o  a n y  o n e  o f  s e v e r a l  
preprogrammed l o c a t i o n s .  T h i s  e n a b l e s  a n  alarm from a p e r i m e t e r  s e n s o r  

t o  command t h e  a p p r o p r i a t e  camera t o  v i e w  t h e  n e i g h b o r h o o d  of t h a t  
s e n s o r .  The s h o t  box g i v e s  commands t o  t h e  camera a u t o m a t i c a l l y  a t  t h e  

time o f  t h e  alarm, t h u s  r e d u c i n g  t h e  time needed  f o r  a human operator  
t o  loca te  t h e  n e i g h b o r h o o d  of t h e  s e n s o r  and  assess t h e  s c e n e .  

A.1.9.2 Video  Tape R e c o r d i n g  

V i d e o  t a p e  r e c o r d i n g  d u r i n g  t h e  t i m e  of t h e  alarm w i t h  i n s t a n t  r e p l a y  
c a p a b i l i t y  would allow operators t o  h a v e  a h i s t o r i c a l  r e c o r d  o f  t h e  
alarm e v e n t ,  and  make a t h o r o u g h  a s s e s s m e n t  o f  t h e  e v e n t ,  t h u s  m i n i -  
m i z i n g  t h e  f a l s e  d i s p a t c h  r a t e .  C h a n n e l  number and  t i m e  c o d e  g e n e r a -  
t i o n  would ass i s t  l a t e r  a s s e s s m e n t  e f f o r t s .  

One weakness  o f  v i d e o t a p e  r e c o r d e r s  is t h a t  t h e y  t a k e  a b o u t  1 t o  5 
s e c o n d s  t o  b e g i n  r e c o r d i n g  a f t e r  a command t o  r e c o r d .  

Time lapse v i d e o  t a p e  r e c o r d e r s  a r e  a v a i l a b l e  which r e c o r d  u p  t o  200 

h o u r s  ( o r  8 d a y s )  o n  a ca s se t t e .  T h e s e  r e c o r d e r s  a l s o  c a n  r e c o r d  a t  
a c t u a l  s p e e d  when commanded f r o m  a n  alarm. Thus a t i m e  lapse h i s t o r y  
of t h e  p a s t  p l u s  a f u l l  s p e e d  r e c o r d  o f  alarms is  r e c o r d e d  f o r  assess- 

ment .  

Video  d i s k  r e c o r d e r s  h a v e  v i r t u a l l y  i n s t a n t a n e o u s  r e s p o n s e  t o  a r e c o r d  
command, i n  c o n t r a s t  t o  v i d e o  tape r e c o r d e r s .  However, t h e  v i d e o  d i s k  
c a n  s t o r e  o n l y  a b o u t  1 0  t o  20  s e c o n d s  o f  v i d e o ,  and i t s  cost  i s  i n  t h e  

n e i g h b o r h o o d  o f  $ 3 0 , 0 0 0  e a c h .  A v i d e o  d i s k  c o u l d  be u s e d  w i t h  a v i d e o  
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tape r e c o r d e r  t o  p r o v i d e  a complete v i d e o  record f o r  alarm a s s e s s m e n t .  
F o r  perimeter s e c u r i t y  a p p l i c a t i o n s ,  h o w e v e r ,  a time-lapse v i d e o  tape 

r e c o r d e r  w i l l  p r o v i d e  s u f f i c i e n t  c o v e r a g e  f o r  a s s e s s m e n t .  

A.1.9.3 Response  t o  M u l t i p l e  A l a r m s  f o r  PTZ O p e r a t i o n s  

M u l t i p l e  alarms f r o m  s e v e r a l  p o i n t s  o n  t h e  perimeter wou ld  requi re  t h a t  
p r i o r i t i e s  be a s s i g n e d  t o  s e n s o r  t y p e s  and order  o f  a larms.  Redundancy 
i n  perimeter c o v e r a g e  by t h e  CCTV s y s t e m  would allow b e t t e r  r e s p o n s e  t o  
m u l t i p l e  alarms. W i d e l y  separated alarms w o u l d  r e q u i r e  c o v e r a g e  by  

separa te  v i d e o  cameras, t h u s  m u l t i p l e  TV m o n i t o r s  a n d  some f o r m  o f  
m u l t i p l e x i n g  o f  v i d e o t a p e  r e c o r d i n g  ( s p l i t - s c r e e n  or t i m e  s e q u e n t i a l )  
d u r i n g  alarms would e n h a n c e  t h e  c o m p l e t e n e s s  o f  t h e  v i d e o  h i s t o r y .  

A.1.9.4 Cost o f  CCTV f o r  V i s u a l  A s s e s s m e n t  

CCTV v i s u a l  a s s e s s m e n t  s y s t e m  costs a re  b r o k e n  down f o r  t w o  cases. 
F u l l - t i m e  s t a r i n g  c o v e r a g e  may r e q u i r e  more v i d e o  c h a n n e l s  b u t  i s  

m e c h a n i c a l l y  less complex  and  more r e l i a b l e .  PTZ c o n t r o l  CCTV s y s t e m s  
allow a h i g h  d e g r e e  o f  i n t e r a c t i o n  w i t h  opera tors  and may r e q u i r e  few- 

e r  v i d e o  c h a n n e l s .  T a b l e  A - 1 0  shows cost  b reakdowns  a n d  t o t a l s  f o r  
e a c h  case.  F i g u r e  A-14  shows a b l o c k  d i a g r a m  o f  t h e  t w o  CCTV s y s t e m s .  

C e n t r a l  A l a r m  S t a t i o n  ( C A S )  costs a re  g i v e n  h e r e .  I n c l u s i o n  of v i d e o  
m o n i t o r s  a t  a S e c o n d a r y  A l a r m  S t a t i o n  (SAS) r e q u i r e s  d u p l i c a t i o n  o f  
t h e  v i d e o  m o n i t o r  c o n s o l e ,  and  d u p l i c a t i o n  o f  c o n t r o l s  a n d  t h e i r  cabl-  

i n g .  I f  S A S  and CAS a re  separated by  some d i s t a n c e ,  a d d i t i o n a l  v i d e o  
d i s t r i b u t i o n  c a b l i n g  and  l i n e  a m p l i f i e r s  w i l l  be n e c e s s a r y .  

A.2 VIDEO MOTION DETECTION A S  AN INTRUSION SENSOR 

V i d e o  Mot ion  D e t e c t i o n  ( V M D )  i s  a means whereby  a CCTV s y s t e m  c a n  be 

u s e d  as  a n  i n t r u s i o n  d e t e c t o r  w i t h o u t  t h e  need  f o r  c o n s t a n t  v i e w i n g .  

A VMD c h a n n e l  samples t h e  v i d e o  s i g n a l  f r o m  a TV camera so t h a t  t h e  
l i g h t  l e v e l s  i n  s e v e r a l  areas  o f  t h e  TV camera's f i e l d - o f - v i e w  a re  
m o n i t o r e d .  
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T a b l e  A-10 

CCTV ASSESSMENT COST BREAKDOWN 

( a )  4800M ( 2 . 9 8 3  m i . )  perimeter,  24 Cameras 
ORDER 

OF 
COST 
1 
2 
3 
4 
5 
6 
7 

ITEM 
Video Transmiss ion  Sys .  
3 5 '  P o l e s  
RCA TC2011/u75 
E x t e r n a l  S y n c  Coax L i n e  
E n v i r o n m e n t a l  E n c l o s u r e s  
6 M o n i t o r  S w i t c h i n g  C o n s o l e  
V i d e o  T a p e  R e c o r d e r  

QTY/NO. UNIT COST 

24 $ 1 , 0 0 0  ea.  
24 7 7 5  ea. 

8 m i l e s  0 . 2 5 / f o o t  
24 220 ea. 

1 1 , 0 0 0  ea .  
Grand  T o t a l  

C o s t  P e r  C h a n n e l  

( b )  4 m i .  (6437M) P e r i m e t e r .  1 6  Cameras 
1 V i d e o  T r a n s m i s s i o n  Sys .  
2 3 5 '  P o l e s  1 6  $ 1 , 0 0 0  ea .  
3 E x t e r n a l  S y n c  Coax L i n e  8 m i l e s  0.25/foot 
4 RCA T C 2 0 l l / u  Body 1 6  570  ea .  
5 L e n z a r  150mm A I  l e n s  1 6  489  ea .  
6 E n v i r o n m e n t a l  E n c l o s u r e s  1 6  220  ea.  
7 6 M o n i t o r  S w i t c h i n g  C o n s o l e  
8 V i d e o  T a p e  Recorder 1 1 , 0 0 0  ea .  

Grand  T o t a l  
C o s t  P e r  C h a n n e l  

TOTAL COST 
$ 2 9 , 2 5 6 . 0 0  

2 4 , 0 0 0 . 0 0  
1 8  , 6 0 0 . 0 0  
1 0 , 5 6 0 . 0 0  

5 , 280.00  
3,5Oo.oo 
1 , 0 0 0  . o o  

$ 9 2 , 1 9 6 . 0 0  
$ 3 , 8 4 1 . 5 0  

$ 1 9 , 5 0 4 . 0 0  
1 6 , 0 0 0  . O O  
1 0 , 5 6 0 . 0 0  

9 , 1 2 0 . 0 0  
7 , 8 2 4 . 0 0  
3 I 520 .00  
3 , 5 0 0 . 0 0  
1 , 0 0 0 . 0 0  

$ 7 1 , 0 2 8 . 0 0  
$ 4 , 4 3 9 . 2 5  

( c )  4 
1 
2 
3 
4 
5 
6 
7 
8 
9 

m i .  (6437M) or  4800M ( 2 . 9 8 3  m i . )  P e r i m e t e r ,  24 PTZ Cameras 
RCA TC 201l /uZO 24 $ 1 , 5 0 0  ea .  $ 3 6 , 0 0 0 . 0 0  
V i d e o  T r a n s m i s s i o n  S y s  24 
S h o t  B o x e s  24 1 , 0 2 0  ea .  
3 5 '  P o l e s  24 1 , 0 0 0  ea.  
TV C o n t r o l  Cable 20 mi les  0 . 2 1 9 / f o o t  
PTZ Head 24 540  ea .  
E x t e r n a l  S y n c  Coax L i n e  8 m i l e s  0 . 2 5 / f o o t  
Twin  Joy  S t i c k  C o n t r o l s  3 p a i r  1 , 8 5 O / p a i r  
E n v i r o n m e n t a l  E n c l o s u r e s  24 220 ea .  

29 , 256 .00  
2 4 , 4 8 0  . O O  
24  I 00Q.00 
2 3  , 1 2 6 . 4 0  
1 2 , 9 6 0 . 0 0  
1 0 , 5 6 0 . 0 0  

5 , 5 5 0 . 0 0  
5 , 2 8 0 . 0 0  

1 0  6 M o n i t o r  S w i t c h i n g  C o n s o l e  3; 500  . O O  

G r a n d  Total  $175 .712 .40  
11 V i d e o  Tape  Recorder 1 1 , 0 0 0  ea .  1 , 0 0 0 . 0 0  

Cos t  P e r  C h a n n e l  7 , 3 2 1 . 3 5  
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TV Camera 

( a )  PTZ Video Assessment B lock  Diagram 

Cont ro l  Cont ro l  
Console 

-Other A l a r m s  

(b)  S t a r i n g  Video Assessment Block Diagram 

Figure A - 1 4 .  

@ 
CCTV Schemes f o r  Video Assessment of Alarms 
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In digital VMD systems, the video signal from each area is digitized 
and stored for comparison with future signals from the same area as 
they are repeatedly sampled. When the light level in the sample area 
changes, the signal from the TV camera will also change. If the sig- 
nal changes enough, the newly digitized signal will disagree with the 
previously stored signal. 
tral processing unit (CPU) which sounds an alarm when the number of 
disagreements exceeds a preset number. 

This disagreement is then noted by a cen- 

VMD systems are available with a great variety of features, numbers 
of sample areas and levels of complexity. The following subsections 
give a rationale showing the desirability of a large number of sample 
areas and a degree of programmability €or detection in exterior perim- 
eter security surveillance. Interior security using VMD over short 
distances can be accomplished using a small number of areas in the 
observed scene, but as distances to potential intruders increase, a 
greater number of sampling areas are needed to enhance the VMD sys- 
tem's contrast sensitivity and its probability of intercept of an 
i n t r u d e r ,  Also, v ideo  tape or disk recording with "instant replay" 
capability and "trace map" features highlighting disturbed scene 
areas will aid assessment of alarms and reduce the false dispatch 
rate of the security system. 

A.2.1 RELATION OF SAMPLING AREA NUMBER TO VMD PERFORMANCE 

This subsection deals with the relation between the VMD system's num- 
ber of sampling areas and the contrast sensitivity and probability of 
intercept for the system. 

A.2.1.1 Size of Sampling Area Versus Size of Detected Object 

VMD systems rely on detecting a scene brightness change from the origi- 
nal level to a disturbed level. To assure a conditional probability 
of detection near unity, this change must exceed a certain threshold 
depending on the number of bits to which the brightness level is digi- 
tized. (See Figure A - 1 5 . )  If the area of the brightness disturbance 
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pD 1 

O J  

Figure A-15. Conditional Probability of Detection vs Contrast Change 

-- 

1 I -__I) 

is the same size or larger than the field-of-view of the VMD system's 
sample, the brightness change of the disturbance will cause a propor- 
tional change in the sample channel's signal level. If the disturbed 
area is smaller than the sample area's field-of-view, the change in 
channel signal level will also depend on the ratio of the areas as 
shown in Eq. A-15. 

(A-15) 

Where C = Change in signal level 
Bd = Brightness of disturbance 
Bb = Original scene brightness 
Ad = Area of disturbance 

Asamp = Area of sample FOV 

Thus, if the sample area is large compared to the disturbance area, 
the VMD system will be insensitive to brightness changes in the dis- 
turbance, as shown in Figure A-16. 

A.2.1.2 Sample Area Spacing 

The spacing of sample areas has a direct impact on the VMD system prob- 
ability of detection. 
between the intruder and the TV camera, an intrusion would be charac- 
terized by a small, point-like object in the TV camera's field-of-view. 

In an exterior VMD system with long distances 
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CO 

2 0 0 %  

100% 

0 %  

Co = Contrast of Disturbance 
needed to exceed 5 bit 
channel’s threshold I 

c 

Ad 1 / 1 6  I/ 4 1/ 2 
Asamp As amp Asamp Asamp 

(linear w i t h  linear size of disturbance) 

Figure A-16. Contrast Level of Disturbance with Area Ad Needed to 
Trigger a 5 Bit VMD Sample Channel 

The probability of the small, point-like object occupying a VMD sample 
area is: 

pSp = n Asamp 

Af ov 

where Psp = Probability that the disturbance occupies a 

sample area 
n = Total number of sample points (uniformly 

distributed 
Afov = Total field-of-view area of TV camera 
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A large object has a probability approaching 1 of occupying a sample 
area if the object's size approaches the average spacing of the sample 
points. Figure A-17 shows this scenario and a plot of the probability 
of encountering a sample area versus object area for a square object. 

P a t h  O F  
O b j e c t  

O b j e c  
U 

n 
U 

R 

* 
n 
U 

-n s a m p l e  
areas 1 -- 

PSF 

n Asamp - 
A FOV 

d 
0 A FOV 

n 
(a) V i d e o  Display of  

Sample Windows and 
O b j e c t  

(b) P l o t  of P s p  V e r s u s  
O b j e c t  A r e a  

Figure A-17. Probability of an Object Encountering a VMD sample Area 

The probability of occupying a sample area is one of the conditional 
probabilities affecting the overall probability of detection for the 
VMD system. Thus, the overall probability of detection of the VMD 
system is proportional to the combined probabilities of occupying 
sample areas for the disturbances in question. The small point-like 
disturbance is more characteristic of an exterior perimeter intrusion 
whereas the large disturbance is more typical of an indoor intrusion, 
with short ranges between the intruder and the TV camera. 

To get a realistic idea of the effect the number of sample areas has 
on a VMD system's probability of detection, a model is proposed. 
Failure to detect an intrusion for the VMD system is defined as fail- 
ure to detect a 1 0 %  penetration of the TV camera's field-of-view. 
The intruder is defined as a 1 foot square at maximum camera range 
with sufficient contrast to trigger the VMD sample area channel when 
it occupies that area. The sample areas are assumed to have zero 
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area,  and  a re  d i s t r i b u t e d  i n  t h e  TV camera f i e l d - o f - v i e w  as  a u n i f o r m  
r e c t a n g u l a r  m a t r i x  of 
areas,  I f  t h e  i n t r u d e r  e n t e r s  t h e  e d g e  of t h e  TV camera's f i e l d - o f -  
view as  shown i n  F i g u r e  A - 1 7 ( a )  and  t r a v e l s  o n  a p a t h  t o w a r d s  t h e  

c e n t e r  o f  t h e  f i e l d - o f - v i e w ,  i t s  p a t h  w i l l  e n t e r  t h e  n e i g h b o r h o o d  

x fl where n is t h e  t o t a l  number o f  s a m p l e  

o f  samples. Thus t h e  p r o b a b i l i t y  o f  t r i g g e r i n g  o n e  o f  t h e  

sample a reas  is: 

(A-17) 

where P t  = P r o b a b i l i t y  t h a t  a t  l e a s t  one of t h e  s a m p l e  areas  
w i l l  b e  t r i g g e r e d  

Psp = P r o b a b i l i t y  t h a t  t h e  i n t r u d e r  w i l l  t r i g g e r  a 
p a r t i c u l a r  sample area when t h e  i n t r u d e r  i s  n e a r  

t h a t  sample area 
n = T o t a l  number of sample areas 

I f  t h e  p a t h  of t h e  s q u a r e  i s  a random s t r a i g h t  l i n e ,  t h e  p r o b a b i l i t y  
t h a t  i t  i n t e r c e p t s  a s a m p l e  area i s  d e s c r i b e d  by 

p a t h  
Arect 

Psp = A (A-18 ) 

where  Psp = P r o b a b i l i t y  of p a t h  i n t e r c e p t i n g  t h e  sample a r e a  
Arect  = Area o f  t h e  r e c t a n g l e s  whose v e r t i c e s  a r e  a d j a -  

c e n t  sample areas  
Apath = Area of p a t h  i n  r e c t a n g l e  

The r e c t a n g l e  area Arect is t h e  t o t a l  area i n  t h e  TV camera f i e l d - o f -  

v i e w  p r o j e c t e d  a t  maximum r a n g e  d i v i d e d  by n ,  t h e  t o t a l  number o f  
sample areas .  The p a t h  area is  t h e  p r o d u c t  o f  t h e  a v e r a g e  i n t r u d e r  
p a t h  w i d t h  and  t h e  w i d t h  o f  t h e  r e c t a n g l e  ( s a m p l e  r e c t a n g l e )  d e s c r i b e d  

a b o v e .  The a v e r a g e  i n t r u d e r  p a t h  w i d t h  i s  t h e  e x p e c t e d  v a l u e  o f  t h e  
1 f o o t  s q u a r e ' s  p r o j e c t i o n  a t  a u n i f o r m l y  d i s t r i b u t e d  random a n g l e ,  a 
v a l u e  of 1.27324 f e e t .  
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Thus, the area of the sample rectangle is 

=(91.875) (122.5) ft2 = 11254.69 ft2 - 
Arect - ( A-19 ) 

11 n 

where Afov = total projected area of field-of-view at maxi- 
mum range 

and the path is then 

- (FJ ) = (106.09) (1.27324)ft2 = 135.076 ft2 (A-20 ) 
n n APath - AfoT,7 p 

n 

where Wp = average intruder path width 

Plugging these values into equation 17 gives us 

n 1-0 p , = 1 - ; 1 - -  83.32 (A-21 ) 

A graph of this probability as a function of n is shown in Figure A-18. 
From the graph, it can be seen that a VMD system having 5000 samples 
will have nearly a 100% probability of detection ( P D ) .  For example, 
the 4 0 0 0  sample Teleguard unit's predicted probability of detection 
(PD) = 99.9% f o r  the 1-foot square intruder at maximum range. 

A.2.1.3 Temporal Effects on Probability of Detection 

In addition to spatial considerations and contrast requirements, tem- 
poral constraints also affect the probability of detection of moving 
objects. As VMD processors only sense each sample area at discrete 
times, fast moving small objects may escape detection by sample areas 
in their path. For example, as shown in Figure A-19 ,  a rectangular 
object of length D, passing a sample area sampled at intervals, ts, 
at velocity, v, h a s  a conditional probability of detection. 
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DETECTION 
PROBABILITY 
(PER CENT] 

1 .o 

0.5 

0.0 
2,000 4,000 6,000 8,000 

VMD SAMPLE POINTS 
Figure A-18. Probability of Detection of a 1-Foot Square Object at 

Maximum Range During a 10% Intrusion Into the Field-of- 
View 

P =  

for ts > D - - D 
VtS V 

(A-22) 

1 for ts 
V 

Where the conditional probability of detection reflects the length of 
time the object intersects the sample area. This probability is the 
temporal conditional probabiliky of detection which must be multiplied 
by other conditional probabilities of detection for the sample area, 
and then combined with ot-her sample areas' detection probabilities. 
Another consideration arises when more than one alarm point or trace 
point is required to produce a system alarm. If the hit counter (or 
error rate counter) is set for a given amount of alarms (ne > I), an 
object must trigger that number, ne to alarm the system. Since a VMD 
processor also updates (or resets or refreshes) the memories the ref- 
erence pixel values at refresh intervals, tr, an intruder could escape 
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@ d e t e c t i o n  by t r i g g e r i n g  f e w e r  t h a n  ne  alarms d u r i n g  e a c h  t i m e ,  t r .  

Hence,  t h e  m o t i o n  d e t e c t o r  r equ i r e s  a minimum s p e e d  t o  a s su re  

d e t e c t i o n :  

I 

(A-23 ) 

where  Vmin = t h e  minimum s p e e d  needed  t o  p r o d u c e  a VMD s y s t e m  
alarm 

V f o v  = t h e  v e r t i c a l  f i e l d - o f - v i e w  of t h e  TV camera 
H f o v  = t h e  h o r i z o n t a l  f i e l d - o f - v i e w  o f  t h e  TV camera 

n = t o t a l  number of  sample p o i n t s  of VMD s y s t e m  pe r  
camera 

Wo = w i d t h  o f  o b j e c t ' s  l e a d i n g  e d g e  

A f a c t o r  o f  2 i s  i n c l u d e d  b e c a u s e  b o t h  t h e  o b j e c t ' s  l e a d i n g  a n d  
t r a i l i n g  e d g e s  c a u s e  c o n t r a s t  c h a n g e s  i n  t h e  sample a reas  (see F i g u r e  

A-20).  

I I j-j. Sample a r e a ,  

sampled a t  
S 

O b j e c t  i n t e r v a l s  of t 

F i g u r e  A-19. S c e n a r i o  f o r  P r o b a b i l i t y  o f  D e t e c t i o n  o f  F a s t  Moving 
O b j e c t .  

The v e l o c i t i e s  a t  wh ich  o b j e c t s  of i n t e r e s t  b e g i n  t o  e v a d e  d e t e c t i o n  
a r e  u s u a l l y  f a i r l y  h i g h .  F o r  e x a m p l e ,  w i t h  a VMD processor h a v i n g  a 

30 f r a m e  p e r  s e c o n d  sample r a t e ,  a n  o b j e c t  a f o o t  l o n g  t r a v e l l i n g  30  

f e e t  per  s e c o n d  ( 2 0 . 5  mph) s t i l l  h a s  a temporal c o n d i t i o n a l  p r o b a b i l -  

i t y  o f  d e t e c t i o n  o f  1. 

A-4 5 



On the other hand, speeds needed to produce VMD system alarms are in 
the range of 0.5 to 1.6 feet/second for a typical VMD system and a 
rolling or crawling intruder. (System parameters in this calculation: 
2/3" vidicon, 75mm lens, VMD processor hit counter = 8, refresh time 
= 8 seconds; intruder minimum dimension = 1 foot, 4000 sample points). 
It is noted that while it is simple for an intruder to crawl at lower 
speeds than 1.6 feet per second, it is nearly impossible to crawl or 
roll smoothly over the terrain with no jerky motions having much 
greater speeds. 

sum of alarmed points < ne 

w o \  o *  

0 0 o *  
o o o *  

0 0 o *  

o o o *  

0 

direction 

motion 0 

0 

leading edge alarmed sample points 1 &ailing edge alarmed sample points 
alarmed points reset at intervals tr 

Figure A-20. Slow Moving Object Escaping Detection Scenario 

A.2.2 NUISANCE AND FALSE ALARMS 

Video motion detection systems for exterior perimeter security are 
prone to the following nuisance and false alarms: 

' Nuisance alarms from authorized personnel and equipment 
movement in TV camera field-of-view, 
Nuisance alarms from inclement meteorological conditions, 
Nuisance alarms from glare, reflections from objects in 
f ield-of-view, 
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Nuisance alarms from blowing litter in field-of-view, 
Nuisance alarms from fauna intrusion to field-of-view 
(birds, rabbits, insects, etc.), 
Nuisance alarms from TV camera support movement, 
False alarms from VMD system equipment failure, 
Nuisance alarms from natural and artificial lighting 
changes, 
False alarms from power line and video transmission 
system EMI, and 
False alarms from unknown causes (other). 

Nuisance and false alarm information is being compiled by personnel 
at several facilities having newly-installed VMD systems. The test 
program appearing in Appendix AA also gave information which appears 
in Appendix AB on nuisance and false alarm mechanisms. 

A.2.3 POLE DEFLECTIONS 

A problem closely related to the nuisance alarm rate for a VMD system 
is pole deflection caused by wind. Pole movement has an effect on 
the scene viewed by the TV camera characterized by angular displacement 
of the camera from its original orientation. The following discussion 
describes the action of wind on the tower and the TV camera's angle. 

A . 2 . 3 . 1  Effect of Pole DisDlacement on Field-of-View 

When the pole upon which a TV camera is mounted vibrates or is 
deflected, three effects may occur. Displacement in the direction of 
the line-of-sight will cause an up and down (vertical) change. Tower 
twisting movement will cause horizontal motion in the field-of-view, 
and tower movement perpendicular to the line of sight will cause a 
small rotation of the field-of-view plus a small displacement 
horizontally. Video Tek has compiled a table of field-of-view 
displacement for tower top deflections of various heights of towers, 
but no calculation for twisting deflections ( 5 ) .  - 
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A.2.3.1.1 D e f l e c t i o n  L e v e l s  Defined.  D e f l e c t i o n s  of t h e  camera 
f i e ld -o f -v i ew may approach  s e v e r a l  d i f f e r e n t  l e v e l s  o f  s e r i o u s n e s s .  
The f i r s t  l e v e l  can  be  d e s c r i b e d  from t h e  d imens ion  of t h e  sample  area 
r e l a t i v e  t o  t h e  TV camera f i e ld -o f -v i ew.  To be r e a s o n a b l y  a s su red  of 

no n u i s a n c e  alarms f r o  a 1 0 0 %  c o n t r a s t  boundary ,  t h e  d e f l e c t i o n  would 
have t o  be less  t h a n  211-1 o f  t h e  a n g l e  of t h e  sample a rea  f i e l d - o f -  
view,  where n is t h e  number of  b i t s  t o  which t h e  sample's l i g h t  l e v e l  
i s  q u a n t i z e d .  

9 

The second l e v e l  of d e f l e c t i o n  can  be d e f i n e d  as  t h e  f i e l d - o f - v i e w  
a n g l e  of  t h e  VMD sample area.  

The t h i r d  l e v e l  c a n  be d e f i n e d  as  t h e  a n g l e  of t h e  sample-to-sample 
s p a c i n g  of t h e  VMD sample areas. 

The f o u r t h  l e v e l  i s  d e f i n e d  from CCTV parameters,  i n d e p e n d e n t l y  of 

VMD s p e c i f i c a t i o n s ,  and  s p e c i f i e s  t h a t  d i s p l a y  motion be l ess  t h a n  
1 / 2  t h e  a n g l e  of t h e  p e r i o d  of  t h e  v e r t i c a l  maximum r e s o l v e d  s p a t i a l  
f r e q u e n c y  on t h e  CCTV mon i to r .  F i g u r e  A - 2 1  shows t h e s e  d e f i n i t i o n s  
p ic tor  i a1 l y  . 
A s  a r e p r e s e n t a t i v e  sys t em t o  i l l u s t r a t e  t h e  r ange  of t h e s e  numbers, 
w e  c o n s i d e r  a 525 l i n e  s c a n ,  4 0 0 0  sample p o i n t  sys tem.  I ts  l e v e l s  
are d e s c r i b e d  i n  Table  A - 1 1 .  

Tab le  A - 1 1  

D e f l e c t i o n  L e v e l s  f o r  a R e p r e s e n t a t i v e  VMD Sys tem i n  Terms of 

F i e ld -o f  - V i e w  

D e f l e c t i o n  Leve l  1 = VFOV/1600 ( 5  b i t  a l g o r i t h m )  
D e f l e c t i o n  Level  2 = VFOV/100 
D e f l e c t i o n  Leve l  3 = VFOV/65 
D e f l e c t i o n  Level  4 = VFOV/367.5 

I f  a l o n g  f o c a l  l e n g t h  l e n s ,  s a y  a 150mm l e n s ,  on  a 2/3" v i d i c o n  i s  
used ,  t h e  d e f l e c t i o n  l e v e l s  to  be m e t  are v e r y  small  as  shown below. 
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Maximum Resolved t Ver t i ca l  S p a t i a l  
Frequency 

Figure A-21. Depiction of Definitions of Levels of Deflection 
Field-of-View 

The vertical field-of-view is 2.44425' for this combination, giving 
the set of levels below: 

Deflection Level 1 = 0.001527655' = 5.5 arc seconds 
Deflection Level 2 = 0.0244425' = 1.46655 arc minutes 
D e f l e c t i o n  Level 3 = 0.037604" = 2 . 2 5 6 2 3  a r c  m i n u t e s  

Deflection Level 4 = O.O0665lo = 23.944 arc seconds 

To gain a feeling for how these figures compare with actual tower 
deflections, a calculation of deflection for a flagpole-type cylindrical 
tower is shown below. 

of 

A.2.3.2 Calculation of Tower Anaular Deflection 

The following calculations deal with the angular deflection at the 
top of a 35-foot tall, 6" diameter, 1/2" wall, cylindrical steel pole 
fixed from angular or translational motion at the ground and either 
guyed or unguyed at the top. A steady wind velocity of 50 mph is 
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assumed. No mechanical resonance effects are assumed to occur, since 
at this velocity, the wind vortex-shedding frequency (3)  is much 
lower than mechanical resonant frequencies. 

The wind force loading the pole as described above is ( 5 ) .  

(A-24)  

where F = Total force on pole (lb.) 

I b 3  ) 
(9) f t  

P = density of air ( 

V = Velocity of wind ( f t /sec)  

A = Frontal area of pole (ft2) 

In this case I 

\ -- see' 

= 13 - 1 . 2 6  lb. 

The deflection of the top of an unguyed pole fixed at the bottom 
having this evenly distributed loading will be described by 

(A-25)  

where 6 = The deflection of the pole's top (in.) 
F = The evenly distributed total force (lb.) 
R = The height of the pole (in.) 
E = The elastic modulus of the pole material ( 5 2 )  

I = Moment of inertia of pole cross section (in4) 

lb 

The angular displacement of the pole top from vertical is described by 

R2 
8 = F -6EI (radians) (A-26)  

where 8 = angle of tower top from vertical in radians. 

In this case, the deflection at the top is: 
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((35 ft.) (12 fty 
6 3.h 

in } = 1.836 in. 
8 (30x10 ~ 2 )  (18.7 in4) 

= 111.26 lb 

The angular displacement is then: 

0.005831 rad 

in 2 (35 ft (12-ft)) 

6(30XlO6%2) (18.7 in4) 
= 111.26 

= 0.334 deg = 20.045 arc minutes 

If we are to constrain the top of the tower (with prestressed guy 
wires) to prevent translation, leaving only angular deflection, the 
angular motion would then be described by 

2 FR 
8 = (radians) (A-27 ) 

or merely 1/8 of the quantity calculated in E q  A-26. In this case, 
the angular change is 

8 = 0.00073 radians 
= 0,0418 degrees 
= 2.51 arc minutes 

Even this amount of deflection exceeds all the levels mentioned for a 

150mm lens focal length, 2/3 inch vidicon TV camera and the represen- 
tative VMD unit as described in the preceding subsection. Obviously 
a stiffer tower is needed for TV camera support if 50 mile/hour winds 
are expected. 

A.2.3.3 Types of Towers 

Several types of TV camera support towers are available. Their unique 
features, cost per tower, and expected performance are mentioned in 
the following paragraphs. 
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Figure A - 2 2 .  2 Foot Diameter Concrete P i e r  Tower 
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A . 2 . 3 . 3 . 1  6 Inch Diameter Cylindrical Steel Pole. One approach to TV 
camera mounting is the 6 inch diameter steel pipe mentioned above. 
The previous subsection dealt with an analysis of this material, where 
calculations showed that the top of a pole having a height of 35 ft. 
in a 50 mph wind would exhibit a deflection of 20 arc minutes unguyed, 
or 2 . 5  arc minutes guyed. The cost of this tower is approximately 
$1450. 

A . 2 . 3 . 3 . 2  Rohn 45@ Fold-Over Tower. A fold-over tower would solve 
much of the serviceability problem inherent with other types of 
poles. The fold-over feature allows one service person to lower the 
TV camera to the proper working height for replacement or adjustment. 

This commercially-made tower, however, may have poorer stability than 
the steel pole. No quantitative data has been found relating tower 
top deflection to wind velocity, however. The cost of the Rohn 45@ 
fold-over tower in a 48-foot height is approximately $1000. 

A . 2 . 3 . 3 . 3  Tinawa Pole. The Tinawa Pole is a tapered steel pole hav- 
ing an octagonal cross section and a cost of $1000 and is in use at 
the Canadian White Shell NR Station. No quantitative stability data 
has been found. 

A . 2 . 3 . 3 . 4  Double Walled Pole. A double-walled steel pole like those 
in use at Ontario Hydro, Pickering Station, has a cost of $4000. The 
inner pole is shielded by an outer pole. No quantitative stability 
data has been found. 

A . 2 . 3 . 3 . 5  Concrete Pier. A lower-cost alternative to the double- 
walled pole is the concrete pier shown in Figure A-22. The pier 
is made from concrete and reinforcement rods poured into a sewer 
pipe or Sonotube' form with an inside diameter of 2 feet. 
from 20 t o  40 feet made in this manner are stiff and highly damped 
from vibration, but present a large frontal area to wind. The cost 

Towers 
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of the concrete pier tower in quantity is roughly $1800 for materials. 
No quantitative stability data has been found. 

A.2.3.3.6 Servicing. Use of any above-mentioned towers besides the 
Rohn tower as a support for the TV camera presents servicing difficul- 
ties, since they are not foldable. A cherry-picker is probably the 
most practical means of gaining access to a top-mounted TV camera on 
the non-foldable towers. 

A.2.3.3.7 High Voltage Area Constraints. In some high electric field 
environments encountered at many power plants, guy wires are not recom- 
mended for tower stabilization. The hazard of contact with high- 
voltage lines and possibility of corona discharges make guy wires and 
fold-over towers undesirable in close quarters with HV equipment. 

A.2.3.3.8 Live Test. To test for the effects of vibration on VMD 
system performance, a test plan has been formulated. The test plan 
in Appendix AA allowed testing for nuisance alarms due to tower 
deflection. The results of the tests outlined in Appendix AA are 
discussed in Appendix AB. 

A.2.4 VMD FOR SMOKE AND FIRE DETECTIONS 

Video Motion Detection (VMD) could conceivably be used as an adjunct 
to already-existing fire and smoke alarms by sensing light-level 
changes due to fire and smoke in the TV camera's field-of-view in the 
perimeter area. This section discusses this possibility and considers 
the feasibility of such an approach. 

A-54 



A 

A.2.4.1 P r o b a b i l i t y  o f  Detection C o n s i d e r a t i o n s  

V i d e o  Mot ion  Detectors a re  t r i g g e r e d  by l i g h t  l e v e l  c h a n g e s  e x c e e d i n g  

a minimum t h r e s h o l d  w i t h i n  a g i v e n  t i m e .  Smoke c a n  b e  d e t e c t e d  when 
i t  o b s c u r e s  a TV camera's f i e l d - o f - v i e w ,  o r  when i t  b l o c k s  t h e  i l l u m -  

i n a t i o n  source f o r  t h e  area i n  view.  Both  o f  t h e s e  e f f e c t s  a r e  depen-  
d e n t  upon t h e  e x t i n c t i o n  c o e f f i c i e n t  and  d e p t h  d i m e n s i o n  o f  t h e  smoke. 

Smoke can  a lso b e  d e t e c t e d  when i t  r e f l e c t s  l i g h t  t o  a TV camera. 
T h i s  e f f e c t  is d e p e n d e n t  o n  t h e  s c a t t e r i n g  c o e f f i c i e n t  o f  t h e  smoke 

and  t h e  i n t e n s i t y  o f  t h e  l i g h t  i n c i d e n t  upon t h e  smoke. F i g u r e  A - 2 3  

shows a s c e n a r i o  where  smoke is d e t e c t e d  i n  t h e  l a t t e r  case. 

The r e q u i r e m e n t  f o r  d e t e c t i n g  smoke is t h a t  p a s s a g e  o f  smoke r e s u l t s  

i n  a t  l e a s t  t h e  f o l l o w i n g  m i n i m u m  c h a n g e  i n  s c e n e  b r i g h t n e s s :  

( A - 2 8 )  
% Change = 1 0 0 %  (2rr) 1 

w h e r e  % Change = P e r c e n t  c h a n g e  i n  s c e n e  b r i g h t n e s s  

n = number o f  b i t s  i n  V i d e o  Mot ion  Detector 
c h a n n e l  

T h i s  c h a n g e  m u s t  occur i n  t h e  maximum t i m e  s e t  by t h e  r e f r e s h  c y c l e  
o f  t h e  VMD c h a n n e l .  

colored smoke 

t o  h e a d l i g h t s  

l i g h t s  

F i g u r e  A - 2 3 .  Smoke D e t e c t i o n  by R e f l e c t i o n  S c e n a r i o  
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Fire detection can be accomplished by VMD in the following ways: 
Fire in TV camera field-of-view 
Smoke (from fire) detected as above 
Reflection of fire brightness by objects in TV camera's 
field-of-view 

Here, the presence of fire or reflections from fire must be at least 
as large and result in the same brightness changes as described in 
Section A.2.1.1 to be detected. The brightness change must occur 
within the maximum time set by the refresh rate cycle of the VMD channel. 

A.2.4.2 Nuisance Alarm Rate for Plant Viewing TV Cameras 

Plant-viewing TV cameras are susceptible to the same nuisance and 
false alarms sources as perirneter-viewing sensors, except that nuisance 
alarms from the following sources become especially troublesome: 

Authorized personnel and equipment movement in TV camera 
field-of-view 

* Glare and reflections from objects in field-of-view 
a Steam movement from cooling towers 
* Litter blowing into field-of-view 

Techniques used to reduce nuisance alarms for plant viewing TV cameras 
will also have the effect of concealing fire and smoke in high-movement 
areas. Form this standpoint, plant viewing as compared to perimeter 
viewing TV cameras for fire and smoke are considered of little use 
and are not recommended. 

A.2.5 VMD SYSTEM USING PAN-TILT-ZOOM FEATURES 

For a moderate increase in system Cost, Pan-Tilt-Zoom (PTZ) features 
can be added to a VMD system. PTZ capabilities might add to the capa- 
bilities of the VMD system's use as an assessment tool, and would allow 
the CCTV system a means to partially compensate for gaps in perimeter 
coverage in case of component failures. Operator-system interaction 
capability would be increased as well. The main disadvantage of PTZ 
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units is that operators tend to lose orientation with the field-of- 
view when panning, due to the telephoto lenses on the TV cameras and 
the excessively fast pan rates of most PTZ units. Increased cost and 
decreased mean time between failures (MTBF) are other disadvantages. 

A.2.5.1 VMD/Assessment Modes 

During times of PTZ operation, scene motion will take place, and the 
VMD channel connected to the TV camera being adjusted will alarm un- 
less it is disabled during PTZ operation. Therefore, the system would 
be aided by having two modes of operation; an assessment mode during 
PTZ operation, and a VMD mode when staring along the perimeter to be 
protected. During the assessment mode, the VMD unit is disabled and 
the desired TV cameras' outputs are displayed on the monitors. During 
VMD mode the PTZ controls are disabled, the TV cameras are positioned 
by shot boxes and the VMD unit is enabled. This prevents simultaneous 
PTZ operation and VMD alarming. 

A.2.5.2 Hardware for VMD Assessment 

The following items would be added to a staring VMD system to convert 
it to a VMD/Assessment system utilizing PTZ capability: 

Zoom lenses 
Pan Tilt head 
Wiring appropriate for PTZ operation 
Shot boxes 
Console controls 
Mode controller for VMD unit/PTZ controls/shot boxes 

A.2.5.2.1 Zoom lenses - RCA Auto Iris 11-llOmm or similar lenses. 
These are the longest practical focal length zoom lens €or 2/3" 
vidicon format. 

A.2.5.2.2 Pan-Tilt Head - Must be capable of 360° rotation az, 180' 
el or as close as possible to this, with controllable slow or fast 
rates. 

A-57 



A.2.5.2.3 PTZ Wiring - Multi-wire cable for driving PTZ head to be 
pulled with video signal coax. 

A.2.5.2.4 Shot boxes - These allow setting the TV camera positions 
to looking down the perimeter for the primary VMD task when the system 
is in VMD mode. 

A.2.5.2.5 Console controls - PTZ joysticks and paddles to allow 
operation of several TV cameras from each control by switching between 
cameras. 

A.2.5.2.6 Mode Controller - To be built to disable/enable VMD unit/ 
PTZ controls and to trigger the shot boxes appropriately for either 
VMD or assessment mode. 

A.2.6 COST OF VMD SYSTEM 

The following trade-offs are based on the RCA TC 2011 /u  camera with 
its associated accessories and a representative 4000 sample motion 
detector. Cameras are fixed or staring. 

Focal length/field-of-view versus cost of VMD system 
Assumed intruder minimum dimension versus cost of VMD 
system 
VMD sample area number versus cost of VMD channel 

Finally a cost breakdown table is given for a staring VMD and a PTZ 
VMD system. 

A.2.6.1 Focal Length/Field-of-View Versus Cost of VMD System 

For a representative 2/3 inch vidicon, the RCA TC-20ll/u1 and square 
perimeters of 1, 2, 3 and 4 miles, Figure A-24 shows the dependence of 
hardware costs on the TV camera lens focal length for a staring VMD 

system and a staring CCTV surveillance system. These graphs indicate 
that using the longest possible TV camera lens focal lengths would be 
the most cost-effective approach to VMD perimeter security surveil 
lance. To interface with other possible sensors, however, a focal 
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Fi gure A - 2 4 ( a ) .  B l o c k  Diagram of a PTZ VMD/Assessment SySteiTl 

O t  
A I  

:he 
ar 

Figure A - 2 4 ( b ) .  B l o c k  Diagram of a Staring VMD/Assessment System 
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F i g u r e  A - 2 5 ( b ) .  CCTV Sys tem C o s t  V e r s u s  TV C a m e r a  F o c a l  L e n g t h  
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@ length may be selected to give a distance coverage coinciding with 
the sector covered by the other sensors thus simplifying alarm proces- 
sing. Here the minimum dimension for unity probability of detection 
(PD) is 1 foot. 

A.2.6.2 Assumed Intruder Minimum Dimension Versus Cost of VMD System 

For staring VMD systems, Figure A-25 shows the CCTV system conditional 
probability of detection curves for representative size classes of ob- 
jects. Costs for otherwise similar VMD systems with different Assumed 
Intruder Minimum Dimensions (AIMD) are shown in Figure A-26. Two pe- 
rimeter lengths are given, and two different design philosophies of 
camera coverage are assumed. The impact of having a smaller AIMD will 
include higher systems costs, greater need for tower/camera stabiliza- 
tion, decreased width of perimeter coverage, and greater probability 
of false alarm from small objects. On the other hand, assessment 
capability will be enhanced, as will intruder recognition, though 
t h i s  will be somewhat offset by the narrower fields-of-view in smaller 
AIMD systems. 

A.2.6.3 VMD Sample Area Num-er Versus Cost of VMD Channel 

As discussed earlier, a vital parameter of VMD systems is the number 
of Sample areas per camera channel. A scatter plot ( F i g u r e  A-27) 

shows a general trend of sample point number versus VMD cost per 
channel. Model numbers and manufacturers are shown in Table A-12. 

A.2.6.4 Cost Breakdown Figures For Staring and PTZ VMD/Assessment 
Sy s tems 

Table A-13 shows cost breakdowns for the two different types of VMD 
systems as described earlier, the staring mode VMD system and the Pan 
Tilt Zoom (PTZ) VMD/Assessment system, again, for a Central Alarm 
Station (CAS) facility only. Secondary Alarm Station (SAS) video 

@ motion detection capability will require duplication of the monitor 
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T a b l e  A-12 
REPRESENTATIVE VMD SYSTEMS 

COST 
POINT TYPE OF VMD SYSTEM SAMPLE AREAS PER CHANNEL 

A 

B 

C 

D 

E 

F 

G 

Wisco V i s i g u a r d  338 $ 600 
Wisco V i s i g u a r d  676 $ 800  
3 2 - c h a n n e l  V i d e o t e k  MDU4 1 0  2 4  $1 ,000  
1 6 - c h a n n e l  V i d e o t e k  MDU4 1024  $ 1 , 2 5 0  

Wisco T e l e g u a r d  4000 $ 2 , 5 0 0  
V i d e o t e k  MDU5 8-camera 16384 $ 3  , 000  

s e q u e n t i a l  

V i d e o t e k  MDU3 16384 $6 , 250 

c o n s o l e ,  t h e  VMD c h a n n e l s ,  a n d  TV camera con t ro l s .  Added c a b l i n g  
and  v i d e o  s i g n a l  l i n e  a m p l i f i e r s  w i l l  b e  n e c e s s a r y  i f  t h e  c e n t r a l  and  
s e c o n d a r y  alarm s t a t i o n s  a r e  w i d e l y  separated.  

Though CCTV M o t i o n  D e t e c t i o n  s y s t e m s '  cos t s  d e c r e a s e  w i t h  i n c r e a s i n g  
TV camera l e n s  f o c a l  l e n g t h  and i n c r e a s i n g  c o v e r a g e  p e r  TV camera, i t  

may b e  a d v a n t a g e o u s ,  f o r  a s s e s s m e n t  p u r p o s e s ,  t o  l e t  t h e  c o v e r a g e  o f  

e a c h  TV camera c o i n c i d e  w i t h  sectors  o f  o t h e r  s e n s o r s .  A " r e a s o n a b l e "  

v a l u e  o f  c o v e r a g e ,  200 meters per  TV camera, h a s  b e e n  s e l e c t e d  a s  
c o i n c i d i n g  w i t h  2 mic rowave  l e n g t h s  a n d  2 f e n c e  s e n s o r s ,  so t h a t  

alarms f r o m  s e n s o r s  i n  a n y  g i v e n  sec tor  c a n  b e  a s s e s s e d  u n a m b i g u o u s l y .  

T h u s ,  t h r e e  a p p r o a c h e s  a re  m e n t i o n e d  i n  t h e  cost  t o t a l s :  1) a CCTV- 

VMD s y s t e m  u s i n g  24 cameras t o  v i e w  u p  t o  a 4800 meter ( 2 . 9 8  m i . )  

per imeter  i n  200 meter s e g m e n t s :  2 )  a n o t h e r  CCTV-VMD s y s t e m  u s i n g  1 6  

cameras t o  v i e w  a 4 m i l e  ( 6 4 3 7  meter) per imeter ,  t o  i l l u s t r a t e  t h e  
c o s t  a d v a n t a g e  i n h e r e n t  w i t h  l o n g e r  f o c a l  l e n g t h  TV camera l e n s e s ;  3 )  

a PTZ CCTV-VMD s y s t e m  u s i n g  a v a i l a b l e  h a r d w a r e  t o  c o v e r  e i t h e r  t h e  4 

m i l e  or  u p  t o  4800 meter perimeter. 
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# of Sample Areas (1000 X n L )  

Figure A-28. Scatter Plot of Various Available VMD Systems 
Cost Versus Nuder of Sample Areas 

A.3 USING EXISTING CCTV SYSTEMS FOR VMD 

For less cost than a VMD system with all new parts, 
system components can be integrated into the proposed VMD systems. 

existing CCTV 

A.3.1 EVALUATION OF EXISTING SYSTEM 

Before the final design of the proposed VMD system, 
tion of the existing CCTV system should be made. 
able already existing equipment should be retained for the proposed 
VMD system. Design goals of the VMD system should include making the 
maximum use of the already existing equipment, to minimize cost with- 
out compromising the system's performance. In most cases, incompati- 
bility between existing equipment and the proposed VMD systems can be 
overcome by retrofitting and modification, but sometimes incompatible 
equipment will need to be replaced by new equipment. 

a thorough evalua- 
All directly applic- 

A.3.2 EXAMPLE COST CALCULATION FOR VMD RETROFIT 

For example, consider a hypothetical CCTV installation with the 
following characteristics. VMD will be added to the system, whose 
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T a b l e  A - 1 3  

VMD SYSTEM COST BREAKDOWN 

ORDER 

O F  COST ITEM 
TOTAL 

QTY/NO . UNIT COST COST 

( a )  4800M ( 2 . 9 8 3  m i . )  P e r i m e t e r ,  24 Cameras 
1 Wisco T e l e g u a r d  400-4000 24 c h a n n e l s  $ 2 5 0 0 / c h a n .  

2 3 5 '  Po les  24 $1000  ea .  
3 V i d e o  T r a n s m i s s i o n  S y s t e m  

4 RCA T C - 2 0 1 1 / ~ 7 5  24 $ 7 7 5  ea .  
5 E x t e r n a l  S y n c  Coax L i n e  8 m i l e s  $0 .25  f t .  

6 E n v i r o n m e n t a l  E n c l o s u r e s  24 $ 220 ea .  
7 6 - M o n i t o r  S w i t c h i n g  C o n s o l e  

8 V i d e o  T a p e  Recorder 1 $ 1 0 0 0  ea .  
Grand  Tota l  

Cost per  C h a n n e l  

$60  , 0 0 0  

24 , 0 0 0  

2 2 , 6 5 6  

1 8  , 600  

1 0  , 560  

5 , 2 8 0  

3 , 500  

1 , 0 0 0  
$ 1 4 5 , 5 9 6  

$ 6 , 0 6 6 . 5 0  

( b )  4 Mile (6437M) P e r i m e t e r ,  1 6 - C h a n n e l  

1 Wisco T e l e g u a r d  400-4000 1 6  c h a n n e l s  $ 2 5 0 0 / c h a n .  $ 4 0  , 0 0 0  

2 V i d e o  T r a n s m i s s i o n  S y s t e m  1 9 , 5 0 4  

3 3 5 '  P o l e s  1 6  $1000  ea .  1 6  , 0 0 0  

4 E x t e r n a l  S y n c  Coax L i n e  8 miles $ 0 . 2 5 / f t .  1 0 , 5 6 0  

5 RCA T C 2 0 l l / u  1 6  $ 570  ea .  9 , 1 2 0  

6 L e n z a r  150mm A I  l e n s  1 6  $ 489  ea.  7 , 824  

7 E n v i r o n m e n t a l  E n c l o s u r e s  1 6  $ 220 ea .  3 , 5 2 0  

8 6 - M o n i t o r  S w i t c h i n g  C o n s o l e  3 , 5 0 0  
9 Video Tape  R e c o r d e r  1 $1000  ea .  1 , 0 0 0  

G r a n d  T o t a l  $ 1 1 1 , 0 2 8  

C o s t  per  C h a n n e l  $ 6 , 9 3 9 . 2 5  

( c )  4 Mile (6437M) o r  4800M ( 2 . 9 8 3  m i . )  P e r i m e t e r ,  24 PTZ Cameras 

1 0 0 %  Redundancy  i n  C o v e r a g e  
1 Wisco T e l e g u a r d  400-4000 24 c h a n n e l s  $ 2 5 0 0 / c h a n .  $ 6 0 , 0 0 0  

2 RCA TC20ll /uZO 24 $1500  ea .  3 6 , 0 0 0  
3 S h o t  Boxes  

4 3 5 '  Poles 

5 TV C o n t r o l  Cable 

24 $1020 ea .  24 ,480  
24 $1000  ea. 2 4 , 0 0 0  
20 m i l e s  $ 0 . 2 1 9 / f t .  2 3 , 1 2 6 . 4  
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T a b l e  A-13 

VMD SYSTEM COST BREAKDOWN ( C o n t i n u e d )  

ORDER 

OF COST ITEM 
TOTAL 

QTY/NO. UNIT COST COST 

6 V i d e o  T r a n s m i s s i o n  S y s .  

7 PTZ H e a d s  24 $ 540  ea .  
8 E x t e r n a l  S y n c  Coax L i n e  8 m i l e s  $ 0 . 2 5 / f t .  

9 Twin  J o y s t i c k  C o n t r o l s  3 p a i r  $1850  p a i r  
1 0  E n v i r o n m e n t  a1 E n c l o s u r e s  24 $ 220 ea .  
11 6 - M o n i t o r  S w i t c h i n g  C o n s o l e  

1 2  Video T a p e  R e c o r d e r  1 $1000 ea .  

G r a n d  T o t a l  

C o s t  pe r  C h a n n e l  

( d )  2 M i l e  (3218M) P e r i m e t e r ,  1 6  Cameras 

1 Wisco T e l e g u a r d  400-4000 1 6  c h a n n e l s  

2 3 5 '  P o l e s  1 6  

3 RCA T C - 2 0 1 1 / ~ 7 5  1 6  

4 V i d e o  T r a n s m i s s i o n  S y s .  

5 E x t e r n a l  S y n c  Coax L i n e  5 miles 
6 E n v i r o n m e n t a l  E n c l o s u r e s  1 6  

7 4 -Moni to r  S w i t c h i n g  C o n s o l e  

8 V i d e o  T a p e  R e c o r d e r  1 

cost 

$ 2 5 0 0 / c h a n .  

$ 1 0 0 0  ea .  
$ 7 7 5  ea .  

$ 0 . 2 5 / f t .  

$ 220 ea .  

$1000  ea .  

Grand  T o t a l  

per C h a n n e l  

( e )  1 Mile (1609M) P e r i m e t e r ,  8 Cameras 

1 Wisco T e l e g u a r d  400-4000 8 c h a n n e l s  $ 2 5 0 0 / c h a n .  

2 3 5 '  P o l e s  8 $ 1 0 0 0  ea.  
3 RCA T C - 2 0 1 1 / ~ / 7 5  8 $ 7 7 5  ea .  
4 E x t e r n a l  S y n c  Coax L i n e  3 m i l e s  $ 0 . 2 5 / f t .  

5 V i d e o  T r a n s m i s s i o n  S y s .  

6 4 - m o n i t o r  S w i t c h i n g  C o n s o l e  

7 E n v i r o n m e n t a l  E n c l o s u r e s  8 $ 220 ea .  

8 Video T a p e  R e c o r d e r  1 $ 1 0 0 0  ea .  
Grand  T o t a  

Cost per C h a n n e l  
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2 2 , 6 5 6  

1 2 , 9 6 0  

1 0  , 560  

5 , 5 5 0  

5 , 2 8 0  

3 , 5 0 0  

1 , 0 0 0  

$ 2 2 9 , 1 1 2 . 4 0  

$ 9 , 5 4 6 . 3 5  

$ 4 0 , 0 0 0  

1 6  , 0 0 0  

1 2 , 4 0 0  

1 0 , 7 0 4  

6 , 6 0 0  

3 , 520  

2 , 4 0 0  

1 , 000  

$ 9 2 , 6 2 4  
$ 5 , 7 8 9 . 0 0  

$ 2 0 , 0 0 0  

8 , 0 0 0  

6 , 2 0 0  

3 , 960  

3 , 1 5 2  

2 , 4 0 0  

1 , 7 6 0  

1 , 0 0 0  

$ 4 6  , 472  

$ 5 , 8 0 9  



alarms will then be processed with alarms from other sensors. The 
present system has the following characteristics: 

4800 Meter perimeter, 24 cameras 
200 meter coverage per camera with adequate resolution 
Baseband video transmission on coaxial cable from TV 
cameras to monitor control panel. Some channels have 
visible 60 Hz modulation in the form of "hum bars" which 
roll slowly up the screen. 
Adequate tower stability in up to 40 mph winds. 
2 cameras view entrance/exit gates where authorized 
vehicle, equipment and personnel movement is prevalent. 
Light level is adequate for entire perimeter. Sodium 
vapor lights are turned on from dusk to dawn by a photo- 
cell relay. 
All cameras mounted on fixed platforms in appropriate 
environmental enclosures. 
Chain link fence with barbed wire outrigger surrounds 
outside perimeter. Fence moves in wind over 30 mph. 

This system requires the following action for the above mentioned 
items. 

24 cameras will need 2 4  channels of VMD 
No action needed 
Channels with "hum bars" should be equipped with noise- 
bucking isolation transformers to prevent ground loop 
potentials from modulating video signals and to elimi- 
nate induced noise. Some channels will require amplifi- 
cation in the coax line and/or triaxial cable. 
If tower instability is troublesome, additional bracing 
can be added; otherwise, VMD alarms can be ignored on 
extremely windy days. 
Opaque barriers can be installed shielding the TV camera 
field of view motion from the camera's view. Alterna- 
tively, a programmable VMD unit can be programmed to 
disregard movement in authorized areas. 
No action needed except perhaps setting photocells to 
turn lights on and off in fairly bright conditions. 
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No action needed. 
Fence may require painting in a dull black or dark gray 
color to avoid glare from shiny surfaces. A programmable 
VMD unit could be programmed to disregard fence movement. 

Table A-14 shows parts costs of this conversion for typical quantities 
of items needed for retrofit with VMD. 

Table A-14 
PARTS COST OF TYPICAL CCTV RETROFIT WITH VMD SYSTEM 

Unit Cost - Total Cost Item Qua. /No. 

Video Motion Detector 24 channel $2500/chan $60,000 
Video Noise Bucking 6 
Isolation Transformers 
and Triaxial Cable 

$ 500/chan 3,000 

Opaque Barriers 4 $1000 ea. 4,000 
Flat Black Paint 200 gal. $ lO/?al. 2,000 

Grand Total $69,000 

A.4 STARING VMD SYSTEM USING EXISTING PTZ CCTV SYSTEM AS AN EVENT 
KEYED ASSESSMENT SYSTEM 

Where an existing Pan-Tilt-Zoom (PTZ) CCTV system is installed and 

operational, a staring VMD system could be added to the system as an 
alarming sensor system, directing the existing CCTV system to observe 
the area of the alarm for assessment. The only advantage of this 
approach is redundance in the assessment coverage of the perimeter. 
This approach has the disadvantage of yielding no cost reduction from 
employing existing equipment as in the last section. Maintenance and 
life cycle costs are increased over that of the assessment-only or VMD- 
only system due to the greater number of components. The VMD system 
itself is an alarming sensor which gives assessment capability as well 
as an alarm. Therefore, it is probably wiser to retrofit the existing 
CCTV system as discussed in the previous section if VMD is contemplat- 
ed. Cost Tables A-14 and A-15 should be compared when considering the 
addition of a VMD system to an existing CCTV system. 
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T a b l e  A-15 

COST FOR VMD/CCTV ASSESSMENT SYSTEM FOR 4800M, 24-CAMERA SYSTEM FOR 

VMD AND 24 CAMERA CCTV SYSTEM 

I t e m  Number U n i t  C o s t  T o t a l  C o s t  

VMD Sys tem 1 $145,596 $145,596 

s h o t  Boxes 
( O p t i o n a l )  24 1 , 0 2 0  2 4 , 4 8 0  

G r a n d  T o t a l  $ 1 7 0 , 0 7 6  

A . 4 . 1  DESCRIPTION OF SYSTEM 

A s t a r i n g  VMD s y s t e m  u s i n g  t h e  e x i s t i n g  CCTV s y s t e m  as  assessment 
w o u l d  employ the existing CCTV system and the VMD processor i n  para l -  

l e l ,  e x c e p t  t h a t  t h e  CCTV s y s t e m  c a n  b e  t r i g g e r e d  by VMD and  o t h e r  
alarms t o  v i e w  a l a r m e d  a reas .  A b l o c k  d i a g r a m  appears i n  F i g u r e  A-28. 

I n t e r a c t i o n  be tween t h e  VMD and  CCTV s y s t e m s  would be f a c i l i t a t e d  by 
t h e  s h o t  box c o n t r o l  which a l lows PTZ r e s p o n s e  t o  alarms a s  w e l l  a s  
r e s p o n s e  t o  c o n s o l e  c o n t r o l .  

S t a r i n g  CCTV s y s t e m s  c o u l d  i n c o r p o r a t e  a l o g i c a l  i n t e r f a c e  f rom a VMD 

s y s t e m  t o  v iew t h e  a l a r m e d  area.  T h i s  would p r o b a b l y  b e  u n n e c e s s a r y ,  
s i n c e  t h e  VMD u n i t  would a u t o m a t i c a l l y  d i s p l a y  t h e  a l a r m e d  s c e n e .  

A.4.2 SAMPLE COST CALCULATIONS 

S i n c e  t h e  VMD s y s t e m  is unchanged f rom t h e  s t a r i n g  a p p r o a c h  l i s t e d  i n  
S e c t i o n  A.2, t h e  cos t  fo r  t h e  VMD w i t h  CCTV a s s e s s m e n t  w i l l  b e  t h e  
t o t a l  of t h e  s t a r i n g  VMD cost  t o t a l  added  t o  t h e  t o t a l  l i s t e d  i n  T a b l e  

A-15. 
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A . 5  VMD SYSTEM COMBINED WITH OTHER SENSORS 

To increase the probability of detection and decrease the false alarm 
rate of the perimeter security system, a staring CCTV in the VMD mode 
can be added as an intrusion sensor whose alarms are logically combined 
with other intrusion sensors. Additionally, the CCTV would fill the 
assessment function, if not already installed for that purpose. 

Description/Examples: Logical combinations of alarms could include 
A N D ,  OR, time-sequenced layered, or more complex logic to apply to 
alarms form various sensor types. Here, the VMD system is the basic 
staring VMD system developed in Section A . 2 ,  and the other sensors 
could include E-field, microwave, fence sensors, etc. For an example, 
a block diagram of a layered sensor logic sensor array with microwave 
and VMD is shown in Figure A - 2 9 .  

F E N C E  SENSOR --- 
V M D  )- 

I 

~ 

I 

MICRO- A L A R M  
W A V E  ’ 
Figure A - 2 9 .  Layered Sensor Logic for Tautline, VMD, and Microwave 

Sensors 

If the taut line type fence sensor is tripped, the system alarm will 
be triggered. If either the VMD or microwave sensors are triggered 
exclusively of the other, no alarm will be triggered unless they are 
triggered again in 10 to 60 seconds. If the VMD and microwave sensors 
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are both triggered within 20 seconds of each other, the system alarm 
will be triggered. If either the VMD or the microwave sensors are ex- 
clusively triggered twice within a 10 second period, no alarm will be 
triggered. This scheme works well with high probability of detection, 
high nuisance or false alarm rate sensors such as microwave and VMD, 
and yet allows inclusion of other low false alarm rate sensors such 
as taut line fence sensors. 

@ 

Where a CCTV system is already present and coverage is adequate, the 
addition of a VMD system layered with other already existing sensors 
may be the most cost-effective means of improving intrusion detection 
system effectiveness. 

In view of upgrade plans (for many nuclear power plants) to incorporate 
CCTV for alarm assessment, VMD as a sensor layer add-on is therefore 
recommended for consideration as a retrofit. 

A.6 CCTV SYSTEM COMPARISON 

To give a quick comparison of the different characteristics and costs 
of each CCTV system approach mentioned, Table A-16 presents the CCTV 
system approaches mentioned in this report together with their salient 
characteristics. Most categories in this chart are self-explanatory. 
However, the MTBF is qualified on the basis that it is calculated 
from vidicon failure rates assuming yearly (9000 hr.) scheduled 
replacement. Difficulty of interfacing is based on 3 items: 

' Does CCTV system coverage fail to coincide with other 
sensor coverage sectors? 
Does the CCTV system employ the Pan-Zoom-Tilt feature? 
Is the CCTV system a video motion detector (VMD) whose 
alarms must be processed with those from other sensors? 

If all answers are negative, the CCTV system is considered trivially 
difficult to interface with other sensor systems. One affirmative to 
these questions places the CCTV system in the "moderately difficult" 
category. Two or three affirmatives class the system as difficult to 
interface with other sensor systems. If the design criteria in this 
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S t a r i n g  CCTV 

S t a r i n g  CCTV 

PTZ CCTV 

S t a r i n g  '?ME 

S t a r i n g  '?ME 

1 PTZ VMD 

S t a r i n g  VMD 
R e t r o f i t  on 
e x i s t i n g  CCTV 
System 

S t a r i n g  VMD 
Adjunct  t o  
E x i s t i n g  CCTV 
System 

P e r i m e t e r  
Length  

4800 m.  
(2.98 mi) 

4 m i .  
(6437 m.) 

4800 m.  

4800 m. 

4 m i .  

4800 m. 

4800 m. 

4800 m. 

Table A-16 

CCTV System Approach Comparison 

Number 
of  

Cameras 

24 

16 

24 

24 

16 

24 

24 

24 

Co i n c  i d e  
w i t h  
o t h e r  

S e c t o r s ?  

9ssessment  
o r  

Alarming 
S e n s o r ?  

a s s e s s  
o n l y  

assess 
o n l y  

a s s e s s  
o n l y  

a s s e s s  
and 

a l a r m  

a s s e s s  
and 

a l a r m  

a s s e s s  
and 

a l a r m  

a s s e s s  
and 

a l a r m  

assess 
and 

a l a r m  

Redundancy 
i n  

Coverage % 

0% 

0% 

Pan Tilt 
Zoom 
100% 

0% 

0% 

Pan T i l t  
Zoom 
100% 

0% 

F u l l  Time 
100% 
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P a r t s  
c o s t  
S(OO0) 

222.6 

246 .1  

305 .1  

275 .3  

283.9 

358 .8  

6 9 . 0  

1 7 0 . 4  

e q u i r e s  
x i s t i n g  

CCTV 
ys tem? 

no 

no 

no 

no 

no 

no 

y e s  

y e s  

Vid icon  
P r o b a b l e  
MTBF ( H r )  

3125 

4690 

3125 

3125 

4690 

3125 

3125 

3125 

D i f f i c u l t y  t o  
i n t e r f a c e  w i t 1  
o t h e r  s e n s o r s ?  

T r i v i a l  

Moderate 

H o d e r a t e  

Modera te  

D i f f i c u l t  

D i f f i c u l t  

Moderate 

Modera te  



a p p e n d i x  a r e  f o l l o w e d ,  p r o b a b i l i t y  o f  d e t e c t i o n  f o r  a l l  a l a r m i n g  
s y s t e m s  here c a n  be c o n s i d e r e d  t o  be 9 9 % .  C o r r e c t l y  i n s t a l l e d  VMD 

s y s t e m s  t y p i c a l l y  c a n  be a d j u s t e d  t o  g i v e  f a l s e  or  n u i s a n c e  alarm 

rates  o f  1 e v e r y  2-3 h o u r s .  

A .  6 . 1  RECOMMENDATION 

Where a n  e x i s t i n g  CCTV s y s t e m  i s  i n s t a l l e d ,  i t  is recommended t h a t  VMD 

be r e t r o f i t t e d  t o  t h e  CCTV s y s t e m  a s  d e s c r i b e d  i n  S e c t i o n  A . 3 .  I f  a 
CCTV s y s t e m  h a s  n o t  a l r e a d y  b e e n  i n s t a l l e d ,  t h e  s t a r i n g  VMD s y s t e m  

c o v e r i n g  t h e  p e r i m e t e r  i n  200  m.  sectors  is recommended. I n  b o t h  
cases t h e  CCTV s y s t e m  i s  u s e d  f o r  a s s e s s m e n t  as w e l l  a s  f o r  m o t i o n  

d e t e c t  i o n .  
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A P P E N D I X  AA 

A A . l  FIELD TESTING AND EVALUATION 

I t  is p r o p o s e d  t o  d e m o n s t r a t e  t h a t  t h e  p r o c e s s o r  w i l l  be  a b l e  t o  

r e l i a b l y  p e r f o r m  i t s  f u n c t i o n s  i n  a r e a l  e n v i r o n m e n t ,  a n d  o v e r  a 
p e r i o d  o f  t i m e  i n  wh ich  a perimeter s ec to r  may e x p e r i e n c e  e n v i r o n -  

m e n t a l  c h a n g e s ,  n u i s a n c e  a la rms ,  and  g e n u i n e  i n t r u s i o n  e v e n t s .  

The E-Systems M u l t i - S e n s o r  T e s t  F a c i l i t y  and  s e n s o r  t e s t  bed w i l l  be 
u t i l i z e d  t o  e v a l u a t e  t h e  processor i n  c o n j u n c t i o n  w i t h  t h e  f o l l o w i n g  

s e n s o r s  : 
e E - F i e l d  s t a n d i n g  l i n e  

T a u t  Wire Fence  
B u r i e d  L i n e  I n t r u s i o n  Detector ( B L I D )  

e V i d e o  Mot ion  D e t e c t i o n  (VMD)  

AA.2 FALSE ALARM CORRELATION 

I n  o r d e r  t o  h a v e  a v i d e o  c o r r e l a t i o n  ( a s s e s s m e n t )  of a l a r m  e v e n t s ,  i t  

is  p r o p o s e d  t o  u t i l i z e  a CCTV camera and  r e c o r d i n g  console. VMD 

e v a l u a t i o n ,  p l a n n e d  f o r  a c c o m p l i s h m e n t  i n  1 9 8 1  a s  a n  uncombined s e n s o r  

l a y e r ,  is p r o p o s e d  t o  be r e p e a t e d  a s  p a r t  o f  t h e  processor e v a l u a t i o n  

whereby  i t s  o u t p u t s  wou ld  b e  combined w i t h  t w o  o t h e r  l a y e r s  i n  t h e  

a b o v e  l i s t .  

R e c o r d i n g  o f  w e a t h e r  d a t a  f r o m  t h e  o n  s i t e  w e a t h e r  s t a t i o n  i s  a l s o  
p r o p o s e d  f o r  c o r r e l a t i n g  w i t h  alarm e v e n t s .  T h i s  w i l l  p r o v i d e  a n o t h e r  

t i m e  a n n o t a t e d  b a s i s  f o r  e x p l a i n i n g  f a l s e  or  n u i s a n c e  alarms w i t h  t h e  
o b j e c t i v e  o f  s e t t i n g  t h r e s h o l d s  o r  m o d i f y i n g  t h e  s e n s o r  f i e l d  t o  
m i n i m i z e  them. 
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The r e c o r d i n g  s y s t e m  w i l l  e n a b l e  b o t h  l o w  l e v e l  and h i g h  l e v e l  alarm 

c o u n t s  t o  b e  t i m e  a n n o t a t e d  and  a c c u m u l a t e d  t o  permit f i n a l  a n a l y s i s  

of o v e r a l l  i n t r u s i o n  s y s t e m  p e r f o r m a n c e .  

AA.3 INTRUSION TRIALS 

A c t i v i t i e s  t o  e x e r c i s e  t h e  processor a r e  l i s t e d  be low.  T h e s e  s h o u l d  
b e  c o n s i d e r e d  a s  r e p r e s e n t a t i v e  t e s t  p r o c e d u r e s  wh ich  may b e  m o d i f i e d  

as  r e q u i r e d  by r e s u l t s  o f  t h e  s y s t e m  a n a l y s i s  and d e s i g n  p h a s e s .  
1. A d j u s t  s e n s o r  l a y e r s  t o  v e n d o r  s p e c i f i c a t i o n s .  

C o n n e c t  t o  a la rm processor.  I n c l u d e  VMD u n i t ,  TV 

camera, v i d e o  tape r e c o r d e r ,  TV m o n i t o r .  TV camera 
s h o u l d  b e  f i t t e d  w i t h  a 75mm f i x e d  l e n s  o n  a tower 
a p p r o x i m a t e l y  35  f e e t  h i g h .  Observe t h e  maximum 
r a n g e  ( 1 0 7 5  f t . ) .  F i r s t  t e s t  VMD performance as  a 

s i n g l e  sensor  l a y e r .  

2 .  Wi th  Man/Bar t a r g e t  a t  maximum r a n g e ,  o b s e r v e  m o n i t o r  
t o  see r e l a t i v e  s i z e  o f  t a r g e t .  Have a s u b j e c t  w a l k  

a r o u n d  t h e  n e i g h b o r h o o d  o f  t h e  t a r g e t  i n  h i g h l y  con- 
s p i c u o u s  c l o t h i n g  and  a g a i n  w i t h  c a m o u f l a g e d  c l o t h i n g .  

Note p r e s e n c e  o r  a b s e n c e  o f  alarm, and  t h e  i l l u m i n a t i o n  

l e v e l  a n d  q u a l i t y  ( d i r e c t  or  d i f f u s e ) .  P e r f o r m  t h i s  
s t e p  w i t h  h i t  c o u n t e r  se t  o n  minimum number o f  h i t s  
r e q u i r e d  f o r  a n  alarm, t h e n  se t  s w i t c h  i n  n e x t  h i g h e r  

l e v e l  and  repea t  u n t i l  t h i s  s t e p  h a s  b e e n  p e r f o r m e d  

f o r  e a c h  p o s i t i o n  o f  t h e  s w i t c h .  I n  f u r t h e r  repe t i -  
t i o n s  o f  t h i s  s t e p ,  o n l y  t e s t  f o r  a minimum, a maximum 
a n d  a n  i n t e r m e d i a t e  amount  of h i t s .  

3 .  P e r f o r m  s t e p  2 i n  a m b i e n t  l i g h t  l e v e l s  f o r  d i f f u s e  
( c l o u d y  d a y )  i l l u m i n a t i o n  and  d i r e c t  i l l u m i n a t i o n  
( c l e a r  d a y )  as t h o r o u g h l y  a s  meteorological c o n d i -  
t i o n s  and s c h e d u l e s  pe rmi t .  Record  t h e s e  t e s t s  o n  

v i d e o t a p e  and  c a t a l o g  c a r e f u l l y .  
4 .  D e v i s e  a l i t t e r  s i m u l a t i o n  by u s i n g  a paper c u p  o n  

a f i s h i n g  l i n e .  Cast  t h e  c u p  and d raw i t  a c r o s s ’ t h e  
m i d d l e  o f  t h e  TV camera f i e l d  o f  v i e w  a t  r a n g e s  of 

8 0 0  f e e t ,  and  a b o u t  4 0 0  f e e t .  Note p r e s e n c e  o f  
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5 .  

6. 

7.  

8 .  

Human 

alarm with and without VMD processing aids. Perform 
this step for 4 cases of illumination from clear 
bright to diffuse dark. Record all test on video 
and catalog carefully. 
Using all processing aids necessary to optimize PD/ 

False Alarm Rates, arrange video camera for a range 
of 300 feet to 1075 feet from 35 feet height with 
the Man/Bar Target at very top of the FOV. Record 
all alarms over a 24 hour period. A l s o  include video 
tape of subject with camouflaged and noncamouflaged 
clothing during this period. 
As weather permits, record step 2 for inclement mete- 
orological conditions such as rain, fog, high winds, 
etc. 
Complete connection of all layers to processor and 
complete post processor recording instrumentation. 
Deliver the intruder threat to the multi-layered per- 
imeter detection system with the objective of deter- 
mining whether or not detection probabilities will 
have been degraded by the establishment of the neces- 
sary processor time windows for each layer. 

subjects should be employed to introduce elements of randomness 
and surprise likely to be found in deliberate intruders. For the 
following tests, the human subject should not exceed 45 kg in weight 
and should be clean of ferrous metal including nails in shoes. A 

string or rope should be laid on the ground to indicate buried sensor 
locations. The following examples of Human Testing have been used by 
Sandia Laboratories. 

AA.3.1 WALK TEST 

Test personnel should walk at a normal rate perpendicular to the 
sensor line. Walk tests should be repeated at intervals of approxi- 
mately 1 meter segment. 
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AA.3.2 RUN TEST 

Run tests should be repeated at intervals of approximately 3 meters 
or less for a minimum of 33 runs over each 100-meter segment. Running 
speed should approximate 5 M/sec. 

AA.3.3 ROLL TEST 

Roll tests (very slowly roll across the transducer with the body 
parallel to the transducer, arms held close to the body, and feet 
together) should be repeated at intervals of approximately 3 meters 
or less. At least 50  roll tests must be included over every hardtop 
surface crossing the transducer. If failure occurs on the hardtop 
surface, additional roll tests should be conducted to determine 
performance at these locations. 

AA.3.4 SHUFFLE WALK TEST 

This test is performed by very slowly shuffling toward the sensor with 
arms held motionless at the side. Both feet must remain on the ground 
during the shuffle walk, and steps should be limited to about 5cm in 
length. Shuffle walks, 50 each, should be directed toward the 
transducer whose location will be identified by small surveyor’s 
flags. Each walk shall start at maximum range, proceed to and over 
the sensor, to an equal distance on the other side. 

AA.3.5 SIMULATED CRAWL TEST 

To eliminate actual human crawl tests and to obtain more repeatable 
results, the crawl test can be performed by dragging a 30cm diameter 
aluminum sphere across the detection zone. A metal sphere can be 
successfully utilized to simulate the various modes of human locomo- 
tion. This is true because movements along any given path cause 
rather sinusoidal phase variations that are independent of the target 
shape. The sphere is ideally unique because it is not aspect sensi- 
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tive. The sphere is mounted to a thin non-metallic platform such as 
plywood, and pulled across the zone with a small rope which is long 
enough for the person pulling the rope to be located outside the 
microwave field. Drag tests should be performed at l - M  intervals 
over the full detection zone. 

A.3.6 MULTIPLE TARGET BEHAVIOR 

Response of the sensors to multiple targets should be assessed. Two 
targets should be programmed or coordinated to approach the sensor 
array from opposite corners of the test bed and to arrive there simul- 
taneously. Target velocities should be . 5  meters per second and 5 
meters per second. Five trials should be recorded at each velocity. 

A. 3 . 7  BRIDGING 

Bridging trials test the vulnerability to defeat of the fence and 
surface sensors. Bridging paraphenalia should include two 4 meter 
long two-by-fours for laying on the ground over buried sensors. 
Alternatively, the two-by-fours can be used in conjunction with two 3 

meter tall A-frames to form an adjustable aerial bridge. Twenty 
attempts should be made in each defeat mode €or each layered system. 

A.3.8 SPOOFING 

A competition might be considered among those who think they can 
defeat the sensor systems and a reward offered to any that succeed. 
This should uncover sensor and system vulnerabilities and shortcomings 
and thus contribute to credible countermeasure schemes. F o r  instance, 
one might wish to mimic an animal gait or a drunkard's walk, or 
shuffle on skis. Additionally, it will be interesting to view the 
response of the system to a squad in lockstep, or to a mock march of 
demonstrators out of step. 

A 
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APPENDIX AB 

V i d e o  Mot ion  Detector T e s t  Reports 

A B . l  INTRODUCTION 

A s  p a r t  o f  t h e  I R & D  e f o r t  t o  i n v e s t i g a t e  a v a r i e t y  o f  i n t r u s i o n  
d e t e c t i o n  s e n s o r s ,  a d i g i t a l  v i d e o  m o t i o n  d e t e c t i o n  (VMD) s y s t e m  was 
a s s e m b l e d  w i t h  i t s  TV camera o n  a r i g i d  metal  s u p p o r t  s t r u c t u r e  o v e r -  
l o o k i n g  t h e  E-Systems i n t r u s i o n  d e t e c t i o n  s e n s o r  t e s t  r a n g e .  Prob-  

a b i l i t y  o f  d e t e c t i o n  m e a s u r e m e n t s  and f a l s e  alarm e x p e r i m e n t s  were 
t h e n  p e r f o r m e d .  A f t e r  t e s t i n g  a t  t h e  i n t r u s i o n  d e t e c t i o n  t e s t  r a n g e ,  

t h e  VMD s y s t e m  w a s  r e a s s e m b l e d  w i t h  t h e  TV camera mounted o n  a wooden 
t e l e p h o n e  pole f o r  t h e  tower v i b r a t i o n  t e s t .  T h i s  repor t  d e s c r i b e s  
t h e  p r o c e d u r e s  u s e d ,  r e s u l t s  o f ,  and  c o n c l u s i o n s  drawn f rom t h e s e  
tes ts .  

AB.2 D E S C R I P T I O N  OF THE WOOD-IVEY SYSTEMS COMPANY 4 0 0 - 4 0 0 0  VMD 
PROCESSOR 

The VMD u n i t  t e s t e d  h e r e  i s  a Wisco T e l e g u a r d  4 0 0 - 4 0 0 0 - 4  ( R e f :  S e c .  

s i g n a l s  f r o m  up t o  4 TV cameras. The v i d e o  s i g n a l s  are  s a m p l e d  a t  
times c o r r e s p o n d i n g  t o  p i c t u r e  e l e m e n t s  ( p i x e l s )  a t  4 0 0 0  l o c a t i o n s  
w i t h i n  t h e  s c e n e .  Each sample is d i g i t i z e d ,  a s s i g n e d  a number a n d  
s t o r e d  i n  memory. S a m p l e s  f r o m  s u b s e q u e n t  f r a m e s  a re  compared t o  t h e  
s t o r e d  samples f o r  b r i g h t n e s s  d e v i a t i o n s .  The d e v i a t i o n s  are  a l so  
s t o r e d  so t h a t  when a d e f i n i t e  p a t t e r n  o f  t h e s e  d e v i a t i o n s  (corre-  
s p o n d i n g  t o  a n  e x p e c t e d  i n t r u d e r ' s  s i g n a t u r e )  o c c u r s ,  a n  alarm is  
g e n e r a t e d .  D u r i n g  a n  alarm, t h o s e  p i x e l s  a c t i v a t e d  by t h e  i n t r u d e r  
are  d i s p l a y e d  as  t r ace  s i g n a l s  o n  a v i d e o  m o n i t o r ,  t r a c i n g  t h e  i n -  
t r u d e r ' s  p a t h .  To g e n e r a t e  a n  alarm, a t  l e a s t  o n e  of t h e  p i x e l s  

m u s t  h a v e  a b r i g h t n e s s  l e v e l  c h a n g e  o f  26% o f  t h e  f u l l  s ca l e  
b r i g h t n e s s .  T h i s  l e v e l  of c h a n g e  g e n e r a t e s  a n  a l e r t  p o i n t .  The 

4.3, Wisco O&M Manual) d i g i t a l  VMD processor which accepts  video 
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number of alert points required to generate an alarm (from 1-15) is 
set by the error rate counter switch. The error rate counter helps 
the VMD processor to ignore false alarms caused by electrical noise, 
as well as some nuisance alarms caused by very small disturbances in 
the TV camera field of view. The error rate counter is referred to 
elsewhere as the "hit counter". To reduce false alarms due to slow 
brightness changes in the TV camera field of view, the pixel samples 
in memory are updated at time intervals of a few seconds. 

The VMD processor has video outputs for two TV monitors and a video 
tape recorder for assessment purposes. The Sequencer monitor output 
is sequenced through the TV cameras' channels while the Motion Detec- 
tor (or Alarm) monitor remains blank during non-alarm conditions. 
When one channel is alarmed, the previously blank Motion Detector 
monitor displays the alarmed scene. If another channel is alarmed, 
it is displayed on the Sequencer monitor, while subsequent alarms 
are sequenced through the Sequencer monitor. The VMD processor also 
has a set of relay contacts to activate a video recorder during 
alarms and/or allow alarm status to be recorded or combined logically 
with other alarms. 

The next section deals with the setup and probability of detection 
testing of the VMD processor. 

AB.3 PROBABILITY OF DETECTION TESTS 

The purpose of the probability of detection testing was to establish 
whether the video motion detector attained at least a 90% probability 
of detection with a 95% confidence level. Several different ap- 
proaches were tried in attempts to traverse a 20 foot-wide area with- 
out being detected, by walking, crawling and rolling. Walking trials 
were performed in various light levels to demonstrate VMD system 
performance in low light levels. 
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AB.3.1 PROBABILITY OF DETECTION AND CONFIDENCE LEVELS 

An estimate of the VMD processor’s probability of detection (PD) is 
made by performing experiments (attempted intrusions) which result in 
either successes (detections of the intrusions) or failures (evasion 
of detection). The proportion of successes in the number of exper- 
iments is then called a point estimate or a sample estimate of the 
probability of success of detection, and has an accuracy bound that 
is determined by the number of tests performed. 

For additional trials, the probability of detection may or may not 
match the original point estimate but will fall within upper and 
lower limits of confidence. The width of the confidence interval is 
a function of the number of trials and is a binomial distribution 
centered around the point estimate as the mode for the same number of 
trials. 

The Nuclear Regulatory Commission (NRC) has stated that sensors for 
perimeter security at nuclear power plants should have a probability 
of detection of 0.9 with a 95% confidence level. In this they are 
stating that testing of the sensors should establish the lower 95% 
confidence limit at a proportion of success or probability of detec- 
tion (PD) estimate of 0.9. Table AB-1 shows the number of experiments 
(tests) needed to establish this. 

AB. 3.2 PROCEDURE 

The VMD system was configured as shown in the block diagram in Figure 
AB-1. The video tape recorder was used to log the action in the scene 
and record time and date information. Figure AB-1 shows the geometry 
of the intrusion detector with respect to the W D  system TV camera. 

Man and bar targets were set at ranges of 500 feet and 1000 feet from 
the TV camera. The TV camera was a 2 / 3 ”  Ultricon vidicon camera 
having a 12.5-75.0 mm zoom lens with a remote zoom and focus control. 
The camera mounting height was approximately 43 feet from ground 
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T a b l e  A S - 1  

Lower 9 5 %  C o n f i d e n c e  L i m i t s  f o r  PD 

Total No. Minimum Number Maximum Number Minimum Accep tab le  
of Tests o f  S u c c e s s f u l  o f  D e t e c t i o n  P o i n t  E s t i m a t e  

D (sample s i z e )  Detect i o n s  F a i l u r e s  o f  P 

30 30 0 30130 = 1.0  

40 39 1 39 /40  

50  

60 

80 

90 

110 

48 

57 

76 

85 

104 

4 8 / 5 0  

5 7 / 6 0  

7 6 / 8 0  

8 5 / 9 0  

104/110 

l e v e l ,  and  was aimed so  t h a t  b o t h  se ts  o f  man and  b a r  t a r g e t s  were 
i n c l u d e d  i n  t h e  f i e l d  o f  view. Two walk  p a t h s  f o r  t h e  t e s t  t r i a l s  
were e s t a b l i s h e d  a t  r o u g h l y  550 f e e t  f rom t h e  camera, o n e  i n s i d e  and  

o n e  o u t s i d e  t h e  i n t r u s i o n  d e t e c t o r  t e s t  r a n g e  f e n c e .  A n o t h e r  w a l k  

p a t h  w a s  e s t a b l i s h e d  a t  a r a n g e  o f  1 0 0 0  f e e t ,  i m m e d i a t e l y  i n  f r o n t  of 
t h e  man and  b a r  t a r g e t s  a t  t h a t  r a n g e .  Dur ing  t h e  t es t s ,  t h e  f o l l o w -  
i n g  i t e m s  were l o g g e d :  t i m e ,  s u b j e c t , p r e s e n c e  o f  VMD a l a r m ,  i l l u m i n -  

a t i o n  l e v e l  and  q u a l i t y ,  VMD p r o c e s s o r  c o n t r o l  s e t t i n g s ,  r e m a r k s ,  

and  e l e c t r o d y n a m i c  t r a n s d u c e r  s e t t i n g  ( n o t  u s e d  on  p r o b a b i l i t y  of 
d e t e c t i o n  t e s t s ) .  The t e s t  p r o c e d u r e  o r i g i n a l l y  i n v o l v e d  h a v i n g  t h e  

t e s t  s u b j e c t  d r e s s  i n  c a m o u f l a g e d  c l o t h i n g .  L a t e r  t h i s  was d r o p p e d ,  

s i n c e  t h e  c a m o u f l a g e  had a h i g h  c o n t r a s t  w i t h  t h e  background v e g e t a -  

t i o n .  The t e s t  s u b j e c t  w a s  d i r e c t e d  v i a  2 way r a d i o  t o  p r o c e e d  b a c k  
and  f o r t h  across a 2 0  f o o t  l e n g t h  o f  t h e  walk  p a t h .  A l a r m s  g e n e r a t e d  
by t h e  t e s t  s u b j e c t  were n o t e d  on  v i d e o t a p e  and i n  t h e  l o g b o o k ,  and  

a p p e a r  i n  T a b l e  AB-1 .  

AB.3.3 WALKING TESTS 

The f i r s t  a t t e m p t  a t  a walk  t e s t  was made a t  a r a n g e  of 550 f e e t  w i t h  
t h e  v i d e o  m o t i o n  d e t e c t o r  s e t  a t  a 5 b i t  a l g o r i t h m  ( 6 . 2 5 %  c o n t r a s t  
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-Logging Computer 
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F i g u r e  AB-1 .  B l o c k  D i a g r a m  of V i d e o  Motion D e t e c t i o n  ( V M D )  Sys tem 

MSTF B u i l d i n g  

TV Camera Field of  View camera 

I I  
Perimeter Sensor Test Ranne 

Sand P i t  r 
(a) Side View 

Field of View 

MSTF Building 

(b) Top View 

F i g u r e  AB-2 .  G e o m e t r y  of TV C a m e r a s  F i e l d  of V i e w  
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s e n s i t i v i t y )  wh ich  a l a r m e d  o n l y  a f t e r  1 2  e x c e e d a n c e s  o r  " h i t s " .  I t  

was found  a t  t h i s  s e t t i n g  t h a t  by w a l k i n g  v e r y  s l o w l y  a n  i n t r u d e r  
c o u l d  t r a v e r s e  t h e  2 0  f o o t  p a t h  u n d e t e c t e d .  Wi th  t h e  h i t  c o u n t e r  s e t  
a t  8 h i t s ,  a s e r i e s  o f  30 t r a v e r s a l s  were a l l  d e t e c t e d  by t h e  v i d e o  
m o t i o n  d e t e c t o r .  A l l  f u r t h e r  w a l k  t e s t s  were t h e n  made a t  t h i s  same 
s e t t i n g .  

Walk tes ts  were made i n  v a r i o u s  l i g h t  l e v e l s ,  u n d e r  n o m i n a l  l i g h t  
l e v e l s  o f  1 0 4  f o o t c a n d l e s ,  l o 3  f o o t c a n d l e s ,  102 f o o t c a n d l e s ,  1 0  f o o t -  
c a n d l e s ,  1 f o o t c a n d l e  a n d  0 . 2  f o o t c a n d l e .  All l e v e l s  e x c e p t  I f o o t -  

c a n d l e  and  0 . 2  f o o t c a n d l e  a f f o r d e d  a t  l e a s t  a 9 0 %  PD w i t h  a 95% c o n f i -  
d e n c e  l e v e l .  T h i s  se r ies  o f  e x p e r i m e n t s  s p e c i f i c a l l y  a p p l i e d  t o  t h e  
U l t r i c o n  camera u s e d  i n  t h e  t e s t ,  b u t  e s t a b l i s h e d  a r e l a t i o n s h i p  be- 
tween  l i g h t  l e v e l  and  p r o b a b i l i t y  o f  d e t e c t i o n  f o r  a r e p r e s e n t a t i v e  

VMD s y s t e m .  

Walk ing  t r i a l s  were a l s o  p e r f o r m e d  w i t h  t h e  s u b j e c t  a t  a r a n g e  o f  
1 0 0 0  f e e t  ( 3 0 5  meters) f r o m  t h e  TV camera. T h i r t y  (30) o f  t h e s e  
t r i a l s  were at tempted,  w i t h  30  d e t e c t i o n s ,  t h u s  g i v i n g  a 9 0 %  PD w i t h  
a 95% c o n f i d e n c e  l e v e l  a t  t h i s  d i s t a n t  r a n g e .  

AB.3.4 CRAWLING TEST 

C r a w l i n g  tests were performed t o g e t h e r  w i t h  t h e  w a l k i n g  t e s t  a t  1 2  

h i t s  t o  show r e s u l t s  f o r  a r e l a t i v e l y  more s u r r e p t i t i o u s  i n t r u d e r ' s  
t e c h n i q u e .  The f i r s t  p o s i t i o n  t a k e n  by t h e  c r a w l i n g  s u b j e c t  was 
c r o u c h i n g  o n  h a n d s  and  k n e e s  w i t h  t h e  head  towards  t h e  camera, a n d  
k e e p i n g  t h e  body down a s  much as  p o s s i b l e .  The m o t i o n  o f  t h e  crawl- 
i n g  s u b j e c t  was t o  o n e  s i d e ,  c o n s t a n t l y  m a i n t a i n i n g  a minimum f r o n t a l  

area t o  t h e  TV camera. Whereas  t h e  VMD u n i t ,  when s e t  a t  1 2  h i t s ,  
c o u l d  be s p o o f e d  by a w a l k e r  c o v e r i n g  2 0  f e e t  i n  8 m i n u t e s ,  t h e  
c r a w l i n g  s u b j e c t  w a s  a b l e  t o  c o v e r  t h e  20  f e e t  i n  3 m i n u t e s  w h i l e  
e v a d i n g  d e t e c t i o n .  When t h e  VMD u n i t  was s e t  down t o  8 h i t s ,  t h e  

s u b j e c t  c o u l d  n o  l o n g e r  e v a d e  d e t e c t i o n .  Two more c r a w l i n g  t e c h n i q u e s  
were t r i e d ,  b o t h  o f  wh ich  i n v o l v e d  t h e  s u b j e c t  l y i n g  i n  a p r o n e  
p o s i t i o n  o n  t h e  g r o u n d .  I n  t h e  s e c o n d  t e c h n i q u e ,  t h e  s u b j e c t  l a y  
b r o a d s i d e  t o  t h e  TV camera and  c r a w l e d  f o r w a r d  across  t h e  2 0  f o o t  
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WALKING 

550 f e e t  from 
TV camera 

Light  Level 
nominally E 

io4  f c  

10’ f c  

lo2 f c  

10 f c  

1 f c  

0.2 f c  

1000 f e e t  

5x10’ f c  

C-RAWL,ING 

550 f e e t  

ROLLING 

LITTER DEMO 

NUISANCE ALMImin. 
(Vegetation motion 
i n  10 mph wind t o  
20 mph wind) 

INCLEMENT WEATHER 

W I N D  MOTION 

FAST CLOUDS 

BIRDS 

5 b i t  
6 h i t s  

0110 

1 /min 

5 b i t  
12 h i t s  

spoof s  

spoofs 

01 10 

Olmin 

5 b i t  
8 h i t s  

30130 

301 30 

301 30 

30130 

2 spoofs 

2 spoofs 

40140 

301 30 

3 9 / 4 0  
1 spoof 

0110 

O/min 

see t ape  

see tape 

see tape 

see tape 

b i t  
h i t s  

0110 

O l m i  

b i t  
h i t s  

01 10 

O l m i n  

b i t  
h i t  

Table A B - 2 .  Results of Video  Motion Detector T r i a l s  

i b i t  
1 h i t  

01 10 

,15/min 

15/min 
O / m i n  
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p a t h .  I n  t h e  t h i r d  t e c h n i q u e ,  t h e  s u b j e c t  f a c e d  t h e  TV camera and 

c r a w l e d  s i d e w a y s  across t h e  20  f o o t  p a t h .  None o f  t h e s e  t e c h n i q u e s  

a l l o w e d  t h e  s u b j e c t  t o  e v a d e  d e t e c t i o n .  T h i r t y  ( 3 0 )  t r i a l s  were 
p e r f o r m e d ,  o f  w h i c h  a l l  were d e t e c t e d ,  g i v i n g  a 90% p r o b a b i l i t y  o f  

d e t e c t i o n  w i t h  a 9 5 %  c o n f i d e n c e  l e v e l .  

AB.3.5 ROLLING TEST 

The r o l l i n g  t e s t  was p e r f o r m e d  a f t e r  t h e  w a l k i n g  a n d  c r a w l i n g  t e s t s ,  
and  p r o v e d  t o  b e  t h e  most n e a r l y  s u c c e s s f u l  means o f  c r o s s i n g  t h e  2 0  

f o o t  p a t h  w h i l e  e v a d i n g  d e t e c t i o n .  The s u b j e c t  b e g a n  t h e  r o l l i n g  
t e s t  l y i n g  p r o n e  o n  t h e  g r o u n d  f a c i n g  t h e  TV camera, t h e n  b e g a n  s l o w -  
ly r o l l i n g  t o  o n e  s i d e  a l o n g  t h e  p a t h .  On t h e  f i r s t  s e r i e s  of t r i a l s  

w i t h  t h e  VMD u n i t  s e t  o n  t h e  5 b i t  a l g o r i t h m  a n d  8 h i t s ,  t h e  s u b j e c t  
managed t o  e v a d e  d e t e c t i o n  t w i c e  i n  20  t r i a l s .  However,  it w a s  d i s -  

c o v e r e d  t h a t  t h e  VMD u n i t  was a d j u s t e d  i n c o r r e c t l y ,  making t h e  con- 
t r a s t  c h a n g e  r e q u i r e d  t o  e x c e e d  t h e  d e t e c t i o n  t h r e s h o l d  a b o u t  4 0 %  

too h i g h .  Wi th  t h e  VMD u n i t  c o r r e c t l y  a d j u s t e d ,  t h e  s u b j e c t  e v a d e d  

d e t e c t i o n  o n l y  o n c e  o u t  of 40  t r i a l s ,  g i v i n g  a 9 0 %  p r o b a b i l i t y  o f  

d e t e c t i o n  w i t h  a 9 5 %  c o n f i d e n c e  l e v e l  f o r  a r o l l i n g  s u b j e c t .  

AB.4  NUISANCE ALARM TESTING 

A l t h o u g h  t h e  t e s t  r a n g e  u s e d  was n o t  r e p r e s e n t a t i v e  o f  a n  a c t u a l  
perimeter s e g m e n t ,  e s p e c i a l l y  f rom a n u i s a n c e  a la rm r a t e  b a s i s ,  tes ts  
were c o n d u c t e d  o n  some s p e c i f i c  n u i s a n c e  alarm sources .  A l i t t e r  
d e m o n s t r a t i o n  a n d  a camera s u p p o r t  v i b r a t i o n  t e s t  were p e r f o r m e d .  
N a t u r a l l y  o c c u r r i n g  n u i s a n c e  alarm s o u r c e s  i n c l u d e d  moving c l o u d  

s h a d o w s ,  b i r d s ,  l e n s  d e w i n g ,  wind m o t i o n ,  i n c l e m e n t  w e a t h e r ,  e t c .  
T h e s e  phenomena were r e c o r d e d  o n  v i d e o  tape  f o r  i n s p e c t i o n  and  e v a l u -  
a t i o n .  A l t h o u g h  no  p r o c e d u r e  €or  s e p a r a t i n g  n u i s a n c e  alarms f r o m  

f a l s e  alarms was f o l l o w e d ,  a c t u a l  f a l s e  alarms d u e  t o  s y s t e m  i n t e r n a l  

n o i s e  were n e v e r  n o t i c e d  d u r i n g  t h e  e n t i r e  t e s t .  A l l  alarms n o t e d  

c o u l d  b e  c o r r e l a t e d  t o  a c t u a l  s c e n e  c h a n g e s  a s  v i ewed  by t h e  TV 

camera. 
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AB.4.1 LITTER DEMONSTRATION 

To simulate litter movement across the TV camera field of view, a 
fishing rod was used to cast a light-colored "brick" of foam rubber, 
3" X 3" X 5" in size, into the field of view. The foam rubber brick 
was then drawn across the field of view at rates of 2 to 5 feet per 
second, and presence or absence of alarms was noted €or various set- 
tings of tile video motion detector. Results are shown in Table AB-2. 
At most normal settings of the video motion detector (5 bits, 2-15 
hits) no alarms were generated by the foam rubber brick, indicating 
good immunity from false alarms caused by single objects having sizes 
and velocities typical of wind-blown litter. 

AB.4.2 SUPPORT VIBRATION TESTING 

To simulate wind loading motion of TV camera support towers, the TV 
camera was mounted a s  shown i n  Figure AB-2 a t  a height of 38 f e e t  on a 
12 inch diameter, 40 foot tall wooden telephone pole overlooking roof 
tops and taxiways in front of aircraft hangars. The TV camera's field 
of view was 4.9 degrees vertically by 6.5 degrees horizontally. An 
electrodynamic transducer capable of delivering 50 lbs. of force at 
frequencies from 1.4 Hz to 20,000 Hz was attached to the wooden tele- 
phone pole at its center of percussion (the point at which an applied 
force transfers only angular momemtum and no translation to the base) 
to d r i v e  t h e  t op  of t h e  t e l e p h o n e  pole i n t o  a n  a n g u l a r  a n d / o r  t r a n s l a -  

tory oscillation. The oscillation's amplitude was then measured by 
noting the excursions taken by vertical and horizontal boundaries as 
seen on the TV monitor. Two main resonant frequencies were noted in 
the telephone pole, one at 4 Hz and another at 16 Hz. At 4 Hz it was 
possible to drive the amplitude of the angular excursion to about 0.34 
degrees or 5.9 milliradians, at which point the drastic jerking of the 
field of view made it apparent that other frequencies besides 4 Hz 
were being coupled into the oscillations. The 16 Hz oscillation maxi- 
mum amplitude was 0.18 '  or 3.2 milliradians. All amplitudes above a 
perceived 0.042' or 0.74 mr produced alarms from boundaries between 
light and dark areas. This corresponds roughly to the height of one 

@ of the VMD sample areas. The frequency of vibration can be correlated 
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t o  a wind v e l o c i t y  f o r  a pole o f  t h i s  g e o m e t r y  by t h e  e x p r e s s i o n  f o r  
t h e  v o r t e x  s h e d d i n g  f r e q u e n c y  o f  a c y l i n d r i c a l  pole i n  moving a i r .  

F = 0 . 2 1  ( A B - 1 )  

w h e r e  F = f r e q u e n c y  i n  h e r t z  
v = wind v e l o c i t y  i n  f t / s e c  

d = diameter of pole in f e e t  

Thus  a f r e q u e n c y  o f  4 Hz f o r  t h i s  pole c o r r e s p o n d s  t o  a wind v e l o c i t y  

of a p p r o x i m a t e l y  1 3  mph. However,  a t  t h i s  v e l o c i t y  t h e  wind f o r c e  
would b e  i n s u f f i c i e n t  to  e x c i t e  l a rge  d e f l e c t i o n s .  The s e c o n d  f r e -  

q u e n c y ,  1 6  Hz, c o r e s p o n d s  t o  a wind s p e e d  of 52 mph, wh ich  is e q u a l l e d  
or  e x c e e d e d  l e s s  t h a n  0 .5% of t h e  t i m e  and h a s  s u f f i c i e n t  f o r c e  t o  
e x c i t e  r e s o n a n c e  and  t h e  l a r g e  d e f l e c t i o n s  e x h i b i t e d .  

AB.4.3 NATURAL SOURCES OF NUISANCE ALARMS 

N u i s a n c e  alarm s o u r c e s  w h i c h  were o b s e r v e d  d u r i n g  t h e  VMD S y s t e m  

t e s t i n g  i n c l u d e d  t h e  f o l l o w i n g :  

b i r d s  
c l o u d  shadows  
dew o n  t h e  l e n s  a n d / o r  t h e  e n c l o s u r e  window 

i n c l e m e n t  w e a t h e r ,  and 

v e g e t a t i o n  movement i n  wind .  

B i r d s  i n  f l i g h t  u s u a l l y  d i d  n o t  c a u s e  n u i s a n c e  alarms when t h e y  f l e w  

t h r o u g h  t h e  f i e l d  o f  v i e w .  However, t h e  radome s t r u c t u r e  s u p p o r t i n g  

t h e  TV camera was a g a t h e r i n g  place f o r  b i r d s .  They were o f t e n  s e e n  
f l y i n g  a t  close r a n g e  i n  f r o n t  of t h e  camera, c a u s i n g  many n u i s a n c e  
alarms. T h e s e  alarms may be m i n i m i z e d  by TV camera suppor ts  and 

e n c l o s u r e s  d e s i g n e d  t o  g i v e  n o  s u r f a c e s  o n  wh ich  b i r d s  c o u l d  roos t .  

Cloud shadows  f r o m  f a s t  moving sma l l  cumulus  c l o u d s  o f t e n  were of  
s u f f i c i e n t  c o n t r a s t  t o  cause l a r g e  s ca l e  n u i s a n c e  alarms f r o m  t h e  

s c e n e  b e i n g  v i e w e d .  L i g h t  l e v e l  m e a s u r e m e n t s  i n  c l o u d  shadows  r e v e a l -  
e d  a s  much a s  a 60  p e r c e n t  c o n t r a s t  b e t w e e n  t h e  shadow and  t h e  s u r -  

AB-10 



rounding lighted area. Cloud speeds ranged from nearly stationary to 
20 to 30 feet/second. It is conceivable that weather patterns causing 
a partial cover of dense, fast-moving clouds could produce an intoler- 

ab le  number of nuisance alarms. To minimize nuisance alarms from 
cloud shadows, the area covered by the field of view of the TV camera 
should be kept as small as possible and the auto iris lens on the TV 

camera should have a very rapid response so as to track sudden light 
level changes accurately. 

Dew on the TV camera lens and the environmental enclosure window 
became a problem first as scene contrast was washed out, reducing the 
VMD system's sensitivity to scene motion. Later as the droplets 
increased in size, nuisance alarms were generated as droplets coalesc- 
ed in front of the lens. The resulting subtle brightness changes-were 
not easily seen on the monitor screen but readily triggered the VMD 
unit. The best remedy for the dewing problem is to seal moisture 
completely out of the environmental enclosure, and to use dessicant in 
the enclosure to insure that moisture inside the enclosure will not 
collect on the optical surfaces. 

Inclement weather such as rain, hail, blowing dust, etc. produced 
nuisance alarms by its motion and by obscuring the field of view. 
Lightning caused sudden light level changes resulting in nuisance 
alarms. No preventive measures are known for lightning induced 
alarms, but precipitation's effect on the nuisance alarm rate can be 
reduced by reducing the range covered from each TV camera. 

Vegetation movement caused by wind was a major source of nuisance 
alarms during VMD system testing. Wind velocities in excess of 10 
miles per hour caused enough motion to result in a steady rate of 
nuisance alarms. During testing, the vegetation motion was ignored in 
scene areas not of interest by using the diode pins supplied with the 
VMD unit for masking purposes. This eliminated all but a few nuisance 
alarms. The site used for testing is not representative of anticipat- 
ed perimeters, however. While the site used had a large amount of 
low, brushy vegetation, it is recommended that perimeters be surfaced 
with gravel, asphalt, tamped earth or closely mowed grass, to reduce 
the number of nuisance alarms from vegetation movement. A 
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AB.5 CONCLUSIONS 

The VMD system as tested represents an intrusion detection sensor with 
at least a 0.9 probability of detection, but also a nuisance alarm 
rate around 1 alarm per 2-3  hours; higher rates occur due to clouds, 
wind, etc. Our testing with various types of intrusion techniques 
supports at least a 90% probability of detection with a 95% confidence 
level for human intruders. Specific mechanisms causing nuisance 
alarms were investigated, the most thoroughly investigated of which 
was camera support motion. The VMD system was able to tolerate a 
level of 0.04 degrees or 0.75 milliradians peak to peak angular motion 
of the TV camera without suffering an incapacitating number of nui- 
sance alarms. This amount was 0 . 8 2 %  of the vertical field of view of 
the TV camera, and corresponded to the height of one VMD processor 
sample area. The field of view of the TV camera was 4.9 degrees ver- 
tically by 6.5 degrees horizontally. Other nuisance alarm sources, 
most of them natural sources, combined to make the VMD system alarm 
as frequently as 10 times a minute, or as infrequently as once every 
2-3  hours. Since our test range was not typical of a secure area 
perimeter, the nuisance alarm rate of a real perimeter would be much 
lower, probably averaging one alarm every 2-3 hours, except under 
extreme weather conditions. 

AB.6 VIDEO TEK MDU-5 VIDEO MOTION DETECTOR TEST REPORT 

A Video Tek MDU-5 Video Motion Detection (VMD) System was assembled 
with its TV camera on a rigid metal support structure overlooking 
the E-Systems intrusion detection sensor test range. Probability of 
detection measurements and false alarm experiments were then performed. 
This report describes the procedures used, results of, and conclusions 
drawn from these tests. 

AB.7 DESCRIPTION OF THE VMD PROCESSOR 

The VMD Unit tested here is a Video Tek MDU-5 digital VMD processor 
which accepts video signals from up to 16 TV cameras. The video 
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@ signals are sampled at times corresponding to 16,384 locations within 
the scene. Each sample is digitized, and its value is either stored 
in memory or compared with previously stored sample values already in 
memory. Scene areas with brightness deviations of a sufficient magni- 
tude will cause sample values to disagree with previously stored val- 
ues, causing alarms at these points. The MDU-5 processor uses four 
memories for every eight TV channels for detection of short and long 
term scene changes. One part (the "fast algorithm") of the proces- 
sor's algorithm monitors any given channel at intervals of up to 1.87 
seconds to detect quick scene changes. Longer-term changes are de- 
tected by comparing selected frames with stored values by another part 
(the "slow algorithm") of the processor's algorithm which revisits 
each channel at intervals of 3.74, 7.46, 14.92 or 22.4 seconds. 

To generate an alarm, a scene brightness deviation from 6 %  to 12% of 
the full scale brightness must occur at one of the scene locations 
sampled by the processor. Deviations must occur in a sufficient num- 
ber of locations to exceed the alarm counter threshold (or the hit 
counter) to cause the processor to alarm. The alarm counter threshold 
is adjustable independently for each algorithm from 1 to 255 alarm 
points required for a processor alarm. The threshold number is set 
by connections on a wire-wrap board inside the processor, and should 
correspond to the number of sensitive areas the smallest expected 
intruder would encounter in the TV cameras' field of view. Smaller 
intruders, tiny nuisance alarm sources and electrical noise are 
discriminated against by the setting of the alarm counter. 

The video monitor output of the MDU-5 processor normally displays a 
blank raster during non-alarm conditions. A manual override switch 
for each channel allows the display of that channel during non-alarm 
and alarmed conditions. When an alarm occurs and no manual override 
is selected, the monitor will cycle through all alarmed channels. 
Under non-alarmed conditions using the manual override, the monitor 
will display sensitive areas with normal video, desensitized areas as 
darkened video and current alarm points as brightened, flickering 
video. Alarmed scenes show all alarm points that have accumulated 
since the time of the first alarm as brightened, flickering video, 
allowing an operator to trace areas of scene disturbances. @ 

AB- 13 



The n e x t  s e c t i o n  d e a l s  w i t h  t h e  s e tup  and p r o b a b i l i t y  o f  d e t e c t i o n  

t e s t i n g  o f  t h e  VMD p r o c e s s o r .  

AB.8 PROBABILITY OF DETECTION TESTS 

The p u r p o s e  of t h e  p r o b a b i l i t y  o f  d e t e c t i o n  t e s t i n g  was t o  e s t a b l i s h  
w h e t h e r  t h e  v i d e o  m o t i o n  d e t e c t o r  a t t a i n e d  a t  l e a s t  a 90% p r o b a b i l i t y  

o f  d e t e c t i o n  w i t h  a 9 5 %  c o n f i d e n c e  l e v e l  f o r  human i n t r u d e r s .  S e v e r a l  
d i f f e r e n t  a p p r o a c h e s  were t r i e d  i n  a t t e m p t s  t o  t r a v e r s e  a 20  f o o t - w i d e  
area w i t h o u t  b e i n g  d e t e c t e d ;  r u n n i n g ,  w a l k i n g ,  c r a w l i n g  and  r o l l i n g .  

A B . 8 . 1  PROCEDURE 

The VMD system was configured as shown in the block diagram in Figure 

A B - 3 .  The v i d e o  tape r e c o r d e r  was u s e d  t o  l o g  t h e  a c t i o n  i n  t h e  scene 
and  r e c o r d  t i m e  and  d a t e  i n f o r m a t i o n .  F i g u r e  AB-4 shows t h e  g e o m e t r y  
o f  t h e  i n t r u s i o n  d e t e c t o r  t e s t  r a n g e  w i t h  respect t o  t h e  VMD s y s t e m  

TV camera. 

Man and  b a r  t a r g e t s  were s e t  a t  r a n g e s  o f  500 f e e t  and 1000  f e e t  f rom 
t h e  TV camera. The TV camera was a Sony 2 / 3 "  v i d i c o n  camera h a v i n g  a 
12 .5-75 .0  mm zoom l e n s .  The camera mount ing  h e i g h t  was a p p r o x i m a t e l y  

43  f e e t  f r o m  g r o u n d  l e v e l ,  and  was aimed so t h a t  b o t h  s e t s  o f  man and  

b a r  t a r g e t s  were i n c l u d e d  i n  t h e  f i e l d  o f  v iew.  A w a l k  p a t h  f o r  t h e  
t e s t  t r i a l s  was e s t a b l i s h e d  a t  r o u g h l y  550 f e e t  f rom t h e  camera, i n -  

s i d e  t h e  i n t r u s i o n  d e t e c t o r  t e s t  r a n g e  f e n c e .  A n o t h e r  w a l k  p a t h  w a s  
e s t a b l i s h e d  a t  a r a n g e  o f  1 0 0 0  f e e t ,  i m m e d i a t e l y  i n  f r o n t  o f  t h e  man 
and b a r  t a r g e t s  a t  t h a t  r a n g e .  Dur ing  t h e  t e s t s ,  t h e  f o l l o w i n g  items 
were l o g g e d :  t i m e ,  s u b j e c t ,  p r e s e n c e  o f  VMD alarm, i l l u m i n a t i o n  q u a l -  

i t y ,  VMD processor c o n t r o l  s e t t i n g s ,  and  r e m a r k s .  The t e s t  s u b j e c t  
was d i r e c t e d  v i a  2 way r a d i o  t o  p r o c e e d  b a c k  and  f o r t h  across  a 2 0  

f o o t  l e n g t h  o f  t h e  walk  p a t h .  A l a r m s  g e n e r a t e d  by t h e  t e s t  s u b j e c t  
were n o t e d  on  v i d e o t a p e  and  i n  t h e  l o g b o o k ,  and appear i n  T a b l e  

AB-3. 
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F i g u r e  AB-3. Block Diagram of V i d e o  Motion D e t e c t i o n  (VMD) S y s t e m  

Sand 
P i t  MSTF B u i l d i n g  
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F i g u r e  AB-4. Geometry of TV Camera's Field of View 
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AB.8.2 WALKING TESTS 

The first walk test was made at a range of 550 feet with the VMD 
processor set to alarm after 6 alarm points occurred, and with a 3.73 
second slow algorithm revisit time. At this setting, a series of 30 
traversals were all detected by the video motion detector. Another 
walk test was made with the VMD processor set to alarm after 6 alarm 
points and with a 7 .47  second slow algorithm revisit time, also yield- 
ing 30 detections of 30 traversal attempts. 

Walking trials were also performed with the subject at a range of 
1000 feet (305 meters) from the TV camera. The VMD processor was set 
to alarm after 6 alarm points on the slow algorithm or 2 alarm points 
on the fast algorithm; and a 3.73 second slow algorithm cycle time. 
Thirty (30) of these trials were attempted, with 30 detections, thus 
supporting at least a 90% PD with a 95% confidence level for each of 
these three scenarios. 

AB.8.3 CRAWLING TEST 

Crawling tests were performed together with the walking test at the 
original 6 alarm setting with a 3.73 second slow algorithm cycle time 
to show results for a relatively more surreptitious intruder's tech- 
nique. The position taken by the crawling subject was crouching on 
hands and knees with the head towards the casmera, and keeping the 
body down as much as possible. The motion of the crawling subject was 
to one side, constantly maintaining a minimum frontal area to the TV 
camera. 

Thirty (30) trials were performed, of which all were detected, sup- 
porting a 90% probability of detection with a 95% confidence level. 

AB.8.4 RUNNING TEST 

Because of the relatively long period (1.83 seconds) between samples 
of a given channel, a running test was performed to try to exploit 
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this apparent deficiency of the MDU-5 processor. The slow algorithm 
cycle time was set to 7.47 seconds and the alarm counter was set so 
that 6 alarm points produced a processor alarm on both the fast and 
the slow algorithms. The first set of trials attempted resulted in 2 
escapes of detection in 24 attempts of traversal. The slow algorithm 
cycle time was then set to 3.73 seconds and the alarm counter was set 
so that 6 alarm points produced a processor alarm from the slow (long- 
term) algorithm and only 2 alarm points produced a processor alarm 
from the fast (short-term) algorithm. With this setting, 30 out of 
30 traversal attempts were detected, supporting a 90% probability of 
detection with a 95% confidence level. 

AB.8.5 ROLLING TEST 

The rolling test was performed after the walking, crawling, and 
running tests, and proved to be the most nearly successful means of 
crossing the 20 foot path while evading detection. The subject began 
the rolling test lying prone on the ground facing the TV camera, then 
began slowly rolling to one side along the path. On the first series 
of trials with the VMD unit set to alarm the slow algorithm on 6 alarm 
points and the fast algorithm on 2 alarm points, and with the fast 
refresh rate, the subject managed to evade detection once in 5 trials. 
However, with the VMD processor set on the slow refresh rate, the sub- 
ject was detected 30 times out of 30 trials, supporting a 90% prob- 
ability of detection with a 95% condifence level for a rolling subject. 

AB.9 NUISANCE ALARM TESTING 

Although the test range used was not representative of an actual 
perimeter segment, especially from a nuisance alarm rate basis, tests 
were conducted on some specific nuisance alarm sources. A litter 
demonstration was performed and naturally occurring nuisance alarm 
sources such as moving cloud shadows and wind motion were recorded on 
video tape for inspection and evaluation. Although no procedure for 
separating nuisance alarms from false alarms was followed, actual 
false alarms due to system internal noise were never noticed during 
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@ the entire test. All alarms noted could be correlated to actual 
scene changes as viewed by the TV camera. 

AB.9.1 LITTER DEMONSTRATION 

To simulate litter movement across the TV camera field of view, a 
fishing rod was used to cast a light-colored "brick" of foam rubber, 
3 "  X 3" X 5" in size, into the field of view. The foam rubber brick 
was then drawn across the field of view at rates of 2 to 5 feet per 
second, and presence or absence of alarms was noted for two different 
settings of the video motion detector. Results are shown in Table AB- 
3 .  At a typical setting of the video motion detector ( 6  alarm points 
from either algorithm required for a processor alarm and a 3.73 second 
slow algorithm cycle time) no alarms were generated by the foam rubber 
brick during 10 trials, indicating good immunity from nuisance alarms 
caused by single objects having sizes and velocities typical of wind- 
blown litter. A more sensitive setting of the fast algorithm ( 2  alarm 
points for a processor alarm) gave 30 detections out of 30 trials. 
This indicates that while the processor easily detects litter-sized 
objects, it can be programmed to ignore litter, by setting the alarm 
counter to an appropriate number. 

AB.9.2 NATURAL SOURCES OF NUISANCE ALARMS 

Nuisance alarm sources which were observed during the VMD System 
testing included cloud shadows and vegetation movement in wind. 

Cloud shadows from fast moving small cumulus clouds often were of 
sufficient contrast to cause large scale nuisance alarms from the 
scene being viewed. Light level measurements in cloud shadows have 
revealed as much as a 60  percent contrast between the shadow and the 
surrounding lighted area. Cloud speeds can range from nearly station- 
ary to 20 to 3 0  feet/second. It is conceivable that weather patterns 
causing a partial cover of dense, fast-moving clouds could produce an 
intolerable number of nuisance alarms. To minimize nuisance alarms 
from cloud shadows, the area covered by the field of view of the TV 
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camera should be kept as small as possible and the auto iris lens on 
the TV camera should have a very rapid response so as to track sudden 
light level changes accurately. 

Vegetation movement caused by wind was another source of nuisance 
alarms during VMD system testing. Wind velocities in excess of 10 
miles per hour caused enough motion to result in a steady rate of 
nuisance alarms. During testing, the vegetation motion was ignored 
in scene areas not of interest by using the bias masking feature of 
the VMD unit. This eliminated all but a few nuisance alarms. The 
site used for testing is not representative of anticipated perimeters, 
however. While the site used had a large amount of low, brushy vege- 
tation, it is recommended that perimeters be surfaced with gravel, 
asphalt, tamped earth or closely mowed grass, to reduce the number of 
nuisance alarms from vegetation movement. 

AB.10 CONCLUSIONS 

The Video Tek, Inc., MDU-5 VMD system as tested represents an intru- 
sion detection sensor with at least a 0.9 probability of detection, 
but also a nuisance alarm rate around 1 alarm per 2-3 hours; higher 
rates occur due to clouds, wind, etc. Our testing with various types 
of intrusion techniques supports at least a 90% probability of detec- 
tion with a 95% confidence level for human intruders. Nuisance alarms 
from small moving objects such as litter and small fauna can be "pro- 
grammed out" by using the proper combination of algorithms. Though 
our test range was not typical of a secure area perimeter, we estimate 
that the nuisance alarm rate of a real perimeter would probably ave- 
rage one alarm every 2-3 hours except under extreme weather conditions. 
The masking features of the MDU-5 allow suppression of nuisance alarms 
in a versatile fashion, allowing an operator to minimize recurrent 
alarms cumulatively without adversely affecting the probability of 
detection in non-nuisance areas. 
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A P P E N D I X  B 

THE EFFECTS OF LAYERING ON PERFORMANCE TESTING 

B .1 .0  APPROACH 

P r o v i d i n g  proper s e c u r i t y  a n d  m e e t i n g  t h e  N u c l e a r  R e g u l a t o r y  C o m m i s -  

s i o n  G u i d e l i n e s  f o r  s e c u r i t y  a r e  s e r i o u s  c o n c e r n s  f o r  n u c l e a r  power 

p l a n t  opera tors .  To g i v e  g u i d a n c e  i n  s e l e c t i n g ,  o p e r a t i n g  a n d  t e s t i n g  

a s u i t a b l e  s e c u r i t y  s y s t e m ,  3 s e n s o r  a r r a n g e m e n t s  a r e  a n a l y z e d  i n  

terms o f  d e t e c t i o n  p e r f o r m a n c e  v e r s u s  t h e  cos t  of p e r f o r m a n c e  v e r i -  
f i c a t i o n  t e s t i n g .  The a r r a n g e m e n t s  a re  a s i n g l e  s e n s o r  perimeter,  
and  t w o  l a y e r e d  per imeters  b e a r i n g  d i f f e r e n t  i n h e r e n t  PD v a l u e s .  

B.1.1 B A S I C  ASSUMPTIONS 

The f o l l o w i n g  s y s t e m  parameters have  b e e n  c h o s e n  as  a b a s i s  f o r  

c o m p a r i s o n :  

0 

0 

0 

A 

The power p l a n t  perimeter i s  assumed t o  be 1 6 0 0  meters 
which  i s  b r o k e n  i n t o  16  - 1 0 0  meter s e g m e n t s .  
G u a r d  cos t  ( i n c l u d i n g  o v e r h e a d )  i s  assumed t o  be $20.00/ 

h o u r  
The cost  o f  money is assumed t o  be 2 0 %  i . e .  , a p p r o x i -  

m a t e l y  t h e  c u r r e n t  prime r a t e .  
A l t h o u g h  t h e  n u c l e a r  p l a n t ' s  l i f e  e x p e c t a n c y  i s  30  y e a r s ,  

t h e  c a p i t a l  l i f e  o f  t h e  s e c u r i t y  s y s t e m  is assumed  to  be  
6 y e a r s .  
N o  a t t empt  is made to  c o n s i d e r  t h e  e f f e c t s  of t a x e s  and 
i n v e s t m e n t  c r e d i t s ,  s i n c e  t h e s e  a r e  s i g n i f i c a n t l y  i n f l u e n -  
ced by  i n d i v i d u a l  company s i t u a t i o n s  and v e r y  s u b j e c t  t o  
c h a n g e s  i n  F e d e r a l  a n d  S t a t e  Tax L a w s .  

The scrap v a l u e  o f  e q u i p m e n t  a f t e r  6 y e a r s  i s  assumed t o  
be e q u a l  t o  t h e  cost  o f  d i s m a n t l i n g .  

C o s t  o f  Hardware  , C o s t  o f  I n s t a l l a t i o n  and a n n u a l  operat-  
i n g  cos ts  h a v e  b e e n  d e r i v e d  f rom v e n d o r s '  es t imates .  
These  may d i f f e r  f rom cos t s  i n c u r r e d  i n  a n  a c t u a l  s y s t e m .  
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Whenever t h e  s e g m e n t  PD f a l l s  b e l o w  0 . 9 0  w i t h  95% c o n f i -  

d e n c e ,  2 g u a r d s  m u s t  be  d i s p a t c h e d  t o  p a t r o l  t h e  s e g m e n t .  

A l t h o u g h  i n  many cases a v e h i c l e  w i l l  be r e q u i r e d  o r  

p r o v e s  t o  be v e r y  des i r ab le  f o r  t h e  " i n t r u d e r "  and  "ob- 

s e r v e r "  t o  e n a b l e  them t o  move about  t h e  s i t e  f r e e l y ,  a n d  
q u i c k l y  r e s p o n d  t o  alarms, n o  v e h i c l e  costs  h a v e  b e e n  i n -  

c l u d e d  s i n c e  t h i s  r e q u i r e m e n t  i s  l i k e l y  t o  be v e r y  s i t e  
d e p e n d e n t  . 
To p e r f o r m  t e s t i n g ,  2 people a re  assumed t o  be a t  t h e  s e g -  
m e n t ,  a n  " o b s e r v e r "  a n d  a n  " i n t r u d e r " .  C o o r d i n a t i o n  w i t h  
a n  opera tor  a t  t h e  C e n t r a l  A l a r m  S t a t i o n  and S e c o n d a r y  
A l a r m  S t a t i o n  i s  r e q u i r e d .  D u r i n g  t h e  t e s t ,  d a t a  record- 

i n g  f u n c t i o n s  may be p e r f o r m e d  by t h e  " o b s e r v e r "  and  
c e n t r a l  a n d  s e c o n d a r y  alarm s t a t i o n  opera tors .  A f t e r w a r d ,  

r e p o r t i n g  a n d  a n a l y s i s  t i m e  m u s t  b e  s p e n t  t o  p u t  d a t a  and 
r e s u l t s  i n t o  t h e  f o r m  r e q u i r e d  by t h e  N u c l e a r  R e g u l a t o r y  

Commission.  The e s t i m a t e d  t ime r e q u i r e m e n t s  f o r  p e r t i n e n t  
t a s k s  o n  a per  t e s t  b a s i s  where  a p p r o p r i a t e  are  o u t l i n e d  
i n  Table  B-1 and  Table  B-2. 

I n f l a t i o n  i s  as sumed  t o  be a t  1 2 %  per y e a r .  

B . 1 . 2  I N I T I A L  V E R I F I C A T I O N  TESTING 

The i n i t i a l  t e s t i n g  is as sumed  t o  c o n s i s t  o f  a p r e l i m i n a r y  s p e c i f i c a -  
t i o n  t e s t ,  a n  o f f i c i a l  s p e c i f i c a t i o n  t e s t ,  a p r e l i m i n a r y  p r o b a b i l i t y  
o f  d e t e c t i o n  t e s t ,  and  a n  o f f i c i a l  p r o b a b i l i t y  o f  d e t e c t i o n  t e s t .  

From NRC g u i d e l i n e s  and t h e i r  c o n s e q u e n c e s ,  t h e  m a n u f a c t u r e r  i s  expect-  
e d  t o  s p e c i f y  t h a t  PD ( p r o b a b i l i t y  o f  d e t e c t i o n )  f o r  e a c h  s e n s o r  = 0 . 9 0 .  

TO s p e c i f y  i t  lower wou ld  be  t o  s a y  i t  d o e s  n o t  meet NRC g u i d e l i n e s .  
T o  s p e c i f y  a h i g h e r  PD would c a u s e  t h e i r  c u s t o m e r  e x t r a  t e s t i n g .  The 

m a n u f a c t u r e r  i s  e x p e c t e d  t o  p e r f o r m  a c c e p t a n c e  t e s t i n g  u n d e r  s u r v e i l -  

l a n c e  o f  t h e  u t i l i t y .  

The p r e l i m i n a r y  s p e c i f i c a t i o n  t e s t  is t o  g a i n  c o n f i d e n c e  t h a t  s e n s o r s  
a re  w o r k i n g  c o r r e c t l y  b e f o r e  p r o c e e d i n g  w i t h  a n  o f f i c i a l  t e s t .  A 

t e s t  s e q u e n c e  o f  1 0  i n t r u s i o n  t e s t s  is assumed w i t h  a p a s s i n g  score 
o f  a t  l e a s t  9 d e t e c t i o n s  f o r  e a c h  s e n s o r .  
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Tab le  B-1 
ESTIMATED TIME REQUIREMENTS 

T i m e ,  P l inu tes  

Number of Laye r s  
1 2 3 

P r e  T e s t  C o o r d i n a t i o n  

!I I n t r u d e  r I' 
'I 0 b s e r ve r I' 

CAS O p e r a t o r  

SAS O p e r a t o r  

T e s t  

" I n t r u d e r "  

'I O b  se r v e r  I' 
CAS O p e r a t o r  

S A S  O p e r a t o r  

P o s t  T e s t  C o o r d i n a t i o n  

1 n t r u de r 'I 
0 bs e r ve r I' 

CAS Operator 
SAS O p e r a t o r  

R e s t  

I n t r u d e  r " 
0 b s e r ve r " 

R e p o r t i n g / A n a l y s i s  

B-3 

2 2 2 

2 2 2 

1 1 1 
1 1 1 

3 4 5 

3 4 5 

3 4 5 

3 4 5 

2 3 4 
2 3 4 
1 1.5 2 

1 1 . 5  2 

2 3 4 
2 3 4 

2 3 4 

30 4 0  50  



T a b l e  B-2 

ASSUMED PERSONNEL TIME FOR OTHER TASKS 

T r a v e l  t o / a n d  f r o m  T e s t  S i t e  

I' I n t r u d e r  " 
" 0 b s e r ve  r 'I 
Repa i rman  (On D u t y )  

Repa i rman  (On C a l l )  

Guard Answer ing  A l a r m  

I n v e s t i g a t i n g  A l a r m  

S y s t e m  Checkou t  
Repa i rman  (1 l a y e r )  

( 2 l a y e r s )  
( 3  layers) 

Repa i r  S y s t e m  (1, 2 ,  o r  3 l a y e r s )  

F a i l u r e  Report 

Time/Mi nu t e  s 

1 0  

1 0  
1 0  

6 0  

3 

15 

30 

3 5  
4 0  

6 0  

1 5  

The o f f i c i a l  s p e c i f i c a t i o n  t e s t  is as sumed  t o  c o n s i s t  o f  a t e s t  se- 

q u e n c e  o f  30 i n t r u s i o n  t es t s  w i t h  a p a s s i n g  score o f  a t  l e a s t  27 d e -  

t e c t i o n s  f o r  e a c h  s e n s o r .  
p o i n t  es t imates  o f  PD a re  deemed s u f f i c i e n t .  

Note t h a t  f o r  t h e  s p e c i f i c a t i o n  t es t s ,  

The p r e l i m i n a r y  p r o b a b i l i t y  o f  d e t e c t i o n  t e s t  i s  t o  g a i n  c o n f i d e n c e  

t h a t  t h e  o f f i c i a l  t e s t  can be  p a s s e d .  T h i s  t e s t  s h o u l d  d e m o n s t r a t e  

t h a t  a l l  i n d i v i d u a l  s e n s o r s  c a n  make c o n t r i b u t i o n s  a d e q u a t e  t o  g i v e  

a s e g m e n t  PDL0.90. 

v e r i f i e d  t o  a c o n f i d e n c e  l e v e l  o f  7 5 % .  

The r e q u i r e d  s e n s o r  PD c o n t r i b u t i o n s  a r e  t o  b e  

The o f f i c i a l  PD t e s t  is to  d e m o n s t r a t e  a segmen t  PD o f  a t  l e a s t  0 . 9 0  

w i t h  95% c o n f i d e n c e  as pe r  t h e  NRC g u i d e l i n e s .  

~ l l  i n i t i a l  t e s t i n g  i s  as sumed  t o  be  d o n e  d u r i n g  r e g u l a r  w o r k i n g  

h o u r s .  
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B.2.0 SINGLE LAYER SYSTEM 

The s i n g l e  s e n s o r  example is a 3 wire f r e e  s t a n d i n g  E - f i e l d  f e n c e .  

B.2.1 PARAMETERS FOR ANALYSIS 

The f o l l o w i n g  cos t  and p e r f o r m a n c e  p a r a m e t e r s  a r e  assumed.  

1. Hardware f o r  16 s e g m e n t s  cos t  $67 ,500 .  

2. I n s t a l l a t i o n  Cost $36 ,700 .  

3. Annual  O p e r a t i n g  Costs a r e  $15,500.  

4 .  The P r o b a b i l i t y  o f  D e t e c t i o n  PD = 0.90  f o r  e a c h  s e g m e n t .  

5.  The u n p r o c e s s e d  f a l s e  alarm r a t e  FAR = 1 0  p e r  d a y .  

6 .  N u i s a n c e  alarm d u r a t i o n  t = 1 / 4  s e c o n d .  

7 .  I n t e g r a t i o n  t i m e  = 1 s e c o n d  

8.  Guards  m u s t  r e s p o n d  t o  a n y  segment  f a i l u r e  and r e m a i n  

t h e r e  u n t i l  t h e  segment  h a s  b e e n  r e s t o r e d  t o  n o r m a l  

o p e r a t i o n  and t e s t e d .  

9. Segment  MTBF = 3 0 , 0 0 0  h o u r s  

10.  Repai rman m u s t  b e  on c a l l  24 h o u r s  per d a y .  

B . 2 . 2  TEST T R I A L  SEQUENCES 

The s y s t e m  t e s t  f l o w  i s  diagrammed i n  F i g u r e  B-1 .  F o r  a s i n g l e  l a y e r  
s y s t e m  t h e  t i m e s  r e q u i r e d  f o r  p r e l i m i n a r y  and  o f f i c i a l  s p e c i f i c a t i o n  

t e s t  sequences, p r e l i m i n a r y  and  o f f i c i a l  p r o b a b i l i t y  of d e t e c t i o n  

t e s t  s e q u e n c e s ,  n o r m a l  and emergency  c h e c k o u t s ,  normal  and  emergency  

r e p a i r s  , o p e r a b i l i t y  t e s t  s e q u e n c e ,  and q u a r t e r l y  t e s t  s e q u e n c e s  a re  
o u t l i n e d  i n  Tables B-3 t h r o u g h  T a b l e  B-4. T h e s e  da t a  w i l l  be 

combined w i t h  o t h e r  factors  t o  g i v e  i n i t i a l  a n d  a n n u a l  costs .  

B.2.2.1 PRELIMINARY PROBABILITY OF DETECTION TEST SEQUENCE 

T h i s  p r e l i m i n a r y  t e s t  e s t a b l i s h e s  t h a t  t h e  o n e  l a y e r  s y s t e m  h a s  a PD 

= 0 .90  w i t h  7 5 %  c o n f i d e n c e .  
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T a b l e  B-3 

PRELIMINARY SPECIFICATION TEST SEQUENCE 

SINGLE LAYER 

NUMBER OF MAN MINUTES 

OF TESTS PER TEST 

NUMBER OF MEN OR TRIPS ( O R  TRIP)  

TESTING 

TRAVEL 2 

10 
1 

3 0  

20 

TOTAL 

MAN 

M I  NUT ES 

30  0 

2 0  

3 2 0  
- 

Cost a t  2 0 . 0 0 / h o u r  = $106 .67  

T a b l e  B-4 

OFFICIAL SPECIFICATION TEST SEQUENCE 

TOTAL 

NUMBER OF NUMBER OF MAN MINUTES MAN NUMBER OF 

MEN TRIPS TESTS PER TEST MINUTES 

TEST I NG 

TRAVEL 2 
3 0  

1 
3 0  90 0 

20  20 

920  
- 

Cost a t  $ 2 0 . 0 0 / h o u r  = $306 .67 .  

T a b l e  B-5 

P r e l i m i n a r y  P r o b a b i l i t y  of D e t e c t i o n  T e s t  S e q u e n c e  

TOTAL 

MAN MINUTES MAN 

NUMBER OF TESTS PER TEST M I  NUT ES  

TEST1 NG 23 .3  3 0  70 0 

20  TRAVEL 

720  
- 

C o s t  of a P r e l i m i n a r y  PD t e s t  sequence  a t  $ 2 0 . 0 0 / h r .  = $240 .00  
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T a b l e  B-6 

O f f i c i a l  P r o b a b i l i t y  of Detect ion T e s t  S e q u e n c e  

RESPONSIBILITY? I I 
I 
I 

T r a v e l  t o / f r o m  S i t e  

'I I n t r u d e r "  

Obse r v e  r 'I 

REPONSIBILITY? - 
I 

T e s t i n g  

- 
OFFICIAL 

PO 
TEST 

TOTAL 

MINUTES MAN EXPECTED NUMBER 
OF TESTS PER TEST MINUTES 

35.03 

10 
10 

30 

1 0  

10 

1 0 5 1  

1 0 7 1  

The t e s t  s e q u e n c e  r e q u i r e s  17.85 man h o u r s  @ $ 2 0 / h o u r  

T e s t  S e q u e n c e  C o s t  = $357.00 

INITIAL SYSTEM TEST FLOW 

INSTALL LF=l 
SPECIFICATION I T:ST 1 

t 

OFFICIAL 
SPECIFICATION 

PASS? QL 
i 
I 
I 

I REPAIR I 
I 

I I 
I 

Q Figure B-l 

B-7 
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The t e s t  s e q u e n c e  i s  p a t t e r n e d  a f t e r  t h e  NRC Guide  5 . 4 4  t e s t .  F i r s t  

1 3  tests are c o n d u c t e d ;  i f  a l l  1 3  a re  s u c c e s s f u l ,  t h e  s e n s o r  p a s s e s ;  
i f  less t h a n  11 pass t h e  s e n s o r  h a s  f a i l e d .  O t h e r w i s e  1 3  more t e s t s  
are c o n d u c t e d .  A t  t h i s  p o i n t ,  i f  25 s u c c e s s e s  ( o u t  o f  26 t e s t s )  h a v e  

a c c u m u l a t e d ,  t h e  s e n s o r  passes. I f  2 3  o r  f e w e r  s u c c e s s e s  a r e  r e c o r d -  

e d ,  t h e  sensor  f a i l s .  O t h e r w i s e  1 2  more t e s t s  are r u n .  I f  t h e  cumu- 
l a t i v e  score is  36 successes o u t  o u t  of 38 t es t s ,  t h e  s e n s o r  p a s s e s .  
If  less  t h a n  36 s u c c e s s e s  a r e  r e c o r d e d ,  t h e  s e n s o r  f a i l s .  A n a l y s i s  

shows t h a t  i f  PD = 0.90 t h e  e x p e c t e d  number of  t e s t s / s e q u e n c e  i s  23.3 

and  t h e  e x p e c t e d  cost  is shown i n  T a b l e  B-5. 

B.2.2.2 OFFICIAL PROBABILITY OF DETECTION SEQUENCE ( P D  = . 9 0 )  

The NRC p r o b a b i l i t y  of d e t e c t i o n  t e s t  s e q u e n c e  is a n a l y z e d  a s s u m i n g  

t h a t  t h e  s y s t e m  i s  o p e r a t i n g  p r o p e r l y  w i t h  a s i n g l e  l a y e r  and PD = 

0.90. I f  t h e  NRC example i s  f o l l o w e d ,  35 .03  tests w i l l  be r e q u i r e d  

per t e s t  s e q u e n c e  w i t h  a n  e x p e c t e d  0.1384 p r o b a b i l i t y  o f  p a s s i n g .  
Time i n  man m i n u t e s  fo r  a t e s t  s e q u e n c e  i s  g i v e n  i n  T a b l e  B-6. 

B.2.3 INITIAL TEST COSTS 

T e s t  costs are summarized i n  T a b l e  B-7. Checkout  and r e p a i r  cos t s  
are l i s t e d  i n  T a b l e  B-8 a n d  T a b l e  B-9. 

B.2.4 OPERABILITY TESTING SEQUENCES AND COSTS 

O p e r a b i l i t y  t e s t i n g  b e g i n s  w i t h  1 t e s t  p e r  segment  per  week a n d  
f o l l o w s  t h e  s y s t e m  f l o w  o f  F i g u r e  B-2. 

The cost o f  one  w e e k ' s  t e s t i n g  is i n  T a b l e  B-10 and  T a b l e  B-11. 
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Each week 1 0 %  or  1 . 6  segments  w i l l  be e x p e c t e d  t o  f a i l  t h e  i n i t i a l  
t e s t  or  8 3 . 2  s e g m e n t s / y e a r .  S u b s e q u e n t l y  9 more t e s t s  w i l l  be per- 

f o r m e d  on e a c h  of t h e s e  s e g m e n t s  w i t h  t h e  cos t  per s e g m e n t  shown  i n  

T a b l e  B-11. 

A 

U n i t  t e s t  s e q u e n c e s  a n d  costs  a re  g i v e n  i n  T a b l e  B-12. 

T a b l e  B-7 

INITIAL TEST COSTS 

1 L a y e r  

PRELIMINARY 

SPEC I F I C  AT I ON 

T ESTI NG/CH EC KOUT 

CALLS 

OFFICIAL 

SPECIFICATION 

TESTING/CHECKOUT 

CALLS 

PRELIMINARY PD 

TEST CH EC KOUT 

CALLS 

OFFICIAL PD 

T EST I NG CH EC KOUT 

CALLS 

TOTAL COST/SEGMENT 

COST FOR 1 6  SEGMENTS 

EXPECT ED COST PER 

PROBAB I L I  TY S EQUENCE S SEQUENCE 

OF PASSING OR CALLS OR CALL 

, 7 3 6 1  1 . 3 5 8 5  $ 1 0 6 . 6 7  

. 3 5 8 5  4 5 . 0 0  

TOTAL 

$ 1 4 4 . 9 1  

1 6 . 1 3  

.6474  1 . 5 4 4 5  306 .67  473 .67  

. 5 4 4 5  45 .00  24 .50  

.4032  2 .4804  2 4 0 . 0 0  5 9 5 . 3 0  

1 . 4 8 0 4  45 .00  6 6 . 6 2  

.1384  7 . 2 2 4  

6 .224  

375 .00  2 5 7 8 . 9 9  

45 .00  2 8 0 . 0 8  

$ 4180 .20  

$ 6 6 , 8 8 3 . 2 0  



T a b l e  B-8 

NORMAL CHECKOUT 

C h e c k o u t  T i m e  (1 L a y e r )  

G u a r d s  ( 2 )  

T r a v e l  3 Men 

'I F a  i 1 u r  e Rep0 r t  

Cost  per  Cycle  a t  $ 2 0 . 0 0 / H o u r  = $ 4 5 . 0 0  

NORMAL REPAIR 

C h e c k o u t  T i m e  (1 L a y e r )  

G u a r d s  ( 2 )  

Repair 

T r a v e  1 

F a i l u r e  Report 
Cost a t  $ 2 0 . 0 0 / H o u r  = $ 1 0 5 . 0 0  

P a r t s  C o s t  

Cos t / S c h e d u l e d  Repair Cycle  

TIME 

MAN 

MINUTES 

3 0  

6 0  

30  

1 5  

135  
- 

3 0  

18 0 

6 0  

3 0  

1 5  
3 1 5  
- 

- 200.00 

$ 3 0 5 . 0 0  
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T a b l e  B-9 

EMERGENCY CHECKOUT 

TIME 

MAN 

NUMBER OF MEN MINUTES 

Response Time ( f o r  r e p a i r i n g )  

T r a v e l  

T e s t  Time (1 L a y e r )  

Guard  T ime  ( 2  x 100) 
Report 

2 

E m e r g e n c y  C h e c k o u t  C o s t  @ $ 2 0 . 0 0 / h o u r  = $ 1 0 5 . 0 0  

EMERGENCY REPAIR 

Response Time 

T r a v e l  

T e s t  Time (1 L a y e r )  

Repair  Time 

Guard Time ( 2  x 1 6 0 )  

Report 

Emergency  R e p a i r  Time @ $ 2 0 . 0 0 / h o u r  

P a r t s  

T o t a l  E m e r g e n c y  Repair Cost  = $365 .00  

6 0  

1 0  

30  

20 0 
1 5  

3 1 5  
- 

6 0  

1 0  

3 0  

6 0  

3 2 0  

1 5  
49  5 

$165  

- 

$ 2 0 0  



T r a n s p o r t a t i o n  
I' I n t r u d e  r II 
0 b se rve  r 11 

T e s t i n g  T i m e  

T o t a l  T i m e  

T a b l e  B-10 

WEEKLY TESTING 

TIME 

MAN 

MINUTES 

1 0  m i n .  x 1 6  s e g m e n t s  

1 0  m i n .  x 1 6  s e g m e n t s  
3 0  m i n .  x 1 6  s e g m e n t s  

1 6  0 

1 6  0 
4 8 0  

8 0 0  
- 

13.33 m a n h o u r s  x $ 2 0 / h o u r  = $ 2 6 6 . 6 7  per  week 
F o r  5 2  weeks t h e  o p e r a b i l i t y  t e s t i n g  w i l l  cos t :  $ 1 3 , 8 6 6 . 6 7  

T a b l e  B-11  

WEEKLY RETEST COST 

TIME 

MAN 

MINUTES 
T r a v e l / t o / f r o m  

I' O b  se r v e  r 
I' I n t r u d e r  I' 

T e s t  T i m e  30 x 9 

4 . 8 3  m a n h o u r s  @ $ 2 0 / h o u r  = $ 9 6 . 6 7  per  s e g m e n t  

T h e  cost  f o r  8 3 . 2  s e g m e n t s / y e a r  is $ 8 0 4 2 . 6 7  

B-12 

1 0  

1 0  

2 7 0  
290 
- 



TEST 

TRAVEL 

T a b l e  B-12 

OPERABILITY TEST SEQUENCE (1st  T e s t )  

PD = 0 .90  

S i n g l e  T e s t  

30 

2 x 1 0  

TIME 

MAN 

MINUTES 

30 

20 

50 
- 

Cost of One T e s t  @ $ 2 0 . 0 0 / h o u r  = $16 .67  

OPERABILITY TEST ( F o l l o w i n g  9 T e s t s )  

TESTING 

TRAVEL 

NUMBER NUMBER MINUTES 

OF MEN OF TESTS PER TEST 

9 30  

2 1 0  

TIME 

MAN 

MINUTES 

27 0 

20 

290 
- 

C o s t  of 9 T e s t s  S e q u e n c e  @ $ 2 0 . 0 0 / h o u r  = $96 .67  

QUARTERLY TEST SEQUENCE ( 1 0  T e s t s )  

TIME 

NUMBER MINUTES NUMBER MAN 

OF MEN PER TEST OF TESTS MINUTES 

TESTING 1 0  30 300 

20  

3 2 0  
- TRAVEL 2 1 0  

C o s t  of 1 0  t e s t  sequence  @ $ 2 0 . 0 0 / h o u r  = $ 1 0 6 . 6 7  
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WEEKLY OPERABILITY TEST 

7 

5 ADDIT IONAL 
T E S T S  

OPERATIONAL 
S Y S T E M  

SINGLE 

, 

- 
4 

4 

1 
I 

~ 

F i g u r e  B-2 

CHECK A N D  
REPAIR NO 

A f t e r  a 9 t e s t  s e q u e n c e ,  i t  is e x p e c t e d  t h a t  9 s u c c e s s e s  wou ld  be 

s c o r e d  i n  38.74% of t h e  cases.  I n  t w o  t h i r d s  of t h e s e  cases o f  9 o u t  
of 9 ,  t h e  s e g m e n t  w i l l  s t i l l  be  i n  c o m p l i a n c e .  I n  a l l  o t h e r  cases 
t h e  r e p a i r m a n  w i l l  be  c a l l e d  o u t  a n d  t h e  l o n g  t e s t  s e q u e n c e  w i l l  b e  
p e r f o r m e d  a g a i n .  C o m p u t a t i o n  i n d i c a t e s  t h a t  25.83% of s e g m e n t s  w i l l  
be  i n  c o m p l i a n c e .  T h i s  means t h a t  f o r  61.71 s e g m e n t s  e a c h  y e a r ,  

r e q u a l i f i c a t i o n  t e s t i n g  mus t  b e  p e r f o r m e d .  

NO 

A l l  t h a t  h a s  b e e n  d i s c u s s e d  so f a r  h a v e  b e e n  i n i t i a l  a n d  o p e r a b i l i t y  
t e s t i n g  cos ts  o n  a w o r k i n g  s y s t e m  t h a t  meets ( m a r g i n a l l y )  t h e  recom- 
m e n d a t i o n s  o f  NRC R e g u l a t o r y  G u i d e  5.44 ( P D  = 0.90 w i t h  95% c o n f i d e n c e ) .  

I n  a y e a r ’ s  o p e r a t i o n  of 16 s e g m e n t s  a t o t a l  o f  8766 x 1 6  o r  140,256 

P R E L I M I N A R Y  
PO T E S T  
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h o u r s  o f  o p e r a t i o n  w i l l  b e  i n c u r r e d .  I f  e a c h  s e g m e n t  h a s  a n  MTBF o f  

3 0 , 0 0 0  hour s ,  4 . 6 7 5  se rv ice  c a l l s  p e r  y e a r  would be expected. 
s i m p l i c i t y  5 c a l l s  w i l l  be assumed of w h i c h  4 a r e  e m e r g e n c y  a n d  1 
n o r m a l .  S y s t e m  f l o w  f o r  t h e  r e p a i r  c y c l e  is g i v e n  i n  F i g u r e  B-3. 

For 

B . 2 . 5  QUARTERLY T E S T I N G  

N o r m a l l y  t h e  q u a r t e r l y  t e s t i n g  o f  16  s e g m e n t s  wou ld  requi re  6 4  t e s t s .  
S i n c e  e x t e n s i v e  t e s t i n g  i s  r e q u i r e d  o n l y  e v e r y  93  d a y s ,  t h e  t e s t i n g  

p e r f o r m e d  b e c a u s e  o f  e q u i p m e n t  f a i l u r e s  and t y p e  I errors s h o u l d  
r e d u c e  t h e  r e q u i r e m e n t s  f o r  q u a r t e r l y  t e s t i n g .  The s y s t e m  f l o w  f o r  

q u a r t e r l y  t e s t i n g  i s  shown i n  F i g u r e  B-4 .  

B.2.6 SINGLE LAYER COSTS 

The f a i l u r e s  w i l l  occur a t  random t i m e s  wh ich  a re  u n i f o r m l y  d i s t r i -  

b u t e d  a f t e r  a s c h e d u l e d  t e s t .  Thus  t h e  u n s c h e d u l e d  t e s t i n g  wou ld  be 

e x p e c t e d  t o  o c c u r  o n  a n  a v e r a g e  ha l f -way  b e t w e e n  s c h e d u l e d  t es t s .  The 

u n s c h e d u l e d  t e s t i n g  would i n i t i a t e  a new 93  d a y  p e r i o d .  T h e r e f o r e ,  i t  

is  assumed t h a t  o n e  s c h e d u l e d  t e s t  w i l l  be d r o p p e d  f o r  e v e r y  2 un- 

s c h e d u l e d  t e s t s  t h a t  o c c u r .  F o r  66 u n s c h e d u l e d  t e s t s ,  t h e  r e d u c t i o n  
i n  r e q u i r e d  s c h e d u l e d  r e q u a l i f i c a t i o n  t e s t s  would be f r o m  64 t o  31 .  

N o w  t o t a l  c o s t s  c a n  b e  drawn as  shown i n  T a b l e  B - 1 3 ,  T a b l e  B - 1 4 ,  
Table  B-15,  and Table  B - 1 6 .  

B . 3 . 0  TWO LAYER SYSTEM 

The s e c o n d  s y s t e m  t o  be a n a l y z e d  h a s  t w o  s e n s o r  l a y e r s .  To t h e  3 wire 
f r e e  s t a n d i n g  E - f i e l d  f e n c e  i s  added  a n  e l e c t r e t  f e n c e  s e n s o r .  

B . 3 . 1  PARAMETERS FOR ANALYSIS 

The f o l l o w i n g  cos t  a n d  p e r f o r m a n c e  parameters a r e  assumed:  
1. Hardware f o r  1 6  s e g m e n t s  cos t  $ 1 0 9 , 7 0 0 .  
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2. 

3. 

4. 

5. 

6 .  

7.  

8 .  

9. 

10. 

I n s t a l l a t i o n  Cost $ 4 3  , 000 .  
Annual  O p e r a t i n g  Costs $20 ,700 .  

The P r o b a b i l i t y  o f  D e t e c t i o n  PD = 0 . 9 5  i f  b o t h  l a y e r s  a r e  
w o r k i n g ,  PD = 0.90  f o r  e i t h e r  l a y e r  by  i t s e l f .  

The u n p r o c e s s e d  f a l s e  alarm r a t e  FAR = 1 0  per  d a y .  

N u i s a n c e  alarm d u r a t i o n  t = 1 / 4  s e c o n d .  

I n t e g r a t i o n  t i m e  = 1 s e c o n d .  

G u a r d s  m u s t  r e s p o n d  t o  a n y  s i n g l e  l a y e r  f a i l u r e  i n  

a n y  s e g m e n t  and r e m a i n  t h e r e  as g u a r d s  o r  " i n t r u d e r  

and  o b s e r v e r "  u n t i l  t h e  s e g m e n t  h a s  b e e n  r e s t o r e d  

t o  norma l  o p e r a t i o n s  and t e s t e d .  

Segment  MTBF = 1 5 , 0 0 0  h o u r s  ( i . e .  3 0 , 0 0 0  h o u r s  f o r  

e a c h  l a y e r .  ) 

Repa i rman  m u s t  b e  o n  c a l l  24 h o u r s  per d a y .  

REPAIR CYCLE 

v I 
POST 

GUARDS 
I 

I 
m 

*i MODE OK? 

EMERGENCY 

PO TEST 

SCHEDULED 
REPAIR 

PRELIMINARY 
t 

_1 PO TEST 
1 

~ 

RELEASE 
GUARDS 

YES - 
/ 

OFFICIAL 
PO TEST 

OFFICIAL 
PO TEST 

F i g u r e  B-3 
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QUARTERLY TIEST 
OPERATIONAL 

SYSTEM 

PERFORM 
10 TESTS 

t 

L 

CHECK 
AND REPAIR 

PRELIMINARY 
PO TEST 

I 

OFFICIAL 
PO TEST 

F i g u r e  B-4 
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Operability Testing 

First Test 

9 Test Follow Up 

Requalification Testing 

D Preliminary P 
Testing 
Normal Checkout 
Emergency Checkout 

Official PD 
Testing 
Normal Checkout 
Emergency Checkout 

Cost Per Segment Per Week 

Cost Per Segment Per Year 

Cost Per Year f o r  16 Segments 

Segments Requalified Per Yehr 61.71 

OPERABILITY TESTING 

PROBABILITY PROBABILITY EXPECTED COST/ TOTAL 
OF SEQUENCES SEQUENCE OF TEST 

(OR CALL) PASSING OR CALLS OR CALL 

10 Test Sequence 

Requalification Testing 

Preliminary P D 
Normal Checkout 

Emergency Checkout 

Offical PD 
Normal Checkout 
Emergency Checkout 

1 Segment Test 

64 Segment Tests 
31 Segment Tests* 

Table B-13 

1 .900 1 $16.67 $16.67 

.1 .2583* .1 96.67 9.67 

.a7417 
,01854 
.0556 

.07417 

.01854 

.0556 

.4032 

.1384 

Table B-14 

.1840 $240.00 $44.15 

.04500 45.00 2.07 

.13798 100.00 13.79 

'2UARTERLY T E S T I N G  COSTS 

PROBA- 
B I L I T Y  P ROB A- 

B I L I T Y  O F  
O F  T E S T  

OR CALL PASSING 

.60696 1 

,53582 $357.00 $191.29 
.11541 45.00 5.19 
,34623 100.00 34.62 

$317.45 

$ 16,507.40 

$264,118.40 

.39304 .4032 

.09826 

.29478 

.39304 

.09826 

.29478 

.1384 

EXPECTED 
NUMBER O F  COST/ 
SEQUENCES SEQUENCE 

1 106. 67 

97491 240.00 

2437 45.00 

7312 100.00 

2.8393 357.00 

.6116 45.00 

1,8347 100.00 

TOTAL 

106.67 

233.98 
10.97 

73.12 

1013.64 
27.52 

183.47 

1649.37 

105,259.68 
51,130.47 

*Since 66 unscheduled requalification tests performed only 31 of  the 64 quarterly tests actually 
were required. 
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Normal Repair 

Emergency Repair 

Requalification Testing 

Preliminary PD Testing 

Normal Checkout 

Emergency Checkout 

Offical PD Tes t ing  
Nu-mal C h e c k o u t  

Emergency Checkout 

Repair Related Costs/Year 

for 1 6  Segments 

Repair Related Costs/ 

Segmentslyear 

T a b l e  B-15 

REPAIR RELATED COSTS 

EXPECTED 
NUMBER 

NUMBER OF PROBABILITY SEQUENCES 
SEGMENTS OF PASSING OR CALLS 

1 
L 

.4032 

.1384 

h 

1 2 . 4 0  

.48  

5 . 9 2  

3 6 . 1 2  

6 .224  

24 .E96 

T a b l e  B-16 

COST OF A SINGLE LAYER SECURITY SYSTEM 

I n i t i a l  I n v e s t m e n t :  

COST/CALL 
OR SEQUENCE 

3 0 5 . 0 0  

360 .00  

2 4 0 . 0 0  

4 5 . 0 0  

100.00  

357 .OO 

4 5 . 0 0  

100.00  

3 Wire E - F i e l d  Fence 
Hardware 

I n s  t a1 l a  t i o n  
I n i t i a l  T e s t i n g  

Annual  Costs:  

O p e r a t i n g  C o s t  

Repair R e l a t e d  Costs 

O p e r a b i l i t y  T e s t i n g  

Q u a r t e r l y  S c h e d u l e d  T e s t i n g  

6 7 , 5 0 0  

36 ,700  

6 6 , 8 8 3  

1 7 1 , 0 8 3  

1 5  , 500  

2 1 , 0 4 5  

26 4 , 118 

51 ,130  

351,793 

TOTAL 

305 .00  

1440 .00  

2 9 7 6 . 5 0  

66 .62  

592.17 

12694 .84  

280 .08  

2 4 8 9 . 6 0  

2 1 . 0 4 4 . 8 1  

1 , 3 1 5 . 3 0  



B.3.2 TEST TRIAL SEQUENCES 

F o r  a two l a y e r  s y s t e m  t h e  t i m e s  r e q u i r e d  f o r  p r e l i m i n a r y  and  o f f i c i a l  
s p e c i f i c a t i o n  t e s t  s e q u e n c e s ,  p r e l i m i n a r y  a n d  o f f i c i a l  p r o b a b i l i t y  of 
d e t e c t  i o n  t es t  s e q u e n c e s ,  normal  and emergency  c h e c k o u t s  , normal  and  
emergency  repairs ,  o p e r a b i l i t y  t e s t  s e q u e n c e ,  a n d  q u a r t e r l y  t es t  
s e q u e n c e s  are  o u t l i n e d  below. These  d a t a  w i l l  be combined w i t h  o t h e r  
f a c t o r s  t o  g i v e  i n i t i a l  and  a n n u a l  costs. 

B.3.2.1 PRELIMINARY PROBABILITY OF DETECTION TEST SEQUENCE 

T h i s  p r e l i m i n a r y  t e s t  e s t a b l i s h e s  t h a t  e a c h  l a y e r  h a s  a 0.80 probabil-  

i t y  o f  d e t e c t i o n  w i t h  7 5 %  c o n f i d e n c e .  T h i s  i s  s u f f i c i e n t  t o  s u p p o r t  
a s y s t e m  p r o b a b i l i t y  of d e t e c t i o n  of over 0 .90  when t h e  2 s e n s o r s  are 

c o n n e c t e d  i n  a n  "AND MOSTLY" c o n f i g u r a t i o n .  However, i t  w i l l  be  
assumed t h a t  t h e  i n d i v i d u a l  s e n s o r s  a c t u a l l y  meet PD = 0.90  a n d  t h e  
t w o  l a y e r s  t o g e t h e r  a c t u a l l y  meet 0.95. 

T h i s  t e s t  s e q u e n c e  is a l so  p a t t e r n e d  a f t e r  t h e  NRC t e s t .  F i r s t  7 

t e s t s  are c o n d u c t e d ;  i f  a l l  7 a re  s u c c e s s f u l  o n  b o t h  s e n s o r s ,  b o t h  
s e n s o r s  pass.  I f  a t  l e a s t  6 a r e  s u c c e s s f u l  o n  b o t h  s e n s o r s ,  s i x  more 
tests a re  c o n d u c t e d  o n  t h e  s e n s o r  o r  s e n s o r s  t h a t  h a v e  n o t  y e t  p a s s e d .  
A t  t h e  end  of 1 3  t e s t s ,  a n y  s e n s o r  which  h a s  1 2  s u c c e s s e s ,  passes.  

T e s t i n g  c o n t i n u e s  if 11 s u c c e s s e s  h a v e  b e e n  r e c o r d e d .  The f i n a l  6 

t es t s  c o m p l e t e  t h e  s e q u e n c e .  A t  t h e  end o f  1 9  t es t s  t h e  p r o b a b i l i t y  
t h a t  b o t h  s e n s o r s  pass i s  0.55658. The t e s t  s e q u e n c e s  a re  summarized 
i n  T a b l e  8-17, T a b l e  B-18, and T a b l e  B-19. 

B.3.2.2 O F F I C I A L  PROBABILITY OF DETECTION SEQUENCE 

The NRC p r o b a b i l i t y  o f  d e t e c t i o n  t e s t  s e q u e n c e  is a n a l y z e d  f o l l o w i n g  , 
a s s u m i n g  t h a t  t h e  s y s t e m  i s  o p e r a t i n g  p r o p e r l y  w i t h  2 l a y e r s  a n d  t h e  
a c t u a l  t w o  l a y e r  P D  = 0.95  a f t e r  p r o c e s s i n g .  
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TEST1 NG 

TRAVEL 

T a b l e  B-17 

PRELIMINARY SPEC1 FICAT I O N  TEST SEQUENCE 

NUMBER MAN MINUTES 

NUMBER OF TESTS PER TEST TOTAL 

OF MEN OR TRIPS OR TRIP MAN MINUTES 

1 0  40 400 

20  

420  
- 2 1 20 

C o s t  a t  2 0 . 0 0 / h o u r  = $140 .00  

F o l l o w i n g  t h e  NRC example,  38 .59  t e s t s  w i l l  be r e q u i r e d  per  t e s t  

s e q u e n c e  w i t h  a n  expected 0 .5742  p r o b a b i l i t y  of p a s s i n g .  

Time i n  m i n u t e s  €or  a t e s t  s e q u e n c e  is shown i n  T a b l e  B-20. 

T i m e s  €or c h e c k o u t  a n d  r epa i r  a re  shown i n  T a b l e  B-21 a n d  T a b l e  B-22. 

B.3.2.3 OPERABILITY T E S T I N G  SEQUENCE 

Time a n d  cos t  r e s u l t s  are t a b u l a t e d  i n  T a b l e  B-23. 

B.3.3 TWO LAYER COSTS 

I n i t i a l  a n d  o p e r a b i l i t y  t e s t  s e q u e n c e  costs are s u m m a r i z e d  f o r  t w o  
l a y e r  t e s t i n g  i n  T a b l e  B-24 and T a b l e  B-25. 

B-21 



TESTING 

TRAVEL 

T a b l e  B-18  

OFFICIAL SPECIFICATION TEST SEQUENCES 

NUMBER TOTAL 

NUMBER OF TRIPS MAN MINUTES MAN 

OF MEN OR TESTS PER MINUTES 

30 

2 1 
40 1 2 0 0  

20 20  

1 2 2 0  

Cost a t  2 0 . 0 0 / h o u r  = $ 4 0 6 . 6 7  

Table  B-19 

PRELIMINARY PROBABILITY OF DETECTION TEST SEQUENCE 

TOTAL 
NUMBER NUMBER TIME MAN 

OF MEN OF TESTS PER TEST MINUTES 

TESTING 1 1 . 1 4 0  4 0  4 4 6  

TRAVEL 2 1 0  20 

4 6 6  
- 

Cost of a p r e l i m i n a r y  PD t e s t  s e q u e n c e  a t  $ 2 0 . 0 0 / h o u r  = $ 1 4 8 . 6 7 .  

I n  a y e a r ' s  o p e r a t i o n  o f  1 6  s e g m e n t s  w i t h  2 l a y e r s ,  a t o t a l  of 2 x 

8 7 6 6  x 1 6  o r  2 8 0 ,  5 1 2  h o u r s  of o p e r a t i o n  w i l l  be i n c u r r e d .  I f  e a c h  

l a y e r  o f  e a c h  s e g m e n t  h a s  a n  MTBF of 3 0 , 0 0 0  h o u r s ,  9 . 3 5  s e r v i c e  
c a l l s / y e a r  c a n  be e x p e c t e d .  F o r  s i m p l i c i t y ,  1 0  c a l l s  w i l l  b e  a s s u m e d .  

Mak ing  t h e  same a s s u m p t i o n s  as f o r  a s i n g l e  l a y e r  t h e  1 0  t e s t s  
f o l l o w i n g  r epa i r s  a n d  t h e  2 4  t es t s  a f t e r  t y p e  I e r rors  s h o u l d  r e d u c e  

t h e  s c h e d u l e d  q u a r t e r l y  tests b y  1 7 .  O n l y  47 t e s t s  w i l l  b e  r e q u i r e d .  
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T a b l e  B-20 

OFFICIAL PROBABILITY OF DETECTION SEQUENCE 

EXPECT ED TOTAL 

NUMBER TIME MAN 

OF TESTS PER TEST MINUTES 

T r a v e l  t o / f r o m  s i t e  
I n t r u d e r "  

I' 0 b s e r ve r 'I 
T e s t i n g  38.59 

1 0  

1 0  

1 5 4 4  

1564  

1 0  

1 0  

40 

26.07 manhours  @ $ 2 0 / h o u r  = $521 .33  

T a b l e  B-21 

NORMAL CHECKOUT 

( 2 L a y e r s  ) 

C h e c k o u t  Time 

G u a r d s  ( 2 )  

T r a v e l  3 Men 

Report  

3 5  

70 

30 

1 5  - 
1 5 0  m i n u t e s  

Cost o f  N o r m a l  C h e c k o u t  C! 2 0 . 0 0 / h o u r  = $50.00 

NORMAL REPAIR 

( 2 l a y e r s )  

C h e c k o u t  Time 

Repair 

G u a r d s  ( 2 )  
T r a v e  1 
F a i l u r e  Report 

3 5  

60 

190  

30 

1 5  - 
330 m i n u t e s  

Cost a t  20 .OO/hour = $110 

2 0 0  P a r t s  = - 
Costs of a N o r m a l  Repair  = $310 
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T a b l e  B-22 

EMERGENCY CHECKOUT 

( 2 l aye r s )  

R e s p o n s e  Time 60  

T r a v e l  1 0  

T e s t  Time 2 L a y e r s  35  

G u a r d  Time ( 2 )  2 1 0  

Report - 1 5  

330 m i n u t e s  

Cost of Emergency  C h e c k o u t  @ 2 0 . 0 0 / h o u r  = $110  

EMERGENCY REPAIR 

( 2  l a y e r s )  

R e s p o n s e  Time 
T r a v e l  

T e s t  T i m e  

Repair Time 

Guard  Time 

Report 

T o t a l  Time 

Emergency  Repair Time @ 2 0 . 0 0 / h o u r  = 

P a r t s  

T o t a l  Emergency  Repair Cost 

6 0  
1 0  

35 

6 0  

330  

1 5  - 
510 m i n u t e s  

$170  

200  

$ 3 7 0  

Repair r e l a t e d  cos t s  are g i v e n  i n  T a b l e  B-26 a n d  q u a r t e r l y  t e s t i n g  

cos t s  i n  T a b l e  B-27. C o s t  of o w n e r s h i p  of a t w o  l a y e r  s y s t e m  i s  
g i v e n  i n  T a b l e  B-28. 
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T a b l e  B-23 

OPERABILITY TEST SEQUENCE 

F i r s t  T e s t  T ime  

( 2  l a y e r s )  

TIME MAN NUMBER 

OF MEN PER TEST MINUTES 

40  40  

20  

6 0  

T e s t  

T r a v e l  

T o t a l  T ime  

- 2 1 0  

C o s t  o f  f i r s t  t e s t  @ 2 0 . 0 0 / h o u r  = $20 .00  

9 T e s t s  

MAN 

M I N  UTE S 
NUMBER NUMBER TIME 

OF MEN OF TESTS OF TESTS 

T e s t  

T r a v e l  2 

36 0 

20 

38 0 

- - 9 X 40 

1 0  - - - 

C o s t  of 9 Nine  T e s t s  @ 2 0 . 0 0 / h o u r  = $126 .67  

QUARTERLY TESTS 

( 2  l a y e r s )  

S e q u e n c e  1 0  T e s t s  

NUMBER NUMBER TIME MAN 

OF TESTS OF TESTS MINUTES OF MEN 

T e s t i n g  
T r a v e l  2 

T o t a l  T ime  

X 40  - - 400 

2 0  

420  

1 0  
- - 

_c 1 0  

Cost of Q u a r t e r l y  T e s t  @ 2 0 . 0 0 / h o u r  = $ 1 4 0 . 0 0  
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T a b l e  B-24 

INITIAL TESTING 2 L a y e r s  

EXPECTED 
PROBABILITY SEQUENCES COST/CALL TOTAL 
OR PASSING OR CALLS OR SEQUENCE DOLLARS 

P r e l i m i n a r y  S p e c i f i c a t i o n  

T e s t i n g  .54184  
C h e c k o u t  C a l l s  

O f f i c i a l  S p e c i f i c a t i o n  

T e s t i n g  

P r e l i m i n a r y  PD 

E a c h  L a y e r  PD 

0 .80 ,  75% C o n f .  

O f f i c i a l  PD T e s t  

T o t a l  C o s t / S e g m e n t  

C o s t  f o r  1 6  S e g m e n t s  

. 41918  

1 . 8 4 5 6  

8 4 5 6  

2 .3856  

1 . 3 8 5 6  

1 4 0 . 0 0  258 .30  

50  . O O  42 .28  

460 .67  970 .16  

5 0 . 0 0  6 9 . 2 8  

1 . 7 9 6 7  1 4 8 . 6 7  2 6 7 . 1 1  
e7967  5 0  . O O  4 2 . 2 8  

. 5 5 6 5 8  

.5742  

B-26 

1 . 7 4 1 5  5 2 1 . 3 3  907 .90  

.7415  5 0 . 0 0  37 .08  

$ 2 , 5 9 4 . 4 7  

$4  1 , 5 1 1 . 5 2  



T a b l e  B - 2 5  

OPE RAB I LITY TEST1 NG 

( 2  L a y e r s  PD = 0 . 9 5 )  

EXPECTED 
PROBABILITY NUMBER 
OF TEST PROBABILITY SEQUENCES COST/SEQUENCE 
OR CALL OF PASSING OR CALLS OF CALL TOTAL 

First Test 1 .950 1 20 20.00 

9 test followinqs . 0 5  .4202* . 0 5  126.67 6.33 

Requalification 

Test inq 

Preliminary PD Test 

Testing .0290 

Normal Checkout .0072 

Emergency Checkout .0217 

Offical PD Test 

Testing .0290 

Normal Checkout .0072 

Emeraency Checkout.0217 

.55658 

.4742 

Cost per segment per week 

Cost  per seqment Der year 

Cost per year for 16 segments 

Segments requalified per year 24.12 

Normal Repair 

Emergency Repair 

.05209 

.0130 

.0390 

.05049 

.0054 

.0161 

T a b l e  B-26 

REPAIR RELATED COSTS 

EXPECTED 
NUMBER NUMBER 

OF PROBABILITY SEQUENCES 
SEGNENTS OF P A S S I N G  OR CALLS 

2 

8 

Requalification Testing 

Preliminary PD Testing 10 

Normal Checkout 2 

Emergency Checkout 8 

.55658 

Offical PD Testing 10 .3742 

Normal Checkout 2 

Rnergency Checkout 8 

Repair Related Costs Per Year for 16 Searnents 

Repair Related Cost Fer Year Per Senment 

B-2 7 

17.967 

3.59 

14.373 

17.416 

1.483 

5.932 

148.67 
50 

110. 

521.33 

50. 

110 

8.26 

.65 

4.30 

26.32 

.27 

1.77 

67.90 

S 3530.80 

$56492.80 

COST/CALL 
TOTAL OR 
SEQUENCES 

310 620.00 

370 2960.00 

148.67 2671.13 

50 179.67 

110 1581.08 

521.33 9079.24 

50 74.16 

110 652.57 

$17817.85 

$ 1113.62 



10 test sequences 

Requalification 
Testinq 

Preliminary PD 

Normal 

Emergency 

Of€ical PD 

Normal 

Emergency 

1 Segment Test 

6 4  Segment Tests 

4 7  Segment T e s t s  

T a b l e  B-27 

QUARTERLY TESTING COSTS 
( 2  L a y e r s  PD = 0 . 9 5 )  

PROBABILITY PROBABILITY NUMBER 
OF TEST OF P A S S I N G  OF TESTS 

1 .a0882 1 

.19118 

.04780 

.14338 

.19110 

.04780 

.14338 

.55658 .34349 

.08587 

.25762 

.4742 

.33295 

.03545 

.lo632 

COST/ 
SEQUENCE 

140.00 

148.67 

50.00 

110.00 

521.33 

50 

110 

Tab le  B-28 

COST OF A TWO LAYER SECURITY SYSTEM 

I n i t i a l  I n v e s t m e n t :  

3 Wire E - F i e l d  F e n c e :  

Hard  ware 
I n s t  a1 l a t  i o n  

F e n c e  FPS E lec t r e t  
Hard  ware 

I n s t a l l a t i o n  

I n i t i a l  T e s t i n g  

A n n u a l  C o s t :  

O p e r a t i n g  C o s t  E - F i e l d  

Ope r a t i n g  C o s t  E lec t re t  

Repair R e l a t e d  C o s t s  

O p e r a t i o n a l  T e s t i n g  

Q u a r t e r l y  S c h e d u l e d  T e s t i n g  

T o t a l  A n n u a l  Cost: 

B-28  

$ 6 7  I 5 0 0  

3 6 , 7 0 0  

4 2 , 2 0 0  

6 , 3 0 0  

4 1 , 5 1 2  

$ 1 9 4 , 2 1 2  

$ 1 5 , 5 0 0  

5 , 2 0 0  

1 7 , 8 1 8  

5 6  , 493  

1 9 , 3 0 5  

$ 1 1 4 , 3 1 6  

TOTAL 

140.00 

51.07 

4.29 

28.34 

173.58 

1.77 

11.70 

$ 410.15 

$ 26228.00 

$ 19305.25 



B .4.0 THREE LAYER SYSTEM 

The t h i r d  s y s t e m  t o  be ana lyzed  i s  a t h r e e  l a y e r  sys t em.  
to  t h e  3 wire f r e e  s t a n d i n g  E f i e l d  f e n c e  and e l e c t r e t  f e n c e  s e n s o r ,  
a v i d e o  mot ion  d e t e c t o r  is added.  

I n  a d d i t i o n  

B . 4 . 1  PARAMETERS FOR ANALYSIS 

The f o l l o w i n g  cost  and pe r fo rmance  p a r a m e t e r s  are assumed. 

1. 
2 .  

3 .  

4 .  

5. 

6. 

7. 

8. 

9. 

10 

11. 

B.4 .2  

F o r  3 

Hardware f o r  1 6  segment cos ts  
I n s  t a l  l a  t i o n  C o s t  

Annual O p e r a t i n g  Cost 

The P r o b a b i l i t y  o f  D e t e c t i o n  PD = 0.99 i f  a l l  t h r e e  
l a y e r s  a r e  working ,  PD = 0.95 w i t h  2 l a y e r s  working .  
The unprocessed  f a l s e  alarm ra t e  FAR = 1 0  per day.  
Nuisance  alarm d u r a t i o n  t = 1 / 4  s econd .  
I n t e g r a t i o n  t i m e  = 1 second .  
Guards m u s t  r e spond  o n l y  t o  a doub le  o r  t r i p l e  l a y e r  
f a i l u r e .  S i n c e  o n l y  about  11 f a i l u r e s  are expected 

t o  occur d u r i n g  t h e  y e a r ,  o r  l e s s  t h a n  1 f a i l u r e  per 
segment per y e a r ,  i t  is assumed t h e r e  are no doub le  
f a i l u r e s .  
Segment MTBF's by l a y e r  

3 0 , 0 0 0  h o u r s  f o r  E f i e l d  f e n c e  
3 0 , 0 0 0  h o u r s  f o r  e l e c t r e t  f e n c e  s e n s o r  
Video motion d e t e c t o r  f o r  1 6  c h a n n e l s  
MTBF = 8, 0 0 0  h o u r s  

R e p a i r s  can be made d u r i n g  s c h e d u l e d  working h o u r s .  
24 hour  on c a l l  r e p a i r m a n  is n o t  r e q u i r e d .  

PRELIMINARY SPECIFICATION TESTING AND O F F I C I A L  SPECIFICATION 
TESTING 

l a y e r s  a n  optimum t e s t i n g  scheme h a s  n o t  been  d e r i v e d  y e t .  F o r  

s i m p l i c i t y  t h e  cost is t a k e n  as t h e  sum of t h e  T e s t i n g  C o s t s  f o r  a 
s i n g l e  l a y e r  s y s t e m  p l u s  t h e  t e s t i n g  cost of a d o u b l e  l a y e r  sys tem.  

A more e f f i c i e n t  t e s t i n g  sys t em can  be  d e v i s e d  which would c u t  t h e  
s p e c i f i c a t i o n s  t e s t i n g  costs f o r  a 3 l a y e r  sys t em b u t  it would n o t  

a f f e c t  t h e  c o n c l u s i o n s  i n  t h i s  s t u d y .  
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F o r  a t h r e e  l a y e r  s y s t e m  t h e  t i m e s  r e q u i r e d  f o r  p r e l i m i n a r y  and  
o f f i c i a l  s p e c i f i c a t i o n  t e s t  s e q u e n c e s ,  p r e l i m i n a r y  and  o f f i c i a l  p r o b -  

a b i l i t y  of d e t e c t i o n  t e s t  s e q u e n c e s ,  n o r m a l  and  emergency  c h e c k o u t s ,  
normal  and  emergency r e p a i r s ,  o p e r a b i l i t y  t e s t  s e q u e n c e ,  and  q u a r t e r l y  

t e s t  s e q u e n c e s  , n o r m a l  and  emergency  c h e c k o u t s  , n o r m a l  and  emergency  
repa i rs  , o p e r a b i l i t y  t e s t  s e q u e n c e  , and q u a r t e r l y  t e s t  s e q u e n c e s  are 
o u t l i n e d  i n  T a b l e s  B-29, B-30, and  B-31. These  d a t a  w i l l  be  combined 
w i t h  o t h e r  f a c t o r s  to  g i v e  i n i t i a l  and a n n u a l  costs .  

The o f f i c i a l  PD t e s t  s e q u e n c e  is a n a l y z e d  a s s u m i n g  t h a t  t h e  s y s t e m  

i s  o p e r a t i n g  p r o p e r l y  w i t h  t h r e e  l a y e r s  and PD = 0 .99 .  I f  t h e  NRC 

example  i s  f o l l o w e d ,  33.07 t e s t s  w i l l  b e  r e q u i r e d  per t e s t  s e q u e n c e  

w i t h  a n  e x p e c t e d  0.9878 p r o b a b i l i t y  o f  p a s s i n g .  Time i n  man m i n u t e s  
f o r  a t e s t  s e q u e n c e  i s  g i v e n  i n  T a b l e  B-31. 

When t e s t  f a i l u r e  o c c u r s ,  t h e  r e p a i r m a n  m u s t  b e  c a l l e d  t o  c h e c k  o u t  
the equipment. 

B.4.3 THREE LAYER COSTS 

I n i t i a l  t e s t  s e q u e n c e  cos ts  are g i v e n  i n  T a b l e  B-32; o p e r a b i l i t y  

t e s t  cos t s  are  shown i n  T a b l e  B-33; q u a r t e r l y  t es t  costs  a r e  
shown i n  T a b l e  B-34; a n d ,  c h e c k o u t  and r e p a i r  costs a re  g i v e n  i n  

T a b l e s  B-35 a n d  B-36. 

B .4.3.1 OPERABILITY TESTING 

O p e r a b i l i t y  t e s t i n g  b e g i n s  w i t h  1 t e s t  per segment  p e r  week. 

Each week 1% o r  0 .16  s e g m e n t s  w i l l  be  e x p e c t e d  t o  f a i l  t h e  i n i t i a l  
t e s t  o r  8.32 s e g m e n t s / y e a r .  S u b s e q u e n t l y  9 more tes t s  w i l l  be  p e r -  
formed o n  e a c h  of  t h e s e  s e g m e n t s .  
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T a b l e  B-29 

PREL I M I  NARY SPEC I F I C  AT1 ON TEST I N  G 

( 3  l a y e r s )  
NUMBER TIME MAN 

MEN OF TESTS PER TEST MINUTES 

T EST I NG 
TRAVEL 2 

TOTAL TIME 

10 5 0  500 
2 0  1 0  

520  
- 

C o s t  a t  2 0 . 0 0 / h o u r  = $ 1 7 3 . 3 3  

T a b l e  B-30 

OFFICIAL SPECIFICATION TEST SEQUENCE 
( 3 l aye r s  1 

NUMBER TIME MAN 

MEN OF TESTS PER TEST MINUTES 

TESTING 

TRAVEL 

30 50 1 5 0 0  

2 0  

1 5  20  
- 2 1 0  

C o s t  a t  2 0 . 0 0 / h o u r  = $506 .67  

T a b l e  B-31 

OFFICIAL PD TEST 

( 3  l a y e r s )  
MINUTES TOTAL 

PER TEST MINUTES 

T r a v e l  t o / f r o m  S i t e  

It I n t r u d e r "  
"Observer"  

T e s t i n g  
T o t a l  

10 
10 
50 

1 0  
1 0  

1 6 5 4  

1 6 7 4  

T h e  t e s t  sequence  requires  27 .9  man h o u r s  @ $ 2 0 / h o u r  

T e s t  S e q u e n c e  Cost = $558 .00  
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T a b l e  B-32 

INITIAL TESTS COSTS 

3 L a y e r s  

E XP E CT ED 

NUMBER COST/ 

PROBABILITY SEQUENCES SEQUENCE 
OF PASSING OR CALLS OR CALL TOTAL 

P r e l i m i n a r y  

S p e c i f i c a t i o n  

T e s t i n g  ( 2  l a y e r s )  .54184 

C h e c k o u t  Ca l l s  ( 2  l a y e r s )  

T e s t i n g  (1 l a y e r )  . 7361  

C h e c k o u t  (1 l a y e r )  

O f f i c i a l  S p e c i f i c a t i o n  

Testing ( 2  l a y e r s )  .41918 

C h e c k o u t  C a l l s  ( 2  l a y e r s )  

T e s t i n g  (1 l a y e r )  .6474 
C h e c k o u t  (1 l a y e r )  

P r e l i m i n a r y  PD 
T e s t i n g  

C h e c k o u t  C a l l s  

O f f i c i a l  PD 

T e s t i n g  

C h e c k o u t  C a l l s  

T o t a l  Cost per Segment  

.4152 

.9878 

T o t a l  Cost for 1 6  S e g m e n t s  

B-32 

1 .8456  

.8456 

1 .3585  

,3585  

2.3856 

1 .3856 

1 .5445  

.5445 

2.4083 

1 .4083  

1 .0124 

.0124 

140 .00  

50  . O O  

106 .67  

45 .00  

406 .61  

50 .00  

306 .67  

45.00 

1 9 6 . 0 0  

55 .00  

558 .00  

55 .00  

258.38 

42 .28  

1 4 4 . 9 1  

16 .13  

970.16 

69 .28  

473.67 

24 .50  

412 .03  

77.46 

564.90 

0 .68  

$ 3114.38 

$49 83  0.08 



T a b l e  B-33 

OPERABILITY TEST SEQUENCE 
( 3 Layers) 

FIRST TIME/ MAN 

TEST TEST MINUTES MEN 

TEST 
TRAVEL 2 

TOTAL TIME 

C o s t  of one T e s t  @ 2 0 . 0 0 / h o u r  = 2 3 . 3 3  

TESTING 

TRAVEL 

NUMBER NUMBER 

OF MEN OF TESTS 

2 

9 

10 

5 0  50  

2 0  1 0  - 
70  

TIME/ MAN 

TEST MINUTES 

50  450  

2 0  

47 0 
- 

C o s t  of 9 T e s t  S e q u e n c e s  @ 2 0 . 0 0 / h o u r  = 1 5 6 . 6 7  

Table B - 3 4  

QUARTERLY TESTING SEQUENCE 
( 3  l a y e r s )  

MINUTES MAN 

MEN TESTS PER TEST MINUTES 

TESTING 1 0  

TRAVEL 2 

TOTAL TIME 

5 0  

1 0  

C o s t  of 1 0  T e s t  Sequence @ 2 0 . 0 0 / h o u r  = $ 1 7 3 . 3 3  

B-33 

500  

2 0  

5 2 0  
- 



T a b l e  B-35 

NORMAL CHECKOUT 

( 3  l a y e r s )  

MAN MINUTES 

C h e c k o u t  Time ( 3  l a y e r s )  

G u a r d s  ( 2 )  

T r a v e l  ( 3  men) 
Report 

T o t a l  Time 

4 0  

80 

30  

1 5  

1 6  5 
- 

C o s t  of N o r m a l  C h e c k o u t  @ 20 .00 /hour  = $55.00  

NORMAL REPAIR 

C h e c k o u t  Time ( 3  l a y e r s )  
Repair 
G u a r d s  ( 2 )  

T r a v e l  

F a i l u r e  Report 

T o t a l  Time 

MAN MINUTES 

4 0  

60  

200  

30 

1 5  
345 
- 

C o s t  of Repai r  Time @ 20 .00 /hour  = 

P a r t s  
115 .00  

200 .00  

Costs of N o r m a l  Repair $335.00 

B-34 
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T a b l e  B-36 

EMERGENCY CHECKOUT 

R e s p o n s e  Time 

T r a v e  1 
C h e c k o u t  

G u a r d s  ( 2 )  

Report 
T o t a l  Time 

MAN MINUTES 

6 0  

1 0  

40 

220 

1 5  

345 
- 

C o s t  of Emergency  C h e c k o u t  @ 20 .00 /hour  = $115 .00  

EMERGENCY REPAIR 

MAN MINUTES 

R e s p o n s e  Time 

T r a v e  1 

C h e c k o u t  Time 
Repai r  

G u a r d s  ( 2 )  

Report 
T o t a l  Time 

60  

1 0  

4 0  

60 

340  

1 5  

5 2 5  
- 

C o s t  of Emergency  Repair  Time @ 20 .00 /hour  17 5 
200  P a r t s  - 

C o s t  of Emergency  Repa i r s  $375  
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A f t e r  t h e  9 t e s t  s e q u e n c e  it is e x p e c t e d  t h a t  9 s u c c e s s e s  would be 
s c o r e d  i n  91.35% of  t h e  cases. I n  a t  l e a s t  t w o  t h i r d s  o f  t h e s e  cases 
of 9 o u t  of  9 t h e  s e g m e n t  w i l l  s t i l l  be i n  c o m p l i a n c e .  I n  a l l  o t h e r  

cases, t h e  r e p a i r m a n  w i l l  be cal led o u t  and t h e  l o n g  t e s t  s e q u e n c e  
w i l l  be p e r f o r m e d  a g a i n .  C o m p u t a t i o n  i n d i c a t e s  t h a t  60.90% o f  s e g -  

m e n t s  w i l l  be  i n  c o m p l i a n c e .  T h i s  means t h a t  f o r  3 .25 s e g m e n t s  
r e q u a l i f i c a t i o n  t e s t i n g  m u s t  b e  p e r f o r m e d .  Costs a re  shown i n  Table 
B-37 .  

A l l  t h a t  h a s  b e e n  d i s c u s s e d  so f a r  i n  t h i s  s e c t i o n  have  b e e n  i n i t i a l  
and  o p e r a b i l i t y  t e s t i n g  cos t s  o n  a w o r k i n g  s y s t e m  t h a t  meets t h e  
g u i d e l i n e s  o f  NRC R e g u l a t o r y  Guide 5.44 (PD = 0.90  w i t h  95% con- 
f i d e n c e  ) . 

B .4.3.2 QUARTERLY TESTING 

I n  a y e a r ' s  o p e r a t i o n  of 1 6  s e g m e n t s  a total of 8766 x 1 6  x 2 o r  
280,512 h o u r s  of operat ion w i l l  be i n c u r r e d .  I f  e a c h  segment  h a s  a n  
MTBF o f  3 0 , 0 0 0  h o u r s ,  9.35 s e r v i c e  c a l l s  per y e a r  would be e x p e c t e d .  
I n  a d d i t i o n ,  t h e  v i d e o  m o t i o n  d e t e c t o r  w i l l  operate 8 ,766  h o u r s  w i t h  

a n  MTBF of  8 , 0 0 0  h o u r s .  T h i s  w i l l  add  1.1 f a i l u r e s  p e r  y e a r .  For 

s i m p l i c i t y ,  11 c a l l s  w i l l  be assumed.  Most repairs  c a n  now be 

p e r f o r m e d  o n  a normal  i .e .  f i r s t  s h i f t  b a s i s .  T h e r e f o r e ,  1 0  o f  t h e  
11 c a l l s  a re  assumed t o  be o n  a n o r m a l  b a s i s .  N o w  11 s e g m e n t s  must  

be r e t e s t e d .  

N o r m a l l y  t h e  q u a r t e r l y  t e s t i n g  of 1 6  s e g m e n t s  would r e q u i r e  64 t e s t s .  
S i n c e  e x t e n s i v e  t e s t i n g  is r e q u i r e d  o n l y  e v e r y  93  d a y s ,  t h e  t e s t i n g  
p e r f o r m e d  b e c a u s e  of  e q u i p m e n t  f a i l u r e s  and t y p e  I errors s h o u l d  r e d u c e  
t h e  r e q u i r e m e n t s  o f  q u a r t e r l y  t e s t i n g .  

Repair r e l a t e d  costs are shown i n  T a b l e  B-38. Q u a r t e r l y  t e s t  s e q u e n c e  

costs a re  g i v e n  i n  T a b l e  B-39 a n d  t h e  cost  o f  o w n e r s h i p  of  a t h r e e  
l a y e r  s y s t e m  i s  g i v e n  i n  T a b l e  B-40. 
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Table B-37 

OPE RAB I L I  TY TESTING 

First Test 

9 Test Followup 

Requalification Testing 

Preliminary PD 
Testing 
Normal Checkout 
Emergency Checkout 

Official PD 
Testing 
Normal Checkout 
Emergency Checkout 

Normal Repair 

PROBABILITY EXPECTED 
PROBABILITY OF PASSING NUMBER 

1 .990 

.O1 .bo901 .01 

.00391 .4152 .00942 

.000978 .00235 

.002932 .00706 

.00391 .9878 .003958 

.000978 .00001 

.002932 .00003 

Cost per segment per week. 

Cost per segment per year. 

Cost for 16 segments/year. 

Segments requalified/year=3.25 

Table B-38 

R E P A I R  RELATED C O S T S  

EXPECTED 
N U l l E  E F. NUMBER 
OF PROBABILITY SEOUENCES 

SEGPiENTS OF PASSING CR CALLS 
10 

EYnergency Repair 1 

Requalification Freq. 
Preliminary PD Testing 11 .4152 
Normal Checkout 10 
mergency Checkout 1 

Official PD Testing 11 . 9 8 7 8  

Normal Checkout 10 
Emergency Checkout 1 

Repair Related Costs/Year 

26.493 
24.085 
2.408 

11.1364 
.124 
.0124 

COST 

23.33 

156.67 

196 .OO 
55.00 

115.00 

558.00 
55.00 
115 .OO 

COST/ 
CALL OR 
SEQUENCE 
310.00 

385.00 

196 .OO 
55.00 
115.00 

558.00 
55.00 
115 - 0 0  

23.33 

1.57 

1.85 
0.13 
0.81 

2.21 
.01 
.01 

29.92 

1555.84 

24,893.44 

- 

TOTAL 
3100.00 

375.00 

5192.67 
1324.66 
276.98 

6214.11 
6.82 
1.43 

16491.67 

1030.73 
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The f a i l u r e s  w i l l  o c c u r  a t  u n i f o r m l y  d i s t r i b u t e d  t i m e s  a f t e r  a s c h e -  
d u l e d  t e s t .  Thus t h e  u n s c h e d u l e d  t e s t i n g  would be e x p e c t e d  t o  o c c u r  
h a l f w a y  be tween  s c h e d u l e d  tes ts .  The u n s c h e d u l e d  t e s t i n g  wou ld  
i n i t i a t e  a new 93 d a y  per iod.  T h e r e f o r e ,  i t  is  assumed t h a t  o n e  s c h e -  
d u l e d  t e s t  w i l l  be d r o p p e d  f o r  e v e r y  2 u n s c h e d u l e d  t es t s  t h a t  o c c u r .  
F o r  1 4  u n s c h e d u l e d  t e s t s ,  t h e  r e d u c t  i o n  i n  r e q u i r e d  s c h e d u l e d  r e q u a l -  
i f i c a t i o n  tests wou ld  be f r o m  6 4  t o  57  pe r  y e a r .  
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1 0  T e s t  Sequence  

T a b l e  B-39 

QUARTERLY TESTING COSTS 

3 L a y e r s  PD = 0 . 9 9  

PROBA- PROBA- NUMBER COST TOTAL 

B I L I T Y  B I L I T Y  OF PER 

OF TEST OF TESTS SEQUENCE 

PAS S I N G  

.965283 1 173.33 173 .33  1 

R e q u a l i f i c a t i o n  

T e s t i n g  

P r e l i m i n a r y  PD 

T e s t i n g  ,03472 .4152 

N o r m a l  C h e c k o u t  .00868 

E m e  r g e  n c y  
Checkout  .02604 

o f f i c i a l  PD ,03472 .9878 

Normal Checkout  .00868 

Emergency 

Checkout  

Cost per y e a r  p e r  t e s t  
Cost p e r  year €or 57 

Cost per year f o r  64 

B-39 

.08361 196.00 16.39 

.O 290 55.00 1 . 1 5  

.06271 115 . O O  7 .21  

.03515 558.00 1 9 . 6 1  

.00011 55.00 0 .01  

.00032 115.00 0 .04  

$ 217.74 

$12411.18 
$13935.36 



T a b l e  B-40 
COST OF A THREE LAYER SECURITY SYSTEM 

I n i t i a l  I n v e s t m e n t  

3 Wire E - F i e l d  F e n c e  

Hardware 
I n s t a l l a t i o n  

F e n c e  FPS E l e c t r e t  

Hard ware 

I n s t a l l a t i o n  

V i d e o  Mot i o n  Detector 
Hardware 
I n s  t a l  l a t  i o n  

I n i t i a l  T e s t i n g  

Annual  Costs 
O p e r a t i n g  C o s t  

E - F i e l d  

F e n c e  E lec t re t  
V i d e o  Mot i o n  Detector 

Repai r  R e l a t e d  C o s t s  

O p e r a b i l i t y  T e s t i n g  

Q u a r t e r l y  S c h e d u l e d  T e s t i n g  

B-40 

$ 6 7 , 5 0 0  

3 6 , 7 0 0  

4 2 , 2 0 0  

6 , 3 0 0  

8 1 , 5 0 0  

8 , 0 0 0  

4 9 , 8 3 0  
$ 2 9 2 , 0 3 0  

$ 15 ,500 

5,200 

4 , 0 0 0  
1 6 , 4 9 2  

2 4 , 8 9 3  

1 2 , 4 1 1  

$ 7 8 , 4 9 6  



B.5.0 COST COMPARISON SUMMARY 

N o w  t h a t  s i n g l e ,  doub le  and t r i p l e  l a y e r  s y s t e m s  have been  a n a l y z e d  
f o r  cost ,  some c o n c l u s i o n s  may be  drawn. Assuming a 1 2 %  i n f l a t i o n  
r a t e  and 20% i n t e r e s t  r a t e ,  p r e s e n t  v a l u e s ,  i .e . ,  cost  f o r  s y s t e m s  
w i t h  a s i x  y e a r  l i f e  r e f e r r e d  t o  p r e s e n t  d o l l a r s ,  were computed f o r  
e a c h  sys t em a s  f o l l o w s :  

LAYERS 
1 2 3 

I n i t i a l  I n v e s t m e n t  171 ,083  194,212 292,030 
Annual C o s t  (1st y e a r )  351,793 114,316 78,496 
T o t a l  C o s t  f o r  6 y e a r s  2 ,281 ,841  880,108 763,O 06 
P r e s e n t  V a l u e  $1,804,549 $736,709 $664,540 

The s t u d y  i n d i c a t e s  t h a t  a s i n g l e  l a y e r  s y s t e m  i s  b o t h  uneconomica l  
and o p e r a t i o n a l l y  m a r g i n a l .  I t  s h o u l d  be n o t e d  t h a t  t e s t i n g  cost  
f i g u r e s  are v e r y  s e n s i t i v e  to  t h e  a c t u a l  PD of t h e  sys t em.  I f  t h e  PD 
d r o p s  below 0.90 t e s t i n g  costs w i l l  become s i g n i f i c a n t l y  l a r g e r .  I f  
t h e  PD i n c r e a s e s  above 0.90,  t e s t i n g  costs w i l l  d rop .  

Al though a 2 l a y e r  s y s t e m  appears v i a b l e  t h e  3 l a y e r  s y s t e m  a p p e a r s  
t o  b e  a be t t e r  c h o i c e  b o t h  from a n  o p e r a t i o n a l  s t a n d p o i n t  and cost  
of ownersh ip .  T h i s  cos t  a n a l y s i s  h a s  been  developed  assuming t h a t  
m e e t i n g  NRC 5.44 g u i d e l i n e s  a t  a minimum cost is t h e  p r i m a r y  objec- 

t i v e .  I f  pene t ra t ion  of t h e  perimeter by h o s t i l e  p a r t i e s  i n t e n t  
upon s a b o t a g e  o r  p l a n t  shutdown is p e r c e i v e d  as a r ea l  and  s i g n i f i c a n t  

t h r e a t ,  t h e  case f o r  a m u l t i l a y e r  s y s t e m  becomes even  s t r o n g e r .  
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WORKSHOP SUMMARIES 

C . 1 . 0  EPRI WORKSHOP 

A Perimeter Intrusion Alarm System Workshop sponsored by the 
Electrical Power Research Institute (EPRI), was held at the E-Systems, 
Greenville Division plant, Majors Field, Greenville, Texas, Oct 6, 7 ,  
1981. Presentations were made reflecting the survey of Nuclear Power 
Plant needs and wants and the NRC requirements to be met by a perime- 
ter security system. The synthesis of a Baseline System was outlined 
as were the concepts of layering, signal processing and economical 
performance testing. An outline of the proceedings is given following 
in section C.2.0. Nuclear Utility attendees are listed in Section 
c.3.0. 

C.2.0 AGENDA: EPRI WORKSHOP ON PERIMETER INTRUSION ALARM SYSTEMS 

Tuesday, October 6 

9:05 
9:15 

9:35 
10: 30 
11:oo 

12:30 
1: 00 
1: 45 

3:45 8 

Opening Remarks, Cecil Byrom, Vice President Requirements 
EPRI Introduction, Boyd Brooks, Project Manager Nuclear 

Engineering and Operations Department 
Perimeter Security Requirements, Don Halsey 
Summary of Proven Sensors, Dan Buehler 
The Concept of Layering, Ray Houston 
The concept of a Processing Interface, Don Gregg 
Sensor Test and Evaluation, Brooks Nolan 
Perimeter Security System Definition, Don Halsey 
Workshops (Concurrent) 
1. E-Field Experience, Rudi Stefancik 
2. CCTV, VMD Experience, Wes Redus 
3 .  Alarm Processing Systems, Dan Buehler 
NRC Regulation Question and Answer Period - Jim Prell, NRC 
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Wednesday, October 7 

8:30 CCTV, Lighting and VMD, Wes Redus 
9:15 Workshops (Concurrent) 

4. Probability Testing, Don Ilalsey 
5. Specification Comments, Boyd Brooks 
6 .  Sensor Test Bed Demonstration, Ray Walker 
Performance and Cost Trade Offs - Paul Pritchard 
Perimeter Security in the Sinai - Rudi Stefancik 
Workshop Position Summaries by Workshop Chairmen 

12:OO 
12:30 
1:00 

C.3.0 WORKSHOP ATTENDEES 

Bass, Robert D. Washington Public Power Supply sys. 
3000 Geo Washington Way 
Richland, WA 99352 
(509) 372-5850 

Bates, Greg 

Beach, Doug H. 

Bradley, Brian 

Conklin, Roland 

Public Service Company of Colorado 
12015 E. 46th. Ave., Suite 440, 
Denver, Colo. 80239 

(Ft. St. Vrain Nuclear Plant) 
(303) 571-6510 

Washington Public Power Supply sys. 
P.O. Box 1223 
Elma, WA 98541 
(206) 482-4428 

Hoad Engineers, Inc. 
1159 E. Michigan Ave. 
Ypsilanti, MI. 48197 
(313) 482-0920 

Prairie Island Nuclear Plant 
Northern States Power 
(612) 388-1121 
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@ D a v e n p o r t ,  David L .  Gu l f  S t a t e s  U t i l i t i e s  

R ive r  End Nuclear S t a t i o n  

P.O.  Box 2 2 0  
S t .  F r a n c i s v i l l e ,  LA 7 0 7 7 5  

( 5 0 4 )  635-4514 

F a u s t ,  R o b e r t  

F l o t t m e y e r ,  David 

Heady,  B i l l  

H o l l i s ,  Horace L. 

Hoad E n g i n e e r s  

854  Buh l  B l d g .  

D e t r o i t ,  Mich. 4 8 2 2 6  

( 3 1 3 )  964-3773  

D a i r y l a n d  Power Coop. 

P.O. Box  1 3 5  

Genoa, Wisc. 5 4 6 3 2  

( 6 0 8 )  689-2331  

Power A u t h o r i t y  S t .  of N e w  York 

P . O .  Box  215  

Buchanan ,  N e w  York 1 0 5 1 1  

( 9 1 4 )  739-8200 

Ark.  Power and L i g h t  

Ark.  Nuclear  One 
P . O .  B o x  6 0 8  

R u S S e l l V i l l e ,  Ark.  7 2 8 0 1  

( 5 0 1 )  964-3120 

K n i s k e r n ,  K e n n e t h  L.  Yankee A t o m i c  E lec t r ic  CO.  

1 6 7 1  Worcester R d .  

Framingham, MA 0 1 7 0 1  

( 6 1 7 )  872-8100 e x t .  2 3 7 3  

Mayer ,  James P .  Commonwealth E d i s o n  Co. 

D r e s d e n  N u c l e a r  Power S t a t i o n  

RR #1 
Morris, Ill. 6 0 4 5 0  

( 8 1 5 )  942-2920 e x t .  530  
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Meehan, P. Michael Northeast Utilities Service Co. 
P.O. Box 270 
Hartford, CT 06101 
(203) 666-6911 

Michalka, Martin 

McMullen, Mark 

Mcnaughton, David 

Nadeaul, E. J. 

Texas Utilities Generating Co. 
Comanche Peak S.E.S. 
P.O. Box 2300 
Glen Rose, TX 76043 
(817 897-4856 

Kansas Gas and Electric 
P.O. Box 208 
Wichita, KS 67201 
(316) 261-6653 

Hoad Engineers 
1159 E. Michigan 
Ypsilanti, MI 48197 
(313) 482-0920 

Washington Public Power Supply sys. 
3000 Geo Washington Way 
Richland, WA 99352 
(509) 372-5850 

Sedgwick, Richard H. Yankee Atomic Electric Co. 
Star Route 
Rowe, Mass. 01367 
(413) 652-6140 

Simpson, J. K. (Ken) Puget Sound Power and Light 

Puget Power Building 
Bellevue, WA 98009 
(206) 453-6869 

c-4 



@ Rumsey, J o h n  T e x a s  U t i l i t i e s  G e n e r a t i n g  C o .  

P . O .  Box 2300  

G l e n  Rose, TX 7 6 0 4 3  

( 8 1 7 )  897-4856  

(Comanche Peak  Nuclear P l a n t )  

w i l l a f o r d  , F e l i x  D.  Commonwealth E d i s o n  C o .  

Braidwood N u c l e a r  Power S t a t i o n  
R o u t e  #1, Box 8 4  

B r a c e v i l l e ,  111. 6 0 4 0 7  

( 8 1 5 )  458-2801  e x t .  2 6 4  

Wood, R o b e r t  E .  R o c h e s t e r  Gas and E l e c t r i c  Corp. 

8 9  E a s t  Avenue 
R o c h e s t e r ,  N e w  York 1 4 6 4 9  

( 3 1 5 )  524-4446  e x t .  257  

R .  E .  G inna  N u c l e a r  Power P l a n t  

Harper, H o b e r t  L. Director of S e c u r i t y  

Duquesne L i g h t  C o .  

B e a v e r  V a l l e y  Power S t a t i o n  

P .O .  B o x  4 

S h i p p i n g p o r t ,  P A  1 5 0 7 7  

( 4 1 2 )  643-4121  

Joseph,  Gerald R. Security Director 

La Crosse B o i l i n g  Water Reactor 
2 6 1 5  E.  Ave. S O .  

L a  Crosse, W i s  5 4 6 0 1  

( 6 0 8 )  788-4000 

R o b e r t s ,  C h a r l e s  W. Manager of S e c u r i t y  
P u b l i c  S e r v i c e  

Company of N e w  H a m p s h i r e  
P .O.  Box 300  

S e a b r o o k ,  NH 0 3 8 7 4  

( 6 0 3 )  4 7 4 - 9 5 2 1  

n 
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B r o o k s ,  Boyd 

P r e l l ,  J i m  

E l e c t r i c  Power R e s e a r c h  I n s t ,  

3412 H i l l v i e w  Ave. 

P a l a  A l t o ,  C A  94303 

( 4 1 5 )  855-2083 

O f f i c e  o f  R e s e a r c h  

U.S. Nuclear R e g u l a t o r y  Comm.  

Washington  D. C .  20555 
( 3 0 1 )  443-5976 

C.4.0 WORKSHOP SUMMARY: E-FIELD EXPERIENCE R U D I  STEFANCIK, CHAIRMAN 

W e  had t w e l v e  p e o p l e  i n  a t t e n d a n c e .  F i v e  h a v e  E - F i e l d  f e n c e s  i n  

o p e r a t i o n .  A t  l e a s t  t w o  were t h e r e  t o  f i n d  o u t  w h e t h e r  o r  n o t  t h e y  
wanted  to p u t  i n  a n  E - F i e l d  f e n c e  i n  t h e  n e a r  f u t u r e .  Types of i n -  
s t a l l a t i o n s  r e p r e s e n t e d  were: f r e e  s t a n d i n g  i n  a n  i s o l a t i o n  z o n e ,  
s t a n d - o f f  f r o m  a c h a i n  l i n k  f e n c e ,  s t a n d o f f  f rom a b u i l d i n g .  W e  had 

s o m e  o v e r  water i n s t a l l a t i o n s ;  and of course t h e  E-Systems S i n a i  F i e l d  

M i s s i o n  i n s t a l l a t i o n  w i t h  b a r b e d  w i r e .  

Most u s e r s  a p p e a r e d  t o  b e  s a t i s f i e d  w i t h  E - F i e l d  p e r f o r m a n c e .  How- 

e v e r ,  o n e  user was e x p e r i e n c i n g  p r o b l e m s  i n  a s a l t  e n v i r o n m e n t .  H e  

was h a v i n g  h i g h  f a l s e  a l a r m  r a t e s  and  e x t r e m e l y  h i g h  m a i n t e n a n c e  cos t s  

s i m i l a r  t o  E-SyStemS' e x p e r i e n c e  i n  t h e  S i n a i  d e s e r t .  I n  g e n e r a l ,  t h e  
o l d e r  i n s t a l l a t i o n s  a p p e a r e d  t o  h a v e  t h e  worst p e r f o r m a n c e .  

Over  t h e  p a s t  s e v e r a l  y e a r s ,  however ,  e q u i p m e n t  h a s  e v o l v e d .  
P e r f o r m a n c e  h a s  improved and b e e n  p r o v e n  i n  t h e  r i g h t  e n v i r o n m e n t s .  
The E - F i e l d  c o n c e p t ,  c o n s e q u e n t l y ,  i s  a l e a d i n g  c a n d i d a t e  f o r  non l i n e  
o f  s i g h t  o r  t e r r a i n  f o l l o w i n g  i n s t a l l a t i o n s  and f o r  u s e  i n  l a y e r e d  

s y s t e m s .  S e l e c t i o n  o f  t h e  p r o p e r  t y p e  o f  E - F i e l d  and c a r e f u l  a t t e n -  
t i o n  t o  i n s t a l l a t i o n  and  g r o u n d i n g  d e t a i l s ,  w i l l  b e  s p e c i f i c  t o  s i t e  
and  e n v i r o n m e n t  and  o f  most i m p o r t a n c e  t o  t h e  u l t i m a t e  success o f  t h e  

d e t e c t o r .  
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C.5.0 WORKSHOP SUMMARY: CCTV AND VMD EXPERIENCE - WES REDUS, 
C HA I RMAN 

Video tapes of Video Motion Detector (VMD) testing done at E-SyStemS 
during 1981 were displayed and intrusion simulation methods were dis- 
cribed. Both Video Tek and Wisco VMD processors exhibited at least 
a 90% probability of detection at a 95% confidence level in these 
tests. 

Most of the workshop group held that there was still concern about the 
use of VMD as a sensor used by itself but they also agreed that it may 
be a good sensor to use together with other sensors to help process 
out nuisance alarms. There was still some concern that it might not 
have the high probability of detection in spite of the results of our 
tests. 

CCTV and video motion detection are seen as an assessment tool 
affording detection, CCTV identification, alarm evaluation and then 
response in a very rapid sequence. There was, however, some concern 
whether probability of identification would be high enough to enable 
an operator to get a very quick evaluation of what was happening in 
the field. There was additional concern over nuisance alarm sources, 
discussion on what kind of clouds produced nuisance alarms and other 
inclement weather types which could conceivably cause high alarm 
rates. People who have worked in the closed circuit television area 
have reported that some of their cameras have had the searing O €  the 
image into the camera tube. Nobody reported scheduled maintenance 
plans for replacing vidicons every year or year and a half. However, 
a roughly two year life was reported fo r  the Newvicon. 

There were a few comments on video tape recording of alarms. Most of 
these were questions regarding whether a video tape recorder is suffi- 
ciently fast in response to an alarm in order to record a history of 
the intrusion as viewed by the CCTV system. We concluded that they're 
rather slow at present, but the new innovations in technology will 
soon allow video tape recording almost instantaneously. Another novel 
approach was mentioned, that is, a two-tube TV camera, a vidicon spe- 
cifically for use at night and another one specifically for use in 
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d a y t i m e  c o n d i t i o n s ;  i t  was a l s o  m e n t i o n e d  t h a t  t h i s  t y p e  o f  camera 
s h o u l d  h a v e  a l o t  l o n g e r  l i f e t i m e .  Also human f a c t o r s  were m e n t i o n e d ;  
I b e l i e v e  J i m  P r e l l  s u g g e s t e d  t h a t  r e s e a r c h  m i g h t  b e  d o n e  i n t o  who 
would make a good o b s e r v e r  o f  CCTV. I t h i n k  t h a t ' s  s o m e t h i n g  wh ich  

p r o b a b l y  s h o u l d  b e  i n v e s t i g a t e d .  

I ' d  s a y  o v e r a l l  t h a t  CCTV w a s  v i ewed  f a v o r a b l y  t h o u g h  r e q u i r i n g  h i g h  
m a i n t e n a n c e  a n d  b e i n g  a r a t h e r  e x p e n s i v e  a p p r o a c h  t o  a s s e s s m e n t .  

Weigh t h e  a l t e r n a t i v e s ,  t h e y ' r e  e v e n  more e x p e n s i v e .  

C.6.0 WORKSHOP SUMMARY - ALARM PROCESSING SYSTEMS - DAN BUEHLER, 

C HA I RMAN 

We h a d  about 1 5  people i n  a t t e n d a n c e ,  a good cross s e c t i o n  o f  people 
h a v i n g  v a r i o u s  processors i n  o p e r a t i o n  o r  w h o  a re  b r i n g i n g  processors 

o n  l i n e  and  some who a r e  s t i l l  i n  t h e  d e s i g n  s t a g e .  Most e v e r y b o d y  

h a s  a g e n e r a l  purpose computer f o r  t h e i r  alarm processor and t h e y  u s e  
v a r i o u s  m a n u f a c t u r e r s ,  v a r i o u s  p r o g r a m s ,  v a r i o u s  schemes .  For example  
some u t i l i t i e s  a r e  u s i n g  t h e  computer t o  c o n t r o l  t h e  s y s t e m ,  o t h e r s  

are  u s i n g  i t  m e r e l y  t o  p r o v i d e  a r e c o r d i n g  c a p a b i l i t y .  A l m o s t  a l l  
had a d e d i c a t e d  computer,  n o t  d e d i c a t e d  n e c e s s a r i l y  t o  t h e  perimeter 
s e c u r i t y  s y s t e m  b u t  t o  t h e  s e c u r i t y  f u n c t i o n ,  so you  h a v e  i n  i t  some 
o t h e r  e n r o l l m e n t  c a p a b i l i t y  f o r  access, and p e r h a p s  s a f e t y  f u n c t i o n s .  

W e  had  h e a r d  t h a t  s o f t w a r e  h a s  b e e n  a p r o b l e m  a n d ,  i n  g e n e r a l ,  I 

t h i n k  t h e r e ' s  s t i l l  a f e e l i n g  t h a t  it i s .  I n  o u r  workshop ,  w e  h a d  

people who d e v e l o p e d  t h e i r  own i n - h o u s e  s o f t w a r e ,  o t h e r s  had  s o f t w a r e  

d e v e l o p e d  by a c o m p u t e r  company, and  o t h e r s  who had  c h a n g e d  t h e  s o f t -  

ware t h a t  was g i v e n  t o  them by t h e  c o m p u t e r  company. I n  e s s e n c e ,  i t  
w a s  a g r e e d ,  i f  t h e r e  i s  e x p e r t i s e  and  e x p e r i e n c e  a v a i l a b l e ,  s o f t w a r e  

f l o w s  f a i r l y  r e a d i l y ;  b u t ,  g e t t i n g  t h a t  e x p e r i e n c e ,  w h e t h e r  i t ' s  i n  

h o u s e  o r  i t ' s  f r o m  t h e  s u p p l i e r ,  becomes a f a i r l y  l a r g e  problem. 

Some u t i l i t i e s  a r e  u s i n g  a c o m p u t e r  i n  c o n j u n c t i o n  w i t h  a map d i s p l a y  
w i t h  perimeter s e n s o r s  showing  o n  a map, and  w i t h  d o o r  sensors  on a 

t a l l y b o a r d  and u s i n g  t h e  t h r e e  l i g h t  scheme.  Some people had p r o g r a m s  
s u c h  t h a t  upon a la rm,  a map d i s p l a y  would be  b r o u g h t  u p  o n  a CRT.  I 
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t h i n k  t h e  g e n e r a l  a g r e e m e n t  was t h a t  i t  was a good i d e a  t o  h a v e  a 
c o n s t a n t  i n d i c a t i o n  of  s e n s o r  s t a t e  or  s e n s o r  mode. T h i s  c a n  be d o n e  
w i t h  t h e  map d i s p l a y  a n d  t a l l y b o a r d .  T h e r e ' s  some c o n c e r n ,  i f  you  
a u t o m a t i c a l l y  b r o u g h t  a d i s p l a y  up o n  a CRT, o f  w h a t  y o u r  s e n s o r  mode 
o r  s e n s o r  c o n d i t i o n s  would be a n d  t h a t  i t  would d i s t r a c t  t h e  operator .  

Most u t i l i t i e s  f e l t  v e r y  s t r o n g l y  t h a t  reset  s h o u l d  b e  a p o s i t i v e  

a c t i o n  by t h e  operator,  n o t  a gang reset  and  n o t  a n  a u t o m a t i c  reset .  
L i n e  s u p e r v i s i o n  and t a m p e r i n g  i n d i c a t i o n  s h o u l d  be a f u n c t i o n  t h a t  

t h e  processor f u r n i s h e s .  I was s u r p r i s e d  t h a t  most people ( e v e n  t h o s e  
who had i t )  d i d  n o t  f e e l  t h a t  s e n s o r  s e l f t e s t  was a n  a l l  i m p o r t a n t  
f u n c t i o n .  Most of  them f e l t  t h a t  t h e  s e l f t e s t  f u n c t i o n  f i r s t ,  d o e s  
n o t  s i m u l a t e  a n  i n t r u d e r  a n d ,  s e c o n d ,  d o e s  n o t  t e s t  t h e  e n t i r e  s e n s o r ;  
a n d  t h i s  i s  t r u e .  

A s  a r u l e  of thumb, t h e  u t i l i t i e s  f e l t  t h a t  o n e  alarm per z o n e  p e r  
d a y  was more o r  less t h e  a c c e p t a b l e  t h r e s h o l d .  A n y t h i n g  above  t h a t  
t e n d e d  t o  be u n a c c e p t a b l e  and a n y t h i n g  below t h a t  t h e y  c o u l d  l i v e  
w i t h .  T h i s  was w i t h  t h e  g u a r d  f o r c e s  g o i n g  o u t  f o r  a s s e s s m e n t ,  n o t  
n e c e s s a r i l y  w i t h  CCTV. 
c i p a n t  was t h a t  when you g e t  a n  alarm, b r i n g  t h a t  alarm i n d i c a t i o n  u p  
o n  a CRT b u t  a l s o  g i v e  i n s t r u c t i o n s  to  t h e  g u a r d  p e r t a i n i n g  t o  t h a t  
p a r t i c u l a r  z o n e .  A few y e a r s  a g o  t h i s  would h a v e  b e e n  o u t  o f  t h e  
realm o f  b e i n g  r e a s o n a b l e .  With t o d a y ' s  m i c r o p r o c e s s o r  t e c h n o l o g y ,  
t h i s  i s  e n t i r e l y  f e a s i b l e .  

One o t h e r  t h i n g  t h a t  was m e n t i o n e d  by a p a r t i -  

C .7.0 WORKSHOP SUMMARY: SPECIFICATION COMMENTS - BOYD BROOKS 
CHAIRMAN 

I would l i k e  to d i s c u s s  t h e  comments and p r o p o s e d  c h a n g e s  t h a t  w e  h a v e  

d e v e l o p e d  as a r e s u l t  o f  o u r  s e s s i o n  o n  t h e  s p e c i f i c a t i o n  t h a t  was 
g i v e n  t o  you i n  t h e  b r o c h u r e  h a n d o u t .  ( S e c t i o n  5 o f  t h i s  report  pre- 

s e n t s  t h e  i n f o r m a t i o n  c o n t a i n e d  i n  t h e  "Workshop S p e c i f i c a t i o n " . )  I n  
u s i n g  t h e  document  t h e  u s e r  s h o u l d  r e c o g n i z e  s e v e r a l  t h i n g s .  F i r s t  

o f f ,  t h e  document  i t s e l f  imposes no  r e q u i r e m e n t s  o n  a n y o n e ,  b u t  

r a t h e r  p r o v i d e s  recommendat ions  which are  aimed a t  a c h i e v i n g  a h i g h  
p r o b a b i l i t y  o f  d e t e c t i o n  c o n c u r r e n t  w i t h  a low f a l s e  alarm r a t e  a n d  
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a l o w  n u i s a n c e  alarm r a t e ,  fo r  a s i t e - p e r i m e t e r  s e c u r i t y  sys tem.  
There  i s  no i n t e n t  i n  t h e  document t o  c o n f i r m  o r  j u s t i f y  any  o f  t h e  
recommendat ions made i n  o t h e r  sources, f o r  example,  t h e  new R e g u l a t o r y  

Guide 5.44. A d d i t i o n a l l y  t h e  u s e r  m u s t  r e c o g n i z e  t h a t  t h e  u l t i m a t e  
r e g u l a t o r y  r e q u i r e m e n t s  may n e g a t e  a n y  of t h e  recommendat ions t h a t  
are  now c o n t a i n e d  i n  it. 

M u l t i - l a y e r  alarm processors as d e f i n e d  h e r e  and i n  t h e  report  a re  n o t  
c u r r e n t l y  o f f  t h e  s h e l f  i t e m s .  To  s u p p o r t  u sage  of t h e  documents  as a 
c o m p i l a t i o n  of  recommendat ions,  w e  p r o p o s e  making some t e x t  changes .  
Where " s h a l l "  is used  we wou ld  replace i t  w i t h  t h e  word " s h o u l d " .  
A d d i t i o n a l l y  w e  would emphas ize  t h a t  t h e  r e p o r t  c o v e r s  n u c l e a r  p l a n t  
site-perimeter o n l y  and  t h a t  t h e  recommendat ions c o n t a i n e d  i n  i t  m u s t  
be  i n t e g r a t e d  w i t h  o t h e r  p l a n t  r e q u i r e m e n t s  when t h e y  a r e  implement- 
ed .  I n t e r n a l  s e c u r i t y  c e r t a i n l y  m u s t  also be  c o n s i d e r e d  when you i m -  
p lement  any  of t h e  recommendat ions.  A d d i t i o n a l l y ,  w e  w o u l d  add t h e  

d e f i n i t i o n s  of  ' 'and" l o g i c ,  "or" l o g i c  and t h e  "and o r "  t i m e  i n t e g r a -  
t i o n  l o g i c  and t h e  r e s u l t i n g  e f f e c t s  on p r o b a b i l i t y  o f  d e t e c t i o n  and 
f a l se  alarm and n u i s a n c e  alarm rates  i n  m u l t i - s e n s o r  s y s t e m s .  

C.8.0 WORKSHOP SUMMARY: SENSOR TEST BED DEMONSTRATION - RAY WALKER, 

CHAIRMAN 

we were a b l e  to  t a k e  o b s e r v e r s  up to  t h e  f o u r t h  f l o o r  of  t h e  MSTF t e s t  
tower where o u r  d a t a  c o l l e c t i o n  and m o n i t o r i n g  equipment  i s  located 
and from t h a t  v a n t a g e  p o i n t  we were a b l e  to  l o o k  o u t  a t  t h e  s e n s o r s  

under  t es t .  These  i n c l u d e d  t h e  Omni-guard 7 0 0  t e r r a i n  f o l l o w i n g  ra- 
d a r ,  t h e  t a u t - w i r e  f e n c e ,  t h e  BLID, t h e  E - f i e l d  f e n c e ,  S t e l l a r  H- 

f i e l d ,  and t h e  Omni-spectra  300  microwave l i n k .  I would l i k e  t o  
stress t h a t  t h e s e  s e n s o r s  are  on l o a n  t o  u s  from t h e  m a n u f a c t u r e r s .  

What w e  a re  d o i n g  i s  e v a l u a t i n g  t h e s e  s e n s o r s  f o r  our own u s e .  S i n c e  
w e  are  s y s t e m s  i n t e g r a t o r s  and n o t  s e n s o r  d e v e l o p e r s ,  i t  behooves u s  
t o  know what a l l  t h e  s e n s o r s  w i l l  do  and what t h e y  w o n ' t  d o  so t h a t ,  
when w e  d e f i n e  a sys t em f o r  any  s p e c i f i c  s i t e ,  w e  can  c a l l  on o u r  own 

background and knowledge and t e s t  e v a l u a t i o n s  and w e  d o n ' t  have  t o  
r e l y  o n  a d v e r t i s e m e n t s ,  words and p h r a s e s  and so f o r t h  t h a t  a re  p u t  

fo rward  by t h e  se l le rs .  
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@ I n  a d d i t i o n  t o  v i ewing  t h e  tes t  bed you were g i v e n  a s h o r t  b r i e f i n g  
and g i v e n  a d e m o n s t r a t i o n  of an  alarm processor which is c u r r e n t l y  
under  deve lopment  by E-Systems. T h i s  u n i t  i s  a n  alarm l o g i c  processor, 
i t  is  n o t  an  alarm r e p o r t i n g  sys t em.  I t ' s  n o t  t h e  processor t h a t  
you wou ld  u s e  i n  a n  alarm r e p o r t i n g  sys tem.  What we're b u i l d i n g  i s  a 
e x p e r i m e n t a l  l a b o r a t o r y  model t o  t e s t  t h e  l a y e r i n g  p r i n c i p l e .  I t ' s  
n o t  t h e  f i n a l  p roduct  you w o u l d  p u t  o u t  t o  r u n  your  d i s p l a y s  and  
alarms and so  f o r t h .  I t  w i l l  i n t e r f a c e  e v e n t u a l l y  w i t h  t h e  computer  
o r  alarm processor chosen  t o  do t h e  d i s p l a y .  On t h e  o t h e r  hand ,  w e  
may c o n t i n u e  development  to  where w e  c a n  do it a l l  i n  one  b o x . . . t h a t  
h a s n ' t  been d e c i d e d  y e t .  

C.9.0 WORKSHOP SUMMARY: PROBABILITY TESTING - DON HALSEY, CHAIRMAN 

I have  a v e r y  s h o r t  summary o f  o u r  workshop on  p r o b a b i l i t y  t e s t i n g .  
Most of you would l i k e  t o  keep  what you have i n  terms o f  equipment  and 
o p e r a t i o n s .  Most of  you would l i k e  t o  keep  t h e  seven  day  t es t  sched-  
u l e  t h a t  you have a t  t h e  p r e s e n t  t i m e .  Some o f  you have p l a n s  for 
l a y e r i n g  n o t  f rom t h e  s t a n d p o i n t  of s a v i n g  on  t e s t i n g  t i m e  b u t  f rom 
t h e  p o i n t  of v iew o f  r e d u c i n g  n u i s a n c e  alarms. Y o u ' r e  r e a l l y  n o t  
i n t e r e s t e d  i n  t a k i n g  on t h e  burden  of t h e  NRC 5.44 p r o b a b i l i t y  t e s t i n g  
j u s t  €or  y o u r  own c o n f i d e n c e  t h a t  you have a sys t em t h a t  h a s  a h i g h  
p r o b a b i l i t y  o f  d e t e c t i o n .  And i t ' s  d o u b t f u l  whe the r  you w i l l  be v e r y  
happy t o  embrace t h e  NRC g u i d e  i f  it e v e r  becomes a r e g u l a t i o n .  
You ' re  r e a l l y  s e a r c h i n g  fo r  some o t h e r  way t o  prove t h a t  your system 

is i n  a n  up s t a t u s  and working and h a s  a h i g h  pe r fo rmance .  You would 
l i k e  t o  f i n d  some way of  u s i n g  t h e  d a i l y  n u i s a n c e  alarm m a n i f e s t a t i o n s  
f o r  t h i s  purpose. I t h i n k  t h a t  someth ing  l i k e  t h i s  is c e r t a i n l y  w o r -  
t h y  of l o o k i n g  a t  i n  some d e t a i l  a s  a n  a l t e r n a t i v e  t o  t h e  p r o b a b i l i t y  
t e s t i n g  t h a t  is s u g g e s t e d  i n  t h e  r e g u l a t o r y  g u i d e .  W e  had a b o u t  t e n  
o r  twe lve  people i n v o l v e d  i n  t h i s  workshop and most of them see 
R e g u l a t o r y  Guide 5.44 as  u n r e a l i s t i c .  

A 
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