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Volume 2

The following appendices contain the detailed analysis data for the
questionnaires and various FDS-1 after action reports submitted to the Marine Corps
Systems Command {MARCORSYSCOM) Marine Tactical Command and Control
System (MTACCS) Systems' Engineer. These reports have not been edited in any
way. Forthe most part, they represent the best quality copy available.
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APPENDIX A

QUESTIONNAIRE RESULTS

This appendix contains the mean response values and number of respondents to the
questions on the different questionnaires used during the evaluation.

Al TAF R NNA

Because the questions on the Commander's Questionnaire, Staft Qfficer's Questionnaire and
Operator's Questionnaire were drawn from the same general set of issues their results are
presented together. Each question is followed by its scale anchors, mean ratings, number of
respondents. Note, many questions were only asked on certain questionnaires $0 a mean
response value is not always applicable. A copy of each of these questionnaires is provided in
Appendix A. There were a total of 8 respondents for the Commander's Questionnaire, 85 for the
Staff Officer's Questionnaire, and 43 for the Operator's.

How would you rate your computer literacy relative to other USMC personnel?
1 = Below Average; 6 = Above Average
Commander: 2.50 Respondents: 8

Staff Officer: 3.81 Respondents: 85
Operator: 4.02 Respondents: 43

How extensively did you use TCO equipment during this exercise? (Circle the appropriate
number or letter}
1 = Never; 6 = Occasionally

Commander: 2.00 Respondents: 8

Staff Officer: 3.40 Respondents: 85
Operator: 4.72 Respondents: 43

OPERATIONAL EFFECTIVENESS
How did TCO affect your ability to respond to changes in the tactical situation?
1 = Much Worse; 6 = Much Better

Commander: 2.28 Respondents: 7
Staff Officer: 3.00 Respondents: 64
Operator: N/A  Respondents: N/A
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How did TCO affect your ability to:
Plan the simuitaneous empioyment of forces?
1 = Much Worse; 6 = Much Better
Commander: 2.20 Respondents: 5
Staft Officer: 3.03 Respondents: 30
Operator: N/A  Respondents: N/A
Coordinate the simultaneous employment of forces?
1 = Much Worse; 6 = Much Better
Commander: 2.33 Respondents: &
Staft Officer: 2.96 Respondents: 28
Operator: N/A  Respondents: N/A
Control the simuitaneous employment of forces?
1 = Much Worse; 6 = Much Better
Commander: 2.60 Respondents: 5
Staff Officer: 2.90 Respondents: 30
Operator: N/A  Respondents; N/A
How did TCO affect your ability to conduct or coordinate employment of supporting arms?
1 = Much Worse; 6 = Much Better
Commander: 2.40 Respondents: 5
Staff Officer: 3.04 Respondents: 26
Operator: N/A  Respondents: N/A
How did TCO affect your ability to:
Prepare operational reports and information?
1 = Much Worse; 6 = Much Better
Commander: 3.00 Respondents: &

Staif Officer: 4,19 Respondents: 64
Operator: 4.30 Respondents: 37
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How did TCO affect your ability to:
Process operational reports and information?
1 = Much Worse; 6 = Much Better
Commander: 3.16 Respondents: 6
Staft Officer: 4.03 Respondents: 66
Operator: 430 Respondents: 37
Disseminate operational reports and information?
1 = Much Worse; 6 = Much Better
Commander: 3.71 Respondents: 7
Staff Officer: 4.19 Respondents: 68
Operator: 4.57 Respondents: 35
How did TCO affect your ability to:
Prepare logistic and administrative reports and information?
1 = Much Worse; 6 = Much Better
Commander: 4.20 Respondents: 5
Staff Officer: 4.48 Respondents: 44
Operator: 4.00 Respondents: 19
Process logistic and administrative reports and information?
1 = Much Worse; 6 = Much Better
Commander: 3.60 Respondents: 5
Staff Officer: 435 Respondents: 46
Operator: 4.33 Respondents: 21
Disseminate logistic and administrative reports and information?
1 = Much Worse; 6 = Much Better
Commander: 3.60 Respondents: S

Staff Officer: 4.52 Respondents: 46
Operator: 4.35 Respondents: 20
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How did TCO affect the ability of you and your staff to:
Distribute reports to subordinate units?
1 = Much Worse; 6 = Much Better
Commander: 3.00 Respondenis: 5
Staff Officer: 3.80 Respondents: 50
Operator: 4.29 Respondents: 31
Distribute reports o adjacent units?
t = Much Worse; 6 = Much Better
Commander: 2.50 Respondents: 6
Staff Officer: 4.00 Respondents: 55
Operator: 4.50 Respondents: 38
Distribute reports to higher units?
1 = Much Worse; 6 = Much Better
Commander: 3.42 Respondents: 7
Staft Officer: 3.99 Respondents: 70
Operator: 413 Respondents: 39
How did TCQO affect your ability to:
Detect significant changes in the tactical situation?
1 = Much Worse; 6 = Much Better
Commander: 2.14 Respondents: 7
Staff Officer: 3.39 Respondents: 49
Operator: N/A  Respondents: N/A
Evaluate the significance of changes in the tactical situation?
1 = Much Worse; 6 = Much Better
Commander: 2.16 Heépondents: 6

Staft Officer: 3.00 Respondents: 44
Operator: N/A  Respondents: N/A
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How did TCO affect your ability to:

Develop potential courses of action?

1 = Much Worse; 6 = Much Better
Commander: 1.66 Respondents: 3
Staff Officer: 3.11 Respondents: 37
Operator: N/A  Respondents: N/A

Evaluate potential courses of action?

1 = Much Worse; 6 = Much Better

Commander: 1.66 Respondents: 3
Staff Officer: 3.03 Respondents: 35
Operator: N/A  Respondents: N/A

Generate plans and orders?
1 = Much Worse; 6 = Much Better
Commander: 2.50 Respondents: 6
Statff Officer: 4.02 Respondents: 41
Operator: °~ 4.28 Respondents: 18
Distribute plans and orders?
1 = Much Worse; 6 = Much Better
Commander: 2.67 Respondents: 6
Staff Officer: 3.79 Respondents: 43
Operator: 4.63 Respondents: 18
Monitor the execution of plans and orders?
1 = Much Worse; 6 = Much Better
Commander: 2.60 Respondents: 5
Staff Officer: 3.00 Respondents: 35
Operator: N/A  Respondents: N/A
How did TCO affect the amount of work necessary to exchange information?
1 = Increased; 6 = Decreased
Commander: N/A Respondents: 7

Staff Officer: 3.40 Respondents: 68
Operator: 4.17 Respondents: 40
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SYSTEM RESPONSE

How often were there noticeable delays in system response?
1 = Constantly; 6 = Never
Commander: 2.71 Respondents: 7
Staft Officer: 2.34 Respondents: 74
Operator: 2.60 Respondents: 42
How often did delays in system response to your actions negatively impact your performance?
1 = Constantly; 6 = Never
Commander: 2.86 Respondents: 7

Staff Officer: 2.63 Respondents: 68
Operator: 2.73 Respondents: 41

How well did the system indicate the cause and estimated duration of processing delays when
they occurred?
1 = Poorly; 6 = Effectively
Commander: N/A  Respondents: N/A
Staff Officer: 1.75 Respondents: 61
Operator: 2.29 Respondents: 38
How often did the systern allow you to interrupt processes that were causing delays?
1 = Never; 6 = Always
Commander: N/A  Respondents: N/A

Staff Officer: 1.83 Respondents: 52
Operator: 1.87 Respondents: 39

For your position, what was the overall effect of TCO on the time necessary to process
information?
1 = Increased; 6 = Decrease?

Commander: 3.60 Respondents: 5

Staff Officer: 3.32 Respondents: 72
Operator: 3.97 Respondents: 40



With regard to the time needed to process information, did TCO have a positive or negative
overall affect on mission accomplishment?

1 = Negative; 6 = Positive
Commander: 3.60 Respondents: 5

Staft Officer: 3.24 Respondents: 68
Operator: N/A  Respondents: N/A

INF TION TRANSFER

How often was it necessary for you to re-transfer previously transmitted data because of loss or
corruption during the original fransmission?

1 = Constantly; 6 = Never

Commander: N/A  Respondents: N/A

Staft Officer: 3.33 Respondents: 69

Operator: 3.54 Respondents: 41
Did TCO have a positive or negative affect your ability to:
Transfer information to people or machines within the COC?
1 = Negative; 6 = Positive

Commander: N/A  Respondents: N/A

Staft Officer: 4.41 Respondents: 69

Operator: 4.95 Respondents: 42
Transfer information to people or machines external to the COC?
1 = Negative; 6 = Positive

Commander: N/A  Respondents: N/A

Staff Officer: 3.93 Respondents: 74
Operator: 3.52 Respondents: 40

USABILITY

How easy was it to use TCQO?

1 = Difficult; 6 = Easy

Commander: 3.33 Respondents: 6
Staff Officer: 4.28 Respondents: 69
Operator: 5.17 Respondents: 42

When usi,?g the TCO system, how often were you exposed to terms and acronyms which were
unfamiliar”
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1 = Constantly; 6 = Never
Commander: N/A  Respondents: N/A

Staff Officer: 4.00 Respondents: 68
Operator: 4.38 Respondents: 42

How often did you observe terminology used to describe functions or commands which was
confusing or misleading?
1 = Constantly; 6 = Never

Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: 52

Operator: 4.98 Respondents: 42

How consistent was the use of terms and acronyms across the different screens and functions in
the TCO system?

1 = Inconsistent; 6 = Consistent
Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.89 Respondents: 38

How adequate were the control devices used by TCO (e.g. keyboard, trackball, mouse, touch
screen etc.) in meeting your needs?
1 = Inadequate; 6 = Adequate
Commander: N/A  Respondents: N/A
Staff Officer: N/A  Respondents: N/A
Operator: 4.12 Respondents: 40
How consistent were the procedures across the different tasks and functions within TCO?
1 = Inconsistent; 6 = Consistent
Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.56 Respondents: 41
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LECTRONIC MAP QOVERLAY

How well did the map overlay capability provided by TCO meet your requirements?
1 = Poorly; 6 = Very Weli

Commander: 1.33 Respondents: 3

Staff Officer: 2.65 Respondents: 52

Operator: 3.84 Respondents: 31
Did TCO have a positive or negative affect on your ability to:
Distribute map overlay information to subordinate units?
1 = Negative; 6 = Positive

Commander: 1.50 Respondents: 2

Staff Ofticer: 3.41 Respondents: 34

Operator: 4.15 Respondents: 26
Distribute map overlay information to adjacent units?
1 = Negative; 6 = Positive

Commander: 1.50 Respondents: 2

Staff Officer: 3.58 Respondents: 31

Operator: 4.20 Respondents: 25
Distribute map overlay information to higher units?
1 = Negative; 6 = Positive

Commander: N/A  Respondents: 0

Staff Officer: 3.77 Respondents: 31

Operator: 4.26 Respondents: 23
Using the map overlays, how easy was it to:
Display friendly force information such as unit size, type, location, and parent unit?
1 = Difficult; 6 = Easy

Commander: 4.50 Respondents:” 4

Staff Officer: 4.26 Respondents: 39
Operator: 5.00 Respondents: 35
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interpret friendly force information such as unit size, type, location, and parent unit?
1 = Difficult; 6 = Easy
Commander: 4.20 Respondents: 5
Staff Officer: 4.30 Respondents: 43
Operator: 5.08 Respondents: 36
Display fire support control/coordination measures?
1 = Difficult; 6 = Easy
Commander: 3.33 Respondents: 3
Staff Officer: 4.74 Respondents: 31
Operator: 4.64 Respondents: 14
Interpret fire support control/coordination measures?
1 = Difficul{; 6 = Easy
Commander: 3.66 Respondents: 3
Staff Officer: 4.86 Respondents: 29
Operator: 4.40 Respondents: 15
Display friendly and enemy unit locations?
1 = Difficuit; 6 = Easy
Commander: 460 Respondents: 5
Staff Officer: 4.69 Respondents: 45
Operator: 5.15 Respondents: 34
Using the map overlays, how easy was it to:
Interpret friendly and enemy unit locations?
1 = Difficult; 6 = Easy
Commander: 420 Respondents: 5
Staff Officer: 4.13 Respondents: 46
Operator: 4.97 Respondents: 35
Display friendly force information such as task organization and current tactical status?
1 = Difficult; 8 = Easy
Commander: 3.67 Respondents: 3

Staff Officer: 3.59 Respondents: 29
Operator: 453 Respondents: 17
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Interpret friendly force information such as task organization and current tactical status?
1 = Difficult; 6 = Easy
Commander: 3.67 Respondents: 3
Staft Officer: 3.73 Respondents: 26
Operator: 4.45 Respondents: 22
Display tactical control measures such as boundaries, objectives, phase lines, etc.?
1 = Difficult; 6 = Easy
Commander: 450 Respondents: 4
Staff Officer: 462 Respondents: 40
Operator: 4.70 Respondents: 33
Interpret tactical control measures such as boundaries, objectives, phase lines, etc.?
1 = Difficult; 6 = Easy
Commander: 4.00 Respondents: 3
Staff Officer: 453 Respondents: 38
Operator: 4.68 Respondents: 34
Using the map overlays, how easy was it to:
Display man-made obstacles such as minefields, barriers, etc?
1 = Difficult; 6 = Easy
Commander: 3.00 Respondents: 3
Staft Officer: 4.70 Respondents: 27
Operator: 4.97 Respondents: 32
Interpret man-made obstacles such as minefields, barriers, etc.?
1 = Difficuit; 6 = Easy
Commander: 3.33 Respondents: 3

Staft Officer: 3.89 Respondents: 28
Operator: 4.84 Respondents: 31
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Using the map overlays, how easy was it to access friendly force information on
logistics/maintenance status such as equipment status, supply status, critical shortages, etc.?

1 = Difficult; 6 = Easy
Commander: 1.80 Respondents: 5

Staff Cfficer: 3.24 Respondents: 21
Operator: 4.42 Respondents: 19

Using the map overlays, how easy was it to access personnel data such as friendly unit
strength, KiAs/WIAs, critical shortages, etc.?
1 = Difficult; 6 = Easy
Commander: 2.00 Respondents: 3
Staff Officer: 3.58 Respondents: 19
Operator: 4.87 Respondenis: 15
How easy was it to identify individual map symbols?
1 = Difficult; 6 = Easy
Commander: 4.57 Respondents: 7
Staft Officer: 478 Respondents: 64
Operator: 4.92 Respondents: 39
To what extent did TCO employ standard Marine Corps map symbology?
1 = Never; 6 = Constantly
Commander:  4.20 Respondents: 5

Staff Officer: 4.85 Respondents: 61
Operator: 4.81 Respondents: 32

How well did map graphics, such as unit symbols and control measures, convey the appropriate
information about the item represented?
1 = Poorly; 6 = Very Well

Commander: 3.75 Respondents: 4

Staff Officer: 4.05 Respondents: 60
QOperator: 4.48 Respondents: 33
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How well did TCO display current and predicted weather information?
1 = Poorly; 6 = Very Well
Commander: N/A  Respondents: 0

Staff Officer: 1.22 Respondents: 9
Operator: 1.00 Respondents: 3

INFORMATION PRESENTATION
How well did TCO allow you to highiight, hide, or arrange displayed data?
1 = Poorly; 6 = Very Well
Commander: 3.00 Respondents: 5

Staff Officer: 2.98 Respondents: 54
Operator: N/A  Respondents: N/A

How well did the content, format, and organization of the informaticn displayed by TCO meet
your requirements ?
1 = Poorly; 6 = Very Well

Commander: 2.83 Respondents: 6

Staff Officer: 3.37 Respondents: 68
Operator: 4.20 Respondents: 40

How easy was it to customize data displays (i.e., screen setup to accommodate specific
missions and tactical situations?
1 = Poorly; 6 = Very Well

Commander: N/A Respondents: N/A

Staff Officer: 2.59 Respondents: 39
Operator: 3.80 Respondents: 25

How consistently were blanks, spacing, lines, color coding or other means used to separate
groups of information?
1 = Inconsistent; 6 = Consistent

Commander: N/A  Respondents: N/A

Staftf Officer: N/A Respondents: N/A
Operator: 445 Respondents: 31
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How clearly did TCO notify you when priority messages were received?
1 = Poorly; 6 = Very Clearly
Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.63 Respondents: 41

DATA ENTRY
How adequate were the plan and order templates provided by TCQO?
1 = Unaccepiable; 6 = Very Acceptable
Commander: N/A  Respondents: N/A

Staft Officer: 3.33 Respondents: 39
Operator: 4.39 Respondents: 18

How well did TCO prevent you from inputting the wrong type of data? (ex. inputting letters in
number fields, etc.
1 = Poorly; 6 = Very Well
Commander: N/A  Respondents: N/A
Staff Officer: 3.06 Respondents: 33
Operator: 3.97 Respondents: 30
How well did TCQO data entry procedures minimize the number of actions required to enter data?
1 = Poorly; 6 = Very Well
Commander: N/A  Respondents: N/A
Staft Officer: 3.03 Respondents: 58
Operator: 3.92 Respondents: 37
How did the forms provided by TCOQ affect your ability to perform your tasks?
1 = Hindered; 6 = improved
Commander: N/A  Respondents: N/A

Staff Officer: 3.58 Respondents: 62
Operator: N/A  Respondents: N/A
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How often was it necessary to manually enter data that was aiready elsewhere in the system?
1 = Constantly; 6 = Never
Commander: N/A Respondents: N/A
Staff Officer: N/A  Respondenis: N/A
Operator: 3.94 Respondents: 32
How consistent were the data entry procedures throughout TCO?
1 = Consistent; 6 = Inconsistent
Commander: N/A Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator; 4.82 Respondents: 39

How adequate was the system feedback concerning the acceptance or rejection of data you
entered into TCO?
1 = UnAcceptable; 6 = Very Acceptable

Commander: N/A Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.12 Respondents: 33

How often were there instances when you were required to enter data in units that were unusual
or out of the ordinary?
1 = Constantly; 6 = Never

Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.61 Respondents: 31

SCREEN DESIGN

How well did the labels and names used by TCO indicate what they represented?
1 = Poorly; 6 = Very Well

Commander: N/A Respondents: N/A

Staff Officer: 421 Respondents: 68
Operator: 4.85 Respondents: 41
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How easy was it to understand and remember the labels used to identify the dispiay screens?
1 = Difficult; 6 = Easy
Commander: N/A  Respondents: N/A

Staff Officer: 462 Respondents: 66
Operator: 5.07 Respondents: 41

How well did the display screen labels in TCO indicate where each display screen was relative
to other dispiay screens?
1 = Poorly; 6 = Very Well

Commander: N/A  Respondents: N/A

Staff Officer: 3.80 Respondents: 45
Operator: 4.58 Respondents: 38

DAT ISPLAY

How similar are the data displays used by TCO to current format for displaying data?
1 = Difterent; 6 = dentical

Commander: N/A  Respondents: N/A

Staff Officer: 3.45 Respondents: 49

Operator: N/A  Respondents: N/A
How often were the formats used for data display consistent throughout TCO?
1 = Never; 6 = Always

Commander: N/A  Respondents: N/A

Staff Officer: 4.46 Respondents: 46
Operator: N/A  Respondents: N/A

How easy was it to im mediétely use the data provided by TCO (i.e., did data often require
further manipulation?

1 = Difficult; 6 = Easy
Commander: °~ N/A Respondents: N/A

Staff Officer: 4.13 Respondents: 60
Operator: 4.43 Respondents: 37



How often were there instances when a naturally occurring order (e.g. chronological or sequential)
in the data were not reflected in the TCO display?

1 = Constantly; 6 = Never
Commander: N/A  Bespondents: N/A
Staft Officer: N/A  Respondents: N/A
Operator: 4.60 Respondents: 25
How easy was it to detect signals, alerts and alarms?
1 = Difficult; 6 = Easy
Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 3.97 Respondents: 30

NE RK_1

How easy was it for you to determine system status information (i.e., network busy, terminal
down, etc. when using the TCO system?

1 = Difficult; 6 = Easy
Commander: N/A  Respondents: N/A

Staft Officer: 4.18 Respondents: 67
Operator: 4.07 Respondents: 41

Using TCO, how easy was it to route appropriate messages and parts of messages to the
appropriate organizations and echelons?
1 = Difficult; 6 = Easy
Commander: N/A  Respondents: N/A
Staff Officer: 4.39 Respondents: 76
Operator: 4,72 Respondents: 39
How easy was it to set up and modify access privileges for individual users?
1 = Difficult; 6 = Easy
Commander: N/A  Respondents: N/A

Staff Officer: 3.67 Respondents: 18
Operator: 5.00 Respondents: 22
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How easy was it to locate and enter network addresses for other individual users on the LAN?
1 = Difficuit; 6 = Easy
Commander: N/A  Respondents: N/A

Staft Cfficer: 4.72 Respondents: 43
Operator: 5.17 Respondents: 30

How well did TCO accommodate access privileges across terminals when you moved from one
work station to another?
1 = Poorly; 6 = Very Well

Commander: N/A  Respondents: N/A

Staff Officer: N/A  Respondents: N/A
Operator: 4.48 Respondents: 23

LARGE AND MED! E DISPLAYS (LSD AND MSD

How well did the design of the LSD/MSD meet your requirements?
1 = Poorly; 6 = Very Well

Commander: 3.00 Respondents: 4

Staff Officer: 3.16 Respondents: 45

Operator: N/A  Respondents: N/A
How do you rate the text and graphics display characteristics of the LSO/MSD?
1 = Unacceptable; 6 = Acceptable

Commander: 4.00 Respondents: 5

Staff Officer: 4.23 Respondents: 47

Operator: 486 Respondents: 21
How well did the LSD/MSD functional capabilities meet operational needs?
1 = Poorly, 6 = Very Well

Commander:; 3.67 Respondents: 3

Staft Otficer:  3.25 Respondents: 44
Operator: N/A  Respondents: N/A



How easy was it to read map legends, labels and other information through the electronic map
overlay (LSD or MSD?)

1 = Difficult; & = Easy
Commander: 3.67 Respondents: 6

Staft Officer: 3.85 Respondents: 41
Operator: 4.82 Respondents: 22

MOBILITY

What affect would the introduction of the TCO system, as configured for FDS-, have on the
mobility of your organization?

1 = Negative; 6 = Positive
Commander: 1.86 Respondents: 7

Statt Officer: 2.06 Respondents: 80
Operator: N/A  Respondents: N/A

In your opinion, what would be the impact of the introduction of TCQO, as configured for FDS-1, on
your organization's vehicle requirements?
1 = Increase; 6 = Decrease

Commander: 1.57 Respondents: 7

Staff Officer: 1.81 Respondents: 73
Cperator: N/A  Respondents: N/A

LOG-ON/LOG-QFF/SECURITY
How well did TCO prevent data loss from occurring as a result of accidentally logging-off?
1 = Poorly; 6 = Very Well
Commander: N/A  Respondents: N/A

Statf Officer: 2.58 Respondents: 45
Operator: 3.68 Respondents: 38



How clearly did TCO notify you when information was updated?
1 = Poorly; 6 = Very Well

Commander: N/A  Respondents: N/A
Staff Officer: 2.83 Respondents: 42
Operator: 3.12 Respondents: 34

How weil did TCO ensure that data base updates were only made by authorized users?

t = Poorly; 6 = Very Well

Commander: N/A  Respondents: N/A
Staff Officer: N/A  Respondents: N/A
Operator: 3.58 Respondents: 19

TRAINING

How much of the knowledge necessary to effectively use TCO could be acquired through on-the-
job as opposed to special training?

1 = None; 6 = Aii

Commander: 3.86 Respondents: 7
Staff Officer: 4.14 Respondents: 77
Operator: 4.48 Respondents: 42

Hgvé much additional knowledge would be required of persons in your MOS to effectively use
TCO?
1 =None; 6 =A Lot

Commander: 4.33 Respondents: 6
Staft Officer: 3.69 Respondents: 78
Operator: 3.51 Respondents: 39

In your estimation, how many of the Marines who would use this system in the future would have
the necessary skills to operate TCO?
1 = None; 6 = All

Commander: 4.00 Respondents: 6

Staff Officer: 4.06 Respondenis: 79
Operator: N/A  Respondents: N/A

A-20



How useful was the on-line help in TCO?
1 = Useless; 6 = Very Useful
Commander: N/A  Respondents: N/A
Staft Officer: 2.53 Respondents: 30
Operator: 3.83 Respondents: 23
How useful were the TCO training manuals?
t = Useless; 6 = Very Useful
Commander: N/A  Respondents: N/A

Staff Officer: 3.50 Respondents: 34
Operator: 3.54 Respondents: 37

MISCELLANEQUS
In your estimation, how well will the design of TCO support a jump command post?
1 = Poorly; 6 = Very Well
Commander: 1.75 Respondents: 4

Staff Officer: 3.06 Respondents: 70
Operator: N/A  Respondents: N/A

How much additional training do you feel would be necessary for you to effectively use the
current implementation of TCO?
1 =A Lot; 6 = None

Commander: N/A  Respondents: 4

Staft Officer: 3.30 Respondents: 74
Operator: N/A  Respondents: N/A
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A2 BEQUIREMENTS QUESTIONNAIRES

The following is a list of the questions on the requirements questionnaire foliowed by the
mean rating and the number of people who responded to the question. There were a total of 74
respondents to the Requirements Questionnaire. A copy of the Requirement's Questionnaire is
provided in Appendix A. The following rating scale was used for each question.

Negative ’ Desired  Significant Necessary
Impact Inconsequential Capability Ephancement Requirement

0 1 2 3 4 5 6 7 B8
1. The ability to prepare plans using an automated tool.

Mean Rating: 6.26 Respondents: 74

2. The ability to prepare orders using an automated tool.
Mean Rating: 6.39 Respondents: 71

3. The ability to prepare courses of action using an automated tool.
Mean Rating: 6.04 Respondents: 71

4, The ability to prepare reports using an automnated tool.
Mean Rating: 6.79 Respondents: 73

5. The ability to pre?are requests using an automated tool..
Mean Rating: 6.78 Respondents: 73

6. The ability to import or export to other software programs (e.g..
WordPertect, Enable etc.).
Mean Rating: 6.27 Respondents: 71

7. The ability to display situational maps on a computer screen.
Mean Rating: 5.85 Respondents: 72

8. The ability to display the situation over a paper map on a large
: screen display (LSD) using electronic map overlays.
Mean Rating: 5.64 Respondents: 69

9. The ability to display the situation over a paper map on a medium
screen display (MSD) using electronic map overlays.
Mean Rating: 5.03 Respondents: 63

10. The ability to generate map overlays using a computer.
Mean Rating: 6.44 Respondents: 70

11. The ability to transmit and receive messages through a computer.
Mean Rating: 6.81 Respondents: 73

12. The ability to transmit and receive graphics through a computer.
Mean Rating: 6.35 Respondents: 72
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13.

14.

15.

16.

17.

18.

18.

20.

21,

22.

23.

24,

25,

26.

27.

28.

The ability to update the situation map automatically, based on
incoming messages.
Mean Rating: 6.11 Respondents: 73

The ability fo reconfigure communications paths to accommodate
system component failures.
Mean Rating: 6.60 Respondents: 68

The ability to generate backup situation maps.
Mean Rating: 5.78 Respondents: 68

The ability to generate backup map overlays.
Mean Rating: 5.67 Respondents: 69

The ability to plot computer graphics on acetate.
Mean Rating: 5.52 Respondents: 66

The ability to access instructional information using a computer {i.e.,
an "on-line heip® function).
Mean Rating: 5.97 Respondents: 72

The ability to send messages to everyone on the system (i.e., the
ability to "broadcast” messages).
Mean Rating: 6.46 Respondents: 74

The ability to maintain an automated journal at each station.
Mean Rating: 6.29 Respondents: 70

The ability to maintain an automnated journal at the CCC.
Mean Rating: 6.47 Respondents: 74

The ability to recall messages from a journal,
Mean Rating: 6.67 Respondents: 72

The ability to determine when a message was transmitted.
Mean Rating: 6.53 Respondents: 74

The ability to determine when a message was received.
Mean Rating: 6.50 Respondents: 74

The ability to determine when a message was read.
Mean Rating: 5.23 Respondents: 70

The ability to determine when a message was action complete.
Mean Rating: 5.64 Respondents: 70

The ability to read or "overhear” messages transterred on the LAN
that were not directed to you specifically.
Mean Rating: 4.73 Respondents: 74

The ability to transmit text to other units using computers.
Mean Rating: 6.93 Respondents: 73
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29.

30.

31.

32.

33.

34.

35.

36.

37.

38.

39.

40.

41.

42.

44,

45.

46.

47.

The ability to transmit graphics to other units using computers.
Mean Rating: 6.43 Respondents: 72

The ability to quickly establish voice communications.
Mean Rating: 7.29 Respondents: 73

The ability to determine friendly unit status of class 1 through 10.
Mean Rating: 6.05 Respondents: 61

The ability to display real time information from PLRS.
Mean Rating; 6.48 Respondents: 65

The ability to display real time information from ATACC.
Mean Rating: 6.16 Respondents: 51

The ability to send messages to PLRS units.
Mean Rating: 5.97 Respondents: 60

The ability to receive updates from GPS.
Mean Rating: 6.46 Respondents: 61

The ability to display color graphics.
Mean Rating: 5.49 Respondents: 68

The ability to monitor the current status of requests.
Mean Rating: 5.92 Respondents: 71

The ability to transmit/receive information to/from LFADS.
Mean Rating: 5.98 Respondents: 53

The ability to transmit/receive information to/from MAGTF 1.
Mean Rating: 5.45 Respondents: 53

The ability to transmit/receive information to/from MIPS.
Mean Rating: 6.18Respondents: 57

The ability to monitor personnel status.
Mean Rating: 5.96 Respondents: 67

The ability to handle EPW.
Mean Rating: 5.10 Respondents: 62

The ability to track WIA,
Mean Rating: 5.87 Respondents: 67

The ability to determine the availability of communication assets.
Mean Rating: 5.65 Respondents: 65

The ability to process classified data using a computer.
Mean Rating: 6.74 Respondents: 69

The ability to limit access to data for security.
Mean Rating: 6.96 Respondents: 69

The ability to backup data on a computer using floppy disks.
Mean Rating: 7.19 Respondents: 70
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48.

49,

50.

51.

52.

53.

54,

The ability to recreate a computer environment (data, communications
configuration, etc.) using floppy disks.
Mean Rating: 6.74 Respondents: 62

The ability to perform automated terrain anaiysis.
Mean Rating: 6.37 Respondents: 59

The ability to automatically identify mobility corridors.
Mean Rating: 6.46 Respondents: 61

The ability to automatically predict weather information.
Mean Rating: 5.42 Respondents: 59

The ahility to automatically predict enemy courses of action.
Mean Rating: 5.58 Respondents: 59

The ability to automatically create INTEL c¢ollection plans.
Mean Rating: 6.28 Respondents: 57

The ahility to automatically perform logistics/time analysis.
Mean Rating: 6.30 Respondents: 61
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A3 BEPORTS QUESTIONNAIRE

The following table indicates the number of people who rated each type of form on the
Reports questionnaire, how many people felt it was an improvement over current methods, and
the mean rating given the questionnaire on a five point scale where "1 = unsatisfactory” and 'S =
acceptable”. There were a total of 42 respondents to the Reports Questionnaire. A copy of the
Reports questionnaire is included in Appendix A.

Bespondents Improvement (Y/N)} Mean Rating (N}

AFUBAMOUP 3 2/14 (1)
CASREP 18 14/43.76(17)
DISREP 6 3/34.25 (4)
DUMPSTATREPS 7/24.0 (7)
FIRECAP 6 4/25.0(2)
FIREPLANREP 6 4/23.67(3)
FREE TEXT 37 32/54.08(34)
INTSUM 10 8/23.62(8)
ITUSPOT 4 3/13.67(3)
LOGSUM 11 8/33.75(8)
MIJIREP 8 7/13.80(5)
ENMINEREP 10 7/34.50(6)
FRNDMINEREP § 6/34.60(5)
NBC 1 23 20/34.16(19)
NBC 3 21 17/44.25(16)
NBC 4 20 16/44.20(15)
PERINTSUM 7 6/14.60(5)
SALUTEREP 22 17/54.00(16)
SENREP 7 5/24.33(3)
SHELLREP 12 9/30.11(9)
SITREP 26 21/54.13(23)
SPOTREP 24 18/63.85(20)
TARGETREP 6 3/34.00(4)
PERSTATREP 11 10/13.80(10)
PERSTRENRER 1 10/13. ?0(10
CASPROJ 7 7/03.57(7)
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APPENDIX B

7th MEB AFTER ACTION REPORT



NARRATIVE SUMMARY OF IMPRESSIONS

I. BACKGROUND. The 7th MEB received its initial brief in mid~June
1991 from MCRDAC on the Marine Tactical Command and Control System
(MTACCS) and accepted the tasking to conduct the evaluation of Field
Development System~1 (FDS-1). The original date proposed by MCRDAC
for the evaluation was late August. As planning began it became
apparent that, for a variety of reasons, an August evaluation date
was ambitious. At a 1 July meeting in Ft. Wayne, IN, between the
CG, 7th MEB; Deputy CG, MCRDAC and contractor representatives the
period 16-22 November was decided upon for conducting the
evaluation. An Initial Planning Conference was held on 20-21 August
and a Final Planning Conference on 1-2 October.

II. PREPARATION. The decision by the Officer Scheduling the
Exercise (OSE) and Officer Conducting the Exercise (OCE) to conduct
the FDS-1 evaluation at MCAGCC in a field environment required that
extensive logistical preparations be made to support exercise
participations. Despite field duty being prescribed, the
anticipated cost of the evaluation rose. Significant numbers of
personnel and equipment were deployed from MCB Camp Pendleton and
MCAS El1 Toreo, to include an offbase displacement of the I MEF TWSEAS
suite from the Los Flores area at Camp Pendleton to MCAGCC. The
total number of exercise participants eventually apprcached 1200.
Two major exercise nodes were erected at MCAGCC, one in a gymnasium
facility at Mainside (the Tactical Exercise Control Group)} and one
spread over several kilometers in the Oasis training area (the
Exercise Force), separated by some six miles. The displacement, the
field conditions and the separation distances involved all
contributed to the realism of the CPX play. During the preparation
period it was decided to conduct the evaluation in three phases:
Phase I: hardware only, Phase II: hardware and limited radio, Phase
III: radio and displacement of the GCE.

III. TRAINING. Individual and collective training in preparation
for the evaluation was conducted at the MCTSSA compound aboard Camp
Pendleton from 15 October to 7 November. 263 officer and enlisted
personnel were trained in one or more subsystems of MTACCS that
involved 12,764 training manhours. Use of the MCTSSA facility, and
the trained cadre of communications/computer experts available was
essential to the success of the FDS-1 evaluation. The lengthy
training period was required to familiarize Marines with the various
components of MTACCS. Overall the training sessions were
successful, giving first individuals and then staffs the minimal
knowledge necessary to operate the systems being evaluated. Two
major problems with the contracteor-prepared training package were a
lack of familiarity with standard Marine Corps operational methods
(spending hours attempting to teach Corporals and Sergeants how to
draft Operations Orders) and a lack of time to instruct operators
and supervisors in all the various facets of the MTACCS software
programs. Additionally, due to equipment limitations, the first
time the entire MTACCS suite was wired together was several hours
prior to the start of collective training; significant training time
was therefore spent troubleshooting the system during the early
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stages of collective training.

IV. PILOT TEST. The pilot test period of the evaluation lasted
from 16-19 November, and was designed to be an operational check for
MTACCS in a field environment/configuration. Although a three-day
CommEx had preceded the pilot test, it was not until all operators
and supervisors were at their stations in each command node that
significant probklem identification and troubleshooting could begin.

Several problems were identified during the first two days of
the pilot test. While communications between the TCQO/auxiliary
stations within each command node was quickly established and
maintained, connectivity between separate nodes and between the
exercise force and the TECG could not be maintained with any
consistency. These connectivity problems were of such a severity as
to threaten conduct of the evaluation. After many hours of effort
and numerous technical meetings, it was decided to disconnect the
MTACCS terminals from all military communications equipment and to
hardwire all nodes together. Effectively, this created an enormous
local area network (LAN} out of the entire exercise force. While
this solution improved communications connectivity to the point
where the evaluation could begin, it prevented the evaluation from
proceeding to Phases II and III. Throughout the pilot test and
subsequent field evaluation, the inability to pass MTACCS digital
information over current USMC analog communications equipment was
the most significant shortcoming.

The remaining two days of the pilot test passed without major
incident. Scenario operational play was conducted at a relatively
low, pre-hostilities level to allow operators and supervisors to
more thoroughly familiarize themselves with MTACCS and its various
subsystems.

V. FIELD EVALUATION. The formal field evaluation period was
scheduled from 20-24 November, with extended operations planned for
the last day to test system durability. A defensive scenario had
been selected, to ease the exercise force and the MTACCS into a high
tempo of operations. This meant that initially the MEB command
element and the ACE were fully employed in fighting the deep battle,
while the GCE and the CSSE were operating at a much lower degree of
intensity while awaiting the enemy attack.

An initial finding during the field evaluation was that while
the centerpiece of MTACCS, TCO, proved in many respects more
functional and durable in operation than had been predicted, the
same could not be said for many of the ancillary systems that were
brought to the evaluation to play off of, and provide information
to, TCO. While a certain degree of "swivel chair"™ connectivity had
been expected, it soon became apparent that several of the ancillary
systems were only capable of making a marginal contribution. For
example, the Data Link Simulator Personnel Computer (DLS PC), which
provided air tracks to the Advanced Tactical Air Command Center
(ATACC) and Air sSituation Display System (ASDS), became manually
operational for only the last two days of the evaluation. Without
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the automated DLS PC functional, "swivel chair" connectivity was
regquired to evaluate ATACC and ASDS.

buring the evaluation, TCO at the MEB level proved capable for
a prototype system, and kept watch officers in the MEB COIC
situationally aware of the scenarioc as it progressed. Down time for
most of the TCO systems at the MEB level was minimal, and despite
numerous power fluctuations and system "crashes" the great majority
of combat essential information was retained and quickly
redisplayed. Only one catastrophic information loss, which would
have taken the MEB CE out of the picture during real operational
activity, occurred over four days of operation. In this respect TCO
surpassed the expectations of those personnel evaluating it at the
MEB CE level. The G-2 section was an exception. The modems for G-2
TCO suites were incapable of handling the volume of data and
experienced extensive system "crashes"”. This resulted in the G=-2
section abandoning TCO and implementing a manual system.

Other problems with TCO were evident throughout the rest of the
exercise force. TCO software in its current state of development is
cumbersome and time consuming, the graphics are inadequate, and
system durability/reliability does not begin to approach that
required for an operational system.

While the field evaluation was continuing, tests were conducted
nightly to determine if the interface between MTACCS/TCO and USMC
communications equipment could be effected with enough reliability
to proceed to Phases II and III of the evaluation. It was concluded
that successful connectivity was not possible by radio. Due to the
inability to proceed to Phases II and III the OCE decided to
terminate the FDS-1 evaluation 24 hours earlier than planned.

VI. FINDINGS

A. APPLICABILITY. The applicability of automated systems to
the various levels of command appears directly proportional to the
level of command. The automated systems are equipment intensive and
do not lend themselves well to rapid displacement. Higher
headquarters are required to move less often and are more likely to
have the power sources required. Limitaticons impact most severely
on the infantry battalions and to a lesser extent the infantry
regiments, who must remain highly mobile. The ACE and CSSE, because
they are normally located at fixed facilities, may not suffer as
severely at lower level as the GCE.

B. UTILITY

1. The utility of MTACCS to the operational FMF commander
appears to be in three broad, general areas: planning, decision
making support, and information dissemination. FDS-1 has
successfully demonstrated the tremendous potential of MTACCS in all
three of these areas; it remains to be seen whether the plethora of
problems that were identified can be surmounted.
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2. MTACCS does not seem to provide much benefit to the
infantry battalion. Their area of concern is limited to where a
battalion commander and his staff can maintain situational awareness
through conventional methods. A comment provided by an infantry
battalion staff officer: "We'd rather have good, reliable voice
communications." To overcome this reluctance to rely on digital
communications a lighter, more streamlined configuration for MTACCS
must be developed for use at battalion level.

3. The infantry regiment will have a greater ability to
configure the system for its reguired mobility in such vehicles as
the AAVC-7 or the LAV C2, and the TCO functionality may provide more
effective command and control for the regiment. However, the
configuration used in the FDS~1 evaluation of 9 TCO terminals is
too bulky for mobility purposes; development of smaller, lighter
hardware and other similar software efforts could make the systenm
more manageable.

VII. CONC IONS

A. The FDS-1 evaluation demonstrated that automated digital
command and control systems have potential to serve as a means to
expedite and enhance the areas of planning, decisionmaking support
and information dissemination.

B. The evolutionary approach of the FDS-1 evaluation, which
allowed operational end user input into the developmental process
much earlier than usual, is an innovative step and crucial to the
continued successful development of MTACCS.
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MCLLS AFTER ACTION REPORT

All elements of the exercise force provided input to the after
Duplicate items were condensed and submitted as a
This enclosure presents those items selected for the

1.
action itens.
single item.

MCLLS system.
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MCLLS LOMT REPCRT

Doy MOLLE NUMBER: S1IaT-TS0Rl caadal ), submitted Ly J.D,
e saHRLSK Ll TR MER G-3, SE7-7403, (219Y2680~74KR3,
= - LY FS—-1 cencacted pe D0 TV OMEE o on 1I/1E/91.

G, tut MEYWORDS: 18T MARINE =
SR ;J MAW, 7TH MEE, &0E, ACC
Lo/ TERS, ASDS (AIR TIT D ', ATACC (ADYTACAIRECMDCEN T
CMGTED SYSTEMS BSSE, OO, CE. MGND POST, COMMUNICET I70NS,
S MELUTERS, CONTROL GROUF, CEX, ©SSCS (CET SYC SPT CTL S5Y, DESERT.
“CUEhuPMENT, DIGITAL COMMUNICATICNS , DIGITAL SYSTEMS, EXERCISE
S5UE, EXFOR (EXERCISE FORCE), FDS~1, FIREFLEX, GCE, HARDWRRE, I
MEF, 1AS (INTEL ANALYSIS SYS), INTELLIGENCE, LAND WARFARE, LFADS
(LDG FRC ASSET DIST, LOGISTICS, MAGTF, MAGTF I, MAW, MCAGCC, MCAS
L TORO, MCE CAME PENDLETON, MCRDAC, MEE, MECHANIZED OFERATIONS,
MIFS (MAR INTEG PERS SYS), MSEL (MASTER SCN EV LIST), MTACCS (MAR
TS0 £ SYS), UCE (OFF CONDUCTING EXER), OFERATIONS, RADIOCS,
SOFTWERE, SOUTHWEST ASIA, STAFF FUNCTIONS, TCO (TACT CBT G5S),
REINING, TRANSMISSION SYSTEMS, TWSEAS, USMC, VHF.

SRESIMTNGT, 30 BN OLST MRR, 3D L Vs
LIER N, SBLMINISTRATION,

-‘QL.J-

iTLE: SUMMARY - FiebLl DEVELORMENT SYSTEM-1 (FDS-1:

S.oLllr SENZRAL DESCRIFTION:

a, FDS-1 Evaluation was a command post exercise cunducted by
FME oumits in support of C5, MCRDAC.

5. Purpose of the evaluation was to test various elementz of
tiha MTACCS currently in development, with emphasis on TCO, and
crovide operatiomal/end user feedback in order to guide furifier
develapment.,

. Orfficer scheduling exercice (0SEY): CG, I MEF. ODOfficer
~enducting exercise (GCE}: TS, 7th MER.

g, SDecemario play/0OFFOR for the C2X was provided by a
Tactital Exercise Control GBroup and TWSEEAS, which deplayed fraom
AR Camn Fendleton im support of the evaluation.

&. (U) DATES:

a. Traimning - 15 October to 7 November 1991
. Deployment - 7 to 132 Mavember 13991
. Employment - 13 to &8 Novembar 1991

1. Redeployment - &2 to ZE November 1951

7. {1 LOCATION OF DFERATIONG:

Fage — 2
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MCLLS LIOMGE REPCRT

a. Frae=—evaliuvation training was copducted mrimarily at MCER

Camp “endlieton, 2A. The evalitatiorn was copduchted at Mari-e
T w fAywe Boagend Comiat CTenter 702G T0Y, Twenterine Dalms. T2,

o Tha ayercisze cimulated mestmasized apascabtions 1 Soobhwest
'f-:'."_-l':‘.

& (L LOCATICON CF PERSONNEL

==

a, All participants were lonated at MCRGLC.

. Fersonnel deployed from MCE Camp Pendleton and MCAS El
Tors ta participate in the evaluatian,

9. (U OBJECTIVES: Specific wbhjectives for the FD5-1 Evaluation
were to: :

a. Identify those aspects of the system concept and design
thats

(1) Provide improved capabzlity 1n gerforming C2.

(&) Provide na kenefit to the commander and staff 1n the
meaptormance of C&.

-

Z2) Can be enhanced in Tuturs prototypes of MTACCS.

(4) Are nat currently present and need to be incarporated
to improve CE. |

. Frovide input into the MTACCS system design for the FDS-Z
gvaluatian hased on the evaluation reznlt

tablish standard procedures to Lhe used in future MTRCCS
tatinns.

J. Zvalunate requirements for & mobile jJump command post as
part of the MTACCS FDS-1 evaliaat:ion,

1. (Uy PHASES: Conduct of exercise scheduled into three phases:
a. Fhase I: hardwire only

B. Phacge Il: hardwire and limited radio

]

. Fhase IIIl: radio and disglacement of GCE

o
[

. {UY LIMITATIONS:

d. Due to the inability to maintain antomated system
connecktivity via single-channel radic (VHF), the FDS5-1
evaiuation was limited to Phase I vice the three proagressive

Fags -- 2
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phases origlinally envisiaoned.

-

S, Due to owariowns develoomeara. shatez: of the MTACCS
Auwniiiary ayshews, and coempatitiiity oerilams hatween thoss
systeme anma TIO, nmot all of the aonil:ary systems (145, LFADT,
ASDS, etc, ! racelwved tharough svaluwaticon as functionting
comeznents of MTRCCS.

12, (Udy MAJOR PARTICIPANTS:

a. 7th MEEB Commangd Element.

b. l1st Marine Regiment staft, plus statfs from the 34 EN,
ist MAR, 3d BN, 7th MAR and Ist BN, 11th MAR,

c. 34 MAW ACE staff.

d. EBrigade Serviece Suppart Group S staff,
13. () COmMMENDERS COMMENTS:

a, Tne FDS-1 evaluatian demornstrated that anvtamated digital
commans and cantrel systems have ootential £o serve as a
means to expedite and enhance the areas of information
dissemination, decisionmaking suppguert and planning.

. The appruach of the FDS—~I1 evaiuvation, which allowed
aperatiaonal uwser input into the developmental process much
garlier than nsual, is an inmnaovative step to the development of
MTACCS.

——— (Y SUBJECT: COMMAND & CONTROILU
~-—— (U} INTEROFERABILITY: NONE

——= (4} Lessoan distributed hy: MCLDC
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S MCLLS NUMEER: 21121-F133@0 (QUQA8) , submitted by A0/S G-o
7TH MEH. - ; -
2., DR OFDS-! roandicrad Ty 08 7TH ONDE an t 10187971,

FIRIR WARARFHRE), ADMIMNISTRATION, AIR

3.00u) AEYWORDG: RAW (SNT
a)ata . MIR WARFARE, @214, CEY, FA, FDS-1, FIRE SUECURT,

INTELL (3ENCE, LAND WARFRRE, LOGISTING, MO (MATEING, CHARTING:!.
DEERATIGNG, ORDNANCE, FERSCONNEL.

4, (LY TITLE: TCO ENEMY SYMBOL GEMERSZTION
5. (U) DBSERVATION: TCO Enemy Symbal Generation.

&. (U) DISCUSSION: The function which allows the construction
oT new enemy units is not flexible encugh to allaow far the
constructian af units which are not in the preplanned menu. The
mentt For constructing enemy units is i1dentical to the type of
e used For copstructing friendly units. Military map symbaols
were created to allow for instant understanding of a unmit at a
glanne. Tre limitations imposed by a menu not specifically
gearsd toward enemy symbols ic unaccerptable. An example is
liustrated by an attemet to construct am BRA-3 Surface to Alr
issile (ZAM) unrt and an alr defense artillery unit. The
current menud allows only a basic air defense symbol which does
not even specify between ADA and SAMs. The ability to caveat
these symbols wWwithin the unit editoer function existsy however,
it 1¢ time consuming and still duoes not allow for a satisfactory
graphic nresentation. The “other" fieid, which was provided for
a minuscoule amount of flewibility does mot affect the symbol in
any way when papulated.

a e

7. Uy LEESION LEARNED: Mone

a, Uy FPECOMMENDED ACTIOM: Further graooming of the enemy
zymbe’ s omenu, under the supervision of an experienced
intelligence analyst, who is currently holding a fleet billet,
and oreferably familiar with the style of enemy symtol notation
zed tn Southwest Asia.  The menu needs- to be revised to display
specitec threat optians and include increased flexibility in
constrecting ad hoo symbols.

9. (U COMMENTS:

—=—- (U} SUBJECT: COMMAND & CONTROL
——— (L) INTEROPERRERILITY: NONE

——= (U} Lesson distributed by: MCCDC (WF).

L=
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1. (U) MOLLS NUMEER:  211Q1-4Q955 (Q00@Z), submitted by AC/S G-O
7TH MEE, -, ) -.

S, (D) ORY OFDSe1 canductad by 08 TTH eUT ae 13/ 1E/T0

3. () XEYWORDS: AIR WARFARE, ADE (AIR GRDER DF ATTLE), C&, Cull.
COMMUNTEAY SONS, COUNTERINTELLIGENGE, CUX (COMMAND DOST EXER), ELin-
(ZLECTROMIC INTEL), FDS-1, FIIU (FLT M3 INTERE UNIT, GOE (GRN
ORNER GF BAT"LEY, IAS (INTEL RANRLYSIS §YS), IMINT (IMASERY INTEL:.
IMTELLIGENCE, LIAISOM, MAFC (MAR ALL-3RC FUSTON), OFERATIONS,
RECONNARISSANCE,, SENSORS, SIGINT (SIGNALS INTEL).

4, (U) TITLE: IAS TERMINAL DOWNERS
Z. (U) OBSERVATION: IAS-Terminal Owners.

&. (U) DISCUSSION: While the current IAS configuration
identifies part of the necessary stations, it does not identifry
the arctual number of analysts which will reguire continuous
accese to thie type of system. Within the MAFC, the current
configuration anly alloWs access for the watoch officer, GOEH
analyet, AU aralyst, and collections, The Gemser statian anly
Alliws acoess for oape consolidated analyst.,

7. (d) LESSON LEARNED:

8. Uy RECCMMENLDED RCTION: Withkin the MAFC, the number of ports
must be #nlarg2d to include continuwal access for the watch
aofficer, twiy GOB analysts, two AOB analysts, two collections
persannel, twa CI personnel, one to twoe SIGINT analysts, ane to
bwo ELINT ana‘ysts, and =ne to two IMAGERY analysts {(more
IMABESRY analyshts 1F collocated with the FITUYs analysis team).
Within The CL;_, there should be a station for the
Jrurnal/werkboack, a RECON liaison, a SIGINT liaisan, a
collectians l.alsun, etc. This woulad allow the MAFC and CCOIC to
mayre follu 1atagrate  their analysis eFforts, and nltimately
tetter azsnizt the commander.

9, (U COMMENTS:

——— (U) SURJECT: COMMAND & CONTROL
——— (lJ) IMTEROPERABILITY: NONE

—-—— (U} Leszson distributed hy: MCCDC (WF).
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1. (L mCLos mdfMBER li@1-57086 f0@eess, submitted oy AC/S 50
TTH MER, -, ! ; -
Saote DRYOFIS -0 conmducted by COF TiH OYEER oa 11/ 1o090,

RS L ACP,COMBRUTERS, COMMUMNIIATIONS, CRA (COMMRND FI57
ZXER SHURDWARE, SERVICE RUBLICESTION, SO0 (STONDING OF PR .

4.0 (L viTler CUERMEARD MESSAGES

. (U ORSERVATION: Overheard mecsages serve na useful purpase
in a digital envirsnment.

&. (U} DISCUSSION: The concept of overheard messages is a wvalid
oche, provided you are in a volice environment. "Hearing" a
message over a computer system is not heneficial since you must
deal with those messages that are specifically addressed to you
first, then read each overheard message. Many ot these messages
have already hbeen readdressed to thoese terminals that reguire
them. In addition, several copies of the same message end up in

this cueuwz, since each time a termipal on your "net” seands this
message it is "Overheard"., The result is time wasted reading
redurdant messages that are of no real use. IY the tempo of

cperation: Increasze: to the point that yvou are unable to read
these messajes, then they are egqually unusable.

7. (U} LESSCN LERRMNED:

8. (U) RECCMMENDED RCTION: That a comprehensive SOF he
developed, specifically dealing with the praoper distribution of
mescages over TCOy that it be strictly adhered to; and that the

"oyerheard” functiosn be eliminated.

9. (L) COMMENTS:

-~ ity ZUBJECT: LOmMMAND & CONTROL
VU INTERCREFRABILITY : NONE

- (U} Lessan distributed by: MCCDC (WF).
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- v mOL L s L AL-TZELE RBOGS r, submitted by AC/S 5-3
MH o MEZ, CRyT 3 ) R ; -
E Ty DR Sl camnunt e U UG TR ST e 1 S5 R SAY

Z. WL MEYWORELs:  AFATLT, 22 (COMMEMD AND COMNTRCOL:, COMMUNTCAT I~
PUTRESE MEASLIHES Chy (LimMAnND 20ST EXER) FA (FIELD ARTILLERY),

Ly Flmz SpT COO=DINGTION, FIRE SPT PLAMMING, FIRZ SUPLCORT,

INTEZLLIGENCE,, LaMD WERFZEE, MAGTF (MAR OIR GND 7F), MEBR (MOR EXDOD

BEUE), OFERATIONT, JRDERS/GUIDANCE, SASS (SFT5 ARMS SPEC STAF,

TARGETING, USMC (US MAORINE CORFS).

4, (4) TITLE: FIREFLEX OVERVIEW AND DIFICIENCIES

S. (U) OBSERVATION: FIREFLEX was evaluated by both the GCE and
the MEEF CE during FDS-1. It was generally well received in the
GCE, but has serinus limitations which hamper its patential for
use in a MAGTF CE.

. (!} DISCUSSION: During the Fiald Deve‘nnment System - 1
(~D5—1) evaluatiaen, a component of the FIREFLEX system, the Fire
Support Data Device (FELD)Y, was used by the B+1gade Suppuaurting
Frms Special Ztafr (EASS). FIREFLEX was designed to antamate
artiilery fioz sunpport planning and execution. It 1s an interim

s3lution £z the requirement for a supporfting arms command and
control system while the Advanced Field Artillery Tactical Data
System (AFATDS) undergoes development.

The missiaon of the MAGTF SASS is to monitoer and advise the
Commanding General on fire support thraughout the MAGTF' s AOR.
As such, the ZRSS does not concern itself with the level of
detail that an F5CC does; 1t needs the larger picture.
Targeting, =2speclially foer deep targets, becames a much higher
rrisrity bthar in the ECE.

z EFLEX system evaluated did not meet the regquirements
cf the SABE at the MER lavel. Details are pravided below. It
shoatld be noted, however, that the deficiencies noted were not
bacauwse the system failed to accamplish what 1t was designed to
do. The FIREFLEX system was included Tor FDS-1 evaluation in a
staff sectinn and at a level of command where 1t was not
designed to be. Comments received from the GCE HO and
subordinate unit FSCCs indicate that it perfuormed sufficiently
well at their level.

Detailed shortcuamings of the fireflex were as follows:

a. FIREFLEX has an auto-relay function which cannaot be
madified by the operatoer. This function passes all messages
received which are from a specific category from the FIREFLEX to
the Operaticons TCO. This is unsatisfactory as it information
net needed by the 5-3 and it rapidly T1ills his message queue,

Fage — 8
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b e FIREFLEY car ornlv send ane Firas Suppart Toordisabior
e 1 2o obaims ko V0T s omaken sending Bhess meaiaeas
Shnw Teessasa, Disonisnooorns o Mitn o ShE Magravon Ces- aTive L
i o AL 1 FeatanT Fon o Ehis, The operators shegld oa
zl.e Yo osard these oontrool measares at least as an waverlay,
. FIREFLIY degs r»ot pracass ane cannat pront
El tdeflongitude. This jresents a real deficizney at the mER

d. The system rcan stare a ten digit grid but dues not allow
fur the insertion of the Grid Zone designatwor.

e. The system is limited to a 122,280 sguare meter area
which is fine for Regimental Artillery and below but not for the
MER level.

f.o TCO car not send operational graphics to FIREFLEX
Heundaries, ete.) . We coeuld talk in free text as a work araund
24t 1t was not particularliy effective four sending graphic tyoe
infermabtion, FIREFLEX can send Fire Suppart Coacrdinabion
Measures ta TCU.

B. To ftruly serve a«s a Fire Support Coordination tool, this
system must 1ncorporate, at a minimum, aspects of NGF, CRS, and
CIFS. The current program i1s truly effective for artillery
only.

. FIREFLEX needs to capability o maintain a "“target card®
type tfile system to record BDA and target dispusitian.

1. The MED graphics on the FIREFLEX terminal needs to be
provided the capability to display a wider area to allow use Ffor
MmEDl eowverage, or an LSD needs to bhe proavided.

J- Firnally, when this type of system becomes cperaticonal,
we wWill begin to rely guite heavily on it. Its inability ¢o
Fapchion properly has greater affects acrass the boeard., System
reliability needs to approach 1004,

7. (U) LESSON LEARNED:

8. (U) RECOMMENDED RLCTION: Targeting/SASS software needs to be
develnped, whether in FIREFLEX, AFATDS, ar TCO, which will meet
MEER level and higher requirements. The system stould include the
capability feor fighting the deep battle complete with full grid
information including Grid Zone desighnators and ten digit grids
as they be reguired in targeting for scme systems due to
accuracy. The capability for Latitude/Langitude conversion
shonid be included in the system,

Fage — 9
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. {U) MCLLS NUMEER: SllAz-2i9Gs (pedey, submitted Ly AT/S G-3

7TH MER, LTCOL EBREEM, . ) -
Z.osd) CPX FDE-1 coanducted by GO 7TH MUEB on 11718737,
(4 HKEYWORDE: CE, AIR WARFARE, ASDS (RTR SIT Diba= BY5), ATACC

CADVTACRIRCMDCENTL) , G, COMMUNICATIONS, COMPUTERS, CONTROL
MEASLRES, CRX (COMMAND FDST EXER)Y, FIS-1, FEZ (FIGHTER ENSAGE
IONE)Y , MAGTF (MRR AIR GHMD TF), MaW (MRAR AIRCFT WING), MCRLAC, mMER,
MEZ (MSL ENGAGE ZONES), DRDERS/GBGUIDANCE, T/E (TABLE CF EQUIEMENT),
USMC (US MARINE CORFS).

4. (U) TITLE: AIR SITUATION DISFLAY SYSTEM (RSDS) OVERVIEW

5. (U) OBSERVATION: Despite numerous problems, the ASDS in the
MER COC demonstrated tremendous potential during FDS-1.

£. (L) DISCUSSION: During FD5-1, the ASDS demonstrated that it
rras the potential te provide a viable, real time, exchange of
information for the MBGETF Commander and his aviakion comoonent,
The system potentially allows the Alr Officer to input data file

"overlays" of Aviaticn oriented kattlefield cantrol measures;
Missile Engagement Zones (MEZ's), Minimum Risk Riuzes (MERYs),
Target Area of Intluence (TAI's), etc., as well as 5BCE conbrol

measures such as unit loecatrans, Forward Line of Truooass (FLOTH,
FACL, etc. The merging of these two components and the ability
to select and present a wide range of informaticon allows the
MAGTF Commander a degree of situational awareness never before
seen im a non—-aviation USMC COC. As tested during FDS—-1, ASDS
was limited in this ability ta the degree that it was not
directly linked to the ATACC except fTor TADIL-B, the air
picture. With the integration of data file transfer over and
abeve TADIL-E, the MAGTF HR and ACE will bave a real time
exchange of the battlefield situation,

Although ASDE may not be the chocen follaw-aon format for
developoment, there 15 a valid reguirement foar the MEB CE £to Rave
a complete air picture. An ATACC remate would curffice, proavided
bhattliefield management averlays could be input 4o the remate
separate from the ATACC operations. ASDS as tested was adeguate
in that it allowed for the MEB to input overlays separate from
TACC operations. It was inadeguate in the function of passing
data fTiles from ATACC to ASDS and vice cersa. There needs to be
cannectivity witih ASDS and ATACC tw correlate and validate
wverlays. For example, if TACC changes a MEZ, that averlay
should he eapable of being imported to the MEE wr all terminals
on the net. At present, there is na connectivity of ASDS far
the MER and ATACC except for TADIL-B for the air picture.
Whatever the follow—on system to be developed, two terminals are
required in the MAGTF COIC, One would be utilized
administratively %o input various amd ever changing conkrol
measures, update and i1nput MEZs, FEZs, and engagement areas.

Fage — 11
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The second terminal would e stilirzed to work current
apecations, display an? minite~ fthe air picture for the C5,

T.o0) LESSON LEAPRNID:
€. (U} RECOMMENDED RCTION: Continue development of a sycsten
with Lthme capabilities demensirated by ASDES during FECS-1, faor

evaidation as part of FU5-2 and eventual fielding with MTACCS

9. {(U) COMMENTS:

——= (U) SUBJECT: COMMAND & CONTROL
—-=—= (U} INTERCFPERABILITY: NONE

—-—— {(U) Lesson distributed bhy: MCCDC (WF).

Fage - 12
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T.otir MOLLS NUMRBER: 20 i2z-245%6 (Dd2d7), submitted oy AE/S G4
TrH . BYS5GET TIMMER, -y ) -.

S.o0t; DEY OTDES-1 capaucteld my ZF 7TH MER on 11716791,

1

.U HEYWSRDS: AMPHIBIAUS SHi@r NG, CRX (COMMAND rJHt EXER)
FDS-1, INTELLIGENCE, MOEG (MARRING, CHARTING), NARVAL wARFARE, UGN

1
TR MRV,

m

. ¢y TITLE: TCO CRRARILITY 7O LDISPLAY DIGITIZED MARS

5. (U) OBSERVATION: TCO Needs the Capability to Display
Digitized Maps.

&. (UJy DISCUSSION: The TCO capability to display/show different
map sirzes (e.g. 1:25k, 1:58k, 1:182k, ete.) is a good feature.
This feature needs to be expanded to include the capability to
display maps up te l:iM., Even though the TCO has the cagpability
to change map sizes =o Suickliy, the drawbtack is the LSD and the
nead to change folded mans in the LSD. With the enhancement of
Hjnit;rPd terrain, the Cperatiors Of<icer ar CmmmanjE“ o ld

maedtakely grasp Lthe ferraln perszactiva of the siftaation and
:9L+e. nake tactical decrziors.

~d

(U LESSOM LERRMED:
8. (L RECOMMENDED QFTTDN Znhance %the TCD with digitized maps
and Lterrains features, plus the capabllity ta view scresprs an

the srale of 1:18.3K (urban terrain! to 1:IM (theater oos).,

9. ()Y COMMENTS:

——— () SUBJECT: COMM~ND & CONTROL

—ee UL INTEIROPERARTLITY : NONE
~--= 1Y Pesenn distrituted by: MICDE (W),
Fage — (3
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f.00U) MCLLS NUMEER: S1171--35019 {(Qa@dd), submitted by G0/5 G-

Y CEN OFDS-1 conhiosad by 00 77TH MEDR oon 1171079

ﬁ. {U) MES

Ty CEX (OOMMAND POST FXER), USGCS, DEVELIFMENT,
.CE, ”ﬁG*” (MAaR PIHR SND TF;, MeEB (MAR EXSED BOE),
LY, TRANSROITATION, USMT {(uS MARINE CORFS .

WORDS:  RALTOMATED SYSTIMB, BS5E (BDE SERV 3T GRFS, CE
N
{

]"1,-: e LN

MTACOH, SUl
4. () TITILE: CS5% TRACKING SYsvYeM

S. (U) OBSERVATION: A CSS tracking system should be develaped
for FDS-Z2.

£. (U) DISCUSSION: TCO and CSS8CS have many decirable
capabilities. their orientation is more towards the BSS5G than
Yhe MAGTF CE. At the MEER level, the focus i1s more on the theater
logistical environment locking 20-43 days ont. Interfaces with
transportation systemz/means ars mare impartant at the O level,
G eoradle ko grave (i.e. sucoly degsot Lo user) tracking syshtenm iz
nepded

Tty LEGSSEN LEARRNED:

2. (L) RECOMMENDED ACTION: Foar futwure iterations of MTGCIE,
dfeyvelop a CSS/lugistic LHracking system ¥for use by the Mip CE,

2. Uy COMMENTS:

—-~— () SUBJECT: CcOMMANT & COEMTROL

—ee= (U INTERGPERABRILITY: NOKE
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(L MOLLES NUMBER: 21:i73-96629 (202@2), subkmitted by AC/S G4

TTH MEE, -, )
Z. tdr EX FDE-1 canducted Ry TG 7TH MER on 11/:18/91.

F.o (L) KEYWEORDS: ADMINISTRATION, CrRX (COMMAND POST EXER), FDE-i,
LOEISTICS, MEDEVAC (MEDICAL Zv&c), MEDICAL, PERSONNEL, SioLy,
TamMI o,

4, (W) TITLE: USE OF TAMMIS WITH 700

S. (W) OBSERVATION: Use of the Theater Army Medical Management

Information System (TAMMIS) with TCO is not currently possible.

€.

(U) DISCUSSION: The interface between TCO and TAMMIS hHas not

been developed. The full capabilities of TAMMIS must he

2Yaa

T
[

luated including Maint Mgmt, Med cupply, MEDEVAC, etc.
LUy LESSON LEARNED:

{4y RECOMMENDED ACTION: Develop TRMMIS interface witih 7CO.
in medical regulaters and MEDLOGCO personnel to use the

1
tem, Develoup medical gplay to test the system.

Uy COMMENTS:

(1) SUBJECT: COMMAND & CONTROGL
{(4U) INTEROPERABILITY: NONE

Uy Lesson distributed by: MCCLD (WF).

a1]
i

Pt

[
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L ) mCL LS NUMBER S117L--287E4a (2ualdd, submitted by AL/TS S5—4
TTH OMEDR, -, ) -
a0y Ded FOs-d ocomduectso oy T 7TH OMER o 117120918

.U HMEYWORDS:  ADM/COMELIYERS, D2 (COMWMAND AND SONTROL S,
COmPLINTCEY IONS,, FDS-1, INFUORFOQTION MOENERCEMENT, LFADS, LOGISTICS,
PUAINTEMANCZ, MIMMS (MAR O TNTEG MAINMNT 25, ZASSY (ST ACT SuUR Sys:,
OF TWGRE, SLPRLY.

Y]

4. (U TITLE: MIMMS DATA

S. (U} UOBSERVATION: MIMMS data should be incaorporated inta the
Landing Force Asset Distribution System (LFADS) to increase
lagicstical efficiency.

&. (U} DISCUSSIONM: A key element of a Commander's information
13 the regadiness of his equipment. MIMMS AND LFADS (SASSY) are
rat sutually exelusive entities. They share virtually the same
intormation and shauld share the same database., By adding a
MIvHE mocdule into LFADS, tvoes amd functions of data shoeuwld he
Tuamhined,

T.o oty LESSDN LEARNED:

8. {(U) RECOMMENDED ACTION: In future MTACCS develcocpment, MIMHMS
() shaouwld be a module of LFADS vice a stand alane maintenance
maviagement system. '

2, (U COMMENTS:

——— (.} SURJECT: COMMAND & CONTROL
——— i IMTEROFPERAEBILITY: pNiOME

—e-e AU} Lesson distributed oyr MCODE (WF).

Fage - 16
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i

. ¢y MCLLS WUMBER: &1178-2416£32 (Akall), submitted &y AC/S S5--4
7

TTH MEE, - ) -.

FI5-1 conducted Ly O5 VA MEM an 11/718£/97.

mn
1
[
b
[}

1
+

(L) BeEYWGIRDES: ARDR/COMIRUTERS, BsS5 (BDE SERV SPT GRPY, CE
(CDmbAND AND DONTRCL) , CE (COMMAND sLEMENTS, CUMMUN.EHTLU
CUMMUM[CATIGNS EQUIR, CRX (COMMAND FCST E XE—..R) y DEVELCEMENT, F'I"E-~l )
FIRRDWARE . INFGRMATION MANAGDEMENT, LAN (LOCRAL ARER NETWORKX
UG'“‘*LH MRGTF (MAR AIR GND TF:, MER (MAR EXFED BDE), MODEM, T2,
TRANSMISSION SYSTEM, USMC (US MARRKRINE CORPS).

El" r“

4, (Uy TITLE: COMBAT SERVICE SUFRPORT OVERLRAYS

S. {(U) DBSERVATION: Combat Service Suppert overlays ceuld not
e transmitted between command noades during FRS-1.

{U) DISCUSSION: The capability of TCO to develop cuombat
r2rvaice support averlays 1&8 a necessary reguirement for
agistics coammand and control. During the FDS-1 field
ayvalitatian the B356 was able ko develeon a T85 avertay.
Tranemission of the CES averlay to tme MEE Logistics Operationc
Tankar (LO0) was attempted but grsuccesstul. However, the G-2
e were akle to provide friesdly and enemy cituation

-

and G-3

sverltays te the B-4 over the TCC lecal area network (LAN). The
BSSG was transmitting the CSS averlay through a modem to the
LOC. The large file size necessary ¥or developing a C55 cverlay
was nuot effectively transmitted over modem.

-4

(U) LESZEON LEARNED:

2. (U RECOMMENDED RCTIDON: For logistics command and conteaod,
+van;m;=sxnn af large data files and graphics is a requirament,
increased modem performance of inclusiaon of the CS5S element on
the same LAN as the MER G—4 is raguired to ensure timely
franemission and handling of logistics information.,

{1y COMMENT™S:

—-—— (U} SURJECT: COMMAND & CONTROL
-—— (U INTEROPERABILITY: NONE

———- (U} Lesson distributed ky: MCCDC {(WF}).

Fage — 17

UNCLASSIFIED



UNCLASSIFIED
A1/150 38
MCLLS LONG REFORT

L. iy mCLLES NUMEER: Z1i72-26951 (a0ALE), submitted hy 2C/5 Gow
TH MEZE, -, ! ) -

S

e CTTN R . T . et ATt L . s e = -
VoY YDE-L paoaducted by D TTW SRR ap 1TSS T30,

I
[

. () KEYWDRDS:  ADR/COMPUTERS, ©F {(COMMAEMD AMD CONTROL ;.
CoOMMUNICATIONS, CRX (COMMAND FCST L¥Sd:, FD8-1, HORDWARE,
LOBISTICS, SURPLY.

4. ¢y TITLE: DATA INFORMATICGMN ROCH-LUE AND UNINTERRURPTIZLE CQWSES

2. {U) OBSERVATION: Data Informaticn Back—-up and
Uninterruptible Poawer

€. (U) DISCUSSION: Loss of data from power outage and TCO
system lock—ups were routine occurrences Juring FDS-1. TCO does
nat have anm autoematic kack—up capability to save current work in
the esvent of power Flux or system crash, Additienally, TCO will
avitomatically delete messages 17 they are not read promptly,
margt commercial programs on the market provide automated back-up
ot all data in the event ot a power outage or svstem crazh.,
Cuyrther, a tactical command and contraol system shonld never
dolete information without the deli1osrate intent by an ocperator
taode o oww,  Fromoa hardware persoectlive, uninterrupkbilile power
supplies or emergency battery bach—up to caver untforeseen lass
st power would have been a signitficant enbhancement to the
system.

7. (1)) LESSON LERRNED:
A. (U) RECOMMENDED ACTION: Future conmand and contraol systems
shauldg be designed with auto-save proagramming features and

unnterruptable power supplies or emzrogency bkattery back—up.

3. (U)Y COMMENTS:

—-—— (1} SURJECT: COMMAND & CONTROL
——-= {Uy INTEROPERARRILITY: NONE

~—- {1} Lesson distributed by: MCCDC (WF).
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1. (U MCLLS NUMBER: &1172-49988 (20212, cubmitted by GG/5 G-s
TTH MER, —y y -,

Cel DR DRI conduacted by OGOYYW o MIE oo 11STR/731

fo

i

3. () KEYWORDS:  7TH MEE (7TH MER EX SDE:. ACOUISITION,
ADC/COMPUTERS, GQUTOMATED SYSTEMS, Co (ZOMwanD AND CONTROL), CE
(CEMAAND ELEMENT ), COMMUNICATIONS, CFe (ZCMMAND POST EXER), 0S50I.
DEVE: SEMENT, SOUIPMENT, FOS-1, HARDWART, INFORMATION MANOGEMENT,
LEADS, LOSBISTICS, MABTF (MAR AIR GND TR, MEE (MAR EXFED EDE),
MILOGS (MER INTEG LOG SYS), MTACES, NETWCRKS, SOFTWARE, TRAINING.
TRAMSMISSION SYSTEMS, USMC (US MARIME CORPS).

4. (U TITLE: AUTOMATIGN OF THE LOGISTICS OFERATION CENTER

5. () 0OBBERVATION: Automaticn of the Logistics Cperatians
Center

£, (L} DISCUSEION: From experience gairned in SWA, a laocal area
aetwari (LANY with work stations for all logistic commodity
areas was a hecessary requirement. For o the FDSE-1 evaluation the
MEZ 3-4 had only one TCO terminal for peccessing of all message
te "l Journsl keeping, creating cveelays, and Drocessing
reporvsSragquestz. Mavaing only one TZD fterminal In the LOC faor
alil dinfarmation to be funpeled througn was 1nefficient and woulsd
nat have been effective operationally. Many functions in the
LOE, =such as Journal keeping, status bBoard update on eguipment

o

ipring, and plotting »n map overlays were done manually
e a single TCO terminal wagt unatle to handle the work
FDS-1 anly evaluated three 4t ftwelve MILOGS component

row
R T T R

(w8

(1]

= n
fw i 1]
n

1 . -

gystem peograms under development o automate lugistic funmctiorms
fur tiha Marine Carps. With this {ir mind, FDS-1 autamation of
the logrstics cperations center was “ar fram what is envisioned

e future. The evaluation was focused on tactical
coerations command and contrel and freated logistice automation
3 >
=

+
5
IS

™

an afttarthought. 3 all legisbtics coosxdity areas were not
smnotwme TZ0 mebt for FLE-1, as was th2 =zta“Zard ia SWA, wWwe appeanr
to o hava taken a sten btackwards v oactomaiticon and anmalysis ot
information Tlow regquirements Tor command and coptral of

loglstieos.,

7. (U) LESSON LEARNED:

-

8. (i RECOMMENDED RACTION: Establics“ a separate concept
dJeveloogmant program, gperhaps under the cognizapce of the Marine
Corps tschbasze, to focous specifically #n loegistics automation
for comaand and conirael. A separabtz advanced technolagy
develaxnent (RTD) program and demonstraticn could easily be
Justitied and wauld provide the proper vehicle for definitiaon of
concept and reguirements for autemation of logistices command and
contrr_, Additicnally, such as ﬂT‘ wld reduce acquisition
qmestum Foup o immature software proodu with claim te lagistics

d"

il
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1. (1) MOLLS NUMBER: &1172-66155 (@@@14), submitted tv AC/S G-&
TTH MER, - Oy -

. Y CEY OFDS-1 canducted by 28 7TH OMER on 13/16/51.

3. () KEYWORDS: ADRR/COMBUTERS, COMMUNICATIONS, COMMUNICATIONS
EQUIF, CFX (COMMAND FOST EXER), 51 (CMD S5YS INCORE), FDS-1,
HARDWRRE, INTEROPERAREILITY, MIRDAC, MOREM, RADIONS, SOFTWARE,
TRANSMISSION SYSTEMS, USME (US MARINE CORPS), VHF (VERY HIGH FREG:.

4., (U TITLE: TCO TEST USING WIRE AND RADIO PATHS

S. (U) OBSERVATION: Tactical Combat Operations (TCO) tests
using wire and radin paths

€. (U) DISCUSSION: The FDS-1 Evaluaticon was to be conducted in
three phases. Phase I had the MSE CPs in relatively close
praximity (withim 1 KM ¢f each other). All TCO communicaticons
paths were wire. FPhase I! was to be a deliberate, systematic
tranzition from wire to single channel radio (VHF only).
Lacaticons of the MSE CFs were not to change. Phase 11 would
highlight an administrative displacement of the RCT CF. The
purpose =f this move was to pravide a more realistic diztance
tetween CFs for the evaluation in order to mare fuliy tost the
communications system. Comamunicatiaons during Phase 171 would
remain single channel radia.

During the initial part of Phase I, it was evident that the
configuration of AN/GRA-39 remotes amd the use of a Command
System Incorparated (CSI) ¥ rcable was not successful in linking
simulated radio nets by wire lines. Once the Y cables and
AN/GRA-39Bs were removed from the configuration, the TCOs
communicated. This confipuration J1d not allow vioice
communications aver the simulated radia net.

A test was caonducted £t evaluate various TCO wire and radina
configuratioens. MCRDAC, MCTSSE, CSI and the FMF viewed the
test,

1. The first test configuration was TCO,
Microcomputer Tactical Communicatiosns Modem (MTCM) amd
ON/GBRE-Z9Bs (the MTCM ana2 AN/GRA-Z23E: were interconnacted with a
Y cable fabricated by CS5I). Although veoice connectivity was
estatlished, the TCOs cwuld not transmit and receive data
messagfes.

2. The second tezt configuration was TCO, MTCM and
AN/GRA-33Bs spliced inte the binding posts of the MTCMs.
AN/H~25@ handset was connected Jdirectly into the AN/GRR-Z9Es
remote., This configuratinon was sucressful in passing TCO data
and voice messages.

3. The third tect configuration was TCO, MTCM and
AN/GRA-398Bs over single channel radic (VHF} using the fabricated
Y cabkle. This configuraticon proved unreliable for data
communications among TCO terminals.,

Several possibilities were addressed as to why the single

Fage — 21
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channel radio path did not wore, The TCD sorftware 16 hel:sved
£a be a point-—to-peint comaunications sofftware {vice miliz-
coint), the designed of the +xmeioxtoed Y cable 15 suzpect, a- o
the antygnated AM/ZRC-T77 was neye opimarily desighned

data trartfic. OFf note, all e FMNABHI-Z20 modificatianz
shecked anmd the AN/EPRC-77 copaecifications were bench testa
the field by Ninth Communicatizns Eattalion immediatelw o-ioe
to the test.

A

7. (U) LESSON LEARNED:

8. (U) RECOMMENDED ACTION: That realistic communications
intercperability testing be comducted prior ta FDS-2.

9, (U) COMMENTS:

~—= (UY) SUBJECT: LCOMMAND & CONTROL
w=- (1) INTEROFPERARBILITY: NOME

—== {1}y Lesson distributed ky: MCTDC (WFD),
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(. () MCLLS NUMBER: 21172-70344 (dOB1S), submitted by AC/S G-6
7TH MEH, S y -

i i) CPX FDRS-1 cunducted by 00 77 HEER on 11716721,

I, by HEYWIORDS: ADRP/COMRUTERS, COMMUNICATIONS, COMMUNICATIONS
ECGUID, CPX {(COMMAND FOST EXER), FDE-!, HARDWARE, INTERQFERABILITY,
MI2EM, RADIOS, TRANSMISSIOM SYSTEMS, USMC (US MARINE CORFPS).

. (U) TITLE: TACTICAL MODEM OFRS DURING FDS-1
5. (U) OQOBSERVATION: Tactical Modem Operations During FDS-1

€. (U) DISCUSSION: FDS-i evaluations used the MCTM to transm:t
data at a 1209 Raud rate over Marine Corps Tactical Radia
Systems unsuccessfully. The primary cause of failure was
suspected tn be the MCTM and the AN/GRA-39 Radioc Control Unit.
The MCTM is an unshielded unit and constantliy picked up
syperfluous emanations from radico and wire egquipment. The 1292
Baud rate of transfer was slower than any field equipment was
deszigned to pass and should have processed easily. The primary
Padin equipment used (AN/FRRC-77) readily rasses digital sigrals
=% 8 or 1& KBS when connected to the TIEC/KY-37. An
interoperability tect would possibly cure twe problems at ore
time by ereating a knuwn guonod and an operationally tested system
Tar the passing of data and creating a secure path for the
transmission., In the Digital Data Moade the TSEC/KY~-37 would
poll the TCO with its own Digital Data Clock and push the data
st at the selected rate. The use aof the HYX-37/TSEC to replace
the AN/GRA-32 would provide a digital imterface and a remote
capahbility. If this equipment canfiguration praoves successful in
racsing secure data trarffic, 1t must be recognized that the FMF
oids snly limited? gquantities of the HYX-37/TSEC.

7. ) LESSON LEARRNED:
A, (U RECOMMENDED ACTION: That ar interaperability test he
conducted with the TSEC/KY-~-37 and HYX-S7/TSEC in place of the

MCTH and the RAN/GORA-ZT.

(U) COMMENTS:

[8y]

--~— (U) SURJECT: COMMAND & CONTROL
---- (U) INTEROPERABILITY: NUONE

~-— (U} Lessaon distributed by: MCCDC (WF).
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1, (U) MCLLS NUMBER: S1172-73d61 (QUQIE), zubmitted by AC/S 35-C
TTH MER, -, ) -.

iy =DE-1 conducted By CE TTH OMELR on L1/1&7F1.,

1

I, 0y HMEYWORDS:  ADR/COMRFUTERS, Cg (COMMAND AND CONTROL), Cbmizx

(CCMM EXERCISGE), COMMUNICARYIONEZ, CFX (COMMAND POST EXER)Y, EXERCIGE
I35, FE5-1, RADICS, SCGFTWARE, ZIZ7TAFF FUNCTICONS, TRANSMISS [ON
5Y

STEME,
4, (U TITLE: FDS-{ COMMEX
5. (U) OBSERVATION: FDS—1 Communications Exercise (COMMEX)

€. (U) DISCUSSION: Early in the planning for FDS-1 it was
recognized that a COMMEX was essential for the overall succass
af the exercise. The COMMEX was executed in two phases. FPhase
one verified all wire paths and phase two verified the radio
pathis. While the COMMEX was a success in the traditional sense,
it failed by nat prueviding a means tu evaluate the capabiliti=s
ard jimitations of the terminal equipment and application
saf¥tware. A Data Exercise (DATAEX) imrediately following a
COMMEY 4onld hrave operationally cheched complete systems vice
zrly Ythe eommunications path., £ DATAEX will require that all
comerators (non-communicators) use the MTACCS system.

7. (U} LESSON LEARNED:

8. (L) RECOMMENDED ACTION: That during FDS-& a DATAEX be
conducted immediately following a COMMEX.

5. (U) COMMENTS:

—-—-— (4} SUBJECT: COMMAND & COMTROL
—--— (i) INTEROPERAEILITY: NONE

- {1 Lesson distributed by: MCEDC (WFD,
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! viby MULLS NUMBER: SIIVE-BEEYY a8l T7Yy, submitted by ARLSS G-&
Ty MU - f i -

, ) .

. a.ooms FOS-1 coandacsed hy OO TTH OMEE an LLSLRSTFIL

S, Uy MEYNGORDS:  CRX O (COMMANDE

JUS (JLINY OHIEFS OF STF), UNITED S5Y57TES.

(4 TITLE: CAPABILLTY TO GENERATE USMTF MESSAGES

£

. «U) CBSERVATION: TCO Requires the Capgability to Generate
USMTF Messages

&. (Uy DISCUSSION: To enhance jeint interoperability, JCS has
mandated the nse of United States Message Text Formatted
Messages (USMTF). TCO did not give the user the capability to
create USMTF messages. This is a reguirement for the future
TCO.

7. (U) LES50N LEARNED:

[be}

]
T

) RECOMMENDED ACTION: That TCC give the user the
y To ereate USMTF messages.

-

e

f
<t

B
dad o Low

3. (i) CUMMENTS:

—-—— (U) SURJECT: COMMAND & CONTROL
~-== (U} INTERGFPERABILITY: NONE

~—= (lJ} Lesson distributed by: MCIDC (WF).

e
[,

C57 EXER), FDS5-1, INTERORPERAEBILIYY,
8]
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1. ; MCLLS NUMEER: @1173-17985 (220323, submitted by AL/S G-€
7TH MEE, -y y -
. (L) TRX FDS-1 conducted by OB TVH WED an $1/16/91.

3. (U #EYWORDS: ADR/COMPUTERS, C& (IICMMAND AND CONTROL:,
COMMUNICATIONS, CPX (COMMAND FOSY EXER), FDS—-1, SOFTWARE.

4, (U TITLE: SEFARATIOM OF TCO Ciz AND COMM MANAGEMENT MOQDULES

2. {(U) OBSERVATION: Need Far Separation aof TCO C2 and Comm
Manmagement Modules

&. (U} DISCUSSION: Some TCO woark stations were emplaced only to
pravide comm connectivity rather than for use as C2 nodes. 1If
TCO had been divided into separate modules for CZ2 information
pracessing and comm management, this could have been avoided.
The ccmm management module could also be changed to interface
with other systems without having to chanpe the C2 module.

7. (L) LZSSON LEARNED:
'} RECOMMENDED ACTICN: That MTACIS he composed of
furcticenal modules, enabling “swap-—-ouft" style seoftware upgrades

and modificatians.

9. (U) COMMENTS:

~—~— (U} SUBRJECT: COMMAND & CONTROL

—== (L) INTEROPERABILITY: NONE

1

|

|
.
—

Lessan distributed by: MCCDC (WF?).

Pape ~ cZhR
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1. (i) MOLLS NUMBER: Sl1I73~-2328e (Qui3), submitted by @[C/S 3-8
7TH Mk, =y ) -.

2. W) CFX FDS-1 conducted by CGE 7TH MEE o 11716750,

Jd. (L HEYWORDS: Als (AUTOMATED IMNFO SYS5), C& (COMMAND AND
CONTROL Y, EOIC {(CET OFS INTL CTR3), CRX (COMMAND FOST EXER), FDG-1.

4, (LY TITLE: ENCRYPTION/SECURITY TN TCO AND RELATED AIS'S

S. (U) OBSERVATION: Encryption/Security In TCO and Related AlISs
was not addressed in FDS-1,

E. (U) DISCUSSION: Users of TCO could not pass data with a
classification level or access beyond that of amy other aser an
the LANM, because all messages to and from that LAN were
available to all wusers through the OVERHERRD function.

7. (U) LESS0ON LEARNED:

8. () RECOCMMENDED ACTION: That MTACCE imclude "filtere" faop
data ciassificatinn and access so that only addressees receive
messages ¢classified atove UNCLAS, or that the entire COTC LAN

and al. its users be raised to the TS level.

3., (U) COMMENTS:

——— (U) SUBJECT: COMMAND & CONTROL
——— () INTEROFERABILITY: NONE

——— (U} Lessaon distributed bys: MCCDC (WF).

Page - &7
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1. (U) MCLLS NUMEER: £1173-37787 (2@@2@), submitted by AC/S G-6
7TH MES, -, ¢ y -

Z. Uy CRX FoE-t conducted by CG 77H MER on 11/16/27.

3. (U} KEYWORDS: ADP/COMPUTERS, COMMUNICATIONS, CFX (COMMAND FOST
EXER), FDS-1, SOFTWARE.

4. ¢y T{TLE: FREQUEMT TCO SOFTWARE "CRRSHES"
5. (U) OBSERVYATION: Frequent TCO Software "Crashes™

6. (U) DISCUSSION: Users of TCO experienced unexplained
"erashes"” several times per day on the average. The work in
progress disappeared and the log—-on screen appeared, s95 that the
user had to log on and coanfigure his work station as if he had
just turned it on. The only comman factors appeared to be: the
crashes took place when the wark station experienced a high
valume of inpouwt activity, either incoming messages or operator
actionsy or the warkstations crashed when the aperator sent a
message and then tried to perform anaother function before
receiving acknowledgments fraom all addressees.

7. (U LESSON LEARNED:

8. (U} RECOMMEMDED ACTION: That MTACCS generate diagnostic
messages telling users when software problems occur and, if
possible, warning them before the system locks up and needs to
be reinitialized; anmd that MTACCS be a true multi-tasking system
allowing operators to perform cther tasks while messages are
being transmitted.

3. (U) COMMENTS:

—---- (U} SUBJECT: COMMAND & CDNTROL
——- {(U) INTEROFERAEBILITY: NONE

——= (U) lLesszn distributed by: MCCDC (WF3.

Fage — 28
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t. (U) MCLLS NUMBER: S1173-73Q16 {@a@813, =su=mitted Ly AC/S G~3
7TH MEE, ID MAW G-3, -, ) -,

. (U) DRY FES-1 copductzs by CO 7TH HMER on 17716795,

3. Uy KEYWIRDEZ: 2D MAW (MAR ARCT KWING), ACE (AVN COMEBAT ELM},
RDR/COMFUTERS, AIR WARFARE, ATACC, C& (COMMAND AND COMTROL),
COMMUNICATIONSG, COMPUTERS, CPX (COMMAMD FOST EXER), FDS-@,
QPERATIONS, TACL (TAC AIR ONTL CTR).

4, (W) TITLE: ATACC OVERVIEW AND RELATIONSHIP WITHIN MTACCS

5. (U) OBSERVATION: The ATACC demonstrated great potential
ditring FD5-1, but very little ability to interface with TCO.
This problem must be corrected prior to FDS-2.

&. (U) DISCUSSION: The Advanced Tactical Air Command Central
(ATACC) is designed te provide the Marime Tactical! Air Commander
(TAC) a compact mobile, advance version of the Tactical Air
Command Center (TACC), The ATACC pruouvides the TAC with an
npgraded rcapability Ter planaing, directing, and coardinating
all MAGTF air gcoerations in a tactical environment. It alsq
oravides the TAC with the means fo wrganize, direct, and
caasrdinate organlic aviation elements with those ot other
services. Automated exchange of tactical information, a shared
data base, and a computer generated AQir Tasking Order (ATO} are
the key differences between the ATALC and the existing TACC.
Bath the plans and the operations staff «f the ATACC fhave access
to a data base cantaining information received automativally
from TADIL-A, TADIL-B, NATO Link=~1, AUTODIN, and MTS
communicatinns networks,

The problem within FDS—1 was that the ATACC was not able to
generate *he ATQ and disseminate it via MTS or AUTODIN to
subsidiary ACE command elements (including the MAGs or sguadrans
and the DASC) and the MEB COC. The RTACC workstation provides
exlensive mapming and overlay creation and display capabillities,
bt lacks the means to share these overlays with the higher HQ,
which was utilizing TCC and ASDS. As i< the cace with many of
the ancillary systems provided for evaluation as part of FDS-1,
more thanm a "swivel chair®" interface is required between TCQ and
the ATACC. Many reports received on TCO will be manually
entered into ATACLC and vice versa.

Additionally, a disturbing pattern developed as the
operation began to speed up: the more information that was
displayed on the screen, the slower the ARTACC system got. With
the slawing down, even the most hasic functicons took a lot
longer than they should have. Two systems are working from one
database, which may have slowed the ATACC system down. It is
aur concerp that as we load other systems to use the commaon
database, that things will get even slower.
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MCOLLS LONG RESCRT
T Uy LESSOM LELGRMED:
2, (J) RECOMmMARMDED 207 I0N:
a. IFf all MYACCS systems have MTS capability, nse that for
TCO.

b. Construct QTACC software so that multiple systems can wse

the same software with minimal degradation to processing time,

9. (U) COMMENTS:

——= (1) SUBJECT: COMMAND & CONTROL

——— (U INTEROPERABILITY: NONE

-—— {U) Lesson dJistributed by: MCCDC (WF).

Page — 2@
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1. (U MULLS NUMEBER: Z:1173-78&24 (2RAZZ), submitted by 3D MAW,
5-32, MRS DONNELLY, -, ) -~
. (dy TkR FDY-1 cnndecred oy U5 7TH MER on 11715791,

S. Uy MEYWORDS: RALDR/COMIFCTERS, COMMUNICATIONES, CREX (COMMAND £0ST
EXER), #D5-1, 1IARS {(INTEL ANALYSIS SYS), SOFTWARE, UNIX,

4, (U) TITLE: IRS S5YSTEMS

5. (Uy OEBSERVATION: IAS System uwses "UNIX" DO/S, which is tao
fragile far FMF field use.

€. {(U) DISCUSSION: As fielded, the IAS is a fragile UNIX based
system. It is extremely sensitive/susceptible %o power surges
and autages. The software, when interrupted, "eats itself" and
then requires on inordinate amount of time to repair or reboot.
This weakness makes the system useless in the field as it is
incuompatible with field power generation systems,

7. (U)y LESSON LEAORNED:

8. (U RECOMMENDED ACTION: Obtain either a stable power
genaration system 2ar seel an alternative "IAS type" program
tbased on a language other than UNIX. Other cptions may be for
Crane to "ruggedize" Yhelir software to decrease downtime,
possibly make buoot up procedures faster, add a self contained
{battery powered) memoary that will aid in this process. Power
generation in the field will always be subject to fluctuations.

9. (U) COMMENTS:

—-—— {(U) SURJECT: COMMAND & CONTROL
—== () INTEROFERABILITY: NONE

—== (U} Lesson distripbuted by: MCCDC (WF).

Page - 3t
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1. (U) MCLLS NUMBER: S1173-93723 (Q@@&3), submitied by 3D MaW,
5-3, MACE-38, -y ) -.

Il i Yy O - At e o T T 2 S d Ao d
S, Ly SR FDS-1 conducted by 25 TTH MEER on 11/1£-.90,

S. (U) KEYWORDS: RIR WRRFARE, C& (COMMAND AND CONTRQRL), CRS (CLLCSE
AIR SPT), COMMUNICATIONS, CPX (COMMAND PGST EXER), DARSC (DIR AIR
SBT CTRY,, EDUIEMENT, FDS-1, FIRE SURFORT, HMMWY (I MOB MP WL VEH;,
LAND WARFARE, LOGISYTICS, MACCS (MAR AIR Cz 5YS5), MACG-3E, MAGTF
(MAR AIR GND TF), MEB {(MAR EXRED BDE), OFERATIONS, TENT,
TRANSFORTATION, USMC {(US MARINE CORPS), VEHICULAR.

4. (U) TITLE: IDASC S-=5@ SHELTERS

S. (U) OBSERVATIOM: 1IDASC 5-25@ Shelters shows much promise but
needs continued development.

€. (U) DISCUSSION: The downsized IDRSC for the FDS5-1 evaluation
used a canfiguration of two S5~230 shelters in HMMWYs connected
by a DRASH 2T cshelter. The S5-25@ shelters were constructed at
MAVELEX Vallejo and contained Cammunications Contrcl Fanels from
the original IDREC (TSE-1383 project. The S-Z5@s have ample
Faam foap Four ooserators and are preferable to the homemade HMMWY
packages currently heing conctructed by individual unitse out of
loncally procured parts. Bome modifications need to be made
after consulting with all three MASS and human factors
engineering experts. However, the S-Z5@ downsized IDRASC shelter

was one of the best items to come out of FDS-1.

7. (U) LESSON LEARNED:

8. {(U) RECOMMENDED ACTION: Continue to develop the S-252
stkelters for usa by the DASC during MEB level exercises. Two of
these shelterz, back to back, connected by a small DRASH shelter
wriil? give the DASC a vastly impraved working enviranment aver
what 1t uses now {(:1.e., the UYG~ZA or CP tents: and AN/GRA-39
remote units). However, the UYOD~3ZA needs tn be

retained irn the inventory fop Alrborne DASC applications.

3. (U} COMMENTS:

——=— (U} SUBJECT: COMMAND & CONTROL
~—-~ (U) INTEROPERARBILITY: NONE

——=~ (U) Lessuon distributed bys:s MCCDC (WF).

Rage - 3&
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t, () MCLLS NUMBER: £1173-9930@& (0Q@&4), submitted by 30 Wi,
5-3, MACG-38, -, ) -.

. Wy CRX FDS-1 coanductec by D68 77TH WP

tal

an 117158790,

[N
r

3. (U) MEYWARDS: ADR/CCMRUTERS, RIR WARFARE, C& (CCMMAND AND
CONTROL), CAS (CLOSE AIR SFT), COMMUNICATIONS, CPX (COGMMAND FBOST
EXER), DASL (DIR AIR SRT CTR), FO5-1, FIRE SUFFORT, HARDWARE,
INFORMATION MANARGEMENT, LAND WARFARE, MACCE (MAR AIR OF SYS),
MACG—~38, MAGTF (MPAR RIR GND TF), MEEB (MAR EXPED BDE), OFERATIONS,
SCFTWARE, USHMC (US MARINE CDRPS).

4. (U) TITLE: INFORMATION FLOW OVER AUTOMATED CZ2 SYSTEMS

5. (U) OBSERVATION: During FDS-1, information flow to the DASC
nver the antomated C2 systems was not timely.

6. (U) DISCUSSION: The DASC is a flexible CZ agency which
relies on timely information flow toe accomplish its missicon,

The use of automated and digital burst systems d4id enhance the
CASCY's ability to pass and receive tactical imformation, howaver
the TCO system in the DASC was not connected to all agencies
reiuired to communicate with the DASC. Additionally, the DCT
Z1d not have a print capability which reguired the aperatoer to
manually transcrite all incoming requests and reports. The DASC
nermally requires 3 crews of O operator positions to run a MER
level exercise/ocperation. During FDS~1, the DASC had only ane
TCO terminal, one DCT, and wne ATACC terminal to pass and
receive infaormation fraom the entire MEB. The TCD terminal was
slow and aonly allowed one function to be performed at a time.
This caused delays in passing and receiving critical
infarmation.

7. (UY LESSON LEARNED:

8. (U RECOMMENDED ACTION: For FDS-Z, equip the DASC with a
minimum of two TCC terminals, twa DCTs, and an RTACC interface
to TIO. Enhance the TCO software to allow agencies to filter
2itt unwanted informatioan, thus speeding up the computer
asracessing time. Frior to FDS5-2, provide a set of software
"toals” for TCO, custemized for tactical air coperations.

S. (U) COMMENTS:

—=—- () SUBJECT: COMMAND & CONTROL
——= (U) INTEROPERAEILITY: NONE

~~= (U) Lessan distributed by: MCCDC (WF).
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1. (L) MCLLS NUMEER: 21174-25889 (20@25), submittel =y 137 MAR,
-3, 7MER G-2/G-4, -, y -,

S. (L) CFX FDS--1 cunducted oy S 77H MEER an 11/16/9:,

Z. (W) KEYWORDS: ACE (AVYN COMBRT ELMY, ADPF/COMPUTERS, RIR WARFERE.
Cz (COMMAND AND CONTROL), CCGC (TBT OFERS CTYR), COMMUNICATIONS, 5
(COMMAND POST EXER}), EQUIPMENT, FDS5-~1, HARDWARE, HMMWY (HI MOER ME
WL VEH), IMINT (IMAGERY INTELY, INTELLIGENCE, LOGISTICS, MACCS (MAR
AIR C& 8YS5), MAG (MAR AIRCFT GRF), MC&GE (MAPPING, CHRRTING), MCAS
(MAR COR AIR STAT), MCAS YUMA, QFERATIONS, SENSORS, TAMFS (TAC AIR
MSN PLN 5Y, TRANSPORTATION, VDT (VIDEO DISP TERM), VEHICULAR.

4, (U) TITLE: ELECTRONIC SCREEN DISFLAY
5. (U) OBSERVATION: Deficiencies of Electronic Screen Display
E. (U} DISCUSSION:

A,The large screen Jdicplay has many features that are migsing
i order to make 1t ftuncticnal amd enhance Starf actisns and
Command and Controel. At the Regimental level, the fellowing
reguirements are necessary:

1. Screen size needs to he at least the size of the
current model (borax 4" X 2@"J). The commander needs to see a
large enaugh area on a 1:50,200 scale tow get a good coherent
picture of the battlefield in his area of interest.

2. Related to point {a) above is the need to ke able to
geaszily scroll the map both horizontally and vertically.

Z. The most important feature that is regquired is the
ability to display terrain electruonically. Placing map sheets
wehind the display iIs quite cumbersoeme. The ability to see
termain on the display without referring £o a map wonld speed
decicion making and usefulness considerably.

4, The capacity of wusing a light pen instead ot the
digitized pad would significantly enhance our mapping capability
in the COC. Being able to draw directly on the screen objects
such as routes, engagement areas, NAIs, TAIs, boundaries, etc.,
wnilld make staff actioms much more efficient. The ability to
pick up objects from TCO such as symbhols amd labels would still
be rejuired.

S. The screen itself would have to be expediticnary in
nature. The screen would have to be capable of withstanding

shock when bolted down in a HMMWY and bhe versatile as to vehicle
ar ather area mounting.

€. With the adoptian of the IPB process, a capability to
Page - 34
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automate IPEB overlays would be decirable, Overlayzs such as DLOW
GO/M0 20, enemy temrolating, and weabther would be useful andd

expadite a oprocges that fakes many noors,

H. During this exercise, we arimartly worked ofs the wap 1»
order to analyze terrain, the enemy si1tuation, and future
sperations, We utilized the Large Screen Display primarily to
see how aur graphics lgoked that we were about te send ta
stibordinate and higher units anid to get a general gpictuare of the
battlefield.

C. The current Video Display Termimal (VDT?) size does not
allow more than 2 to 3 people to observe a function being
performed or to read a message. The use of the large Sun
processors still will mot provide an ability to show imagery,
briefs, messages, etc., to a large number of peaple.

7. (J) LESSON LEARNEL:

8. (1) RECOMMENDED ACTION:

A. Develop capabkilities listed ipn the above sect:om.  Suggest
locking Lnta the system wsed 1n Lhe Wing called TAMRES which has
a “remendous capability in mapoirg and terrain amalyeoaco. The

WTT school at MAWTS-1, MCAS Yuma, bteaches this system =o
students. Every unit in the Rir Wing down to a MAG shaould have
4 TAMPS cemputer.

B. Review the use of VDT rear projection., The VDT can
project its screen through the rear of the terminal onto a wall,
projector screen, bedsheet, etc. This would preclude the need
for large, expensive plasma screens, 44 inch mopitors, etc.

2. (U COMMENTS:

—=— {5} SUBJTECT: CCHMMAND & CONTROL
——— ¢} INTEROPERABILITY: MONE

-=-— {lJ} Lesson distributed by: MCCDC (WF).
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1. (WY MCLLS NUMBER: 1173644 (QPEES), submitted iy 1ST HEH,

52, -y ) .

rre

Sty T4 R SO
Doun 1I/S1R/50.

Pl CRX FDE-L concucted by ZEOTTH M

T

S, (i) HEYWQRDS: ARDPR/COMEUTERS, 22 (ZUMMAND AND COMTRGL .,
COMMUNICATIONS, CPX (COMMAMD FOST ZxXER:, FDE-1, HARDWARD,
INTEILIGENCE, NETWORKSES, DRDERS/LUIZAMNCE, RADIOS, REPORTIMEG,
TRONSMISSION SYSTEMS.

4. ¢U) TITLEz LACK QF VOICE COMMUNICATIONS

S. (U) OBSERVATION: Lack of adequate voice communications as a
backup to TCO/MTACCS hindered the conduct of FDS5—-1, and will
present problems when MTACCS is fielded.

E. (U) DISCUSSION: There will always be a requirement for
commanders to talk to each other over a radio. There is
infarmation more easily conveyed by veice communications than
cver a strictly digital automated command and control sycetem.
For examnle, a commander may trave questions after receiving a
SHOT repoart or a Frag Order which wewld require some sor® of
dialoegue. This fast exchange of information can not te
Jusiicated by automation. In addition, the auditory gqualities
af commiunication such as inflection and tone can not be
duplicated by a computer sc¢resen. Hard wired phones were used as
a work around solution,

7. (UY LESSONM LEARNED:
2. (U) RECOMMENDED ACTION: Incerpaorate voice nets that are
zither compatible with automation or separate voice nets that

create needed redundancy in the systenm.

3. (U} COMMENTS:

—— (U) SUBJECT: COMMAND & CONTRGL
—=-= () INTEROPERABILITY: NONE

—==— {{J) Lesson distributed by: MCCDC (WF).
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CLLS NUMBER: 117430640 (Q@@&7), submitted by 127 MAR,
{ ) -

1
DT .

e

Wy DFA OFDIS-1 rconducted ny 0 TTH ORMER s 11/18/91,

. Uy HEYWORDS: Q2 (COMMAND AMD COMTROL)Y, CDOC (CET OFERS ZTVR:,
COMMUNICATIONS, CRX (COMMAND “0S5T EXErR), EQUIPMENT, FDE-1,
HELTEOPRPTER, HMMWY (HI MOE MFP WL ViEH) , LQGISTICS, MTARLCS,
AFCRATIONS, RADIDS, TCO, TRANSGMISSION SYSTEMS, TRANGSPORTRTICN,
VEHICULAR.

4. (U) TITLE: ERUIFMENT FIELDING REQUIREMENTS
5. (U) OBSERVATION: Equipment Fielding Requirements

&. {U) DISCUSSION: The equipment to be fielded should be
flexible and compatible to many configurations of COCs (HMMWUY,
AH-1 C2 coanfigured helicopter, BAVC?7, etc.). The equipment
should praovide for ease of transferring from oane mode to *he
next, such as Tfrom a HMMWY to an RAVCY or ta a static location,
B osignificant effart was devoted just to set-up, In the Fast
meving environment of combat cperatiansg, COCs will be moved
aften and the equipment will have to ke transferred fram one
contiguration o the next. Wa realizes that the present zvzions
wAa3 communicatinons intensive irn the ssf-up stage partially due
Yo hard wiring requirements; nowever, the amount of equipment at
the Regimental COC is significantly increased with the present
setup. Without having to worry about radio communications
protlems, the entra equipment significantly increased the
frouble shooting efforts of the communications platoon.

7. () LESSOM LERRNED:

1o

(4 RECOMMENDED RACTION:
a. Zcaling down af the equipment at the Regimental level.

i

. Cimplify the interfaces hDehwser egquipment for fast hook

K

c. Bllow for ease of transporting the system fram one type of
COC setup to the next.

2. (U) COMMENTS:

--— (U} SUBJECT: COMMAND & COMTROL
~—— (U) INTEROPERABILITY: NODNE

=== (U} lLesson distributed by: MCCDC (WF}),

Hage - 37
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MCLLS LUNG REFORT
1. i MCLLS NUMBER: 1 17E-2202a {enzs), submitted by AC/S G-
7T= oMIb, 3D MRW G--3, -y ; —.
=, 0 TEY FDE-Y conductsd oy IO TR OMED on 11/16/91,

g, L, HEYWORDS: GOMINISTSAT IGN, CE (COMMAND AND CONTROLY, CRX
(LOMmSND ROST EXER), DEUELCFMEH., EXERCISE ISSUE, FDS-1,
TNFCRMAT IOMN MAMAG EMENF MIbsS, ORERATIONS, FERSONNEL, REFORTING,
STRHENSTH.

4, () TITLE: MARINE INTEGRATED PERSONNEL SYSTEMS (MIPS) QVERVIEYW

5. (U) OBSERVATION: The MIPS worked well during FDS-1;
however, more work is needed to improve MIPS/TEO compatibility
for FDS-Z.

E. () DISCUSSION: The Marine Integrated Personnel System
{MIPS} worked well while exercising the FDS—-1. The program is
nser Triendly and extractian of information is readily
available, While exercising FDS-1, MSEL items were projected
daily for strength and statue report updates to interface and be
tranzmitted %o higher headguarters through the TCO. In additian
tr tranzmittal through the TCO an additiconal hardeapy and

Ls<atte was taken to higher he2sdguarters. However, one majaor
prablen arose regarding MIPS/TCO compatibility. Currently,
raparts created by MIPS can be read into TCO, but reports can
hat be read from TCO back into MIFS. It was necessary to make a
copy of files to diskette to transfer them from MIPS to TCO. The
ability to trade the information between the systems would allow
the majority of admin type prcoccessing to be accomplished inm
MIfC, while TCO could praovide its true function of commaunication
2f that infarmation to others.

N

- (5 LESSON LEARNED:

2. (i: RECOMMENDED ACTION: The TZO chould be programmed alang
With the anit diary system and the Marine Integrated Persannel
System for use by one operator, Fersonnel information should be

readily and easily availatle for the individual and other
interested parties. To solve the TCO/MIPS compatibility
probiem, include a function allewwing reports to be read into TCO
from MIPS and then back ocut of TCO to MIPS.

]

9. {(U)> COMMENTS: All programs worked well: however, the need
for all to work together as one needs improvement.

-—~ (U) SUBJECT: COMMAND & CONTROL
~—— {J) INTEROPERABILITY: NONE
Flage - 28
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1. {l4: MCLLS NUMEER: 11272-83614 (290293, submitted by M&S
MHEZUWEN, 7TH MER G-3 GRS, 957-7044., (£19)3E8-~-7Q44,

.oy TRX FRS-! comduacted by 5 TYH MZE oon 11/16/3%.

G. 4lE) MEYWIRDS:  CE (COMMAND ELEMEZMTY, CFX, HE (HEADOUARTERS), L&D
(L3 SLRZEN DISFLAY), TCO, TE (TARELE OGF EGUIFR),

4, () TITLE: MAGTF CE CONFIGURATIOMN FOR TZO
Z. (U2 OBSERVATION: The recommended number of TCOs for a MAGTF

is insufficient.

in FDS-1 is inadefi¥ugte, The lack of TCD terminals created
doubling up oan T erminals in different functional areas
causing delays. The T/E for TCO needs to be imcreased.

E. (O DISCUSSIDN? Dhe Tabkle of Equipment for TCO as exercised

7. (U} LESSON LEARRNED: Nune

8. (Y RECOMMENMDED ACTIOM: Increase the T/E for TCO as wutlined
below *ow gach fupctional area:

Caommand Sectinon

— 1 TCB/LSD for CG's usej; laocated in command center when
established.

-~ 1 TCO/LSD far Forward/Jump CP.

- 1 TCO for C/S usey to remain with main CP.

G~-1 -
- 1 TCO/LSD, located in Personrnel section.
G-z
- Ccoo
-~ 1 TCO/LSD for Watch Officer.
—= 2 TCOs faor analyst/clerk use.
- MAFC
-— 1 TCO/LSD for Watch Dfficer.
-~ 1 TCO/LSD for Current Situation section.
G-3

- Ops Section/COC
=— 1 TCO/LSD for use of Current Ops (Journal).
-~ 1 TED for use of Watch Officer.

P — gOES/COC f{aszumes na FSCC at MARAGTF CE leveal)
—— 1 TCO for fire support Dfficer (could also be improved
FIREFLEX).

- Flans Section
-— 1 TCO/LSD Future Ops cell.

Page - 41
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FIREFLEXD.

- i TCO/sLSD

~ 1 70

TCO
TED
TCO
TCO
TCO

{
A e e s

Far

for
far
for
for
for

UNCLASSIFIED

MCLLS LLONG RERPORT

TCO/LSD fuor Targeting cell (could alsao

for Log Ops section.
Log FPlans section.

TechCan.
SysCan.

Ops section.
Plans section.
I1SmMO.

3. (U) COMMENTS: None.

-—— (U) SUBJECT: OPERATIDNS

~== {U) INTEROPERABILITY: NONE

=== U} Lesson distributed hy:; MCCDC (WF).

Page — 41
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UNITED STATES MARINE CORPS
lat Marines
lat Marine Division (Rein), FMF
Camp Pendleton, California 92055-5503

3299
DRH/REPORT
26 Nov 91

From: Commanding Officer
To: Commanding General, 7th Marine Expeditionary Brigade
(ATTN: AC/S G-3)

Subj: AFTER-ACTION COMMENTS FOR FIELD DEVELOPMENT SYSTEM PHASE ONE
(FDS-1)

Encl: (1) FDS-1 After-Action Report

1. As directed, issues that inpacted on the conduct of the
evaluation and the operating of the FDS system are submitted as
after action comments.

2. Commander’'s Assessment: FDS-1 was of marginal utility at the
regimental and lower level. The myriad of critical design
deficiencies, as documented in the enclesure, indicate that the
program needs to be refocused if it is intended to provide
significant enhancements at this level.

3., Point of Contact is Major Heinz, Air Oft, Ph. (Comm)
619-725-7692, (DSN) 365-7692/7585.

R. ¥W. HODORY

Frnrtacmera £ 1%



AFTER ACTION REPORT OF THE EVALUATION OF THE FIELD DEVELOPMENT
SYSTEM PHASE ONE (FDS-1)

BACKGROUND

1. Field Development System Phase One (FDS-1) was a proof of
concept demonstration to provide FMF input into the
requirements definition and system specification for
development of the Marine Corps Tactical Command and Control
System (MTACCS). The lst Marine Regiment was tasked to
provide the Ground Combat Element (GCE) Combat Operations
Centera (COCs8) for the tactical exercise in support of the
FDS-1 aevaluation.

SCOPE

2. The FDS-1 evaluation was conducted as part of a

freeplay tactical Command Post Exercise (CPX) during four days
of Pilot Evaluation {(16-~19 November) and three days of
evaluation (20-22 November) within the 29 Palms Marinae Corps
Air Ground Combat Center (MCAGCC) training complex. The focus
of the evaluation was to capture gualitative comments on ita
capabilities. No additional instrumentation was used and no
attempt was made to collect any technical data on system
performance. CQC tents were established for the 7th Marine
Expeditionary Brigade (7th MEB), Aviation Combat Element
(ACE), and four CQOCa for the GCE--1lst Marines Regimental
Combat Team One (RCT-1! Headquarters and Battalion COC's.for .
371, 3/7, and 1/11. Additionally, a fourth battalion COC
(1/25) wae established within the East Gym using a aingle
FD5-1 Tactical Combat Operationa (TCO) terminal. Only Phase 1
of the evaluation which eatablished communications over wire
was completed. Initial tests to determine communications
capability over radio failed and Phase 2 of the evaluation

waa naver implemented.

RESULTS AND DISCUSSION

3. VOICE AND DIGITAL COMMUNICATIONS ON THE SAME NET. The
initial configuration, which had an AN/GRA-39 hox connected on
each digital net to allow alternating voice and digital
communicationa, failed and the AN/GRA-39a3 had to be removed.
During high-tempo cperaztions, the TCO communications method
baecame too slow for a variety of reasong--time required to
type and send messages, large message queues, aystem crashea,
etc. In order to compensate, separate voice meana were
establiehed which required additional communications assets.
Had those additional asgsseta (DSN telephone and wire nets) not
been available, <the commander would have been unable to
capture time-critial information and influence the battle

1 ENCLOSURE (1)
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accordingly. The inability to alternate voice and digital
communications over the same net is a critical design
deficiency which must be corrected prior to FDS-2.

4, POWER FLUCTUATION SUSCEPTIBILITY. The FDS-1 gystem was
powered by a variety of standard Marine Corps gemerators which
were connected in pairs in case of a single generator failure,.
However, fluctuations in voltage caused numerous eystem
interruptions and failures which required the system to be
re-initialized. Without some form of an Uninterruptable Power
Source (UPS) which suppresses transient power fluctuations and
allows graceful shutdown in the event of a failure, the
operator risks the loss of critical data and possible
equipment damage. The lack of a UPS is a critical design
deficiency which must be corrected prior te FDS-2.

&. SYSTEM CRASHES. Throughout the evaluation, numerous
gystem crashes unrelated to power occurred on all the TCO
terminals but particularly the S-3 Operations terminal in all
of the C0Ca and the S-4 terminal at RCT-1. Typical recovery
time was from 22 seconds to 9 minuteg. If the crash occurred
with any text or graphics window open, then the contents were
lost. Additionally, the message journal was also lost,
Frequent craghes caused critical aystem daelays, lost messages
and graphics, and a rapid lose of situational awareness,
especially during high tempo operationa. The commander, by
necessity, had to maintain a manual backup which negated any
enhancements provided by the FDS. The excesgsive system
crashes and data loss are critical design deficiencies which
must be corrected prior to FDS5S-2.

6. TERRAIN DEPICTION. The only provision for diasplaying
terrain was to tneert maps into the Medium and Large screen
displays which proved cumbersome and inadequate when working
with 1:59,00¢ scale maps. Terrain depiction was not present
on the individual TCO computer terminals. Without adequate
terrain depiction, the S-2 situation board became the primary
means to track and evaluate enemy and friendly positions and
develop courses of action. Without terrain depiction in a
variety of acales, the commander will be unable to determine
possible enemy courges of action resulting in a loss of
situational awareness and imminent defeat. The lack of
terrain depiction within the Tactical Combat Operations
Computer is a critical design deficiency which must be
corrected prior to FDS-2.

7. COMMUNICATIONS RELIABILITY. Frequent communications

connectivity problems even while over wire interface praventad
the timely dissemination of messagee and graphics which
eventually required operators to revert to alternate
communications methods to prevent loss of situational
awareness. Numerous causes of the poor reliability were found
and continually corrected, however the system remained

2 ENCLOSURE (1)
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intermittant, Attempts to tranamit large messages and
graphice {(in excese of 5 fragments) would tie up the computer
and communicationsa net for exceseively long times {(frequently
greater than 20 minutes and up to 1 hour) with a low
probability of success. Additionally, there was ne provision
for aborting a transmisaion when it was obvious that the retry
attempts were falling, The poor communications reliability
and excesasively long transmiasion times without the ability to
abort are critical design deficiencies which must be corrected
prior to FDS-2.

B. MOBILITY AND JUMP CAPABILITY. The hardware configuration
of the COC, as implemented in FDS-1, could not be traneported
with the assets currently assigned to a regimental
headquarters, required conasiderable time tc setup, and did not
support a jump command post. Additional mobllity assets,
including personnel, would be required which would jeopardize
the expeditionary nature of the regiment and unduly restrict
its movement on a fluid battlefield. The restricted mobility,
lack of jump CP capability, and heavy raequirements for
traneportation and setup are critical design deficiencies
which muast be corrected prior to FDS-2.

9. SYSTEM SPEED. The system responge time to individual
tasks auch as activating a menu item, button or scroll bar was
very slow which esignificantly reduced the productivity of the
operator and caused more rapid loss of situational awareness
during high-tempo operations. Simple butten actuations to
open a menu tray took from .4 to 2 seconds to complete. The
result was that the operator was always waiting for the
computer or typing keys without seeing the input on the
screen. The cumulative effect was obvious; when the tempo got
high, the system couldn’'t keep up. The slow response system
time to user i1nputs and commands is a critical design
deficiency which muat be corrected prior to FDS-2.

HUMAN FACTORS IMPLEMENTATION
12. Numerous human factors implementation (man/machine
interface) deficiencies were identified with the net effect
being that tasks generally took longer to complete on the TCO
than by previous methoda. Deficilenciee include:

a. Cumbersome graphics drawing/editing tools

b. Heavy scrolling requiresants

c. Excessively slow windows and objects actuation

d. Poor mouse cursor readability and positioning

e@€. Inconsiastent implementation of icons and buttons

f. Inadequate text editing features

g. Inflexible report/request templates

h., Crude file management facilities

i. Ineffactive use of color and audio cues

J+ Clumey situation map updsting which fregquently

resulted in double aymbols
k. Absance of data entry error traps

3 ENCLOSURE (1)
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l, Lack of automatic updating for data fields such as
Date/Time group and Map sheet

m. No ability to tailor screens to individual needs
Although operators had few complaints, moet had no pravious
experience with a “user friendly® interface and therefore were
unable to make a valid comparison. The entire interface would
be considered woefully inadequate and obsolete by current
industry standards. The faulty human factors implementation
i3 a critical system design deficiency which must be corrected
prior to FDS-2.

11. SITUATION MAP OVERLAYS. The situation map overlays were
evaluated for utility throughout the evaluation. Only one
overlay per category (Maneuver Control Measures, Fire Support
Measures, (S5S Symbols, Alr Operations Control Measuras,
Engineering Symbols, and Intel Symbols) was supported. There
wag no provieion to develop multiple overlays and selectivaely
display then aa the gituation dictated. Thae limit of one
overlay per category provided almost no utility and while it
demonstrated the overlay capability, it negated any
improvement provided by the automation of the situation map.
The extremely limited overlay support is a critical design
deficiency which must be corrected prior to FDS-2.

12, MESSAGE_TRANSMISSION SUPPORT. There was no provision for
automated distribution of messages/Qraphics including tracking
of receipt/masgage-opened within FDS-1. The user was unable
to have messages automatically transmitted to destination and
info addressee¢s or to know when a recipient had opened and
read a message. As such, the operator was required to
manually track message transmigsiona and status and
occaslonally query addressees to confire receipt. This
cumbersome, time-consuming process negated any gains made from
the application of automation. The lack of an automated
distribution of messages/graphics to includa the tracking of
message receipt and opening is a critical design deficiency
which must be corrected prior to FDS-2.

13. WATCH OFFICER SITUATIONAL AWARENESS. Messages

tranamitted to 8 COC would go directly to the functional area
TCO terminal without being logged in a central journal or
being read by the watch officer. As such, the watch officer
had to continually query functional areas te maintain any
situational awareness. Frequently, the watch officer was the
last peraon to be informed of a critical event and was unable
to brief oncoming watch standers on the current situation.

The current implementation which dacentalizes the journal and
bypasses the COC watch officer is a critical design deficiency
which must be corrected prior to FDS-2.

14. INTELLIGENCE COLLECTION AND ANALYSIS. Any station on the
local or wide area net could pass intelligence information to
any other staticn without having it first be confirmed,

4 ENCLOSURE (1)
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analyzed and correlated by the S-2/G-2 section. This
decentralized collection and diasemimation of intelligence
caused an overall degradation in situational awareness because
each functional area would have its own “version" of the
current situation. The workaround was to have all
intelligence passed to the S5-2 who would update a manual
gituation map {because of the lack of terrain) and all other
functional areas would work off the S-2 board. The current
implementation which decentralizes intelligence collection and
analysis 18 a critical design deficiency which must be
corrected prior to FDS-2.

15. DECISION SUPPORT TOOLS. There was no provision for the
system to aid the commander in making a decision, either by
providing toola t¢ automate the Intelligence Preparation of
the Battlefield (IPB) process or to analyze possible courses
of action. Without any analysis or decision support tools,
FDS becomes nothing more than an expensive electronic¢c mail and
data base asyastam. The lack of decision support tools to
aspigt the commander in the IPB process and to aid in
developing courses of action is a critical design deficiency
which must be corrected prior to FDS-2.

16. INTEGRATION TO OTHER SYSTEMS. FDS-1 demonstrated only
limited capability to interact with FIREFLEX, ATACC, IDASC,
PLRS, IAS, ASDS, MIPS and LFADS. In several casgses, the
interface only allowed the user to read and write a disk
written by the other system. Several taaske had to be
duplicated on both systems for the information to remain
current. Additionally, interoperability with other services
commpunications, command and control systemg was not tested and
at thie phase, does not appear to be a design criterium. The
lack of fully automated interfaces to other Marine Corpsa
systems is a critical design deficiency which must be
corrected prior to FDS-2., Additionally, recommend that FDS-2
evaluate interservice asystem operability.

17. FEDS ACQUISITION PROCESS. The concept of the

"eavolutionary acquisition® cycle is fundamentally sound
because it allowa the fleet usera early input into the
proceas. However, for FDS-1 it was poorly implemented.
Part of the problam is the general vagueness of the MTACCS
concept. FDS needs to focus on providing the commander
proceesed information and automated functions which azsgist him
and his steaff in making sound and timely decisiona. It ia
recognized that there was no intent to do much hardware
development and that FDS-1 was implemented on Government
Furnished Equipment (GFE) computera which are alow by industry
standards. However, even the software showed antiquated human
factoras interfaces, incongistent implementations, instability,
fragile communications capabilities, and absolutely no
robuatness. Additionally, the software was not developed
according to Military Standard 2167 which is required for most

5 ENCLOSURE (1)
CRINEACTIME 2 =



software acquisitions. The entire implementatlion was a rehaash
of old technology and software which provided no new
enhancements that can’t already be accomplished with currently
fielded computera, software, modems and FAX. Government
laboratories such as the U, S. Army Harry Diamond Laboratories
(also funded by MCRPCC) have already develocped and
demonstrated implementations significantly closer to the FMF
requirements. However, the majority of participants in FDS-1
are unavare of these or other technological capabilities,
Without a sgignificant technology infusion, evaluations will
continue to be made and requirements developed for a system
which will be obsolete before it is delivered. 1In this
regard, the scope of FDS-1 was too large and the system
capabilities teoo mcarce. Without focus, without the advanced
technology people teaming up with the requirements people and
quickly interceding for FDS-2, the entire program is doomed to
flilo

SUMMARY

18. The goal of FDS is a well designed, integrated,
technically advanced system which provides aignificant
productivity improvements and supports the decision making
processes of the commander. At the regimental and lower
levels, the commander needs a system that integrates four
core requirementa: 1) reliable, long range, secure
communications; 2) centralized intelligence planning,
collection, correlation, analysis and dissemination; 3)
planning and coordination of all mortar, artillary, naval
gunfire, and air fire support; and 4) decision support toolsas
to assist in operaticons planning. The systea auat provide
timely information in a manner which facilitates the ability
of the commander and his staff to remain situationally aware,
thereby fostering rapidity of decision-making, planning and
execution. Such a system will allow the commander to generate
a higher tempo of operations relative to the enemy, and to
rapldly adapt to the constantly changing battlefield
environment., Sald another way, the system must facilitate a
maneuver style of warfare. The aystem demonstrated in FDS-1
did not display any of these capabilities. Without
significant improvements in both performance and capability,
the syatem and the overall acquiaition strategy as
demonstrated in FDS-1, has limited potential.

6 ENCLOSURE (1)
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ADMINISTRATIVE REMARKS

1. Several issues were submitted that were indirectly related to
FDS-1 but warrant consideration for future evaluations. Issues such
as technical support and tactical exercise control measures are not
FDS~-1 specific but are included for use in the overall concept of an
FDS approach to acquisition.

2. Participants in FDS-1 contributed several comments. Those
comments were collected by both contractor data collectors and
included in this report. Those that were directly related to FDS-1
are contained in the MCLLS format in enclosure (2). Those that are
not FDS-1 specific are contained in this enclosure.

Enclosure (4}



ITEM: INTELLIGENCE ANALYSIS SYSTEM (IAS} TECH SUPPORT DURING FDS-1

DISCUSSION: IAS-Tech Support during FDS~1 was exemplary, but too
few reps caused a lack of responsiveness. While the tech rep
support Crane provided during FDS-1 was exemplary, there was a
identified shortage of actual personnel to assist the four sites on
a continual basis. For example, while the IAS group was assisting
at the MEB HQ, personnel were needed at the ACE HQ simultaneously,
as well as the BSSG and RCT HQ. This also required the tech
personnel to correct an item at one location, and then go to another
location to confirm the previous fix was repeated.

RECOMMENDATION: For FDS-2 at least one IAS tech rep should be _
permanently assigned to each location, with another set of personnel .
designated to float between locations to assist primary location
tasks. This would also allow specific repairs to be simultaneously
performed at all locations.,

Enclosure (4)



ITEM: MAGTF II OVERVIEW

DISCUSSION: The MAGTF II program was incompatible with both TCO and
MILOGS, to the point that it could play no meaningful part in FDS-1.
Additionally, much of the logistical data {concerning ammunition in
particular) was obsolete/outdated. The attempted use of MAGTF II in
FDS-1 was a mistake. Ammunition quantities were unrealistic and did
not reflect 30 days of ammunition (DOA). Examples were numerous;
40mm grenades for guantity of one (1); quantity of 9 for 81lmm
mortars. Additionally, older DODICs of ammunition were listed;
i.e., 60mm and 81mm were listed under the old DQDIC. Some DODICs
were omitted; i.e., 81mm and 120mm had to be manually inputted, HAWK
(PCO7), TOW (PE96), STINGER (PL95) and DRAGON (PM80) ammunition not

included.
RECOMMENDATION: Adjust MAGTF II software for compatibility with

MIIOGS and TCO. Research the source of the outdated data in MAGTF
II and change how MAGTF II sources its input data.

Enclosure (4)



ITEM: TCO INCOMPATIBILITY WITH USMC STANDARD ADP HARDWARE
DISCUSSION: TCO is incompatible with USMC-Standard ADP hardware.
TCO cannot run on the most common PC configuration throughout the
USMC (80286/80386 processor, 640K-1MB RAM, 40MB HD.)

RECOMMENDATION: That MTACCS be written so that it can run on the PC
configuration described above.

Enclosure (4)



ITEM: RELIABILITY OF ADP EQUIPMENT

DISCUSSION: Reliability of ADP equipment in field conditions was
good, but only because extraordinary PM measures were taken. The
ADP equipment used in FDS~1 withstood adverse conditions (primarily
dust and power fluctuations) extremely well, averaging less than one
ADP hardware failure per day with over 70 computer systems in use.
ISMO, comm personnel, and the operators performed frequent
preventive maintenance consisting of removing dust and cleaning air
filters. 1ISMO personnel issued approximately 70 cans of compressed
air and 50 PM brushes between 11 and 22 November and toured all FDS
C2 nodes to instruct user personnel on PM three times during the
exercise. Most of the ADP hardware failures that did occur were
dust related keyboard failures.

RECOMMENDATIONS: That a similar PM system be made SOP for MTACCS

during FDS~-2, with the addition of weatherproofing MTACCS gear using
methods similar to those commonly practiced with field radios.

Enclosure (4)



ITEM: INTEGRATION OF SUPPORT TEAMS

DISCUSSION: Integration of FMF, MCRDAC, and Contractor Support
Teams was important to insure the success of FDS-1. ISMO, ELMACO,
MCRDAC, and contracter personnel cooperated cleosely on ADP
maintenance for FDS-1 and conducted their efforts from same
locations as much as possible. This minimized delays and confusion
about which component of a system was malfunctioning and got gear
back in service quickly.

RECOMMENDATION: That a similar approach be used in future FDS
Evaluations.

Enclosure (4}



ITEM: MOBILE ELECTRIC POWER

DISCUSSION: Mobile Electric Power (MEP) sources for the MTACCS must
be planned for and purchased prior to system fielding. MTACCS
requires stable, uninterrupted power down to the battalion level.
The present T/E's and T/0's of the infantry regiment and its
pattalions do not include MEP equipment nor operators. During FDS-1
the Ground Combat Element (GCE) temporarily loaned MEP 3's and 5's
for power, but had only one LCpl from 1/11 to install, operate and
maintain the field power systen.

Recommendation: That prior to FDS-2, power requirements be

identified, and sufficient numbers and types of equipment and
operators be provided down to the infantry battalion level.

Enclosure (4)



ITEM: SYSCON CONTROL OF CONTRACTORS

DISCUSSION: 1In order for a SYSCON to be effective, it must exerci:
total control over all communications/ADPE equipment and personnel.
During FDS-1 there were numercus times when contractors and Marine
communicators attempted to restore the same system without the
others knowledge. This resulted not only in wasted effort, but also
caused system outages of longer duration.

RECOMMENDATION: That for FDS-2 the MCRDAC communications planner
share SYSCON watch, and all contractors be directed from SYSCON.

Enclosure (4)



ITEM: LACK OF COMMUNICATIONS INTEROPERABILITY TESTING

DISCUSSION: sSufficient communications interoperability testing was
not conducted prior to the evaluation. Numerous component systems
of MTACCS were tested under realistic conditions for the first time
during the FDS-1 evaluation. These systems were reportedly tested
by contractors. CG I MEF 1913312 SEP 91 requested that MCRDAC
conduct integrated tests to validate the capability of MTACCS
equipment over current USMC tactical communications systems. A
comprehensive equipment interoperability test would have identified
many of the problems experienced during FDS~1. MCRDAC and FMF
personnel should observe interoperability testing to ensure the test
is conducted in realistic conditions.

RECOMMENDATION: That realistic interoperability testing using USMC

tactical communications systems be conducted prior to the FDs-2
Evaluation.

Enclosure (4)



ITEM: TECG KEY PERSONNEL DEFICIENCIES

DISCUSSION: CG SEVENTH MEB 080250Z OCT 91 provided the final scru
for the personnel list in support of FDS-1. The Deputy G-7/TEC
section lacked a Logistics Controller, an Air Controller, and a
Personnel Controller. The logistics planner shortfall was satisfied
by assigning the Senior CSS Controller from the Combat Service
Support Cell to assist the TEC during planning stages. A similar
concept was employed in the Air Cell. The Personnel Controller
regquirement was not filled, thus requiring the exercise force G-1 to
create MSEL items to be submitted by TECG personnel who possessed a
limited personnel background.

RECOMMENDATION: Recommend that future personnel lists to support
further FDS evaluations include a Logistics Controller, Air
Controller, Fire Support Coordination Controller and a Personnel
Controller in the TEC section. These are essential key billets .
which may offer the TEC critical input necessary to support planning
efforts and adjudicate problems in a TWSEAS base scenario.
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ITEM: PREPARATION OF MANUAL MSELS

DISCUSSION: Preparation of manual MSELs prior to the exercise would
have enhanced the TECG capability to assist in the scenario
development. The TCO will not accept files prepared on a non-TCO
terminal. This precludes the TECG from preparing MSELs on another
personal computer without a TCO. Many of the manually inserted
MSELs (as opposed to the free play on TWSEAS) could have been typed
in advance if the TECG was aware of this information and had a TCO
prior to beginning the exercise.

RECOMMENDATION: For FDS-2, the TECG should determine if any word
processing programs are yet compatible with TCO. If not, the TECG
should obtain a TCO in order to prepare MSELs that will be inserted
via the TCO during the exercise.
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ITEM: SCENARIQO EVENTS INPUT

DISCUSSION: The MCRDAC FDS-1 Evaluation Implementation Plan, datea
6 September 1991, directed the system Assistant Program Managers
(APM) to provide the FDS Coordinator with a complete description of
specific scenario and master scenario event list (MSEL). The
scenario would have been enhanced by this type of input, which would
convey to the controllers the type of exercise activity that is
desired too fully test the systems. Because the APM's input was not
received by the Tactical Exercise Control Group (TECG) for FDS-1,
the TECG built scenario to support general evaluation objectives,
therefore allowing the possibility the systems would not receive a
comprehensive test.

RECOMMENDATION: The APMs provide the FDS-2 TECG specific scenario
events from the outset and then conduct occasional liaison with the
TECG to monitor the development of the scenario and the MSEL.
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ITEM: COMMUNICATION/DATA PROCESSING OFFICER FOR TECG

DISCUSSION: The assignment of Communications/Data Processing
Officer to TECG Planning Staff would have greatly assisted the TECG
in its mission. Due to the complexity and detailed integration of
multiple communication and data processing equipment both required
to support the evaluation and that actual equipment being evaluated,
the assignment of a Communication/Data Processing Officer to the
TECG planning cell is paramount. The assignment of this officer
should be well in advance of the actual forming of the TECG planning
cell so that the officer can participate in all aspects of planning
and training for the evaluation. The in depth knowledge of the
integration of systems is required at the TECG to ensure proper
interface and optimize the flow of data and other reports generated
by scenarioc play. The presence of a well versed "technical advisor"”
at FDS-1 would have greatly facilitated an integrated understanding
of the total system and its idiosyncrasies. As it was during the
pilot test at the East Gym, the TECO experienced difficulties with
communications connectivity between terminals within the TECG in the
East Gym and terminals in the field. The TECG does not possess the
expertise necessary to troubleshoot systems nor full understanding
of the interface of data processing and communication equipment.

RECOMMEND: For FDS-2, a Communication/Data Processing Qfficer be
assigned to the TECG prior to the initial planning meetings.
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APPENDIX C

MCTSSA AFTER ACTION REPORT



FDS-1 AFTER ACTION ITEMS

CATEGORY ONE

FDS PROGRAMMATIC ITEMS

CAT ONE - 1



ITEM: Overview of FDS Process.

DIBCUSBION: The FDS process was planned to be conducted in three
phases: 1) Systems Integration and Testing; 2) Training of FMF
Marines; and 3) Field Evaluation. Due to contractual difficulties
between the government and the prime contractor, phase 1 testing
was inadequate and incomplete resulting in limited systems and
communications interoperability. Training was successfully
conducted at MCTSSA and proved to be the highlight of the entire
FDS process. Mr Jeff Lobaugh and the individual systems
instructors deserve much credit for a job well done. The
Evaluation in itself was successful in better defining our
requirements and specifications for further development. However,
we were unable to validate the MTACCS concept due to limited
interoperability. The inability to establish reliable
communications via single channel radio was particularly
disconcerting.

RECOMMENDATION: We cannot afford to short change systems
integration and testing efforts for FDS-2. These activities must
be adequately defined in the contractor's statement of work and
emphasized. Thorough testing must be conducted and completed at
least one month prior to the training phase in order to establish
a solid software baseline. We must ensure that critical technical
issues are successfully resolved before heavily committing scarce
FMF assets in the FDS process.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 2



ITEM: MCRDAC Staffing for FDS.

DISCUSSION: The billet of FDS Coordinator is a full time job in
itself; a double-hatted arrangement of duties is clearly
inadequate. The FDS Coordinator must also have the rank or
authority to tell other DPMs what to do. Someone must be in
charge, and the officer must have an adequate staff to address
issues as they arise. This was not the case for FDS-1 and lack of
coordination was the result.

RECOMMENDATION: That PM MAGTF C2 should be the FDS Coordinator
for FDS-2. An Assistant FDS Coordinator of the rank of Colonel
should be assigned with appropriate staff at least nine months
prior to the start of an FDS iteration; this is a full-time job.
The staff will require communications, operations, logistics and
engineering expertise. The officers serving on the FDS staff must
report only;y to the Assistant FDS Coordinator. If adequate
staffing is not possible due to conflicting priorities, then we
should not attempt te conduct an endeavor as large and complex as
FDS. :

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 3



Item: MCRDAC Restructuring to Support MTACCS and FDS.

Discussion: The TCO evaluation ended up being an MTACCS
evaluation. The two cannot be tested separately in the field.
Unfortunately, the job of organizing this 'MTACCS' evaluation
fell upon the C2G PM. C2G is inadequately staffed to handle the
complexity of planning and liaison necessary to make FDS run
smooth. The C2G PM did not have authority over the other MCRDAC
personnel and their systems. The FMF viewed MCRDAC as a
disjointed collection of cats and dogs. Interoperability quickly
became a problen.

Recommendatjion: Developing MTACCS should be one of the few core
responsibilities of MCRDAC. In light of this, the organization of
MCRDAC needs to be modified to be support MTACCS and the FDS
process. First, there needs to be a 'super PM' who has
responsibility for all of the MTACCS systems. SE&I should be the
driving force behind interoperability, MCHS, and MCASS within
this organization. This super PM needs a staff that is
technically proficient and experienced in MAGTF operations. They
must be senior enough in rank to effectively liaison with the FMF
and subordinate PMs at the required level. The staff should be of
sufficient size to allow them to be able to handle the planning
for FDS-2 as a coordinated MCRDAC effort. {(This argument could be
expanded to include MCTSSA's structure.)

Submitted by: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT ONE - 4



ITEM: MTACCS Common Application Support Software (MCASS).

DIBCUSSION: For FDS-1, TCC software really consisted of two
parts: 1) the TCO application to serve as the Commander/S-3 tool,
and 2) the Command Automated Support Network (CASN) modules
consisting of communications server, LAN manager, message
handler, device drivers, etc. Unfortunately both products were
inextricably linked and were not required to be separate contract
deliverables. As a result TCC terminals proliferated throughout
the FDS laydown just to provide connectivity. The FDS-1
configuration did not support the concept of MCASS; the CASN
software which was produced should have provided the interface to
all MTACCS systems, not just TCO.

RECOMMENDATION: Providing essential MCASS software should be the
nunber one priority for FDS-2. If implemented properly, MCASS
will vastly improve intercoperability across MTACCS and reduce
unnecessary equipment requirements (i.e. TCO terminals for

G/S -1, -2, and -4s). At the same time, MCASS will increase the
portability of tactical applications while reducing life cycle
costs. MCASS is critical to the development of MTACCS and should
be supported as such.

SUEMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 5



ITEM: Focus of Analysis on FDS-1.

DISCUSSBION: The stated ultimate purpose of MTACCS is to achieve a
situation in which all elements of the MAGTF are passing
information around quickly and easily while operating on common
hardware and using common software. FDS-1 is supposed to be a
manifestation of this philosophy/goal so that we can see where we
are in this effort.

A major obstacle to this ultimate goal is the fact that
there exist many dissimilar developing systems in the Marine
Corps, which cannct communicate with each other, which use
various kinds of software, various kinds of hardware platforms,
and have only half-hearted plans (if any) to conform to somre
standard. This is to be expected.

The problem is that FDS-1, advertised as an evaluation, was
set up only to evaluate the TCO software. While TCO is
potentially a major ingredient to an MTACCS-compliant system, it
alone will not meet the goals that the MTACCS office is tasked
with meeting.

The FDS evolutions represent an opportunity to evaluate the
various emerging tactical systems from the standpoint of
compliance with MTACCS standards. Some systems are new enough
(IDASC) that they can become MTACCS-compliant relatively easily
NOW given the proper gquidance, while others will require some
time to meet MTACCS standards, during which an MTACCS compliance
plan would be established and followed.

RECOMMENDATION: Use FDS to determine the extent to which Marine
Corps systems will have to be modified to achieve MTACCS
compliance. Designate those systems which will make changes now
and have project officers of the other systems submit MTACCS
compliance plans to outline how (and when) their systems will
achieve this goal. MTACCS and FDS is much more than just TCO.
Let's not put all our hopes in this cone system, but diversify our
avenues of apprecach to our interoperability gecals.

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Officer, ACCSD,
MCTSSA, AUTOVON 365 2132/3.

CAT ONE - &



ITEM: Emphasis on MTACCS Rather Than TCO.

DISCUBBION: During FDS-1, the role of TCO was continually
emphasized. It was the only system which PNL was hired to
evaluate from the start, while all other systems were ignored in
the formal evaluation. All major decisions were deferred to the
developer of TCO regardless of its effects on the system as a
whole. The interfaces between systems were not adequately defined
nor tested prior to FDS training. FDS-1 became a software
showcase for TCO rather than an evaluation for MTACCS.

RECOMMENDATION: The focus of effort for FDS must be MTACCS as a
whole rather than any of the component parts.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 7



ITEM: MTACCS/FDS Systems Brief.

DISCUSSION: Despite the large number of FMF officers involved in
planning for FDS-1, it was surprising how little the young
Marines knew about FDS, MTACCS, and the role of automation in cC2.
Leaders of Marines have a responsibility for answering the "whys"
and "hows" so that their Marines have a clear understanding of
the mission and their function in its execution. MCRDAC/MCTSSA
personnel fielded a broad range of questions but only scratched
the surface.

RECOMMENDATION: The training syllabus for FDS-2 should include an
MTACCS/FDS systems brief. This could be done in a single two
hour period. The brief should cover the goals, configuration,
and employment of MTACCS. Strong emphasis should be placed on
the advantages and limitations of automation on the battlefield.
An overview of each of the MTACCS component systems and its
interfaces to other systems would help Marines understand how the
Marine Corps intends to fight more effectively and efficiently in
future conflicts. FDS, the process, should also be explained .

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT ONE - 8



ITEM: Standards for Software Development.

DISCUSSBION: TCO was an advanced prototype for FDS-1. We all knew
it would have some bugs, but it did demonstrate solid
capabilities as an automated command and control tool.
Unfortunately, it was written in "C" instead of Ada and no design
documentation was included in the list of contract deliverables.
Other than CSI, no one really knows how the program operates and
CSI is not about to tell us for free either! What the government
is soon to receive for TCO software will very likely be of little
enduring value despite the potential demonstratad at FDS-1.
Without interface and software design documents, the code is
neither maintainable nor reusable. The full gamut of 2167A
documents are not needed; however IDD and SDDs should be required
in some form or another.

RECOMMENDATION: All tactical systems should be written in Ada in
compliance with DoD directive. In addition, design documentation
must be included as contract deliverables. We do not need any
more undocumented prototypes written in "C" ~ we are just wasting
the taxpayers money on throw-away code of little worth.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 9



ITEM: Configuration Management (CM) of Software.

DISCUBBION: TCO software was revised on an average twice daily
during training at MCTSSA and once a day during the field
evaluation at 29 Palms. No controls or procedures were
established to manage software changes. Configuration management
was left totally in the hands of the individual systems
contractors; most Project Officers and Program Managers had no
idea that changes were even being made. This "every man for
himself" approach to CM had ruinous effects during FDs-1.
Operators Manuals became hopelessly outdated, techniques taught
during training would not work in later versions of the programs,
changes arbitrarily made in one system often disabled the
interface with another, software running in one node was not
identical to software running in another for the same system,
etc.

RECOMMENDATION: For FDS-2, we must strive to establish a solid
software baseline following integration activities and testing;
this is a prerequisite before training can begin. Once
established, changes to the baseline must be controlled. Systems
contractors must inform their respective PO/PM of the proposed
changes. The consequences of the change must be examined both
internal and external to the individual system. Once the training
and evaluation phases begin, only the FDS Coordinator should have
the authority to alter the configuration of software due to the
effects such changes have on systems interoperability and the
validity of the evaluation itself. We cannot conduct a meaningful
evaluation on vapor-ware.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 265 2148.

CAT ONE - 10



ITEM: TCO Software Configuration Control.

DISCUSBION: TCO Software Configuration Control was non-existent.
Throughout the Integration and Training phase of the evaluation
daily and in some cases twice daily software updates were made to
the TCO software. In the confines of the integration facility
configuration control was apparently controllable. In the field
though all semblance of software configuration control and
management evaporated. A software update was implemented 911115
with the arrival of CSI programmers. On 911116 starting at 0700
another software update was installed. That afternoon additional
code was loaded supporting the PPB interface. It was announced
that a new software load would be installed the evening of
911120. It was determined that that load was based on old
software from 14 November and that software updates for the FPPB
made on 911116 were eliminated or failed to migrate to the new
load. This is regressive programming at it's finest.

RECOMMENDATION: That a software baseline date, as a milestone, be
established through the IPR process for all MTACCS systems and
interfaces. (This will necessitate interoperability/interface
validation.) That the government exercise configuration control
for the evaluation phase of the FDS.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 22B5 ext 222.

CAT ONE - 11



ITEM: Lack of Effective Software Configuration Management.

DIBCUBBION: Software problems were being fixed during training
and in the field during FDS-1l. There was a lack of communication
between all those involved in the software modification and
updating effort. In one case, the latest version was updated with
outdated version of the software.

RECOMMENDATION: During integration these software variation
problems may be solved by closely controlled integration efforts,
thus making updates in the field unnecessary. This does not waive
the requirement for centralized control over what gets put on the
hard drives.

BUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD,
MCTSSA, AUTOVON 365 2285 ext 260.

CAT ONE - 12



ITEM: Software Version Control.

DISCUSSBION: During integration testing between TACFEP and TCO in
August 1991, changes had been made to the TCO software. When
November training with TCO began in the FDS trailer at MCTSSA,
communications between TCO and TACFEP could not be established
because these changes had not been incorporated into the training
version. There was a delay of 24 hours in the use of the TACFEP
and AN/GYC-7 network until is was resolved. This could have been
avoided with better version control and an adeguate integration
period before training.

RECOMMENDATION: A freezing of the baseline after the integration
S0 everyone Kknows what is supported and what is not.

SUBMITTED BY: William Haworth, GS-13, ULCS Project Office, CISD,
MCTSSA, AUTOVON 365-2484.

CAT ONE - 13



ITEM: Coordination Between MCRDAC and MCTSSA.

DISCUBBION: An efficient system was set up at MCTSSA by the FDS
working group for the purpose of preparing to conduct FDS-1
integration and training at Camp Pendleton. Much information
needed t¢ be gathered regarding the support and training
requirements of all the individual projects.

Divisional representatives were designated and tasked with
the responsibility for funneling information regarding support
and training requirements from the various projects in the
division to the working group as well as acting as a point of
contact for those projects when they had questions about FDS-1.

Unless the individual project's leadership at the MCRDAC
level kept the MCTSSA project officers informed about their plans
for FDS-1, however, the MCTSSA project officer couldn't provide
the MCTSSA divisional representatives with the required
information. This resulted in much unnecessary anxiety and
guesswork on the part of both the divisional rep and the FDS
working group.

RECOMMENDATION: MCRDAC must ensure that MCTSSA is kept informed
about the overall project plan at the individual project level.
This communication must take place between the MCRDAC and MCTSSA
project officers.

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Officer, ACCSD,
MCTSSA, AUTOVON 365 2132/3.

CAT ONE - 14



ITEM: GFE Provided to TCO Developer.

DIBCUSBSION: The government failed to provide GFE to CSI on
schedule. Much of this problem was attributed to €3 production
line quality assurance difficulties. However, lack of unity of
control was also a contributing factor - it was never clear
exactly who was in charge for delivering GFE (C2G, SEI, MAGTF C2,
???). This coupled with inadequate record keeping both at MCRDAC
and at MCTSSA turned the whole GFE issue into a crisis. The
effect of this snafu was to virtually eliminate critical
interoperability testing as well as to create an equipment
shortage at the onset of TCO and FIREFLEX training. Rather than
minimizing the impact of the shortage, €SI played it for all it
was worth.

RECOMMENDATION: Assign one person at MCRDAC responsibility for
delivering GFE for FDS-2. Implement improved record keeping
procedures. Send GFE directly to the appropriate contractor to
simplify the matter; MCTSSA was never intended to be a warehouse
for HW/SW.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 15



ITEM: Return of GFE.

DIBCUSSION: On 8 November all of the FDS-1 equipment was shipped
to 29 Palms to conduct the evaluation. At the time, there was no
coordinated and agreed upon plan for the return of GFE from the
contractor back to the government. Confusion ensued. Finally a
hasty decision was reached to ship all equipment back to the
contractor for cleaning and repair. It is unfortunate that the
government and contractor did not formally come to terms (i.e.
cost and schedule ) before embarking on this course. We are now
confronted by a dilemma - the contractor controls all of the
critically scarce computer assets needed for further development
efforts and the government has little recourse to effect the
swift return of GFE.

RECOMMENDATION: Ensure that the procedures, place, and schedule
for return of GFE is always included in the contractor's
statement of work prior to embarking on a project.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 16



ITEM: FEDEX Shipments in Support of FDS-1,

DIBCUBBION: As the UYK-83/85s and associated software were
purchased for FDS-1, much of it was shipped to MCTSSA even though
CSI was doing the development. As a result, during the 2 months
prior to FDS-1, MCTSSA had to expend a large sum of money to
FEDEX equipment and software to CSI.

RECOMMENDATION: MCTSSA should not be used for a holding facility.
Developmental equipment and software should be sent to its
intended user.

BUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379. ’

CAT ONE- - 17



ITEM: Mobility Issues and Command Post Configurations.

DISCUSSION: Early in the planning for FDS-1, it was decided that
the evaluation would be a static exercise. As a result, mobility
issues were not addressed in FDS-1, and all unit CP's were housed
in tents. Though unrealistic, this turned out to be a good
decision since TCO was an advanced prototype and lacked the
robustness and interoperability of a fully developed system.
However, this leaves mobile operations and CP displacement as
major issues yet to be explored for FDS-2. Can an MTACCS equipped
staff operate in a AAVC-7 or LAV configured CP? Do we have
sufficient lift organic in our units to haul around such a high
density of ADP equipment? How much gear is too much? How do we
mount and integrate MTACCS equipment in our command vehicles?
What procedures do we need to displace a CP or to pass control
with automated C2 systems? Capt Stewart's HMMWV configured Jump
CP was a step in the right direction, but this was an excursion =-
no staff actually set up to do business in it.

RECOMMENDATIONS: We must ensure to address mobility issues to
include configuring CPs in AAVC~7s, HMMWVs, and LAVs with MTACCS
suites. We must keep in mind that systems will never be
considered fieldable if they aren't transportable.

SUBMITTED BY: Maj Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365-2148.

CAT ONE - 18



ITEM: Communications Via Single Channel Radio.

DISCUSBION: The INTEL Link I and DAS nets were the only digital
SCR circuits used extensively during FDS-1. Both nets were
configured using a standard AN/UYK-83A hosting both the TCO and
PPB concurrently. The circuits were covered using K¥-57 and
HYX-57 remote to accommodate the crypto interface designed for
the PPB. HYX-57s were employed as remote because AN/GRA-~39 was
not compatible with the 16KB data rate coming from the KY-57.
Communications on these nets proved intermittent and unreliable
throughout the FDS-1 evaluation. The PPB was "blamed"” for this
problem. It was obvious that 8MB of memory was insufficient to
host both applications as the systems became sluggish after two
hours of operation.

Testing was conducted by the 7th MEB after hours. A TCO
terminal was connected via an MTCM modem to a AN/GRA-39 remote
and then to a AN/PRC-77 radio. The net remained uncovered
throughout the test. All equipment had been thoroughly tested and
aligned to specifications prior to the test. Once again comm was
intermittent and unreliable. TCO never established radio comm
between all nodes during FDS-1 either through the PPB or the MTCM
as had been advertised. Most communications between nodes was
effected via wire. As a result, the gradual transition from wire
to radio which had been planned was never effected. This
contributed to the early conclusion to the FDS-1 Evaluation.

RECOMMENDATION: Extensive interoperability testing is required
with FMF communication equipment. Reliable comm via SCR is
critical for FDS; reliance on wire is unrealistic. Fielding of
improved radio equipment (i.e. SINCGARS) needs to become a
priority for the Marine Corps, hopefully in time for FDS-2. Our
current family of radios and remote were not designed to handle
the demands of digital communications. )

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTCVON 365 2148.

CAT ONE - 19



ITEM: ULTDS Network.

DIBCUSSION: The FDS~1 ULTDS network used the AN/GYC-7 switch with
interswitch trunks between all four switch nodes located at the
CE, GCE, ACE and CSSE. Each switch terminated a TCO interface.
The ACE also terminated interfaces to the ATACC and SAAWC, and
the GCE terminated an interface to IDASC. The network was
engineered for flexibility and redundancy. There were trunk
outages during the evaluation which went undetected by the user
because of the redundancy. When other TCO digital interfaces were
not established or sustained an outage, the TCO user services
were alternately routed over the ULTDS system. The ULTDS system
was never stressed with the amount or volume of traffic placed on
it. The FDS-1 ULTDS network and systems could have processed and
managed all the TCO digital communications traffic, to include
the subordinate units had connectivity been established, for this
evaluation. This alone validates the MTS Switch protocol and the
need for ULTDS networks for the modern battlefield.

RECOMMENDATION: That the fielding of the ULTDS enhancements to
the AN/TTC-42 and SB-3865 ULCS systems be vigorously implemented
to meet present FMF requirements and the emerging MTACCS systems
and technologies.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 20



ITENM: MTACCS Interoperability, Interface/Integration and System
Load Testing.

DISCUSSION: Throughout the FDS development process frequent and
detailed interoperability and interface testing of the many and
varied MTACCS systems is essential. The goal is to focus the
development path, design and objectives of the C2 systems to
enhance integration and interaction. Concurrent, but on a less
frequent basis, load testing of the MTACCS system will assist
identifying stress points, communication bottlenecks and faulty
software that may test (one-on-one) well in a laboratory but fail
in a field stressed environment.

RECOMMENDATION: That MTACCS integration test milestone dates be
scheduled through the IPR process on a system by system basis.
That an MTACCS system loading test/demonstration be scheduled
sixty days before an FDS-_ evaluation.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 21



ITEM: Field Testing of FDS-X.

DISCUBSION: Combining integration, field testing, and fleet
evaluation into one expensive high visibility event was ill
conceived. Additionally, committing to a high visibility
evaluation with significant resources required from the fleet put
MCRDAC in a position to be held hostage by the contractor. With
no follow-on contract to hope for, the contractor was in a
position to obtain concession after concession from MCRDAC
(pre-evaluation delivery of source code, integration time etc).

RECOMMENDATION: First allow for thorough integration. Then test
the system in the lab. Then test it in the field. Then find a
CPX. Then train the participants. Then do the field evaluation.

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Offucer, GNSD,
MCTSSA, AUTOVON 365-2397.

CAT ONE - 22



ITEM: Lack of Integration Time.

DISCUSSION: The absence of any dedicated integration impacted
significantly. There were two PLRS Server related problems that
showed up at 29 Palms that could have been detected and solved
easily in an integration environment (extension cable
configuration and MILID definition). Most significantly, the
integration time is essential for developers to learn about the
other systems that they are interfacing with. MCTSSA engineer's
lack of knowledge of CSI's product inhibited trouble shooting in
the field (a bad place to be doing it):; CSI's lack of knowledge
about PLRS lead them to minimize training for it, with the
subsequent difficulties in the field. In fact, CSI and the people
CSI trained all thought PLRS was working when it was not.

Note: This was preventable. Integration time was planned for in
light of the integration difficulties experienced at the February
'91. THIS INDICATES THAT THE MARINE CORPS DOES NOT LEARN FROM ITS
EXPERIENCES. BCARY THOUGHT FOR FDS-2.

RECOMMENDATION: A minimum of three weeks dedicated integration
time should be stheduled, with all key technical personnel
present.

SUBMITTED BY: Captain J. A. Moffett, MCASS/GNSD, AUTOVON 365~
2397.

CAT ONE - 23



ITEM: Interoperability Testing.

DIBCUSBION: There was an inadequate amount of time allowed by CSI
for interoperability testing of the PPB/TCO interface. Also,
during testing, there was a lack of direction. The TCO developers
were testing a point-to-point connection with the PPB on three
channels. In effect, this was allowing three pathways to the same
destination or host TCC terminal. This was not a realistic
configuration nor was the configuration used during FDS-1. What
should have been tested was communication over one channel, with
multiple, at least more than two, net members.

RECOMMENDATION: Interoperability testing should be something
directed by MCRDAC, with a test plan approved, and sufficient
time allocated. That the test plan and schedule be strictly
enforced.

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD,
MCTSSA, AUTOVON 365 2285 ext 260.

CAT ONE - 24



ITEM: Integration Testing.

DISCUSBION: The integration testing that was scheduled at MCTSSA
did not occur as a result of CSI's non-availability.

RECOMMENDATION: That MILOGS component systems undergo independent
integration testing at MCTSSA prior to an FDS to include the
capstone logistics decision support system. MILOGS systems must
also undergo integration testing with TCO and other MTACCS
systems prior to each FDS.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285

CAT ONE - 25



ITEM: Lack of Individual Interoperability Testing.

DIBCUBSION: Individual interoperability teSting for PLRS was
ninimal. A field test using the PDS-1 evaluation cable setup and
PLRS library would have saved days of support tinme.

RECOMMENDATION: Conduct an individual PLRS interoperability field
test of TCO and the PLRS server before FDS-2 evaluation.

SUBMITTED BY: Phil Hiroshige and Eddy Chue (NSR), MCASS Project
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223.

CAT ONE - 26



ITEM: Digital Verses Voice Communications.

DISCUBS8ION: During discussions with Commanders and primary staff
officers participating in the FDS-1 evaluation, I heard one
comment frequently - that we had transformed too many of our
doctrinal nets from voice to digital. Digital communications
facilitates rapid transfer of discrete messages, written
documents or quantifiable information. However, digital comm does
not enable the rapid interaction necessary to have a meaningful
conversation. For instance, recuests for fire, rapid requests for
logistical support, SITREPs, personnel strength reports, etc. are
all examples of information well suited for digital nets. But we
should not preclude the capability for a commander to talk to his
subordinates, there will always be a role for voice
communications on the battlefield just as there is a need for a
telephone in the office.

RECOMMENDATION: Conduct an analysis of Marine Corps communication
architecture to determine which nets ought to remain voice and
which should become digital. FDS-2 should be used to validate or
refute the conclusions drawn from the study which should then
become the basis for Marine Corps communications doctrine.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 27



ITEM: Mchile HMMWV CP Demonstration.

DISCUSSION: The "Jump CP" designed and built by Capt Stewart was
one of the true achievements of FDS-1. His use of off the shelf
parts and gear was ingenious. The shelter was adequate and easy
to emplace, the equipment racks were stable and functional, and
his UPS/power distribution system was remarkable.

RECOMMENDATION: Capt Stewart merits commendation for his
noteworthy innovation and initiative. He has provided viable
means to solving our mobility and power supply problems. Support
for his efforts ought to be expanded for FDS-2, His UPS/power
distribution system is needed now!!!

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148B.

CAT ONE - 23



ITEM: HMMWV Mobile Command Post

DISCUBSSION: MCRDAC demonstrated a HMMWV based mobile, self
contained command post during FDS-1. The design was functional
and efficient. The interior layout, communications capabilities,
power supplies/sources, and expandability warranty a more
thorough evaluation and validation.

RECOMMENDATION: That the HMMWV mobile CP concept and hardware
suite be validated for construction and issue to the FMF,

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 29



ITEM: FMF Provided Computer Operators and Trouble Shooters.

DISCUSSION: The 1st FSSG Information Systems Management Office
provided four computer programmers for use by MCTSSA and 7th MEB
G-6. Their primary job was to assist the systems control and TCO
developers in installation, operation and maintenance of the TCO
network and terminals. They were effectively employed as
installers for the integration and training phase of the
evaluation. During the field evaluation they could have been more
effectively utilized by 7th MEB SYSCON if a more comprehensive
trouble shooting training program were presented by the system
developers. The FMF experience, coupled with developer
hardware/software training, would have resulted in a potent
trouble shooting team. The Marine computer programmers were
seldom called upon for technical assistance.

RECOMMENDATION: That FMF experienced computer programmers be
trained and employed with the evaluation headquarter System
Control agency for assistance in installation and maintenance of
the MTACCS development systems.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Qffice,
GNSD, MCTSSA, AUTQVON 365 2285 ext 222,

CAT ONE - 30



ITEM: FMF Augmentation for MCTSSA.

DIBSCUSBION: FMF augmentation for MCTSSA during FDS-1 was
essential. MCTSSA resources are limited to accommodating smaller
tests. In addition, the knowledge gained by the FMF augmentees
and the relationship developed with CSI, enabled CSI to setup
faster in the field and to interact with MEB SYSCON and the
TECHCONs more effectively.

RECOMMENDATION: Future large scale FDS integration activities at
MCTSSA should include 40xx personnel from the units targeted to
be included in FDS-2. The experience gained will help ensure a
smooth transition from the lab to the field.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSa, AUTOVON 365 2379.

CAT ONE - 31



ITEM: System Training for TCO and C2 Operators.

DISCUSSION: The TCO operators were trained principally on the TCO
functions that their terminal would exercise during the
evaluation. This met the training objectives supporting operator
knowledge and proficiency for the evaluation. The commanders and
their staffs were not involved in training until the Combined and
Integrated Training sessions which were two, two day blocks.
Training time was insufficient to train a thoroughly proficient
TCO operator supporting an MTACCS system knowledgeable staff
officer.

RECOMMENDATION: That commanders and their staffs be involved in
training earlier and with more of it to develop the understanding
of the capabilities and limitations of the MTACCS systems.

BUBMITTED BY: Michael Murphy {(NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 32



ITEM: Coordinated Restoral Actions for Digital Circuits.

DISCUSSION: The FDS-1 communications plan did not differ to any
great degree from that used to support a MEB level operation. The
plan was sound and supported all communication interfaces. The
differences were a robust ULTDS network supporting the CE and
major subordinate commands, digital device networks that
resembled SCR voice networks but using wire as the transmission
path, and two SCR nets that used a prototype board, KY-57 COMSEC
and SCR. The participants in the evaluation had not exercised nor
trained in a field environment on the hardware supporting FDS-1
prior to the evaluation. Two days were dedicated to a COMMEX
prior to the Pilot Test. Digital circuit outages were difficult
to identify and restoral actions difficult to coordinate. For FDS
evaluations it is imperative that the unit communications
elements train and develop confidence with the FDS communications
systems and interfaces. One more step would be to develop or
modify the system control mechanism to support the FDS
evaluation.

RECOMMENDATION: That FDS evaluation participants be allowed

sufficient field training time with the FDS digital systems to
develop proficiency and build confidence in the FDS systems.

SUBMITTED BY: Michael Murphy (NSR), Ground €2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 33



ITEM: Last Minute Planning for FDS-1 Excursions.

DISCUSBION: On 12 November a MCRDAC test was identified that
required a VHF frequency assignment. The requirement was
-facsimile to 7th MEB 8 November. The last cat and dog usually get
a disproportional amount of the assets. The FDS-1 final planning
conference was conducted on 1 and 2 October which should have
established the FDS~1 Evaluation baseline. Obvious the baseline
was fluid.

RECOMMENDATION: That the FDS-_ Final Planning Conference
establish the evaluation baseline for MTACCS systems validated
readied for evaluation, and that late comers be delayed/scheduled

for the next FDS.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 34



ITEM: MTACCS Equipment Density.

DISBCUBBION: The density of MTACCS equipment for FDS-1 was
excessive. For example, the laydown of gear for an INF BN
included 9 AN/UYK-83A/85A computers; it is unreasonable to expect
a unit to transport, employ and sustain such a burden. If it will
not fit in an AAVC~7 or a pack, such equipment will be left
behind and will not be a part of the battle.

RECOMMENDATION:We must strive to reduce the equipment density for
FDS-2; 4 or 5 suites should be a reasonable target for a
battalion size unit. Larger units will require additional
capabilities to fit their needs. We must abandon the concept of
fielding a collection of separate terminals each running a
different system. We need the capability to run several
applications concurrently on the same computer to reduce the
equipment laydown while retaining full functionality. To achieve
this end, we will need to produce more capable as well as lighter
hardware. The LCU may not be the answer; though it is
substantially lighter than the AN/UYK-85A, its memory and hard
drive capacity is limited compared tc the "hot" 32MB machines
employed during the FDS-1. We need to revisit the hardware
requirements for FDS-2 as well as the "objective'" MTACCS suite.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 35



ITEM: Automation and C2 Requirements at the Battalion and
Squadron Level.

DISCUSBION: The TCO developers based the C2 facility terminal
population on the number of functions performed in the command
post. Thus the infantry battalion had eight TCO terminals, plus a
UCPS terminal, for the evaluation. This item is not intended to
critique the number of terminals in a bn/sqdrn CP, but to start a
thought process that the needs for ¢2 and automation (separate
actions) at this level require definition. The infantry battalion
needs are simple: give me orders, tell me where the enemy is,
tell me were the friendlies are, give me intel, give ne
pictures/overlays/graphics of the battle field, and let me
control the fires in my area or those I own. AND MAKE IT REAL
TIME! Can this be done on two terminals? Possibly!

On a less than full period basis, the battalion can manage
supplies and personnel on shared resources as is done today in
garrison and the field. The requirements for automation at the
squadron level is more sophisticated, keeping in mind they will
be housed in a benign airfield environment. Their USMC
requirements are similar to the battalion, but add to that the
extensive Naval Aviation maintenance and supply activities.

RECOMMENDATION: That MCCDC define the operational requirements
for €2 and automation at the battalion and squadron level for
MTACCS.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 36



ITEM: MTACCS Systems Control.

DIBCUSSION: One of the FMF perceptions was that FDS operations
would be business as usual with respect to communication
operations and management. Thus systems control was decentralized
for the FDS-1 evaluation. Communications was non-doctrinally
engineered to support TECG operations and anticipated RCT-1
displacement. Centralized SYSCON, to include centralized database
management and direction, was not established. The many and
varied players, from Marine to govermment civilian to
contractor/developer, had nc incentive to respond to SYSCON
direction. In the FDS environment, a dedicated and dictatorial
SYSCON is essential to prioritize restoration actions, adjudicate
conflicts between competing interests, and incorporate and
coordinate FDS players actions that effect other segments of
MTACCS. Additionally the concept of SYSCON in the MTACCS
environment must be defined and evaluated along with the other
systems in MTACCS.

RECOMMENDATION: That for FDS evaluations a strong system control
hierarchical organization be sufficiently staffed to meet and
resolve automated C2 and peripheral interface challenges. That
the requirements for System Control for MTACCS be defined and
evaluated in the FDS process.

BUBMITTED BY: Michael Murphy (NSR), Ground €2 Project Office,
GNSD, MCTSSA, AUTOVCN 365 2285 ext 222.

CAT ONE - 37



ITEM: Centralized Direction of the Communication Nets.

DISCUBSBION: There was a need for a group to be in charge of
coordinating action for the broadcast nets. This would include
making sure that all units are aware of a frequency change, and
mahaging the configuration specifications. This would have
precluded problems like AN/GRA-39 equipments used vice the
HYX-57s as originally engineered, and deciding to remove the
HYX~-57 and going directly from the KY-57 to a local PRC-77.
Activation and restoral actions for the digital nets were
disjointed and unorganized.

RECOMMENDATION: Part of training should be setting up the comm
gear for the digital systems, and effective troubleshooting
techniques.

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD,
MCTSSA, AUTOVON 365 2285 ext 260.

CAT ONE - 38



ITEM: Mobile Electric Power (MEP).

DIBCUBBION: Generator power was supposed to be installed to all
C2 facilities by 8 November; however reliable power was not
available to all CPs until 16 November. Even then units were
unable to cope with common occurrences such as power surges and
generator failure. Clean, reliable power supplies are essential
for running FDS.

RECOMMENDATION: For FDS~2 we must consider the following:

1. providing MEP Distribution (MEPDS) equipment to each C2
facility,

2. providing Uninterrupted Power Supply (UPS) equipment to
each C2 facility,

3. emphasizing sound engineering practices from planning
through execution.
Additionally, UPS and MEPDS equipment must be included in the
fielding plans for MTACCS suites for all C2 facilities. The
enduring lesson here is that computer based systems are of little
use to the FMF without a reliable power supply.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT ONE - 39



ITEM: Electrical Power Requirements for an MTACCS C2 Facility.

DISCUSBION: FMF units were frustrated and distracted with the
extraordinary effort expended in providing electrical power
steady enough for the TCO C2 terminals. This definitely was a
negative in their evaluation. At the GCE unit level there are no
organic power sources sufficient to meet TCO requirements. The
infantry battalion regquires, in the MTACCS environment, a simple
and dependable AC and DC power source; be it a 10KW MEP 003, a
500/3500W Honda portable or a 500W thermoelectric generator
(TEG) .

RECOMMENDATION: That power requirements for a C2 facility at
every level be addressed as a result of FDS-1. That MCCDC
identify the maximum and minimum electrical power regquirements
for an infantry battalion for the future and the FDS series
evaluations.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 40



ITEM: CSSCS.

DIBCUSSION: CSSCS was used as a feasibility study to determine if
the Marine Corps would adopt it as the capstone logistic status
system receiving input from stand alone functional area systems.
We only had two systems to test and they were at the BSSG and the
MEB G-4. This system received its updates from LFADS, the unit's
supply system and MIPS, the unit's personnel system. As it was
not at each €2 facility it did not have the opportunity to
demonstrate its capabilities as well as we would have liked.

' CS8CS only demonstrated a sliver of its planned
functionality by reporting only supply status. The evaluation of
planned functional requirements are equally important in our
overall decision. Equally important is the evaluation being
performed by Argon National Laboratory to determine if the Marine
Corps could live with the algorithms and code used by the Army.

CSSCS also had difficulty in computing reports due to the
large data base received by LFADS. There needs to be a filter to
drop items not on the pacing items list. This would allow the
system to be more responsive by not being burdened with too much
data that is not critical at the commander or primary staff
level.

RECOMMENDATION: If CSSCS is adapted there should be a
modification to the contracts for all MILOGS component systems to
require integration with ¢SSCS. This will ensure cooperation
between contractors who currently only have a requirement to
build a stand-alone system. It is also imperative that CSSCS be
integrated with TCO and that CSSCS can be called up onto a TCO
screen for the commander or his operations officer.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT ONE - 41



ITEM: Implementation Plan.

DIBCUSSION: CSI had a CDRL to draft the implementation plan.
Passing this on to a contractor negated the governments control
and they lost the most important tool to insure that their
position was clearly stated and in one concise document. This
document should have gone further in directing both the
contractors and the FMF. MCRDAC should be more bold in
identifying just what it wants the FMF to do to preclude
confusion and exXcesses.

RECOMMENDATION: That the MCRDAC FDS coordinator put together a
very complete Implementation Plan. The task of drafting the
implementation plan should not be delegated to a contractor who
is an FDS software developer, to prevent a conflict of interest.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT ONE - 42



ITEM: Electronic Mapping Capability.

DISCUSBSIOKN: The MTACCS Technology Excursion demonstrated an
electronic mapping capability in the Combat Information Processor
Staff Battle Planning and Execution System (CIPSBPS). This
capability should be part of MCASS and available to the MTACCS
systems including MILOGS. This software system will provide a
common data base and common processing tools for commanders at
all echelons and their staffs. By using a DMA vector map product,
the system permits graphical operations on the map such as sensor
planning with fields of view, optimal movement routing, and line
of sight calculations. Non-mapping features include automated
overlay generation, friendly and enemy situation displays with
automatic updates, and event detection and warning.

RECOMMENDATION: That an electronlc mapping capability be included
in MCASS available for FDS-2.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT ONE - 43



ITEM: FDS Bill of Materials (BOM).

DISCUBSBION: MCRDAC expected MCTSSA to support FDS-1 without
providing additional funding for supplies, maintenance, etc. By
the time additional funding was provided it was dQifficult to
secure adequate supplies.

RECOMMENDATION: Future MCRDAC budget submissions should identify
the need for additional supplies to support all integration
activities that may take place in support of FDS.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT ONE -~ 44



ITEM: Use of Classified Software/Hardware During FDS.

DISCUSS8ION: The use of classified software during the
integration/training phase of FDS-1 is risky. First, the FDS lab
is not a secure facility in terms of physical security and
Tempest considerations. Second, cognizant PMs did not take
responsibility for providing MCTSSA with detailed security
requirements for their systems. Third, cognizant Pms had to be
pressured to provide on-site personnel that could be trained and
authorized to subcustody COMSEC equipment is support of their
systems. Fourth, when you have over 200 perscnnel from many
different units crammed in the same lab and a variety of
contractors working all hours of the night, it is very difficult
to prevent accidental viewing of classified information that is
displayed on the screen. The lack of space in the lab prevents
compartmentalizing to accommodate security concerns.

RECOMMENDATION: All MTACCS systems should be able to run as
unclassified systems. If not, the respective PMs should take full
responsibility for clearly and completely defining security
requirements and providing suitable personnel when necessary to
take custody of classified material. No classified system should
be run on a non-Tempest machine.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT ONE - 45



ITEM: Software Disk, Documentation, and License Accountability.

DIBCUBSBION: The problem with accountability for SCO Open Desktop
is not isolated. Currently, Ground C2 does not adequately track
the distribution of software. This is important because of the
costs involved if software is lost and because some of this
software, like Open Desktop, can be integral to delivered
systens. Thus they need to be baselined and subject to CM like
any other software systemnm.

RECOMMENDATION: GNSD should adopt the system in use by CISD.

They have developed a software library concept around their CM
personnel. 2all developmental software must be checked out this
library. The library holds all licenses and at least one
complete set of documentation and disks for the CM purposes. The
RO, however, is still accountable for his/her software that is
controlled by the library. :

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON.365 2379.

CAT ONE - 46



ITEM: Hardware Accountability.

DISCUSBION: Both MCTSSA and CSI had difficulty getting all
computer equipment returned at the conclusion of FDS-1. The
equipment that was returned was missing a variety of covers,
doors, etc. It did not seem feasible to have FMF units subcustody
the equipment from CSI or MCTSSA especially since the FMF did not
arrive until 12 November. In addition, this would have taken well
over a day to complete given CSI's lack of personnel and LTI
requirements. Unfortunately, since they were not responsible for
the equipment, the FMF did not make a strong effort to return the
equipment in good condition.

RECOMMENRDATION: For FDS-2, FMF units should assume some degree of
responsibility for security and completeness of developmental
equipment they are using. If there is not adequate
accountability, unscrupulous personnel in FMF units have a
license to steal easily pilfered parts.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT ONE - 47



ITEM: Airfield/Group/Squadron Logistic Requirements.

DISCUBBION: The ACE organization and units exercised the
logistics functions that normally are performed by support
squadrons established at an airfield. The evaluation focus was on
green (USMC) sided logistics vice the blue (USN) logistics that
the MAW requires and cannot function without. MTACCS is just
starting to address aviation logistics information needlines. €2
needline requirements for Naval programs such as NALCOMIS and
SUDAPS need to be addressed and defined for the deployed MAGTF.

RECOMMENDATION: That aviation logistic automated programs be
included and evaluated in the FDS process.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT ONE - 48



FDS-1 AFTER ACTION ITEMS

CATEGORY TWO

FDS-1 EVALUATION ITEMS

CAT TWO -~ 1



ITEM: TCO Functions.

DIBCUSBION: There were several important capabilities which TCO
did not demonstrate during FDS-1 such as:
- Banyan Vines interface,
~ ability to transfer large data files from other systems
(i.e. LFADS),
-~ ability to import word processor files into a TCO
generated OpOrder,
- ability to establish communications via single channel
radio.

None of these tasks represent high risk ventures; they should
have been completed for FDS-1 as indicated in the FDS-1 Systems
Concept Document.

RECOMMENDATION: We must ensure that these essential features are
implemented for FDS-2.

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365 2148.

CAT TWO - 2



ITEM: Central Point of Contact for MCRDAC at the Field Evaluation
Site.

DISCUSSION: There was no central MCRDAC point of contact in the
field through which to pass word or to address problems during
the exercise. A duty officer was posted in the field following
EndEx daily, but this served no purpose what-so-ever. As a
result, information flow within the MCRDAC contingent was rather
haphazard during the day (i.e. so what time is the 1600 meeting
today?). Also as problems surfaced, the FMF did not have a
designated official to provide much needed assistance (i.e you
need to tell that to Joe but I don't know where Joe is). It was a
catch as catch can affair in the field.

RECOMMENDATION: A MCRDAC duty officer should be posted in the
field adjacent to the G-6/SYSCON facility during the CPX. MCRDAC
personnel and contractors should .be required to report in and out
to this duty officer and state where they'll be located during
the day. The duty should be empowered to take appropriate action
as situations arise and be able to call upon key nilitary and
civilian personnel to resolve problems. The duty officer should
be the central point of focus for passing word and for addressing
the concerns of the FMF during the course of the evaluation.

SUBMITTED BY: Maj Al Sawyers, Ground C2 Project Officer, GNSD,
MCTSSA, AUTOVON 365-2148.

CAT TWO -~ 3



ITEM: ULS Network Timing and Synchronization.

DISCUSSION: At the field site, the routing between the AN/GYC-7s
at each of the nodes was through the ULCS SB-3865s and AN/TTC-42s
situated at the corresponding node. The timing for each AN/GYC=-7
came from its attached SB-3865. The timing synchronization failed
on various links, the most serious being at the Regiment. The
failure caused intermittent communication losses and links toc go
down. The cause of the problem: the crystal oscillator
controlling the timing was out of calibration for some the ULCS
equipment.

RECOMMENDATION: That the ULCS SB-3865 and AN/TTC-42 timing be
calibrated on a regular basis.

SUBMITTED BY: Edith Radnoti, GS-12, ULCS Project Office, CISD,
MCTSSA, AUTOVON 365-2374 .

CAT TWO - 4



ITEM: Communication Management By C2 Terminal Operator.

DISCUSBION: TCO C2 terminal operator becomes the communication
manager for the net or communication interface hosted on that
specific C2 terminal. The operator controls who has access to
that interface, normally the communication architecture spelled
out in the Marine Corps Tactical Communications Architecture
(MCTCA) documents. This restricted access to communication means
can slow information flow from C2 Facility to €2 Facility by the-
inability to access an idle communication asset. The terminal
operator should not be concerned with the mechanics of getting a
message to an addressee. He should need only to be concerned with
the correct identification of the "TO" addresses and the receipt
of an acknowledgement; the communications system should make the
rest invisible to the operator.

RECOMMENDATION: That the future design of a "communication
server" like device must make the selection of a communication
path invisible to the drafter or C2 terminal operator.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 5



ITEM: TCO C2 Operator Attention and Focus.

DISCUSSION: At the lower echelons/units the TCO operator was
attentive and closely focused on the TCO terminal, sacrificing
his situational or sensory awareness of the goings—-on in the COC.
Possibly this was a result of the short TCO training period,
instability of the system, and operator experimentation with a
new C2 tool. The loss of operator awareness and flexibility was
noted by supervisors. Familiarity with the €2 system will breed
more efficient operations and use, reduce man/machine
distractions, and cause the operator to be creative in his use of
TCO and the MTACCS systems.

RECOMMENDATION: Submitted for informational purposes only.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 6



ITEM: TCO Communication Interface Management.

DISCUBBION: During the integration and training phase of the
evaluation the PPB was hosted on the G-2/5-2 C2 terminals. The
G-2/§=-2 UYK-83A was running exceptionally slow frustrating the
operators. The determined reason was that the PPB consumed
processing time thus causing the slow down. Sometime between
Integration and Collective Training and setup in the field it was
decided to host the PPB on the G-6&/Comm0O terminal at the CE and
MSC level. Unfortunately the G-6/Comm0O terminal was already
hosting the TACFEP interface. The slowness problem was now
compounded with hosting two interfaces on one terminal. The
maturity of TCO was insufficient to handle both interfaces.
Operator frustration was transferred to the G-6/Comm0O from the
G-2/5-2.

RECOMMENDATION: Submitted for informational purposes only.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 7



ITEM: G-6/Comm0O Manual Communication Interface Management and
Removal as a C2 Functionary on TCO. _

DISCUSBION: The G-6/Comm0 TCO terminal was tasked to
host/interface the TACFEP (ULTDS interface) and the PPB (SCR
interface). The G-6/Comm0 coperators were not specifically trained
on the operation of the PPB nor the requirement for exporting the
service to the G-2/5-2. The communication management requirements
of the two interfaces overwhelmed the operator because of other
anomalies in the TCO network. The results were the G-6 and
Communication Officers at the CE and MCSs were removed from staff
planning, direction, reporting and C2 functions of the command
post.

RECOMMENDATION: That the communication interface and the
management of the communication asset must be transparent to the
TCO operator.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 265 2285 ext 222.

CAT TWO - 8
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ITEM: Exporting TCO Services and Interfaces to Other Terminals on
the LAN.

DISCUSBBION: The exportation of a TCO interface to another C2
terminal on the LAN became common practice for FDS-1. The problem
developed that when the TCO interface host lost power or reboot
the exported services were lost. The operator had to initiate all
exported services from his memory. The TCO should have had a
"last configuration" memory for the exported service as it has
for “Oown ID and Comm Config.", which reset initialization
perimeters for the C2 terminal.

RECOMMENDATION: That exportation activity of a C2 terminal be
recorded in memory just as initialization configuration is
retained for TCO start-up.

SUBMITTED BY: Michael Murphy (NSR}, Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 9



ITEM: TCO Training and Operator Proficiency.

DIBCUSBION: The training program for the TCO operators was a well
thought out, progressive training package. The flaw was that only
one fourth of the required TCO terminals were available for the
first week of training. Operators shared assets. More terminals
were available the second week. TCO operations were the main
training thrust. Restoral actions and notification for lost
communications of any type (LAN, MTCM, PPB, TACFEP) was not
stressed. The CSI representative apparently would solve the
problem or address it to someone who would. Simulated lost comns
training would have assisted the TCO operator when he faced the
communication outages during the evaluation.

RECOMMENDATION: That operators be trained in what actions to take
for TCO lost comms. That the training plan incorporate exercising
the lost comm procedures to better prepare operators working with
a developmental system.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 10



ITEM: TCO Net Member Tray Automatic Update.

DIBCUBBION: The Net Member Tray of the TCO screen display
contains the LAN and external communication configurations and
connections. The "Who's There™ button will poll the communication
connections and present the net members to the TCO operator. This
is a manual action, initiated by the TCO operator. This is a good
option to reduce "who's there" transmission/acknowledge and
support EMCON. But hours may pass and the operator may think the
icons in the tray represent connectivity. The icon representing
the member should be refreshed on an automatic (selective periocd)
basis. A C2 terminal with few members in the tray may poll
hourly, where a €2 terminal with multiple (MTCM, PPB, TACFEP)
connectivity may require polling every five minutes.

RECOMMENDATION: That for communications connectivity of a C2
terminal, the net member tray should have automatic update
feature to reflect current capabilities. This should be in
addition to the manual update capability.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 11



ITEM: PLRS System Feedback to TCO User.

DISCUSSION: There was no direct way for the operator to tell if
he were connected to PLRS and polling. He had to check to see if
the BUU was audibly polling every three to six seconds. A
remotely located BUU is difficult to check. Currently, if the
user sees that tracks exist on the screen, he thinks PLRS is up.

RECOMMENDATION: That a clear warning appear on the screen to
notify the user that the BUU is not polling.

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD,
MCTSSA, AUTOVON 365-2397.

C@T TWO -~ 12



ITEM: Time Stamp for PLRS Tracks.

DIBCUSSION: The CSI product displays unit symbology on the
LSD/MSD map. Double clicking brings up a time stamp. CSI's SW
does not update the time stamp unless a spot report comes in, or
if PLRS reports that the unit actually moves more than 200
meters. Stationary units will not be represented by a time stamp
update on the screen, even though the PLRS Server is providing
TCO with updated information every three to six seconds. This is
confusing and causes difficulty in debugging because it can
appear that no updates have been receive, when in-fact they have
been. Accurate time stamps can give the commander confidence in
the reliability of data on the screen. Additionally, time stamps
are updated every time the system went down, adding to debugging
confusion and user confidence problems.

RECOMMENDATION: The symbol time stamp should be updated every
time a new report (PLRS or otherwise) comes in. It may also be
useful to tag the stamp with a symbol to identify the source of
PLI information to the screen (i.e. 0825-P for PLRS, 0826-S for
Spot-Report, 0956-G for GPS, 1015-M for manual etc).

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD,
MCTSSA, AUTOVON 365-2397.

CAT TWO - 13



ITEM: Message Time Stamp for the TCO Interface to the PLRS Server
only Updates When a Particular Unit Moves 200 Meters.

DISCUSBION: The TCO software only updates the time stamp if a
particular unit moves the minimum 200 meters. To changed the TCO
software so that it will update every time a PLRS member moves,
the user can get feedback as soon as each position comes in from
the BUU. This will simplify the testing and trouble shooting
process when each PLRS message is read and time stamped.

RECOMMENDATION: Change the message time stamp for the TCO
interface to the PLRS server so that it will update every time a
message is received from the BUU.

SUBMITTED BY: Phil Hiroshigo and Eddy Chue ({NSR), MCASS Project
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223.

CAT TWO - 14



ITEM: TCO Terminal Flexibility Awaiting Message Acknowledgement.

DIBCUSBION: The message on the terminal screen cannot be closed
out until all acknowledgements have been received. Rapid planning
and operations normally call for hurried order drafting and
transmission. Waiting for acknowledgements to a multi-addressed
message may waste valuable time for the TCO operator who is ready
to move on to the next order of business. The TCO terminal should
be flexible enough to manage message processing off screen and
allow the operator access to the system for other functions.

RECOMMENDATION: That off screen message processing be built into
the MTACCS message handler to provide operating flexibility to
the TCO operator.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTQOVON 365 2285 ext 222.

CAT TWO - 15



ITEM: Exporting Communication Services.

DISCUSSION: The MEB CMD net experienced pericdic/inconsistent
communications failures. The service was restored by exporting
the TACFEP/ULTDS communications to the G-1/G~4. That restoral
action was correct. What compounded the problem was that as other
circuits experienced problems, they were exported the
TACFEP/ULTDS service as well. At this point the "Overheard" tray
started piling up with messages that were not addressed-to that
TCO terminal. At the count of 20 messages the top message in the
tray was dropped into the terminal “Message" tray. Continued
editing/deleting of the "Overheard" tray was required. The
"Overheard" function hindered terminal processing and distracted
operators.

RECOMMENDATION: That the "Overheard" tray be equipped with an
originator or message type filter to assist TCO operators in
their screen and message management.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 16



ITEM: TCO Reports Format.

DISCUSSION: TCO software supported a limited number of reports.
It was anticipated that these messages would be MTS protocol and
MTS/MTF format. That was not the case. The TCO had their own
format, and the TCO encapsulated that format in an MTS plain text
(U075) shell. The obviocus is apparent, TCO reports were only
readable by other TCO terminals. Other systems implementing MTS,
and TIDP compliant, could not exchange data, information or
MTS/MTF reports with the TCO.

RECOMMENDATION: That the standard (MTS and MTF) be the acceptable
format and protocol for future FDS developments.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 17



ITEM: Requirement to Input USMTF Messages Directly to an AUTODIN
Interface.

DIBCUBSBION: At the May FDS briefing to I MEF, the G-6 identified
a requirement to automate the record message handling
capabilities of a MAGTF CE. Sighted was the way I MEF executes
this function in the field with Banyan-Vines. The method is for
the C2 operator to send an outgoing USMTF-ED message to the
Communication Center via LAN, the message edited with the JANAP-
128 header and EOM, and on diskette transmitted to a MODE I
AUTODIN interface. The TCO could not generate USMTF-ED messages,
and thus unable to demonstrate a desired and existing FMF
capability with TCO/MTACCS.

RECOMMENDATION: That FDS~2 implement an ability to generate
USMTF-ED messages that will be electronically or manually
transmitted to an AUTODIN interface.

SBUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 18



ITEM: Information Security Level for TCO Terminals and Operators.

DIBCUSSION: FDS-1 was an unclassified Command Post Exercise and
the information transmitted throughout MTACCS was unclassified
regardless of what classification was placed on the message
classification line. The TCO does not allow for designating the
highest level of classification a terminal can process, thus all
operators must hold a security clearance equal to or higher than
the highest classification processed over or interfaced to TCO.
This is a programmatic issue that needs to be addressed prior to
an actual CPX/FTX were classified information is processed over
MTACCS. The requirement to implement multi-level security within
MTACCS may be the issue.

RECOMMENDATION: That the MTACCS terminal security level and
processing authority be based on either personal security
clearances or a TCO switch setting.

SUBMITTED BY: Michael Murphy (NSR), Ground €2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222.

CAT TWO - 19



ITEM: TCC Handling of Precedence Traffic.

DISCUBSICN: The processing and transmission of TCC message
traffic may not have been based on precedence. The TCO message
was wrapped in an MTS free text shell and gleobally transmitted.
After a message was transmitted further processing on that
channel was suspended until an acknowledgement was received.
Apparently the recognition of precedence and the processing of
Flash Override before Flash before Immediate before Priority
before Routine was not implemented. Granted this may translate to
milliseconds in delay, but the MTS precedence field is there to
insure high precedence traffic gets through ahead of all others.

RECOMMENDATION: That precedence in message handling and
communication processing be strictly enforced within MTACCS. This
will be best implemented within MCASS.

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office,
GNSD, MCTSSA, AUTOVON 365 2285 ext 222,

CAT TWO - 20



ITEM: Communications Interface Trouble Shooting.

DISCUSBION: Troubleshooting the PPB/TCO interface was severely
limited since CSI controlled access to the hard drives. There
was a deficiency in the amount of CSI representatives that had
access to the hard drives in the field, or could work on systems
software debugging.

RECOMMENDATION: An integration effort, using the same hardware
confiquration as in FDS-1, would have been the time to test and
interface systems.

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD,
MCTSSA, AUTOVON 365 2285 ext 260.

CAT TWO - 21



ITEM: Misleading "TACFEP Abort" Message.

DISBCUSSION: Whenever the TCQ interface to the TACFEP failed, it
displayed the "TACFEP abort" message. This caused users to think
the TACFEP had failed and access to tactical digital backbone was
down when in fact the interface to the TACFEP had failed. The
actual cause of this message needs to be investigated but it may
be related to the serial link between TCO and the TACFEP.

The present physical interface between the TCO and the TACFEP is
via a 9600 baud serial connection. During the February 1991 demo,
the TCO had trouble handling the data at 9600 baud. During August
1991 integration testing, the buffer size was increased and it
appeared to handled messages between TCO stand-alone work-
stations via TACFEPs and AN/GYC-7s.

RECOMMENDATION: At a minimum, change the message to "TACFEP
Interface Abort",

SUBMITTED BY: Edith Radnoti, GS-12, ULCS Project Office, CISD,
MCTSSA, AUTOVON 365-2374.

CAT TWO - 22



ITEM: PLRS Server Training.

DISCUBBION: Debugging procedures can be greatly enhanced if PLRS
Master Station operators have some very basic instruction on what
the TCO system is doing. Basic knowledge of the Master Station
operation by the TCO operators would be worthwhile. The PLRS MS
operators were invaluable in the tedious, cumbersome debugging
procedures in the field. In a fielded system their understanding
of the basics is essential.

RECOMMENDATION: Future efforts should include a basic two or
three hour class for PLRS users.

SUBMITTED BY: Captain J. A. Moffett, MCASS Project QOfficer, GNSD,
MCTSSA AUTOVON: 365-2397.

CAT TWO - 23



ITEM: Lack of Training on TCO for Both the Operators of the
TCO/PLRS Interface and MCTSSA Personnel.

DIBCUSSION: Military personnel were not adequately trained to
operate the PLRS interface to TCO. Several problems were due to
operator error of the TCO interface and help was not available
from TCO contractor personnel. MCTSSA personnel ended up training
TCO operators on the PLRS interface. Compounding the problem was
that the TCO contractors were unable to dedicate time to train
MCTSSA PLRS software support personnel in the TCO/PLRS operation.

RECOMMENDATION: MCTSSA software support personnel should be
trained in the TCO interface to their particular subsystem.

SUBMITTED BY: Phil Hiroshigo and Eddy Chue (NSR), MCASS Project
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223.

CAT TWO - 24



ITEM: PCI Cable Extension.

DISCUBBION: The PCI Cable Extensions delivered to the field would
only work in one of the two possible configurations (PCI-In-Line
Unit had to be directly connected to the UYK-83A/85A).
Additionally, a fifty-foot extension seemed cumbersome to work
with on top of the ten-foot length of the original cable. Also,
the 10 foot length seemed almost always to be too short. Lastly,
the PCI-In~Line Unit can be removed from the cable by removing
the two screws. The Unit and/or the screw are then easily lost.

RECOMMENDATION: Recommend rebuilding the PCI cable to a 30 foot
length, and using epoxy or some other method to "permanently"
affix the PCI-In-Line Unit to the cable. Any cable extensions can
be satisfied with a more manageable 20 foot eight-wire RS-232
extension (using pins 1, 2, 4, 5, 7, 8, 13, 25).

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD,
MCTSSA AUTQVON: 365-2397.

CAT TWO - 25



ITEM: Testing Requirements and Resources.

DISCUSBION: There was a need to formalize testing requirements
and schedule rescurces to test the PPB on an eight member
broadcast net with random net contention. As was the case, the
emphasis was put on testing the PPB for simultaneous
communication on four channels, in a point-to-point configuration
(two AN/UYK-83A). Testing for an eight member net was achieved by
using two PPB hosting AN/UYK-83As and six DCTs on the same net.
During the limited interoperability testing only two AN/UYK-83As
were available for use by the PPB project. Stress or SCR net
saturation testing with the TCO and PPB in the FDS-1
configuration was not preformed for this reason.

RECOMMENDATION: That a detailed test plan and requirements
document be drafted specifying the need for testing digital
devices in a configuration that matches FDS-X as closely as
possible. The requirement for realistic stress testing of digital
devices and interfaces prior to FDS-2 evaluation cannot be
overemphasized.

SUBMITTED BY: Steve LeRoy (NSR), Ground €2 Project Office, GNSD,
MCTSSA, AUTOVON 365 2285 ext 260.

CAT TWO - 26



ITEM: Force List.

DISCUSSION: During the initial planning conference the 7th MEB
G-3 was provided a MAGTF II Unit Type Code Menu. They were asked
to identify the force list that would be loaded in the data base.
They selected amphibious type units vice MPF type units. Each
MSC provided feedback and took an active roll in identifying its
force structure. At the onset of the evaluation the MEB staff
was disappointed that the data base did not resemble an MPF
brigade.

RECOMMENDATION: None. Future versions of MAGTF II will allow
immediate changes to the force structure.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWQ - 27



ITEM: MIIOGS Component System Training.

DIBCUSSION: The component system training went well. During this
training it was important for the APM MILOGS to explain the
overall MILOGS concept to the component system contractors as
well as the students. In some cases the component system students
did not have the requested MOS or skills, i.e. 04XXs were sent in
lieu of 3043s. '

RECOMMENDATION: That the APM for MILOGS continue to brief the
overall MILOGS concept to both contractors and students during
future component system training. FMF units should insure
individuals with the appropriate MOS and skills are provided.

BUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 28



ITEM: COMMEX/STAFFEX.

DIBCUSBION: During the COMMEX/STAFFEX only the East Gym and BSSG
were manned and prepared to operate on 14 November. The “actual"®
de facto COMMEX did not start until the commencement of the Pilot
test. This put us two days behind in our schedule.

RECOMMENDATION: It is recommended that all equipment, operators
and leaders be in place for the COMMEX/STAFFEX during future
FDSs.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 29



ITEM: MAGTF II.

DISCUSSION: MAGTF II provided an invaluable data base which
allowed us to test the other systems; however, there were
significant problems with the data base totals. MAGTF II recently
was converted from Focus to Clipper and had not undergone its
Beta test. The new Clipper version would not compute
"sustainability". Therefore, the Focus version produced
sustainability data. The data from these two versions was run
through JOPES and merged into the Clipper version. When we tried
to use the clipper version to modify the data base it corrupted
the existing data base. With each effort the data base became
worse. The MEB G~4 was very concerned about the accuracy of the
data base and the MEB staff put forth a major effort to input
realistic data.

There were significant benefits in using MAGTF II. This
allowed us to produce a sufficiently large data base to test the
other logistical systems. We discovered that TC0, CSSCS, and the
communications nets were not able to adequately handle such a
large data base. The impact of this will influence the design of
the MCASS communications layer as well as the MILOGS capstone
system.

RECOMMENDATION: This corrupted MAGTF II data base once again
brings out how critical integrated testing is prior to an FDS.
Additionally, I&L is reviewing the data base factors and is
correcting the sustainability algorithms.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 30



ITEM: LFADS.

DIBCUBBION: LFADS worked well during FDS-1. Unfortunately, there
were only 5 machines vice the 11 which were required to support
the minimum C2 facility requirements. This required us to put the
using unit's supply account on the supporting CSSD's machine.

The CSSD supporting the ground combat unit had 10 accounts on its
machine to support the RCT headquarters, attached companies, and
subordinate battalions.

The FMF was not happy that LFADS could not communicate on
the LAN LFADS to LFADS. They also stressed the importance of an
automated interface of MILOGS component systems into MCLOG or
CSSCs.

CSSCS and MCLOG had difficulty in computing reports due to
the large data base received by LFADS. There needs to be a filter
to drop items not on the pacing items list. This would allow the
system to be more responsive by not being burdened with too much
data that is not critical at the commander or primary staff
level. :

RECOMMENDATION: LFADS should be at each ¢2 facility during FDS-2.
All MILOGS components being exercised in future FDSs need to be
able to communicate on the LAN/WAN using MCASS communications.
These systems also need to have an automated interface with the
addressee where data fields are automatically updated.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 31
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ITEM: TCO MCLOG.

DISCUSBION: CSI developed a logistics data base in TCO which
provided a basic supply/readiness status delineating unit
"authorized," "on hand," and "equipment status." This allowed
units to provide automated Logistic Status and Dump Status
reports which could be transmitted to higher headquarters. These
reports could then be rolled up at the MSE level. Unfortunately,
only some units were ever able to accomplish this roll-up and
with great difficulty.

The TCO alsc keyed off the nomenclature vice the TAMCN which
caused items with the same name, such as radio set, to be summed
together. We had a temporary fix by changing the name to TAMCN
space item nomenclature.

MCLOG had difficulty in computing reports due to the large
data base received by LFADS. There needs to be a filter to drop
items not on the pacing items list. This would allow the system
to be more responsive by not being burdened with too much data
that is not critical at the commander or primary staff level.

RECOMMENDATION: If the MCLOG module to TCO becomes the capstone
logistical status system, it would need the full spectrum MILOGS
component system functionality, and would have to be more robust.
In the future non-pacing items need to be filtered out and
deleted from the TCO data base so as not to bog it down. The
maintenance management function needs to be able to summarize
status by commodity area.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 32



ITEM: MDSS II.

DIBCUSSION: MDSS II was used to provide a demonstration to load
one ship during VIP day. It is unfortunate that we dropped MDSS
II as a player in FDS-1. They were the original system identified
to be exercised:; however, they were dropped in favor of MAGTF II
as the latter could provide gross sustainability requirements.
They both should have been used.

RECOMMENDATION: That MDSS II be available during future FDS
evaluations.

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.

CAT TWO - 33



ITEM: CAEMS.

DIBCUSSION: CAEMS loaded one ship to demonstrate its interface
with MDSS II. CAEMS is a tool for the local commander during the
embarkation phase and has not been identified as a system to
interface with the capstone logistic status systemn.
RECOMMENDATION: Provided for information only.

BUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285.
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ITEM: Power for BUUs.

DIBCUSSION: BUU battery power is expensive and requires frequent
(twice daily) battery replacement. BUU performance can
deteriorate long before the battery indicator light functions.
This adds another variable in debugging communication problems.

RECOMMENDATION: Recommend that an AC power source be provided for
every BUU envisioned for use in an MTACCS environment. Every unit
should have one or two A/C power adapters for BUU operations.

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD,
MCTSSA AUTOVON: 365-2397.

CAT TWO - 35



ITEM: Availability of four wheel drive vehicles to MCRDAC
personnel.

DISCUSBION: Since the essence of the Field Development System and
MTACCS is to effect interoperability and intercommunications for
the Marine MAGTF, much cross talk is required to coordinate
execution of the CPX at the proper interfaces and to discuss (as
well as see) what works and what doesn't. This requires
flexibility on the part of the various MCRDAC/MCTSSA project
officers to move from one node to ancther to see what's happening
at multiple locations during any particular CPX scenaric event.

For example, the communications between the DASC and TACC is
continuous and the events being handled in the scenario don't
wait for the IDASC project officer to take the 20 minutes
required to walk down to the TACC when necessary.

Since the DASC was (properly) located with the Regimental
COC it was accessible only by four wheel drive vehicle. Without a
four wheel drive vehicle, a MCRDAC/MCTSSA project officer was
dependent upon an inflexible transportation system consisting of
5-ton rides between the 12th street parking lot mainside and the
7th MEB CP (which was close to neither the ACE CP nor the
Regimental CP). -

This system effectively stranded key players and kept them
from easily moving to locations which required their attention.

RECOMMENDATION: Take a lesson from MAWTS-1 at MCAS Yuma, AZ.
During their semi-annual Weapons and Tactics Instructor (WTI)
course, they contract for a fleet of 4 wheel drive vehicles to
allow their staff to move about the desert to the various command
and control agencies so that they can do their jobs.

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Offiée, ACCSD,
MCTSSA, AUTOVON 365-2132/3
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ITEM: Contractor Transportation Requirements.

DIBCUSSBION: Many of the contractors involved in FDS-1 lacked
vehicles capable of getting them and their equipment to, from,
and around the field site as needed. 7th MEB was only able to
provide a 5 ton shuttle vehicle that went between the MEB CP and
the 12 Street parking lot. It seldom made its advertised 1 hour
round trip time limit. This lack of mobility hindered the ability
of contractors to respond rapidly to widely displaced sites when
required (ie at the East Gym). 4x4 rental vehicles are only
available at select sites in the US. CSI was able to obtain some
by planning over setting up reservations in Palm Springs 3 months
in advance. Most FDS-1 CPs were with in walking distance. FD§-2,
however, will be spread out over a much wider area and will have
many more CPs. The concurrent MEF level exercise will undoubtedly
include regular and widely dispersed movement of command elements
from amphibious ships to the objective area. Contractors can only
provide a limited number of technicians and cannot be everywhere
at once. :

RECOMMENDATION: For FDS-2, MCRDAC PMs should plan far in advance
to get appropriate transportation for their contractors. Or, the
FMF units involved should establish a more predictable and
widespread shuttle system. Traffic control over such a large area
must be enforced to prevent tanks and other tactical vehicles
from running over lost contractor personnel.

Submitted by: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.
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ITEM: GSA Transportation for FDS-1.

DISCUBSBION: MCTSSA and MCRDAC personnel required 4 wheel drive
transportation to move between evaluation sites at 29 Palms.
Since none were available, POVs were used. Frequent high winds
and blowing sand damaged several POVs. CSI was able to obtain 4x4
rental vehicles at Palm Sprlngs by making reservations several
months in advance.

RECOMMENDATION: If the next evaluation takes place in a field
environment suitable only to 4x4 transportation, S-4 should
assist Ground C2 in reserving 4x4 vehicles at least 2 months in
advance of the evaluation.

Bubmitted by: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379,
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FDS-~1 AFTER ACTION ITEMS
CATEGORY THREE

MCTSSA SITE SUPPORT ITEMS

CAT THREE - 1



ITEM: Electrical Power for FDS Integration Laboratory.

DIBCUBSION: It was identified early on that the FDS lab in
building 31335D did not have sufficient electrical power capacity
to support the equipment laydown for FDS-1. With the assistance
of TSSD, a plan was developed to bring outside power from large
transformer, step it down to 110v, and then distribute into the
lab via a portable circuit breaker panel. This approach worked
but had a number of serious short comings. First, it was only a
temporary solution that did not alleviate long term requirements
for additional power in the lab. Second, the mass of Romex on
the lab flcor presented a trip hazard as well as a shock hazard.
Several of the outlets shorted out due to accidentally being
kicked by students. Third, the maze of romex also presented
potentially serious EMI problems for the myriad of communication
links. Fourth, a five inch hole had to be cut in the lab floor to
allow access to the romex cabling. Fifth, the layout was unable
to reliably support the laydown with sufficient power. Popped
circuit breakers occurred several times and seriously impacted
the training schedule. Similarly, the power distribution system
did not have backup circuits (reserve capacity) that could have
been used in an emergency. Sixth, the distribpution system was
costly in terms of man-hours and materials to install. Seventh,
the organic power system is inadequate to support even moderate
expansion of Ground C2. This expansion will occur soon so power
needs to be in place to handle it (ref. Comm/Intel's problems in
31335E).

RECOMMENDATION: MCTSSA should contract to have the power
distribution system permanently upgraded to handle any similar
sized FDS integration/training activities and allow for
sufficient reserve capacity. TSSD should conduct a power survey
in coordination with Ground €2 to determine the appropriate
approach to permanently upgrade the building. S-4 should handle
contracting the actual work.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 2



ITEM: Furniture for FDS Lab.

DISCUSBION: A large quantity of chairs, tables, and other office
furniture was required to support FDS integration and training.
Most of this furniture was subcustody from MCB Camp Pendleton
Garrison Property. This furniture cannot be loaned on a long term
basis since it is used by the MCB to support a wide variety of
other equally important functions. Had FDS-1 lasted the
anticipated 2 months, a serious shortage of furniture would have
developed.

RECOMMENDATION: MCTSSA should purchase (with some funding from
Ground C2) adequate folding chairs and tables to support at least
50% of the requirement for FDS-1. These assets could also be used
to support a wide variety of MCTSSA's own functions.

BUBMITTED BY: Captain B. L. Martin, FDS (Qperations Officer, GNSD,
MCTSSA, AUTOVON 365 2379. '

CAT THREE - 3



ITEM: Climate Control for FDS Lab.

DISCUSBION: The air conditioners in the FDS lab did not
adequately offset the heat generated by the students and
equipment. The high temperatures caused at least 2 UYK-83s to
malfunction and many of the students were unable to remain
attentive. Several of the air conditioners never did produce cool
air. One of the air conditioners continually iced up because it
attempted to over compensate for the weaker air conditioners.

RECOMMENDATION: Prior to the next major test/integration/training
activity in the FDS lab, all air conditioners should be inspected
and serviced to ensure reliable operation.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 4



ITEM: MCTSSA Embarkation Capability.

DISCUSBION: MCTSSA S-4 does not possess organic embarkation
experience, supplies, or equipment. All equipment and supplies
had to be borrowed from external sources. Embark personnel and
supervisors were untrained. They learned as they did the embark.
The potential for unsafe packing and loading was a constant
problem.

RECOMMENDATION: MCTSSA S-4 should maintain at least a minimum
amount of supplies, equipment, and trained personnel which can be
readily upgraded when similar embarkations take place in support
of the FDS process. Other projects that regularly do field
testing would also benefit from this capability.

SUBMITTED BY: captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 5



ITEM: FDS 00D Procedures.

DISCUBBION: Despite the numerous assurances from the responsible
individuals, the MCTSSA O0OD was poorly briefed on how to handle
the problems which arouse during FDS-1. Without a clearly written
SOP, the 00D cannot be expected to react appropriately to FDS
unique requirements.

RECOMMENDATION: The FDS Operations Officer, in coordination with
the Security Officer and Executive Officer, should write an SOP
to define the 00D's duties that are unique to supporting FDS
activities. :

SBUBMITTED BY: Captain B. L. Martin, FDS Operations Qfficer, GNSD,
MCTSSA, AUTOVON 365 2379,

CAT THREE - 6



ITEM: Office Space Regquirements.

DISCUBSION: Adequate office space, collocated with the FDS lab,
for contractors and MCRDAC personnel is essential for an
operation of this size. CSI needed 5 large offices, for example.
If the Orincon trailers had not become available, many of these
personnel would have been widely distributed throughout the
compound. In addition, restructuring the office spaces to
accommodate FDS-1 was not without cost. It took 4 days,
augmentation from S-4, and many man-hours to move office
furniture to suit the needs of CSI and PNL.

RECOMMENDATION: GNSD should not increase the current number of
personnel in 31335D nor should there be any plans to expand
office space into the FDS lab until it is determined whether or
not MCTSSA will host the integration and training for FDS-2.
GNSD needs to continue to pursue additional office elsewhere to
preserve the unique capability of the FDS lab to host a wlde
variety of functions.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 7



ITEM: Tactical Vehicle Support for FDS-1 Transportation.

DISCUBBION: Overall, MEF vehicle support for the embark and
retrograde was excellent. Several problem areas, however, need to
be addressed. First, the actual mix of vehicle types was never
certain until they arrived. This impacts how the equipment is to
be packed. Second, the convoy commander must be identified at
least several days in advance so that MCTSSA FDS personnel can
provide necessary briefing. Third, palletizing the UYK-83/8Ss can
easily crack their cases. Fourth, as much as possible, the
computer equipment had to be divided by CP and placed on separate
trucks. Node integrity was essential to prevent random
distribution of computers. This could significantly delay the
initial site setup in the field.

RECOMMENDATION: If possible, 5 ton vehicles with M105 trailers
should be used in place of LVSs, particularly those with trailers
lacking sides. This allows the UYK containers to be loaded
wlthout banding them to pallets.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 8



ITEM: Storage Space Requirements.

DISCUSBION: The seatrains belonging to Ground €2 had insufficient
space to house all of the computer equipment and containers used
during FDS~l. In addition, since they are located across the
compound from 31335D, a GSA vehicle would have been necessary to
ferry equipment and containers back and forth. The fenced in area
north of the GSA lot proved to be a much better solution. All
weather proof containerized equipment was stored there. It was
securable, large, and close to the FDS lab. This made the
embarkation much easier and faster.

RECOMMENDATION: This fenced in area should be available for use
in future FDS activities aboard MCTSSA.

BUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379.

CAT THREE - 9



ITEM: FDS Working Group.

DISCUSSION: The FDS Working Group should have functioned as a
"fusion center" for FDS coordination. Unfortunately, the
membership routinely changed and attendance was marginal. Also,
the members often expressed an inability to get cooperation
within their divisions for meeting site support information
requirements for their systems. Most members came to listen and
not to voice their division's concerns. These weaknesses were
compounded by the lack of a vehicle by which to routinely
circulate FDS information.

RECOMMENDATION: First, from the top down, MCTSSA needs to be
solidly behind FDS. Division directors need to fully support
their representatives in the FDS Working Group, providing them
the latitude to address issues which cross all systems within the
division. They also need to put their authority behind these
representatives when they are tasked with providing time critical
and accurate information for FDS planning. Second, Ground C2
should develop a monthly FDS E-mail newsgram to keep all
interested parties current. This newsgram would become weekly
within several months of the actual evaluation.

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD,
MCTSSA, AUTOVON 365 2379,

CAT THREE - 10



ITEM: Incoming Phone Calls for FDS Participants at MCTSSA.

DISCUBSION: During FDS-~1 training and integration activities at
MCTSSA, phone calls poured in from units who wished to contact
their Marines. Unfortunately, FMF units only had Major Sawyers
and Captain Martin listed as POCs. The volume of calls diverted
much needed attention away from other FDS activities. FMF Marines
then routinely tied up phone lines as they communicated with
their units. Also, accurate rosters were not kept for FMF
personnel involved in training. Consequently, it became a time
consuming ordeal to locate personnel who had received messages.

RECOMMENDATION: The FDS Operations Officer should establish a
visitor control center for FDS participants. It would function
similarly to the MCRDAC visitor control desk that was in 7th MEB
headquarters. This office would be collocated in the FDS trailer
with gquard personnel and assigned a dedicated phone line {(autovon
access). The office should be staffed with a lance corporal or
corporal knowledgeable in personnel administration procedures and
MCTSSA's organization and layout.

submitted by: Captain B. L. Martin, FDS Operations Officer

SUBMITTED BY: Trieu Vu and Captain B. L. Martin, FDS Operations
Officer, GNSD, MCTSSA, AUTOVON 365 2379.

CAT THREE - 11
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Appendix D

Problems. The various MTACCS systems require clean, stable power. Although the
FMF stated that this could be provided using MEPSs, in practice, this did not occur.
Power fluctuations, tripping breakers, unannounced generator shutdowns and poor
grounds caused numerous system crashes.

Discussion: The IAS Uninterruptable Power Supplies (UPS) did not provide stable
power during these outages, nor was there sufficient amperage available to power an
entire suite of equipment from a single 1AS UPS.

Recommendation: That the IAS program identify a more robust UPS and that all the
programs in MTACCS work with the FMF on the power distribution probiem in future
FDS exercises.

Problem: The IAS could not utilize single channel radios to pass digital traffic between
the MEF and the other MSEs.

Discussion: Many MTACCS nodes claimed that they could utilize organic tactical
communications. Single channel radios were able to transfer digital data between
HQs provided they had been tuned to no more than 1 Hz variance. However, when
an ANGR-39 was placed next to the computer, some of the nodes dropped off the net
for no discernable reason. The Protocol Processor Board developed by MCTSSA
worked for some nodes but not in others. The same problem was experienced with
the Tactical Communications Interface Module. No reason was discovered for these
failures (although some fingers were pointed at a lack of configuration control in the
CSI TCO software). The IAS had planned on incorporating this technology into the
Suites for fielding in FY 92.

Recommendation: That MCTSSA continue to troubleshoot the Protocol Processor
Board problem, aimed towards fielding this capability.

Problems: Many operators complained about the lack of voice radio traffic, since most
messages came digitally to each system.

Discussion: The operators were used to being able to listen to a radio and know what
was happening, whereas now messages were appearing on the computer screen.
This is a price to be paid in the computer. The voice radio is still available for passing
messages which are time sensitive.

Recommendation: None.

D-1



Problems: The operator cannot electronicaliy screen the messages in the queue and
read the ones he is most interested in, but rather must page through each one as it is
arranged in the queue.

Discussion: The queue orders messages by precedence, but does not allow you to
pick and choose the order for messages o be read, other than by precedence.

Recommendation: The message handler should allow the operator to call up the
messages in his queue by Originator, DTG, precedence and subject, and choose
messages for review,

Problem: The IAS makes full use of a windowing environment, with pull down menus
and point and click selections utilizing a mouse. However, this required the operator
to concentrate his attention fully on the computer screen, such that he lost contact with
the other activities which were ongoing in the COIC.

Discussion: This is a potential weakness of any system, as it means that an analyst
will only be able to do one job at a time, not the several that they perform when in the
manual mode. As the operator becomes more familiar with the system, the amount of
attention that he will have to devote towards moving the mouse will decrease, and he
will be abie to pay more attention to activity around him.

Recommendation: None.

Problem: There was no direct electronic connectivity between the IAS and the other
MTACCS nodes.

Discussion: In order to avoid false impressions that we had soived the multilevel
security problem, we incorporated a genser workstation on the TCO LAN, with an air
gap between it and the IAS. Messages were dumped to a floppy disk, which was then
transferred to the other workstation. This caused a slowdown in the transfer
of information between IAS and TCO, and added one more potential point of failure in
the network. The interfaces between TCO and IAS were valid for FDS-1 only, and may
have to be redone for FDS-2.

Recommendation: The IAS should continue to focus on developing a multilevel

secure system so that it will be able to electronically link with other systems will
continuing to process data of various security levels.
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Problem: Several bugs were identified in the message handler, message grabber,
and reports software.

Discussion: Although corrected, in each case the bugs caused the system to lock up,
requinng a UNIX trained individual to restore the system. This restated a requirement
for us to train a UNIX system administrator for each site, as well as having as stable
software as possible.

Recommendation: Train a UNIX system administrator for each 1AS site. Fully test all
software before fieiding.
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Appendix E

item. MILOGS FDS-1 Systems:

Discussign. During FDS-1 the MILOGS components exercised were MCLOG,
CSS8CS, LFADS, and MAGTF Il; MDSS il and CAEMS were demonstrated. During the
initial MCRDAC/I&L/CSI FDS-1 MILOGS meeting in November 1990, MDSS Il was
identified by I&L as the only LOG AIS system sufficiently mature to be available for
FDS-1. From this point on it became politicaily difficult to add additional systems as
they matured. The FDS System Specification stated that FDS was to test the
"MTACCS concept" not just TCO. When LFADS became available it replaced MDSS
Il as the system interfacing with TCO as it was the appropriate system to provide the
supply status type of information TCO and CSSCS required. MAGTF |l was also
selected as it created the tables of organization and equipment as well as a
sustainability data base that would populate LFADS. The MILOGS concept was
hampered by limited systems that needed to act in concert to provide the logistics
picture and insufficient machines at each C2 facility.

Recommendation. Itis recommended that future FDSs allow any component system
to participate, as determined by the APM, and that sufficient machines be made
available to adequately manage logistics.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285



ltem. Force List:

Discussion. During the initial planning conference on the 7th MEG G-3 was
provided a MAGTF {l Unit Type Code Menu. They were asked to identify the
force list that would be loaded in the data base. They selected amphibious
type units vice MPF type units. Each MSC provided feedback and took an
active rolil in identifying its force structure. At the onset of the evaluation the
MEB staff was disappointed that the data base did not resemble an MPF
brigade.

Recommendation. None. Future versions of MAGTF I will allow immediate
changes to the force structure.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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ltem. Integration Testing:

Discussion. The integration testing that was scheduled at MCTSSA did not
occur as a result of CSl's non-availability.

Recommendation. That MILOGS component systems undergo independent
integration testing at MCTSSA prior to an FDS to include the capstone
logistics decision support system. MILOGS systems must also undergo
integration testing with TCO and other MTACCS systems prior to each FDS.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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Item. MILOGS Component System Training:

Discussion. The component system training went well. During this training
it was important for the APM MILOGS to explain the overall MILOGS
concept to the component system contractors as well as the students. In
some cases the companent system students did not have the requested
MQOS or skills.

Recommendation. That the APM for MILOGS continue to brief the overall
MILOGS concept to both contractors and students during future component
system training. FMF units should insure individuals with the appropriate
MOS and skills are provided.

Submitied by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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flem. Collective and Integrated Training:

DRiscussion. The logistic operators did not get sufficient logistic experience
during the collective training as the emphasis was operational. By the
second day the APM MILOGS was able to get additional emphasis on
logistics training to include passing rapid requests and modifying the
MCLOG data base and conducting roll-ups. However, this was not sufficient

to identify problems or to aliow operators to conduct the evaluation with out
coaching.

Recommendation. During future FDSs logistics operators and staff should
receive collective and integrated training apart from the operational
personngl. This will allow all logistics players to learn how to operate in a
logistic environment. This experience wil! be far more valuable than having
them learn operational aspects of TCO such as the fire supporn system.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285



ftem. COMMEX/STAFFEX:

Discussion. During the COMMEX/STAFFEX only the East Gym and BSSG
were maned and prepared to operate on 14 November. The "actual” de
facto COMMEX did not start untii the commencement of the Pilot test. This
put us two days behind in our schedule.

Recommendation. it is recommended that all equipment, operators
and leaders be in place for the COMMEX/STAFFEX during future FDSs.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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llem. MAGTF Il
i ion.

MAGTF Il provided an invaluable data base which allowed us to test the
other systems; however, there were significant problems with the data base
totals. MAGTF Il recently was converted from Focus to Clipper and had not
undergone its Beta test. The new Clipper version would not run
sustainability. Therefore, the Focus version was run to produce
sustainability. The data from these two versions was run through JOPES
and merged into the Clipper version. When we tried to use the clipper
version to modify the data base it corrupted the existing data base. With
each effort the data base became worse. The MEB G-4 was very concerned
about the accuracy of the data base and the MEB staff put forth a major
effort to input realistic data.

There were significant benefits in using MAGTF 1. This allowed us to
produce a sufficiently large data base 1o test the other logistical systems.
We discovered that TCQO, CSSCS, and the communications nets were not
able to adequately handle such a large data base. The impact of this will
influence the design of the MCASS communications layer as well as the
MILOGS capstone system.

Recommendation. This corrupted MAGTF |l data base once again

brings out how critical integrated testing is prior to an FDS. Additionally, 1&L
is reviewing the data base factors and is correcting the sustainability
algorithms.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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ltem. LFADS:
Di ion.

LFADS worked well during FDS-1. Unfortunately there were only 5
machines to handle 27 units. This required us to put the using unit's supply
account on the supporting CSSD's machine. The CSSD supporting the
ground combat unit had 10 accounts on its machine.

The FMF was upset that LFADS could not communicate on the LAN
LFADS to LFADS. They also stressed the importance of an automated
interface of MILOGS component systems into MCLOG/CSSCS.

Becommendation. LFADS should be at each C2 facility during FDS-2. All
MILOGS compenents being exercised in future FDSs need to be able to
communicate on the LAN/WAN using MCASS communications. These
systems also need o have an automated interface with the addressee
where data fields are automatically updated.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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tem. CSSCS:
Discussion.

CSSCS was used as a feasibility study to determine if the Marine Corps
would adopt it as the capstone logistic status system receiving input from
stand alone functional area systems. We only had two systems to test and
they were at the BSSG and the MEB G-4. This system received its updates
from LFADS, the unit's supply system and MIPS, the unit's personnel
system. As it was not at each C2 facility it did not have the opportunity to
demonstrate its capabilities as well as we would have liked.

CSSCS only demonstrated a sliver of its planned functionality by
reporting only supply status. The evaluation of planned functional
requirements are equally important in our overall decision. Equally
important is the evaluation being performed by Argon National Laboratory
to determine if the Marine Corps could live with the algorithms and code
used by the Army

CSSCS also had difficulty in computing reports due to the large data
base received by LFADS. There needs to be a filter to drop items not on the
pacing items list. This wouid allow the system to be more responsive by not
being burdened with too much data that is not critical at the commander or
primary staff level.

mmendation. {f CSSCS is adapted there should be a modification to
contracts for all MILOGS component systems to require integration with
CSSCS. This would include TCO to insure CSSCS appears as transparent
as any module of TCO.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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tem. TCO MCLOG:
Di ion.

There was no statement of work for TCO to develop a logisticai system.
CSi appeared to work on the Marine Combat Logistics (MCLOG) moduie of
TCO to preciude TRW from getting a "foot in the door with CSSCS. (TRW is
developing the Army Command and Control System and had bid on TCO
but was too expensive).

CS! put together a data base which provided "authorized" and "on hand”
quantities. This allowed the units to provide automated Logistic Status and
Dump Status reports which couid be transmitted to higher headquarters.
These reports could be roiled up at the MSE level. Unfortunately, only
some units were ever able to accomplish this roll-up and with great difficulty.
The TCO was completely overwhelmed with so much logistical data. CSli
was inflexible in making changes in the interface specifications and
software. They held to the original specification worked out by CSI and
PRC technicians under the direction of I&L.

Becommendation. If the MCLOG moduie to TCO becomes the capstone
logistical status system, it would need the same functionality as projected for
CSSCS and would have to be more robust. In the future non pacing items
need to be filtered out and deleted from the TCO data base so as not to bog
it down.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285



ltem. MDSS {l:

Discussion. MDSS |l was used to provide a demonstration to load one ship
during VIP day. It is unfortunate that we dropped MDSS 1l as a player in
FDS-1. They were the original system identified to be exercised; however,
they were dropped in favor of MAGTF Il as the latter could provide gross
sustainability requirements. They both should have been used.

Becommendation. That MDSS Il be available during future FDS
evaluations.
Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285



ltem. CAEMS:

Discussion. CAMES loaded one ship to demonstrate its interface

with MDSS Il. CAMES is a tool for the local commander during the
embarkation phase and has not been identified as a system 10 interface with
the capstone logistic status system.

Recommendation. None, this is provided for information only.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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ltem. Implementation Plan:

Discussion. CSI had a CDRL to draft the implementation plan. Passing this
on to a contractor negated the governments control and they lost the most
important tool to insure that their position was clearly stated and in one
concise document. This document should have gone further in directing
both the contractors and the FMF. MCRDAC should be more bold in

identifying just what it wants the FMF to do to preclude contusion and
©XxCesses.

Becommendation. That the MCRDAC FDS coordinator put together a
vary complete Implementation Plan.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285



ltem. MTACCB Technology Excursions:

Discussion. The Combat Information Processor Staff Battle Planning and
Execution System (CIPSBPS) should be part of MCASS and available to
the MTACCS systems including MILOGS. This software system will provide
a common data base and common processing tools for commanders at all
echelons and their staffs. By using a DMA vector map product, the system
permits graphical operations on the map such as sensor pianning with

fields of view, optimal movement routing, and fine of sight calculations. Non-
mapping features include automated ovarlay generation, friendly and
enemy situation displays with automatic updates, and event detection and
warning.

Recommendation. That the CIPSBPS should be inciuded in MCASS
available for FDS-2.

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285
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UNCLASSIFIED
MCLLS LONG REPORT
1.(U)MCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3 (U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
(COMMAND POST EXER), FDS-1

4.(U)USE OF FIREFLEX AT SASS LEVELS FOR PLANNING

5.(U)JOBSERVATION: FIREFLEX was not well suited for use in
the SASS as a fire planning tool.

8.(U)DISCUSSIONS: FIREFLEX could not be used for planning for
the deep battle due to the limitation in "work space”. The work
space of the system was a 100 kilometer by 100 kilometer gnd.
7.(UJLESSON LEARNED:

8.{(U)JRECOMMENDED ACTION: Modification to the software needs
to be made to allow for targeting outside of the "work space” and
have the system use spheroids to represent the mapping process.

9.(U)COMMENTS:

--- (U) SUBJECT: COMMAND & CONTROL

--- (U) INTEROPERABILITY: NONE



UNCLASSIFIED
MCLLS LONG REPORT
1.{U)MCLLS NUMBER:
2.(UYPCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(J)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
(COMMAND POST EXER), FDS-1

4.(J)USE OF FIREFLEX AT SASS LEVELS

5.{(U)OBSERVATION: FIREFLEX was not well suited for use in
the SASS for air planning and exchange of targeting information.

6.{U)DISCUSSION: FIREFLEX could not be used for exchanging
targeting information with the air systems due to the lack of an
automatic conversion between Lat/Long and UTM Grid coordinates,
and the use of a map zone designator.

7 {U)LESSONS LEARNED:

8.(JJRECOMMENDED ACTION: Mcdification to the sofiware needs
to be made to allow for automatic conversion between Lat/Long and
UTM Grid coordinates and increase the field size for the grid
coordinates to include grid zone designator.

9.(U)COMMENTS:

--- (U) SUBJECT: COMMAND & CONTROL

- (U) INTEROPERABILITY: NONE
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UNCLASSIFIED
MCLLS LONG REFPORT
1.{U)MCLLS NUMBER:
2.{U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(U)JKEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL}), CPX
(COMMAND POST EXER), FDS-1

4.(U)TRANSMISSION OF TARGET BLOCKS BETWEEN TCO AND FIREFLEX

5.(U)OBSERVATION: TCO and FIREFLEX were not able to cleanly
exchange target lists and target blocks.

6.(U)DISCUSSION: Target lists could not be sent from TCO to
FIREFLEX and back. The TCO was only able to transmit or receive
one target at a time.

7.(U)LESSONS LEARNED:

8.(UJRECOMMENDED ACTION: Modification to the TCO software
needs to be made to allow for the transfer of entire target lists

or blocks of targets

9.(U)COMMENTS:

--- (U) SUBJECT: COMMAND & CONTROL

-~ (U} INTEROPERABILITY: NONE



UNCLASSIFIED

MCLLS LONG REPORT
1.{UMCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
{COMMAND POST EXER), FDS-1

4.(U)FIREFLEX INTERNAL SOFTWARE PROBLEMS

5.(U)OBSERVATION: There were FIREFLEX problems that were
determined to be software problems and not system or doctrinal
problems

6.(U)DISCUSSION: 1) Numerous error messages are surfacing
that cannot be deleted from the message que. Once this que fills
the box is unable to transmit or receive messages. '2) The
message copies bufier is not deleting messages. This also causes
the box to lose the ability to transmit. 3} All of the message

ques should be in a separate file in the system and not related
to the subscriber table or system setup. Currently, when the
ques are full and locking out the operator the solution is to go

to UNIX and delete the offending que's file. What happens is the
subscriber table is also deleted causing the operator to rebuild

it.

7.(U)LESSONS LEARNED:

8.(U)RECOMMENDED ACTION: Modification to the FIREFLEX
software needs to be made 1o fix the identified problems.

9.(V)COMMENTS:

--- (U} SUBJECT: COMMAND & CONTROL

--- (U) INTEROPERABILITY: NONE
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UNCLASSIFIED

MCLLS LONG REPORT
1.(UMCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
(COMMAND POST EXERY), FDS-1

4.(U)FIREFLEX SOFTWARE MODIFICATIONS FOR INCREASED
FUNCTIONALITY

5.(UYOBSERVATION: There were additional suggestions for
FIREFLEX that would improve the system's performance.

6.(U)DISCUSSION: 1) A capability to transmit, store and
manage the target precedence list or large target files is
needed. This is equal to the requirement to pass the target
bulietin but have it priofitized. The target precedence list
should include chemical targets. 2) FIREFLEX must be able to
create schedules of fires, groups and series, as well as execute
them.

7.(U)LESSONS LEARNED:

8.(U)RECOMMENDED ACTION: Modification to the FIREFLEX
software needs tc include the above mentioned suggestions.

9.(U)COMMENTS:

--- (U) SUBJECT: COMMAND & CONTROL

- (U) INTEROPERABILITY: NONE



UNCLASSIFIED

MCLLS LONG REPORT
1.(U)MCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL}, CPX
{COMMAND POST EXER), FDS-1, DCT

4.(UMODIFICATIONS TO THE DIGITAL COMMUNICATIONS TERMINAL

5.(U)OBSERVATION: There were suggestions for the improvement
of the DCT.

6.(U)DISCUSSION: The DCT needs a larger mission buffer. f
the limit of two missions was set due to the limitation of BCS it
should be removed. The FO will be talking to the FSCC which can
handle more missions.

7.(UJLESSONS LEARNED:
8.(UJRECOMMENDED ACTION: Modification to the DCT should be
considered.

9.(U)COMMENTS:

--- {U) SUBJECT: COMMAND & CONTROL

- (U) INTEROPERABILITY: NONE
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UNCLASSIFIED
MCLLS LONG REPORT
1.(UJMCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
(COMMAND POST EXER), FOS-1, SINCGARS

4.(U)DISTRIBUTION OF THE SINCGARS RADIOS

5.(UJOBSERVATION: Concerns were raised as to the fielding of
the SINCGARS radios and its effect on digital systems.

6.(U)DISCUSSION: The T/E for radio assets needs to be
revisited. The fielding of SINCGARS radios does not include a
one-for-one swap. Additional radios are needed by the FMF to
support the net coverage requirements.

7 {U)LESSONS LEARNED:

8.(U)RECOMMENDED ACTION: Insure that sufficient radios are
fielded to the artillery to support the use of automated command
and control systems over combat net radics.

9.(U)COMMENTS:

--- (U} SUBJECT: COMMAND & CONTROL

- (U) INTEROPERABILITY: NONE
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UNCLASSIFIED

MCLLS LONG REPORT
1.(UMCLLS NUMBER:
2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91.

3.(UKEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX
(COMMAND POST EXER), FDS-1, DRASH

4.(U)USE OF THE DRASH TENTS

5.(U)YOBSERVATION: There were suggestions for the use of the
DRASH tent as the preferred shelter for Fire Direction Centers

and Fire Support Coordination Centers.

6.(U)DISCUSSION: The Deployable Rapid Assembly Shelter
(DRASH) tents used by the DASC look good for use by the Arty Bn.
1/11 would like some sort of tent with a covering (Keviar for
example} to provide shelter from indirect fire for the Marines

and equipment.

7.(UILESSONS LEARNED:

8.(UJRECOMMENDED ACTION: Use of the DRASH tent should be
considered.

9.(UYCOMMENTS:

--- (U) SUBJECT: COMMAND & CONTROL

— (U) INTEROPERABILITY: NONE
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Appendix G

FDS-1 AFTER ACTION REPORT

Subject: ULCS Training

Discussion:ULCS Operators expressed a dissatisfaction with the training a Keesler
AFB. Apparently, some subjects are taught incorrectly while others are not taught at
all.

Recommendation:Liaison with Keesler AFB is 2a MCCDC function. A possible solution
would be to have instructors from Keesler AFB accompany a Marineg Corps material
fielding team to Camp Lejeune NC to observe classes and gain an understanding of
those subjects considered necessary in USMC training.

Subject:  TCO Operator Training

Discussion:The TCO Operators did not have an understanding of how they fit into the
overall system. They knew how to functionally pass a message but had no
understanding of their connectivity.

Recommendation:Provide more extensive information on how messages travel
through the system. This will also aid the operators when trouble shooting the system.

Subject: ULTDS/TCFEP Training _
Discussion:Allotted training time was too short. The importance of correct timing
settings on the ULTDS was not emphasized enough.

Recommendation:The standard 2 week ULTDS/TCFEP training course should be
given. More emphasis should be placed on understanding network timing
requirements.

Subject: ULCS Timing

Discussion:With time, the frequency of the oscillators in the AN/TTC-32's and SB-
3865's will drift. Normal preventive maintainance procedures call for adjusting the
oscillators every six months. Timing drift will cause trunks to frequently drop out and
come up again. Though no messages are lost, it is an unnecessary "COMM LOSS" at
the switch. '
Recommendation:Oscillator adjustment should occur more frequently than once every
six months. The process is relatively simple and should be done prior to each
exercise.

Subject: TCO Software Man-Machine Interface

Discussion:Currently, TCO software will display a "TCFEP ABORTED" or "PPB
ABORTED" message when it experiences a problem with the interfaces to these
boards. This message leads the operator to suspect the TCFEP or the PPB when
there is actually a TCO software problem. This message is misleading and slows
down troubleshooting of the real problem.

G-1



Recommendation:Change the message to read “TCO/TCFEP INTERFACE ABORTED"
and "TCO/PPB INTERFACE ABORTED".

Subject: TCO/TCFEP Interface

Discussion:lt appears from speaking to the TCO operators that the TCO/TCFEP
interface aborts increase proportionally as the TCFEP is exported to more users.
Recommendation:Test and, if necessary, make changes to the TCO software to
accomodate the high data throughput such a system must withstand. Prioritization of
software interrupts may help to alleviate the problem.

Subject: TCO Software Changes

Discussion:Throughout the exercise changes were made to the TCO Software and put
onto the computers. Several configuration management problems iead to different
versions of the TCO Software on difierent machines. Changing the TCO Software
during the exercise also added multiple variables to the evaluation of the system
which made it impossible to pinpoint problem areas accurately.
Recommendation:During FDS-2, only one version of TCO Software should be used to
facilitate proper evaluation of the system as a whoie.

Subject: MCRDAC Communication

Discussion:The communication of information among various portions of MCRDAC
was minimal at best. Meeting information, report requirements and exercise
information were disseminated through rumors rather than by an organized
distribution method.

Recommendation:C2G, C20, C2C and C2A must make an effort to establish firm
Points of Contact for all FDS matters. They will also need to have the POC's mest
frequently enough with each other and with the contractor to avoid misunderstandings
and misinformation. Our own organizational efforts could have made a substantia!
impact on the ease of operations at Twentynine Palms. MCRDAC should be
functioning as a unit to provide accurate information to the FMF and to our contractors.
We should be taking the lead.
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