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Volume 2 

The following appendices contain the detailed analysis data for the 
questionnaires and various FDS-1 after action reports submitted to the Marine Corps 
Systems Command (MARCORSYSCOM) Marine Tactical Command and Control 
System (MTACCS) Systems' Engineer. These reports have not been edited in any 
way. For the most part, they represent the best quality copy available. 
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APPENDIX A 

QUESTIONNAIRE RESULTS 

This appendix contains the mean response values and number of respondents to the 

questions on the different questionnaires used during the evaluation. 

A.1 COMMANDER. STAFF OFFICER AND OPERATOR QUESTIONNAIRES 

Because the questions on the Commander's Questionnaire, Staff Officer's Questionnaire and 
Operator's Questionnaire were drawn from the same general set of issues their results are 

presented together. Each question is followed by its scale anchors. mean ratings, number of 
respondents. Note, many questions were only asked on certain questionnaires so a mean 
response value is not always applicable. A copy of each of these questionnaires is provided in 

Appendix A. There were a total of 8 respondents for the Commander's Questionnaire, 85 for the 

Staff Officer's Questionnaire, and 43 for the Operator's. 

How would you rate your computer literacy relative to other USMC personnel? 

1 = Below Average; 6 =Above Average 

Commander: 
Staff Officer: 
Opera1or: 

2.50 Respondents: 8 
3.81 Respondents: 85 
4.02 Respondents: 43 

How extensively did you use TCO equipment during this exercise? (Circle the appropriate 
number or letter) 

1 = Never; 6 = Occasionally 

Commander: 
Staff Officer: 
Operator: 

2.00 Responden1s: 8 
3.40 Responden1s: 85 
4.72 Respondents: 43 

OPERATIONAL EFFECTIVENESS 

How did TCO affect your ability to respond to changes in the tactical situation? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.28 Respondents: 7 
3.00 Responden1s: 64 
N/A Respondents: N/A 
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How did TCO affect your ability to: 

Plan the simultaneous employment of forces? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.20 Respondents: 5 
3.03 Respondents: 30 
N/A Respondents: N/A 

Coordinate the simultaneous employment of forces? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.33 Respondents: 6 
2.96 Respondents: 28 
N/A Respondents: N/A 

Control the simultaneous employment of forces? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.60 Respondents: 5 
2.90 Respondents: 30 
N/A Respondents: N/A 

How did TCO affect your ability to conduct or coordinate employment of supporting arms? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.40 Respondents: 5 
3.04 Respondents: 26 
N/A Respondents: N/A 

How did TCO affect your ability to: 

Prepare operational reports and information? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.00 Respondents: 6 
4.19 Respondents: 64 
4.30 Respondents: 37 
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How did TCO affect your ability to: 

Process operational reports and information? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.16 Respondents: 6 
4.03 Respondents: 66 
4.30 Respondents: 37 

Disseminate operational reports and information? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.71 Respondents: 7 
4.19 Respondents: 68 
4.57 Respondents: 35 

How did TCO affect your ability to: 

Prepare logistic and administrative reports and information? 

1 =Much Worse; 6 =Much Better 

Commander: 
Staff Officer: 
Operator: 

4.20 Respondents: 5 
4.48 Respondents: 44 
4.00 Respondents: 19 

Process logistic and administrative reports and information? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.60 Respondents: 5 
4.35 Respondents: 46 
4.33 Respondents: 21 

Disseminate logistic and administrative reports and information? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.60 Respondents: 5 
4.52 Respondents: 46 
4.35 Respondents: 20 
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How did TCO affect the ability of you and your staff to: 

Distribute reports to subordinate units? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.00 Respondents: 5 
3.80 Respondents: 50 
4.29 Respondents: 31 

Distribute reports to adjacent units? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.50 Respondents: 6 
4.00 Respondents: 55 
4.50 Respondents: 38 

Distribute reports to higher units? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

3.42 Respondents: 7 
3.99 Respondents: 70 
4.13 Respondents: 39 

How did TCO affect your ability to: 

Detect significant changes in the tactical situation? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.14 Respondents: 7 
3.39 Respondents: 49 
N/A Respondents: NIA 

Evaluate the significance of changes in the tactical situation? 

1 =Much Worse; 6 =Much Better 

Commander: 
Staff Officer: 
Operator: 

2.16 Respondents: 6 
3.00 Respondents: 44 
NIA Respondents: N/A 

A·4 



How did TCO affect your ability to: 

Develop potential courses of action? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

t .66 Respondents: 3 
3.11 Respondents: 37 
N/A Respondents: N/A 

Evaluate potential courses of action? 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

Generate plans and orders? 

1.66 Respondents: 3 
3.09 Respondents: 35 
N/A Respondents: N/A 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

Distribute plans and orders? 

2.50 Respondents: 6 
4.02 Respondents: 41 
4.28 Respondents: 18 

1 = Much Worse; 6 = Much Better 

Commander: 
Staff Officer: 
Operator: 

2.67 Respondents: 6 
3. 79 Respondents: 43 
4.63 Respondents: 19 

Monitor the execution of plans and orders? 

1 =Much Worse; 6 =Much Better 

Commander: 
Staff Officer: 
Operator: 

2.60 Respondents: 5 
3.00 Respondents: 35 
N/A Respondents: N/A 

How did TCO affect the amount of work necessary to exchange information? 

1 = Increased; 6 =Decreased 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: 7 
3.40 Respondents: 68 
4.17 Respondents: 40 
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SYSTEM RESPONSE 

How often were there noticeable delays in system response? 

1 = Constantly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

2.71 Respondents: 7 
2.34 Respondents: 74 
2.60 Respondents: 42 

How often did delays in system response to your actions negatively impact your performance? 

1 = Constantly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

2.86 Respondents: 7 
2.63 Respondents: 68 
2.73 Respondents: 41 

How well did the system indicate the cause and estimated duration of processing delays when 
they occurred? 

1 = Poorly; 6 = Effectively 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
1.75 Respondents: 61 
2.29 Respondents: 38 

How often did the system allow you to interrupt processes that were causing delays? 

1 = Never; 6 = Always 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
1.83 Respondents: 52 
1.87 Respondents: 39 

For your position, what was the overall effect of TCO on the time necessary to process 
information? 

1 = Increased; 6 =Decrease? 

Commander: 
Staff Officer: 
Operator: 

3.60 Respondents: 5 
3.32 Respondents: 72 
3.97 Respondents: 40 
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With regard to the time needed to process information, did TCO have a positive or negative 
overall affect on mission accomplishment? 

1 =Negative; 6 =Positive 

Commander: 
Staff Officer: 
Operator: 

3.60 Respondents: 5 
3.24 Respondents: 68 
N/A Respondents: N/A 

INFORMATION TRANSFER 

How often was it necessary for you to re-transfer previously transmitted data because of loss or 
corruption during the original transmission? 

1 = Constantly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.33 Respondents: 69 
3.54 Respondents: 41 

Did TCO have a positive or negative affect your ability to: 

Transfer information to people or machines within the COC? 

1 = Negative; 6 = Positive 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.41 Respondents: 69 
4.95 Respondents: 42 

Transfer information to people or machines external to the COG? 

1 = Negative; 6 = Positive 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.93 Respondents: 74 
3.52 Respondents: 40 

USABILITY 

How easy was it to use TCO? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.33 Respondents: 6 
4.28 Respondents: 69 
5.17 Respondents: 42 

When using the TCO system, how often were you exposed to terms and acronyms which were 
unfamiliar? 
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1 = Constantly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

N/A Responcents: N/A 
4.00 Respondents: 68 
4.38 Respondents: 42 

How often did you observe terminology used to describe functions or commands which was 
confusing or misleading? 

1 = Constantly; 6 =Never 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: 52 
4.98 Respondents: 42 

How consistent was the use of terms and acronyms across the different screens and functions in 
the TCO system? 

1 = Inconsistent; 6 = Consistent 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.89 Respondents: 38 

How adequate were the control devices used by TCO (e.g. keyboard, trackball, mouse, touch 
screen etc.) in meeting your needs? 

1 =Inadequate; 6 =Adequate 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.12 Respondents: 40 

How consistent were the procedures across the different tasks and functions within TCO? 

1 = Inconsistent; 6 = Consistent 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.56 Respondents: 41 
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ELECTRONIC MAP OVERLAYS 

How well did the map overlay capability provided by TCO meet your requirements? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

1.33 Respondents: 3 
2.65 Respondents: 52 
3.84 Respondents: 31 

Did TCO have a positive or negative affect on your ability to: 

Distribute map overlay information to subordinate units? 

1 = Negative; 6 = Positive 

Commander: 
Staff Officer: 
Operator: 

1.50 Respondents: 2 
3.41 Respondents: 34 
4.15 Respondents: 26 

Distribute map overlay information to adjacent units? 

1 = Negative; 6 = Positive 

Commander: 
Staff Officer: 
Operator: 

1.50 Respondents: 2 
3.58 Respondents: 31 
4.20 Respondents: 25 

Distribute map overlay information to higher units? 

1 = Negative; 6 = Positive 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: 0 
3.77 Respondents: 31 
4.26 Respondents: 23 

Using the map overlays, how easy was it to: 

Display friendly force information such as unit size, type, location, and parent unit? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.50 Respondents:· 4 
4.26 Respondents: 39 
5.00 Respondents: 35 
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Interpret friendly force information such as unit size, type, location, and parent unit? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.20 Respondents: 5 
4.30 Respondents: 43 
5.08 Respondents: 36 

Display fire support control/coordination measures? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.33 Respondents: 3 
4.74 Respondents: 31 
4.64 Respondents: 14 

Interpret fire support control/coordination measures? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.66 Respondents: 3 
4.86 Respondents: 29 
4.40 Respondents: 15 

Display friendly and enemy unit locations? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.60 Respondents: 5 
4.69 Respondents: 45 
5.15 Respondents: 34 

Using the map overlays, how easy was it to: 

Interpret friendly and enemy unit locations? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.20 Respondents: 5 
4.13 Respondents: 46 
4.97 Respondents: 35 

Display friendly force information such as task organization and current tactical status? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.67 Respondents: 3 
3.59 Respondents: 29 
4.53 Respondents: 17 
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Interpret friendly force information such as task organization and current tactical status? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.67 Respondents: 3 
3. 73 Respondents: 26 
4.45 Respondents: 22 

Display tactical control measures such as boundaries, objectives, phase lines, etc.? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.50 Respondents: 4 
4.62 Respondents: 40 
4. 70 Respondents: 33 

Interpret tactical control measures such as boundaries, objectives, phase lines, etc.? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.00 Respondents: 3 
4.53 Respondents: 38 
4.68 Respondents: 34 

Using the map overlays, how easy was it to: 

Display man-made obstacles such as minefields, barriers, etc? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.00 Respondents: 3 
4. 70 Respondents: 27 
4.97 Respondents: 32 

Interpret man-made obstacles such as minefields, barriers, etc.? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

3.33 Respondents: 3 
3.89 Respondents: 28 
4.84 Respondents: 31 
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Using the map overlays, how easy was it to access friendly force information on 
logistics/maintenance status such as equipment status, supply status, critical shortages, etc.? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

1.80 Respondents: 5 
3.24 Respondents: 21 
4.42 Respondents: 19 

Using the map overlays, how easy was it to access personnel data such as friendly unit 
strength, KIAsiWIAs, critical shortages, etc.? 

t = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

2.00 Respondents: 3 
3.58 Respondents: 19 
4.87 Respondents: 15 

How easy was it to identify individual map symbols? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

4.57 Respondents: 7 
4.78 Respondents: 64 
4.92 Respondents: 39 

To what extent did TCO employ standard Marine Corps map symbology? 

1 = Never; 6 = Constantly 

Commander: 
Staff Officer: 
Operator: 

4.20 Respondents: 5 
4.85 Respondents: 61 
4.81 Respondents: 32 

How well did map graphics, such as unit symbols and control measures, convey the appropriate 
information about the item represented? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

3. 75 Respondents: 4 
4.05 Respondents: 60 
4.48 Respondents: 33 
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How well did TCO display current and predicted weather information? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: 0 
1.22 Respondents: 9 
1.00 Respondents: 3 

INFORMATION PRESENTATION 

How well did TCO allow you to highlight, hide, or arrange displayed data? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

3.00 Respondents: 5 
2.98 Respondents: 54 
N/A Respondents: N/A 

How well did the content, format. and organization of the information displayed by TCO meet 
your requirements? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

2.83 Respondents: 6 
3.37 Respondents: 68 
4.20 Respondents: 40 

How easy was it to customize data displays (i.e., screen setup to accommodate specific 
missions and tactical situations? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
2.59 Respondents: 39 
3.80 Respondents: 25 

How consistently were blanks, spacing, lines, color coding or other means used to separate 
groups of information? 

1 = Inconsistent; 6 =Consistent 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.45 Respondents: 31 
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How clearly did TCO notify you when priority messages were received? 

1 = Poorly; 6 = Very Clearly 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.63 Respondents: 41 

PATA ENTRY 

How adequate were the plan and order templates provided by TCO? 

1 = Unacceptable; 6 = Very Acceptable 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.33 Respondents: 39 
4.39 Respondents: 18 

How well did TCO prevent you from inputting the wrong type of data? (ex. inputting letters in 
number fields, etc. 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.06 Respondents: 33 
3.97 Respondents: 30 

How well did TCO data entry procedures minimize the number of actions required to enter data? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.03 Respondents: 58 
3.92 Respondents: 37 

How did the forms provided by TCO affect your ability to perform your tasks? 

1 =Hindered; 6 =Improved 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.58 Respondents: 62 
N/A Respondents: N/A 
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How often was it necessary to manually enter data that was already elsewhere in the system? 

1 = Cons1antly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
3.94 Respondents: 32 

How consistent were the data entry procedures throughout TCO? 

1 = Consistent; 6 = Inconsistent 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.82 Respondents: 39 

How adequate was the system feedback concerning the acceptance or rejection of data you 
entered into TCO? 

1 = UnAcceptable; 6 = Very Acceptable 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.12 Respondents: 33 

How often were there instances when you were required to enter data in units that were unusual 
or out of the ordinary? 

1 = Constantly; 6 =Never 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.61 Respondents: 31 

SCREEN PESIGN 

How well did the labels and names used by TCO indicate what they represented? 
1 =Poorly; 6 =Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.21 Respondents: 68 
4.85 Respondents: 41 
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How easy was it to understand and remember the labels used to identify the display screens? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.62 Respondents: 66 
5.07 Respondents: 41 

How well did the display screen labels in TCO indicate where each display screen was relative 
to other display screens? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.80 Respondents: 45 
4.58 Respondents: 38 

DATA DISPLAY 

How similar are the data displays used by TCO to current format for displaying data? 

1 = Different; 6 = Identical 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.45 Respondents: 49 
N/A Respondents: N/A 

How often were the formats used tor data display consistent throughout TCO? 

1 = Never; 6 = Always 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.46 Respondents: 46 
N/A Respondents: N/A 

How easy was it to immediately use the data provided by TCO (i.e., did data often require 
further manipulation? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.13 Respondents: 60 
4.43 Respondents: 37 
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How often were there instances when a naturally occurring order (e.g. chronological or sequential) 
in the data were not reflected in the TCO display? 

1 = Constantly; 6 = Never 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
4.60 Respondents: 25 

How easy was it to detect signals, alerts and alarms? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
3.97 Respondents: 30 

NETWORK ISSUES 

How easy was it for you to determine system status information (i.e., network busy, terminal 
down, etc. when using the TCO system? 

t = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.18 Respondents: 67 
4.07 Respondents: 41 

Using TCO, how easy was it to route appropriate messages and parts of messages to the 
appropriate organizations and echelons? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.39 Respondents: 76 
4.72 Respondents: 39 

How easy was it to set up and modify access privileges for individual users? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.67 Respondents: 18 
5.00 Respondents: 22 
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How easy was it to locate and enter network addresses for other individual users on the LAN? 

1 = Difficult; 6 = Easy 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
4.72 Respondents: 43 
5.17 Respondents: 30 

How well did TCO accommodate access privileges across terminals when you moved from one 
work station to another? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/ A Respondents: N/ A 
N/A Respondents: N/A 
4.48 Respondents: 23 

LARGE AND MEDIUM SCREEN DISPLAYS (LSD AND MSDl 

How well did the design of the LSD/MSD meet your requirements? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

3.00 Respondents: 4 
3.16 Respondents: 45 
N/A Respondents: N/A 

How do you rate the text and graphics display characteristics of the LSD/MSD? 

1 =Unacceptable; 6 =Acceptable 

Commander: 
Staff Officer: 
Operator: 

4.00 Respondents: 5 
4.23 Respondents: 47 
4.86 Respondents: 21 

How well did the LSD/MSD functional capabilities meet operational needs? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

3.67 Respondents: 3 
3.25 Respondents: 44 
N/A Respondents: N/A 
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How easy was it to read map legends, labels and other information through the electronic map 
overlay (LSD or MSD?) 

1 : Dilficult; 6 : Easy 

Commander: 
Staff Officer: 
Operator: 

3.67 Respondents: 6 
3.85 Respondents: 41 
4.82 Respondents: 22 

MOBILITY 

What affect would the introduction of the TCO system, as conligured lor FDS-, have on the 
mobility of your organization? 

1 = Negative; 6 =Positive 

Commander: 
Staff Officer: 
Operator: 

1 .86 Respondents: 7 
2.06 Respondents: 80 
N/A Respondents: N/A 

In your opinion, what would be the impact of the introduction of TCO, as configured for FDS-1, on 
your organization's vehicle requirements? 

1 = Increase; 6 = Decrease 

Commander: 
Staff Officer: 
Operator: 

1.57 Respondents: 7 
1.81 Respondents: 73 
N/A Respondents: N/A 

LOG-ON/LOG-OFF/SECURITY 

How well did TCO prevent data loss from occurring as a result of accidentally logging-off? 

1 : Poorly; 6 : Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
2.58 Respondents: 45 
3.68 Respondents: 38 
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How clearly did TCO notify you when information was updated? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
2.83 Respondents: 42 
3.12 Respondents: 34 

How well did TCO ensure that data base updates were only made by authorized users? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
N/A Respondents: N/A 
3.58 Respondents: 19 

TRAINING 

How much of the knowledge necessary to effectively use TCO could be acquired through on-the­
job as opposed to special training? 

1 = None; 6 =All 

Commander: 
Staff Officer: 
Operator: 

3.86 Respondents: 7 
4.14 Respondents: 77 
4.48 Respondents: 42 

How much additional knowledge would be required of persons in your MOS to effectively use 
TCO? 

1 = None; 6 =A Lot 

Commander: 
Staff Officer: 
Operator: 

4.33 Respondents: 6 
3.69 Respondents: 78 
3.51 Respondents: 39 

In your estimation, how many of the Marines who would use this system in the future would have 
the necessary skills to operate TCO? 

1 = None; 6 = All 

Commander: 
Staff Officer: 
Operator: 

4.00 Respondents: 6 
4.06 Respondents: 79 
N/A Respondents: N/A 
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How useful was the on-line help in TCO? 

1 = Useless; 6 = Very Useful 

Commander: 
S1aff Officer: 
Operator: 

N/A Respondents: N/A 
2.53 Respondents: 30 
3.83 Respondents: 23 

How useful were the TCO training manuals? 

1 = Useless; 6 = Very Useful 

Commander: 
Staff Officer: 
Operator: 

N/A Respondents: N/A 
3.50 Respondents: 34 
3.54 Respondents: 37 

MISCELLANEOUS 

In your estimation, how well will the design of TCO support a jump command post? 

1 = Poorly; 6 = Very Well 

Commander: 
Staff Officer: 
Operator: 

1.75 Respondents: 4 
3.06 Respondents: 70 
N/A Respondents: N/A 

How much additional training do you feel would be necessary for you to effectively use the 
current implementation of TCO? 

1 =A Lot; 6 = None 

Commander: 
S1aff Officer: 
Operator: 

N/ A Respondents: 4 
3.30 Respondents: 7 4 
N/A Respondents: N/A 
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A.2 REQUIREMENTS QUESTIONNAIRES 

The following is a list of the questions on the requirements questionnaire followed by the 

mean rating and the number of people who responded to the question. There were a total of 74 

respondents to the Requirements Questionnaire. A copy of the Requirement's Questionnaire is 

provided in Appendix A. The following rating scale was used tor each question. 

Negative Desired Significant Necessary 
Impact !nconsegueotja! CapabilitY Enhancement Regujrement 

0 1 2 

1. 

2. 

3. 

4. 

5. 

6. 

7. 

8. 

9. 

10. 

11 . 

12. 

3 4 5 6 7 8 

The ability to prepare plans using an automated tool. 
Mean Rating: 6.26 Respondents: 74 

The ability to prepare orders using an automated tool. 
Mean Rating: 6.39 Respondents: 71 

The ability to prepare courses of action using an automated tool. 
Mean Rating: 6.04 Respondents: 71 

The ability to prepare reports using an automated tool. 
Mean Rating: 6.79 Respondents: 73 

The ability to prepare requests using an automated tool.. 
Mean Rating: 6.78 Respondents: 73 

The ability to import or export to other software programs (e.g., 
WordPertect. Enable etc.). 
Mean Rating: 6.27 Respondents: 71 

The ability to display situational maps on a computer screen. 
Mean Rating: 5.85 Respondents: 72 

The ability to display the situation over a paper map on a large 
screen display {LSD) using electronic map overlays. 
Mean Rating: 5.64 Respondents: 69 

The ability to display the situation over a paper map on a medium 
screen display (MSD) using electronic map overlays. 
Mean Rating: 5.03 Respondents: 69 

The ability to generate map overlays using a computer. 
Mean Rating: 6.44 Respondents: 70 

The ability to transmit and receive messages through a computer. 
Mean Rating: 6.81 Respondents: 73 

The ability to transmit and receive graphics through a computer. 
Mean Rating: 6.35 Respondents: 72 
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13. 

14. 

15. 

16. 

17. 

18. 

19. 

20. 

21. 

22. 

23. 

24. 

25. 

26. 

27. 

28. 

The ability to update the situation map automatically, based on 
incoming messages. 
Mean Rating: 6.11 Respondents: 73 

The ability to reconfigure communications paths to accommodate 
system component failures. 
Mean Rating: 6.60 Respondents: 68 

The ability to generate backup situation maps. 
Mean Rating: 5.78 Respondents: 68 

The ability to generate backup map overlays. 
Mean Rating: 5.67 Respondents: 69 

The ability to plot computer graphics on acetate. 
Mean Rating: 5.52 Respondents: 66 

The ability to access instructional information using a computer (i.e., 
an "on·line help" function). 
Mean Rating: 5.97 Respondents: 72 

The ability to send messages to everyone on the system (i.e .. the 
ability to "broadcast" messages). 
Mean Rating: 6.46 Respondents: 74 

The ability to maintain an automated journal at each station. 
Mean Rating: 6.29 Respondents: 70 

The ability to maintain an automated journal at the COG. 
Mean Rating: 6.47 Respondents: 74 

The ability to recall messages from a journal. 
Mean Rating: 6.67 Respondents: 72 

The ability to determine when a message was transmitted. 
Mean Rating: 6.53 Respondents: 74 

The ability to determine when a message was received. 
Mean Rating: 6.50 Respondents: 74 

The ability to determine when a message was read. 
Mean Rating: 5.23 Respondents: 70 

The ability to determine when a message was action complete. 
Mean Rating: 5.64 Respondents: 70 

The ability to read or "overhear" messages transferred on the LAN 
that were not directed to you specifically. 
Mean Rating: 4.73 Respondents: 74 

The ability to transmit text to other units using computers. 
Mean Rating: 6.93 Respondents: 73 
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29. 

30. 

31. 

32. 

33. 

34. 

35. 

36. 

37. 

38. 

39. 

40. 

41. 

42. 

43. 

44. 

45. 

46. 

47. 

The abllity to transmit graphics to other units using computers. 
Mean Rating: 6.43 Respondents: 72 

The ability to quickly establish voice communications. 
Mean Rating: 7.29 Respondents: 73 

The abinty to determine friendly unit status of class 1 through 1 0. 
Mean Rating: 6.05 Respondents: 61 

The ability to display real time information from PLRS. 
Mean Rating: 6.48 Respondents: 65 

The ability to display real time information from ATACC. 
Mean Rating: 6.16 Respondents: 51 

The ability to send messages to PLRS units. 
Mean Rating: 5.97 Respondents: 60 

The ability to receive updates from GPS. 
Mean Rating: 6.46 Respondents: 61 

The ability to display color graphics. 
Mean Rating: 5.49 Respondents: 68 

The ability to monitor the current status of requests. 
Mean Rating: 5.92 Respondents: 71 

The ability to transmit/receive information to/from LFADS. 
Mean Rating: 5.98 Respondents: 53 

The ability to transmit/receive information to/from MAGTF II. 
Mean Rating: 5.45 Respondents: 53 

The ability to transmit/receive information to/from MIPS. 
Mean Rating: 6.18Respondents: 57 

The ability to monitor personnel status. 
Mean Rating: 5.96 Respondents: 67 

The ability to handle EPW. 
Mean Rating: 5.10 Respondents: 62 

The ability to track WIA. 
Mean Rating: 5.87 Respondents: 67 

The ability to determine the availability of communication assets. 
Mean Rating: 5.65 Respondents: 65 

The ability to process classified data using a computer. 
Mean Rating: 6.74 Respondents: 69 

The ability to limit access to data for security. 
Mean Rating: 6.96 Respondents: 69 

The ability to backup data on a computer using floppy disks. 
Mean Rating: 7.19 Respondents: 70 
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48. 

49. 

50. 

51. 

52. 

53. 

54. 

The ability to recreate a computer environment (data, communications 
configuration, etc.) using floppy disks. 
Mean Rating: 6.74 Respondents: 62 

The ability to perform automated terrain analysis. 
Mean Rating: 6.37 Respondents: 59 

The ability to automatically identify mobility corridors. 
Mean Rating: 6.46 Respondents: 61 

The ability to automatically predict weather information. 
Mean Rating: 5.42 Respondents: 59 

The ability to automatically predict enemy courses of action. 
Mean Rating: 5.58 Respondents: 59 

The ability to automatically create INTEL collection plans. 
Mean Rating: 6.28 Respondents: 57 

The ability to automatically perform logistics/time analysis. 
Mean Rating: 6.30 Respondents: 61 
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A.3 REPORTS QUESTIONNAIRE 

The following table indicates the number of people who rated each type of form on the 
Reports questionnaire, how many people felt it was an improvement over current methods, and 
the mean rating given the questionnaire on a five point scale where "1 =unsatisfactory" and "5 =­
acceptable". There were a total of 42 respondents to the Reports Questionnaire. A copy of the 
Reports questionnaire is included in Appendix A. 

Respondents Improvement !YIN) Mean Rating lN) 

AFUBAMOUP 3 
CASREP 18 
DISREP 6 
DUMPSTATREP9 
FIRECAP 6 
FIREPLANREP 6 
FREETEXT 37 
INTSUM 10 
ITUSPOT 4 
LOGSUM 11 
MIJIREP 8 
ENMINEREP 10 
FRNDMINEREP 9 
NBC 1 23 
NBC 3 21 
NBC 4 20 
PERINTSUM 7 
SALUTEREP 22 
SENREP 7 
SHELLREP 12 
SITREP 26 
SPOTREP 24 
TARGETREP 6 
PERSTATREP 11 
PERSTRENREF11 
CASPROJ 7 
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14/43. 76(17) 
3/34.25 (4) 
7/24.0 (7) 
4/25.0(2) 
4/23.67(3) 
32154.o6(34 1 
8/23.62(8) 
3/13.67(3) 
8/33.75(8) 
7/13.80(5) 
7/34.50(6) 
6/34.60(5) 
20/34.16(19) 
17/44.25(16) 
16/44.20( 15) 
6/14.60(5) 
17154.00(16) 
5/24.33(3) 
9/30.11 (9) 
21/54.13(23) 
18/63.85(20) 
3/34.00(4) 
10/13.80(10) 
10/13.70(10) 
7/03.57(7) 



APPENDIX B 

7th MEB AFTER ACTION REPORT 



NARRATIVE SUMMARY OF IMPRESSIONS 

I. BACKGROUND. The 7th MEB received its initial brief in mid-June 
1991 from MCROAC on the Marine Tactical Command and Control System 
(MTACCS) and accepted the tasking to conduct the evaluation of Field 
Development System-! (FDS-1). The original date proposed by MCRDAC 
for the evaluation was late August. As planning began it became 
apparent that, for a variety of reasons, an August evaluation date 
was ambitious. At a 1 July meeting in Ft. Wayne, IN, between the 
CG, 7th MEB; Deputy CG, MCRDAC and contractor representatives the 
period 16-22 November was decided upon for conducting the 
evaluation. An Initial Planning Conference was held on 20-21 August 
and a Final Planning Conference on 1-2 October. 

II. PREPARATION. The decision by the Officer Scheduling the 
Exercise (OSE) and Officer Conducting the Exercise (OCE) to conduct 
the FDS-1 evaluation at MCAGCC in a field environment required that 
extensive logistical preparations be made to support exercise 
participationse Despite field duty being prescribed, the 
anticipated cost of the evaluation rose. Significant numbers of 
personnel and equipment were deployed from MCB Camp Pendleton and 
MCAS El Taro, to include an offbase displacement of the I MEF TWSEAS 
suite from the Los Flores area at Camp Pendleton to MCAGCC. The 
total number of exercise participants eventually approached 1200. 
Two major exercise nodes were erected at MCAGCC, one in a gymnasium 
facility at Mainside (the Tactical Exercise Control Group) and one 
spread over several kilometers in the Oasis training area (the 
Exercise Force), separated by some six miles. The displacement, the 
field conditions and the separation distances involved all 
contributed to the realism of the CPX play. During the preparation 
period it was decided to conduct the evaluation in three phases: 
Phase I: hardware only, Phase II: hardware and limited radio, Phase 
III: radio and displacement of the GCE. 

III. TRAINING. Individual and collective training in preparation 
for the evaluation was conducted at the MCTSSA compound aboard Camp 
Pendleton from 15 October to 7 November. 263 officer and enlisted 
personnel were trained in one or more subsystems of MTACCS that 
involved 12,764 training manhours. Use of the MCTSSA facility, and 
the trained cadre of communications/computer experts available was 
essential to the success of the FDS-1 evaluation. The lengthy 
training period was required to familiarize Marines with the various 
components of MTACCS. Overall the training sessions were 
successful, giving first individuals and then staffs the minimal 
knowledge necessary to operate the systems being evaluated. Two 
major problems with the contractor-prepared training package were a 
lack of familiarity with standard Marine Corps operational methods 
(spending hours attempting to teach Corporals and Sergeants how to 
draft Operations Orders) and a lack of time to instruct operators 
and supervisors in all' the various facets of the MTACCS software 
programs. Additionally, due to equipment limitations, the first 
time the entire MTACCS suite was wired together was several hours 
prior to the start of collective training; significant training time 
was therefore spent troubleshooting the system during the early 
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stages of collective training. 

IV. PILOT TEST. The pilot test period of the evaluation lasted 
from 16-19 November, and was designed to be an operational check for 
MTACCS in a field environment/configuration. Although a three-day 
CommEx had preceded the pilot test, it was not until all operators 
and supervisors were at their stations in each command node that 
significant problem identification and troubleshooting could begin. 

Several problems were identified during the first two days of 
the pilot test. While communications between the TCOjauxiliary 
stations within each command node was quickly established and 
maintained, connectivity between separate nodes and between the 
exercise force and the TECG could not be maintained with any 
consistency. These connectivity problems were of such a severity as 
to threaten conduct of the evaluation. After many hours of effort 
and numerous technical meetings, it was decided to disconnect the 
MTACCS terminals from all military communications equipment and to 
hardwire all nodes together. Effectively, this created an enormous 
local area network (LAN) out of the entire exercise force. While 
this solution improved communications connectivity to the point 
where the evaluation could begin, it prevented the evaluation from 
proceeding to Phases II and III. Throughout the pilot test and 
subsequent field evaluation, the inability to pass MTACCS digital 
information over current USMC analog communications equipment was 
the most significant shortcoming. 

The remaining two days of the pilot test passed without major 
incident. Scenario operational play was conducted at a relatively 
low, pre-hostilities level to allow operators and supervisors to 
more thoroughly familiarize themselves with MTACCS and its various 
subsystems. 

V. FIELD EVALUATION. The formal field evaluation period was 
scheduled from 20-24 November, with extended operations planned for 
the last day to test system durability. A defensive scenario had 
been selected, to ease the exercise force and the MTACCS into a high 
tempo of operations. This meant that initially the MEB command 
element and the ACE were fully employed in fighting the deep battle, 
while the GCE and the essE were operating at a much lower degree of 
intensity while awaiting the enemy attack. 

An initial finding during the field evaluation was that while 
the centerpiece of MTACCS, TCO, proved in many respects more 
functional and durable in operation than had been predicted, the 
same could not be said for many of the ancillary systems that were 
brought to the evaluation to play off of, and provide information 
to, TCO. While a certain degree of "swivel chair" connectivity had 
been expected, it soon became apparent that several of the ancillary 
systems were only capable of making a marginal contribution. For 
example, the Data Link Simulator Personnel Computer (DLS PC), which 
provided air tracks to the Advanced Tactical Air Command Center 
(ATACC) and Air Situation Display System (ASDS), became manually 
operational for only the last two days of the evaluation. Without 
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the automated OLS PC functional, "swivel chair" connectivity was 
required to evaluate ATACC and ASDS. 

During the evaluation, TCO at the MEB level proved capable for 
a prototype system, and kept watch officers in the MEB core 
situationally aware of the scenario as it progressed. Down time for 
most of the TCO systems at the MEB level was minimal, and despite 
numerous power fluctuations and system "crashes 11 the great majority 
of combat essential information was retained and quickly 
redisplayed. Only one catastrophic information loss, which would 
have taken the MEB CE out of the picture during real operational 
activity, occurred over four days of operation. In this respect TCO 
surpassed the expectations of those personnel evaluating it at the 
MEB CE level. The G-2 section was an exception. The modems for G-2 
TCO suites were incapable of handling the volume of data and 
experienced extensive system "crashes". This resulted in the G-2 
section abandoning TCO and implementing a manual system. 

Other problems with TCO were evident throughout the rest of the 
exercise force. TCO software in its current state of development is 
cumbersome and time consuming, the graphics are inadequate, and 
system durability/reliability does not begin to approach that 
required for an operational system. 

While the field evaluation was continuing, tests were conducted 
nightly to determine if the interface between MTACCS/TCO and USMC 
communications equipment could be effected with enough reliability 
to proceed to Phases II and III of the evaluation. It was concluded 
that successful connectivity was not possible by radio. Due to the 
inability to proceed to Phases II and III the OCE decided to 
terminate the FDS-1 evaluation 24 hours earlier than planned. 

VI. FINDINGS 

A. APPLICABILITY. The applicability of automated systems to 
the various levels of command appears directly proportional to the 
level of command. The automated systems are equipment intensive and 
do not lend themselves well to rapid displacement. Higher 
headquarters are required to move less often and are more likely to 
have the power sources required. Limitations impact most severely 
on the infantry battalions and to a lesser extent the infantry 
regiments, who must remain highly mobile. The ACE and essE, because 
they are normally located at fixed facilities, may not suffer as 
severely at lower level as the GCE. 

B. UTILITY 

1. The utility of MTACCS to the operational FMF commander 
appears to be in three broad, general areas: planning, decision 
making support, and information dissemination. FOS-1 has 
successfully demonstrated the tremendous potential of MTACCS in all 
three of these areas; it remains to be seen whether the plethora of 
problems that were identified can be surmounted. 
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2. MTACCS does not seem to provide much benefit to the 
infantry battalion. Their area of concern is limited to where a 
battalion commander and his staff can maintain situational awareness 
through conventional methods. A comment provided by an infantry 
battalion staff officer: "We'd rather have good, reliable voice 
communications.n To overcome this reluctance to rely on digital 
communications a lighter, more streamlined configuration for MTACCS 
must be developed for use at battalion level. 

3. The infantry regiment will have a greater ability to 
configure the system for its required mobility in such vehicles as 
the AAVC-7 or the LAV C2, and the TCO functionality may provide more 
effective command and control for the regiment. However, the 
configuration used in the FDS-1 evaluation of 9 TCO terminals is 
too bulky for mobility purposes; development of smaller, lighter 
hardware and other similar software efforts could make the system 
more manageable. 

VII. CONCLUSIONS 

A. The FDS-1 evaluation demonstrated that automated digital 
command and control systems have potential to serve as a means to 
expedite and enhance the areas of planning, decisionmaking support 
and information dissemination. 

B. The evolutionary approach of the FDS-1 evaluation, which 
allowed operational end user input into the developmental process 
much earlier than usual, is an innovative step and crucial to the 
continued successful development of MTACCS. 
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MCLLS AFTER ACTION REPORT 

1. All elements of the exercise force provided input to the after 
action items. Duplicate items were condensed and submitted as a 
single item. This enclosure presents those items selected for the 
MCLLS system. 
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·,: __ " iYICLU-; NUMBER: 2110~·-52501 -:~~001.)J), ;:.l_t~•mitted by L:-. 
:"~f~,_,- __ ;:-q/;..."W. CUL ... , 7TH MEB G-J, '?57--/4.:\3, (619lJ68-7483 . 

. c.. ~,EYWORDS: iS"!"" M::::'IRINE "'E:.'3I~~:::v· .. ::.0 Bt'~ 1ST MAR, 3D 8.-. 7--
:•b.:·, ..:D l•lH~J, 7TH MEB, !=<CE, AC::CL...'I~I .. :·rc\1 1 AL•MINISTRRTION, 
~0G'·-~M~~TERS, ASDS (AI~ SIT ~fSP SYSl. ATACC !ADVTACAIPCMCC~N- ... 
~L-::~~-ED SYSTE~S, BSSG, C2, :E. CQMMAND POS~, COMMUNIC~::~NS, 

•:~lMP~--ERS, CONTROL GROUP, CPX, CSSCS !CET SVC SPT CTL SY, DESE~7. 

CEVE~u~MENT, DIGITAL COMMUNIC:~TICNS, DIGITAL SYSTEMS, EXERCISE 
lSSUE, EXFOR <EXERCISE FORCE), FDS-1, FIREFLEX, GCE, HARDWARE, I 
MEF, lAS (INTEL ANALYSIS SYS>, INTELLIGENCE, LAND WARFARE, LFADS 
<LDG FRC ASSET OIST, LOGISTICS, MAGTF, MAGTF II, MAW, MCAGCC, MCAS 
EL TORO, MCB CAMP PENDLETON, MCROAC, MEB, MECHANIZED OPERATIONS, 
i't1IPS (MAR INTEG PERS SYS>, MSEL CMASTER SCN EV LIST>, MTACCS (MAR 
TC;C CC: SYS), OCE (OFF CONDUCTING EXER), OPERATIONS, RADIOS, 
·JOFT\-JARE, SOUTHWEST ASIA, STAFF FUNCTIONS, TCO (TACT CBT C~·s J, 
'FlP..::'·l~NC-l, TRANSMISSION SYSTUYrS, T(.;SEAS, USMC, VHF. 

(~ ~ITLE: SUMMARY - F!EL~ DEVELOP~ENT SYSTEM-1 CFDS-: 

l:_· GENERAL DESCRI~TION: 

~. FDS-1 Evaluation was a command post exercise condLtct~d ~; 

F~F u~:~s in support of CG, MCRDAC. 

b. Purpose of the evaluat1on was to test various ele~ents of 
t11e Mf~CCS currently in development, with eMphasis on TCO, an•j 
?rovldP operat1onal/end user feedback in order to guide further 
dev>::·:•p111ent. 

Officer sctH?duling e,:et'Clse !OSEJ: CG, I MEF. Off1.:-e~, 

-··)~~~~tl~g e~ercise COCE): C3! 7t~ MEB. 

d. Scenar1o play/OPFOR f(rr the CPX was prov1ded by a 
-~cti~~l Exercise Crlntrol Gr0up and TWSEAS, which deployed fro~ 

~cp Ca~? Pendleton in suppor~ of the evaluatton. 

b. DATES: 

a. Training - 15 October t•:O 7 Nove111ber 1991 

b. Dep 1 •)yf!lent 7 to 1.3 N>:•vember 1991 

-::. Employtllent 13 to -:· ·=- N•:-vember 1991 ""· 

d. Redeploy111ent - ·=··::0 "" t>J 26 !'l•JVelllber 1991 

' ' . LOCATION OF OPERATIONE;: 

UNC~ASSIFIED 
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.~. l-'r2-e·;c:.:uat1::'n tr,11nJ~:;;~ W<l:::· rond•.tctec! ;:•rJ~a..-Ily ,Lt :'1'1CS 

::,, ,-,_,. e·,er·c.!.~e ·cJ.m•.llate,~ .~1:'=·'·,~--'t.::e•j _.p-;:.-·a.t~·:.,o:; 1n •-;,:,,,_t;~,.·,'?~"': 

~"0:!~. 

S. If 

~. All pa~·ticipants were l(,~Ate~ at MCAGCC. 

b. Personnel deployed from MCB Ca~p Pendleton and MCAS El 
Toro to participate in the evaluation. 

9. lUI OBJECTIVES: 
were t.:o: 

Specific objectives for the FDS-1 Evaluation 

~- Identify those aspects of the !yste~ concept and des1~" 
th1t: 

(1) Provide i~proved ca~at,1l1ty in perfor~1ng C2. 

12l Prov1de no benefit t~ the c-~~~ander and staff 1n t~e 

~er~or~a~ce of C2. 

!31 Can be enhanced in f~it•Jre ~-rototypes of MTACCS. 

(4) Are not currently present and need to be incorporated 
t<:• 1mpr•:rve C2. 

~. Provide input into the MTACCS system design for the FDS-2 
eval•Jat10n based on the evaluatlon reSIJlts. 

c. Esta~lish standard procedures to be used in future MTACCS 
~~S eYaluations. 

,j, ~valuate reQ~tirements for a ~obile ju~~· command post as 
~-~rt ·)f the Mrqccs FDS-1 evalwat:,)n, 

1~. (U) PHASES: Conduct of exerclse scheduled into three phases: 

a. Phase I: hardwire only 

b. Phase II: hardwire and limited radio 

c. Phase III: radio and displacement of GCE 

~1. (lJl L:MITAT!ONS: 

a. Due to the inability to maintain automated syste~ 
c·)nnect1vity via single-channel r~dio !UHF>, the FDS-1 
eva:uation was li~ited to Phase vice the three progressive 
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MCLLS LO~IG RE~ORT 

:,. :_iqe ';.:, v.;,-J,:dJS devel :,~ . .,;e·1::-c,. ~':,.teo-. _,f the :v!lHC:CS 
-~~:·:~., f Ey~~c~s. and c~~mp~~i~:::~; ~~:-~~:~m~ b~tween ~~~se 

systei'ls ctn·J 

HSC.S, ~ 1- ,- •• 
~ ., - • I 

~·_,' 

r'eceived 
c~mpor.e~t~ of MTACCS. 

ctll <:•f the -.'1 ,:-:~•-'' y s_~stems <IRS, 
thorough eval<J~tt.:n dS functiontng 

12. !U1 MAJOR PARTICIPANTS: 

ct. 7th MEB Co~mand Element. 

0111!F::l2 

b. 1st 
1st MAR, 3d 

Marine Regi111ent 
BN, 7th MAR and 

staff, plus staffs 
1st BN, 11th MAR. 

fro111 the 3d BN, 

c. 3d MAW ACE staff. 

d. Brigade Service Support Groltp 5 staff. 

13. < :.J J COtt1MANDERS COMMENTS: 

i'l. Tne FDS-1 evalLtation de~0~str·at9d that automated ,jlgital 
~(mman·~ and ~ontrol systems have poten~1al to serve as a 
~eans t0 e~~·edite and enhance t~e are~s of lnformatJc•n 
disse~ination, decisionmaking sup~ort and planning. 

b. The apprc•ach of the FDS-I evaluation, which allowed 
0perat1onal user input into the deveJ,)p~ental process much 
earl1er than usual, is an innovative step to t~e develop~ent of 
MTACCS. 

(U) SUBJECT: COMMAND & CONTROL 

( Li \ _l NTEROPERAB I L I TY: NONE 

\Ul l-esson <:!lstributE>d by: MCC:::·C :~Fl. 
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• .,, (:J' "·!:.::'(1.-J:Jrm~:;: HHlt-J ;;::;~J'f"IH:R 11lARFf.H-;>E), ADMir'~~~H~<=J-:lOI'J, AIR 
~E:-:::-,:·2-:·~. !-liR Wl=lRFARE, (-iSlP., CPX., FH 1 ~~rJ~;~l, r-ICJE ~;u~PCJRT, 

li'iTE' ... :...l:3El'lCE, , .. AND WARFAI-<E, L..OGlST!,:~;. r-riC&G (MH;:·PI~lG, CHARTING;. 
O~EF--.C!T ·:- C1NS, ORDNANCE, i"='EFt30NNEL. 

4. lLl riTLE: TCO ENEMY SYt"'BOL GENER~:::;T I ON 

5. CUl OBSERVATION: TCO Ene~y Symbol Generation. 

6. CU) DISCUSSION: The function which allows the construction 
of new enemy units is not flexible enough to allow for the 
construction of units which are not in the preplanned ~enu. The 
~enu for constructing ene~y units is 1dentical to the type of 
·~ne •Jsed f,)r constructing friendly un1ts. M1l1tary ~ap sy~bols 

were cre~ted to allow for instant ltnderstanding of a unit at a 
ql~n~e. The li~itat1o~s imposed by a ~enu n•Jt spec1f1cally 
g<::-:~e·p,:t t·.·war,j enemy syrn~,ols is unacc2c,ta.!::•le. Hn example 1S 

tli•J~~ra~e·~ by an at~~mpt to construct an ~A~2 Surface to A1r 
M1~si:e CSAMl un1t an,j a~ air defe~se artillery un1t. The 
c~1rre~t menu allows only a basic a1r d~fense symbol wh1ch does 
not even s~·ecify between ADA and SAMs. The ability to caveat 
these symbols within the unit editor function exists; however, 
it i~ time consu~ing and still does not allow for a satisfactory 
graphic ~resentation. The ''other'' field, which was provide~ for 
a m1~r~·:c~:le amount of flex4bility d(•es not affect the symbol in 
any w~y when populated. 

7. :~l l.~SSCJN LEARNED: None 

t1. \U! ::~c:CDMMENDED ACTI0:'-1: F1.trtt"18t' ~F'·:":•rning •:•f tt"1e enemy 
~~mt,0-~ menu 1 under the su~·ervision of an exper1enced 
1n~e:l1g2nce analyst, who is CIJrrently holding a fleet billet, 
and Q-eferably familiar with the style of enemy symbol notation 
•JseJ :n Southwest Asid. The ~enu need;- t•J be rev13ed t•l d1splay 
;pec1f~c threat opt1ons and include 1~creased flexibility in 
constru~ting ad hoc symbols. 

9. {Ul COMMENTS: 

(U/ SUBJECT: COMMAND & CONTROL 

( U l 1 NTEROPERAB I L ITY: NONE 

(Ul Lesson distributed by: MCCDC <WFl. 
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!. CUI MCL.LS NUMLER: 
7"TH MI::B. 

UNCLASSIFIED 

MCLLS LONG R~PORT 
1211/11/9 . .:. 

3. CUI ~~YWIJPDS: AiR WARFARE, ROB <AIR ORDER OF BAl"TLEl, C2, Co:~. 
:OMMUN I C(.:j·:· ~- [lt.JS, CDUN-:-ER I NT ELL I GENCE 1 CPl. (COMMAND ::•OST EXE..R) 

1 
EL.: ·',­

(~i.EC~FO~!!S ~~-E!_l, FDS-1, FIIU !Fl_~ !MG INTERP UNIT, GOB !GRN 
OROEF.: Of-- B.-:Yr··!_El, JHS <INTEL ANAl.YS~S SYSJ, IMTNT {_TMAGERY INTf~L:· 

lrlTELLIGENCE, LlAISON, MAFC (MAR ALL-SRC FUSIONl, OPERATIONS, 
RECONNAISS;:lNCE 1 SENSORS, SIGINT (SIGNALS INTEL l. 

4. CUI TITLE: !AS TERMINAL OWNERS 

CU) OBSERVATION: IAS-Ter~inal Owner~. 

6. (Ul DISCUSSION: While the current IAS configuration 
identifies part of the necessary stations, it does not identify 
the actual number of analysts which w1ll require continuous 
access to this type of system. Withl~ the MAFC, the current 
conf1gurat1·)n Oilly allows dccess f0r t~e watch officer, GOB 
analyst, AOB ~nalyst, and callect1ons. T~.e Genser station only 
~ll.~ws ac•:ess for 0ne consoli~ate~ analyst. 

7. ( 0 l ~.ES~-:oN LEARNED: 

9. CUl RECOMMENDED ACTION: Within the MAFC, the number of ports 
must be Pnlarged to include continual acces~ for the watch 
officer, two GOB analysts, two AOB analysts, two collections 
personne:, two CI personnel, one to two SIGINT analy~ts, one to 
two ELlNT analysts, and one to two IMAGERY analysts (More 
IMAGE9Y ~~~l~sts if collocated with t~e FIIU's analysis tea~). 

Withi~ t~:8 CCIC, ther~ should be a st~t1on for the 
.J•:>•tr•n,.\lh~-~.r·l~b.:•o:tk, a RECON liaison, a SIGrNT liaiS•)n 1 a 
collect1on~ lia1son, etc. This would allow the MAFC and COIC to 
more ~·~!·y t~~egr!te their analy~l~ efforts, ~nd •Jltimately 
~e~te~ as~1~t the commander. 

(Ul SUBJECT: COMMAND & CONTROL 

(Ul nHEROPERABILITY: NONE 

(U) L.ess<:•n distributed by: MCCDC (WFl. 
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UNCLASSIFIED 
01/11192 

MCLLS LONG REPORT 

HC/S c -, 
;J--' 

7TH Mf.::?, 

.::. • l ·-
- r, 

~·. ( !,' J 

::::xu\1, ~~~--, ~qRDWqRE, SERVICE PlJEl.IC~~:ON, 

4 • (I_ '"LT_E: CVER~iEARC MESSAGES 

(Ul OBSERVA~!ON: Overheard 
1n a digital environment. 

messages serve no useful purpose 

6. (U) DISCUSSION: The concept of overheard ~essages is a valid 
one, provided you are in a voice environment. ''Hearing'' a 
message over a co~puter syste~ is not beneficial since you must 
deal with those messages that are specifically addressed to you 
first, then read each overheard message. Many of these messages 
have already been readdressed to those terminals that require 
them. I~ add1t1on, several copies of the same message end up in 
this ·~·~e•Je. s~~ce each ttme a terminal •)n your ''net'' sends this 
~ess3~e it is ''Clverheard''. The result lS time wasted read1ng 
re~ur•1ant ~essages th~t are of no re3l use. If the te~p·J of 
~=-~·er;-.t~·=·~ ~ 1n::re<.ses t':. the ~'oint th.:1t y.:.u arE' unat•le t·:· read 
t;he•.oe ,lJP.S'~a;;es, then they are equally un•.\Sdble. 

7. CUl LESSON LEARNED: 

8. ( U) RECOMME"IDED ACT I ON: That a comprehensive SOP be 
devel•Jped, specifically dealing with ~he proper distribution of 
mess~~Ps 0/er TCO; that it be strictly adhered to; and that the 
''overheJr~·· functi0n be eliminated. 

9. (~l CCM~ENTS: 

·~· 3~3JECT: COMMAND & CONTROL 

CUl Le~son dis~ributed by: MCCDC CWF). 
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MCl.LS LONG REPORT 

.~. ' ... '' 
•Jt __ , i. ' ~· ' 

AF~TL;, 1:2 ( C;Jf,iMHI'ID Ht,~D CCr<TROL 1, COI•It<'!UNICHT i:CJ•': ~, 
CPX t~()M!~AND DOS~ EX~R), F~ <FIELD ARTILLERY;, 

~os-~, FI~~ S~1- COC~~IN~~~~~. FIRE SPT ~I~ANN!~iG, ~!RE SUPPIJRT, 
!~-fEL~1GENC~, L~ND ~~RF~RE, MAO~-~ 1~AR q~p SND ~F), ~EB !MRR E~P~D 
BDEJ, OPERAT:ONS, ORDERS/GUiDANCE, SASS CSPTG ARMS SPEC SfAF, 
TARGETING, USMC <US MARINE CORPS>. 

4. (Ul TITLE: FIREFLEX OVERVIEW AND DIFICIENC!ES 

5. CU) OBSERVATION: FIREFLEX was evaluated by both the GCE and 
the MEB CE during FDS-1. It was generally well received in the 
GCE, but has serious limitations which hamper its potential for 
use in a MAGT~ CE. 

E.. (U) DISCUSSION: Dur1ng the Field Develo~·ment System - 1 
(--=-DS-1! e·,.~_;_.J;.tL·:o:-: 1 a ·=-·:•eq::o>:•tlent of -l::he Fl:iEFLEX system, t!·1e F1re 
Support Data Device lFSDDl, was used by the Br1gade Support1ng 
~r~s Spe~1~l ~~aff <SASS). FIREFLEX was d~s1gned to automate 
~r~1!!e1·; ~:-~ Sl:p~·ort ?lan11ing and eK~~lltic•n. It 1s an interim 
solution t•J the requirement for a supporting arms command and 
control system wh1le the Advanced Field Artillery Tact1cal Data 
System CAFATDS) undergoes develop~ent. 

The m1ssion of the MAGTF SASS is to monitor and adv1se the 
Commanding Gen~ral on fire support through•)Ut the MAGTF's AOR. 
As such 1 the BASS does not concern itself w1th the level of 
detail th.tt ~n ~SCC does; it needs the larger picture. 
Targetirtg, ~~~ecially for deep targets, becomes a ~uch h1gher 
prior1ty thar in the GCE. 

T~e F!PEFLEX system evaluated d1d not meet the requirements 
f the SA!3S at th~ MEB level. Deta1l~ are provided below. It 

s~:c·l,ld te h•Jted, however, that the deficiencies noted were not 
be;:a!J~e the ;ystem failed to accomplish what 1t was designed to 
do. The ~IREFLEX system was included for FDS-1 evaluation in a 
staff section and dt a level of comffland where it was not 
de~igned to be. Co~~ents received fro~ the GCE HQ and 
subordinate unit FSCCs indicate that it perfor~ed sufficiently 
well at their level. 

Detailed shortcomings of the fireflex were as follows: 

a. FIREFLEX has an auto-relay funct1on which cannot be 
~odified by the operator. This function passes all fflessages 
received which are from a specific category fro~ the FIREFLEX to 
the Operat1ons TCO. This is unsatisfactory as 1t information 
not needed by the G-3 and it rapidly fills his message q1Jeue, 
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anrl ~l~~er level. 

d. The syste~ can store a ten digit grid but does not allow 
for the insertion of the Grid Zone designator. 

e. The system 15 limited to a 100 1 000 square meter area 
which is fine for Regimental Artillery and below but not for the 
MEB level. 

f. TCO can not send operational graphics tc' FIREFl.EX 
Cboun1jdr1es, etc.). We could talk in free text as a W1)rk around 
~ut 1t wa~ not part1cular!y effect1ve for send1ng graphic type 
~nfl)~mati·)n, F[REFLEX car1 send Fire Support C(·0rd1nat11)n 
~easl·re~ to TCO_ 

g. Tc1 truly serve as a Fire Support Coc•rd1nat1on tc•ol, this 
;;ystem must inc•)rp•;.rate, at a r•nnu'lum, aspects c1f NGF, CAS, u.nrj 
CIFS. The current prc~gra~ is truly effective for artillery 
1)n 1 y. 

h. FIREFLEX needs to capability to mainta1n a ''target card'' 
type file syste~ ~o record BDA and target dlspositi•)n. 

1. T~e MSD graph1cs on the FIREFLEX ter~1nal needs to be 
pr•)Vlded the capability to display a wider area to allow use for 
~~8 coverage, c1r an LSD needs to be provided. 

F1nally, when th1s type ')f syste~ beco~es 1)perat1onall 
~~ wil! begin to rely qLLite heavily on 1t. Its 1nab1l1ty to 
functt•)n properly has greater aff9cts across the board. System 
rel1ab1l1ty need5 to approach 100~. 

7. (U) LESSON LEARNED: 

8. CUI RECOMMENDED ACTION: Targeting/SASS software needs to be 
developed, whether in FIREFLEX, AFATDS, or TCO, which will meet 
MEB level and h1gher requirements. The system should include the 
capability for fighting the deep battle complete with full grid 
information inclLtding Grid Zone designators and ten d1git grids 
as they be required in targeting for some syste~s due to 
accuracy. The capability for Latitude/Longitude conversion 
should be included in the system. 
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1. <Ul MCLLS NUMBER: 
7TH ME8, LTCOL BREEN, 

UNCUlSSIFIED 

MCLL3 LONG REPORT 
1211/11/92 

..:.·. C U J J<EYWORDS: ACE 1 A I R \eJ!-U~f:f-lHE, ASDS '·A I R S L -~- D ~ ';:::· ~3Y3 J , ATnCC 
', CJDVTACA I RCt.,DCENT!...) , C2, CO/'f'IMUN l CA·: I Ot\:S, COMPUTE?S, CCN'fROL 
r<'!EnSURE:;, CPX !COi>~MAND I='OST E:<Eq), FDS-1, FEZ (F:!:G~T~P ENGAGE 
ZOM: ) , MjC:JGTF- ( MI21R A I R mm TF l , MAW C•iAR AI RCF' WING) , MCRDAC, ·"1EB, 
lt!EZ <MSL ENGAGE ZONES>, ORDERS/GUI~ANCE, TIE (TABI_E CF EQUIPMENT), 
USMC <US MARINE CORPS>. 

4. <U> TITLE: AIR SITUATION DISPLAY SYSTEM <ASDS) OVERVIEW 

5. <U> OBSERVATION: Despite numer•:.us proble111s, the ASDS in the 
MEB CDC demonstrated tremendous potential during FDS-l. 

S. (U) DISCUSSION: During FDS-1, the ASDS demonstrated that it 
~as the potential to ~rovide a v1able, real time, e~change of 
infor~ation for the MAGTF Commander and his avia~ion component. 
·-Me syste~ potentially allows the Air Officer to input data f1le 
"•)Verlays" •:•f Aviatl.:-n •)rlente.j battlefield C•)ntr•:.! '~~e-lsures; 

!"i.:..ssile Engagement Zones (MEZ'sl, Mini~Ufll Risk R-:.•.1-:;e<:· lriiR~'sl, 

~arget Area of Infl11en~e ITAI'sl, etc., as well dS GCE ~-~ntro! 

measures such as unit locatJons, Forward Line of Trc·o~s !FLOT>, 
FSCL, etc. The ~e~ging of these two cofflpanents and the ab1lity 
to select and present a wide range of inforfllation allows the 
MAGTF Co~fllander a degree of situational awareness never before 
seen in a non-aviation USMC CDC. As tested during FDS-1, ASDS 
was limited in this ability to the degree that 1t was not 
directly linked to the ATACC except for TADIL-B, the a1r 
picture. With the integrat1on of ,jata file transfer over and 
a~ .. ;.ve TADIL-B, the MAGn::· HQ and ACE will have a rea] t1111e 

@Xchange of the battlefteld situation. 

Although ASDS may not be t~e c~ose~ follow-on for~at f(,r 
~evelopment, there 1s a valid re~UlrGm~nt far the MEB CE t.) have 
a complete a1r picture. An ATACC remote would suffice, provlded 
batt!ef1eld manage~ent overlays coul•1 be 1nput t~ the re~ote 
separate fro~ the ATACC operatJons. ASDS as tested was adeqlLate 
in that it allowed for the MEB to input overlays separate from 
TACC operations. It was inadequate in the function of passing 
data files froffl ATACC to ASDS and vice cersa. There needs to be 
connectivity with ASDS and ATACC to correlate and validate 
overlays. For example, if TACC change~ a MEZ, that 0verlay 
should be capable of being imported to the MEB or all ter~inals 

on the net. At present, there is no connectivity of ASDS for 
the MEB and ATACC except for TADIL-B for the air pictllre. 
Whatever the follow-on system to be developed, two terminals are 
required in the MAGTF COIC. One would be utilized 
administratively to input various and ever changing control 
IT!easures, update <~:'ld input MEZs, FEZs, and engagement areas. 
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Thi ~eC(•nd ter~1nal w0~.:.j b? ut1l1=ed ~o worl~ c~1rrent 

·~:erJ~l•Jns, display an•: ~·~n~t·~~ the atr ptc~•Jre for the CG. 

·1 c::1 L~SSON LE~PN~D: 

8. <Ul f~ECOMMENDED AC~ION: Co~t1nue develop~ent of a syste~ 

With t~e capabilities Jem0nstra~ed by QSCS d•JrLng FDS-1, fo~ 

eva~uat1on as part of =os-~ and eventua: field111g w1t~. MTACCS. 

'3. ( U l COMMENTS: 

CUl SUBJECT: COMMAND & CONTROL 

CUl INTEROPERABILITY: NONE 

(U) Lesson distributed by: MCCDC <WF). 
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<L. ~[:__5 ~UMBER: 

~~E. GrSGT TIMMER, 

UNC:_ASSIF:ED 

MCLLS '_ONG REPORT 

2~!02·-04S?b (~0007J, 

! 

01/11/'32 

sub[llitted 

3. (l_l :~['(WLJRD.S: AMt=·~lB~;JUS SHl._:,~:'[Nt:i, CPX (COMMf-1ND ~-O~T E;(::;:~l, 

:=DS-1, !NlTLLir~E::NCE, !Y!C:KG (MA~·c.,::\jG 1 Ci--'ARTl~Gl, NRVf-1L oJ;.]q,-:-~1:::;-:E, L~9~ 

4. \UJ TITLE: TCO CAPABILITY TO ClSP:_Av DIGITIZED MA~S 

(Ul OBSERVATION: TCO Needs the Capability to Display 
Dig1tized Maps. 

6. IU) DISCUSSION: The TCO capability to display/show d1fferent 
mdp sizes (e.g. 1:25k, 1:50k, 1:100k, etc.) is a go•)d feature. 
This f~ature needs to be expanded to include the capabt:ity to 
display maps up to 1:1M. Even though the TCO has the ca?ability 
to ch.:o.nge map sizes s•:• -~•.t:.c'-<:y, the dr·awback is the ~.Sll ar,.j th'"' 
need t0 change folded ~a~i tn the LSD. With the enhance~ent of 
'::!Jgttlzed terrain., the Cper,;,t.~~:·r·s O""'.:icer or Comm..=..n·je·-- c::-'_t:-J 
i~m~~~tl~ely Qrasp t~e ter~aL~ pe~~:=~~~ive of the sit•J~~-~·:·r and 
-·<:>tte- ~:,,><e tact1cal •::!e-"Cl ::Jor""s. 

' ' . ! U; LESS:JN LEARNED: 

8 • < U) r<EC:OMMENDED ACT I Dr\!: Enhanc2 the TCO with d1g1t1zed maps 
and terrains features, p:•Js th~ capabtlity to view screens on 
t~.e srale of 1:12.5K Cwrban terra1nl to 1:1M (theater oosl. 

g. ( :J l COMMENTS: 

':J l SUBJECT: COMMA!'~D &- CON-:"rtOL 



UNCLASSIFfED 
01/111'32 

MCLLS LONG REPORT 

! . (U) MCLl.S NUMBE~: 2:.':171··9501':1 (001.Z'r08), submitted ty l~iC/S G-·4 
--, , .... 
I :' 1'VIEB, 

!"' ,-, ,-, --~ ' ~ .. " ::! ~1/J.C;3;. 

(UJ I{EYWOPDS: AL!Ti~~'-Hr::O SYST~~lS. BSSf3 <BDE St::RV :-::;p-:- tiRP), CE 
CC:f•i_MAND f.'~EMENTJ, u::·;.:: CCOI'WIAND PC:~~l FXERJ, CS~£S, DEVF:L . .:::PfT1FN-:-, 

~2s-:, L~G:STrCS, M1~G~F !MAR ~tR GND ~F;, ~EB (MAR EX~~J E~~l. 
"'TriCU>, SUf:.•C.·LY, TRf4~.:~;~C~i·;-ATICJN; '.iSMC <US M~RINE:: CCJRV-l;. 

4. <Ul TITLE: CSS TRACKING SYSTEM 

(U) OBSERVATION: A CSS tracking system should be developed 
f •lr FDS-2, 

5. (U) DISCUSSION: TCO and CSSCS have many de~irable 

capabilities. th~ir ori~nt~tion is more towards the BSSG than 
the MAGTF CE. At the MEB level, the focus is more on tL.e theater 
!•)g~stlcal environment l~.~k1ng 30-45 ddys out, Inter~dces w~th 

transportation systems/m~ans ar~ more im~ortant at the ~c :evel. 
A cr3d!e to grave <i.e. ;•!C~ly de~ot t~ IJSerl track:~~ sy3t~m :s 

"1 ""P'= e ·::'. 

"-' ·- u 1 :...t::SSC'~ LEARNE:·: 

3. (L:l ~ECOMMENDED ACT12N: F~r 
~e~elop a CSS/1ogistic tracking 

9. r. U l COMMENTS: 

fut:.1re 
system 

<Ul SUBJECT: CDM~A~l~ ~ CJNTROL 

('' ~ I NTEROPERAB ILl ;y: NO/'~E 

iterations 
for use by 



UNCLASSIFIED 
01/11/92 

MCLLS LUI'JG REPORT 

\Ul MCLLS NUMBEq: 21!7J-9b629 (~~0091, sub~itted by AC/S G-4 
7'1-! :·1E-:B, -, t l 

,__-DS-1 C•:•nd,_\cted ~y ~G 7~H MEB ~n ll/!S/91. 

3. (UJ KEYWORDS: ADMINISTRATION, CPX !COMMAND POST EXERJ, FDS-~. 

:...c:G:STJCS, MEDEVAC <MEDICRL E'JAC), MEDIC;:1L, PERSONNEL, su;::·c·~Y, 

f~;-.'i"'liS. 

4. (UJ TITLE: USE OF TAMMIS WITH TC[) 

5. (Ul OBSERVATION: Use of the Theater Ar~y Medical Manage~ent 
Information Syste~ CTAMMIS) with TCO is not currPntly possible. 

6. <U> DISCUSSION: The interface between TCO and TAMMIS hc1.s nc•t 
been developed. The full capabilities of TAMMIS Must be 
evaluated including Maint Mgmt, Med ~upply, MEDEVAC, etc. 

7. iUl LESSON LEARNED: 

8. (Ul RECOMMENDED ACTION: Develop ~AMMIS interface w1t'·1 TCC. 
;ratn ~edical regulators and MEDLOGCO personnel to use th~ 

sys:em. Develo~· ~edical ~laJ to test the system. 

'.-9. : U) ~OMMENTS: 

(UJ SUBJECT: COMMAND & CONTROL 

(IJ) INTEROPERABILITY: NONE 

(U) Lesson distributed by: ~CCDC <WF). 
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UNCLHSSii=Is:D 
01/11/3? 

~CLLS LONG RJ::PCRT 

, :U, ~LLL.S N~MBER: 

-·. \ ,_. i Lq::·-n-JORDS: ADr:•/C!Jr"1~;U 1-E~~::l. C'2 1 ~:GtoJ:•1A!\:D C4ND CONTI"OL J, 

C.[_t)'!I•1UN :- C1:;--,- IONS 1 FDS-1 , 1 NFOF!:1'HI JON ·"'lf~:~AG·::-:t'r'!EN·r, l..FADS, LDGI s·r rc::;, 
.. ;',;.i_:.:'-.-~E~lf.:l.NC~! t¥1.IMMS (MAR Tl'iT'~t3 "'1AII'iT SJ, '3HSSY tSPT ACT SUP :-3Y'3~, 

S0~ 7WARE, SUPPLY. 

;. tU> TITLE: MIMMS DATA 

5. CU) OBSERVATION: MIMMS data should be incorporated into t~.~ 

Landing Force Asset Distribution System CLFADS> to increase 
logi!tical efficiency. 

6, (U) DISCUSSION: A key ele~ent of a Co~~ander's infor~at1on 

t; the readiness of his equipment. MIMMS AND LFADS CSASSY) are 
~ot ~~tually exclusive entities. They share virtually the sa~1e 

:nf•lrm~tion and should st1are ~t.e same databas~. By addtng a 
~:YMS n:('dule 1nto LFADS, ty:•es and fun~tions of data shcu~d be 

''I, u. !_ESSCN LEARNED: 

B. (UJ RECOMMENDED ACTION: 
CPCl should be a ~odule of 
~a~.agement system. 

':! • I U J COI'lMENTS: 

In future MTACCS develop~ent, MIMMS 
!_FADS vice a stand alone ~ainten~nce 

\ __ r l SUBJ:::CT: COMMAND & C:C_tf\:'T>=\C1L 

: U l I.t-.ITEROPERAB I L I TY: I'HJ!'-lE 

(Ul ~esson distributed c·y: MCCDC tWFJ. 
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UNCLHSSIFtED 
IZ!l/1:!.;:!2 

NCLLS LONG REPORT 

1. 
7TH 

(~J ~CLLS ~UMBER: 

l'r1EP, ) 
2117C.'-C:' 1t 1E·3 subm1tted ~~ RC/5 S-4 

3. \ U -~ !-,t:Y;,..J\]1-mS: ADP/COMPUTERS, SSS!J ( BDE SEI~V SlY!"' GRP!, C2 
(:_:·::.;t'!,~1AND .!--lND CONTRULJ, CE <CCJMMnND ~-LE:.ME-:~N·:·l, CUMMUN:CATIDNS, 
:.~U~r,lUI~i L GtT liJI'lS EQUIP, Ci='X ( COI'<I1"1AND ;:·cs·:- EXER l, DEtJELlJPMEi'H, ~·ns-- ~, 

:...i~1r,~r_1WARE j I NFOR,"i~H I ON "1ANAGEr11EN1 , :... ;:eN 1 LOCAL AREA NETWORg J , 
LOG~T-:CS, M(m:·F <MAR AIR GND Ti="), ifl<:::8 (t'r1AR EXPED BDEl, MODF:':trl, :c·_:, 
T;(~1NSf'1ISSION SYSTEM, USMC <US MAfdNE CORPS). 

4. (U) TITLE• COMBAT SERVICE SUPPORT OVERLAYS 

5. (U) OBSERVATION: Co~bat Serv1ce Support ov~rlays could not 
be transmitted between command nodes during FDS-1. 

S. (I_;) DISCUSSION: Th~ capabil1ty c•f TCO to develop comt•at 
~erv~ce support overlays is a necessar1 requirement for 
lJgist1cs command and control. Dur1~g the FDS-1 field 
evaluatton the BSSG was able t0 d~velo~ a CSS overlay. 
Tr~n~~1ssion 0f the CSS overlay t0 t~e MEB Logist1cs Operat1on~ 
c~~tBr ILOCl was attempted but ursuccessful. However, the G-2 
~~d 3-3 were able to provid~ frler,.j}y and enemy sitL1at1on 
o•;er:dys to the G-4 over the TCO loca: area network !LAN). The 
BSSG was transmitting the CSS overlay through a ~ode~ to the 
~DC. ~h~ large file size necessary fo)r developing a CSS overlay 
was not effectively trans~itted ove~ ~odem. 

7. (U) LESSON LEARNED: 

2. : U: F~ECDt~I'1ENDED ACT ION: For log1st1CS co~~and and control, 
tr3~3Mi-ision of large data files and graphics is a requirement. 
increas~d ~ode~ perfor~ance or inclusion of the CSS ele~ent on 
~~e same ~AN as the MEB G-4 is req~ired to ensure timely 
t··a~s~1ssion and handling of log1St1cs information. 

S • : iJ) C.J/1-lMEN..,...S: 

(Ul SUBJECT: COMMAND & CONTROL 

(U) INTEROPERABILITY: NONE 

<U> Lesson distributed by: MCCDC <WFl. 
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_. ( '...1 1 f',E:--rWORDS: HDP /COMPUTER';, C,2 ; C0fi"11'1HND Ai\iD CONTF\0!_; , 
C:Ji~d'<l\..INlCHTlONS, C~·X (COMMAND PCST E>:::c•:, !="DS·-1, ;-J~'rRD!.JAf~E, 

LOGISTICS, SUPPLY. 

(lJ:I TIT!...E: 

5. CUJ OBSERVATION: Data Informati,,n Back-up and 
Uninterruptible Power 

6. CUJ DISCUSSION: loss of data fro~ power outage and TCO 
system lock-ups were routine occurrences during FDS-1. TCO does 
not have an automatic back-up capibllity to save current work in 
th~ event of power flux or system eras~. Additionally, TCO w1l! 
a~~t(••~at1cally delete messages 1f t~ey are not read promptly. 
M,,st commercial programs on the mar~et provide automated back-up 
of al! ,jata in t~1e event ~f a pc,we~ c~~:tage or system crash. 
c,Jrth~r, a tactical command ind C)ntr·)l system Sh•)IJld never 
.jple~~e l.""lf•:>rmc:~ti•:.n Wl t~•<:•ut the de: l[•"'r,,te 1n'::ent by an •:.perat.:.r-
• ,, ,.:;,_ •o.:•. Fr(•,'1'J .-~ hardware ~·>.:ors~'fc'C';l·"'e, ur1interr•.1pt1ble ~·,:O~>-•er 

s~~·~lies or emergency battery bach-t:p to cover unforeseen loss 
of P•)Wer would have been a sign1ficant enhancefflent to the 
syste~. 

7. (IJ) LESSON LEARNED: 

8. (U) RECOMMENDED ACTION: FL1ture c~mmand and control syste~s 

jh')~tld be des1gned with auto-save ~r·ogramming features and 
Gr·:~t~rrllptable power supplies or e~~rgency battery back-up. 

'J. ( U) COMI"t1ENTS: 

! ;_• _I SUBJECT: COMMAND & CONTROL 

IU! INTEROPERABILITY: NONE 

'Ul Lesson distributed by: MCCDC !WF>. 
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_,, (IJ) hf.:: 1 WJJFWS: 7TH MEB (7TH MHit Ei SJ£: ~4·,_=:i]_U(.::3l"tll]I'-J, 

0:!./lli'-:7.:: 

HDPIC.:OI't1PUTE:.RS, AUTmiATf:D S'"S"TE:MS, C.-. '· ::::.r1r.-o.:.:·JD :.:lf"'D CONTFIOL l CE: 
1CfJMI•1HND t-:t_f:::l'r1EI'..T) ~ COMMUNlCATIIJNS, C"=·:( ~:Cr~r~::.-lf\iD POST EXf:-:R) CS~C::~. 

DEl..'[._ ~~PME·_~,fi, ::c;u I ~·tt!Et·.r~·, FDS-1 , Hf:'•RLl·JH"-_:::, I :JFDRI't1RT! ON t"'HN~\GEME!'.JT, 

u::~D~3, :_()!3 I :-;TICS, MAGTF (MAR A I R Gt·J[ ''-,: , i,~B (MAR EXPED BDE l , 
MlLOC:oS(Mf:.lh INTEG LOG SYSJ, MTACCS, NETWOFWS, SOFTWARE, TRAINING, 
TRANSMISSION SYSTEMS, USMC <US MARII'JE CORPS>. 

4. (U) TITLE• AUTOMATION OF THE LOGISTICS OPERATION CENTER 

5. (IJ) OBSERVATION: Automation of the Logistics Operations 
Center-

6. I~! D!SCUSSION: From experience ga1ned 1n SWA, a local area 
netw0r~ ll_AN> with work stations f•)r a:: logistic commodity 
are~s was a necessary requireme~t. -0r t~e FDS-1 evaluation t~,2 

ME3 G-q hdd only one TCO terminal ~0r p:·cce~s1ng of all messd~e 

tra~~:=, JOUrnal ke8ping. creating 0~2~:ays, ~nd processing 
re~,·r~s-re~uests. ~a·;1ng only one~·::~ ~~rm:nal in t~e LOC f0r 
al: 1nfo~~ation to be fur.neled t~rough was 1neff1c1ent and would 
no~ have been effective operat1on1lly. Many fiJnctions ln the 
LOC, such as journal keeping, status b0ard update on equip~ent 
and shtpp-ing, and plotting on map cverlays were done Manually 
because a single TCO terminal was l'n~~·e to handle the work 
load. FDS-1 only evaluated three Qf ~we:ve MILOGS co~ponent 

syst?m ;'rograms under development t•) a~to~ate logistic functions 
f,)r tl1e M~rine Corps. With this 1r ,P ·1~, FDS-1 automation of 
tt:e 1~~Jst1cs o~·erat1ons center wa~ ~ar fr0m :~hat 1s envisioned 

The evaluation ~as foc~sed on tactical 
0~er·a~1~n: cc~mand a~·j co~trol and ~~e~ted !c•QIStl~s aut(•maticn 
,1.; "" ''~'t8rth(•'Jqht. P·o all l•:>glstc:_:; :·:·'''ll>t:''~tty areas were n-:,:: 
=~ ~··e ·=o ~et ~,,r FDS-1, as was t~~ ~-~·-~~:j J~ SWA, we ap~e~r 

t•) hav~ tak~n a step backward; ·~ a~~,~~~:;·)~ and analysis •)f 
:n~o~~a~lon fJc,w requi~ements f0r c0~~and a~J c'~0trol of 

7. (LJ) LESSON LEARNED: 

8. (Ul RECOMMENDED ACTION: Establ1s~ a separate concept 
devel,:c~ent program, perhaps under the cognizance of the Marine 
Cor?~ techbase, to focus specifically ~~ logistics auto~ation 
fer •:0mr1a~d and control. A separate advan~ed technology 
de~el~~~~:1t (ATDl prograffl and demo~~tr~tion could easily be 
.just1flod dhd would provide the pr.~per veh1cle for definition of 
conce~t and requirements for automat10n of logistics co~~and and 
con~ro_. Addlti•)nally, such as A~=~ dld reduce acquisition 
~o-:~--~ ~ f(.r imn1at1Jre software ~·~=~uc~- w1th cla1~ to logistics 
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1. (Ul MC:LLS NUMBER: 
7TH MEB. < ) 

~. 

UNCLASSIFIED 
01/11/'32 

MCLLS LONG REPORT 

3. ( U) KEYWORDS: ADP/CDr>1PU~·ERS, COMMUNI CAT IONS, COMM\JN ICAT IONS 
EQU!~, CPX <COMMAND ~OST EXER>, CSI CCMD SYS INCDRP), FDS-1, 
HARDWARE, INTEROPERAB I L I TV, MCRDAC, 1"10lJEM, RAD IDS, SOFTWARE, 
T~ANSMISSION SYSTEMS, USMC <US f•1{1RINE CORPS), VHF <VERY HIGH FREG'J. 

4. (Ul TITLE: TCO TEST USING WIRE AND RADIO PATHS 

5. <Ul OBSERVATION: Tactical Co~bat Operations (TCOJ tests 
using wire and radio paths 

6. (U) DISCUSSION: The FDS-1 Evaluation was to be conducted in 
three phases. Phase I had the MSE CPs in relatively close 
proxi~ity (within 1 KM of ea~h other). All TCO co~~unications 
paths were wire. Phase II was to be a deliberate, systemat1c 
transition fro~ wire to single channel radio (VHF onlyl. 
L:,~ations of the MSE CPs were not to change. Phase !II wo.Jld 
highlight an ad~inistrati~e dls~·lacp~e~t of the RCT CP. T~e 

purpose of this move was t'l provide a more realistic dlsta~ce 
t.etween CPs for the evaluat1on 1n order to more ful!y test t~e 

communic~tions system. Communications during Phase rrr W1)1Jld 
re~ain single channel radio. 

During the initial part of Phase I, it was evident that the 
~onfiguration of AN/GRA-39 remotes and the use of a Co~mand 
SysteR Incorporated <CSJ) Y ~able was not successful in linking 
si~ulated radio nets by w1re lines. Once the Y cables and 
AN/GRA-39Bs were re~oved from the configuration, the TCOs 
communicated. This conf1g~ration dtd not allow voice 
communications over t~e Sl~ulated radio net. 

A test was conducted to eval11at~ various TCO wire and radio 
configurations. MCRDAC, MC 7 SSP, CSI and the FMF vlewed t~~ 

te ~t. 
1. The f1rst test conf1gurat1on was TC~, 

~icrocomputer Tact1cal Comm1Jnications Modem (MTCMJ and 
~N/GRP-39Bs (the MTCM and AN/GRA-39Bs wer~ intercon~actet with a 
Y cable fabricated by CSIJ. Although voice connectivity was 
established, the TCOs could not trans~it and receive data 
111essages. 

2. The second test ~onfiguration was TCO, MTCM and 
AN/GRA-39Bs spli~ed into tMe binding posts of the MTCMs. 
AN/H-250 handset was connected directly into the AN/GRA-398s 
re~ote. This configuration was successful in passing TCO data 
and voice ~essages, 

3. The third test configuration was TCO, MTCM a~d 

AN/GRA-39Bs over single channel radio (UHF> using the fabricated 
Y cable. This configuratjon proved unreliable for data 
com~unications a~ong TCO terminals. 

Several possibllit1es were addressed as to why the s1ngle 
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~') be a pGlnt-to-point co~~u~:~1t1ons software Cvi~e m'~lti-

2ointl, t!~e desJ~n~d of t~e ~~~~1 ~~2·~ Y catle 1~ s•J~p~ct, ~· 

the Ll';.< ~~~.;te•J f~i'u~:··,:;C-17 ;.)._,; .--,,_,,;·~, ~-rtm,;trLly ,:J,_~'>-Lgned •: 
dat .. t tr·et<'f:c. Of note 1 ,,:J ~-.~ ~1f-! 1 G:·:-4-3'Jb m-:odlflcatlo:•n:- ;-;;;;,·-e 

checked an•j the AN/PRC-77 spGCl~l~attons were bench tes~a~ ~~ 

the f1eld by Ninth Commun1ca~~~~s Fetttalian i~med1atelv G~-~r 

t·:• t1·1e tC?·5t. 

7. CU) LESSON LEARNED: 

8. CU> RECOMMENDED ACTION: That realistic co~~unications 
interoperability testing be conducted prior to FDS-2. 

9. (Ul COMMENTS: 

<Ul SUBJECT: COMMAND I CONTROL 

<LJ) INTERDPERABILITY: NmJE 
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j CUJ MCLLS NUMBER: 21172-70344 100015l, submitted by AC.'S G-G 
FH M[-:8, ( 

cU) KEYWORDS: ADP/COMPU"iERS, CCJMMUNICATIONS 1 COMMUNICATIONS 
ED~IP, CPX (COMMAND POST EXERl, F~S-1, HARDWARE, INTEROPERABIL!TY, 
i"l· .. DEM, Rt-=IDIOS, TRANSMISSION SYSTE1"'1S, USMC CUS MAf,INE CORPS). 

4. CUl TITLE: TACTICAL MODEM OPS DURING FDS-1 

5. (U) OBSERVATION: Tactical Modem Operations During FDS-1 

6. (U) DISCUSSION: FDS-1 evaluations used the MCTM to trans~it 
data at a 1200 Baud rate over Marine Corps Tactical Radio 
Syste~s unsuccessfully. The pri~ary cause of failure was 
suspected to be the MCTM and the AN/GRA-39 Radio Control Unit. 
The MCTM is an unshielded unit and constantly picked up 
superfluous e~anation• from radio and wire equipment. The 1200 
Baud rate of transfer was slower than any field equip~ent was 
~~31gned to pass and should have processed easily. The pr1mary 
nOt.,ji.:• equipment used <AN/PRC-77) readily :•asses digital s1g~als 

c~ 8 ~r 15 KBS when connected t•) the TSEC/KY-57. An 
i·.~e~operability test would possibly cure two proble!lls at nr2 
ttme by creating a known good and an •)perationally tested system 
for the passing of data and creating a secure path for the 
transm1ssion. In the Digital Data Mode the TSEC/KY-57 would 
poll the TCO with its own Digital Data Clock and push the data 
,:,ut at the selecte•j rate. The use ,,f the HYX-57/TSEC to replace 
the AN/GRA-39 would provide a digital interface and a remote 
~~pability. If this equipment config,Jration proves successful in 
~asstng secure data traffic, 1t !llttst be recognized that the FMF 
~~lds only limited quantit1es of the HYX-57/TSEC. 

1. (U) LESSON LEARNED: 

3. (Ul RECOMMENDED ACTION: That an interoperability test be 
~0nducted with the TSEC/KY-57 and ~YX-57/TSEC in place of the 
~c··~ and the AN/GRA-39. 

·3. < U J COMMENTS: 

(Ul SUBJECT: COMMAND & CONTROL 

(Ul INTEROPERAB!L!TY: NONE 

IUl Lesson distributed by: MCCDC IWFl. 
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!. i,UJ :fl[l_:._S 01UMBER: 21172-i"20E.:i. CZli.:iiZ'1£J, :.•.tbmitted by AC/S C3--;:: 

7!1--' MEG, -, < l 

~ ( U \ Wi=:YY.JORI':~: ADP/CO!'rlj.:•IJTEI·~S, C~ C COMMAND AND CONTROL J, CU~·1i":'.:: :1 

CCCMM EXERC!dE), COMMUNICATIONS, CPX <COMMAND POST EXERl, EXERCISE 
l SSU~~, f:CS-1 , R.YD I OS, SOFTWARE, s-~AF~-=- FUNCTIONS, TRANSMISSION 
svs··-Ut!':.;. 

4. <Ul TITLE: FDS-1 COMMEX 

5. CU> OBSERVATION: FDS-1 Co111111•Jnications Exercise <COMMEX> 

6. CUl DISCUSSION: Early in the planning for FDS-1 it was 
recognized that a COMMEX was essential for the overall success 
of the exercis~. The COMMEX was executed in two phases. Phase 
one verified all wire paths and phase two verified the radio 
paths. While the CDMMEX was a success in the traditional sens~, 

1t failed by not providing a means to evaluate the capabilitles 
a~~ l tmitations of the ter~inal eqltlp~ent and application 
i•)~twdre. A Data Exercise IDATAEX) 1m1~ediately following a 
C~~MEX ~ould have operationa!!y checked complete systems Ylce 
-~rly the CJ)mJqunications path, A DATAEX will require that al: 
(~eJ,ators (non-communicators) use the MTRCCS system. 

7. (U) LESSON LEARNED: 

8. (Ul RECOMMENDED ACTION: That during FDS-2 a DATAEX be· 
conducted immediately following a COMMEX. 

9. (Ul COMMENTS: 

( U) SUBJECT: COMMAND & COI'JTI~OL 

(Ul ~NTEROPERABILITY: NONE 

'' '' 
' ·~ I 

l.esson distributed by: MCCDC CWF>. 
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' ,,_1! !Y1Ci...L_:_; NLi"1BE.:R: ,=.1;7.:.·-f~d:'.)'l ·::.:::'~'017), s•.lb1111tted by A~~/S G-E 
-, ,_ :--:::-: ~~ 

~. ~~ '~E'fW~~DS: CPX <COMMAND ~OS~ ~\ERl, FDS-1, INTEROPERABILI~Y. 

JCS lJC:NT Ci~IEFS OF STFl, UNITED ST~-ES. 

4. i :_! •· T I -:Lt::: CAPABILITY TO GENC::RAT~ USMTF frlESSAGES 

5. (Ul OBSERVATION: TCO RPquires the Capability to Generate 
USMTF Messages 

6. (U) DISCUSSION: To enhance joint interoperability, JCS has 
mandated the use of United States Message Text Formatted 
Messages CUSMTF>. TCO did not give the user the capability to 
create USMTF me~sages. This is a require~ent for the future 
TCO. 

7. CUI LESSON LEARNED: 

8. lJl SECOMMENDED ACTION: That ~CC give the user the 
ca;Jbii:ty to ~reate USMTF messdge;. 

3 . ( :J ' COI1MENTS: 

(Ul SUBJECT: COMMAND & CONTROL 

(Ul JNTEROPERABJLJTY: NONE 

CUJ Lesson distributed by: MCCDC (WFJ. 
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1. (L.J; il'fCLL.S NUMBER: C'1172-17QI25 <'ll!l:0JSJ, sublllltted by AC/S G--C 
7T'-! !'<1[:":5, ( 

3. ( u! '',EYI~JORDs: ADP/COJ'tlPUTERS, c.~ ( :=~~.1,"'!HND AND coNTROL 1, 
CD!'>'il'lUNICf':j-,·rcJNS, CPX (COMMAND POST EXt_f"<) 1 F-"DS-1, SOFTWARE. 

4. ( U l TITLE: SEPARATION OF TCO CL-:: HND C0)'t1M MANAGEMENT MODULES 

5. (Ul OBSERVATION: Need For Separatlon of TCD C2 and Co~m 
Manage~ent Modules 

6. (U) DISCUSSION: So~e TCO work stations were e~placed only to 
provide comM connectivity rather than for use as C2 nodes. If 
TCO had been divided into separate modules for C2 information 
processing and co~N ~anage~ent, this could have been avoided. 
The coNrn manageMent ~odule could also be changed to interface 
with other systeAs without having to change the C2 module. 

7. !U> LESSON LEARNED: 

8. C~l RECOMMENDED ACTION: That ~T~C2S be composed of 
f1Jnct1onal modules, enabling ''swap--o:Jt'' style software 1Jpgrades 
and mod1fications. 

9. <U) COMMENTS: 

<U) SUBJECT: COMMAND & CONTROL 

<U) INTEROPERAB [ L ITY: NONE 

CUI l~sson distributed by: MCCDC <WFl. 
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1. tUl MCLLS NUMBER: 21173-23225 ~~~~19) 1 submitted by AC/S G·-·6 
7TH )'rlt::f., ( l 

3. (UI ;;;EYWOfWS: HIS CAUTOfT1ATED It';FO SYSl 1 Ci.:: !C0t1MAND AND 
CONTROL), COIC (CBT OPS INTL CTRl, CPX (COMMAND ~'05,- EXER>, FDE.-··1. 

4. CUI TITLE: ENCRYPTION/SECURITY 1~ TCO AND RELATED ~IS 1 S 

5. CUl OBSERVATION: Encryption/Security In TCO and Rel~ted AISs 
was not addressed in FDS-1. 

6. (U) DISCUSSION: Users (•f TCO could M•t pass data with a 
classification level or access beyond that of any other user on 
the LAN, because ~11 ~essages to and from that LAN were 
available to all users through the OVERHEARD function. 

7. CUl LESSON LEARNED: 

8. CU) RECOMMENDED ACTION: That MTACCS include ''filters'' for 
data classification and access so that only addressees receive 
~essa~2s clas•if1ed above UNCLAS, or that the entire core LAN 
and al: 1ts users be raised to the TS level, 

9. (Ul COMMENTS: 

CUl SUBJECT: COMMAND & CONTROL 

CUl INTEROPERABILITY: NONE 

CUl Lesson distributed by; MCCDC !WFl. 
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1. (~l MCLL~l NUMBER: 
7TH MEB, ( l 

21173-37727 l00020l, subm1tted t•y AC/S G--~ 

2. <Ll C~X FDS-1 conducted by CG 7·rH MEP ~n !1/15/91. 

3. ( U) f',EYWO~WS: ADP/COMPUTERS, CO~MUI\1 TCA: I OI\IS, CPX (COMMAND POS: 
EXER > , FDS-·1, SOFTWARE. 

4. (!Jl T(TLE: FREQUENT TCO SOFTWARE "CRASHES" 

5. CUJ OBSERVATION: Frequent TCO Software ''Crashes'' 

6. (U) DISCUSSION: Users of TCO experienced unexplained 
''crashes'' s~v~ral ti~es per day on the average. The work in 
progress disappeared and the log-on screen appeared, so that the 
user had to log on and configure his work station as if he had 
just turned it on. The only com~on factors appeared to be: the 
crashes took place when the work station experienced a high 
volu~e of input activity, either inco~ing messages or operator 
actions; or the workstations crashed when the operator sent a 
message and t~en tried to perform another function before 
rec~iving acknowledgments from all addressees. 

7. ( U} LESSON LEARNED: 

B. CU> RECOMMENDED ACTION: That MTACCS generate diagnostic 
~essages telling users when software proble~s occur and, if 
possible, warning the~ before the syste~ locks up and needs to 
be reinitialized; and that MTACCS be a true ~ulti-tasking syste~ 
allowing operators to perfor~ other tasks while ~essages are 
being trans~itted. 

9. ( U) C:OMMENTS: 

(IJ) SUBJECT: COMMAND & CONTROL 

(U) INTEROPERABILITY: NONE 

(Ul l_esson distributed by: MCCDC <WFl. 
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21173-75(~15 :00021) 1 s~t:'llll tted by f..lC/5 G-2 

3. IUJ KEYWORDS: 3D MAW !MAR ACT WINGl, ACE IAVN COMBAT ELM), 
ADP/COMPUTERS 1 AIR WARFARE, ATACC, C2 CCOMMPND AND C:ONTROLJ, 
C.OMI'>"1UNICATION~3, COMPUTERS, CPX !COMMAND f~OST EXE,~J 1 FDS-~., 

OPERATIONS, lACC CTAC AIR CNTL CTRl. 

4. (U) TITLE: ATACC OVERVIEW AND RELATIONSHIP WITHIN MTACCS 

5. <U> OBSERVATION: The ATACC de~onstrated great potential 
during FDS-1, but very little ability to interface with TCO. 
Tt1is proble~ must be corrected prior to FDS-2. 

6. (U) DISCUSSION: The Advanced Tactical Air CoM~and Central 
IATACC) is designed to provide the Marine Tactical Air Co~mander 
CTAC) a compact mobile, advance version of the Tact1cal Air 
Command Cent~r CTACCJ. The ATACC provides the TAC with an 
11pgraded ~~pab1lity for planning, d1rect1ng, and coordinating 
all MAGTF a1r operations in a tactic~l environment. It also 
provide·:; the TAC with the means t•) organize, direct, anrj 
coordinate or~anic ~viation ele~ents wit~ those of oth~r 
services. Automated exchange of tactical 1nformat1on, a shared 
data base, and a co~puter generated Air Tasking Order CATO) are 
the key differences between the ATACC and the existing TACC. 
Both the ~dans and the operations staff of the ATACC have access 
to a data base containing information received auto~atically 
fro~ TADIL-A, TADIL-B, NATO link-1, AUTODIN, and MTS 
co~munication3 networks. 

The proble~ within FDS-1 was that the ATACC was not able to 
generate the ATO and disseminate it via MTS or AUTODIN to 
subs1diary ACE command elements (including the MAGs or squadrons 
and the DASCl and the MEB COC. The ATACC workstation provides 
extens1ve m~~p1ng and overlay creat1on ana d1splay capab1lities, 
but lacks the ~eans to share these overlays with the h1gher HQ, 
which was utilizing TCO and ASDS. As is the case w1th many of 
the ancillary syste~s provided for evaluation as part of FDS-1, 
more than a ''swivel chair'' interface is required between TCO and 
the ATACC. Many reports received on TCO will be ~anually 
entered into ATACC and vice versa. 

Additionall-y, a disturbing pattern developed as the 
operation began to apeed up: the ~ore infor~ation that was 
displayed on the screen, the slower the ATACC syste~ got. With 
t~1e slowing down, even the ~ost basic functions took a lot 
longer than they should have. Two syste~s are working fro~ one 
database, which ~ay have slowed the ATACC systeA down. It is 
our concern that as we load other systems to use the co~mon 
database, that things will get even slower. 
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? . ( U) !_ES-SON L~~iR~-Jt::D: 

a. If all MTACCS sys~e~s have MTS capa~ll1tv, use tnat for 
TCO. 

b. Construct RTACC software so that mult1;•le systems can usa 
the same softwdre with mini~~l degrddation to processing time. 

9. (Ul COMMENTS: 

(Ul SUBJECT: COMMAND & CONTROL 

(U) INTEROPERAB!LITY: NONE 

(U) Lesson •jistrib1.1ted by: MCCDC (l.JF), 
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1. lUI i"1Ll.LS NUMBER: 2~1".'3-7862 1+ (il•01Zl22l, S'.lt•fllltte•j by 3D M~IW, 

13-3, M~: DONNELLY, l 

~ ( u) 

E::XE i\ l , 
I~EYWORDS: 

~DS-1, lAS 
ADP/CGr"'PL:TERS, COM!'r1UNICAT IClNS, CPX <COMMAND 
<I NTE_ l=lNAL YS IS SYS _\ , SOFJl.J(4RE, UNIX, 

4, (Ul TITLE: ir-:lS SYSTEMS 

5, CU> OBSERVATION: IAS Syste~ uses ''UNIX'' 0/S, which is too 
fragile for FMF field use. 

POST 

6. CU> DISCUSSION: As fielded, the !AS is a fragile UNIX based 
system. It is extre~ely sensitive/susceptible to power surges 
and outages. The software, when interrupted, ''eats itself'' and 
then requires on inordinate a~ount of ti~e to repair or reboot. 
This weakness ~akes the syste~ useless in the field as it is 
incompatible with field power generation systems. 

7 (Ul LESSON LEARNED: 

8. (Ul RECOMMENDED ACTION: Obtain either a stable power 
generati•ln system or seek an alternative ''lAS type'' program 
based on a language other than UNIX. Other options rnay be for 
Crane to ''ruggedize'' their software to decrease downtime, 
possibly ~ake boot up procedures faster, add a self contained 
(battery powered) memory that will aid in this process. Power 
g@neration in the field will always be subject to fluctuations. 

9. CU l COMMENTS: 

(U) SUBJECT: COMMAND & CONTROL 

CUl IN;EROPERABILITY: NONE 

CUI lesson distributed by: MCCDC <WF). 
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1. (l.Jl MCL.:..S NL.:t>1BER: 21173-93723 C01Zl023l, sut,,1lltted by 3D Mf-!W, 
CJ -2, !'rlACG·-38. ··• \ 

..:.... :!_! C~·:r: FDS-1 c:.nd:.ic"'::e•:: bv ·::s 7TH ~'1EE: on 1l/1Si9: . 

.:. • ( L.; l f<EYl.JORDS: A I R WI-1Rf=."ARE, C:::" C COMi"'lAND AND CONTROL) , CAS C CLCSE 
AIR SPTJ, COMML!NICATIONS, CPX <COMMAND POST EXERl, DASC CDIR AIR 
~-3PT CTRl, EDUlPi"'1Ei'JT, FDS-l, FIRE SUPPORT, HMMWV <HI MDB MP WL VEl-~;, 
!..AND WARFARE, LCJG!~;-:rcs, MACCS CMAR ~liR CE: SYSi, I"'ACG--38, MAGTF 
CMAR A[R GND TFl, 1'1'1£8 CMAR EXPED BDEl, OPERATIONS, TENT, 
TRANSPORTATION, USMC CUS MARINE CORPS>, VEHICULAR. 

4. (Ul TITLE: IDASC S-25~ SHELTERS 

5. (Ul OBSERVATION: IDASC S-250 Shelters shows ~uch pro~ise but 
needs continued develop~ent. 

6. CUl DISCUSSION: The downsized IDASC for the FDS-1 evaluation 
used a c<•nfigl.Lrati•)n •)f two S-250 shelters in Hi"'lMWVs connected 
by a DRASH 3T shelter. The S-250 shelters were constructed at 
NAVELEX Vallejo and contained Communications Contr0l Pan~ls from 
the original IDASC (TSQ-155) project. The S-250s nave ample 
r'lom for four O?erators and are preferable to the homemade HMMWV 
~ackages curre~tl; ~e1ng con£tructed by individLLal un1ts out of 
locally procured parts. Some ~odifications need to be made 
after consulting with all three MASS and huMan factors 
engineering experts. However, the S-250 downsized IDASC shelter 
was one of the best ite~s to co~e out of FDS-1. 

7. (Ul LESSON LEARNED: 

8. IU) RECOMMENDED ACTION: Continue to develop the S-250 
shelters for use by the DASC during MEB level exercises. Two of 
tt1ese shelters, back to back, connected by a s~all DRASH shelter 
woul~ give the DASC a vastly improved working environ~ent over 
w~at 1t uses now Cl.e., the UYQ-3A or CP tents and AN/GRA-3'3 
r•emote 'Jnitsl. However, the UYQ-3A needs to be 
reta1ned in the 1nventory for A1rborne DASC ap~·lications. 

9. (Ul COMMENTS: 

(Ul SUBJECT: COMMAND & CONTROL 

(Ul !NTEROPERABILITY: NONE 

IUl Lesson distributed by: MCCDC CWF>. 
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C0l MCLLS NUMBER: 21173-99002 (000241, subm1tted by ~~ ~AW, 
13·- 3, I"!ACG-38, 

~. (~) CPX FDS-1 c~n~~~c~ed ~y CG 7 ~H ~EB c'n 11/15.'9: . 

. ,j. ( U l f',EYWORDS; ADP ICC!'lPUT[.::RS, A 1 R WARFARE, C,:: ( CC!'T1MAND A1\iD 
CCNTROL l, CAS <CLOSE RIR SPT), CCJMMLJN!CATIONS, CPX (CCJMMi'iND PGST 
EXER) , DASC ( D I R A I R SPT CTR l , FOS-1, FIRE SUPPORT, HARDI.rU-lRE, 
:NFORMATION MANI=-IGEMEN:-, LAND WARFAf<E:, MACCS CMAR AIR CC' SYSJ, 
MACG-38, MAGTF <MAR AIR GND TFl, MEB (MAR EXPEO BDEl, OPERATIONS, 
SOFTWARE, USMC <US MARINE CORPS>. 

4. CU) TITLE: INFORMATION FLOW OVER AUTOMATED C2 SYSTEMS 

5. CU) OBSERVATION: During FDS-1, information flow to the DASC 
over the auto~ated C2 syste~s was not timely. 

6. CU) DISCUSSION: The DASC is a flexible C2 agency which 
relies on timely information flow to acco~plish its mission. 
T~1e use of auto~ated and digital burst systems did enhance the 
CASC's ability to pass and rece1ve tactical informati•)n 1 however 
t~~ TCO system in the DASC was not connected to all a~encies 
re·~uired to communicate with the DASC. Rdditionally, the OCT 
~~:~ not have a p~i~t capability which required the o~~erator tc 
m~nually transcribe all incomtng requests and reporti. The DASC 
normally requires 3 crews of 8 operator positions to run a MEB 
level exercise/operation. During FDS-1, the DASC had only one 
TCO terminal, one DCT, and one ATACC ter~inal to pass and 
receive information from the entire MEB. The TCO ter~inal was 
slow and only allowed one function to be perfor~ed at a time. 
This caused delays in passing and receiving critical 
infor111ation. 

·7. (U) LESSON LEARNED: 

8. CUl RECOMMENDED ACTION: For FDS-2, equip the DASC with a 
~inimum of two TCC terminals, two DCTs, and an ATACC interface 
to T:O. Enhance the TCO software to allow agencies to filter 
0ut unwanted information, thus speeding up the computer 
~r·ocessing time. Prior to FDS-2, provide a set of software 
''tools'' for TCO, customized for tactical air operations. 

9. CU> COMMENTS: 

CU> SUBJECT: COMMAND & CONTROL 

CUl INTEROPERABILITY: NONE 

CU) Lesson distributed by: MCCDC <WF>. 
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21174-121588'3 (00025}, Sl.\b(llltte.) ~·'J 157 MAR, 
) 

2. CL!) CPX FDS--1 conducted ~J CG 7TH MEB on ll/JG/9:. 

3. tUl I<EYWORDS: ACE <AVN COMBAT ELMl, ADP/COMPUTER5 1 A~R WARF~RE. 

C2 C COMI"'AND AND CDNT FlO l. l , CCC ( CBT OPE RS CT R) , COMMUN: CAT I CNS, c;::· 1. 

(C0Mtr1AND POST EXER}, EQUIPMENT, FDS-1, HARDWARE, HMMWI.) <H: 11'!08 MP 
WL VEHl, IMINT <IMAGERY INTEL>, INTELLIGENCE, LOGIST!C:S, i'1RCCS (l(•r,R 
A I R c::: SYS), MAG (MAR A I RCFT GRP l , MC&G (MAPPING, CHART! NG l , MCAS 
<MAR COR AIR STAT>, MCAS YUMA, OPERATIONS, SENSORS, TAMPS <TAC AIR 
MSN PLN SY, TRANSPORTATION, VDT <VIDEO DISP TERM>, VEHICULAR: 

4. <Ul TITLE: ELECTRONIC SCREEN DISPLAY 

5. <U> OBSERVATION: Deficiencies of Electronic Screen Display 

E.. (U) DISCUSSION: 

R.The large screen display has ~any features that are missing 
1n •Jrd8r to ~ake it f•1ncti0nal and enhance Staff ~~ttons and 
Co~~a~d and Contr(•l. At the Regi~ental level, the following 
requlre(llents are necess~ry: 

1. Screen size needs to be at least the si=e of the 
current ~odel (borax 24'' X 30''). The co~~ander needs to see a 
large enough area on a 1:50,000 scale to get a good coherent 
picture of the battlefield in his area of interest. 

2. Related to point (a) above is the need to be able to 
ea~ily scroll the (!lap both horizontally and vertically. 

3. The ~ost important feature that is required is the 
ability to display terrain electronically. Placing map sheets 
:·el,lF:d the display is ·~u1te cumberso111e. The abll1ty t.:• see 
ter~a~n on the display witho•Jt referring to a map would speed 
decision 111aking and usefulness cons1derably. 

4. The capacity of using a light pen instead of the 
digitized pad would significantly enhance our mapping capability 
in the CDC. Being able to draw directly on the screen objects 
such as routes, engagement areas, NAis, TAis, boundaries, etc., 
would make staff actions much ~ore efficient. The ability to 
pick up objects fro~ TCO such as sy~bols and labels would still 
be req•Jired. 

5. The screen itself would have to be expeditionary in 
nature. The screen would have to be capable of withstanding 
shock when bolted down in a HMMWV and be versatile as to vehicle 
or other area ~ou"ting. 

6. With the adoption of the IPB process, a capability to 
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automate !PB overlays would be destratle. Overlays SltC'h ~s 

GO/NO GOl enemy templ~t1ng, an•~ we~the~ ~ould be •J~P~'-•l an-j 
e•:~ed1t~ 2 ?rocess t~tat t~I·Q~ ~2nv r~ 

1211/11/?2 

B. D~ring tl1is eAer•=i;~, we ~r~m-1~:ly worke,j o·'~ ~oe ~-~~ :~ 

order to analyze terra1n, the enemy situation, and fut~1··e 

~perat1ons. We utilized the Large Screen Display pri~~r111 to 
see how our graphics looked that we were about to send t0 
sub•)rdinate and higher units and t,, ~~t a general p1cture of the 
battlefield. 

C. The current Video Display Ter~inal CVDT) size does not 
allow ~ore than 2 to 3 people to observe a function being 
perfor~ed or to read a Message. The use of the large Sun 
processors still will not provide an ability to show i~agery, 

briefs, messages, etc., to a large number of people. 

7. <Ul LESSON LEARNED: 

8. ( U > HE COMMENDED ACT I ON: 

A. Develop capabilities listed in the above sect:on. Suggest 
lo·~k~~g 1nto the syste~ ~~ed 1n the Wing called TA~PS w~:c~ ~~s 

a ~~~~end(·llS capabil1ty in ~ap~ing anj terrain a~aly~-1~ 

1-JTI sch•)ol at MAWTS-1, MCAS Y•.tm-:1, te~'l..:hes this system <:;.:, 
students. Every unit in the Air Wing down to a MAG should t.ave 
a TAMPS co~puter. 

B. Review the use of VDT rear projection. The UDT can 
project its screen through the rear of the ter~inal onto a wall, 
projector screen, bedsheet, etc. This would preclude the need 
for large, expensive plasma screens, 44 inch ~onitors, etc. 

'3. ( U > COMMENTS: 

: ':_1) SUBJECT: CCM~AND 8: CONn10L 

(Ul JNTERDPERABILITY: NONE 

(U) Lesson distributed by: MCCDC CWFl. 
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' , . lUI MCLL3 NUMBER: 

'·3-3' 

--·-~ 

~. < U l KEYWORDS: RDP/CUI'ri~:Gn.::RS, :_-:2 < ,:;LjMMAND AND ClJ~J"rf1GL 

cotr·ii•1UNICATIONS, cPx <CCJM~~~~~JD r·c:s_:_ ~xt~:;ol, FIJS-1, HI=1RDW--lf~<:.. 

:NTL~LLIGENCE, NETWORKS, ORDERS/GUI::-CJt'JCE, RADIOS, REPORTI~·IG, 

-:-c;:~H>.lSI\1 ISS ION SYSTEMS. 

4. (U) TITLE: LACf', OF VOICE COMMUNICATIONS 

0!/!!!'::k. 

5. (U) OBSERVATION: Lack of adequate voice co~~unications as a 
backup to TCO/MTACCS hindered the conduct of FDS-1, and will 
present proble~s when MTACCS is fielded. 

6. (U) DISCUSSION: There will always be a requirement for 
co~manders to talk to each other over a radio. There i~ 

tnformation ~ore easily conv~yed by voice co~rnunications than 
ovpr a strictly digital automated command and control system. 
~or ex~mple, a command€r m~y have que~ti,,ns after receiv:ng ~ 

S~OT rep0rt or a Fra~ Order wh1ch w~uld require some s8rt o~ 

This fast exchange of 1n~ormation can not be 
·j~!~i1cated by automation. In add1t10~, the auditory qual1t1es 
0f co~munication such as inflection and tone can not be 
dupl1cated by a co~puter screen. Hard wired phones were used as 
a work around solution. 

7. (Ul LESSON LEARNED: 

8. (U) RECOMMENDED ACTION: Incorporate voice nets that are 
aither compatible with aiJtomation or separate voice nets that 
cr·eate needed redundancy in the system. 

'3. ( U l COMMENTS: 

(U) SUBJECT: COMMRND &. CONTROL 

(U) INTEROPERABILITY: NONE 

CU> Lesson distributed by: MCCDC CWF>. 

Page - 36 

UNCLASSIFIED 



' ( li ) i<!CLLS NUI"1BER: 
) 

UNCLAEiS IF lED 

MCLLS LONG R~PORT 

21174-32440 (0~~27), 

IZil/11/':}0:' 

submitte-d by 

]. (I_J_) V,E.:YWORDS: C2 (CIJi'~1M~ND Al'i::J CON~~OL), CDC (CBT OPERS CTR' 
COMMUNICATIONS, CPX (COMMAND COST EXE~l, EQUJPMENT, FDS-1, 
:-!Ei_"f.CCJr..:'TCR, HMMWV CHI MOB MP \.Jl 'JE~on, :.lj!:JI~3TICS, MTACCS, 
OP~RAT IONS, RAD IDS, TCO, TRANfiM1 SS I ON SYSTEMS, TRANSJ:•ORTP- I Gr'.i, 
t;EHI CULAR. 

4. (U) TITLE: EQUIPMENT FIELDING REQUIREMENTS 

5. (Ul OBSERVATION: Equip~ent Fielding Require~ents 

6. CU) DISCUSSION: The equipment to be fielded should be 
flexible and compatible to ~any configurations of COCs <HMMWV, 
AH-·1 C2 configured helicopter, AAVC7, etc.). The equip~ent 
should provide for ease of transferring fro~ one !!lode to the 
~ext, sue~ as fro~ a HMMWV to an AAVC7 or to a static location. 
~ significant effort was devoted J:~st to set-up, In the .o_-;-,;t 

~L-v1ng ~nv1ronment of combat op~ra~! ~~s 1 COCs will be m''\'ed 
,i'te~ ~n'~ the equipment will ~~ve t1) ~e trdnsferred fr0~ ~~e 

=~hi.~u~~tion to the next. ~~ :~ea~i~e that the present ~ys~e.n 

W4S coMmunications intens1ve 1r the set-up stage partially dwe 
to hard wiring require~ents; however, the amount of equip~ent at 
tMe Regimental CDC is significantly increased with the present 
setu~·· Without having to worry about radio com~unications 
problems, the extra equip!llent significantly increased the 
trouble shooting efforts of tt1e co~~unications platoon. 

7. ( U l LESSON LEARNED: 

:::,. !L'l RECOMMENDED ACTION: 

a, 2ca!!ng down of the equi~ment at t~1e Regimental level. 

b. Btmp!ify the 1nterfaces tet~ee~ e'~uipment for fa;t ~o0k 

c. Allow for ease of transporting the syste~ fro~ one ty~e of 
CDC setup to the next. 

3. <Ul COMMENTS: 

<Ul SUBJECT: COMMAND & CONTROL 

CUl INTEROPERABILITY: NONE 

<Ul Less•)n distributed by: MCCDC <WFl. 
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l, , :_ .' .YICLUl NUt"'BER: 
7T~ ~~9. :0 MAW G--3, 

,:~11 7'::--.-:: :~::_-4 ( 0lll0~~~EI J, subPil tted t•y AC/5 G-: 

~;:y FDS-J ,- ,- :1/lG/9!. 

•. '"'::-:YWORDS: ADMINIST:=<;.:.::ul\l. c~~ <C01'>'11'r1AND AND CONTROL) 1 c::•X 
'CGM~~Nt POST EXER>, DEVELO~ME~~. EXERCISE ISSUE, FDS-1, 
1 ~~F~Sr1Hr I OI'J MANf~GEMENT 1 MIPS 1 Q:-::•ER.qT iONS 1 PERSONNEL 1 REPORTING, 
;:;TRC;:C~"!"f-i .. 

4. tUl TITLE: MARl NE INTEGRATED PEREiONNEL SYSTEMS (MIPS> OVERV I E:..J 

5. <U> OBSERVATION: The MIPS worked well during FDS-1; 
howe~er, ~ore work is needed to i~pro~e MIPS/TCO compatibility 
f·:or FDS-2. 

6. CU> DISCUSSION: The Marine Integrated Personnel Syste~ 
!MIPS) worked well while exercising the FOS-1. The program is 
user fr1endly and extraction of information is readily 
availdble. While exercising FDS-1, MSEL items were projected 
1a:ly ~or str~ngth and statu~ re~ort updates to interface and be 
tran:~~tted to higher headq~~~r~ers through the TCO. In addition 
to t-a~s~ittal through the TCO 3~ additional hardcopy and 
~is~ette was taken to higher h8~dquarters. However, one major 
pro~Je~ 3rose regarding MIPS/~co compatibility. Currently, 
report; created by MIPS can be read into TCO, but reports can 
not be read from TCO back int<:O MIPS. It was necessary to 111ake a 
copy of files to diskette to transfer the~ froM MIPS to TCO. The 
ability to trade the info~mation between the syste~s would allow 
the majority of ad•in type processing to be acco~plished in 
~!~S. while TCO could provide its true function of co~~unication 
of that inforNation to other;. 

7 I:J) LESSON LEARNED: 

e .. (~ RECOMMENDED ACTION: The TCO should be progra~~ed along 
with t~e ;Jnit diary system and the Marine Integrated Personnel 
System for use by on~ operator, Personnel infor~ation should be 
~eadr!y an•j easily a~ailabl~ for the individual and other 
1~terested parties. To solve t~1e TCO/MIPS co~patibility 
proble~, include a function allowing reports to be read into TCO 
from MIPS and then back out of TCO to MIPS. 

9. (U) COMMENTS: All programs worked well: however, the need 
for all to work together as one needs i~pro~e•ent. 

<U> SUBJECT: COMMAND & CONTROL 

<U> INTERDPERABILITY: NONE 
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1. ~U. MCLLS NUMBER: 11072-85614 1000291, sub~1tted by M~J 
f1·<E:::: 1_:Wt::N, 7rH MEB G-.3 01-'S, '357-71Zl44. \Sl'31.3E.8-712144. 

01/11/')2 

,3. (I_'! hEYW\JRDS: CE (COMMAND ELE~n;::r-;-:- i, CPX, HQ (HEADQUARTERS) , !...SL 
\ L3 SLF<:::EN DlSPU:WI, TCO, TE (TABLE CF EGlUIPI. 

4. (:J) T1TI_E: MAGTF CE CONFIGURHT!OI'i ;::-QR TCO 

(UJ OBSERVATION: ThP reco~mPnded nu~ber of TCOs for a MAGTF 
HQ is insufficient. 

6. (U) DISeUSSIO~· he Table cJ'f' Equip111ent for TeO as exercised 
in FDS-1 is inade ~ te. The lack of Teo ter•inals created 
doubling up on T er~inals in different functional areas 
causing delays. The T/E for Teo needs to be increased. 

' ' . ( "' u, LESSON LEARNED: NonE> 

,g. ! · __ : ' RECOMMENDED ACT I ON: Increase the T/E for TCO as outltnE>d 
be!0~ ~0~ each functional area: 

[-::(l;mc~n·:! Section 
- 1 TCO/LSD for CG's use; located in co~mand center when 

estat•l ished. 

G-1 

G-2 

G-3 

- 1 TCO/LSD for Forward/Ju111p CP. 
1 TCD for C/S use; to remain with main CP. 

- 1 TCO/LSD, located in Personnel section. 

- CDC 
1 TCO/LSD tor Watch Officer, 

-- 2 reo~ for analyst/clerk use. 

- ~HI-T 

1 TCO/LSD for Watch Off1cer. 
-- 1 TCO/LSD tor Current Situat1on section. 

- Dps Section/CDC 
1 TCO/LSD for use of Current Ops (Journal). 

-- 1 TCO for use of Watch Officer. 

sqss;coc Cassu~es no FSCC at MAGTF CE level) 
-- 1 TCO for fire support Offtcer (could also be i~proved 

FIREFLEXl. 

- Plans Section 
-- 1 TCO/LSD Future Ops cell. 
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-- 1 TCO/LSD for Targeting c~ll (c,)uld also be lMproved 
FIREFLEXl. 

TCU/l.SD for Log Op~ sect1on. 
- 1 l"CO for !_og Plans section. 

' TCO f •) r TechCc•n. ' 
1 reo f·:.r SysCon. 
1 reo for Ops section. 

- 1 TCO f•::or Plan<5 section. 
- 1 TCO for ISMD. 

9. (U) COMMENTS: None. 

<Ul SUBJECT: OPERATIONS 

(Ul INTEROPERABILITY: NONE 

~U) Lesson distributed by: MCCDC CWFl. 
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UNITED STATES MARINE CORPS 
1st Marines 

1st Marine Oivi•ion <ReinJ, FMF 
Camp Pendleton, California 92955-5593 

From: Commanding Officer 

Jeee 
DRH/REPORT 
26 Nov 91 

To: Commanding General, 7th Marine Expeditionary Brigade 
tATTN: AC/S G•3) 

Subj: AFTER-ACTION COHHENTS FOR FIELD DEVELOPMENT SYSTEM PHASE ONE 
tFDS·l) 

Encl: <1) FDS-1 After-Action Report 

1. As directed, issues that inpacted on the conduct of the 
evaluation and the operating of the FDS system are submitted as 
after action comments. 

2. Commander's Assessment: FDS-1 was of marginal utility at the 
regimental and lower level. The myriad of critical design 
deficiencies, aa documented in the enclosure, indicate that the 
program needs to be refocused if it is intended to provide 
significant enhancements at this level. 

3. Point of Contact is Major Heinz, Air Off, Ph. <Coa•) 
619-725-7692, tDSN) 365·7692/7585. 



AFTER ACTION REPORT OF THE EVALUATION OF THE FIELD DEVELOPMENT 
SYSTEM PHASE ONE <FDS-ll 

BACKGROUND 

1. Field Development System Phase One <FDS-1> was a proof of 
concept demonstration to provide FMF input into the 
requirements definition and system specific&t~on for 
development of the Marine Corps Tactical Command and Control 
System CMTACCS>. The let Marine Regiment was taaked to 
provide the Ground Combat Element CGCEl Combat Operations 
Centers CCOCs) for the tactical exercise in aupport of the 
FOS-1 evaluation. 

SCOPE 

2. The FDS-1 evaluation was conducted as part ot a 
freeplay tactical Command Post Exercise CCPXl during four days 
of Pilot Evaluation <16-19 November> and three days of 
evaluation C20-22 November> within the 29 Palms Marina Corps 
Air Ground Combat Center <MCAGCC) traininq complex. The focus 
of the evaluation was to capture qualitative cnmments on ita 
capabilities. No additional instrumentation was used and no 
attempt was made to collect any technical data on syste• 
performance. COC tents were established for the 7th Marine 
Expeditionary Brigade <7th MEB>. Aviation Combat Ele•ent 
<ACE>, and four COCa tor the GCE--lst Marines Reqi•antal 
Combat Team One CRCT-ll Headquarters and Battalion COC'a.for 
311, 3/7, and 1/11. Additionally. a fourth battalion COC 
<1125) waa established within the East Gym ua1n9 a einqle 
FDS-1 Tactical CoMbat Operations CTCO) terMinal. Only Phase 1 
of the evaluation which established communication• over wire 
was completed. Initial te•ta to determine communications 
capability over radio failed and Phase 2 of the evaluation 
waa never implemented. 

RESULTS AND DISCUSSION 

3. VOICE AND DIGITAL COMMUNICATIONS ON THE SAME NET. The 
initial confiquration, which had an ANIGRA-39 box connected on 
each diqital nat to allow alternatinq voice and diqit&l 
communications, failed and the AN/GRA-39a had to be removed. 
Ourinq high-tempo operations, the TCO communications method 
became too alow ~or a variety of reasons--time required to 
type and send messages. larqe messa9e queues, ~yst•• crashea, 
etc. In order to compensate, separate voice ~eana were 
established which required additional communications assets. 
Had those additional assets <DSN telephone and wire nets) not 
been available, the commander would have been unable to 
capture time-critial information and influence the battle 

l ENCLOSURE <1 l 



accord1ngly. The inability to alternate voice and digital 
communications over the ••me net is a critical design 
deficiency which must be corrected prior to FDS-2. 

4. POWER FLUCTUATION SUSCEPTIBILITY. The FDS-1 system was 
powered by a variety of standard Marine Corps generators which 
were connected in pairs in case of a single 9enerator failure. 
However, fluctuations in voltage caused numerous system 
interruptions and failures which required the system to be 
re-initialized. Without some form of an Uninterruptable Power 
Source <UPS) which suppresses transient power fluctuations and 
allows graceful shutdown in the event of a failure, the 
operator risks the loaa o~ critical data and possible 
equipment damaqe, The lack of a UPS is a critical design 
deficiency which must be corrected prior to FDS-2. 

S. SYSTEM CRASHES. Throuqhout the evaluation. numerous 
system crashes unrel•ted to power occurred on all the TCO 
terminals but particularly the S-3 Operations terminal in all 
of the COCa and the S-4 terminal at RCT-1. Typical recovery 
time w•s from 22 seconds to 9 minutes. If the crash occurred 
with any text or qraphics window open, then the contents were 
lost. Additionally, the message journal was also lost. 
Frequent crashes caused critical system delays. lost messages 
and 9raphics, and a rapid loss of situational awareness, 
especially during high tempo operations. The commander, by 
necessity, had to maintain a manual backup which negated any 
enhancements provided by the FOS. The excessive aystem 
crashes and data loaa are critical design deficiencies which 
must be corrected prior to FDS-2. 

6. TERRAIN DEPICTION. The only provision for displayin9 
terrain was to inaert maps into the Medium and Large screen 
displays which proved cumbersome and inadequate when worting 
with l:Se,eee scala maps. Terrain depiction was not present 
on the individual TCO co•puter terminals. Without adequate 
terrain depiction, the S-2 situation board became the priMary 
means to tract and evaluate enemy and ~riendly positions and 
develop courses of action. Without terrain depiction in a 
variety of scales, the commander will be unable to determine 
possible enemy courses of action resulting in a loss of 
situational awaraneaa and imminent defeat. The lack ot 
terrain depiction within the Tactical Combat Operation• 
Computer is a critical deaiqn deficiency which muat be 
corrected prior to FOS-2. 

7. COMMUNICATIONS RELIABILITY. Frequent communication• 
connectivity problema even while over wire interface prevented 
the timely dissemination of messaqes and graphics which 
eventually required opera~ora to revert to alternate 
communications methods to prevent loss of situational 
Awareness. Numerous causes of the poor reliability were found 
and continually corrected. however the system remained 
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intermittent. Attempts to transmit large meas~gee and 
graphice <in excess of 5 fragments) would tie up the computer 
and communications net for excessively long times <frequently 
greater than 20 minutes and up to l hour) with a low 
probability of success. Additionally, there was no provision 
for aborting a transmission when it was obvious that the retry 
attempts were failing. The poor communications reliability 
and excessively long transmission times without the ability to 
abort are critical design deficiencies which must be corrected 
prior to FDS-2. 

8. MOBILITY AND JUMP CAPABILITY. The hardware configuration 
of the COC, as implemented in FDS-1, could not be transported 
with the assets currently assigned to a regimental 
headquarters, required considerable time to setup, and did not 
support a jump command post. Additional •ability assets, 
including peraonnel, would be required which would jeopardize 
the expeditionary nature of the regiment and unduly restrict 
its movement on a fluid battlefield. The restricted mobilityi 
lack of jump CP capabilityi and heavy requirements for 
transportation and setup are critical design deficienciea 
which must be corrected prior to FDS-2. 

9. SYSTEM SPEED. The system response time to individual 
tasks such as activating a menu itemi button or scroll bar was 
very slow which significantly reduced the productivity of the 
operator and caused more rapid loss of situational awareness 
during high-tempo operations. Simple button actuations to 
open a menu tray took from .4 to 2 seconds to complete. The 
result was that the operator was always waiting for th8 ---­
computer or typing keys without seeing the input on the 
screen. The cumulative effect was obvious; when the teMpo 90t 
high, the system couldn't keep up. The slow response system 
time to user inputs and commands is a critical desi9n 
deficiency which ~ust be corrected prior to FOS-2. 

HUMAN FACTORS IMPLEMENTAtiON 
19. Numerous human fac~ors implementation <man/machine 
interface) deficiencies were identified with the net effect 
being that tasks generally took longer to complete on the TCO 
than by previous methods. Deficiencies include: 

a. Cumbersome graphics draw1ng/editin9 tools 
b. Heavy scrolling requirement• 
e. Excessively slow windows and objects actuation 
d. Poor mouse cursor readability and positioninq 
e. Inconsistent implementation of icons and buttons 
f, Inadequate text editing features 
g. Inflexible report/request templates 
h. Crude file management facilities 
i. Ineffective use of color and audio euea 
j. Clumsy situation map updatin9 which frequently 

resulted in double symbols 
k. Absence of data entry error traps 
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1. Lac~ ol auto•atic updatinq for data fialda auch aa 
Date/Time group and Map sheet 

m. No ability to tailor screens to individual needs 
Although operators had !ew compla~nts, most had no previous 
experience with a •user friendly• 1nterface and therefore were 
unable to make a valid comparison. The entire interlace would 
be considered woefully ~nadequate and obsolete by current 
industry standards. The faulty human factors implementation 
is a critical system design deficiency which must be corrected 
prior to FOS-2. 

11. SITUATION MAP OVERLAYS. The situation map overlays were 
evaluated for utility throughout the evaluation. Only one 
overlay per category (Maneuver Control Measures, Fire Support 
Measures, CSS Symbols, Air Operations Control Measures, 
Engineering Symbols, and Intel Symbols> waa supported. There 
was no provision to develop mult~ple overlays an4 selectively 
display them as the situation dictated. The limit o~ one 
overlay per cate9ory provided almost no utility and while it 
demonstrated the overlay capability, it naqated any 
improvement provided by the automation ot the situation •ap. 
The extremely limited overlay support is a critical desiqn 
deficiency which must be corrected prior to FDS-2. 

12. MESSAGE TRANSMISSION SUPPORT. There vas no provision for 
automated distribution of messaqes/qraphica includinq trac~ing 
of receipt/message-opened within FOS-1. The user was unable 
to have mesaaqea automatically transmitted to destination and 
info addressees or to know when a recipient had ope~ed and 
read a message. A• such, the operator waa required to 
manually track masaaqe tranamiaaiona and atatus and 
occasionally query addrea•••• to con~ira receipt. This 
cumbersome, time-consu•inq process negated any gains •ade from 
the application of automation. The lack o~ an automated 
distribution of ~essages/graphica to include the tracking of 
message receipt and opening ia a critical design deficiency 
which must be corrected prior to FOS-2. 

13. WATCH OFfiCER SITUATIONAL AWARENESS. Messaqeo 
transmitted to a COC would 90 directly to the functional area 
TCO terminal without being logged in a central journal or 
being read by the watch officer. Aa such, the watch of~icer 
had to continually query functional areas to aaintain any 
situational awareness. Frequently, the watch officer waa the 
last person to be infor•ed o~ a critical event and waa unable 
to brief oncominq watch standers on the current situation. 
The current implementation which decentalizes the journal and 
bypasses the COC watch officer is a critical dcsiqn deficiency 
which must be corrected prior to FOS-2. 

14. INTELLIGENCE COLLECTION AND ANALYSIS. Any station on the 
local or wide area net could pass intelliqence information to 
any other station without having it first be confirmed, 
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analyzed and eorrela~ed by the S·2/G-2 section. This 
decentralized collection and dissemination of lntelligence 
caused an overall degradation in aituational awareness because 
each func~ional area would have its own wvers1on• of the 
current situation. The workaround was to have all 
intelligence passed to the S-2 who would update a manual 
s1tuat1on map (because of the lack of terrain) and all other 
functional areas would wor~ off the S-2 board. The current 
implementation which decentralizes in~elligence collection and 
analysis is a critical design defic1ency which must be 
corrected prior to FOS-2. 

15. DECISION SUPPORT TOOLS. There was no provision for the 
system to aid the commander in makinq a decision, either by 
providing tool• to automate the Intelligence Preparation of 
the Battlefield CIPB> process or to analyze possible eouraes 
of action. Without any analysis or decision support tools, 
FDS becomes nothing more than an expensive electronic mail and 
data base ayste~. The lack of decision support tools to 
assist the co•mander in the IPS process and to aid in 
developing courses of action is a critical design deficiency 
which must be corrected prior to FOS-2. 

16. INTEGRATION TO OTHER SYSTEMS. FDS-1 demonstrated only 
limited capability to interact with FIREFLEX, ATACC, IOASC~ 

PLRS, IAS. ASDS. MIPS and LFAOS. In several cases. the 
interface only allowed the user to read and write a dis~ 
written by the other system. Several taaka had to be 
duplicated on both systems for the information to remain 
current. Additionally, interoperability with other services 
communications, command and control ayatema was not tested and 
at this phase, does not appear to be a deai9n criterium. The 
lack of fully automated interfaces to other Marine Corps 
systems ia a critical design deficiency whieh must be 
corrected prior to FDS-2. Additionally, recommend that FOS-2 
evaluate interaervice system operability. 

17. FOS ACQUISITION PROCESS. The concept of the 
wevolu~ionary acquisi~ionw cycle is tunda•entally sound 
because it allows the fleet users early input into the 
process. However, for FOS-1 it was poorly i~plemented. 

Part of the problem is the general vagueness of the KTACCS 
concept. FDS needs to focua on providing the co•mander 
processed information and automated !unctions which assist hi• 
and hia staff in making sound and timely decisions. It i• 
recognized that there waa no intent to do •uch hardware 
development and that FDS-1 was implemented on Government 
Furnished Equipment <GF£> computers which are slow by industry 
standards. However, even the software showed antiquated human 
factors interfaces, inconsistent impleMentations, instability, 
fra9ile communications capabilities, and absolutely no 
robustness. Additionally, the software was not developed 
accordin9 to Military Standard 2167 which is required for most 
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software acquiaitiona. The entire implementat1on waa a rehash 
of old technoloqy and software which provided no new 
enhancements that can't already be accomplished with currently 
fielded computers, software, modems and FAX. Government 
laboratories auch as the U. S. Army Harry Diamond Laboratorles 
Calso funded by MCRDCC> have already developed and 
demonstrated implementations significantly clo~er to the FMF 
requirements. However, the majority of participants in FDS-1 
are unaware of these or other technological capabilities. 
Without a significant technology infusion, evaluations will 
continue to be made and requirements developed for a system 
which will be obsolete before it is delivered. In this 
regard, the ecope of FDS-1 was too large and the system 
capabilities too acarce. Without focus 1 without the advanced 
technology people teaming up with the requirements people and 
quickly interceding ~or FDS-2 1 the entire program is doomed to 
fail. 

SUMMARY 

18. The goal of FDS is a well designed, integrated, 
technically advanced aystem which providea aiqnificant 
productivity improvements and supports the decision ma~inq 
processea of the commander. At the reqiment1l and lower 
levels, the commander needs a system that inteqrates four 
core requirement&: l) reliable, lonq ranqe, secure 
communications; 2) centralized intelligence planninq, 
collection, correlation 1 analysis and dissemination; 3) 
planning and coordination o~ all ~ortar 1 artillary, naval 
qunfire 1 and air fire support; and 4) decision support tools 
to assist in operations planning. The ayate• •uat provide 
timely intor~ation in a ••nner which facilitates the ability 
of the com~ander and his staff to remain aituationally aware, 
thereby ~oatering rapidity o~ deciaion-~&tinq 1 planning and 
execution. Such a ayste• will allow the co•mander to generate 
a higher tempo of operations relative to the enemy, and to 
rapidly adapt to the constantly changing battlefield 
environment. Said another way 1 the syste• •ust facilitate a 
maneuver style of warfare. The system demonstrated in FDS-1 
did not display any of these capabilities. Without 
significant i•provements in both performance and capability, 
the system and the overall acquisition strategy as 
demonstrated in FDS-1 1 haa 11•1ted potential. 
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ADMINISTRATIVE REMARKS 

1. several issues were submitted that were indirectly related to 
FDS-1 but warrant consideration for future evaluations. Issues such 
as technical support and tactical exercise control measures are not 
FDS-1 specific but are included for use in the overall concept of an 
FDS approach to acquisition. 

2. Participants in FDS-1 contributed several comments. Those 
comments were collected by both contractor data collectors and 
included in this report. Those that were directly related to FDS-1 
are contained in the MCLLS format in enclosure (2). Those that are 
not FDS-1 specific are contained in this enclosure. 

Enclosure (4) 



ITEM: INTELLIGENCE ANALYSIS SYSTEM (IAS) TECH SUPPORT DURING FDS-1 

DISCUSSION: IAS-Tech Support during FDS-1 was exemplary, but too 
few reps caused a lack of responsiveness. While the tech rep 
support Crane provided during FOS-1 was exemplary, there was a 
identified shortage of actual personnel to assist the four sites on 
a continual basis. For example, while the IAS group was assisting 
at the MEB HQ, personnel were needed at the ACE HQ simultaneously, 
as well as the BSSG and RCT HQ. This also required the tech 
personnel to correct an item at one location, and then go to another 
location to confirm the previous fix was repeated. 

RECOMMENDATION: For FDS-2 at least one IAS tech rep should be 
permanently assigned to each location, with another set of personnel 
designated to float between locations to assist primary location 
tasks. This would also allow specific repairs to be simultaneously 
performed at all locations. 
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ITEM: MAGTF II OVERVIEW 

DISCUSSION: The MAGTF II program was incompatible with both TCO and 
MILOGS, to the point that it could play no meaningful part in FDS-1. 
Additionally, much of the logistical data (concerning ammunition in 
particular) was obsolete;outdated. The attempted use of MAGTF II in 
FDS-1 was a mistake. Ammunition quantities were unrealistic and did 
not reflect 30 days of ammunition (DOA). Examples were numerous; 
40mm grenades for quantity of one (1); quantity of 9 for Slmm 
mortars. Additionally, older DODICs of ammunition were listed; 
i.e., 60mm and Slmm were listed under the old OODIC. Some DODICs 
were omitted; i.e., Slmm and 120mm had to be manually inputted, HAWK 
(PC07), TOW (PE96), STINGER (PL95) and DRAGON (PMSO) ammunition not 
included. 

RECOMMENDATION: Adjust MAGTF II software for compatibility with 
MILOGS and TCO. Research the source of the outdated data in MAGTF 
II and change how MAGTF II sources its input data. 
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ITEM: TCO INCOMPATIBILITY WITH USMC STANDARD ADP HARDWARE 

DISCUSSION: TCO is incompatible with USMC-Standard ADP hardware. 
TCO cannot run on the most common PC configuration throughout the 
USMC (80286/80386 processor, 640K-1MB RAM, 40MB HD.) 

RECOMMENDATION: That MTACCS be written so that it can run on the PC 
configuration described above. 
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ITEM: RELIABILITY OF ADP EQUIPMENT 

DISCUSSION: Reliability of ADP equipment in field conditions was 
good, but only because extraordinary PM measures were taken. The 
ADP equipment used in FDS-1 withstood adverse conditions (primarily 
dust and power fluctuations) extremely well, averaging less than one 
ADP hardware failure per day with over 70 computer systems in use. 
ISMO, comm personnel, and the operators performed frequent 
preventive maintenance consisting of removing dust and cleaning air 
filters. ISMO personnel issued approximately 70 cans of compressed 
air and 50 PM brushes between 11 and 22 November and toured all FDS 
C2 nodes to instruct user personnel on PM three times during the 
exercise. Most of the ADP hardware failures that did occur were 
dust related keyboard failures. 

RECOMMENDATIONS: That a similar PM system be made SOP for MTACCS 
during FDS-2, with the addition of weatherproofing MTACCS gear using 
methods similar to those commonly practiced with field radios. 
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ITEM: INTEGRATION OF SUPPORT TEAMS 

DISCUSSION: Integration of FMF, MCRDAC, and Contractor Support 
Teams was important to insure the success of FDS-1. ISMO, ELMACO, 
MCRDAC, and contractor personnel cooperated closely on ADP 
maintenance for FDS-1 and conducted their efforts from same 
locations as much as possible. This minimized delays and confusion 
about which component of a system was malfunctioning and got gear 
back in service quickly. 

RECOMMENDATION: That a similar approach be used in future FDS 
Evaluations. 
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ITEM: MOBILE ELECTRIC POWER 

DISCUSSION: Mobile Electric Power (MEP) sources for the MTACCS must 
be planned for and purchased prior to system fielding. MTACCS 
requires stable, uninterrupted power down to the battalion level. 
The present T/E's and T/O's of the infantry regiment and its 
battalions do not include MEP equipment nor operators. During FDS-1 
the Ground Combat Element (GCE) temporarily loaned MEP J's and S's 
for power, but had only one LCpl from 1/11 to install, operate and 
maintain the field power system. 

Recommendation: That prior to FDS-2, power requirements be 
identified, and sufficient numbers and types of equipment and 
operators be provided down to the infantry battalion level. 
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ITEM: SYSCON CONTROL OF CONTRACTORS 

DISCUSSION: In order for a SYSCON to be effective, it must exerci~ 
total control over all communications/ADPE equipment and personnel. 
During FDS-1 there were numerous times when contractors and Marine 
communicators attempted to restore the same system without the 
others knowledge. This resulted not only in wasted effort, but also 
caused system outages of longer duration. 

RECOMMENDATION: That for FDS-2 the MCRDAC communications planner 
share SYSCON watch, and all contractors be directed from SYSCON. 
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ITEM: LACK OF COMMUNICATIONS INTEROPERABILITY TESTING 

DISCUSSION: Sufficient communications interoperability testing was 
not conducted prior to the evaluation. Numerous component systems 
of MTACCS were tested under realistic conditions for the first time 
during the FDS-1 evaluation. These systems were reportedly tested 
by contractors. CG I MEF 191331Z SEP 91 requested that MCRDAC 
conduct integrated tests to validate the capability of MTACCS 
equipment over current USMC tactical communications systems. A 
comprehensive equipment interoperability test would have identified 
many of the problems experienced during FDS-1. MCROAC and FMF 
personnel should observe interoperability testing to ensure the test 
is conducted in realistic conditions. 

RECOMMENDATION: That realistic interoperability testing using USMC 
tactical communications systems be conducted prior to the FDS-2 
Evaluation. 
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ITEM: TECG KEY PERSONNEL DEFICIENCIES 

DISCUSSION: CG SEVENTH MEB 080250Z OCT 91 provided the final scr~. 
for the personnel list in support of FDS-1. The Deputy G-7/TEC 
section lac.ked a Logistics Controller, an Air Controller, and a 
Personnel Controller. The logistics planner shortfall was satisfied 
by assigning the Senior css Controller from the Combat Service 
Support Cell to assist the TEC during planning stages. A similar 
concept was employed in the Air Cell. The Personnel Controller 
requirement was not filled, thus requiring the exercise force G-1 to 
create MSEL items to be submitted by TECG personnel who possessed a 
limited personnel background. 

RECOMMENDATION: Recommend that future personnel lists to support 
further FDS evaluations include a Logistics Controller, Air 
controller, Fire Support Coordination Controller and a Personnel 
Controller in the TEC section. These are essential key billets 
which may offer the TEC critical input necessary to support planning 
efforts and adjudicate problems in a TWSEAS base scenario. 
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ITEM: PREPARATION OF MANUAL MSELS 

DISCUSSION: Preparation of manual MSELs prior to the exercise would 
have enhanced the TECG capability to assist in the scenario 
development. The TCO will not accept files prepared on a non-TCO 
terminal. This precludes the TECG from preparing MSELs on another 
personal computer without a TCO. Many of the manually inserted 
MSELs (as opposed to the free play on TWSEAS) could have been typed 
in advance if the TECG was aware of this information and had a TCO 
prior to beginning the exercise. 

RECOMMENDATION: For FDS-2, the TECG should determine if any word 
processing programs are yet compatible with TCO. If not, the TECG 
should obtain a TCO in order to prepare MSELs that will be inserted 
via the TCO during the exercise. 
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ITEM: SCENARIO EVENTS INPUT 

DISCUSSION: The MCRDAC FDS-1 Evaluation Implementation Plan, datea 
6 September 1991, directed the system Assistant Program Managers 
(APM) to provide the FDS Coordinator with a complete description of 
specific scenario and master scenario event list (MSEL}. The 
scenario would have been enhanced by this type of input, which would 
convey to the controllers the type of exercise activity that is 
desired too fully test the systems. Because the APM's input was not 
received by the Tactical Exercise Control Group (TECG) for FDS-1, 
the TECG built scenario to support general evaluation objectives, 
therefore allowing the possibility the systems would not receive a 
comprehensive test. 

RECOMMENDATION: 
events from the 
TECG to monitor 

The APMs provide the FDS-2 TECG specific scenario 
outset and then conduct occasional liaison with the 
the development of the scenario and the MSEL. 
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ITEM: COMMUNICATION/DATA PROCESSING OFFICER FOR TECG 

DISCUSSION: The assignment of Communications/Data Processing 
Officer to TECG Planning Staff would have greatly assisted the TECG 
in its mission. Due to the complexity and detailed integration of 
multiple communication and data processing equipment both required 
to support the evaluation and that actual equipment being evaluated, 
the assignment of a Communication;oata Processing Officer to the 
TECG planning cell is paramount. The assignment of this officer 
should be well in advance of the actual forming of the TECG planning 
cell so that the officer can participate in all aspects of planning 
and training for the evaluation. The in depth knowledge of the 
integration of systems is required at the TECG to ensure proper 
interface and optimize the flow of data and other reports generated 
by scenario play. The presence of a well versed "technical advisor" 
at FDS-1 would have greatly facilitated an integrated understanding 
of the total system and its idiosyncrasies. As it was during the 
pilot test at the East Gym, the TECO experienced difficulties with 
communications connectivity between terminals within the TECG in the 
East Gym and terminals in the field. The TECG does not possess the 
expertise necessary to troubleshoot systems nor full understanding 
of the interface of data processing and communication equipment. 

RECOMMEND: For FDS-2, a Communication/Data Processing Officer be 
assigned to the TECG prior to the initial planning meetings. 
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APPENDIX C 

MCTSSA AFTER ACTION REPORT 



FDS-1 AFTER ACTION ITEMS 

CATEGORY ONE 

FDS PROGRAMMATIC ITEMS 

CAT ONE - 1 



ITEM: overview of FDS Process. 

DISCUSSION: The FDS process was planned to be conducted in three 
phases: 1} Systems Integration and Testing~ 2} Training of FMF 
Marines; and 3} Field Evaluation. Due to contractual difficulties 
between the government and the prime contractor, phase 1 testing 
was inadequate and incomplete resulting in limited systems and 
communications interoperability. Training was successfully 
conducted at MCTSSA and proved to be the highlight of the entire 
FDS process. Mr Jeff Lobaugh and the individual systems 
instructors deserve much credit for a job well done. The 
Evaluation in itself was successful in better defining our 
requirements and specifications for further development. However, 
we were unable to validate the MTACCS concept due to limited 
interoperability. The inability to establish reliable 
communications via single channel radio was particularly 
disconcerting. 

RECOMMENDATION: We cannot afford to short change systems 
integration and testing efforts for FDS-2. These activities must 
be adequately defined in the contractor's statement of work and 
emphasized. Thorough testing must be conducted and completed at 
least one month prior to the training phase in order to establish 
a solid software baseline. We must ensure that critical technical 
issues are successfully resolved before heavily committing scarce 
FMF assets in the FDS process. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 2 



ITBM: MCRDAC Staffing for FDS. 

DISCUSSION: The billet of FDS Coordinator is a full time job in 
itself; a double-hatted arrangement of duties is clearly 
inadequate. The FDS Coordinator must also have the rank or 
authority to tell other DPMs what to do. Someone must be in 
charge, and the officer must have an adequate staff to address 
issues as they arise. This was not the case for FDS-1 and lack of 
coordination was the result. 

RECOMMENDATION: That PM MAGTF C2 should be the FDS Coordinator 
for FDS-2. An Assistant FDS Coordinator of the rank of Colonel 
should be assigned with appropriate staff at least nine months 
prior to the start of an FDS iteration; this is a full-time job. 
The staff will require communications, operations, logistics and 
engineering expertise. The officers serving on the FDS staff must 
report only;y to the Assistant FDS Coordinator. If adequate 
staffing is not possible due to conflicting priorities, then we 
should not attempt to conduct an endeavor as large and complex as 
FDS. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 
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Item: MCRDAC Restructuring to Support MTACCS and FDS. 

Discussion: The TCO evaluation ended up being an MTACCS 
evaluation. The two cannot be tested separately in the field. 
Unfortunately, the job of organizing this 'MTACCS' evaluation 
fell upon the C2G PM. C2G is inadequately staffed to handle the 
complexity of planning and liaison necessary to make FDS run 
smooth. The C2G PM did not have authority over the other MCRDAC 
personnel and their systems. The FMF viewed MCRDAC as a 
disjointed collection of cats and dogs. Interoperability quickly 
became a problem. 

Recommendation: Developing MTACCS should be one of the few core 
responsibilities of MCRDAC. In light of this, the organization of 
MCRDAC needs to be modified to be support MTACCS and the FDS 
process. First, there needs to be a •super PM 1 who has 
responsibility for all of the MTACCS systems. SE&I should be the 
driving force behind interoperability, MCHS, and MCASS within 
this organization. This super PM needs a staff that is 
technically proficient and experienced in MAGTF operations. They 
must be senior enough in rank to effectively liaison with the FMF 
and subordinate PMs at the required level. The staff should be of 
sufficient size to allow them to be able to handle the planning 
for FDS-2 as a coordinated MCRDAC effort. (This argument could be 
expanded to include MCTSSA's structure.) 

Submitted by: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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ITEM: MTACCS Common Application Support Software (MCASS). 

DISCUSSION: For FDS-1, TCO software really consisted of two 
parts: 1) the TCO application to serve as the Commander/5-3 tool, 
and 2) the Command Automated Support Network (CASN) modules 
consisting of communications server, LAN manager, message 
handler, device drivers, etc. Unfortunately both products were 
inextricably linked and were not required to be separate contract 
deliverables. As a result TCO terminals proliferated throughout 
the FDS laydown just to provide connectivity. The FDS-1 
configuration did not support the concept of MCASS; the CASN 
software which was produced should have provided the interface to 
all MTACCS systems, not just TCO. 

RECOMMENDATION: Providing essential MCASS software should be the 
number one priority for FDS-2. If implemented properly, MCASS 
will vastly improve interoperability across MTACCS and reduce 
unnecessary equipment requirements {i.e. TCO terminals for 
G/S -1, -2, and -4s). At the same time, MCASS will increase the 
portability of tactical applications while reducing life cycle 
costs. MCASS is critical to the development of MTACCS and should 
be supported as such. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 
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ITEM: Focus of Analysis on FDS-1. 

DISCUSSION: The stated ultimate purpose of MTACCS is to achieve a 
situation in which all elements of the MAGTF are passing 
information around quickly and easily while operating on common 
hardware and using common software. FDS-1 is supposed to be a 
manifestation of this philosophy/goal so that we can see where we 
are in this effort. 

A major obstacle to this ultimate goal is the fact that 
there exist many dissimilar developing systems in the Marine 
Corps, which cannot communicate with each other, which use 
various kinds of software, various kinds of hardware platforms, 
and have only half-hearted plans (if any) to conform to some 
standard. This is to be expected. 

The problem is that FDS-1, advertised as an evaluation, was 
set up only to evaluate the TCO software. While TCO is 
potentially a major ingredient to an MTACCS-compliant system, it 
alone will not meet the goals that the MTACCS office is tasked 
with meeting. 

The FDS evolutions represent an opportunity to evaluate the 
various emerging tactical systems from the standpoint of 
compliance with MTACCS standards. Some systems are new enough 
(IDASC) that they can become MTACCS-compliant relatively easily 
NOW given the proper guidance, while others will require some 
time to meet MTACCS standards, during which an MTACCS compliance 
plan would be established and followed. 

RECOMMENDATION: Use FDS to determine the extent to which Marine 
Corps systems will have to be modified to achieve MTACCS 
compliance. Designate those systems which will make changes now 
and have project officers of the other systems submit MTACCS 
compliance plans to outline how (and when) their systems will 
achieve this goal. MTACCS and FDS is much more than just TCO. 
Let's not put all our hopes in this one system, but diversify our 
avenues of approach to our interoperability goals. 

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Officer, ACCSD, 
MCTSSA, AUTOVON 365 2132/3. 

CAT ONE - 6 



ITEM: Emphasis on MTACCS Rather Than TCO. 

DISCUSSION: During FDS-1, the role of TCO was continually 
emphasized. It was the only system which PNL was hired to 
evaluate from the start, while all other systems were ignored in 
the formal evaluation. All major decisions were deferred to the 
developer of TCO regardless of its effects on the system as a 
whole. The interfaces between systems were not adequately defined 
nor tested prior to FDS training. FDS-1 became a software 
showcase for TCO rather than an evaluation for MTACCS. 

RECOMMENDATION: The focus of effort for FDS must be MTACCS as a 
whole rather than any of the component parts. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 7 



XTEM: MTACCS/FDS Systems Brief. 

DISCUSSZOH: Despite the large number of FMF officers involved in 
planning for FDS-1, it was surprising how little the young 
Marines knew about FDS, MTACCS, and the role of automation in C2. 
Leaders of Marines have a responsibility for answering the "whys" 
and "hews" so that their Marines have a clear understanding of 
the mission and their function in its execution. MCRDAC/MCTSSA 
personnel fielded a broad range of questions but only scratched 
the surface. 

RECOMMENDATION: The training syllabus for FDS-2 should include an 
MTACCS/FDS systems brief. This could be done in a single two 
hour period. The brief should cover the goals, configuration, 
and employment of MTACCS. Strong emphasis should be placed on 
the advantages and limitations of automation on the battlefield. 
An overview of each of the MTACCS component systems and its 
interfaces to other systems would help Marines understand how the 
Marine Corps intends to fight more effectively and efficiently in 
future conflicts. FDS, the process, should also be explained . 

SUBMITTED BY: C~ptain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE - 8 



ITEM: Standards for Software Development. 

DISCUSSION: TCO was an advanced prototype for FDS-1. We all knew 
it would have some buqs, but it did demonstrate solid 
capabilities as an automated command and control tool. 
Unfortunately, it was written in "C" instead of Ada and no design 
documentation was included in the list of contract deliverables. 
Other than CSI, no one really knows how the program operates and 
CSI is not about to tell us for free either! What the government 
is soon to receive for TCO software will very likely be of little 
enduring value despite the potential demonstrated at FDS-1. 
Without interface and software design documents, the code is 
neither maintainable nor reusable. The full gamut of 2167A 
documents are not needed; however IDD and SODs should be required 
in some form or another. 

RECOMMENDATION: All tactical systems should be written in Ada in 
compliance with DoD directive. In addition, design documentation 
must be included as contract deliverables. We do not need any 
more undocumented prototypes written in "C" - we are just wasting 
the taxpayers money on throw-away code of little worth. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 9 



ITEM: Configuration Management (CM) of Software. 

DISCUSSION: TCO software was revised on an average twice daily 
during training at MCTSSA and once a day during the field 
evaluation at 29 Palms. No controls or procedures were 
established to manage software changes. Configuration management 
was left totally in the hands of the individual systems 
contractors; most Project Officers and Program Managers had no 
idea that changes were even being made. This "every man for 
himself'' approach to CM had ruinous effects during FDS-1. 
Operators Manuals became hopelessly outdated, techniques taught 
during training would not work in later versions of the programs, 
changes arbitrarily made in one system often disabled the 
interface with another, software running in one node was not 
identical to software running in another for the same system, 
etc. 

RECOMMENDATION: For FDS-2, we must strive to establish a solid 
software baseline following integration activities and testing; 
this is a prerequisite before training can begin. Once 
established, changes to the baseline must be controlled. Systems 
contractors must inform their respective PO/PM of the proposed 
changes. The consequences of the change must be examined both 
internal and external to the individual system. once the training 
and evaluation phases begin, only the FDS Coordinator should have 
the authority to alter the configuration of software due to the 
effects such changes have on systems interoperability and the 
validity of the evaluation itself. We cannot conduct a meaningful 
evaluation on vapor-ware. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 10 



ITEM: TCO Software Configuration Control. 

DISCUSSION: TCO Software Configuration Control was non-existent. 
Throughout the Integration and Training phase of the evaluation 
daily and in some cases twice daily software updates were made to 
the TCO software. In the confines of the integration facility 
configuration control was apparently controllable. In the field 
though all semblance of software configuration control and 
management evaporated. A software update was implemented 911115 
with the arrival of CSI programmers. On 911116 starting at 0700 
another software update was installed. That afternoon additional 
code was loaded supporting the PPB interface. It was announced 
that a new software load would be installed the evening of 
911120. It was determined that that load was based on old 
software from 14 November and that software updates for the PPB 
made on 911116 were eliminated or failed to migrate to the new 
load. This is regressive programming at it's finest. 

RECOMMENDATION: That a software baseline date, as a milestone, be 
established through the IPR process for all MTACCS systems and 
interfaces. (This will necessitate interoperabilityjinterface 
validation.) That the government exercise configuration control 
for the evaluation phase of the FDS. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 11 



ITEM: Lack of Effective Software Configuration Management. 

DISCUSSION: Software problems were being fixed during training 
and in the field during FDS-1. There was a lack of communication 
between all those involved in the software modification and 
updating effort. In one case, the latest version was updated with 
outdated version of the software. 

RECOMMENDATION: During integration these software variation 
problems may be solved by closely controlled integration efforts, 
thus making updates in the field unnecessary. This does not waive 
the requirement for centralized control over what gets put on the 
hard drives. 

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD, 
MCTSSA, AUTOVON 365 2285 ext 260. 

CAT ONE - 12 



ITEM: Software Version Control. 

DISCUSSION: During integration testing between TACFEP and TCO in 
August 1991, changes had been made to the TCO software. When 
November training with TCO began in the FDS trailer at MCTSSA, 
communications between TCO and TACFEP could not be established 
because these changes had not been incorporated into the training 
version. There was a delay of 24 hours in the use of the TACFEP 
and AN/GYC-7 network until is was resolved. This could have been 
avoided with better version control and an adequate integration 
period before training. 

RECOMMENDATION: A freezing of the baseline after the integration 
so everyone knows what is supported and what is not. 

SUBMITTED BY: William Haworth, GS-13, ULCS Project Office, CISD, 
MCTSSA, AUTOVON 365-2484. 

CAT ONE - 13 



ITEM: Coordination Between MCRDAC and MCTSSA. 

DISCUSSION: An efficient system was set up at MCTSSA by the FDS 
working group for the purpose of preparing to conduct FDS-1 
integration and training at camp Pendleton. Much information 
needed to be gathered regarding the support and training 
requirements of all the individual projects. 

Divisional representatives were designated and tasked with 
the responsibility for funneling information regarding support 
and training requirements from the various projects in the 
division to the working group as well as acting as a point of 
contact for those projects when they had questions about FDS-1. 

Unless the individual project's leadership at the MCRDAC 
level kept the MCTSSA project officers informed about their plans 
for FDS-1, however, the MCTSSA project officer couldn't provide 
the MCTSSA divisional representatives with the required 
information. This resulted in much unnecessary anxiety and 
guesswork on the part of both the divisional rep and the FDS 
working group. 

RECOMMENDATION: MCRDAC must ensure that MCTSSA is kept informed 
about the overall project plan at the individual project level. 
This communication must take place between the MCRDAC and MCTSSA 
project officers. 

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Officer, ACCSD, 
MCTSSA, AUTOVON 365 2132/3. 

CAT ONE - 14 



iTEM: GFE Provided to TCO Developer. 

DiSCUSSiON: The government failed to provide GFE to CSI on 
schedule. Much of this problem was attributed to C3 production 
line quality assurance difficulties. However, lack of unity of 
control was also a contributing factor - it was never clear 
exactly who was in charge for delivering GFE (C2G, SEI, MAGTF C2, 
???).This coupled with inadequate record keeping both at MCRDAC 
and at MCTSSA turned the whole GFE issue into a crisis. The 
effect of this snafu was to virtually eliminate critical 
interoperability testing as well as to create an equipment 
shortage at the onset of TCO and FIREFLEX training. Rather than 
minimizing the impact of the shortage, CSI played it for all it 
was worth. 

RECOMMENDATiON: Assign one person at MCRDAC responsibility for 
delivering GFE for FDS-2. Implement improved record keeping 
procedures. Send GFE directly to the appropriate contractor to 
simplify the matter; MCTSSA was never intended to be a warehouse 
for HW/SW. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 15 



XTEMS Return of GFE. 

DISCUSSION: On 8 November all of the FDS-1 equipment was shipped 
to 29 Palms to conduct the evaluation. At the time, there was no 
coordinated and agreed upon plan for the return of GFE from the 
contractor back to the government. confusion ensued. Finally a 
hasty decision was reached to ship all equipment back to the 
contractor for cleaning and repair. It is unfortunate that the 
government and contractor did not formally come to terms (i.e. 
cost and schedule ) before embarking on this course. We are now 
confronted by a dilemma - the contractor controls all of the 
critically scarce computer assets needed for further development 
efforts and the government has little recourse to effect the 
swift return of GFE. 

RECOMMENDATION: Ensure that the procedures, place, and schedule 
for return of GFE is always included in the contractor's 
statement of work prior to embarking on a project. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 16 



ITEM: FEDEX Shipments in Support of FDS-1, 

DISCUSSION: As the UYK-83/BSs and associated software were 
purchased for FDS-1, much of it was shipped to MCTSSA even though 
csr was doing the development. As a result, during the 2 months 
prior to FDS-1, MCTSSA had to expend a large sum of money to 
FEDEX equipment and software to CSI. 

RECOMMENDATION: MCTSSA should not be used for a holding facility. 
Developmental equipment and software should be sent to its 
intended user. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Off~cer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE-- 17 



XTEH: Mobility Issues and Command Post Configurations. 

DISCUSSION: Early in the planning for FDS-1, it was decided that 
the evaluation would be a static exercise. As a result, mobility 
issues were not addressed in FDS-1, and all unit CP's were housed 
in tents. Though unrealistic, this turned out to be a good 
decision since TCO was an advanced prototype and lacked the 
robustness and interoperability of a fully developed system. 
However, this leaves mobile operations and CP displacement as 
major issues yet to be explored for FDS-2. Can an MTACCS equipped 
staff operate in a AAVC-7 or LAV configured CP? Do we have 
sufficient lift organic in our units to haul around such a high 
density of ADP equipment? How much gear is too much? How do we 
mount and integrate MTACCS equipment in our command vehicles? 
What procedures do we need to displace a CP or to pass control 
with automated C2 systems? Capt Stewart's HMMWV configured Jump 
CP was a step in the right direction, but this was an excursion -
no staff actually set up to do business in it. 

RECOMMENDATIONS: We must ensure to address mobility issues to 
include configuring CPs in AAVC-7s, HMMWVs, and LAVs with MTACCS 
suites. We must keep in mind that systems will never be 
considered fieldable if they aren't transportable. 

SUBMITTED BY: Maj Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365-2148. 

CAT ONE - 18 



ITEM: Communications Via Single Channel Radio. 

DISCUSSION: The INTEL Link I and DAS nets were the only digital 
SCR circuits used extensively during FDS-1. Both nets were 
configured using a standard AN/UYK-83A hosting both the TCO and 
PPB concurrently. The circuits were covered using KY-57 and 
HYX-57 remote to accommodate the crypto interface designed for 
the PPB. HYX-57s were employed as remote because AN/GRA-39 was 
not compatible with the 16KB data rate coming from the KY-57. 
Communications on these nets proved intermittent and unreliable 
throughout the FDS-1 evaluation. The PPB was "blamed" for this 
problem. It was obvious that 8MB of memory was insufficient to 
host both applications as the systems became sluggish after two 
hours of operation. 

Testing was conducted by the 7th MEB after hours. A TCO 
terminal was connected via an MTCM modem to a AN/GRA-39 remote 
and then to a AN/PRC-77 radio. The net remained uncovered 
throughout the test. All equipment had been thoroughly tested and 
aligned to specifications prior to the test. Once again comm was 
intermittent and unreliable. TCO never established radio comm 
between all nodes during FDS-1 either through the PPB or the MTCM 
as had been advertised. Most communications between nodes was 
effected via wire. As a result, the gradual transition from wire 
to radio which had been planned was never effected. This 
contributed to the early conclusion to the FDS-1 Evaluation. 

RECOMMENDATION: Extensive interoperability testing is required 
with FMF communication equipment. Reliable comm via SCR is 
critical for FDS; reliance on wire is unrealistic. Fielding of 
improved radio equipment (i.e. SINCGARS) needs to become a 
priority for the Marine Corps, hopefully in time for FDS-2. Our 
current family of radios and remote were not designed to handle 
the demands of digital communications. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 19 



ITEM: ULTDS Network. 

DISCUSSION: The FDS-1 ULTDS network used the AN/GYC-7 switch with 
interswitch trunks between all four switch nodes located at the 
CE, GCE, ACE and CSSE~ Each switch terminated a TCO interfacee 
The ACE also terminated interfaces to the ATACC and SAAWC, and 
the GCE terminated an interface to IDASC. The network was 
engineered for flexibility and redundancy. There were trunk 
outages during the evaluation which went undetected by the user 
because of the redundancy. When other TCO digital interfaces were 
not established or sustained an outage, the TCO user services 
were alternately routed over the ULTDS system. The ULTDS system 
was never stressed with the amount or volume of traffic placed on 
it. The FDS-1 ULTDS network and systems could have processed and 
managed all the TCO digital communications traffic, to include 
the subordinate units had connectivity been established, for this 
evaluation. This alone validates the MTS switch protocol and the 
need for ULTDS networks for the modern battlefield. 

RECOMMENDATION: That the fielding of the ULTDS enhancements to 
the AN/TTC-42 and SB-3865 ULCS systems be vigorously implemented 
to meet present FMF requirements and the emerging MTACCS systems 
and technologies. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 20 



ITEM: MTACCS Interoperability, Interface/Integration and system 
Load Testing. 

DISCUSSION: Throughout the FDS development process frequent and 
detailed interoperability and interface testing of the many and 
varied MTACCS systems is essential. The goal is to focus the 
development path, design and objectives of the C2 systems to 
enhance integration and interaction. Concurrent, but on a less 
frequent basis, load testing of the MTACCS system will assist 
identifying stress points, communication bottlenecks and faulty 
software that may test (one-on-one) well in a laboratory but fail 
in a field stressed environment. 

RECOMMENDATION: That MTACCS integration test milestone dates be 
scheduled through the IPR process on a system by system basis. 
That an MTACCS system loading test/demonstration be scheduled 
sixty days before an FDS-_ evaluation. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 21 



ITEM: Field Testing of FDS-X. 

DISCUSSION: Combining integration, field testing, and fleet 
evaluation into one expensive high visibility event was ill 
conceived. Additionally, committing to a high visibility 
evaluation with significant resources required from the fleet put 
MCRDAC in a position to be held hostage by the contractor. With 
no follow-on contract to hope for, the contractor was in a 
position to obtain concession after concession from MCRDAC 
(pre-evaluation delivery of source code, integration time etc). 

RECOMMENDATION: First allow for thorough integration. Then test 
the system in the lab. Then test it in the field. Then find a 
CPX. Then train the participants. Then do the field evaluation. 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Offucer, GNSD, 
MCTSSA, AUTOVON 365-2397. 

CAT ONE - 22 



ITEM: Lack of Integration Time. 

DISCUSSION: The absence of any dedicated integration impacted 
significantly. There were two PLRS Server related problems that 
showed up at 29 Palms that could have been detected and solved 
easily in an integration environment (extension cable 
configuration and MILID definition). Most significantly, the 
integration time is essential for developers to learn about the 
other systems that they are interfacing with. MCTSSA engineer•s 
lack of knowledge of CSI 1 s product inhibited trouble shooting in 
the field (a bad place to be doing it); CSI's lack of knowledge 
about PLRS lead them to minimize training for it, with the 
subsequent difficulties in the field. In fact, CSI and the people 
CSI trained all thought PLRS was working when it was not. 

Note: This was preventable. Integration time was planned for in 
light of the integration difficulties experienced at the February 
'91. THIS INDI~TES THAT THE MARINE CORPS DOES NOT LEARN FROM ITS 
EXPERIENCES. SCARY THOUGHT FOR FDS-2. 

RECOMMENDATION: A minimum of three weeks dedicated integration 
time should be sCheduled, with all key technical personnel 
present. 

SUBMITTED BY: Captain J. A. Moffett, MCASS/GNSD, AUTOVON 365-
2397. 

CAT ONE - 23 



ITEM: Interoperability Testing. 

DISCUSSION: There was an inadequate amount of time allowed by CSI 
for interoperability testing of the PPB/TCO interface. Also, 
during testing, there was a lack of direction. The TCO developers 
were testing a point-to-point connection with the PPB on three 
channels. In effect, this was allowing three pathways to the same 
destination or host TCO terminal. This was not a realistic 
configuration nor was the configuration used during FDS-1. What 
should have been tested was communication over one channel, with 
multiple, at least more than two, net members. 

RECOMMENDATXON: Interoperability testing should be something 
directed by MCROAC, with a test plan approved, and sufficient 
time allocated. That the test plan and schedule be strictly 
enforced. 

SOBMXTTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD, 
MCTSSA, AUTOVON 365 2285 ext 260. 

CAT ONE - 24 



ITEM: Integration Testing. 

DISCUSSION: The integration testing that was scheduled at MCTSSA 
did not occur as a result of CSI's non-availability. 

RECOMMENDATION: That MILOGS component systems undergo independent 
integration testing at MCTSSA prior to an FDS to include the 
capstone logistics decision support system. MILOGS systems must 
also undergo integration testing with TCO and other MTACCS 
systems prior to each FDS. 

SUBMXTTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 

CAT ONE - 25 



ITEM: Lack of Individual Interoperability Testing. 

DISCUSSION: Individual interoperability testing for PLRS was 
minimal. A field test usinq the FOS-1 evaluation cable setup'and 
PLRS library would have saved days of support time. 

RECOMMENDATION: Conduct an individual PLRS interoperability field 
test of TCO and the PLRS server before FDS-2 evaluation. 

SDBMITTBD BY: Phil Hiroshige and Eddy Chue (NSR), MCASS Project 
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223. 

CAT ONE - 26 



ITEM: Digital Verses Voice Communications. 

DISCUSSION: DUring discussions with Commanders and primary staff 
officers participating in the FDS-1 evaluation, I heard one 
comment frequently - that we had transformed too many of our 
doctrinal nets from voice to digital. Digital communications 
facilitates rapid transfer of discrete messages, written 
documents or quantifiable information. However, digital comm does 
not enable the rapid interaction necessary to have a meaningful 
conversation. For instance, requests for fire, rapid requests for 
logistical support, SITREPs, personnel strength reports, etc. are 
all examples of information well suited for digital nets. But we 
should not preclude the capability for a commander to talk to his 
subordinates, there will always be a role for voice 
communications on the battlefield just as there is a need for a 
telephone in the office. 

RECOMMENDATION: Conduct an analysis of Marine Corps communication 
architecture to determine which nets ought to remain voice and 
which should become digital. FDS-2 should be used to validate or 
refute the conclusions drawn from the study which should then 
become the basis for Marine Corps communications doctrine. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 27 



XTZM: Mobile HMMWV CP Demonstration. 

DISCUSSION: The "Jump CP" designed and built by Capt Stewart was 
one of the true achievements of FDS-1. His use of off the shelf 
parts and gear was ingenious. The shelter was adequate and easy 
to emplace, the equipment racks were stable and functional, and 
his UPS/power distribution system was remarkable. 

RECOMMENDATION: capt Stewart merits commendation for his 
noteworthy innovation and initiative. He has provided viable 
means to solving our mobility and power supply problems. Support 
for his efforts ought to be expanded for FDS-2. His UPS/power 
distribution system is needed now!!! 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 28 



ITBM: HMMWV Mobile Command Post 

DISCUSSiON: MCRDAC demonstrated a HMMWV based mobile, self 
contained command post during FDS-1. The design was functional 
and efficient. The interior layout, communications capabilities, 
power supplies/sources, and expandability warranty a more 
thorough evaluation and validation. 

RBCOMHEKDATIOH: That the HMMWV mobile CP concept and hardware 
suite be validated for construction and issue to the FMF. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 29 



ITEM: FMF Provided Computer Operators and Trouble Shooters. 

DISCUSSION: The 1st FSSG Information Systems Management Office 
provided four computer programmers for use by MCTSSA and 7th MEB 
G-6. Their primary job was to assist the systems control and TCO 
developers in installation, operation and maintenance of the TCO 
network and terminals. They were effectively employed as 
installers for the integration and training phase of the 
evaluation. During the field evaluation they could have been more 
effectively utilized by 7th MEB SYSCON if a more comprehensive 
trouble shooting training program were presented by the system 
developers. The FMF experience, coupled with developer 
hardware/software training, would have resulted in a potent 
trouble shooting team. The Marine computer programmers were 
seldom called upon for technical assistance. 

RECOMMENDATION: That FMF experienced computer programmers be 
trained and employed with the evaluation headquarter System 
Control agency for assistance in installation and maintenance of 
the MTACCS development systems. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 30 



ITEM: FMF Augmentation for MCTSSA. 

DISCUSSION: FMF augmentation for MCTSSA during FOS-1 was 
essential. MCTSSA resources are limited to accommodating smaller 
tests. In addition, the knowledge gained by the FMF augmentees 
and the relationship developed with CSI, enabled CSI to setup 
faster in the field and to interact with MEB SYSCON and the 
TECHCONs more effectively.. 

RECOMMENDATION: Future large scale FDS integration activities at 
MCTSSA should include 40xx personnel from the units targeted to 
be included in FDS-2. The experience gained will help ensure a 
smooth transition from the lab to the field. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE - 31 



ITEM; system Training for TCO and C2 Operators. 

DISCUSSION: The TCO operators were trained principally on the TCO 
functions that their terminal would exercise during the 
evaluation. This met the training objectives supporting operator 
knowledge and proficiency for the evaluation. The commanders and 
their staffs were not involved in training until the Combined and 
Integrated Training sessions which were two, two day blocks. 
Training time was insufficient to train a thoroughly proficient 
TCO operator supporting an MTACCS system knowledgeable staff 
officer. 

RECOMMENDATION: That commanders and their staffs be involved in 
training earlier and with more of it to develop the understanding 
of the capabilities and limitations of the MTACCS systems. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 32 



ITEM: Coordinated Restoral Actions for Digital Circuits. 

DISCUSSION: The FDS-1 communications plan did not differ to any 
great degree from that used to support a MEB level operation. The 
plan was sound and supported all communication interfaces. The 
differences were a robust ULTDS network supporting the CE and 
major subordinate commands, digital device networks that 
resembled SCR voice networks but using wire as the transmission 
path, and two SCR nets that used a prototype board, KY-57 COMSEC 
and SCR. The participants in the evaluation had not exercised nor 
trained in a field environment on the hardware supporting FDS-1 
prior to the evaluation. TWo days were dedicated to a COMMEX 
prior to the Pilot Test. Digital circuit outages were difficult 
to identify and restoral actions difficult to coordinate. For FDS 
evaluations it is imperative that the unit communications 
elements train and develop confidence with the FDS communications 
systems and interfaces. One more step would be to develop or 
modify the system control mechanism to support the FDS 
evaluation. 

RECOMMENDATION: That FDS evaluation participants be allowed 
sufficient field training time with the FDS digital systems to 
develop proficiency and build confidence in the FDS systems. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 33 



ITEM: Last Minute Planning for FDS-1 Excursions. 

DISCUSSION: On 12 November a MCRDAC test was identified that 
required a VHF frequency assignment. The requirement was 
facsimile to 7th MEB 8 November. The last cat and dog usually get 
a disproportional amount of the assets. The FDS-1 final planning 
conference was conducted on 1 and 2 October which should have 
established the FDS-1 Evaluation baseline. Obvious the baseline 
was fluid. 

RECOMMENDATION: That the FDS- Final Planning Conference 
establish the evaluation baseline for MTACCS systems validated 
readied for evaluation, and that late comers be delayed/scheduled 
for the next FDS. 

SUBMITTED BY: Michael Murphy (NSR) , Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 34 



ITEM: MTACCS Equipment Density. 

DISCUSSION: The density of MTACCS equipment for FDS-1 was 
excessive. For example, the laydown of gear for an INF BN 
included 9 AN/UYK-83A/85A computers; it is unreasonable to expect 
a unit to transport, employ and sustain such a burden. If it will 
not fit in an AAVC-7 or a pack, such equipment will be left 
behind and will not be a part of the battle. 

RBCOMMENDATION:We must strive to reduce the equipment density for 
FDS-2; 4 or 5 suites should be a reasonable target for a 
battalion size unit. Larger units will require additional 
capabilities to fit their needs. We must abandon the concept of 
fielding a collection of separate terminals each running a 
different system. We need the capability to run several 
applications concurrently on the same computer to reduce the 
equipment laydown while retaining full functionality. To achieve 
this end, we will need to produce more capable as well as lighter 
hardware. The LCU may not be the answer; though it is 
substantially lighter than the AN/UYK-85A, its memory and hard 
drive capacity is limited compared to the 11hot 11 32MB machines 
employed during the FDS-1. We need t·o revisit the hardware 
requirements for FDS-2 as well as the 11 objective" MTACCS suite. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 35 



ZTBM: Automation and C2 Requirements at the Battalion and 
Squadron Level. 

DISCUSSION: The TCO developers based the C2 facility terminal 
population on the number of functions performed in the command 
post. Thus the infantry battalion had eight TCO terminals, plus a 
UCPS terminal, for the evaluation. This item is not intended to 
critique the number of terminals in a bnfsqdrn CP, but to start a 
thought process that the needs for C2 and automation (separate 
actions) at this level require definition. The infantry battalion 
needs are simple: give me orders, tell me where the enemy is, 
tell me were the friendlies are, give me intel, give me 
picturesfoverlaysfgraphics of the battle field, and let me 
control the fires in my area or those I own. AND MAKE IT REAL 
TIME! can this be done on two terminals? Possibly! 

On a less than full period basis, the battalion can manage 
supplies and personnel on shared resources as is done today in 
garrison and the field. The requirements for automation at the 
squadron level is more sophisticated, keeping in mind they will 
be housed in a benign airfield environment. Their USMC 
requirements are similar to the battalion, but add to that the 
extensive Naval Aviation maintenance and supply activities. 

RECOMMENDATION: That MCCDC define the operational requirements 
for C2 and automation at the battalion and squadron level for 
MTACCS. 

SUBMITTED BY: Michael Murphy (NSR}, Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 36 



ITEM: MTACCS Systems Control. 

DISCUSSION: one of the FMF perceptions was that FDS operations 
would be business as usual with respect to communication 
operations and management. Thus systems control was decentralized 
for the FDS-1 evaluation. Communications was non-doctrinally 
engineered to support TECG operations and anticipated RCT-1 
displacement. Centralized SYSCON, to include centralized database 
management and direction, was not established. The many and 
varied players, from Marine to government civilian to 
contractor/developer, had no incentive to respond to SYSCON 
direction. In the FDS environment, a dedicated and dictatorial 
SYSCON is essential to prioritize restoration actions, adjudicate 
conflicts between competing interests, and incorporate and 
coordinate FDS players actions that effect other segments of 
MTACCS. Additionally the concept of SYSCON in the MTACCS 
environment must be defined and evaluated along with the other 
systems in MTACCS. 

RECOMMENDATION: That for FDS evaluations a strong system control 
hierarchical organization be sufficiently staffed to meet and 
resolve automated C2 and peripheral interface challenges. That 
the requirements for System Control for MTACCS be defined and 
evaluated in the FDS process. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 37 



ITEM: Centralized Direction of the Communication Nets. 

DISCUSSION: There was a need for a qroup to be in charge of 
coordinating action for the broadcast nets. This would include 
making sure that all units are aware of a frequency change, and 
managing the configuration specifications. This would have 
precluded problems like AN/GRA-39 equipments used vice the 
HYX-57s as originally engineered, and deciding to remove the 
HYX-57 and going directly from the KY-57 to a local PRC-77. 
Activation and restoral actions for the digital nets were 
disjointed and unorganized. 

RECOMMENDATION: Part of training should be setting up the carom 
gear for the digital systems, and effective troubleshooting 
techniques. 

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD, 
MCTSSA, AUTOVON 365 2285 ext 260. 

CAT ONE - 38 



ITEM: Mobile Electric Power (MEP). 

DISCUSSION: Generator power was supposed to be installed to all 
C2 facilities by 8 November; however reliable power was not 
available to all CPs until 16 November. EVen then units were 
unable to cope with common occurrences such as power surges and 
generator failure. Clean, reliable power supplies are essential 
for running FDS. 

RECOMMENDATION: For FDS-2 we must consider the following: 
1. providing MEP Distribution (MEPDS) equipment to each C2 

facility, 
2. providing Uninterrupted Power Supply (UPS) equipment to 

each C2 facility, 
3. emphasizing sound engineering practices from planning 

through execution. 
Additionally, UPS and MEPDS equipment must be included in the 
fielding plans for MTACCS suites for all C2 facilities. The 
enduring lesson here is that computer based systems are of little 
use to the FMF without a reliable power supply. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSO, 
MCTSSA, AUTOVON 365 2148. 

CAT ONE - 39 



ITEM: Electrical Power Requirements for an MTACCS C2 Facility. 

DISCUSSION: FMF units were frustrated and distracted with the 
extraordinary effort expended in providing electrical power 
steady enough for the TCO C2 terminals. This definitely was a 
negative in their evaluation. At the GCE unit level there are no 
organic power sources sufficient to meet TCO requirements. The 
infantry battalion requires, in the MTACCS environment, a simple 
and dependable AC and DC power source; be it a lOKW MEP 003, a 
500f3500W Honda portable or a SOOW thermoelectric generator 
(TEG) . 

RECOMMENDATION: That power requirements for a C2 facility at 
every level be addressed as a result of FDS-1. That MCCDC 
identify the maximum and minimum electrical power requirements 
for an infantry battalion for the future and the FDS series 
evaluations. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 40 



X~EH: CSSCS. 

DXSCUSSION: CSSCS was used as a feasibility study to determine if 
the Marine Corps would adopt it as the capstone logistic status 
system receiving input from stand alone functional area· systems. 
We only had two systems to test and they were at the BSSG and the 
MEB G-4. This system received its updates from LFADS, the unit's 
supply system and MIPS, the unit's personnel system. As it was 
not at each C2 facility it did not have the opportunity to 
demonstrate its capabilities as well as we would have liked. 

CSSCS only demonstrated a sliver of its planned 
functionality by reporting only supply status. The evaluation of 
planned functional requirements are equally important in our 
overall decision. Equally important is the evaluation being 
performed by Argon National Laboratory to determine if the Marine 
Corps could live with the algorithms and code used by the Army. 

csscs also had difficulty in computing reports due to the 
large data base received by LFADS. There needs to be a filter to 
drop items not on the pacing items list. This would allow the 
system to be more responsive by not being burdened with too much 
data that is not critical at the commander or primary staff 
level. 

RECOMMENDATION: If csscs is adapted there should be a 
modification to the contracts for all MILOGS component systems to 
require integration with csscs. This will ensure cooperation 
between contractors who currently only have a requirement to 
build a stand-alone system. It is also imperative that csscs be 
integrated with TCO and that CSSCS can be called up onto a TCO 
screen for the commander or his operations officer. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 

CAT ONE - 41 



I~: Implementation Plan. 

DISCUSSION: CSI had a CDRL to draft the implementation plan. 
Passing this on to a contractor negated the governments control 
and they lost the most important tool to insure that their 
position was clearly stated and in one concise document. This 
document should have gone further in directing both the 
contractors and the FMF. MCRDAC should be more bold in 
identifying just what it wants the FMF to do to preclude 
confusion and excesses. 

RECOMMENDA~ION: ~hat the MCRDAC FDS coordinator put together a 
very complete Implementation Plan. The task of drafting the 
implementation plan should not be delegated to a contractor who 
is an FDS software developer, to prevent a conflict of interest. 

SDBMI~~ED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 

CAT ONE - 42 



ITEM: Electronic Mapping Capability. 

DISCOSSIOR: The MTACCS Technology Excursion demonstrated an 
electronic mapping capability in the Combat Information Processor 
Staff Battle Planning and Execution system (CIPSBPS). This 
capability should be part of MCASS and available to the MTACCS 
systems including MILOGS. This software system will provide a 
common data base and common processing tools for commanders at 
all echelons and their staffs. By using a DMA vector map product, 
the system permits graphical operations on the map such as sensor 
planning with fields of view, optimal movement routing, and line 
of sight calculations. Non-mapping features include automated 
overlay generation, friendly and enemy situation displays with 
automatic updates, and event detection and warning. 

RECOMMENDATION: That an electronic mapping capability be included 
in MCASS available for FDS-2. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 

CAT ONE - 43 



ITEM: FDS Bill of Materials (BOM). 

DISCUSSION: MCRDAC expected MCTSSA to support FDS-1 without 
providing additional funding for supplies, maintenance, etc. By 
the time additional funding was provided it was difficult to 
secure adequate supplies. 

RBCOMMBHDATION: Future MCRDAC budget submissions should identify 
the need for additional supplies to support all integration 
activities that may take place in support of FDS. 

SUBMITTED BY: Captain B. L. Martin, FOS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE - 44 



ITEM: Use of Classified Software/Hardware During FDS. 

DISCUSSION: The use of classified software during the 
integration/training phase of FDS-1 is risky. First, the FDS lab 
is not a secure facility in terms of physical security and 
Tempest considerations. Second, cognizant PMs did not take 
responsibility for providing MCTSSA with detailed security 
requirements for-their systems. Third, cognizant Pms had to be 
pressured to provide on-site personnel that could be trained and 
authorized to subcustody COMSEC equipment is support of their 
systems. Fourth, when you have over 200 personnel from many 
different units crammed in the same lab and a variety of 
contractors working all hours of the night, it is very difficult 
to prevent accidental viewing of classified information that is 
displayed on the screen. The lack of space in the lab prevents 
compartmentalizing to accommodate security concerns. 

RECOMMENDATION: All MTACCS systems should be able to run as 
unclassified systems. If not, the respective PMs should take full 
responsibility for clearly and completely defining security 
requirements and providing suitable personnel when necessary to 
take custody of classified material. No classified system should 
be run on a non-Tempest machine. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE - 45 



ITEM: Software Disk, Documentation, and License Accountability. 

DISCUSSION: The problem with accountability for sco Open Desktop 
is not isolated. currently, Ground C2 does not adequately track 
the distribution of software. This is important because of the 
costs involved if software is lost and because some of this 
software, like Open Desktop, can be integral to delivered 
systems. Thus they need to be baselined and subject to CM like 
any other software system. 

RBCOMMBHDATIOH: GNSD should adopt the system in use by CISD. 
They have developed a software library concept around their CM 
personnel. All developmental software must be checked out this 
library. The library holds all licenses and at least one 
complete set of documentation and disks for the CM purposes. The 
RO, however, is still accountable for his/her software that is 
controlled by the library. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON.365 2379. 

CAT ONE - 46 



XTZM: Hardware Accountability. 

DISCUSSION: Both MCTSSA and CSI had difficulty getting all 
computer equipment returned at the conclusion of FDS-1. The 
equipment that was returned was missing a variety of covers, 
doors, etc. It did not seem feasible to have FMF units subcustody 
the equipment from CSI or MCTSSA especially since the FMF did not 
arrive until 12 November. In addition, this would have taken well 
over a day to complete qiven CSI 1 s lack of personnel and LTI 
requirements. Unfortunately, since they were not responsible for 
the equipment, the FMF did not make a strong effort to return the 
equipment in good condition. 

RECOMMENDATION: For FDS-2, FMF units should assume some degree of 
responsibility for security and completeness of developmental 
equipment they are using. If there is not adequate 
accountability, unscrupulous personnel in FMF units have a 
license to steal easily pilfered parts. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT ONE - 47 



XTBM: Airfield/Group/Squadron Logistic Requirements. 

DXSCUSSXON: The ACE organization and units exercised the 
logistics functions that normally are performed by support 
squadrons established at an airfield. The evaluation focus was on 
green (USMC) sided logistics vice the blue (USN) logistics that 
the MAW requires and cannot function without. MTACCS is just 
starting to address aviation logistics information needlines. C2 
needline requirements for Naval programs such as NALCOMIS and 
SUDAPS need to be addressed and defined for the deployed MAGTF. 

RBCOKMEHDATION: That aviation logistic automated programs be 
included and evaluated in the FDS process. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT ONE - 48 



FDS-1 AFTER ACTION ITEMS 

CATEGORY TWO 

FDS-1 EVALUATION ITEMS 

CAT TWO - 1 



( ITEM: TCO Functions. 

' 

DISCUSSION: There were several important capabilities which TCO 
did not demonstrate during FDS-1 such as: 

- Banyan Vines interface, 
- ability to transfer large data files from other systems 

(i.e. LFADS), 
ability to import word processor files into a TCO 

generated OpOrder, 
- ability to establish communications via single channel 

radio. 

None of these tasks represent high risk ventures; they should 
have been completed for FDS-1 as indicated in the FDS-1 Systems 
Concept Document. 

RECOMMENDATION: We must ensure that these essential features are 
implemented for FDS-2. 

SUBMITTED BY: Major Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365 2148. 

CAT TWO - 2 



( ITEM: central Point of contact for MCRDAC at the Field Evaluation 
Site. 

DISCUSSION: There was no central MCRDAC point of contact in the 
field through which to pass word or to address problems during 
the exercise. A duty officer was posted in the field following 
EndEx daily, but this served no purpose what-so-ever. As a 
result, information flow within the MCRDAC contingent was rather 
haphazard during the day (i.e. so what time is the 1600 meeting 
today?). Also as problems surfaced, the FMF did not have a 
designated official to provide much needed assistance (i.e you 
need to tell that to Joe but I don•t know where Joe is). It was a 
catch as catch can affair in the field. 

RBCOMMENDATXON: A MCRDAC duty officer should be posted in the 
field adjacent to the G-6/SYSCON facility during the CPX. MCRDAC 
personnel and contractors should.be required to report in and out 
to this duty officer and state where they'll be located during 
the day. The duty should be empowered to take appropriate action 
as situations arise and be able to call upon key military and 
civilian personnel to resolve problems. The duty officer should 
be the central point of focus for passing word and for addressing 
the concerns of the FMF during the course of the evaluation. 

SUBMITTED BY: Maj Al Sawyers, Ground C2 Project Officer, GNSD, 
MCTSSA, AUTOVON 365-2148. 

CAT TWO - 3 



ITBM: ULS Network Timing and synchronization. 

DISCUSSION: At the field site, the routing between the AN/GYC-7s 
at each of the nodes was through the ULCS SB-3865s and AN/TTC-42s 
situated at the corresponding node. The timing for each AN/GYC-7 
came from its attached SB-3865. The timing synchronization failed 
on various links, the most serious being at the Regiment. The 
failure caused intermittent communication losses and links to go 
down. The cause of the problem: the crystal oscillat_or 
controlling the timing was out of calibration for some the ULCS 
equipment. 

RECOMMENDA~ION: That the ULCS SB-3865 and AN/TTC-42 timing be 
calibrated on a regular basis. 

SUBMITTED BY: Edith Radnoti, GS-12, ULCS Project Office, CISD, 
MCTSSA, AUTOVON 365-2374 

CAT TWO - 4 



ITEM: Communication Management By C2 Terminal Operator. 

DISCUSSION: TCO C2 terminal operator becomes the communication 
manager for the net or communication interface hosted on that 
specific C2 terminal. The operator controls who has access to 
that interface, normally the communication architecture spelled 
out in the Marine Corps Tactical Communications Architecture 
(MCTCA} documents. This restricted access to communication means 
can slow information flow from C2 Facility to C2 Facility by the -
inability to access an idle communication asset. The terminal 
operator should not be concerned with the mechanics of getting a 
message to an addressee. He should need only to be concerned with 
the correct identification of the "TO" addresses and the receipt 
of an acknowledgement; the communications system should make the 
rest invisible to the operator. 

RECOMMENDATION: That the future design of a "communication 
server" like device must make the selection of a communication 
path invisible to the drafter or C2 terminal operator. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 5 



XTEM: TCO C2 Operator Attention and Focus. 

DISCUSSION: At the lower echelons/units the TCO operator was 
attentive and closely focused on the TCO terminal, sacrificing 
his situational or sensory awareness of the goings-on in the coc. 
Possibly this was a result of the short TCO training period, 
instability of the system, and operator experimentation with a 
new C2 tool. The loss of operator awareness and flexibility was 
noted by supervisors. Familiarity with the C2 system will breed 
more efficient operations and use, reduce man/machine 
distractions, and cause the operator to be creative in his use of 
TCO and the MTACCS systems. 

RBCOMMEHDATXON: Submitted for informational purposes only. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 6 



XTEM: TCO Communication Interface Management. 

DXSCUSSXOB: During the integration and training phase of the 
evaluation the PPB was hosted on the G-2/S-2 C2 terminals. The 
G-2/S-2 UYK-83A was running exceptionally slow frustrating the 
operators. The determined reason was that the PPB consumed 
processing time thus causing the slow down. Sometime between 
Integration and Collective Training and setup in the field it was 
decided to host the PPB on the G-&/CommO terminal at the CE and 
MSC level. Unfortunately the G-6/Commo terminal was already 
hosting the TACFEP interface. The slowness problem was now 
compounded with hosting two interfaces on one terminal. The 
maturity of TCO was insufficient to handle both interfaces. 
Operator frustration was transferred to the G-6/Commo from the 
G-2/S-2. 

RECOMMENDATION: Submitted for informational purposes only. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 7 



ITEM: G-6/Commo Manual Communication Interface Management and 
Removal as a C2 Functionary on TCO. 

DISCUSSION: The G-6/Commo TCO terminal was tasked to 
host/interface the TACFEP (ULTDS interface) and the PPB (SCR 
interface). The G-6/CommO operators were not specifically trained 
on the operation of the PPB nor the requirement for exporting the 
service to the G-2/S-2. The communication management requirements 
of the two interfaces overwhelmed the operator because of other 
anomalies in the TOO network. The results were the G-6 and 
Communication Officers at the CE and MCSs were removed from staff 
planning, direction, reporting and C2 functions of the command 
post. 

RECOMMENDATION: That the communication interface and the 
management of the communication asset must be transparent to the 
TCO operator. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 8 



( ITEM: Exporting TCO Services and Interfaces to Other Terminals on 
the LAN. 

DISCUSSION: The exportation of a TCO interface to another C2 
terminal on the LAN became common practice for FDS-1. The problem 
developed that when the TCO interface host lost power or reboot 
the exported services were lost. The operator had to initiate all 
exported services from his memory. The Teo should have had a 
11 last configuration" memory for the exported service as it has 
for "own ID and Co:mm Config. 11

, which reset initialization 
perimeters for the C2 terminal. 

RECOMMENDATION: That exportation activity of a C2 terminal be 
recorded in memory just as initialization configuration is 
retained for TCO start-up. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 9 



ITBM: TCO Training and Operator Proficiency. 

DISCUSSION: The training program for the TCO operators was a well 
thought out, progressive training package. The flaw was that only 
one fourth of the required TCO terminals were available for the 
first week of training. Operators shared assets. More terminals 
were available the second week. TCO operations were the main 
training thrust. Restoral actions and notification for lost 
communications of any type (LAN, MTCM, PPB, TACFEP) was not 
stressed. The CSI representative apparently would solve the 
problem or address it to someone who would. Simulated lost comms 
training would have assisted the TCO operator when he faced the 
communication outages during the evaluation. 

RBCOMMENDATIOH: That operators be trained in what actions to take 
for TCO lost comms. That the training plan incorporate exercising 
the lost comm procedures to better prepare operators working with 
a developmental system. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 10 



ITEM: TCO Net Member Tray Automatic Update. 

DISCUSSION: The Net Member Tray of the TCO screen display 
contains the LAN and external communication configurations and 
connections. The 11Who 1 s There" button will poll the communication 
connections and present the net members to the TCO operator. This 
is a manual action, initiated by the TCO operator. This is a good 
option to reduce 11 Who 1 s there" transmission/acknowledge and 
support EMCON. But hours may pass and the operator may think the 
icons in the tray represent connectivity. The icon representing 
the member should be refreshed on an automatic (selective period) 
basis. A C2 terminal with few members in the tray may poll 
hourly, where a C2 terminal with multiple (MTCM, PPB, TACFEP) 
connectivity may require polling every five minutes. 

RECOMMENDATION: That for communications connectivity of a C2 
terminal, the net member tray should have automatic update 
feature to reflect current capabilities. This should be in 
addition to the manual update capability. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 11 



ITEM: PLRS System Feedback to TCO User. 

DXSCUSSIOH: There was no direct way for the operator to tell if 
he were connected to PLRS and polling. He had to check to see if 
the BUU was audibly polling every three to six seconds. A 
remotely located BUU is difficult to check. currently, if the 
user sees that tracks exist on the screen, he thinks PLRS is up. 

RECOMMENDATION: That a clear warning appear on the screen to 
notify the user that the BUU is not polling. 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD, 
MCTSSA, AUTOVON 365-2397. 

CAT TWO - 12 



ITEM: Time Stamp for PLRS Tracks. 

DISCUSSION: The CSI product displays unit symbology on the 
LSD/MSD map. Double clicking brings up a time stamp. CSI 1 s SW 
does not update the time stamp unless a spot report comes in, or 
if PLRS reports that the unit actually moves more than 200 
meters. Stationary units will not be represented by a time stamp 
update on the screen, even though the PLRS Server is providing 
TCO with updated information every three to six seconds. This is 
confusing and causes difficulty in debugging because it can 
appear that no updates have been receive, when in-fact they have 
been. Accurate time stamps can give the commander confidence in 
the reliability of data on the screen. Additionally, time stamps 
are updated every time the system went down, adding to debugging 
confusion and user confidence problems. 

RECOMMENDATION: The symbol time stamp should be updated every 
time a new report (PLRS or otherwise) comes in. It may also be 
useful to tag the stamp with a symbol to identify the source of 
PLI information to the screen (i.e. 0825-P for PLRS, 0826-S for 
Spot-Report, 0956-G for GPS, 1015-M for manual etc). 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD, 
MCTSSA, AUTOVON 365-2397. 

CAT TWO - 13 



ITBK: Message Time Stamp for the TCO Interface to the PLRS Server 
Only Updates When a Particular Unit Moves 200 Meters. 

DISCUSSION: The TCO software only updates the time stamp if a 
particular unit moves the minimum 200 meters. To changed the TCO 
software so that it will update every time a PLRS member moves, 
the user can get feedback as soon as each position comes in from 
the BUU. This will simplify the testing and trouble shooting 
process when each PLRS message is read and time stamped. 

RECOMMENDATION: Change the message time stamp for the TCO 
interface to the PLRS server so that it will update every time a 
message is received from the BUU. 

SUBMITTED BY: Phil Hiroshigo and Eddy Chue (NSR), MCASS Project 
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223. 

CAT TWO - 14 



ITEM; TCO Terminal Flexibility Awaiting Message Acknowledgement. 

DISCUSSION: The message on the terminal screen cannot be closed 
out until all acknowledgements have been received. Rapid planning 
and operations normally call for hurried order drafting and 
transmission. Waiting for acknowledgements to a multi-addressed 
message may waste valuable time for the TCO operator who is ready 
to move on to the next order of business. The TCO terminal should 
be flexible enough to manage message proceSsing off screen and 
allow the operator access to the system for other functions. 

RECOMMENDATION: That off screen message processing be built into 
the MTACCS message handler to provide operating flexibility to 
the TCO operator. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 15 



ITEM: Exporting Communication Services. 

DISCUSSION: The MEB CMD net experienced periodic/inconsistent 
communications failures. The service was restored by exporting 
the TACFEP/ULTDS communications to the G-1/G-4. That restoral 
action was correct. What compounded the problem was that as other 
circuits experienced problems, they were exported the 
TACFEP/ULTDS service as well. At this point the "Overheard" tray 
started piling up with messages that were not addressed-to that 
TCO terminal. At the count of 20 messages the top message in the 
tray was dropped into the terminal "Message" tray. Continued 
editing/deleting of the "OVerheard" tray was required. The 
110Verheard11 function hindered terminal processing and distracted 
operators. 

RECOMMENDATION: That the "OVerheard" tray be equipped with an 
originator or message type filter to assist TCO operators in 
their screen and message management. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 16 



XTEK: TCO Reports Format. 

DISCUSSION: TCO software supported a limited number of reports. 
It was anticipated that these messages would be MTS protocol and 
MTS/MTF format. That was not the case. The TCO had their own 
format, and the TCO encapsulated that format in an MTS plain text 
(U075) shell. The obvious is apparent, TCO reports were only 
readable by other TCO terminals. Other systems implementing MTS, 
and TIDP compliant, could not exchange data, information or 
MTS/MTF reports with the TCO. 

RECOMMENDATION: That the standard (MTS and MTF) be the acceptable 
format and protocol for future FDS developments. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 17 



ITEM: Requirement to Input USMTF Messages Directly to an AUTODIN 
Interface. 

DISCUSSION: At the May FDS briefing to I MEF, the G-6 identified 
a requirement to automate the record message handling 
capabilities of a MAGTF CE. Sighted was the way I MEF executes 
this function in the field with Banyan-Vines. The method is for 
the C2 operator to send an outgoing USMTF-ED message to the 
Communication Center via LAN, the message edited with the JANAP-
128 header and EOM, and on diskette transmitted to a MODE I 
AUTODIN interface. The TCO could not generate USMTF-ED messages, 
and thus unable to demonstrate a desired and existing FMF 
capability with TCO/MTACCS. 

RECOMMENDATION: That FDS-2 implement an ability to generate 
USMTF-ED messages that will be electronically or manually 
transmitted to an AUTODIN interface. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 18 



ITEM: Information Security Level for TCO Terminals and Operators. 

DISCUSSION: FOS-1 was an unclassified Command Post Exercise and 
the information transmitted throughout MTACCS was unclassified 
regardless of what classification was placed on the message 
classification line. The TCO does not allow for designating the 
highest level of classification a terminal can process, thus all 
operators must hold a security clearance equal to or higher than 
the highest classification processed over or interfaced to TCO. 
This is a programmatic issue that needs to be addressed prior to 
an actual CPX/FTX were classified information is processed over 
MTACCS. The requirement to implement multi-level security within 
MTACCS may be the issue. 

RECOMMENDATION: That the MTACCS terminal security level and 
processing authority be based on either personal security 
clearances or a TCO switch setting. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 PrOject Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 19 



ITEM: TCO Handling of Precedence Traffic. 

DISCUSSION: The processing and transmission of TCO message 
traffic may not have been based on precedence. The TCO message 
was wrapped in an MTS free text shell and globally transmitted. 
After a message was transmitted further processing on that 
channel was suspended until an acknowledgement was received. 
Apparently the recognition of precedence and the processing of 
Flash override before Flash before Immediate before Priority 
before Routine was not implemented. Granted this may translate to 
milliseconds in delay, but the MTS precedence field is there to 
insure high precedence traffic gets through ahead of all others. 

RECOMMENDATION: That precedence in message handling and 
communication processing be strictly enforced within MTACCS. This 
will be best implemented within MCASS. 

SUBMITTED BY: Michael Murphy (NSR), Ground C2 Project Office, 
GNSD, MCTSSA, AUTOVON 365 2285 ext 222. 

CAT TWO - 20 



ITEM: Communications Interface Trouble Shooting. 

DISCUSSION: Troubleshooting the PPB/TCO interface was severely 
limited since CSI controlled access to the hard drives. There 
was a deficiency in the amount of CSI representatives that had 
access to the hard drives in the field, or could work on systems 
software debugging. 

RECOMMENDATION: An integration effort, using the same hardware 
configuration as in FDS-1, would have been the time to test and 
interface systems. 

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD, 
MCTSSA, AUTOVON 365 2285 ext 260. 

CAT TWO - 21 



ITEM: Misleading "TACFEP Abort" Message. 

DISCUSSION: Whenever the TCO interface to the TACFEP failed, it 
displayed the 11TACFEP abort11 message. This caused users to think 
the TACFEP had failed and access to tactical digital backbone was 
down when in fact the interface to the TACFEP had failed. The 
actual cause of this message needs to be investigated but it may 
be related to the serial link between TCO and the TACFEP. 

The present physical interface between the TCO and the TACFEP is 
via a 9600 baud serial connection. During the February 1991 demo, 
the TCO had trouble handling the data at 9600 baud. During August 
1991 integration testing, the buffer size was increased and it 
appeared to handled messages between TCO stand-alone work­
stations via TACFEPs and AN/GYC-7s. 

RECOMMENDATION: At a minimum, change the message to "TACFEP 
Interface Abort". 

SUBMITTED BY: Edith Radnoti, GS-12, ULCS Project Office, CISO, 
MCTSSA, AUTOVON 365-2374. 

CAT TWO - 22 



ITEM: PLRS Server Training. 

DISCUSSION: Debugging procedures can be greatly enhanced if PLRS 
Master Station operators have some very basic instruction on what 
the TCO system is doing. Basic knowledge of the Master Station 
operation by the TCO operators would be worthwhile. The PLRS MS 
operators were invaluable in the tedious, cumbersome debugging 
procedures in the field. In a fielded system their understanding 
of the basics is essential. 

RECOMMENDATION: Future efforts should include a basic two or 
three hour class for PLRS users. 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD, 
MCTSSA AUTOVON: 365-2397. 
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ITEM: Lack of Training on TCO for Both the Operators of the 
TCO/PLRS Interface and MCTSSA Personnel. 

DISCUSSION: Military personnel were not adequately trained to 
operate the PLRS interface to TCO. Several problems were due to 
operator error of the TCO interface and help was not available 
from TCO contractor personnel. MCTSSA personnel ended up training 
TCO operators on the PLRS interface. Compounding the problem was 
that the TCO contractors were unable to dedicate time to train 
MCTSSA PLRS software support personnel in the TCO/PLRS operation. 

RECOMMENDATION: MCTSSA software support personnel should be 
trained in the TCO interface to their particular subsystem. 

SUBMITTED BY: Phil Hiroshigo and Eddy Chue (NSR), MCASS Project 
Office, GNSD, MCTSSA, AUTOVON 365-2285 ext 223. 

CAT TWO - 24 



ITEM: PC! Cable Extension. 

DISCUSSION: The PCI Cable Extensions delivered to the field would 
only work in one of the two possible configurations (PCI-In-Line 
Unit had to be directly connected to the UYK-83A/85A). 
Additionally, a fifty-foot extension seemed cumbersome to work 
with on top of the ten-foot length of the original cable. Also, 
the 10 foot length seemed almost always to be too short. Lastly, 
the PCI-In-Line Unit can be removed from the cable by removing 
the two screws. The Unit and/or the screw are then easily lost. 

RECOMMENDATION: Recommend rebuilding the PCI cable to a 30 foot 
length, and using epoxy or some other method to 11 permanently11 

affix the PCI-In-Line Unit to the cable. Any cable extensions can 
be satisfied with a more manageable 20 foot eight-wire RS-232 
extension (using pins l, 2, 4, 5, 7, s, 13, 25). 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD, 
MCTSSA AUTOVON: 365-2397. 

CAT TWO - 25 



ITEM: Testing Requirements and Resources. 

DISCUSSION: There was a need to formalize testing requirements 
and schedule resources to test the PPB on an eight member 
broadcast net with random net contention. As was the case, the 
emphasis was put on testing the PPB for simultaneous 
communication on four channels, in a point-to-point configuration 
(two AN/UYK-83A). Testing for an eight member net was achieved by 
using two PPB hosting AN/UYK-83As and six DCTs on the same net. 
During the limited interoperability testing only two AN/UYK-83As 
were available for use by the PPB project. Stress or SCR net 
saturation testing with the TCO and PPB in the FDS-1 
configuration was not preformed for this reason. 

RECOMMENDATION: That a detailed test plan and requirements 
document be drafted specifying the need for testing digital 
devices in a configuration that matches FDS-X as closely as 
possible. The requirement for realistic stress testing of digital 
devices and interfaces prior to FDS-2 evaluation cannot be 
overemphasized. 

SUBMITTED BY: Steve LeRoy (NSR), Ground C2 Project Office, GNSD, 
MCTSSA, AUTOVON 365 2285 ext 260. 

CAT TWO - 26 



ITEM: Force List. 

DISCUSSION: During the initial planning conference the 7th MEB 
G-3 was provided a MAGTF II Unit Type Code Menu. They were asked 
to identify the force list that would be loaded in the data base. 
They selected amphibious type units vice MPF type units. Each 
MSC provided feedback and took an active roll in identifying its 
force structure. At the onset of the evaluation the MEB staff 
was disappointed that the data base did not resemble an MPF 
brigade. 

RECOMMENDATION: None. Future versions of MAGTF II will allow 
immediate changes to the force structure. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 
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ITEM: MILOGS Component System Training. 

DISCUSSION: The component system training went well. During this 
training it was important for the APM MILOGS to explain the 
overall MILOGS concept to the component system contractors as 
well as the students. In some cases the component system students 
did not have the requested MOS or skills, i.e. 04XXs were sent in 
lieu of 3043s. 

RECOMMBNDA~ION: That the APM for MILOGS continue to brief the 
overall MILOGS concept to both contractors and students during 
future component·system training. FMF units should insure 
individuals with the appropriate MOS and skills are provided. 

SUBMI~~ED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 

CAT TWO - 28 



( XTBM: COMMEX/STAFFEX. 

DXBCUBBXON: During the COMMEX/STAFFEX only the East Gym and BSSG 
were manned and prepared to operate on 14 November. The ••actual" 
de facto COMMEX did not start until the commencement of the Pilot 
test. This put us two days behind in our schedule. 

RECOMMENDATION: It is recommended that all equipment, operators 
and leaders be in place for the COMMEX/STAFFEX during future 
FOSs. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 

CAT TWO - 29 



ITEM: MAGTF II • 

DISCOSSZON: MAGTF II provided an invaluable data base which 
allowed us to test the other systems; however, there were 
significant problems with the data base totals. MAGTF II recently 
was converted from Focus to Clipper and had not undergone its 
Beta test. The new Clipper version would not compute 
11 sustainability11 • Therefore, the Focus version produced 
sustainability data. The data from these two versions was run 
through JOPES and merged into the Clipper version. When we tried 
to use the clipper version to modify the data base it corrupted 
the existing data base. With each effort the data base became 
worse. The MEB G-4 was very concerned about the accuracy of the 
data base and the MEB staff put forth a major effort to input 
realistic data. 

There were significant benefits in using MAGTF II. This 
allowed us to produce a sufficiently large data base to test the 
other logistical systems. We discovered that TCO, CSSCS, and the 
communications nets were not able to adequately handle such a 
large data base. The impact of this will influence the design of 
the MCASS communications layer as well as the MILOGS capstone 
system. 

RECOMMENDATION: This corrupted MAGTF II data base once again 
brings out how critical integrated testing is prior to an FDS. 
Additionally, I&L is reviewing the data base factors and is 
correcting the sustainability algorithms. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619} 725-2285. 
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ITEM: LFADS. 

DZSCUSSXON: LFADS worked well during FDS-1. Unfortunately, there 
were only 5 machines vice the 11 which were required to support 
the minimum C2 facility requirements. This required us to put the 
using unit's supply account on the supporting csso•s machine. 
The CSSD supporting the ground combat unit had 10 accounts on its 
machine to support the RCT headquarters, attached companies, and 
subordinate battalions. 

The FMF was not happy that LFADS could not communicate on 
the LAN LFADS to LFADS. They also stressed the importance of an 
automated interface of MILOGS component systems into MCLOG or 
csscs. 

CSSCS and MCLOG had difficulty in computing reports due to 
the large data base received by LFAOS. There needs to be a filter 
to drop items not on the pacing items list. This would allow the 
system to be more responsive by not being burdened with too much 
data that is not critical at the commander or primary staff 
level. 

RECOMMENDATION: LFADS should be at each C2 facility during FDS-2. 
All MILOGS components being exercised in future FOSs need to be 
able to communicate on the LAN/WAN using MCASS communications. 
These systems also need to have an automated interface with the 
addressee where data fields are automatically updated. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 
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ITEM: TCO MCLOG. 

DISCUSSION: CSI developed a logistics data base in TCO which 
provided a basic supply/readiness status delineating unit 
"authorized, 11 "on hand, 11 and "equipment status." This allowed 
units to provide automated Logistic Status and Dump Status 
reports which could be transmitted to higher headquarters. These 
reports could then be rolled up at the MSE level. Unfortunately, 
only some units were ever able to accomplish this roll-up and 
with great difficulty. 

The TCO also keyed off the nomenclature vice the TAMCN which 
caused items with the same name, such as radio set, to be summed 
together. We had a temporary fix by changing the name to TAMCN 
space item nomenclature. 

MCLOG had difficulty in computing reports due to the large 
data base received by LFADS. There needs to be a filter to drop 
items not on the pacing items list. This would allow the system 
to be more responsive by not being burdened with too much data 
that is not critical at the commander or primary staff level. 

RECOMMENDATION: If the MCLOG module to TCO becomes the capstone 
logistical status system, it would need the full spectrum MILOGS 
component system functionality, and would have to be more robust. 
In the future non-pacing items need to be filtered out and 
deleted from the TCO data base so as not to bog it down. The 
maintenance management function needs to be able to summarize 
status by commodity area. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619} 725-2285. 

CAT TWO - 32 



ITEM: MDSS II. 

DISCUSSION: MDSS II was used to provide a demonstration to load 
one ship during VIP day. It is unfortunate that we dropped MOSS 
II as a player in FDS-1. They were the original system identified 
to be exercised: however, they were dropped in favor of MAGTF II 
as the latter could provide gross sustainability requirements. 
They both should have been used. 

RECOMMENDATION: That MOSS II be available during future FDS 
evaluations. 

SUBMITTED BY: Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285. 
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' 
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ITBM: CAEMS. 

DrscussroN: CAEMS loaded one ship to demonstrate its interface 
with MOSS II. CAEMS is a tool for the local commander durinq the 
embarkation phase and has not been identified as a system to 
interface with the capstone loqistic status system. 

RECOMMENDATION: Provided for information only. 

SUBMITTED BY: Bert Taylor, FOS Sect, GNSD, MCTSSA (619) 725-2285. 
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ITEM: Power for suus. 

DISCUSSION: suo battery power is expensive and requires frequent 
(twice daily} battery replacement. BUU performance can 
deteriorate lonq before the battery indicator light functions. 
This adds another variable in debugging communication problems. 

RECOMMENDATION: Recommend that an AC power source be provided for 
every BUU envisioned for use in an MTACCS environment. Every unit 
should have one or two A/C power adapters for BUU operations. 

SUBMITTED BY: Captain J. A. Moffett, MCASS Project Officer, GNSD, 
MCTSSA AUTOVON: 365-2397. 
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( . ITEM: Availability of four wheel drive vehicles to MCRDAC 
personnel. 

DISCUSSION: Since the essence of the Field Development System and 
MTACCS is to effect interoperability and intercommunications for 
the Marine MAGTF, much cross talk is required to coordinate 
execution of the CPX at the proper interfaces and to discuss (as 
well as see) what works and what doesn't. This requires 
flexibility on the part of the various MCRDAC/MCTSSA project 
officers to move from one node to another to see what's happening 
at multiple locations during any particular CPX scenario event. 

For example, the communications between the DASC and TACC is 
continuous and the events being handled in the scenario don't 
wait for the IDASC project officer to take the 20 minutes 
required to walk down to the TACC when necessary. 

Since the DASC was (properly) located with the Regimental 
COC it was accessible only by four wheel drive vehicle. Without a 
four wheel drive vehicle, a MCRDAC/MCTSSA project officer was 
dependent upon an inflexible transportation system consisting of 
5-ton rides between the 12th street parking lot mainside and the 
7th MEB CP (which was close to neither the ACE CP nor the 
Regimental CP). 

This system effectively stranded key players and kept them 
from easily moving to locations which required their attention. 

RECOMMENDATION: Take a lesson from MAWTS-1 at MCAS Yuma, AZ. 
During their semi-annual Weapons and Tactics Instructor (WTI) 
course, they contract for a fleet of 4 wheel drive vehicles to 
allow their staff to move about the desert to the various command 
and control agencies so that they can do their jobs. 

SUBMITTED BY: CAPT J. J. KANE, IDASC Project Office, ACCSD, 
MCTSSA, AUTOVON 365-2132/3 

CAT TWO - 36 



XTEM: Contractor Transportation Requirements. 

DXSCUSSXON: Many of the contractors involved in FDS-1 lacked 
vehicles capable of getting them and their equipment to, from, 
and around the field site as needed. 7th MEB was only able to 
provide a 5 ton shuttle vehicle that went between the MEB CP and 
the 12 Street parking lot. It seldom made its advertised 1 hour 
round trip time limit. This lack of mobility hindered the ability 
of contractors to respond rapidly to widely displaced sites when 
required (ie at the East Gym). 4X4 rental vehicles are only 
available at select sites in the US. CSI was able to obtain some 
by planning over setting up reservations in Palm Springs 3 months 
in advance. Most FDS-1 CPs were with in walking distance. FDS-2, 
however, will be spread out over a much wider area and will have 
many more CPs. The concurrent MEF level exercise will undoubtedly 
include regular and widely dispersed movement of command elements 
from amphibious ships to the objective area. Contractors can only 
provide a limited number of technicians and cannot be everywhere 
at once. 

RECOMMENDATION: For FDS-2, MCRDAC PMs should plan far in advance 
to get appropriate transportation for their contractors. Or, the 
FMF units involved should establish a more predictable and 
widespread shuttle system. Traffic control over such a large area 
must be enforced to prevent tanks and other tactical vehicles 
from running over lost contractor personnel. 

Submitted by: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT TWO - 37 



( ITBH: GSA Transportation for FDS-1. 

DISCUSSION: MCTSSA and MCRDAq personnel required 4 wheel drive 
transportation to move between evaluation sites at 29 Palms. 
Since none were available, POVs were used. Frequent high winds 
and blowing sand damaged several POVs. CSI was able to obtain 4X4 
rental vehicles at Palm Springs by making reservations several 
months in advance. 

RBOOMKBHDATION: If the next evaluation takes place in a field 
environment suitable only to 4x4 transportation, S-4 should 
assist Ground C2 in reserving 4X4 vehicles at least 2 months in 
advance of the evaluation. 

Submitted by: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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FDS-1 AFTER ACTION ITEMS 

CATEGORY i'IIREE 

MCTSSA SITE SUPPORT ITEMS 

CAT THREE - 1 



ITEM: Electrical Power for FOS Integration Laboratory. 

DISCUSSION: It was identified early on that the FOS lab in 
building 313350 did not have sufficient electrical power capacity 
to support the equipment laydown for FDS-1. With the assistance 
of TSSD, a plan was developed to bring outside power from large 
transformer, step it down to 110v, and then distribute into the 
lab via a portable circuit breaker panel. This approach worked 
but had a number of serious short comings. First, it was only a 
temporary solution that did not alleviate long term requirements 
for additional power in the lab. Second, the mass of Romex on 
the lab floor presented a trip hazard as well as a shock hazard. 
Several of the outlets shorted out due to accidentally being 
kicked by students. Third, the maze of romex also presented 
potentially serious EMI problems for the myriad of communication 
links. Fourth, a five inch hole had to be cut in the lab floor to 
allow access to the romex cabling. Fifth, the layout was unable 
to reliably support the laydown with sufficient power. Popped 
circuit breakers occurred several times and seriously impacted 
the training schedule. Similarly, the power distribution system 
did not have backup circuits (reserve capacity) that could have 
been used in an emergency. Sixth, the distribution system was 
costly in terms of man-hours and materials to install. Seventh, 
the organic power system is inadequate to support even moderate 
expansion of Ground C2. This expansion will occur soon so power 
needs to be in place to handle it (ref. Comm/Intel's problems in 
31335E). 

RECOMMENDATION: MCTSSA should contract to have the power 
distribution system permanently upgraded to handle any similar 
sized FDS integration/training activities and allow for 
sufficient reserve capacity. TSSO should conduct a power survey 
in coordination with Ground C2 to determine the appropriate 
approach to permanently upgrade ~he building. S-4 should handle 
contracting the actual work. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 

CAT THREE - 2 



ITBK: Furniture for FDS Lab. 

DISCUSS70N: A large quantity of chairs, tables, and other office 
furniture was required to support FDS integration and training. 
Most of this furniture was subcustody from MCB Camp Pendleton 
Garrison Property. This furniture cannot be loaned on a long term 
basis since it is used by the MCB to support a wide variety of 
other equally important functions. Had FDS-1 lasted the 
anticipated 2 months, a serious shortage of furniture would have 
developed. 

RECOMMENDATION: MCTSSA should purchase (with some funding from 
Ground C2) adequate folding chairs and tables to support at least 
50% of the requirement for FDS-1. These assets could also be used 
to support a wide variety of MCTSSA's own functions. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSO, 
MCTSSA, AUTOVON 365 2379. 
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I~BM: Climate Control for FDS Lab. 

DISCUSSION: The air conditioners in the FDS lab did not 
adequately offset the heat generated by the students and 
equipment. The high temperatures caused at least 2 UYK-83s to 
malfunction and many of the students were unable to remain 
attentive. Several of the air conditioners never did produce cool 
air. One of the air conditioners continually iced up because it 
attempted to over compensate for the weaker air conditioners. 

RECOMMENDATION: Prior to the next major test/integration/training 
activity in the FDS lab, all air conditioners should be inspected 
and serviced to ensure reliable operation. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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ITBK: MCTSSA Embarkation Capability. 

DXSCUSBION: MCTSSA S-4 does not possess organic embarkation 
experience, supplies, or equipment. All equipment and supplies 
had to be borrowed from e~ernal sources. Embark personnel and 
supervisors were untrained. They learned as they did the embark. 
The potential for unsafe packing and loading was a constant 
problem. 

RECOMMENDATION: MCTSSA S-4 should maintain at least a minimum 
amount of supplies, equipment, and trained personnel which can be 
readily upgraded when similar embarkations take place in support 
of the FDS process. Other projects that regularly do field 
testing would also benefit from this capability. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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XTBM: FDS ooo Procedures. 

DXSCUSSXOB: Despite the numerous assurances from the responsible 
individuals, the MCTSSA 000 was poorly briefed on how to handle 
the problems which arouse during FDS-1. Without a clearly written 
SOP, the OOD cannot be expected to react appropriately to FDS 
unique requirements. 

REOOMXBNDATXOB: The FDS Operations Officer, in coordination with 
the Security Officer and Executive Officer, should write an SOP 
to define the COD's duties that are unique to supporting FDS 
activities. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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ITEM: Office Space Requirements. 

DISCUSSION: Adequate office space, collocated with the FDS lab, 
for contractors and MCRDAC personnel is essential for an 
operation of this size. CSI needed 5 large offices, for example. 
If the Orincon trailers had not become available, many of these 
personnel would have been widely distributed throughout the 
compound. In addition, restructuring the office spaces to 
accommodate FDS-1 was not without cost. It took 4 days, 
augmentation from S-4, and many man-hours to move office 
furniture to suit the needs of CSI and PNL. 

RECOMMENDATION: GNSD should not increase the current number of 
personnel in 313350 nor should there be any plans to expand 
office space into the FDS lab until it is determined whether or 
not MCTSSA will host the integration and training for FDS-2. 
GNSD needs to continue to pursue additional office elsewhere to 
preserve the unique capability of the FDS lab to host a wide 
variety of functions. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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XTBK: Tactical Vehicle Support for FDS-1 Transportation. 

DXSCUSSXON: OVerall, MEF vehicle support for the embark and 
retrograde was excellent. Several problem areas, however, need to 
be addressed. First, the actual mix of vehicle types was never 
certain until they arrived. This impacts how the equipment is to 
be packed. Second, the convoy commander must be identified at 
least several days in advance so that MCTSSA FDS personnel can 
provide necessary briefing. Third, palletizing the UYK-83/85s can 
easily crack their cases. Fourth, as much as possible, the 
computer equipment had to be divided by CP and placed on separate 
trucks. Node integrity was essential to prevent random 
distribution of computers. This could significantly delay the 
initial site setup in the field. 

RBCOKMENDATXON: If possible, 5 ton vehicles with M105 trailers 
should be used in place of LVSs, particularly those with trailers 
lacking sides. This allows the UYK containers to be loaded 
without banding them to pallets. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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XTEM: Storage Space Requirements. 

DXSCUSSXOH: The seatrains belonging to Ground C2 had insufficient 
space to house all of the computer equipment and containers used 
during FDS-1. In addition, since they are located across the 
compound from 313350, a GSA vehicle would have been necessary to 
ferry equipment and containers back and forth. The fenced in area 
north of the GSA lot proved to be a much better solution. All 
weather proof containerized equipment was stored there. It was 
securable, large, and close to the FDS lab. This made the 
embarkation much easier and faster. 

RBCO~TIOH: This fenced in area should be available for use 
in future FDS activities aboard MCTSSA. 

SUBMXTTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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ITBN: FDS Working Group. 

DISCUSSION: The FDS Working Group should have functioned as a 
"fusion center" for FDS coordination. Unfortunately, the 
membership routinely changed and attendance was marginal. Also, 
the members often expressed an inability to get cooperation 
within their divisions for meeting site support information 
requirements for their systems. Most members came to listen and 
not to voice their division's concerns. These weaknesses were 
compounded by the lack of a vehicle by which to routinely 
circulate FDS information. 

RECOMMEHDATION: First, from the top down, MCTSSA needs to be 
solidly behind FDS. Division directors need to fully support 
their representatives in the FDS Working Group, providing them 
the latitude to address issues which cross all systems within the 
division. They also need to put their authority behind these 
representatives when they are tasked with providing time critical 
and accurate information for FDS planning. Second, Ground C2 
should develop a monthly FDS E-mail newsgram to keep all 
interested parties current. This newsgram would become weekly 
within several months of the actual evaluation. 

SUBMITTED BY: Captain B. L. Martin, FDS Operations Officer, GNSD, 
MCTSSA, AUTOVON 365 2379. 
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( ITBM: Incoming Phone Calls for FDS Participants at MCTSSA. 

DIBCUSSIOB: During FDS-1 training and integration activities at 
MCTSSA, phone calls poured in from units who wished to contact 
their Marines. Unfortunately, FMF units only had Major sawyers 
and captain Martin listed as POCs. The volume of calls diverted 
much needed attention away from other FDS activities. FMF Marines 
then routinely tied up phone lines as they communicated with 
their units. Also, accurate rosters were not kept for FMF 
personnel involved in training. Consequently, it became a time 
consuming ordeal to locate personnel who had received messages. 

RECOMMENDATION: The FDS Operations Officer should establish a 
visitor control center for FDS participants. It would function 
similarly to the MCRDAC visitor control desk that was in 7th MEB 
headquarters. This office would be collocated in the FDS trailer 
with guard personnel and assigned a dedicated phone line (autovon 
access). The office should be staffed with a lance corporal or 
corporal knowledgeable in personnel administration procedures and 
MCTSSA 1 s organization and layout. 

Submitted by: Captain B. L. M~rtin, FDS Operations Officer 

SUBMITTED BY: Trieu Vu and Captain B. L. Martin, FDS Operations 
Officer, GNSD, MCTSSA, AUTOVON 365 2379. 
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Appendix D 

Problems. The various MTACCS systems require clean, stable power. Although the 
FMF stated that this could be provided using MEPs, in practice, this did not occur. 
Power fluctuations, tripping breakers, unannounced generator shutdowns and poor 
grounds caused numerous system crashes. 

Discussion: The lAS Uninterruptable Power Supplies (UPS) did not provide stable 
power during these outages, nor was there sufficient amperage available to power an 
entire suite of equipment from a single lAS UPS. 

Recommendation: That the lAS program identify a more robust UPS and that all the 
programs in MTACCS worik with the FMF on the power distribution problem in future 
FDS exercises. 

Problem: The lAS could not utilize single channel radios to pass digital traffic between 
the MEF and the other MSEs. 

Discussion: Many MTACCS nodes claimed that they could utilize organic tactical 
communications. Single channel radios were able to transfer digital data between 
HOs provided they had been tuned to no more than 1 Hz variance. However, when 
an ANGR-39 was placed next to the computer, some of the nodes dropped off the net 
for no discernable reason. The Protocol Processor Board developed by MCTSSA 
woriked for some nodes but not in others. The same problem was experienced with 
the Tactical Communications Interface Module. No reason was discovered tor these 
failures (although some fingers were pointed at a lack of configuration control in the 
CSI TCO software). The lAS had planned on incorporating this technology into the 
Suites for fielding in FY 92. 

Recommendation: That MCTSSA continue to troubleshoot the Protocol Processor 
Board problem, aimed towards fielding this capability. 

Problems: Many operators complained about the lack of voice radio traffic. since most 
messages came digitally to each system. 

Discussion: The operators were used to being able to listen to a radio and know what 
was happening, whereas now messages were appearing on the computer screen. 
This is a price to be paid in the computer. The voice radio is still available tor passing 
messages which are time sensitive. 

Recommendation: None. 
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Problems: The operator cannot electronically screen the messages in the queue and 
read the ones he is most interested in, but rather must page through each one as it is 
arranged in the queue. 

Discussion: The queue orders messages by precedence, but does not allow you to 
pick and choose the order for messages to be read, other than by precedence. 

Recommendation: The message handler should allow the operator to call up the 
messages in his queue by Originator, DTG, precedence and subject. and choose 
messages for review. 

Problem: The lAS makes full use of a windowing environment, with pull down menus 
and point and click selections utilizing a mouse. However, this required the operator 
to concentrate his attention fully on the computer screen, such that he lost contact with 
the other activities which were ongoing in the COIC. 

Discussion: This is a potential weakness of any system, as it means that an analyst 
will only be able to do one job at a time, not the several that they perform when in the 
manual mode. As the operator becomes more familiar with the system, the amount of 
attention that he will have to devote towards moving the mouse will decrease, and he 
will be able to pay more attention to activity around him. 

Recommendation: None. 

Problem: There was no direct electronic connectivity between the lAS and the other 
MTACCS nodes. 

Discussion: In order to avoid false impressions that we had solved the multilevel 
security problem, we incorporated a genser workstation on the TCO LAN, with an air 
gap between it and the lAS. Messages were dumped to a floppy disk. which was then 
transferred to the other workstation. This caused a slowdown in the transfer 
of information between lAS and TCO, and added one more potential point of failure in 
the network. The interlaces between TCO and lAS were valid for FDS-1 only, and may 
have to be redone for FDS-2. 

Recommendation: The lAS should continue to focus on developing a multilevel 
secure system so that it will be able to electronically link with other systems will 
continuing to process data of various security levels. 
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Problem: Several bugs were identified in the message handler, message grabber, 
and reports software. 

Discussion: Although corrected, in each case the bugs caused the system to lock up, 
requiring a UNIX trained individual to restore the system. This restated a requirement 
for us to train a UNIX system administrator for each site, as well as having as stable 
software as possible. 

Recommendation: Train a UNIX system administrator for each lAS site. Fully test all 
software before fielding. 
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Item. MILOGS FDS-1 Systems: 

Discussion. During FDS-1 the MILOGS components exercised were MCLOG, 
CSSCS, LFADS, and MAGTF II; MDSS II and CAEMS were demonstrated. During the 
initial MCRDAC/I&UCSI FDS-1 MILOGS meeting in November 1990, MDSS II was 
identified by I&L as the only LOG AIS system sufficiently mature to be available for 
FDS-1. From this point on it became politically difficu~ to add additional systems as 
they matured. The FDS System Specification stated that FDS was to test the 
"MTACCS concept" not just TCO. When LFADS became available it replaced MDSS 
II as the system interfacing with TCO as it was the appropriate system to provide the 
supply status type of information TCO and CSSCS required. MAGTF II was also 
selected as it created the tables of organization and equipment as well as a 
sustainability data base that would populate LFADS. The MILOGS concept was 
hampered by limited systems that needed to act in concert to provide the logistics 
picture and insufficient machines at each C2 facility. 

Recommendation. It is recommended that future FDSs allow any component system 
to participate, as determined by the APM, and that sufficient machines be made 
available to adequately manage logistics. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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JWn. Force List: 

Discussjon. During the initial planning conference on the 7th MEG G-3 was 
provided a MAGTF II Unit Type Code Menu. They were asked to identify the 
force list that would be loaded in the data base. They selected amphibious 
type units vice MPF type units. Each MSC provided feedback and took an 
active roll in identifying its force structure. At the onset of the evaluation the 
MEB staff was disappointed that the data base did not resemble an MPF 
brigade. 

Recommendation. None. Future versions of MAGTF II will allow immediate 
changes to the force structure. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725·2285 
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~- Integration Testing: 

Discussion. The integration testing that was scheduled at MCTSSA did not 
occur as a result of CSI's non-availability. 

Recommendation. That MILOGS component systems undergo independent 
integration testing at MCTSSA prior to an FDS to include the capstone 
logistics decision support system. MILOGS systems must also undergo 
integration testing with TCO and other MTACCS systems prior to each FDS. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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JWD.. MILOGS Component System Training: 

Discussion. The component system training went well. During this training 
it was important for the APM MILOGS to explain the overall MILOGS 
concept to the component system contraCiors as well as the students. In 
some cases the component system students did not have the requested 
MOS or skills. 

Recommendation. That the APM for MILOGS continue to brief the overall 
MILOGS concept to both contraCiors and students during future component 
system training. FMF units should insure individuals with the appropriate 
MOS and skills are provided. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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Jlwn. Collective and Integrated Training: 

Discussion. The logistic operators did not get sufficient logistic experience 
during the collective training as the emphasis was operational. By the 
second day the APM MILOGS was able to get additional emphasis on 
logistics training to include passing rapid requests and modifying the 
MCLOG data base and conducting roll-ups. However, this was not sufficient 
to identify problems or to allow operators to conduct the evaluation with out 
coaching. 

Recommendation. During future FOSs logistics operators and staff should 
receive collective and integrated training apart from the operational 
personnel. This will allow all logistics players to learn how to operate in a 
logistic environment. This experience will be far more valuable than having 
them learn operational aspects of TCO such as the fire support system. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 

E-5 



Jle.m. COMMEX/STAFFEX: 

Djscussjon. During the COMMEX/STAFFEX only the East Gym and BSSG 
were maned and prepared to operate on 14 November. The "actual" de 
facto COMMEX did not start until the commencement of the Pilot test. This 
put us two days behind in our schedule. 

Recommendation. It is recommended that all equipment, operators 
and leaders be in place for the COMMEX/STAFFEX during future FDSs. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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Jlwn. MAGTF II: 

Discussion. 

MAGTF II provided an invaluable data base which allowed us to test the 
other systems; however, there were significant problems with the data base 
totals. MAGTF II recently was converted from Focus to Clipper and had not 
undergone its Beta test. The new Clipper version would not run 
sustainability. Therefore, the Focus version was run to produce 
sustainability. The data from these two versions was run through JOPES 
and merged into the Clipper version. When we tried to use the clipper 
version to modify the data base it comupted the existing data base. With 
each effort the data base became worse. The MEB G-4 was very concerned 
about the accuracy of the data base and the MEB staff put forth a major 
effort to input realistic data. 

There were significant benefits in using MAGTF II. This allowed us to 
produce a sufficiently large data base to test the other logistical systems. 
We discovered that TCO, CSSCS, and the communications nets were not 
able to adequately handle such a large data base. The impact of this will 
influence the design of the MCASS communications layer as well as the 
MILOGS capstone system. 

Recommendation. This corrupted MAGTF II data base once again 
brings out how critical integrated testing is prior to an FDS. Additionally, I&L 
is reviewing the data base factors and is correcting the sustainability 
algorithms. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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lli!m- LFADS: 

Discussion. 

LFADS worked well during FDS-1. Unfortunately there were only 5 
machines to handle 27 units. This required us to put the using unit's supply 
account on the supporting CSSD's machine. The CSSD supporting the 
ground combat unit had 10 accounts on its machine. 

The FMF was upset that LFADS could not communicate on the LAN 
LFADS to LFADS. They also stressed the importance of an automated 
interlace of MILOGS component systems into MCLOG/CSSCS. 

Recommendation. LFADS should be at each C2 facility during FDS-2. All 
MILOGS components being exercised in future FOSs need to be able to 
communicate on the LAN/WAN using MCASS communications. These 
systems also need to have an automated interlace with the addressee 
where data fields are automatically updated. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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Item. CSSCS: 

Discussion. 

CSSCS was used as a feasibility study to determine if the Marine Corps 
would adopt it as the capstone logistic status system receiving input from 
stand alone functional area systems. We only had two systems to test and 
they were at the BSSG and the MEB G-4. This system received its updates 
from LFADS, the unit's supply system and MIPS, the unit's personnel 
system. As it was not at each C2 facility it did not have the opportunity to 
demonstrate its capabilities as well as we would have liked. 

CSSCS only demonstrated a sliver of its planned functionality by 
reporting only supply status. The evaluation of planned functional 
requirements are equally important in our overall decision. Equally 
important is the evaluation being performed by Argon National Laboratory 
to determine if the Marine Corps could live with the algorithms and code 
used by the Army 

CSSCS also had difficu~y in computing reports due to the large data 
base received by LFADS. There needs to be a filter to drop items not on the 
pacing items list. This would allow the system to be more responsive by not 
being burdened with too much data that is not critical at the commander or 
primary staff level. 

Recommendation. If CSSCS is adapted there should be a modification to 
contracts for all MILOGS component systems to require integration with 
CSSCS. This would include TCO to insure CSSCS appears as transparent 
as any module of TCO. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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JWm. TCO MCLOG: 

Discussion. 

There was no statement of work for TCO to develop a logistical system. 
CSI appeared to work on the Marine Combat Logistics (MCLOG) module of 
TCO to preclude TRW from getting a "foot in the doo~· with CSSCS. (TRW is 
developing the Army Command and Control System and had bid on TCO 
but was too expensive). 

CSI put together a data base which provided "authorized" and "on hand" 
quantities. This allowed the units to provide automated Logistic Status and 
Dump Status reports which could be transmitted to higher headquarters. 
These reports could be rolled up at the MSE level. Unfortunately, only 
some units were ever able to accomplish this roll-up and with great difficulty. 
The TCO was completely overwhelmed with so much logistical data. CSI 
was inflexible in making changes in the interface specifications and 
software. They held to the original specification worked out by CSI and 
PRC technicians under the direction of I&L. 

Recommendation. If the MCLOG module to TCO becomes the capstone 
logistical status system, it would need the same functionality as projected for 
CSSCS and would have to be more robust. In the future non pacing items 
need to be filtered out and deleted from the TCO data base so as not to bog 
it down. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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JWD.. MOSS II: 

Discussion. MOSS II was used to provide a demonstration to load one ship 
during VIP day. It is unfortunate that we dropped MDSS II as a player in 
FDS-1. They were the original system identified to be exercised; however, 
they were dropped in favor of MAGTF II as the latter could provide gross 
sustainability requirements. They both should have been used. 

Recommendation. That MOSS II be available during future FDS 
evaluations. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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lllun. GAEMS: 

Discussion. GAMES loaded one ship to demonstrate its interface 
with MOSS II. GAMES is a tool for the local commander during the 
embarkation phase and has not been identified as a system to interface with 
the capstone logistic status system. 

Recommendation. None, this is provided for information only. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MGTSSA (619) 725-2285 
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Jlwn. Implementation Plan: 

Qjscussjon. CSI had a CORL to draft the implementation plan. Passing this 
on to a contractor negated the governments control and they lost the most 
important tool to insure that their position was clearly stated and in one 
concise document. This document should have gone further in directing 
both the contractors and the FMF. MCRDAC should be more bold in 
identifying just what it wants the FMF to do to preclude confusion and 
excesses. 

Recommendation. That the MCRDAC FDS coordinator put together a 
very complete Implementation Plan. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725·2285 
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lll!m. MTACCB Technology Excursions: 

Discussion. The Combat Information Processor Staff Battle Planning and 
Execution System (CIPSBPS) should be part of MCASS and available to 
the MTACCS systems including MILOGS. This software system will provide 
a common data base and common processing tools for commanders at all 
echelons and their staffs. By using a DMA vector map product, the system 
permits graphical operations on the map such as sensor planning with 
fields of view, optimal movement routing, and line of sight calculations. Non­
mapping features include automated overlay generation, friendly and 
enemy situation displays with automatic updates, and event detection and 
warning. 

Recommendation. That the CIPSBPS should be included in MCASS 
available for FDS-2. 

Submitted by. Bert Taylor, FDS Sect, GNSD, MCTSSA (619) 725-2285 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1 

4.(U)USE OF FIREFLEX AT SASS LEVELS FOR PLANNING 

S.(U)OBSERVATION: FIREFLEX was not well suited for use in 
the SASS as a fire planning tool. 

6.(U)DISCUSSIONS: FIREFLEX could not be used for planning for 
the deep battle due to the limitation in "work space". The work 
space of the system was a 100 kilometer by 100 kilometer grid. 

7.(U)LESSON LEARNED: 

S.(U)RECOMMENDED ACTION: Modification to the software needs 
to be made to allow for targeting outside of the "work space" and 
have the system use spheroids to represent the mapping process. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2. (U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1 

4.(U)USE OF FIREFLEX AT SASS LEVELS 

5.(U)OBSERVATION: FIREFLEX was not well suited for use in 
the SASS for air planning and exchange of targeting information. 

6.(U)DISCUSSION: FIREFLEX could not be used for exchanging 
targeting information with the air systems due to the lack of an 
automatic conversion between LaVLong and UTM Grid coordinates. 
and the use of a map zone designator. 

7.(U)LESSONS LEARNED: 

8.(U)RECOMMENDED ACTION: Modification to the software needs 
to be made to allow for automatic conversion between Lat/Long and 
UTM Grid coordinates and increase the field size for the grid 
coordinates to include grid zone designator. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2. (U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1 

4.(U)TRANSMISSION OF TARGET BLOCKS BETWEEN TCO AND FIRE FLEX 

S.(U)OBSERVATION: TCO and FIREFLEX were not able to cleanly 
exchange target lists and target blocks. 

6.(U)DISCUSSION: Target lists could not be sent from TCO to 
FIREFLEX and back. The TCO was only able to transmit or receive 
one target at a time. 

7.(U)LESSONS LEARNED: 

8.(U)RECOMMENDED ACTION: Modification to the TCO software 
needs to be made to allow tor the transfer of entire target lists 
or blocks of targets 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1 

4.(U)FIREFLEX INTERNAL SOFTWARE PROBLEMS 

5.(U)OBSERVATION: There were FIREFLEX problems that were 
determined to be software problems and not system or doctrinal 
problems 

6.(U)DISCUSSION: 1) Numerous error messages are surfacing 
that cannot be deleted from the message que. Once this que fills 
the box is unable to transmit or receive messages. '2) The 
message copies buffer is not deleting messages. This also causes 
the box to lose the ability to transmit. 3) All of the message 
ques should be in a separate file in the system and not related 
to the subscriber table or system setup. Currently, when the 
ques are full and locking out the operator the solution is to go 
to UNIX and delete the offending que's file. What happens is the 
subscriber table is also deleted causing the operator to rebuild 
it. 

?.(U)LESSONS LEARNED: 

8.(U)RECOMMENDED ACTION: Modification to the FIRE FLEX 
software needs to be made to fix the identified problems. 

9.(U)COMMENTS: 

··- (U) SUBJECT: COMMAND & CONTROL 

·•• (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1 

4.(U)FIREFLEX SOF1WARE MODIFICATIONS FOR INCREASED 
FUNCTIONALITY 

5.(U)OBSERVATION: There were additional suggestions for 
FIREFLEX that would improve the system's performance. 

6.(U)DISCUSSION: 1) A capability to transmit, store and 
manage the target precedence list or large target files is 
needed. This is equal to the requirement to pass the target 
bulletin but have it prioritized. The target precedence list 
should include chemical targets. 2) FIREFLEX must be able to 
create schedules of fires, groups and series, as well as execute 
them. 

7.(U)LESSONS LEARNED: 

8.(U)RECOMMENDED ACTION: Modification to the FIRE FLEX 
software needs to include the above mentioned suggestions. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1, OCT 

4.(U)MODIFICATIONS TO THE DIGITAL COMMUNICATIONS TERMINAL 

5.(U)OBSERVATION: There were suggestions for the improvement 
of the OCT. 

6.(U)DISCUSSION: The OCT needs a larger mission buffer. If 
the limit of two missions was set due to the limitation of BCS it 
should be removed. The FO will be talking to the FSCC which can 
handle more missions. 

?.(U)LESSONS LEARNED: 

B.(U)RECOMMENDED ACTION: Modification to the OCT should be 
considered. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2. (U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91 . 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1, SINCGARS 

4.(U)DISTRIBUTION OF THE SINCGARS RADIOS 

5.(U)OBSERVATION: Concerns were raised as to the fielding of 
the SINCGARS radios and its effect on digital systems. 

6.(U)DISCUSSION: The TiE for radio assets needs to be 
revisited. The fielding of SINCGARS radios does not include a 
one-for-one swap. Additional radios are needed by the FMF to 
support the net coverage requirements. 

7.(U)LESSONS LEARNED: 

S.(U)RECOMMENDED ACTION: Insure that sufficient radios are 
fielded to the artillery to support the use of automated command 
and control systems over combat net radios. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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UNCLASSIFIED 

MCLLS LONG REPORT 

1.(U)MCLLS NUMBER: 

2.(U)PCX FDS-1 conducted by CG 7TH MEB on 11/16/91. 

3.(U)KEYWORDS: FIREFLEX, C2 (COMMAND AND CONTROL), CPX 
(COMMAND POST EXER), FDS-1, DRASH 

4.(U)USE OF THE DRASH TENTS 

5.(U)OBSERVATION: There were suggestions for the use of the 
DRASH tent as the preferred shelter for Fire Direction Centers 
and Fire Support Coordination Centers. 

6.(U)DISCUSSION: The Deployable Rapid Assembly Shelter 
(DRASH) tents used by the DASC look good for use by the Arty Bn. 
1/11 would like some sort of tent with a covering (Kevlar for 
example) to provide shelter from indirect fire for the Marines 
and equipment. 

7.(U)LESSONS LEARNED: 

S.(U)RECOMMENDED ACTION: Use of the DRASH tent should be 
considered. 

9.(U)COMMENTS: 

--- (U) SUBJECT: COMMAND & CONTROL 

--- (U) INTEROPERABILITY: NONE 
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Appendix G 

FDS·1 AFTER ACTION REPORT 

Subject: ULCS Training 
Discussion:ULCS Operators expressed a dissatisfaction with the training a Keesler 
AFB. Apparently, some subjects are taught incorrectly while others are not taught at 
all. 
Recommendation:Liaison with Keesler AFB is a MCCDC function. A possible solution 
would be to have instructors from Keesler AFB accompany a Marine Corps material 
fielding team to Camp Lejeune NC to observe classes and gain an understanding of 
those subjects considered necessary in USMC training. 

Subject: TCO Operator Training 
Discussion:The TCO Operators did not have an understanding of how they fit into the 
overall system. They knew how to functionally pass a message but had no 
understanding of their connectivity. 
Recommendation:Provide more extensive information on how messages travel 
through the system. This will also aid the operators when trouble shooting the system. 

Subject: UL TDS/TCFEP Training 
Discussion:AIIotted training time was too short. The importance of correct timing 
settings on the ULTDS was not emphasized enough. 
Recommendation:The standard 2 week ULTDSfTCFEP training course should be 
given. More emphasis should be placed on understanding network timing 
requirements. 

Subject: ULCS Timing 
Discussion :With time, the frequency of the oscillators in the ANfTTC-32's and SB-
3865's will drift. Normal preventive maintainance procedures call tor adjusting the 
oscillators every six months. Timing drift will cause trunks to frequently drop out and 
come up again. Though no messages are lost, it is an unnecessary "COMM LOSS" at 
the switch. · 
Recommendation:Oscillator adjustment should occur more frequently than once every 
six months. The process is relatively simple and should be done prior to each 
exercise. 

Subject: TCO Software Man-Machine Interface 
Discussion:Currently, TCO software will display a "TCFEP ABORTED" or "PPB 
ABORTED" message when it experiences a problem with the interfaces to these 
boards. This message leads the operator to suspect the TCFEP or the PPB when 
there is actually a TCO software problem. This message is misleading and slows 
down troubleshooting ot the real problem. 

G-t 



Recommendation:Change the message to read "TCO/TCFEP INTERFACE ABORTED" 
and "TCO/PPB INTERFACE ABORTED". 

Subject: TCO/TCFEP Interface 
Discussion:lt appears from speaking to the TCO operators that the TCO/TCFEP 
interface aborts increase proportionally as the TCFEP is exported to more users. 
Recommendation:Test and, if necessary, make changes to the TCO software to 
accomodate the high data throughput such a system must withstand. Prioritization of 
software interrupts may help to alleviate the problem. 

Subject: TCO Software Changes 
Discussion :Throughout the exercise changes were made to the TCO Software and put 
onto the computers. Several configuration management problems lead to different 
versions of the TCO Software on different machines. Changing the TCO Software 
during the exercise also added multiple variables to the evaluation of the system 
which made it impossible to pinpoint problem areas accurately. 
Recommendation:During FDS-2, only one version of TCO Software should be used to 
facilitate proper evaluation of the system as a whole. 

Subject: MCRDAC Communication 
Discussion:The communication of information among various portions of MCRDAC 
was minimal at best. Meeting information, report requirements and exercise 
information were disseminated through rumors rather than by an organized 
distribution method. 
Recommendation:C2G, C20, C2C and C2A must make an effort to establish firm 
Points of Contact for all FDS matters. They will also need to have the POC's meet 
frequently enough with each other and with the contractor to avoid misunderstandings 
and misinformation. Our own organizational efforts could have made a substantial 
impact on the ease of operations at Twentynine Palms. MCRDAC should be 
functioning as a unit to provide accurate information to the FMF and to our contractors. 
We should be taking the lead. 
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