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ABSTRACT 

This paper describes analy t ic tools we developed 
to quanti fy the ef fect iveness of safeguards 
against t he f t of special nuclear material by 
Ins iders . These too ls help i den t i f y vulner­
a b i l i t i e s in e x i s t i n g safeguards, suggest 
potent ia l improvements, and help assess the 
benefi ts of these upgrades pr io r to imple­
mentation. Alone, these tools are not 
su f f i c i en t for safeguards planning, since the 
cost of implementing a l l suggested upgrades 
almost always exceeds the avai lab le resources. 
This paper describes another too l we developed 
to allow comparison of benef i t : , of various 
upgrades to i d e n t i f y those upgrade packages that 
achieve the greatest improvement in protect ion 
for a given cost and to provide a p r i o r i t y 
ranking among cos t -e f f ec t i ve packages, thereby 
helping decision-makers select the upgrades to 
implement and h i g h l i g h t the amount of residual 
r i s k . 

INTRODUCTION 

This paper discusses safeguards e f f e c t i v e ­
ness evaluat ion techniques and the ro le they 
play in safeguards planning. I t is a cha l ­
lenging problem t o plan an e f fec t i ve and 
balanced safeguards system that adequately 
protects f a c i l i t i e s handling special nuclear 
material from malevolent ac ts . F i r s t , safe­
guards planners must consider a var iety of 
hypothet ical threats as speci f ied in generic 
threat guidance. These threats include 
t e r r o r i s t s , c r i m i n a l s , and insider adver­
sar ies. The l a t t e r th reat poses par t i cu la r 
d i f f i c u l t i e s because ins ider adversaries have 
access to protected assets and knowledge of 
operations and safeguards. Moreover, p ro tec t ion 
against ins ider attempts almost always con­
stra ins production and can, therefore , be 
cos t l y . Second, many of the safeguards options 
ava i lab le have vary ing levels of success against 
the various th rea t types. These options include 
physical secur i ty measures, material c o n t r o l . 

material accoun tab i l i t y , and human r e l i a b i l i t y 
programs. Th i rd , safeguards that may be ef fec­
t i ve against one th rea t type may be detrimental 
to other threat types. Because of the complex­
i t y of the problem, ana ly t i ca l tools are needed 
to evaluate safeguards ef fect iveness, to assist 
in set t ing upgrade p r i o r i t i e s , and to a l locate 
l imi ted safeguards resources. 

We have developed several systematic and 
quant i ta t ive methods for evaluating the ef fec­
tiveness of ex i s t i ng safeguards and proposed 
modi f icat ions. These methods vary from very 
detai led - - designed to evaluate safeguards 
effectiveness when confronted with every 
conceivable adversary act ion - - such as the 
Structured Assessment Approach (SAA)1 — to 
simple, s t ra ight forward methods that Ident i fy 
weaknesses and p inpoint areas where a more 
detai led analysis may be warranted. At th is 
t ime, the most widely used too l for insider 
threats i s the Safeguards Evaluation Tool 
(ET) . Z A s imi la r too l was developed by Sandia 
National Laboratories fo r i den t i f y ing vulnera­
b i l i t i e s against t e r r o r i s t attacks. This too l 
i s known as SAVI (Systematic Analysis of 
Vu lnerab i l i t y to I n t r u s i o n ) . 3 

Safeguards evaluat ion methods, such as ET 
and Sandla's SAVI, general ly iden t i f y vulner­
a b i l i t i e s 1n ex i s t i ng safeguards and suggest 
potent ia l improvements against insiders and 
outsiders. Alone, they are not adequate for 
safeguards planning because the cost of Imple­
menting a l l suggested upgrades generally exceeds 
the avai lable resources. This paper describes a 
tool we developed to in tegra te the resul ts of an 
Insider and outs ider th rea t evaluat ion, to allow 
comparison of benef i ts of various upgrades, and 
to Ident i fy those upgrade packages that achieve 
the greatest improvements in protect ion for a 
given cos t . The t o o l , MUER* also provides a 
p r i o r i t y ranking among the cost -e f fect ive pack­
ages, thus a l lowing a decision-maker to decide 
which upgrades to implement and the amount of 
residual r i sk to accept. 

Work performed under the auspices of the U.S. Department of Energy by the Lawrence Livermore National 
Laboratory under Contract W-7405-Eng-48. 
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We describe the philosophy and approach of 
SAA, ET, and MISER. Then we conclude with a 
very b r i e f discussion r ? our current e f f o r t to 
develop an integrateo v u l n e r a b i l i t y assessment 
tool that can handle i n s i d e r s , outs iders , and 
insiders and outsiders in co l l us ion . 

EVALUATING THE EFFECTIVENESS OF SAFEGUARDS 

Protect ing against the threat posed by 
ins iders is a p a r t i c u l a r l y d i f f i c u l t problem 
because such adversaries have rout ine access to 
assets, as wel l as knowledge of the operations 
and safeguards that dre in place. Furthermore, 
protect ion against ins ider the f t almost always 
constrains normal operat ions. Although no t e r ­
r o r i s t attacks have occurred in DOE f a c i l i t i e s 
or those licensed by the Nuclear Regulatory 
Commission (NRC), ins ider events have ranged 
from rather inconsequential t he f t of property to 
infrequent but more damaging attempts at 
espionage. 

Potent ia l ins ider adversaries include 
anyone with access to assets that are safe­
guarded. For example, fo r a f a c i l i t y that 
manufactures research-reactor fuel containing 
special nuclear mate r^ ' l (SNM), potent ia l 
adversaries include process operators and 
supervisors, nuclear mater ia l custodians and 
accountants, j a n i t o r s , secur i t y inspectors, 
computer programmers, and others who may be 
act ing e i ther alone or in co l lus ion with other 
adversaries. 

Protection against such threats requires an 
integrated system of safeguards consist ing of 
human r e l i a b i l i t y programs, physical p ro tec t ion , 
mater ia l con t ro l , and mater ia l accountab i l i t y . 
The f i r s t of these measures, human r e l i a b i l i t y 
programs (HRPs), includes secur i ty clearances, 
secur i ty awareness a c t i v i t i e s , and psychological 
screening programs, a l l o f which are designed to 
deter or reduce the l i ke l i hood of malevolent 
ac ts . Because HRP measures have l im i ta t i ons - -
and an otherwise r e l i a b l e ins ider may be coerced 
— to ta l re l iance cannot be placed on them. 
F a c i l i t i e s therefore use other measures to 
detect potent ia l t h e f t or d ivers ion attempts not 
deterred by HRPs. 

The second p ro tec t i ve measure is physical 
p ro tec t ion , such as containment and controls 
that l i m i t access to protected assets. However, 
insiders general ly have au thor i t y to override 
these measures. The t h i r d measure, which plays 
an important r o l e in p ro tec t ion against SNM 
t h e f t , i s material cont ro l and accountab i l i ty 
(MCSA). MC&A includes SNM monitors on doors to 
areas where mater ia l i s stored or processed, as 
we l l as per iodic physical inventor ies . However, 
these systems may be subject to tampering or 
inaccuracies. MCSA systems re l y heavi ly on 
administrat ive procedures that can be circum­
vented i f they are not designed proper ly. 
Moreover, records and forms are subject to 

inadvertent errors and f a l s i f i c a t i o n , thereby 
decreasing confidence in them. Evaluating the 
effect iveness of these pro tec t ion measures 
against insider threat is a complex task. 

We have developed a series of systematic 
and quant i ta t ive methods to assist decision­
makers in evaluating the effect iveness of their 
safeguards systems against t he f t or diversion of 
SNM by ins iders. These methods vary widely in 
complexity. The most de ta i l ed ones, such as the 
Structures Assessment Approach {SAA], are de­
signed to evaluate safeguards effectiveness with 
respect to every conceivable adversarial action 
and plant operating cond i t i on . At the other ex­
treme are simple, s t ra ight forward methods that 
i den t i f y weaknesses and pinpoint areas needing 
more detai led analys is . At present, the most 
widely used tool in the l a t t e r category is the 
Safeguards Evaluation Tool (ET), which is cur­
ren t l y used for ins ider t h rea ts . Although ET is 
based on more complex models developed at LLNL, 
we have ref ined i t to a s t ra ight forward tool for 
use by safeguards and secur i ty planners at the i r 
fac i l i t i e s . 

Structured Assessment Approach (SAA) 

We have developed the SAA to help assess 
the vu lne rab i l i t y of safeguards systems to 
ins iders . For physical secur i ty systems, the 
SAA iden t i f i es possible paths that are not safe­
guarded under various operat ing condit ions, 
inc luding day or night s h i f t s and emergency 
condi t ions. SAA also i d e n t i f i e s the insiders 
who could defeat the system v ia d i rec t access, 
co l l us ion , or ind i rec t tampering. For MC&A 
systems, th is method also i d e n t i f i e s personnel 
who could block the detect ion of lost or d ive r t ­
ed material by f a l s i f y i n g data or tampering with 
equipment. 

We f i r s t used the SAA in la te 1978 to 
assess a nuclear fue l f a c i l i t y ; we have sub­
sequently applied i t at several DOE and NRC 
f a c i l i t i e s . Although the SAA was o r i g i na l l y 
designed to run on a mainframe computer, we 
recent ly converted i t t o a user - f r iend ly program 
that runs on a personal computer. We have added 
many features to s imp l i f y and f a c i l i t a t e i t s use 
in conducting v u l n e r a b i l i t y analyses. For 
example, the SAA input i s a t e x t - l i k e data f i l e 
that i s easi ly read and can provide documen­
ta t i on of bath the f a c i l i t y safeguards and the 
assumptions used during ana lys is . However, 
because of the level of d e t a i l required for an 
SAA analys is , th is too l continues to be used 
pr imar i ly by analysts at LLNL. 

Safeguards Evaluation Tool (ET) 

Although ET i s a r e l a t i v e l y simple tool to 
use, i t captures the essence of most complex 
models. ET allows the user to generate quanti­
t a t i v e measures of performance that can be used 
to judge the ef fect iveness of systems against 



various th rea ts , to p inpoint v u l n e r a b i l i t i e s , 
and, most impor tant , to compare the performance 
Df a l te rna t i ve system upgrades. We s p e c i f i c a l l y 
designed ET for safeguards and secur i ty planners 
who are in terested in evaluat ing the i r own 
f a c i l i t i e s . ET can also be used by appraisal 
teams as they v i s i t various s i t e s . The method 
has been appl ied successful ly at many DOE 
f a c i l i t i e s . 

We have developed an Evaluation Workbook to 
guide an appraisal team through the steps i n ­
volved in data c o l l e c t i o n and evaluat ion. The 
Workbook also provides a means for documenting 
the charac te r i s t i cs of a given safeguards system 
and the assumptions that are made during an 
evaluat ion. The descr ip t ions of threats include 
a l i s t of po ten t i a l adversar ies, the i r author­
i t y , t he i r access to SNM, and the number of each 
type of po ten t ia l adversaries in the f a c i l i t y . 
Safeguards components are also recorded, espe­
c i a l l y those designed to l i m i t access to SNH or 
unauthorized movement of SNM. Because many of 
the safeguards designed to protect assets 
against ins iders are procedural ( for example, 
the two-person r u l e ) , i t is important to 
document these procedures and the de ta i l s of 
t he i r day-to-day implementation at the f a c i l i t y . 

ET allows an evaluat ion team to quant i fy 
the effect iveness of an integrated system of 
physical secur i t y and MC&A against the ins ider 
th reat . ET uses the p robab i l i t i es of t imely and 
la te detect ion as measures of safeguards e f fec ­
tiveness against t h e f t or d iversion of SNM. 
Detection i s t imely i f a the f t i s discovered 
before mater ia l i s removed from the s i t e ; detec­
t ion is l a te i f the discovery is made a f te r the 
material has been removed. 

To s imp l i f y the evaluation of t imely 
de tec t ion , a t h e f t attempt is divided i n to three 
stages: 

o 5NM a c q u i s i t i o n , which includes 
gaining possession of 5NM inside a 
mater ia l access area and concealing i t 
for l a t e r removal. 

o Removal of mater ia l from a mater ia l 
access area, which includes 
t ranspor t ing concealed SNM to a 
loca t ion outside that area and h id ing 
i t i n a protected area for la te r 
removal. 

o Removal of material from a protected 
area to an o f f - s i t e locat ion . 

Because d ivers ion i s the removal of mate­
r i a l from i t s author ized l oca t i on , i t can be 
considered equivalent to the acqu is i t ion 
stage. A t h e f t i s successful when an adversary 
completes a l l three stages. 

Once the evaluat ion team col lects and 
documents threat and safeguards information, 
they use th i s data to i den t i f y the various paths 
and strategies each adversary could use at each 
stage of an attempted t h e f t . In developing the 
s t ra teg ies , we assume t h j t an adversary would 
use steal th and dece i t . Adversaries would 
consider many f a c t o r s , such as timing of the 
attempt and exp lo i t a t i on of special knowledge, 
access, or au tho r i t y . Adversaries would also 
choose those condi t ions that minimize or delay 
the chances of de tec t i on , such as f a l s i f i c a t i o n 
of records or subs t i t u t i on of mater ia l . 

Next, the user assesses probab i l i t ies of 
t imely detect ion for each adversary using each 
possible strategy for each of the three stages 
of the f t attempt. These probab i l i t ies can be 
assessed by a group of knowledgable i nd i v id ­
uals. They can also be based on experimental 
data. These p r o b a b i l i t i e s are used as input to 
ET. Next, the user runs ET to compute the 
probabi l i ty of t imely detect ion with the 
strategies and safeguards that are in place. We 
assume that dr\ adversary would choose the 
strategy wi th the lewest chance of detect ion. 
ET computes the overa l l p robab i l i t y of timely 
detection for each type of adversary and then 
generates both tables and graphs, such as the 
graph shown in Figure 1 . These results make i t 
easy to compare the effect iveness of ex is t ing 
safeguards against various adversaries and to 
ident i fy those wi th low probab i l i t i es of detec­
t i o n . This reveals areas where the safeguards 
system may be weak and needs improvement. 

0.6 
Probability 
of timely 
detection 0.4 

Operator Cuetodtan Manager Guard 

Fig. 1 The ET computer program computes end displays 
the ovarall probability of timely detaetlon for eech type 
ot Insider adversary. 

Late de tec t ion , which by de f i n i t i on occurs 
af ter the f a c t , i s important because i t provides 
an ind ica t ion tha t SNM may be missing. The 
sooner a loss i s detected, the greater the 
p o s s i b i l i t y of reso lv ing the cause, thereby 
preventing an incor rec t response or assuring 
that no the f t occurred. In case of an actual 
t h e f t , quick detect ion and resolut ion w i l l 

-3 -



hasten recovery of the SNM and mi t igate adverse 
consequences. 

Evaluation of l a te detection using ET is 
discussed in more d e t a i l in a companion paper in 
th is issue. The reader is referred to the paper 
e n t i t l e d , "Evaluat ing Late Detection Capabi l i ty 
Against diverse Ins ider Adversar ies" . 5 

Once an evaluat ion is complete, two 
addi t ional steps are taken. The f i r s t step is 
to test the s e n s i t i v i t y of resul ts to a l ­
ternat ive assumptions and probab i l i t y assess­
ments. Many inputs for t imely and la te detec­
t ion re l y heavi ly on subject ive judgments of the 
user, and ET provides a simple way to determine 
the ef fect of changing assumptions on the 
resu l t s . This s e n s i t i v i t y analysis h igh l igh ts 
those inputs requ i r i ng invest igat ion and focuses 
debate on the most important assumptions. 

The second step involves using ET to 
iden t i f y those adversaries and stages for which 
the system is weak and to suggest areas where 
correct ive actions or upgrades are requi red, ET 
can assess the change in safeguards e f f e c t i v e ­
ness pr io r to implementation of upgrades so that 
the benef i ts of various configurat ions can be 
h igh l igh ted . 

5ETTING PRIORITIES FOR SAFEGUARDS UPGRADES 

So fa r , the discussion has focused on the 
methods we developed at LLNL for evaluating 
safeguards ef fect iveness against the insider 
th reat . A s im i la r t o o l , developed at Sandia 
National Laborator ies , Albuquerque, can i d e n t i f y 
v u l n e r a b i l i t y to t e r r o r i s t a t tacks. This too l 
i s known as the Systematic Analysis of Vulner­
a b i l i t y to In t rus ion (SAVI). 

Both ET and SAVI provide systematic 
approaches f o r : i d e n t i f y i n g v u l n e r a b i l i t i e s , 
suggesting co r rec t i ve actions or upgrades, and 
determining the ef fect iveness of proposed 
upgrades. However, ne i ther ET nor SAVI helps 
decision-makers balance the effect iveness of 
proposed upgrades w i th t h e i r cost so that 
p r i o r i t i e s can be s e t . We developed MISER 
(Method for In teg ra t i ng SAVI and ET Results) to 
do exact ly t h a t . 

THE MIJER PROGRAM 

MISER in tegrates the resul ts of both 
ins ider and outs ider evaluat ions, compares the 
benefits r esu l t i ng from various upgrades, and 
i d e n t i f i e s those upgrades that achieve the 
greatest improvement in protect ion for a given 
cost . MI$ER also ranks various packages of 
cos t -e f fec t i ve upgrades, thereby helping 
decision-makers se lec t the upgrades to implement 
and h igh l i gh t i ng the amount of residual r i s k . 
Figure 2 is a t y p i c a l MISER p lo t showing how the 
effect iveness of safeguards can change as d i f ­
ferent upgrades are implemented. This kind of 

analysis can also i den t i f y those upgrades thai, 
do not increase system ef fect iveness. Such a 
resul t can occur when ^n upgrade package 
designed to e l iminate vu lne rab i l i t y against one 
threat introduces a v u l n e r a b i l i t y to another 
threat . 

Existing 
safeguards Upgrade options 

Fig. 2 The MISER program can be used lo compare the 
change In safeguards affactivanasa aa different 
packages are Implemented. Such comparison! can 
help decision-makers determine which upgrades should 
he Implemented and which may actually Introduce a 
new vulnerability to another threat. 

Figure 3 is a MISER cost-benef i t graph 
h igh l igh t ing those upgrade packages that provide 
the most benefi t per do l l a r and those with 
marginal r e tu rn . The curve connecting the 
packages that o f fe r the most benefi t for a given 
cost is cal led the cos t -e f fec t i ve f r on t i e r . 
Upgrades below the cos t -e f fec t i ve f ron t ie r are 
generally i n f e r i o r because they represent lower 
effectiveness per do l l a r spent. Such graphs 
provide decision-makers wi th a rat ional basis 
for choosing upgrades and for deciding what 
level of residual r i s k to accept. 

Cost-benefit graph 
1.0 1 1 Vault 1 1 1 1 
0.8 

Effective- ° ' 6 

Qui* 
•padiaga 

monitoring 

.Exit 
CCTV 

ness „ . 
0.4 Existing 

Mfaguwd. 
-

0.2 - -
0 1 1 1 1 1 1 

400 BOO 
Incremental cost 

Fig. 3 A MISER cost-benefit graph is used to highlight 
those upgrade packages that provide the most benefit 
per dollar spent. Hera, the solid Una connecting high-
priority packages Is called the cost-effective frontier. 
Upgrades falling below this line, such as closed cir­
cuit TV here, are generally Inferior because they 
represent lower effectiveness per dollar spent. 
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Although MISER provides the basic framework 
for se t t i ng p r i o r i t i e s , s i gn i f i can t add i t i ona l 
research is s t i l l needed. MISER cur ren t l y 
focuses on a s ing le ta rge t , whereas we of ten 
need to a l l oca te funds to mul t ip le targets and 
f a c i l i t i e s . In add i t i on , the current model was 
designed for 5NM t h e f t , and th is approach needs 
to be extended to other areas, such as rad io ­
log ica l and i n d u s t r i a l sabotage. These exten­
sions w i l l make MISER appropriate for a wide 
range of users inc lud ing : personnel at DOE 
headquarters who must a l locate l im i ted funds to 
DOE weapon f a c i l i t i e s ; managers who ^re respon­
s ib le for determining the re l a t i ve benef i ts of 
new safeguards; and f a c i l i t y manager? who must 
obtain the best possible protect ion wi th t h e i r 
l im i ted safeguards resources. 

CURRENT DEVELOPMENT 

We're working w i th Sandia nat ional 
Laborator ies to develop an integrated vulner­
a b i l i t y assessment program for addressing 
ins ider and outs ider threats . The in tegrated 
program w i l l enable the user to evaluate 
safeguards ef fect iveness against a var ie ty of 
threats i nc lud ing : t e r r o r i s t s , c r im ina l s , 
demonstrators, s ingle and col lud ing non-v io lent 
i ns i de rs , and - - to a l imi ted extent - - ins iders 
in co l lus ion wi th outs iders. The program is 
integrated in the sense that the user w i l l be 
required to describe the f a c i l i t y safeguards 
only once. The user w i l l then be able to use 
th i s desc r ip t ion for e i ther the ins ider or 
outsider module. Results of these evaluat ions 
can then be used to assess effect iveness against 
co l lus ion among insiders and outs iders . 

There w i l l be many differences between the 
new ins ider model and ET: the new evaluat ion 
model w i l l contain data bases of adversary 
a t t r i b u t e s , s t ra teg ies , and baseline proba­
b i l i t i e s of de tec t ion . In add i t i on , p robab i l ­
i t i e s of de tec t ion w i l l depend upon the safe­
guards present and the i r implementation, as wel l 
as the access and author i ty of each ins ider 
adversary. A lso , the new outsider model w i l l 
use a fas ter a lgor i thm than SAVI and w i l l model 
a larger spectrum of outsider adversar ies. A 
model to ca lcu la te the p robab i l i t y of 
neu t ra l i za t i on w i l l be included. 

The in tegrated package is due for release 
in 1988, and i t is expected tha t , a f te r the 
re lease, a t r a i n i n g program in the use of the 
package w i l l be developed and of fered at the DOE 
Central Tra in ing Academy in Albuquerque, New 
Mexico. 

CONCLUSIONS 

Our safeguards evaluation tools - - such as 
SAA and El -- and p r i o r i t y - s e t t i n g tool MISFrf 
have benef i ted tnt^ safeguards community by 
enhancing the level of protect ion against 
po tent ia l ins ider and outsider threats , making 
cos t -e f fec t i ve use of resources, and ensuring 
the consistency and comprehensiveness of safe­
guards and secur i ty po l i cy . We continue to 
re f ine our evaluat ion tools and to t ransfer them 
to other f a c i l i t i e s and i n s t i t u t i o n s . 

We Are w o r k i n g w i t h a n a l y s t s f rom Sand ia 
National Laboratories to develop an integrated 
package that can handle threats from ins ide rs , 
outs iders , and ins iders and outsiders in c o l l u ­
s ion. In f i s ca l year 1988, we expect to release 
a prel iminary version of ' is package, which 
w i l l include more powerfu. and updated versions 
of ET and SAVI. 
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