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Abstract

A new method to encrypt signals using chaotic
systems has been developed that offers benefits over
conventional chaotic encryption methods. The method
simultaneously encodes multiple plaintext streams using
a chaotic system; a key is required to extract the
plaintext from the chaotic ciphertext. A working
prototype demonstrates feasibility of the method by
simultaneously encoding and decoding multiple audio
signals using electrical circuits.

1. Introduction

Secure alternatives to conventional methods of
communicating information are desperately needed.
Chaotic dynamical systems exhibit properties that may
be relevant to meeting this need. Chaotic signals have a
broadband power spectrum, and it is not possible to
predict their long term behavior either forward or
backward in time. These and other properties of chaotic
systems have been applied to achieve novel methods of
encoding and decoding information [1-4].

Cryptanalysis has been performed [5] on a method
of chaotic encryption that makes use of a property called
synchronization. Chaotic synchronization is in fact one
of the more extensively studied methods of chaotic
encryption [see, for example refs. 6-9]. In the method
analyzed, a small amplitude plaintext signal is masked
by a large amplitude signal originating from a low
dimensional chaotic system. The receiver, which
extracts the plaintext from the chaotic ciphertext, is
comprised of a dynamical system that physically
synchronizes with the original encoding system. To
properly synchronize, several criteria must be met. For
example, the largest Lyapunov exponent of the receiving
system must be negative (i.e. the receiver must be a
stable system), and the modulated parameter must be
small in amplitude compared to other oscillations in the
system. Successful cryptanalysis has been demonstrated
for synchronized systems when the following additional
conditions are assumed: the chaotic encoder is of low
dimensionality, the plaintext is small amplitude, an
underlying attractor exists, and the form of the equations
defining the chaotic system are known.

In this paper we present a new method to encrypt
information using chaotic systems [10]. The properties
and conditions that enable cryptanalysis of
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method. In addition to offering potential security
benefits over existing chaotic encryption techniques, the
present method exhibits an extremely diverse range of
useful attributes and implementation methods.

2. General Method

The general method to encrypt information is to
modulate the underlying dynamics of an n-dimensional
chaotic system with one or more plaintext streams S;(t),
as shown schematically in Fig. la. The state vector
components of the chaotic system comprise the
ciphertext C,(t). The encryption key is comprised of the
specification of the chaotic system. This specification
may take the form of 1) numerical parameters pj(t) for a
mathematical  specification of a  numerically
implemented chaotic system, or 2) values of parameters
pj() for a physical specification of a physically
implemented chaotic system. To decode the plaintext
(Fig. 1b), the encoding process is simply reversed, i.e.
the plaintext is directly decoded from the ciphertext, in
contrast with the synchronization technique.

This type of complex high-dimensionality
encryption system can be implemented not only in
software, but as real physical systems, such as optical,
electrical, magnetic, or electromechanical systems [11].
We defer discussion of the unique properties and
benefits of the new method until Section 4. First, we
illustrate a physical implementation of the method that
uses a simple electrical circuit.

3. Implementation Example

Consider the simple circuit illustrated
schematically in Fig. 2. This circuit contains
conventional resistors, capacitors, analog multipliers,
and operational amplifiers. The circuit spontaneously
oscillates chaotically when the values of the physical
components are within appropriate ranges. The time-
varying state vector of this circuit can be described by
the three components of ciphertext: C(t)=x(t),
C,(t)=y(t), and C,_3(t)=2z(t). The dynamical behavior of
this circuit is determined by the values of the circuit
elements, and the signals S;(t), S,(t), and S;(t). The
values of the circuit components comprise the key of the
encoding system. The signals S;(t), S,(t), and S3(t)
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Figure 1. a) chaotic encoder simultaneously converts multiple
streams of plaintext into a series of chaotic signals; b)
plaintext is recovered by directly decoding the ciphertext
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comprise three independent plaintext signals that are
encoded by the system.

To simplify the example, the circuit shown in Fig.
2 was assembled using values of circuit components
such that it may be approximated mathematically by

dx

kE = yz—-Sl(t)

dy _ ol

d.

K = S3(0) = (x=5)y

where k is a time constant determined by the capacitor
and certain resistor values.

The physical circuit was operated with plaintext
S;(t) being a speech signal, and plaintext S,(t) and S;(t)
being audio signals from two different radio stations.
Figure 3 shows a brief portion of the signal S;(t). Figure
4 shows the cipher text resulting from the simultaneous
encryption of the signal shown in Fig. 3 and the two
radio stations.

To decode the plaintext from the ciphertext,
circuits were constructed (Fig. 5) that invert the function
of the encoding circuit. For the circuit elements chosen,
these circuits can be mathematically approximated by

Figure 2. Chaotic encoding system comprised of an electrical
circuit. This system simultaneously encodes three independent
plaintext streams. The content of each of the three plaintext
streams is dispersed between multiple ciphertext streams.
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Figure 3. Plaintext comprising an audio signal from a
microphone. This signal is one of three independent plaintext
streams.
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Figure 4. Ciphertext resulting from encoding three
independent input signals, one of which is shown in Fig. 2.
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Figure 5. The circuits that decode the three plaintext streams
S1(1), Sx(1), and S5(t) from the ciphertext x(t), y(t) and z(t).
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Figure 6. Comparison of original and decoded plaintext
shows  minimal distortion resulting from the
encoding/transmission/decoding process.

dx
Si(t) = yz—kzz

k% +y+5

_,dz
S3(1) = K+ (x=5)y

In order for the plaintext to be decoded properly, the
values of the circuit parameters, e.g. capacitors and
resistors, must appropriately match those of the
encoding circuit. Figure 6 shows audio plaintext S;(t),

and the resulting plaintext after being encoded and
decoded by the physical circuits described above. The
close agreement is an indication that the encoding and
decoding circuit parameters (the key) are closely, but not
precisely, matched. The more complex the circuit, the
more closely matched the circuit elements must be in
order to accurately decode the plaintext.

We have thus demonstrated with a real circuit
(although a very simple one) the basic concepts of the
general method. We now discuss a number of very
useful attributes of this type of encryption method.

4. Unique and Useful Attributes

Encoding and decoding rate may be very fast. This
is because encoding and decoding are performed by
physical systems, rather than by the execution of digital
numerical algorithms. Chaotic optical systems have
been demonstrated [11], and may potentially be used for
ultra-high speed chaotic encryption.

Ciphertext never repeats. This is true even when
the same plaintext is repeatedly encoded. This is a result
of a basic property of chaotic systems: their state vector
trajectory never repeats.

Parasitic effects benefit security. Encoding and
decoding circuits must have matched components, but
their values or detailed functional behavior need not be
known. Consequently, matched electrical components
fabricated side-by-side on a silicon wafer may exhibit
“non-ideal” behavior due to parasitic device properties,
but still perform encryption perfectly well.

Plaintext is distributed between multiple ciphertext
signals. In order to decode a given plaintext stream,
multiple ciphertext streams are required. It is possible to
design a system where all components of the state
vector of an n-dimensional encoding system are
required to decode any one of the » plaintext streams.

Continuous  transmission is not required,
Ciphertext may be transmitted in intermittent spurts, for
example. This is in contrast with the synchronization
method, where each transmission of ciphertext must be
long enough in duration for synchronization to occur.




Does not exhibit cryptographic weaknesses of the
synchronization technique that was analyzed in [5]. The
encoding chaotic system may be of high dimensionality.
The plaintext need not be of small amplitude. A single
attractor of the encoding system does not exist. It is
possible to construct systems where the underlying
equations approximating the system dynamics are
extremely difficult, if not impossible, to determine.

The physical environment comprises part of the
key. Circuits can be made that contain elements whose
electrical function depends on environmental
conditions, such as, for example, temperature (high

temperature  coefficient resistor), air pressure
(micromachined  piezoresistor), light intensity
(photosensitive resistor), or acceleration

(micromachined capacitor). If such components were
appropriately incorporated in the circuits of Figs. 2 and
5, the plaintext would be correctly decoded only if the
decoders simultaneously experienced the same
temperature, light intensity, pressure, and acceleration
as the encoder. In addition, the values of the other circuit
elements (the other part of the key) must be correct.

The term “computationally infeasible” acquires a
new meaning. If multiple aspects of the physical
environment comprise part of the key, guessing the key
may require producing many different environmental
combinations. The process of creating multiple
combinations of physical environments is typically
slower than performing numerical computations,
particularly for physical elements that exhibit hysteresis.

There is great flexibility in implementation.
Physical systems that exhibit chaos include electrical,
mechanical, electro-mechanical, electro-acoustic, or
optical systems, for example. Mathematical
implementations are also varied. Coupled differential
equations exhibit chaos, as do coupled difference
equations, for example. Though physical encryption
systems are inherently analog, they can be used to
encrypt digital data (just as a physical wire is used to
transmit digital data).

5. Applications

Applications are myriad. A few include:

Audio encryption. The simple example circuit
discussed earlier actually demonstrated audio
encryption with minimal distortion. Audio frequency
ciphertext such as that shown in Fig. 4 can be
transmitted using the existing infrastructure for handling
conventional audio signals.

Environmentally sensitive locks. The key to a
conventional locking device can be encrypted, and the
ciphertext recorded. Such a lock can be “opened” or
“enabled” only if the correct ciphertext and correct
environmental conditions are presented to the decoder.

Tamper detector. A decoder can be constructed
such that parts of the decoding system actually comprise
part of the physical system being monitored. If any part
of the decoder is altered, it will not properly decode an
encoded signal presented to it.

High speed analog signal encryption. Physical
systems can be built whose short response times render
them suitable for high speed encryption and decryption.

6. Summary

A new method to encrypt signals using chaotic
systems has been demonstrated that offers security
benefits over conventional chaotic encryption methods.
The inherently analog nature of the method enables
implementation methods for which conventional
digitally-oriented cryptanalysis methods may not apply.
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