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ABSTRACT

This report is the fifth volume in a series of reports describing the results of the Expert System Verification
and Validation (V&V) project which is jointly funded by the U.S. Nuclear Regulatory Commission and the Electric
Power Research Institute toward the objective of formulating guidelines for the V&V of expert systems for use in
nuclear power applications. This report provides the rationale for and description of those guidelines. The actual
guidelines themselves (and the accompanying 11 step by step procedures) are presented in Volume 7, "User's
Manual,"

Three factors determine what V&V is needed: (1) the stage of the development life cycle (requirements,
design, or implementation), (2) whether the overall system or a specialized component needs to be tested (knowledge
base component, inference engine or other highly reusable element, or a component involving conventional software),
and (3) the stringency of V&YV that is needed (as judged from an assessment of the system’s complexity and the
requirement for its integrity to form three Classes). A V&V guideline package is provided for each of the
combinations of these three variables. The package specifies the V&V methods recommended and the order in which
they should be administered, the assurances each method provides, the qualifications needed by the V&V team to
employ each particular method, the degree to which the methods should be applied, the performance measures that
should be taken, and the decision criteria for accepting, conditionally accepting, or rejecting an evaluated system. In
addition to the guideline packages, highly detailed step-by-step procedures are provided for 11 of the more important
methods, to ensure that they can be implemented correctly. The guidelines can apply to conventional procedural
software systems as well as all kinds of Al systems.
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EXECUTIVE SUMMARY

This report is the fifth volume in a series of reports describing the results of the Expert System Verification
and Validation (V&V) project which is jointly funded by the U.S. Nuclear Regulatory Commission and the Electric
Power Research Institute toward the objective of formulating guidelines for the V&V of expert systems for use in
nuclear power applications. This report provides rationale and description of those guidelines. The actual guidelines
themselves are given in the User's Manual, Volume 7.

Three factors determine what V&YV is needed. First, the stage of the developmental life cycle determines
what "artifacts” of the system are available for evaluation, whether they are directly the representation of the system
(e.8., as design or code) or whether they are the procedures and plans associated with those (e.g., the developmental
plan, the V&V plan). These artifacts, in turn, determine what kinds of problems, or faults, are logically possible.
Such faults are probably the single most important factor influencing the choice of V&V methods. The recommended
guidelines are oriented explicitly toward providing assurances that specific types of faults are absent from the
software. Although different life cycles identify different types of phases, the present guidelines focused on the main
three developmental stages: requirements, design, and implementation.

The second factor in determining what V&V is needed is the type of component being tested. Three
categories were identified: (1) either the overall system or else system components which were implemented in
conventional procedural programming languages; for these, the conventional V&V techniques can all be utilized; (2)
the specialized knowledge base component of Al systems, whether rule-based, frame-based, or other; for this type of
component special testing approaches are recommended; and (3) components which are highly reusable from
application to application and typically are not modified for particular applications; these would include the inference
engine and commercial tools and utilities; procedures which permit certification of these components are the
recommended V&V techniques.

The third and last factor identified as a determinant of the V&V strategy is the stringency of V&V that is
needed, as based on judgments of the system's complexity and its required integrity (the latter variable refers to the
extent to which the system must avoid failures because of their various negative consequences, including safety
hazards). Three such Classes of V&V stringency were identified: Class 3 calls for a minimum amount of V&V and
is associated with low judged system complexity and low required integrity; Class 2 calls for substantial V&V and is
associated with medium-high complexity and medium required integrity; and Class 1 entails maximum levels of
V&V, being associated with high integrity requirements and high system complexity.

The present guidelines provide assistance in determining one's level with respect to all three of these factors.
A table is then provided which provides the identification of a V&V Guideline "Package" for each of the 27
combinations of the three factors (an additional Package is provided for the case of system maintenance). The V&V
Guideline Packages specify all of the V&V methods recommended for that particular combination of factors, the
order in which the V&V methods should be administered, the assurances each method provides, the qualifications
needed by the V&V team to employ each particular method, the degree to which the methods should be applied, the
performance measures that should be taken, and the decision criteria for accepting, conditionally accepting, or
rejecting an evaluated system. All of the recommended V&V methods have been identified in the review of V&V
techniques - both conventional and AI -- given in Volume 2 of this series. Because the V&V Guidelines cover both
overall system testing and the testing of conventional-language components, the guidelines can readily be used for
completely conventional software systems as well as for Al systems. These Al systems include knowledge-based
systems, frame-based systems and object-oriented systems. Since neural networks are implemented in either
conventional or object-oriented languages, the guidelines apply to these systems as well.
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Concerning the last two aspects of the guidelines, the performance measures and decision criteria, generic
measures and criteria were specified which are common to all situations. The three common measures identified for
all life cycle phases were (1) number of show- stoppers (discovered errors which are so pervasive or general that they
bring into question the whole design structure of the system); (2) number of major problems (problems which, while
not show stoppers, still require substantial corrective action over a number of elements or modules of the system); and
(3) number of minor problems (problems which are confined to highly localized parts of the system and which are
easily corrected). Generic procedures for defining these measures were provided. A standard set of thresholds was
established for all V&V methods, one set for each of the three Classes of V&V, for each of the three possible
outcomes: (unconditional) Acceptance, Conditional Acceptance, and Rejection. The first outcome, Acceptance,
requires the developers only to fix any detected errors before continuing to the next activity. The second outcome,
Conditional Acceptance, requires fixing of errors and then a repeat of the appropriate V&V Guideline Package. The
last outcome, Rejection, calls for a cessation of further V&V and development until the issues identified by the V&V
methods are resolved by management discussion.

The V&V Guideline Packages are supplemented by very highly detailed procedures which provide step-by-
step instruction for implementing 11 of the more important V&V methods. These procedures describe the conditions
that must hold before a particular method should be used, the setup tasks, usually a high-level overview of the major
steps in the method, and the very specific actions composing each of these. These procedures are presented in
Volume 7, User's Manual.

Although project development and management aspects are not a part of the guidelines, these issues were
addressed briefly. Nonetheless, a major section dealt with the explanation how the guidelines provide a very strong
Risk-Management approach to the V&V of software systems. The key point is that the present approach is driven by
two types of risks: (1) the consequences of failure, based on required integrity and the judged level of complexity,
which determines the recommended V&YV stringency, and-(2) the risks associated with the faults possible for each
life-cycle artifact, which determines the specific V&V method recommended. Use of the guidelines in the manner
specified should result in a balanced approach to V&V which weighs the cost of this activity against the benefit of
assurances that specific faults are not present.



1 INTRODUCTION

1.1 Purpose and Scope

This report provides the rationale for and description of the guidelines developed for the verification and
validation (V&V) of Artificial Intelligence (AI) software systems, particularly Expert Systems and Knowledge Based
Systems, but also for Frame-Based Systems, Model-Based Systems, Case-Based Systems, and Object-Oriented
Systems. This work was jointly supported by the U.S. Nuclear Regulatory Commission and the Electric Power
Research Institute. The guidelines are intended to apply to all potential nuclear industry applications, including those
involving safety-critical aspects. The actual guidelines are presented in Volume 7, "User's Manual."

Because the guidelines cover the conventional software components of Al systems, and because there is no
inherent restriction in the guidelines towards nuclear systems alone, these guidelines can be used for the V&V of
conventional software as well as Al systems for all types of applications.

The scope of the guidelines is indicated by the steps in Figure 1.1-1 and covers determining what are the
developed (or to-be-developed) system components, the recommended stringency of V&V, the relationship of the
V&V techniques to the life-cycle steps, planning and execution of V&V activities, and the acceptance criteria for the
system. Different choices for the first three steps will lead to use of different specific V&V guidelines. In particular,
step two determines the stringency of V&V needed, as a function of the system complexity and the required integrity
of the system. The highest stringency level is intended to lead to the highest system reliability.

The V&V guidelines described in this report follow an explicit Cost-Benefit Risk Management Approach for
V&YV Systems with higher risk of negative consequences of failed or incorrect operation having correspondingly more
powerful and effective recommended V&V methods. The increasing costs of applying these methods for higher
integrity systems are intended to be offset by the presumed benefits of decreasing the chances of these risks being
realized,

It is important to make very clear that these guidelines -- as carefully developed as they were -- are based in
most instances on informed engineering judgment and constitute the best opinion of the authors. There is,
unfortunately, very little empirical data to bring to bear on the issue of providing comprehensive cost-effective
guidance for the V&V of Al and other software systems. Every aspect of this report should be interpreted as a
thoughtful suggestion which needs to be examined and validated within the user’s own context. The suggestion, for
example, that there be three levels, or classes, of V&V, from least stringent (Class 3) to most stringent (Class 1) is
only a reasoned proposal: users perhaps could identify a rationale which would make two or five levels of V&V more
appropriate for their system development context. Similarly, personal experiences with certain V&V methods or
special organizational capabilities for supporting certain techniques should quite definitely be considered when
reviewing the recommendations given here, and substitutions should be freely made on these bases. The guideline
packages recommending specific V&V methods as a function of Class of V&V, life-cycle phase, and system
component to be tested should be considered as data points from which users may well want to extrapolate — by
adding, dropping, or modifying methods and method orders.

1.2 How the Guidelines Were Developed and Their Contents

Figure 1.2-1 shows the key steps in the development of the guidelines. The primary input came from the
results of evaluating the strengths and weaknesses of alternative V&V methods as determined by surveys (Volumes 2
and 3 of this report), by their application (or consideration of application) to two nuclear Al systems (Section 5 of
Volume 1), by a behavioral experiment evaluating effectiveness of techniques (Volume 4 of this report) and
recommendation of an overall set of V&V methods for a variety of specific situations (Section 4 of Volume 1). These
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Figure 1.2-1 Input and Steps in the Development of the V&V Guidelines




results were supplemented by the findings of three smaller efforts (discussed in Section 7). All of this work resulted
in the identification of a set of six key V&YV issues:

® the role of V&V in the phases of the developmental life cycle,

o the recognition that Al systems can differ greatly, and that complexity and required integrity are
primary bases for differences among systems,

] the relation of the above two factors to the need for more or less stringent V&V, leading to three
V&V Classes,

] the quality assurances provided by the recommended V&YV techniques for the three V&V Classes,

L] an analysis of Al system components and their differing needs for V&V,

° and an evaluation of the merits of alternative V&V techniques taking into account these factors,

especially the three V&V Classes.

Based on these issues, which will be discussed in detail in the following sections, a set of guideline
packages were developed for the 27 combinations of three phases of the life cycle (Requirements, Design, and
Implementation), three types of system components, and the three recommended V&V Classes. An additional
package was developed for the system maintenance phase. There is a total of 16 V&V guideline packages since some
of the different combinations can use the same guideline packages. These packages provide a high-level plan of V&V
techniques to apply to the software system, and they specify the accept/reject criteria for determining whether the
system has successfully met the V&V objectives. The guideline packages and plans are summary views of what needs
to be accomplished, but do not include specific details. For a selected set of 11 V&V techniques considered
especially important and not fully described in the literature, guideline procedures were prepared to provide the step-
by-step instructions for accomplishing these techniques. It should be noted that the guideline packages, on average,
contain a wide selection of V&V methods. This is because there are a large number of potential fault classes, and
each V&V method addresses only a subset of these. A diversity of potential flaws requires a diversity of methods to
address them. The general algorithm in selecting methods for inclusion in a package was as follows:

D methods highly rated in terms of cost-benefit and effectiveness in the review described in Volume 2
or the experiment described in Volume 4 are highly preferred;

) the more stringent the V&YV class, the more powerful and numerous are the methods;

?3) powerful static-testing methods are preferred over and used extensively before dynamic ones;

) only the very best of the wide variety of dynamic testing methods were chosen;

5) selection of both the static and dynamic methods was done according to a principle of maximizing

the difference among methods in terms of faults covered and method of application;
(6) methods were selected to support decision support systems which form the bulk of Al systems; and

) methods were chosen appropriate for the particular component being testing.



NOTE: Ifthere is a single most important suggestion above all else, it is to use computer-automated tools for every
possible V&YV activity, from checking the spelling, to generating test-cases and logging test results, to
simulating the whole design. CASE tools, checkers, compilers, and editors all can provide effective reliable
support making the task of V&V simpler and of higher quality.

1.3 Overview of Guideline Document

The next five sections, Sections 2-6, provide overviews and brief rationales for the key components of the
V&V activities covered in the guidelines. In practice, these stand independent of the guidelines and need not be
consulted for developing a V&YV plan for a specific system. This is certainly true after several uses. Section 2 briefly
considers the variety of applications specifically targeted for V&V activities. It then covers all of the Al types of
software systems to which the V&V guidelines are applicable. Section 3 identifies three classes of stringency of V&V
and briefly describes a process for determining the class for any particular system. Section 4 presents a conventional
developmental life cycle and a recommended iterative alternative one. Section 5 presents the V&V methodology that
drives the guidelines. It also shows how management practices, such as Quality Assurance and Configuration
Management, affect V&V. Section 6 describes the risk management approach of the guidelines. The last section,
Section 7, provides the description for the specific guidelines for developing and executing V&V plans.







2 APPLICATIONS AND SYSTEMS COVERED

2.1 Nuclear Applications

Expert systems and other Al systems may be used for the entire spectrum of nuclear power industry software
applications including such functions as design, operation, and maintenance. Design functions encompass such
nuclear engineering and scientific disciplines as: heat transfer, fluid flow, reactor physics, materials engineering,
radiochemistry, health physics, structural analysis, shielding, instrumentation and control, and system design. Al
systems could assist in any of these areas.

In Operation, Al systems could play important roles in aiding reactor operators during abnormal events or
accidents as well as normal operations. Operations-oriented applications include emergency operating procedure
identification, alarm signal processing and filtering, refueling outage management, and real-time monitoring of safety
and/or economic plant performance parameters. In particular, model-based and qualitative reasoning Al systems are
especially suited for such operational assistance.

As the average age of U.S. nuclear power plants continues to increase, Maintenance plays a larger role in
their continued reliable, safe, and cost effective operation. Al systems can play a greater role in determining the
condition of plant components and the needed maintenance activities. They are ideally suited for diagnosing
precursors of equipment failure by assessing the meaning of changes in measured performance parameters, and they
can assist in determining the impact on safety of proposed changes to plant hardware or processes.

That Al systems can play a major role in nuclear applications is evidenced by a survey which lists almost 300
such developed systems (cf. Bernard & Washio, 1990). The present guidelines could apply to all these and all
potential nuclear applications, since nothing in the guidelines is dependent on the nature of the specific application.
Only the complexity of the system and the anticipated need for its reliability and integrity are guideline considerations
(see Section 3). For this reason, the present guidelines could apply equally well to any Al system or conventional
software application, within the nuclear industry or without. These Al systems include knowledge-based systems,
frame-based systems and object-oriented systems. Since neural networks are implemented in either conventional or
object-oriented languages, the guidelines apply to these systems as well.

2.2 Types of Al Systems Covered and their Components

The guidelines cover a variety of Al software approaches, as discussed below and as indicated in Table 2.2-1.
The guidelines can also be applied to conventional non-Al systems. This is because many of the components of Al
systems are implemented in conventional procedural programming languages so there is no real distinction.

2.2,1 AI Systems

The V&V guidelines were developed especially for a particular kind of Al Systems: Expert Systems or
Knowledge-Based Systems. From a V&V point of view these two are considered equivalent, and the former term
will be used. Al systems have been identified (Miller et al., 1993) as having four components: Knowledge Base,
Inference Engine, Interfaces, and Tools and Utilities.

The last three components are almost always implemented using conventional procedural programming
languages, and the guidelines cover the appropriate V&V methods for these based upon an extensive enumeration and
evaluation of conventional V&V techniques. However, the greatest contribution of these guidelines for
non-conventional systems is in the concern for the first component, the knowledge base. In fact, special analytical
tools were designed and tested to insure effective quality assurance of this component.




Table 2.2-1 Applicability of the guidelines to various types of Al systems

Applicability of Guidelines

Types of Al Systems Full By Extension
Expert Systems X
Knowledge-Based Systems X
Rule-Based Systems X
Frame-Based Systems X
Model-Based Systems X
Case-Based Reasoning Systems X
Qualitative Casual Reasoning Systems X
Object-Oriented Programuming Systems X
Neural Networks X
Genetic Algorithms X




The knowledge base is the component which contains detailed information about the AI system subject matter. This
component is frequently composed of IF-THEN Rules, and Al systems containing knowledge represented in this form
are often referred to as Rule-Based Systems. As an alternative to rules, the knowledge base may include
representations in the form of special declarative knowledge Frames, a structured collection of knowledge-attributes
and their values. Systems based on frames, rather than rules, are commonly called Frame-Based Systems. The
primary way of organizing a frame knowledge base is by means of a hierarchy with subclassification relations (e.g., a
Vehicle might have three sub-types, Land-Vehicles, Air-Vehicles, and Water-Vehicles). Hierarchies are not only a
way of organizing knowledge, but they also simplify the description of each knowledge element. The simplification
occurs since sub-classes can carry down many of their descriptive features from their parent-class without having to
copy the features over. This special copying procedure is called "inheritance”. The guidelines also fully apply to these
Al systems. Other types of Al systems identified as Model-Based Systems, Case-Based Reasoning Systems, or
Qualitative Causal Reasoning Systems are types of Al systems, with rules, frames, or other types of declarative
representation knowledge bases. The guidelines apply to all of these.

Concerning the other components of Al systems, the Inference Engine uses the knowledge base to make
decisions or to take actions. Interfaces deal with the connection of Al systems to the databases, communication
channels, users, etc. Tools and Utilities refers to general application programs which may be used in building the
knowledge base or assisting in any other features of the Al system. As compared to Al systems, conventional
software typically does not have a knowledge base or inference engine.'

2.2.2 Object-Oriented Systems

Another type of Al software system which is strongly addressed by these guidelines is Object-Oriented
Programming Systems (OOPS). OOPS can be viewed as having five components: (1) Objects, (2) their associated
messages and methods, (3) the hierarchically-organized classes of objects, (4) external interfaces, and (5) tools and
utilities. Objects are code modules that contain both data and procedures. The methods are one type of object-
procedure and are responsible for actions of computation, display, or communication with other objects. The
communication act is accomplished by sending messages. Objects are described in terms of abstract classes (or types)
very much like Frames. Specific objects are created as instances of an object class. The abstract object classes and
their associated object-instances are organized into hierarchies, that is Class and Object, just as Frames are (cf.
previous section). The same mechanism of inheritance is used to pass down information from parent-classes to their
sub-classes.

2.2.3 Neural Networks and Genetic Algorithms

There are two final types of Al systems which should be mentioned: (Artificial) Neural Nets and Genetic
Algorithms. Neural Nets use biologic neurons as an architectural metaphor for classification and control problems,
while Genetic Algorithms use the metaphor of genetics, and are often used for optimization problems. Neural Nets
are most frequently developed in conventional procedural programming languages. The same is the case for genetic
algorithms. Since the present guidelines cover recommendations for the conventional software components of larger
Al systems, these two additional systems would indeed be covered with these guidelines. To the extent Neural Nets or

! The concept of components may be applied to systems implemented using conventional procedural programming languages. Doing so,
conventional systems can be said to have three components: Non-Interface Code, Interface Code, and Tools and Ultilities. Each of these three
components can be fusther divided into three types of potential subcomponents: Main Procedure, Embedded Procedure, and Function. Additional
sub-classifications can be derived from the features of the specific programming language (e.8., declarations). Conventional V&V techniques apply
to all of these components, either as indicated by the present guidelines or otherwise.




Genetic Algorithms involve declarative representations of application knowledge, corresponding to an Al System
knowledge base, these guidelines apply more directly.

2.3 Overall Categorization of System Components and Recommended V&YV Philosophy

The components of all the varieties of Al systems, as well as the components of conventional procedural
programming systems, can be categorized into three types of components from the point of view of deciding on
appropriate V&V approaches. The three types and the recommended V&V philosophy for each are shown in Table
2.3-1. The guideline packages reflect these philosophies.

The first type, called Declarative Knowledge Structures, includes Rule Bases (from rule-based Al
systems), Frames (from all types of frame-based systems), and Class Hierarchies (from object-oriented programming
systems).> These components use a variety of syntax and naming conventions to explicitly represent the details of
application knowledge. Thus, these components of Al systems are very amenable to a V&YV philosophy of formal
verification, that is, the use of formal mathematical theorem-proving techniques to prove a variety of properties about
a component, such as redundancy, incompleteness, syntax violations, and inconsistencies. Although this approach is
not yet mature, it is emphasized as the most effective V&V strategic approach for this type of component.

The second type of system element concerns Highly Reusable Components, components which can be
reused over a wide variety of applications without needing any (or very little) customization to specific systems.
These would include general tools and utilities, some generic system interfaces, and some general computational
functions. For such components there is little sense in retesting them for each new application. Rather, a certification
procedure should be developed which establishes the functional and performance characteristics of each such
component, independent of the application. Wherever possible, this role should be performed by the commercial
vendor of these components.

The third type of component is a catch-all category containing all the remaining types of system elements,
including the overall integrated system itself, most of the interfaces, conventional databases, and all the other
application-specific code. For this category, the traditional set of V&V methods should be applied to each new
application.

? These structures richly characterize their internal information. Relative to them, conventional databases (e.g., flat, relational) are greatly
impoverished, and the V&V philosophy recommended here does not apply.
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Table 2.3-1 Recommended V&YV philosophy for general categories of system components

" Recommended V&V Philosophy
Types of System Components Formal Traditional
Verification Certification System V&V
Type 1

Declarative Knowledge Structures:

Rule Bases

Frames

Class Hierarchies

Objects Stored in Databases

Type 2

Highly Reusable Components:

Tools & Utilities
Some Interfaces
Some Functions
All Commercial Software Packages used

Type 3

Mostly Non-reusable Components:

Overall System

Most Interfaces

Conventional Databases

All Remaining Application-Specific Code
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3 V&V METHODS

3.1 Source of V&V Methods

The V&V methods recommended in the guidelines are based on the results of previous tasks. The survey of
existing V&V methods for conventional systems (Volume 2) identified 153 different types of methods, and these (or
their extensions) provide the basis for the recommended conventional techniques. The survey of existing V&V
methods for Al systems (Volume 3) provided insight into the state-of-the-art for Al system-specific methods which
provided only four new techniques.

In an experiment with two nuclear Al systems (Volume 4) to evaluate their actual behavioral effectiveness,
two conventional techniques and two of the new Al system techniques were used. The techniques used were
Requirements Tracing (which includes Requirements Grouping), Desk Checking, Knowledge-Base Syntax Checking,
and Knowledge-Base Knowledge Checking. Based on the positive outcomes, all four of these methods were chosen to
be recommended in the guidelines. Finally, the consideration of deficiencies of previously considered V&V methods
for testing Al system led to the proposal of new methods, as extensions to existing techniques, for inclusion in the
guideline's arsenal of methods (in Section 4 of Volume 4).

3.2 Classes of V&V Techniques

In the conventional V&V survey, methods were classified as belonging to one or more of three phases of a
typical sequential developmental life cycle of a software system, specifically Requirements, Design, and
Implementation phases. No methods were found specifically designed for the Maintenance phase. The quality
assurances provided by the guidelines and the recommendations for specific methods are organized in terms of these
three life-cycle phases.’

For the implementation phase, there are two main subclasses of methods. They are Dynamic Testing and
Static Analysis techniques. The former involves actual execution of the code on an appropriate platform and
operating system. Static Analysis involves no code-execution but rather various types of analyses, either manual or
automated, of the source programs. In previous reports (for Volumes 2 and 4), Static Analysis methods were judged
to be more effective and considerably less labor-intensive and costly than dynamic testing. The present guidelines
therefore emphasize static analyses for the implementation phase.

33 V&YV Evaluation and Ranking

Each of the 153 conventional V&V methods was characterized using 8 separate factors that permit an
assessment of the methods' effectiveness for systems with varying levels of complexity and integrity. These factors
are Broad Power, Hard Power, Formalizability, Human-Computer Interface Testability, Ease of Mastery, Ease of
Setup, Ease of Running/Interpretation, and Usage. To determine the extent to which a V&V technique could detect
different software defects, a taxonomy of 52 different types of conventional software defects was developed. Each of
the 153 conventional V&V techniques covered anywhere from 2 to 52 of these defects. Each defect was covered by
anywhere from 21 to 50 V&V techniques. In addition, the 8 factors were used to find the relative cost benefit of each
method. The methods were then ranked by life-cycle phase and by V&YV class based on this relative cost-benefit
metric. Tables 6.3.3-1A through C, 6.3.3-3A through C of Volume 2 present this ranking.

3 In the Volume 2 report, methods for Requirements and Design were grouped together. They are separate in these guidelines.
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4 DEVELOPMENTAL LIFE CYCLE

The term life cycle refers to the "start-to-finish" phases of system development. The software development
life cycle encompasses requirements specification, design, implementation, integration, field installation, and
maintenance. The life cycle provides a systematic approach to the development and maintenance of a software
system. Successful application of V&V techniques requires a well-defined and implemented software life cycle.
There are two types of life cycles, the sequential and the iterative. The sequential life cycle is a once-through sequence
of steps without providing formal feedback from later phases to prior phases. The iterative model involves repeated
cycling through life cycle phases. A very detailed treatment of life cycles can be found in Section 4 of Volume 2
(including the rapid prototyping and iterative development so characteristic of expert systems).

For the purpose of the guidelines, a traditional waterfall life cycle based on NSAC-39 (Figure 4.0-1) has been
assumed. It comprises the following activities:

1) Requirements

2) Design

3) Coding/Integration and Testing
4) Maintenance

Although maintenance is not specifically mentioned in NSAC-39, it is a vital life cycle activity and has been
considered in the guidelines in Section 7. This report discusses only the V&V aspects of these activities. Section 4.2
of the NUREG/CR-6018 report provides a more detailed discussion of these phases for the interested reader. The
NSAC-39 life cycle was chosen as the reference model because it is the simplest and most well-known within the
nuclear industry. It should be noted, however, that this life cycle is not the most appropriate for Al systems
development. An iterative model would serve that purpose better (cf. Volume 2).

4.1 Review

Requirements verification is used to determine if the specified requirements correctly and completely
describe the system so that it satisfies its intended purpose. A quality Requirements Specification is crucial to the
overall success of the development effort, just as a good set of plans and blueprints are crucial to successfully building
a house. During requirements verification, each software requirement is uniquely identified and evaluated for
software quality attributes including correctness, consistency, completeness, understandability, accuracy, feasibility,
traceability, and testability.

4.2 Design Review

After requirements verification, Software Design Documents are produced and a Critical Design Review is
held. During this phase, it is important to ensure that the software design correctly represents the requirements and to
identify additional functions needed to implement them. The Software Design Document is also evaluated for:
correctness, completeness, consistency, accuracy, and testability; compliance with applicable standards; interface
consistency; and computer-user interface sufficiency.

4.3 Validation Test
During the coding and implementation phase of development, design is implemented into source code. Itis
important at this phase to ensure that the source code correctly represents the design. V&V activities during this phase

include analyzing interfaces between source code modules for compatible data elements and types; tracing source
code to design elements and evaluating for completeness, consistency, correctness, and accuracy; preparing an
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Acceptance Test Plan; and reviewing documentation such as programmer and user's manuals for completeness,
consistency, correctness, and accuracy. A Verification Readiness Review is then held to determine the system's
readiness for integrated testing, After the coding and implementation phase, the system as a whole is evaluated against
the original Requirements Specification. The Acceptance Test Plan is used to perform this validation. Testing and
analysis, preferably performed by an independent third party, are the keystones of this activity. Test results are
evaluated against the criteria specified in the test procedures. Test results are verified to ensure that the correct test
inputs are used, outputs are correctly reported, and all test cases were correctly executed in the appropriate
environment,

In rapid-prototyping development efforts utilizing an iterative life cycle, maintaining a regression test case set
is especially important. These test cases are indexed to the requirement(s), design element(s) and code module(s) they
test. If the requirements, design, or code modules change, the test cases then need to be updated.

4.4 Maintenance Test
More likely than not, the software or its operational environment will be modified after installation and
operation. To maintain the verified and validated status of the software, an ongoing V&V program must be

established. The V&V methodology used during the development effort should be revised to reflect any operational
constraints. It is very important to ensure that configuration control of the software is maintained.
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5 MANAGEMENT ASPECTS OF VERIFICATION AND VALIDATION

Software must be managed, be it conventional software systems or Al systems (which are just another form
of software systems). Management of software systems falls into many categories. These include managing the
software development life cycle, developing a software system to meet exacting industry standards, maintaining
configuration control of the developing or developed software system, ensuring that proven, standardized software
engineering practices are used to develop the software, and managing the quality assurance activities for the software.
Each of these management activities warrants further consideration, because they all influence, directly or indirectly,
the quality of V&V that can be obtained.

5.1 Management of the Seftware Life Cycle for V&V

Just as one should not even contemplate sitting down and writing code when first handed a requirements
document, one should not wait until a system has been coded to perform V&V. However, traditionally this is what
happens. Verification and validation is considered to be synonymous with testing; management waits until a system is
developed to test it, instead of performing V&V during the most crucial early phases of the life cycle.

V&V should take place throughout the life cycle, not only at the end of it. Recovery from defects discovered
during the requirements or design phases is relatively inexpensive. Once the system has been fully implemented, re-
design and complete code rewrites, which are labor intensive and expensive, are often needed. A variety of evidence
shows that the relative cost of fixing an error increases drastically as a function of the life cycle phase in which it was
detected (Boehm, 1981; Humphrey, 1990). As aresult, good V&V performed early in the life cycle can provide
tremendous cost savings to the project. The cost savings can more than justify the expenditure for the V&YV itself.

5.2 Standards

A detailed discussion of the eight key standards and guideline documents which are currently the primary
source of V&V guidance in the nuclear industry (shown in Table 5.2-1) can be found in Section 2.3 of Volume 2.
These standards discuss a range of topics, including how to structure a V&V program for a Safety Parameter Display
System (SPDS), software quality assurance requirements for thermal-hydraulic safety analysis software, mapping of
recommended software quality assurance practices against the 10 CFR 50 criteria for a complete nuclear quality
assurance program, etc. The key lessons to be learned from all of these standards are the following:

1. How and why to establish a software development life cycle,

2. The Software Quality Assurance (SQA) practices and procedures that should be followed at each step,

3. The documentation to be produced/revised at each step,

4. Criteria for testing and validating nuclear power software applications, and

5. Testing techniques.

53 Quality Assurance and Configuration Management

Quality Assurance (QA) ensures that the software product has undergone all of the specified procedures that
accompany the design and implementation. V&V is only one aspect of QA, which includes other elements such as
configuration management, QA reviews and audits, etc.
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Table 5.2-1 Key standards and regulations related to V&V
of conventional software systems

Document Document ID Description
Key Documents | SPDS NSAC-39 Verification and Validation for Safety
Parameter Display Systems, December
1981
QA, Design | NUREG-0653 Report on Nuclear Industry Quality
and Assurance Procedures for Safety Analysis
Analysis Computer Code Development and Use,
Codes August 1980
QA NUREG/CR-4640 PNL-5784, Handbook of Software Quality
Assurance Techniques Applicable to the
Nuclear Industry, August 1987
ASME NQA-22a-1990 Part 2.7 | Quality Assurance Requirements of
Computer Software for Nuclear Facility
Applications, 1990
Class 1E ANSVIEEE Application Criteria for Programmable
Real Time ANS-7-4.3.2-1982 Digital Computer Systems of Nuclear
Systems Power Generating Stations, July 6, 1982
Reg. Guide 1.52 (Task IC 127-5) Criteria for
Programmable Digital Computer System
Software in Safety-Related System of
Nuclear Power Plants, November 1985
V&V ANSI/IEEE 1012-1986 Software Verification and Validation
Plans, November 14, 1986
IEC 880 Software for Computers in the Safety
Systems of Nuclear Power Stations, 1986
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Configuration management controls the manner in which a system's components are modified, improved, and
integrated. The four major Configuration Management (CM) activities are configuration identification, configuration
change control, configuration status accounting and reporting, and configuration audits and reviews. Excellent
guidance for CM can be found in ANSVIEEE 1042-1987.

Table 5.3-1 outlines the activities and responsibilities of the V&V team at each phase of the life cycle as
compared to the QA and CM activities. Note that the items in each column are independent of each other.

54 Software Engineering Practices

It is essential that proven, standardized software engineering techniques be used in developing software. For
example, the use of structured walkthroughs to review source code prior to commencing unit testing of that code is an
important, established practice, as is careful code documentation. These and other good software engineering
principles are described in a number of sources (see Huffman, 1988). The software engineering techniques that are
planned for use should be documented in the Software Development Plan. Then QA and/or V&V should monitor
activity, by means of reviews and status reports, to ensure that the plan is being followed.

Equally as important as setting up the initial strategy for using software engineering techniques is
continuously monitoring the software development process, specifically looking for areas which can be improved.
These areas then need to be aggressively pursued (see suggestion by Humphrey, 1990).

5.5 Metric-Based Management

V&YV should be performed within a framework that will assist management in making well-informed, risk-
reducing decisions. Some commonly asked questions during software development such as " Are we ready to write
code?”, "Are we ready to test?", and "How do we know if we are ready to test?" can be answered through the use of
software metrics.

One way to use metrics to manage a development effort is to determine software maturity at strategic points
within the development life cycle, e.g., readiness for Critical Design Review, for Formal Qualification Test, for
Technical Test, or for Operational Test. Categories such as stability of requirements/design/code, test coverage, fault
profile analysis, etc., can be established and possibly further decomposed to assess software maturity. The Software
Quality Engineering (SQE) Branch of the Product Assurance and Test Directorate (PA&TD) of the U.S. Army's
Armament Research and Development Engineering Center (ARDEC) has developed such a framework called the
Readiness Growth Model (Janusz, 1992).

The Readiness Growth Model (RGM) is based on the waterfall, or sequential, life cycle and was designed to
measure software maturity at various decision points during the life cycle. The RGM is cumulative and makes use of:
1) requirements traceability, 2) stability of requirements/design/code, 3) test coverage, 4) testing success, 5) fault
profile analyses, and 6) "other" indicators to determine software maturity. These six major areas are subdivided into
26 quantitatively assessed categories, which are weighted from 1 to 10. The 26 sub-categories are then summed to
obtain a total RGM score, with 100 being the highest possible score. Points were allocated so that if the software
warranted a "perfect” rating for each characteristic, the RGM score for Operational Test readiness would equal 100.

It should be noted that a project has total flexibility in determining what metrics to use to monitor software
maturity. The only critical aspect is to decide on some set of quantitative procedures to guide passing from one state
of development to another. Each guideline in Section 7 mentions several metrics that result from performing a
specific V&V method. The user should simply select one or more of these measures to plug into a spreadsheet
embodying the RGM (Janusz, 1992).
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Table 5.3-1 Life-Cycle comparison of activities associated with V&V,
Quality Assurance (QA), and Configuration Management (CM)

V&V

QA

CM

REQUIREMENTS

o Evaluates, reviews and comments on
Requirement Specification

o Traces requirements to their sources

o Initiates requirement tracing method to trace
and verify requirements and links them to
detailed design

o Ensures accurate translation between
Customer's Specification and vendor’s
Functional Specification

o Inspects hardware configuration for
compliance to specifications and contract

o0 Attends reviews

o Writes Discrepancy Reports (DRs)

o Develops V&V Plan

DESIGN

o Traces each requirement into design and
adds references to requirement tracing
method to show linkages

0 Analyzes detailed design

0 Analyzes design document for correctness,
feasibility, consistency, testability,
operational integrity, etc.

o Performs/analyzes timing and sizing to
ensure adequate hardware resources

o Analyzes operating sequences, data flow,
task interaction, and mode switching

o Looks for unnecessary redundancy,
unidentified desiga element, etc.

o Emphasizes analysis of high-risk, high-
priority items

o0 Analyzes failover and device switching

0 Audits documentation for completeness
against the delivered CM library listings -
ensures 100% match between requirements
document and design

o  Writes Discrepancy Reports

REQUIREMENTS

o0 Reviews specifications for obvious
errors and signs off

o Inspects all items received from
vendors

o Performs on-site factory acceptance
of major vendor items

o Participates in reviews

o Checks for adherence to standards

0 Monitors vendor performance and
quality of documentation

o Reviews design specifications for
obvious errors and signs off

DESIGN

o Attends design reviews

o Performs analysis of design changes
vs. test procedures

o Checks for adherence to standards

0 Monitors CM actions for

completeness and adherence to
procedure

REQUIREMENTS
o Maintains originals of all documents
o Maintains all source code master files

o Receives and logs all documentation
received from outside sources

o Maintains all software and
documentation libraries

0 Maintains archives

0 Maintains total hardware configuration
tracking and accounting

o Maintains control of originals on all
documentation

DESIGN

o Manages transfers in design aspects
between final CM master files and
user directories

o Builds system as required

o Backs up system as required

o Runs difference program upon request
from QA or V&YV to verify changes to
design

o Maintains informal change control

0 Maintains master file on all Trouble
and Discrepancy Reports
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Table 5.3-1 (Continued)

V&V QA CM
IMPLEMENTATION, TESTING AND IMPLEMENTATION, TESTING IMPLEMENTATION, TESTING AND
INTEGRATION AND INTEGRATION INTEGRATION

0 Reviews test procedures for adequacy

0 Adds test references to requirement tracing
method

o Monitors developer’s test program
0  Analyzes test results independently

o Writes DRs on any deficiencies not written
up by QA

0 Performs independent testing if needed
0 Verifies operator/user manual during testing

0 Performs audit of code included in final
build

0 Looks for unnecessary, unidentified code,
elc.

0 Audits design documentation for
completeness against delivered code
listings, ensuring 100% match

o Writes majority of DRs on test
failures

o Follows test procedure to the letter

o Actually performs File Allocation
Table

o Participates in dry run and runs for
record

0 Maintains test result records and test
data

o Inspects and inventories systems prior
to shipping

0 Monitors all cleaning, packing and
loading of system for shipment

o Participates in Site Acceptance Tests
o0 Maintains all source code master files
o Certifies final CM build

0 Maintains all as-built documentation

o Initializes and manages all changes to
documents and/or code

o Runs difference programs on request
from QA and V&V to verify changes
to code
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6 RISK MANAGEMENT APPROACH OF THESE GUIDELINES

Any time a system is developed to do useful work there are risks. Two types can be identified, those
associated with developing the system and insuring that it is deployed and used, and those associated with a failure or
mis-operation of a deployed system. The former are called development risks; the latter, failure risks. Development
risks cover everything that could go wrong in getting the system built and installed, such as running out of time,
money, or management support; trying to do something that's too hard for the development team; insufficient or poor
staffing or tool support; inadequate supervision and practices; failure of external agents to deliver on time or the
appropriate product; etc. These development risks are not addressed by these guidelines. They are avoidable, in great
part, by proper attention to the management issues discussed in Section 5.

Only failure risks are further considered. In subsection 6.1, the relations among system complexity, flaws,
failures, perceived risk and degree of required integrity are established. In 6.2, system flaws are identified for three
phases of the developmental life cycle. Subsection 6.3 discusses three levels or classes of required V&V for a system
based on the system's complexity and its degree of required integrity. Subsection 6.4 identifies the specific quality
assurances that are provided for the three V&V classes and three life cycle phase, and the recommended V&V
methods are identified. Finally, in 6.5, the cost-benefit aspects of this Risk Management approach are summarized.

6.1 Relationships Among Complexity, Failures, Faults, Risk, and Required Integrity

System failures (including mis-operations) and their potential severity are postulated to be a monotonically
increasing function of system complexity (defined in detail in Section 6.3). As the complexity of a system increases,
$0, it is proposed, does the probability that failures will occur and that the failures will be increasingly severe. This
conjecture is consistent with the software testing literature and is exemplified in Figure 6.1-1 (see page 27).

For a failure to actually occur, there must be a fault in the code. At the same time the proper operating
conditions to expose the fault must exist. A fault is defined as an error which could, in an implemented system, lead
to a failure (or mis-operation) of that system. The fault may have been introduced during implementation, during
design or during the requirements-analysis phase of the developmental life cycle. There is a wide variety of possible
faults for each life cycle phase, as discussed in the next section, and most can lead to an operational failure under the
right conditions. The effects of complexity increases the number and type of faults. Figure 6.1-1 shows the
relationship of complexity to faults. While a failure always entails a fault in the code, the reverse is not true. System
failures can have all kinds of consequences. The concept of risk involves assessing the negative "value" of the
possible consequences of system failures (weighted by the judged probability that these will occur). These
consequences include not only the immediate action (or inaction) resulting from a failure or mis-operation, but also
the Jonger-term consequences. The concept of risk also includes the effects and costs of finding the problem and
restoring the system. Consequences include the following potential negatively-valued outcomes of system failures:

loss of human lives

human injuries

long-term human health problems

injuries or fatalities to plant or animal life

destruction or pollution of the environment

destruction of system elements

discomfort to people or animals

interruption of service and/or disruption of system mission
inconvenience to people

direct financial loss
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resource cost (people, equipment) to restore the system
loss of information

loss of opportunity

loss of business

loss of privilege, authority, or rights

loss of good will or reputation

impact on the availability or operation of other systems
impact on an organization's capability to perform

It should be noted that there is no necessary relation between System Complexity and these potential negative
consequences. Systems of the same complexity level, and the same failure-producing capacity, can have radically
different consequences upon failure. It all depends on the particular application and the context of its installation.

The relations between financial cost and the above-listed negative consequences is mostly indirect.
Computing those relations is a very complicated matter. Also, for many, the financial cost will only be one measure
of these negative consequences; they also impact professional integrity, personal code of ethics, sense of civic
responsibility, and so forth. Thus, the determination of the "costs" of these consequences of failure must take in many
other factors besides immediate financial impact. This accounting will vary with each individual and organization and
is therefore essentially subjective.

While the association of consequences of system failure to "costs" cannot be specified, that to "perceived
risk" can be hypothesized. A system will be perceived as being "high risk” to the extent that system failures could
realistically cause highly undesirable consequences. This conjecture is illustrated in Figure 6.1-2, which shows
Perceived Risk growing rapidly as the belief in negative consequences grows. The shape of this curve is of minor
importance. The point is that it is rational to view a system as being of higher risk to the extent it can produce a higher
quantity of negative failure consequences. This point is consistent with all the literature on strategies underlying risk
management and quality assurance of software (e.g., Charette, 1992; ANSI/IEEE ANS-7-4.3.2-1982, 1982;
Humphrey, 1990; Boehm, 1990; Redmill, 1989).

The phrase Degree of Required Integrity refers to the customer's perceived need to keep the system operating
without any failures, and therefore without any of the types of negative consequences listed earlier. It is reasonable to
postulate that the Degree of Required Integrity will increase as the Perceived Risk of a system increases. This is
shown as a linear function in Figure 6.1-3. The system is believed to be risky in terms of its potential to have "costly"
failures, it is very desirable to have that system fail only rarely.

In summary, it has been proposed that the factor of System Complexity underlies system failures, by leading
to the presence of system faults. Failures can have a variety of consequences. When potential failures are perceived
as being highly negative, then Perceived Risk of the system to the customer/user increases. When Perceived Risk
increases, the Degree of Required Integrity will increase. Thus, Complexity is the factor that determines the expected
frequency of system failures, and Degree of Required Integrity is the factor that determines the level of need to avoid
failures. When both these factors are high, an extensive amount of effort must be required by V&V and other
activities to achieve the goal of rare failures. On the other hand, when both these factors are low, a much lower
amount of V&V effort would be expected.

Section 6.3 focuses on the relationship of these two factors to the level of required V&V activities. In the
next section, the specific types of faults that can lead to failures are discussed.
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6.2 System Faults as a Function of Life-Cycle Phase

Faults in the system can, in the appropriate operational context, lead to system failures. Faults increase with
System Complexity, and the desirability of removing them increases with Degree of Required Integrity. The manner
in which they should be removed, as well as prevented from occurring in the first place, will be determined by the
specific nature of the faults. Therefore it is important to understand what types of faults they are. A major source of
faults was the taxonomy of life cycle defects developed for the earlier review of conventional V&V techniques (Table
6.1.1-1, pp 90-93, Volume 2). The remainder were generated from reading of the Al literature, from review of recent
software literature, and from professional experience with V&V of software systems.

The faults for the requirements stage are organized into nine main types. These are incompleteness,
incorrectness, lack of clarity, lack of explicitness, lack of consistency, lack of testability, inability to be separately
identifiable, inadequate human-computer interface, and inadequate operational concept. These main requirement
faults are listed and described in Table 6.2-1. Each fault has a variety of subtypes, and these are listed in Table 6.2-2.

Eight or nine major types of requirements faults also carry over into the following design phase. In addition,
there are seven new types of faults; these are all listed in Table 6.2-3. Table 6.2-4 provides the subtypes of some of
these design flaws. Finally, the implementation faults are listed in Table 6.2-5. Five of the nine main types of faults
carry over with nine new types, for a total of eighteen types. Several of these types of implementation faults,
especially knowledge-base faults, have quite a number of subtypes, and these are shown in Table 6.2-6.

6.3 Three Classes of V&V

In Section 6.1, two factors were identified as the major determinants of the amount of V&V that might be
desirable for a system. These are Complexity and Degree of Required Integrity. Complexity is the factor which, as it
increases, increases the potential system failures, which can occur due to the faults just discussed. There are six
contributors to System Complexity, and these are described in Table 6.3-1. Note that size, per se, is not a complexity
factor.* Degree of Required Integrity determines how strongly the customer/user is interested in avoiding having such
failures occur. This is an individual decision to be based on a wide variety of factors but primarily the types of
negative consequences that can occur with system failures, as discussed in Section 6.1. High values of both of these
factors would produce a high likelihood of failures at a high level of desired avoidance, and a very substantial amount
of V&V would be warranted. Similarly, lesser amounts of V&V would be indicated for lower levels of these factors.

The determination of level of indicated V&V as a function of these two factors is shown in Figure 6.3-1.
The three levels of complexity were chosen in terms of the six elements described in Table 6.3-1 to roughly cover
equal intervals of the expected number of contained system failures as suggested by Figure 6.1-1. These three levels
are low complexity, moderately high complexity, and quite high complexity. The key difference between the highest
level of complexity and the next highest is the presence of direct control functions in the quite-high case. Because of
the subjectivity of the Required Integrity factor, three equally-spaced levels of Low, Medium, and High were simply
chosen to cover this factor's range. The cells of the resulting 3 x 3 table are numbered, and specific Al nuclear
application systems are given in the bodies of the cells as examples.

* Large as well as small programs are described by the six factors. Program size primarily affects the time and resources needed to develop the
application, with very large programs requiring much more extensive interim reviews, documentation, and configuration management.
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Table 6.2-1 Types of Faults That Can Occur During the Requirements Stage’

Type of Fault Description

Incompleteness Client's concerns/needs have not been covered completely, or are not
exhausted. Terms and phrases in the requirements are not defined.

Incorrectness Client's concerns/needs have not been accurately described in the
specifications or the specifications disagree with known facts.

Lack of Clarity Specifications are ambiguous or are not described in language which
is familiar and understandable to all of the clients, users, and
developers.

Lack of Explicitness Necessary (or presumed or assumed or implicit or implied)
requirements or requirement-aspects are not present as a clear part of
some requirement specification.

Lack of Consistency Some of the requirements logically conflict with other requirements.

Lack of Testability The requirement has been stated in such a way that it will be

virtually impossible to determine whether or not it has been
satisfied.

Inability To Be Separately Identifiable

Specifications contain compound requirements.

Inadequate Human Computer Interface

The requirements do not adequately specify the human-computer
interaction required of the system.

Inadequate Operational Concept

The requirements do not adequately specify the operational concept
for the system, or else the specified concept violates standards,
guidelines, or ease-of-use precepts.

>Note: This and the following five tables are replicated in the overview, Volume 1, as Tables 4.1.4.2-1

through 4.1.4.2-6.
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Table 6.2-2 Decomposition of Identified Faults for the Requirements Stage

Major Fault Subfaults
Incompleteness Incomplete sections
Terms not defined
Logic not fully articulated
Detailed requirement not fully decomposed and therefore ambiguous
System goals not fully specified
Needed function is missing
Abstract specification not adequately decomposed
Next lower level of abstraction of a higher level not adequately specified
Incorrectness Failure to specify initial system state when not equal to zero
Requirements do not express customers' needs
-factual errors
-incorrect references to Standards or other works
-errors in logic
An incorrect (or missing) value or variable is specified
Requirements violate accepted principles of good engineering
Requirement over- or under-states the computing resources assigned to a
specification
System input or output not fully described
Requirement does not accommodate the operational environment (e.g., data
rates)
Requirement is not feasible given other system factors (e.g., memory
available)
Requirements are excessive for the operational need
Lack of Clarity Ambiguities in scope of qualifiers
Ambiguities in meaning of words
Ambiguities in reference
Imprecise phrases
Use of passive where agent not clear
Fuzzy quantifiers
Lack of Explicitness Something is stylistically implied by the sentence construction but not
explicitly stated
Something is logically implied but not stated
Lack of Consistency One statement directly contradicts another
A statement indirectly is inconsistent with another
A frame of reference, or context, in one part of the document is inconsistent
with a frame of reference in another part
A statement is inconsistent with known states of affairs external to the
requirements document
Requirements of cooperating systems (taken pairwise) are incompatible
Lack of Testability A goal condition is stated but no measurement is stated or implied for

determining whether goal is met
A requirement is logically not testable

30




Table 6.2-2 (Continued)

Major Fault

Subfaults

Inability To Be Separately
Identifiable

Compound sentences containing two or more requirements

Partial information about a single requirement distributed in several places
Requirements expressed as bullets, each completing the same introductory
sentence

Inadequate Human Computer

Interface (HCI)

Menus and menu items are not consistently in the same locations on
different displays

Novice users or expert users have not been considered in the HCI design
Displays, menus, reports are not adequately labelled

Required functionality is missing or incorrect

Inadequate Operational
Concept

System causes extra steps to be taken to perform a previously manual task
Operational concept (CONOPS) not supported by the system or key steps
have been omitted

CONOPS violates standards or guidelines

CONOPS violates ease-of-use precepts
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Table 6.2-3 Types of Faults That Can Occur During the Design Stage

Type of Fault Description

Incompleteness Design elements do not implement all specified
requirements.

Unfounded Functionality Design elements exist which are not traceable to the
requirements specification.

Incorrectness Design element would not work, if implemented, and/or is
not reasonable.

Lack of Clarity Design specifications are ambiguous, or are not described in
language which is familiar and understandable to all of the
clients, users, and developers.

Lack of Explicitness Necessary (or presumed or assumed or implicit or implied)
design element or design-aspects are not present as a clear
part of some design specification.

Lack of Consistency Some of the design elements logically conflict with other

design elements. Data flow conflict exists between
interfacing design elements.

Inadequate Operational Concept

The requirements do not adequately specify the operational
concept for the system.

Inadequate Human Computer Interface

The design does not adequately describe the human-
computer interaction required of the system.

Inadequate System Architecture

Proposed system architecture is not sufficient to support the
overall system mission.

Inadequate Function Partitioning

The design fails to logically partition functions between
hardware, software, and human personnel.

Lack of Sufficient Database Design

Database design is not a logical, consistent, and/or
normalized (if applicable) representation of the data to be
stored/retrieved/manipulated.

Safety Problem/Hazard Conditions

Design lacks robustness to handle potential failures,
specifically safety problems and hazard conditions.

Lack of "Fail-Safe/Soft-Failure" Operations

Design lacks ways (safeguards) to degrade gracefully in the
event of a failure.

Lack of Good Software Engineering Practices

Good software engineering practices, such as use of
exception handlers, have not been applied in producing the
design.
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Table 6.2-4 Decomposition of Identified Faults for the Design Stage

Major Fault

SubFault

Incompleteness

Requirement or specification not addressed by design

Processing priorities are not established or are not modifiable due to
control structured design

Top-level design modifications are not reflected in the detail design or
vice versa

Unfounded Functionality

Design elements that cannot be traced to a requirement or specification
have been included

Incorrectness

Requirement not accurately represented in design

Full range of possible data not accommodated by design
Commercial off-the-shelf (COTS) hardware resources proposed are
beyond those available (e.g., memory)

Computational errors such as round-off, truncation, etc. not handled
Design does not conform to standards

Boundary and/or unique conditions have not been handled

Lack of Clarity®

Ambiguities in scope of qualifiers
Ambiguities in meaning of words
Ambiguities in reference

Imprecise phrases

Use of passive where agent not clear
Fuzzy quantifiers

Lack of Explicitness®

Something is stylistically implied by the sentence construction but not
explicitly stated
Something is logically implied but not stated

Lack of Consistency

One statement directly contradicts another

A statement indirectly is inconsistent with another

A frame of reference, or context, in one part of the document is
inconsistent with a frame of reference in another part

A statement is inconsistent with known states of affairs external to the
design document

Requirements of cooperating systems (taken pairwise) are
incompatible

Internally interfacing elements have data parameters/arguments which
directly contradict each other

Internally interfacing elements have data parameters/arguments which
indirectly contradict each other

Externally interfacing elements have data parameters/arguments which
directly contradict each other

Externally interfacing elements have data parameters/arguments which
indirectly contradict each other

6 The subfaults are identical to those

of the Requirements Stage
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Table 6.2-4 (Continued)

Major Fault SubFault
Inadequate Operational System causes extra steps to be taken to perform a previously manual
Concept® task

Operational concept not supported by the system or key steps have
been omitted

CONORPS violates standards or guidelines

CONOPS violates ease-of-use precepts

Inadequate Human Computer
Interface

Human Computer Interface difficult to learn/user, see/read, etc.
Menus and menu items are not consistently in the same locations on
different displays

Novice users or expert users have not been considered in the HCI
design

Displays, menus, reports are not labelled

Inadequate System System architecture not sufficient for overall system mission (under-
Architecture designed)
System architecture is excessive for the operational need (over-
designed)
System architecture lacks robustness
Inadequate Function Design elements which should be allocated to hardware have been
Partitioning wrongly allocated to software or human personnel
Design elements which should be allocated to software have been
wrongly allocated to hardware or human personnel
Design elements which should be allocated to human personnel have
been wrongly allocated to hardware or software
Inadequate Knowledge Knowledge structure is inappropriate for required functionality
Structure Design Knowledge structure is insufficient to represent all needed knowledge

Knowledge structure design will cause performance problems

Inadequate Database Design

Database design fails to represent all data required

Database design incorrectly represents data (e.g., format)

Database design represents extraneous data not required by the system
Database design not normalized (if relational)

Safety Problem/Hazard
Conditions

Design lacks ability to handle safety problems
Design lacks ability to handle hazard conditions
Design fails to account for failure modes
Design lacks exception handling features

Lack of "Fail-Safe/Soft-
Failure” Operations

Design lacks "fail-safe” operation

Design lacks “soft-failure” operation

Design does not provide a means of degrading gracefully in the event
of a failure

Lack of Good Software
Engineering Practices

Frequent error traps have not been provided or do not have recovery
mechanism

Design possesses weak modularity

Design possesses excessively rigid control structure
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Table 6.2-5 Types of Faults That Can Occur During the Implementation Stage

Type of Fault Description
Incompleteness System does not implement all specified requirements.
Unfounded Functionality Functions exist which are not traceable to the requirements
specification.
Logic and Control Flaws Logically incorrect implementations of the design exist or

control structures incorrectly implement the design.

Data Operations and Computations Flaws

Data operations incorrectly implement the design or
computations are erroneous.

Lack of Consistency

Inconsistencies exist such as user interface inconsistencies
(Help option is not always found in the same place on
different displays) and output inconsistencies (report formats
vary widely). Conflicts exist in passing data between
modules (whether intra- or inter-system interfaces).

Inadequate Operational Concept

The implemented system does not conform to the specified
operational concept.

Inadequate Human Computer Interface

The implemented system does not provide a sufficient
human-computer interface.

Lack of Sufficient Database Design

The implemented database structure does not capably handle
data storage, retrieval, and modification.

Safety Problem/Hazard Conditions

System lacks robustness to handle potential failures,
specifically safety problems and hazard conditions.

Lack of "Fail-Safe/Soft-Failure" Operations

System lacks ways (safeguards) to degrade gracefully in the
event of a failure.

Lack of Good Software Engineering Practices

Good software engineering practices, such as use of
exception handlers, have not been applied in producing the
design.

Inadequate System Documentation

Source code, in-line documentation or user documentation is
ambiguous, difficult to understand, or non-existent.

Knowledge Base Faults

An error or inconsistency exists in the knowledge (rules,
frames, etc.) which results in incorrect, unpredictable, or
undesired system behavior.
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Table 6.2-6 Decomposition of Identified Faults for the Implementation Stage

Major Fault

Subfaults

Incompleteness

Requirement or specification not addressed by code

Failure to test data imported by a procedure

Failure to implement a design element

Failure to comply with a levied standard such as POSIX, GOSIP, etc.

Unfounded Functionality

"Extra” code that cannot be mapped to any design element exists
Code that does not conform to the definition of its corresponding design
element

Logic and Control Fault

Unreachable code

Flow control constructs not used correctly

A predicate (e.g., "if" statement) is incomplete, incorrect or transposed
Improper process sequencing

A loop or recursion has no exit or halting condition

Dynamic instruction modification exists

Failure to save/restore process communication

Recursion used improperly or language doesn't support needed recursion
Referenced but uncoded statement label or a missing statement label
remains in the code

Call to a non-existent subprogram

Data Operations and
Computations Fault

Commmercial off-the-shelf software capabilities proposed are not
available or function contrary to assumptions

Incorrect data referencing

Mismatched parameter list

Definition or initialization fault .

Data relating to the current iteration and previous iterations have been
mixed

Error in use of data handling constructs

Variable misuse

Poor handling of input and output operations which affects throughput
Improper program linkages

Lack of Consistency

Internally interfacing procedures have data arameters/arguments which
directly contradict each other

Internally interfacing procedures have data parameters/arguments which
indirectly contradict each other

Externally interfacing procedures have data parameters/arguments which
directly contradict each other

Externally interfacing procedures have data parameters/arguments which
indirectly contradict each other

One procedure directly contradicts another

One procedure indirectly contradicts another

Inconsistency in units of data (e.g. pounds or kilograms)

Incorrect communication protocols and external data mismatches
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Table 6.2-6 (Continued)

Major Fault

Subfaults

Inadequate Operational Concept

System causes extra steps to be taken to perform a previously manual
task

Operational concept not supported by the system or key steps have been
omitted

Inadequate Human Computer
Interface

During execution, it is not clear what the system is doing based on its
displays and outputs

Menus and menu items are not consistently in the same locations on
different displays

Displays, menus, reports are not adequately labelled

Lack of Sufficient Database
Design

Database design fails to represent all data required

Database design incorrectly represents data (e.g., format)

Database design represents extraneous data not required by the system
Database design not normalized ifrelational

Safety Problem/Hazard
Conditions

Design lacks ability to handle safety problems
Design lacks ability to handle hazard conditions
Design fails to account for failure modes
Design lacks exception handling features

Lack of "Fail-Safe/Soft-Failure"
Operations

Design lacks "fail-safe” operation

Design lacks "soft-failure” operation

Design does not provide a means of degrading gracefully in the event of
a failure

Lack of Good Software Frequent error traps have not been provided or do not have recovery
Engineering Practices mechanism

Design possesses weak modularity

Design possesses excessively rigid control structure
Inadequate System Source code, in-line documentation, or user documentation does not
Documentation exist

Source code, in-line documentation, or user documentation is
ambiguous or difficult to understand
Source code, in-line documentation, or user documentation is incorrect
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Table 6.2-6 (Continued)

Major Fault Subfaults

Knowledge Base Faults Syntax Faults

» Missing goal in rule

« Unobtainable data item

+ Unsatisfiable condition

+ Unused askable declaration

» Useless rule

« Dead-end rule

» Missing values

+ Cyclic inference chain (direct cycle)

« Duplicate rule pair (duplication)

+ Subsumed rule pair (subsumption)

» Conlflicting rule pair (direct inconsistency)

« Redundant condition

+ Unobtainable environment (unreachable node)
« Redundant rule (relevance)

« Dead-end nodes

» Indirect cycle defects

« Indirect inconsistency defects

Extended structure check duplication defects
Extended structure check subsumption defects
Contradiction in rule

Contradiction in IF clause

Contradiction in THEN actions

* Violation of daemon reference syntax

« Attribute value syntax error

Knowledge Faults

« Ambivalent rules

» Missing rules

« Semantic inconsistency defects

+ Logical completeness defects

» Lower/upper numeric range defects

« Set of legal values defects

« Minimunm/maximum cardinality of roles defects

+ Incompatibility of roles values defects

+ Disagreement with argument data type specifications defects
+ Illegal subrelations defects

» Incompatible variable and reference combination in rule
+ Keyword not recognized

+ Variable not recognized

+ Comparison not recognized

+ Reference not recognized
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Table 6.2-6 (Continued)

Major Fault

Subfaults

Knowledge Base Faults

« Semantic type or class violation
« Necessary semantic knowledge is missing
+ Rule condition redundant with present state-path

Structure Faults

+ Knowledge structure is inappropriate for required functionality

+ Knowledge structure is insufficient to represent all needed knowledge
» Knowledge structure design will cause performance problems

+ Hierarchical structure is awkward or needlessly redundant

Object-Oriented Programming Faults

 Excess number of methods in class

« Excess number of instance variables in class

« Excessively long method (number of function calls)

+ Module excessively larger than others

« Excessively broad class graph

 Excessively deep class graph

*» Excessively disjoint class graph (number of top classes)

« Excessively unbalanced class graph (standard deviation of
(subclasses/class)

» Parents at different abstract levels (number of levels)

« Different length multiple inherit paths (number of levels)

« Excessive number of parent classes

+ Class contains non-local method

+ Incomplete specialization

« Public interface to class other than via class methods

+ Implicit class to class communication

+ Direct reference to object instance variable from another object

« Incomplete specialization

* Method not used

« Instance not used

« Module/class/instance variable not used

» Module contains no classes or method contains no code

« Class contains no methods / no instance variables

+ Class contains no instances

« Circular object instance graph

« No constructor defined for class

» No destructor defined for class
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Table 6.3-1 Six Factors of Software System Complexity’

COMPLEXITY LEVEL.. - -
COMPLEXITY FACTOR
LOW MEDIUM HIGH
Physical Control Capability ¢ None * Not direct, but can provide decision | * Can directly manipulate and
« Adbvisory function only data into control modules control system elements
Processing Not real time * Near or full Real-Time ¢ Real-Time
* Sequential » Multiple processors » Concumrent/multiple,
« Single Processor * Central/Distributed heterogeneous processors
« Synchronous * Interactive  Highly distributed
¢ Centralized » Cooperating
« Batch/Interactive » Asynchronous
* Interactive
Interactivity with Other  Stand-alone * Embedded/Attached * Embedded
Systems * Single user-interface » Continuous/Intermitient Data-Input | < Continuous Data-Input,
* No data-interfaces ¢ Usually Data-driven Multiple channels
*» User-driven » Possible Interrupt-handling ¢ Usually Data Driven
* Nointerrupt handling * Possible Interrupt-handling
Knowledge/Data Structures + Homogeneous » Homogeneous/Heterogenous * Heterogeneous
and Storage * Centralized » Centralized/Distributed *» Centralized/Distributed
* Derived from codified » Derived from codified sources and * Derived from codified
sources experts sources, experts, or invented
Decision Procedure » Backward (top-down) or » Backward, Forward, and mixed * All types of chaining
*» Forward (bottom-up) chaining * Breadth first or Depth first
Chaining » Breadth first or Depth first + Monotonic or Non-
« Breadth first or Depth first » Monotonic or Non-Monotonic monotonic reasoning
+ Monotonic Reasoning reasoning * Model-based inferencing,
* Heuristic Reasoning plus all other types
* Constraint-based reasoning
 Belief-revision, truth maintenance
Uncertainty Handling * None « Fuzzy Reasoning, « Complex Fuzzy and
* Reasoning under uncertainty uncertainty reasoning,
« Multiple-Hypothesis
evaluation (e.g., Bayesian)

"This table is replicated in the Overview, Volume 1, as Table 2.1-1.
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Figure 6.3-1 Three Classes of Stringency of Recommended V&V with
Examples of Expert Systems for the Nuclear Power Industry
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The intersection of the highest complexity and integrity levels (cell 3) defines the situation requiring the most
aggressive V&V approach, and this is called Class 1. There is only one cell in this class. The lowest level of required
V&V, Class 3, is for low complexity and low-to-medium integrity and includes two cells, 7 and 8. The remaining six
cells (cells 1, 2, 4-6, and 9) are in the intermediate V&V class, Class 2.2

6.4 Quality Assurances for each V&V Class, as a Function of Life-Cycle Phase

The three classes of V&V have been defined in terms of the faults against which they offer assurances (cf.
Section 6.2). Positive assurances are named here such that the particular fault is absent (e.g., "completeness” becomes
the assurance that there are no incompleteness faults, "consistency” becomes the assurance that there are no
inconsistency faults, and so forth). The identification of the specific quality assurances provided by specific levels of
V&V defined for well characterized systems is a major, and novel, contribution of these guidelines.

The lowest level of required V&V, Class 3, reasonably will offer the fewest and simplest assurances. As the
stringency of the class increases, additional and more difficult assurances are needed. At the highest level of required
V&YV, where the number of expected failures is largest and the need for zero failures is the greatest, the greatest
number of quality assurances must be provided by the V&V activities.

The assurances provided for each class of V&V are shown separately for the three life cycle phases of
requirements, design, and implementation in the second column of Tables 6.4-1 through 6.4-3. Having identified the
quality assurances to be provided, it is incumbent to specify how they are to be achieved. This is given by the third
column, which lists the most appropriate V&V methods, as determined by the NUREG/CR-6018 report in this
contract, to accomplish those assurances.

The major aspect missing from this Risk Management approach to quality assurance via V&V Classes is the
quantification of the risk remaining after successful application of the indicated V&V methods. Unfortunately, the
data concerning fault and failure probabilities and the V&V methods' "power” to detect faults, both fundamental to
developing a quantitative estimation model, is almost completely lacking. For the present time, this gualitative
approach to Risk Management must suffice.’

It is important to note that various aspects of the V&V methods -- e.g., practicality, cost-benefit, etc. -- have
been previously addressed in the comprehensive review of V&V methods (see Volume 2). All of the recommended
V&V methods have been rated on eight separate factors: four concerning the power of the method to detect various
kinds of faults, and four concerning aspects of the ease-of-use of the methods. These eight factors were combined for
each method to derive composite cost-benefit and effectiveness measures. These ratings should be consulted as a
guide for assessing, say, the cost-benefit of a particular set of methods within a guideline package, or for guidance for
substitution if particular suggested methods are believed to be impractical. One of the key principles used in selecting
methods for guideline packages, however, was to recommend the more costly ones (to learn, use, run, or interpret)
only for the more stringent V&V classes.

® The partitioning of these complexity-integrity cells into the three V&V classes was reviewed by both the USNRC and EPRI organizations. In
addition, the classification scheme was presented for comment at several conferences and symposia, and there was no sustained concern about the
present assignments.

® By being very specific about the assurances provided by each recommended V&V method, it becomes much easier to design experiments and
collect data concerning the frequency of each of the assurance-flaws, and the efficacy of the various methods to detect them.
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6.5 Summary of the Cost-Benefit Aspects of this Risk Management Approach

The cost-benefit nature of this V&V approach is demonstrated by the simple relation diagrammed below:

For A Particular
Class of V&V
!
!
The COST of Experiencing ---<<is to be>>--- The COST of doing
the negative consequences of balanced the V&V, C2,
predicted system failures, C1 against PLUS
all the BENEFITS
of experiencing few

system failures, B1

Three values have to be estimated in the above relation, that is, C1, C2, and B1. These three values need to
be formulated in comparable units, such as dollars or labor-hours. It should be noted that the benefit, B1, is not
simply a function of C1. In addition to avoiding the cost of negative consequences, there are unique positive
consequences which accrue to highly reliable systems and have definite if difficult-to-calculate value, e.g., being able
to publicize a long period of operation without failures, gaining the reputation of having "trusted systems", or being
able to attract good people and investment dollars.

However the values are estimated, the particular class of recommended V&YV activity should be undertaken
when the following inequality is true:

Ci = C2 + Bl (Equation 6.5-1)
This relation takes into account the fact that V&V costs are never insignificant. For Class 1 V&V, they can
be very expensive. If C1 is less than the sum of the other factors, assuming the cost-benefit estimations are
reasonable, then the desired inequality (of Eq. 6.5-1) can be obtained by redefining the system such that the Class of

recommended V&YV is reduced. Such a reduction can be achieved by two means:

(1) Changing the functionality or the operational context of the system such that the judged degree of
Required System Integrity is decreased; or

(2) Reducing the complexity of the system.
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7 GUIDELINES

This section contains the materials needed to actually accomplish the V&V of Al systems. The previous
sections defined the context and issues for V& V. This section gives the actual description guidance.

The "roadmap” for accomplishing V&V is shown in Figure 7.0-1. One enters with the decision to perform
V&V on asystem. Such a decision is most effective when it is made at the very outset of a system-development
project and can influence the requirements and design, thereby addressing major sources of error for relatively small
costs as compared to the expense of error-detection and repairs made on an implemented system.

To learn about the V&YV issues, Sections 1.0 through 6.0 of this report should be read. Otherwise, the first
step to actual use of the V&V guidelines is to determine the developmental phase the system is in, as directed in the
following section, 7.1. The next concern is what aspect of the system to test first. This is covered in 7.2. The third
major decision is to determine how much V&YV is appropriate for the particular system. The detailed questionnaire
which will lead one to a reasonable choice is given in Section 7.3.

The results of the three decisions will permit one to select an appropriate "guideline package". The guideline
package indicates a set of V&V procedures to be applied to a particular aspect of the system at a particular
developmental phase. The matrix used to determine which guideline package should be used is given in Section 7.4.
The actual guideline packages, 16 in total, are provided, in the User's Manual, Volume 7.

The number of V&V methods chosen for use in a package varies as a result of the phase of development
(increasing up to the implementation phase) and the V&V Class (more for systems requiring more stringent V&V).
The number of methods varies little as a function of the aspect of the system to be tested. The reason that several
V&YV methods are needed instead of just one or two is because of the very large number of faults systems can contain
and the fact that any particular V&V method is effective at finding only a subset of these faults. By using a number of
methods, there is a pretty good chance of detecting most of the faults. Of course, the more V&YV methods that are
used, the more expensive and time-consuming is the V&V process. Every attempt was made, therefore, to put
packages together so that increases in the cost and time of applying more methods are offset by increases in higher
quality by greater assurance of detection of faults. The actual amount of V&V performed must be determined by
weighing its cost against the benefits obtained. All of the methods recommended are among the most effective and
cost-beneficial of the 153 methods evaluated early in the project (cf. Volume 2).

The guideline packages discussed in Section 7.5 specify what V&V methods should be used for a particular
situation, what assurances they provide, the teams needed to accomplish the various methods, the quality measures to
be obtained for each method, and the decision criteria for accept/reject of the system based on these measures. The
packages do not instruct how to perform the specific V&V methods; a literature reference where the user can find such
information is provided. There are some methods whose value is so great, and for which the references are really not
adequate, that actual step-by-step procedures are provided. Eleven such detailed V&V procedures were provided in
the User's Manual, Volume 7, and are discussed briefly in Section 7.6.

7.1 Determining the Development Phase

Four phases in system development are identified in the simplified view taken here. These were discussed in
Section 4. They are Requirements, Design, Implementation, and Maintenance. The characteristics of these phases,
and the object of V&V, are shown in Table 7.1-1. If there is any doubt what phase of development the system is in,
this table should be consulted to determine the phase. This is one of the three decisions necessary to select the
appropriate V&V guideline package.
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Decision to Perform V&V on a System
(Best When Done at Very Outset of Project)

Learn about V&V Issues

See Section 1-6 and
7.0
Guideline Report

|

Determine the Development

See Section
74
Guideline Report

Phase the System is In

Determine What Aspect of

See Section
7.2
Guideline Report

System is to be Tested

Determins the Class of V&V
Recommended for the System

See Section
7.3
Guideline Report

Y

Determine the Appropriate V&V
Guideline Package to Use

See Section
7.4
Guideline Report

Y

Examine Appropriate Guideline

See Section 7.5,

Package and Begin Using Guideline Report
Recommended V&V Methods and User's Manual,
Volume 7
See Section 7.6,

Use the Detailed Guideline
Procedures for "How-To" Directions
On Selected V&V Methods

Guideline Report
and User's Manual,
Volume 7

Figure 7.0-1: Roadmap for Using the V&V Guidelines
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7.2 Determining the System Aspect To Be Tested

Sections 2.2 and 2.3 of this report discuss the various types of Al systems and their components. The total
set of system components (including the overall system) were sorted into three classes, with the V&V approach
appropriate for each. The result, previously shown in Table 2.3-1, is repeated here as Table 7.2-1 for completeness.

The Type 1 component comprises the various forms of declarative knowledge structures in Al systems, the
so-called knowledge base. These typically encode the vast majority of the application-specific information necessary
to achieve the system's required functioning. The Type 2 component includes all aspects of the final system, or all
associated tools and utilities used with the system in its development, which are very generic and highly reusable.
These elements can be easily used on large numbers of different systems with no or minimal changes to their code.
The type 3 component includes everything else, including the total overall system. The differing V&V philosophies
lead to different sets of specific V&V methods making up the guideline packages, but there is not a great deal of
difference in the actual numbers of methods recommended as a function of component type.

The decision to be made at this point is which type of system component is to be selected for V&V review at
this point. This is the second of the three decisions needed to select a V&V guideline package.

7.3 Determining the Appropriate Class of V&V

The third decision of determining the appropriate V&V class is guided by a three-part questionnaire shown in
Figure 7.3-1. This questionnaire provides a practical means of assessing system complexity and required integrity.
These were the two factors identified in the previous section of this report (section 6.3) as being primary determinants
of the stringency of V&YV needed for a system. The questionnaire provides a way to assess one's own system on these
factors. Part 1 of the questionnaire leads to a determination of complexity, Part 2 leads to an assessment of required
integrity, and Part 3 provides a table to indicate which of three levels of V&V is recommended based on the first two
parts.

Whenever a class of V&V is decided upon, the user should evaluate the definite costs associated with using
the set of V&V methods appropriate for that class (and the particular system and life cycle phase), as discussed
previously (see Section 6.5). As was suggested, a system for which the V&V appears too costly can either not be built
or, more practically, have its requirements changed so that its complexity or required integrity are decreased, thus
decreasing the needed stringency of V&V.

7.4 Determining the Appropriate V&V Guideline Package

The previous three subsections provide the information necessary to select the recommended set of V&V
methods for this situation, using Table 7.4-1. The results of Section 7.1 identify the phase of system development.
Systems in the Requirements phase should use part (a) of Table 7.4-1; those in the Design phase should use part (b);
and those in Implementation should use part (c). A system in the Maintenance phase should use Guideline Package P.

The results of the decision of the component type next to be tested, provided in Section 7.2, indicate which
row should be chosen. The results of the questionnaire (Section 7.3) determine the appropriate column. Within the
chosen cell is a package identifier (e.g., the V&V of a Class 2 implementation of a highly reusable component should
use Guideline Package K). The full set of Guideline Packages are found in the User's Manual, Volume 7.
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Table 7.2-1 Three types of Al, and Conventional, System Components
and the recommended V&V philosophy for each

Recommended V&YV Philosophy

Types of System Components Formal Traditional

Verification Certification System V&V

Type 1
Declarative Knowledge Structures:

Rule Bases X
Frames

Class Hierarchies

Objects Stored in Databases

Type 2
Highly Reusable Components:

Tools & Utilities X
Some Interfaces
Some Functions
All Commercial Software Packages used

Type 3
Mostly Non-reusable Components:

¢ Overall System X
¢ Most Interfaces

¢ Conventional Databases

* All Remaining Application-Specific Code
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Table 7.4-1: Identification of the 15 Guideline Packages Assigned to the Three Types of System Components
and V&V Class for the Requirements Phase (a), the Design Phase (b), and the Implementation Phase (c).

(2) Requirements Phase

Type of System V&V CLASS
Component
Class 3 Class 2 Class 1
Knowledge Structure Package A Package B Package C
Highly Reusable Package A Package B Package C
Other and System Package A Package B Package C
(b) Design Phase
Type of System V&V CLASS
Component
Class 3 Class 2 Class 1
Knowledge Structure Package D Package E Package F
Highly Reusable Package D Package E Package F
Other and System Package D Package E Package F
(c) Implementation Phase
Type of System V&V CLASS
Component
Class 3 Class 2 Class 1
Knowledge Structure Package G Package H Package I
Highly Reusable Package J Package K Package L
Other and System Package M Package N Package O

Maintenance phase systems should use Guideline Package P.
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7.5 The V&V Guideline Packages

The 16 V&V guideline packages, A-P, referred to in Table 7.4-1, are actually provided in the User's Manual,
Volume 7. Refer to the first of these, A, found in Appendix A, for the following explanation of the columns of
information about the listed V&V methods.

The user should look here through the whole guideline package and note that it has identifiers at the top
telling the name of the package, its life cycle phase, V&V Class, and Component Type. The package is in the form of
two tables. The first table lists all the V&V methods that are recommended for this situation. The second table, on
the last page of the guideline package, tells how the user should plan on applying these methods (this is a very simple
plan in the case of Guideline Package A).

In the guideline package there are eight columns. The first row of the guideline package contains notes about
the contents of the columns in the guideline. The first column gives an ID number to the V&V method described in
that row. This ID number is referred to in the guideline plan table. The column labeled "Method" lists the names of
the recommended V&V methods. The third column, "Type", identifies the method as either Static, which requires no
actual execution of the code, or Dynamic. The fourth column labeled "Assurances” lists all of the assurances of
quality afforded by application of this method. The fifth column, "Agents" describes the qualifications of personnel
for performing the various methods. The "Intensity” column, column six, describes the amount of effort required in
applying the various V&YV methods, usually in one of three (often qualified) terms: Limited, Moderate, or Extended.
The legend, "Measures” describes the quantitative measures or judgments that have to be taken or made during
application of the method. Most methods use the same measures. The measures are typically in terms of the number
of some type of problem such as the number of "show stoppers” discovered in applying the method. The seventh
column, "Criteria/Action”, establishes what the thresholds are for the defined measures for three possible outcomes.
These outcomes are (unconditional) Accept, Conditional Acceptance, and Reject. In the case of the first or third of
these outcomes the V&YV stops for the method being applied. If the outcome is "Reject”, then a decision has to be
made by the development team whether V&V should continue or whether the system should be redesigned or
re-implemented. If the decision is conditional acceptance, then the problems found are to be fixed and the method
applied again. The last column "Ref” contains the reference for the recommended methods. If the entry begins with
an "R", then it is to be found at the end of the recommended V&V methods and before the guideline plan (and also in
the numbered references in Section 8). If the entry begins with a "P", then it is a Guideline Procedure (cf. Section
7.6).

In the case of Guideline Package A, only two V&V methods are recommended (sometimes there are as many
as 19). The two methods are Requirements Analysis and Formal Requirements Review. According to the plan, they
are to be performed in the order they are given. For Requirements Analysis, which is suggested to be performed by a
team of a V&V person, a requirements analyst and an editorial expert, the system component is to be accepted as
being of sufficiently high quality, passing the V&V qualification, if (1) there are no deficiencies in critical
requirements, (2) there are four or fewer deficiencies in the non-critical requirements, and (3) the percentage of non-
critical requirement deficiencies is equal to or less than 8%.
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7.5.1 Standard Decision Thresholds

The thresholds used for all of the V&V methods fall into two problem classes: (1) those concerning
requirements, and (2) the rest, which concern other aspects of system quality. A standard set of decision values has
been used for the guideline packages, and these are shown in Table 7.5.1-1. The values are given for the thresholds
for the two problem classes, for the three types of decisions, and for each of the V&V Classes. Four measurement
thresholds are given for the problem class concerning requirements, while three measurement thresholds are given for
the problem class concerning system quality.

As stated above the thresholds are based only on engineering judgment. The values in Table 7.5.1-1 are
derived from the following kinds of considerations given below. Three thresholds are intended to provide reasonable
guidance and should not be viewed as absolutes. The rationale for these thresholds included the following:

® The thresholds should decrease as the stringency of V&V increases (from Class 3 to 1).

e Not even a single Show Stopper (or Critical Requirement deficiency) should be accepted in any software
system.

® The Conditional Accept decision is the middle ground where more errors are acceptable since they will
be fixed and V&V performed again.

® Too many detected errors, however, imply fault-prone programming practices, so that, at some point,
one should reject under the assumption of pervasive impoverishment.

An example is the rationale for 4 as the threshold for conditiona! acceptance for Class 3, for the Critical Requirements
and major problems metrics, is as follows:

- 1or2 of these significant errors might be attributable to careless developmental testing (which
presumably precedes V&V), particularly since Class 3 systems are probably the lowest budget
systems and practices will often be lesser.

- For the limited developmental capability expected to be associated with Class 3 systems one can
envision that some major errors are correlated, in that a deficiency in some high level design or
conceptualization process could give rise to, say, a couple of specific conceptually- related errors.
This could account for up to 4 such problems.

- There being more than 4 major errors detected, remembering that V&YV is in addition to all normal
developmental testing, implies such poor quality procedures that the whole system becomes suspect.

® The near-exponential reduction of the allowable major errors for both requirements and quality
thresholds for Class 3 to Class 2 and again to Class 1 is a reflection of the presumed exponential growth
in complexity and required integrity.

7.5.2 Cost-Benefit Tradeoffs
The guidelines for Class 3 systems presume that exhaustive V&V examination is neither warranted nor
affordable. Yes, the economy-minded regimen recommended here might not detect all system-crashing problems.

But the impact of system malfunction is so limited that it is believed to be a justified risk. Class 2 systems, on the
other hand, can produce an expensive and highly undesirable impact upon failure, and a considerable stricter and more
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expensive course of V&V is indicated. For the rare Class 1 system whose failure can have truly drastic consequences,
the exceptionally careful and thorough V&V approach recommended provides a most comprehensive and multi-
faceted course, admittedly at great expense. Such costs, however, are believed to be justified by the much higher
assurance that critical failure-inducing faults will be hunted down and eliminated.

As has been stated previously, this report only provides reasonable guidance, and the users should modify the
recommendations based on their own particular situations.

7.5.3 Procedures for Determining Measures

The measures which relate to requirements make a distinction between "critical” and "non-critical”
requirements. The system-quality measures distinguish among "show-stoppers”, "major” problems, and "minor"
problems. This section provides suggested procedures to follow for arriving at a reliable understanding of the way
these relative terms should be interpreted in the context of a particular system.

Concerning the criticality of requirements measures, it is assumed that a requirement document is available,
and it has not yet been classified into critical and non-critical requirements. First, in most Federal Government
requirements documents (or Statements of Work), it is possible to separate true requirements from the "goals” by
examining sentences for the presence of "shall" and "will": sentences with "shall” are real requirements; sentences
containing "will" are only objectives to strive for and should be ignored for the purposes of the ratings of requirements
as critical and non-critical. Each true requirement should be examined carefully, asking the following question: "On
a 5-point scale, with 1 being lowest and 5 highest, what is the true necessity of this requirement?" In asking the
question, imagine that only half the budget and half the time is available for system development but some system
capability must be delivered. What could be sacrificed so that there is still an acceptable base-system capability?
After rating all the requirements, put them in order of their rating from 5 down. Read down the list until an area of
requirements are found which are quite reasonably in the “can-live-without” category, perhaps at scale-value 2-3.
Shuffle the requirements around on the ordered list around this change-over point until there appears a partition point
above which the requirements really all seem to share a strong necessity, and below which they seem less strong. This
is then a good decision point for defining "critical” and "non-critical.”

Unintended functions are identifiable as any elements in the design or code whose function cannot be
Justified on the basis of the requirements. Each separate occurrence of unintended function should be noted.

Concerning the quality measures of "show-stoppers", "majors", and "minors", a different procedure must be
used, although it is useful to have first ranked the requirements as above. In this case the focus is on the consequences
of a discovered problem, that is, how much rework is necessary to correct the problem. A "show-stopper" is
something which implies something dreadfully wrong about an extremely important system feature (or requirement)
which pervades through the whole design or implementation, such as a fundamental decision to use a faulted
architectural approach to achieve functional diversity in a safety-critical control system.

Show-stoppers can only occur as a broad deficiency, such as in the overall architecture, in a repeatedly-used
algorithm, in the choice of a complicated data-structure that strongly influences how many other features are
developed, etc. Further, their correction must involve a great deal of work. Finally, the strongest show-stoppers are
those whose presence makes one lose confidence in the rest of the system: "If the developers made this kind of error,
they could have done any number of additional shoddy things.” Show-stoppers can be discovered by virtually any
method, but they are much more likely to emerge with reviews and general inspections. Whatever methods are used,
each discovered error should be considered carefully, asking the questions, "Is this error possibly evidence of a general
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pervasive conceptual deficiency?” and "Does this error, together with other errors, suggest the emerging outline of a
show-stopper?"

In contrast to show-stoppers, "major"” errors are much more constrained in effect and needed correction.
They will require considerable re-work to correct, but nothing like that for show-stoppers. There is seldom the strong
loss of confidence that accompanies detection of show-stoppers. Finally, "minors” are exactly that, problems ranging
from nits to clear errors but all needing only a moderate effort to correct.

In preparation for the classification of the problems found by the various methods, it is quite useful io
generate and keep in mind potential examples of each of the three classes, particularly the show-stoppers and majors.
Top requirements from a requirements ranking might suggest what some truly disastrous problems might be, but it is
always safe to imagine how the application architecture could be designed so as to provide a minimally effective
solution,

7.5.4  Selection of Methods for Inclusion in the Guideline Packages

Of the 153 V&V methods reviewed and evaluated in this project (see Volume 2), 32 were chosen to make up
the 15 Guideline Packages A through 0. A major factor guiding the selection were the cost-benefit and
effectiveness ratings of the methods determined in that review for each phase of the life cycle as a function of the
Class of V&V required. The highest rated appropriate methods were chosen.

A second major factor in the selection process was the assumption that most of the systems for which these
guidelines would be used can be characterized as Decision Support Systems. Such systems involve a great deal of
interactivity between the user and the software: the system does a lot of sensing, measuring, data storage, data
retrieval, and algorithm execution, and then presents interim information to the user. The user makes decisions based
upon the information provided, usually complicated ones requiring reasoning based on experience. In such systems
the allocation of decision and processing elements between the user and system, and the actual style of presentation
and interaction is crucial to system effectiveness. Accordingly, methods which assess the quality of the user interface
and the style of interaction -- the concept of operations -- are crucial to demonstrating the quality of these systems.

A third major selection factor was the type of component: knowledge bases require special
knowledge/syntax checking procedures while reusable components need certification-type methods. The complete
overall system needs testing from a wide variety of perspectives.

Table 7.5.4-1 shows the use of the 32 chosen methods in the 15 Guideline Packages A-O. Of the nine
methods used for a third of the packages (a total of 5 or more times), as shown by the row total in the last column,
Operational Concept Analysis and User Interface Inspection both are justified in terms of the second selection factor
described above. The remaining six most frequently used methods were selected on the basis of the first principle,
their evaluated ranking: Requirements Tracing, Formal Customer Review, Functional Testing, Random Testing,
Robustness Testing, and Regression Testing. The remaining 24 methods are justified in terms of the third factor, the
component being tested, with the effectiveness ranking being used to select among equally appropriate candidates.

According to the assignments of Table 7.4-1, every third Guideline Package is in the same V&V Class; that
is, A, D, and G are for Class 3; B, E, and H are for Class 2; and C, F, and I are for Class 1, etc. From the column
totals in Table 7.5.4-1 (given by the last row), one can see that, except for the Requirements phase, the difference in

4 The sixteenth package, P, is for the maintenance situation and provides guidance for selecting one or more of the other packages A-O.
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number of methods recommended goes sharply up from Class 3 to Class 2, with a smaller increase from Class 2 to
Class 1. This is because the Class 2 systems, by their rating of moderately high complexity and medium required
integrity will be considerably more in need of V&V than the simple, low-complexity and low-integrity, Class 3
systems. Class 1 systems are a smaller increase over Class 2 in the complexity factor.

Examination of the methods recommended for V&V of the knowledge base (KB) -- Packages G, H, and I --
reveals that dynamic methods are included in addition to the static ones. Static methods test many aspects of the KB,
and their great advantage is that they don't need the system to be running; several can actually prove that certain faults
are or are not present, thus obviating the need for relentless structural testing. However, static methods cannot
determine whether there are flaws due to the interaction among the KB, the inference engine, and other components.
In any event, no system should be accepted without some kind of random or stress-testing using dynamic methods.

One last aspect of Table 7.5.4-1 may need explanation; that is the quite substantial number of methods
needed for Packages N and O (testing the overall system for Class 2 and Class 1 respectively). In Guideline Package
N, 14 methods are recommended for testing Class 2 overall systems, 8 static analysis techniques and 6 dynamic
testing ones. In Package O, there are 19 methods, 13 static analysis techniques and the same 6 dynamic testing ones
as in Package N. In justification, it is first of all important to realize that in all of the packages the methods are
ordered in a manner to minimize the amount of overall testing. In particular, need for the highly labor-intensive and
costly dynamic methods is reduced by employing the various static methods first. Even the order of static methods is
designed to reduce the amount of testing -- and timely repairs — by putting the specialized analysis methods before the
more substantial reviews. Thus, the whole is rather less than the sum of the parts.

A second aspect to consider is the long-term cost-benefits of following the full recommended set of methods.
If all the methods are completely and carefully employed, in the order indicated -- with problems fixed and regression
testing invoked after every method -- the system will almost certainly have as high a quality level as is possible given
today's tools and techniques, certainly a level of quality well beyond most initially-developed systems. One must
remember that the reason there are so many V&V techniques is because there are so many different ways software can
have problems. The bulk of the methods recommended here are highly effective and specialized techniques, with high
capability for detecting specific kinds of important errors. For software with an expected life of at least a year, if not
10, the old adage "pay now or pay later" is absolutely true, except that it will cost two to five times as much (or more)
to fix a system in the field as it will when it still is under development. And that is not counting the errors one
typically introduces in field repairs that have to be fixed later. Therefore, effective V&V testing throughout
development is worth nickels (of maintenance) on the penny (of development).

A third point to be taken into account concerning the high number of system testing methods for Class 2 and
Class 1, is that for systems which are marginally just into Class 2 or Class 1, it would be quite reasonable to decrease
somewhat the number of methods - since the set is designed for systems which are solidly in the middle of these
classifications. For example, systems which have very little database activity and are marginal could drop the
Database Analysis method; by similar reasoning, other methods could be eliminated.

Please note that the guidelines and procedures themselves are presented in the User's Manual, Volume 7.
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7.6 Selected Guideline Procedures

As discussed above, 32 methods were used in the Guideline Packages. Eleven of the more important of these
were chosen, and very detailed step-by-step procedures were written to provide specific guidance in the use of these
procedures (technical references are given for the remainder). The sections of these procedures are described below.
A sample template for a guideline procedure, labeled "P0.0" is given in Appendix B; the discussion below will
reference this sample template. Also given in Appendix B is a full example for one of the shortest procedures,
"Random Testing." The full presentation of all 11 procedures is provided in the User's Manual, Volume 7.

Referring to the sample template procedure (P0.0), the sections are discussed from top to bottom, staring
with "When to use..." at the very top.

WHEN TO USE THIS GUIDELINE - This section contains the overall goal for the guideline procedure, such as "To
perform desk checking on the system source code.” The section also presents a description of the scenario in which
this method would be used. For activities within a procedure, this section is titled "GOAL OF THIS ACTIVITY" and
contains only the goal.

PRE-CONDITIONS/TRIGGER CONDITIONS - This section lists the "entry criteria” for a guideline procedure. The
itemns listed here are prerequisites for performing the procedure, or are events which will cause a procedure to be
undertaken.

PLANNING - Any necessary planning which must occur in order to perform the guideline procedure is described in
this section.

PROGRAM MANAGER APPROVAL - Some guideline procedures represent such large undertakings the Program
Management approval is recommended prior to commencement.

SETUP - This section describes the necessary setup required to perform a method.

EXECUTION - For shorter guideline procedures (such as P6.0 Random Testing, found in Appendix B) the execution
part of the procedure lists the (numbered) steps needed to accomplish the procedure. For guideline procedures that are
very lengthy (such as P1.0, Requirements Tracing), the execution part will be broken down into subparts. At the
highest level, there will be a flow diagram shown consisting of the rectangles shown at the bottom of the P0.0 sample
template in Appendix B. Single-line rectangles contain all of the information about an aspect of the procedure, while
rectangles with the double-lines on the left and right indicate that there is much more information on a continuation
page.

REFERENCES AND METRICS: Within the Execution section, bibliographic references will be indicated as RXX
(e.g., R2). The full reference can be found in the endnotes. Similarly, a pressure gauge icon with an MXX identifier
is used to depict special metrics of interest (e.g., M10). The actual metric name can be found in the endnotes which
are located at the end of the entire Procedure (e.g. after P1.8 for Procedure P1.0).

INTERRUPTS: It is possible that during execution of a particular step of the V&V method this activity should be
halted. This is referred to as an interrupt. For top-level guideline procedures, the interrupt is depicted as a dashed line
pointing to the graphical interrupt box. In lower-level activity procedures, the interrupt is noted by square brackets [],
since the lower levels are textual, not graphical.
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ANALYSIS - This section describes the metrics that will be determined as a result of performing the method, as well
as describes any other suggested analysis that could be performed. As in the Execution section, metrics and/or
references may be found.

ACCEPT/REJECT CRITERIA - for top-level guideline procedures there are three possible results: ACCEPT,
CONDITIONALLY ACCEPT, and REJECT. If ACCEPT, fix any problems, and go to the next action (if this is the
last method, stop). If CONDITIONAL ACCEPT, then fix the problems, repeat the action, and ensure that the
problem did not recur. Finally, if the decision is REJECT, stop all activities and discuss problems with the program
manager.

REPORTING - This section describes any reports that are written or any reporting to the Program Management that
occurs as a result of this V&V method.

PROGRAM MANAGER REVIEW - This is analogous of the Program Manager Review that occurred prior to the
method being undertaken. This is the "debriefing".

OUTPUT/COMPLETION STATUS - Depending on the results of the procedure, the Accept/Reject criteria will result
in a particular completion status. It is this completion status that determines the next course of action.
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8 CONCLUSIONS

This document presents the rationale for and description of guidelines for the verification and validation
(V&V) of artificial intelligence (AI) software systems. These guidelines, presented in full in the Volume 7 User's
Manual, form the final product of this project, which is jointly funded by the U.S. Nuclear Regulatory Commission
(USNRC) and the Electric Power Research Institute (EPRI), and reflect the integration of all previous activities. Since
Al conventional software components are also addressed by these guidelines, the guidelines are directly applicable to
the V&YV of any conventional software.

A Cost-Benefit Risk Management Approach is the underlying philosophy used in developing these
guidelines. Systems with a higher risk of negative consequences from failed or incorrect operation have
correspondingly more powerful and effective recommended V&V methods, which are also necessarily more
expensive,

These V&V guidelines were developed by a variety of reviews, research, analysis, development, and
presentation activities involving both the nuclear industry and the software testing field. During several activities, two
actual nuclear power Al systems, provided by the USNRC and EPRI, were used as a test bed to evaluate V&V
techniques, Along with the extensive industry surveys and evaluation of available V&V techniques, new innovative
techniques were developed and tested in a first-of-a-kind behavioral experiment with 20 nuclear and software industry
participants. It should also be noted that relevant U.S. and international standards and regulations and their associated
professional society activities were monitored and included in this project.

It should be noted that the guidelines have not yet been validated by field experience. They are
recommendations based upon many careful analyses, the best available empirical data concerning V&V methods
(scanty), and considered judgement. Every attempt was made to factor into the guidelines a wide variety of relevant
considerations. However, users should take into account the costs and the benefits of the recommended procedures as
they relate to the particular systems under test and modify or adapt them according to their best judgement.

During the course of this project, the following six important Al V&YV issues were identified and
incorporated into the development of these V&V guidelines:

1. V&V needs to be incorporated into all phases of the software developmental life cycle,

2. Complexity and required integrity were identified as the two key differentiating factors among Al
systems,

3. Software was classified into three V&V classes of increasing stringency based on the above two factors,
4. More stringent V&V classes should provide greater assurance of the absence of faults,
5. Each Al system component may have different V&V requirements, and

6. The merits of each V&V technique needs to be evaluated within the context of the three V&V classes,
the life cycle phase, and the type of component.

The guideline packages were developed on the basis of best engineering judgement for 27 combinations of
the three determinants for V&V: life-cycle phase (Requirements, Design, or Implementation), type of system
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component (Declarative Knowledge Structures, Highly Reusable Components, or Mostly Nonreusable Components),
and the three V&V Classes (based on a matrix of software complexity and required integrity). A separate package
was developed for software system maintenance. Due to multiple applications, there are a total of 16 V&V guideline
packages. For 11 of the most important V&V techniques delineated in these packages, supplementary detailed
guideline step-by-step procedures are also provided.

The guideline packages emphasize extensive early powerful static testing techniques followed by fewer
dynamic testing methods. Those techniques which have been determined to have the highest cost-benefit and
effectiveness in identifying errors were chosen for these guidelines. In addition, methods which were proven to be
extremely effective in the earlier experiment were selected for inclusion. A mix of static and dynamic techniques
were incorporated so as to offer the maximum possible coverage of different types of software system faults. Finally,
the importance and power of computer-automated tools (e.g., CASE tools) for V&YV is highlighted as a critical
component in performing V&V.

The process for selecting V&V methods in these guidelines starts with the user identifying the life cycle
phase and system component type which is intended to be subject to V&V. This is accomplished with the aid of
specific descriptions of each phase and component type. Then, using a four page questionnaire, the user determines
the V&V Class based on the assessment of system complexity and required integrity. Finally, a table is provided
which correlates life cycle phase, system component type, and V&V Class to a specific V&V package which is
identified by an alphabetic letter.

Each V&V guideline package delineates specific methods, the level of assurance which they provide, the size
and composition of the V&YV team to be used with that method, the intensity of the V&V activity, the performance
measures to be taken, and the best judgment as to recommended thresholds for making the decisions of accept,
conditionally accept, and reject.

As previously discussed, the V&V guideline packages may refer to one or more of 11 specific procedures
which are included in the User's Manual (Volume 7). These procedures present detailed step-by-step instructions, in a
general flow chart and block diagram format, of how to perform a specific V&V method. These procedures include
such aspects as planning, program manager approval, setup, execution, analysis, accept/reject criteria, reporting,
review, and output/results.

The V&YV guidelines, applicable to both Al and conventional software systems, represent the culmination of
a three year project which gathered extensive V&YV information, created and tested both established and new
techniques using real nuclear industry Al systems, and developed innovative methods for system V&V classification.
These guidelines offer a state-of-the-art, cost-effective method for performing V&YV with the broadest possible
spectrum of software that may be encountered throughout the nuclear industry.
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APPENDIX A

Example Guideline Package:

Guideline Package A for Requirements
Phase, V&V Class 3, and All Components
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APPENDIX B

Example Guideline Procedure:

P0.0 Sample Template

P6.0 Random Testing Procedure
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