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Most national safeguards systems r e f l e c t  simi 1 a r  in ternal  concerns. 

Ea r l i e r  emphasis on the e f fec t ive  management o f  a valuable economic 

resource and protect ion o f  the pub1 i c  against accidental loss o r  release 

which might const i tu te a health hazard have been supplemented by an 

increased emphasis on the protect ion o f  the publ ic  against the 

consequences o f  del iberate destructive events involy ing nuclear materials 

and nuclear f a c i l i t i e s .  The concept o f  "safeguards ," as opposed t o  

nuclear materi a1 s accounting or" nuclear materials management, arose f i r s t  

i n  connection w i th  a spec i f i c  concern over the diversion o f  special 

nuclear materials from "peaceful I' t o  "m i l i t a ry "  uses. The growth o f  the 

p ~ i v a t e  nuclear industry under government regulat ion arid the t rans i t i on  

i n  the U. S. and other countries t o  p r iva te  ownership o f  nuclear materials 

has brought t o  the fo re f ron t  the concomitant need. far assurance tha t  

* This paper i s  based on a stydy by the authors f o r  the Div is ion o f  
Safeguards & Security , U. S. Epergy Research and Development Administration, 
reported i n  reference [I]. 



DISCLAIMER 

This report was prepared as an account of work sponsored by an 
agency of the United States Government. Neither the United States 
Government nor any agency Thereof, nor any of their employees, 
makes any warranty, express or implied, or assumes any legal 
liability or responsibility for the accuracy, completeness, or 
usefulness of any information, apparatus, product, or process 
disclosed, or represents that its use would not infringe privately 
owned rights. Reference herein to any specific commercial product, 
process, or service by trade name, trademark, manufacturer, or 
otherwise does not necessarily constitute or imply its endorsement, 
recommendation, or favoring by the United States Government or any 
agency thereof. The views and opinions of authors expressed herein 
do not necessarily state or reflect those of the United States 
Government or any agency thereof. 



DISCLAIMER 

Portions of this document may be illegible in 
electronic image products. Images are produced 
from the best available original document. 



"nuclear mater ia l  i s '  not  d iver ted from c i v i l i a n  indus t ry  t o  an ill i c i t  

use." [2, p. 1211 The basic d i s t i n c t i o n  between "safeguards" and 

"safety" seems now t o  be the concern, .both nat ional  and in te rna t iona l ,  

f o r  protect ing the pub l i c  against w i l l f u l  ac t s ,  as opposed t o  accidents, 

invo lv ing  nuclear f a c i l i t i e s  o r  mater ia ls  

An extensive U.S. study 131 has used the ,concept o f  "soc ie ta l  r i s k "  " 
. . 

t o  examine the e f fec t iwness  o f  reactor  safe ty  systems i n  terms o f  t h e i r  

a b i l  i ty  t o  achieve an acceptable l eve l  o f  pro tect ion .against  accidental 

malfunctions o f  a reactor. The study on which th i 's  paper i s  based [I] has 

used t h i s  concept t o  develop a comprehensive . . r a t i ona le  f o r  safeguards 

design and evaluation and aframework f o r  continuing systematic assessment 

o f  the effect iveness o f  the system and the a1 loca t ion  o f  safeguards 

resources. This use o f  soc ie ta l  r i s k  as a basis f o r  systems analysis i s  

consistent  w i t h  the4stated ob jec t i ve  o f  a nat ional  safeguards system as 

"achieving a l eve l  o f  p ro tec t ion  against  . .. [ w i l l f u l  ac t ions 
invo lv ing  the possession o f  nuclear mater ia ls  o r  the sabotage 
o f  nuclear f a c i l i t i e s ]  t h a t  insures against a s i g n i f i c a n t  
increase i n  the overa l l  r i s k  o f  death, i n j u r y ,  o r  property 
damage t o  the pub l i c  from other causes beyond the cont ro l  o f  
the ind iv idua l  ." [I] 
This d e f i n i t i o n  extends the more usual statement o f  the aim and 

ob ject ive o f  safeguards as the prevention, detection, and/or deterrence 

o f  the d ivers ion.  o f  nuc lear  mater ia ls  t o  unauthorized purposes t o  include 

both a concern over the th rea t  and ' the  consequences' t o  the pub1 i c  o f  such 
, . 

diversion 6r misuse as w e l l  as the spec i f i c  capab i l i t y  f o r  prevention 

,and detection. The 'need t n  be concerned w i t h  the ,  threat ,  o r  frequency, 

has been .stated ea r l  i e r  by one o f  the authors ,141. .The not ion ,of 

potent ia l .  consequences has been i m p l i c i t ' t o  the concept ' o f  "graded" safe- 

guards. 



This paper presents a s t ruc tu re  o f  the safeguards problem which puts 

i n t o  context  a l l  o f  these changes i n  the ob jec t i ve  and scope o f  a 

nat iona l  safeguards system. Within the ob ject ive  o f  reducing soc ie ta l  r i s k  

the a l l o c a t i o n  o f  resources t o  safeguards w i l l  be commensurate w i t h  the 

nat iona l  p r i o r i t i e s  o f  a nation. The p r i o r i t y  which a nat ion gives i t s  

safeguards e f f o r t s  r e f l e c t s  the l eve l  o f  perceived threat ,  the perception 

o f  the r e s u l t i n g  consequences, as we l l  as the nature o f  competing areas 

for  u t i l i z a t i o n  o f  nat iona l  resources. A nat ion 's  u l t ima te  se lec t ion o f  

the safeguards mechanisms .which wi.11 achieve a required o r  desired leve l  of 
. . 

p ro tec t ion  w i  11 be influenced by the lega l  and c u l t u r a l  norms o f  the 

nation, the r e l a t i v e  cos t  o f  employing the various mechanisms, and the  

effect iveness o f  the mechanisms i n  the context  of the nat iona l  environment. 

The structure.  presented permi ts . .a l l  these fac to rs  t o  be taken i n t o  

account i n  the design and implementation o f  a cos t -e f fec t i ve  safeguards 

system. The approach i s  comprehensive i n  t h a t  i t  considers the f u l l  range 

o f  inc idents  which could be o f  concern, as we l l  as a l l  the safeguards 

mechanisms which could be appl ied t o  p ro tec t  against  the occurrence o f  

those incidents. .  The safeguards mechanisms inc lude those act ions taken 

t o  reduce the r i s k  t o  the pub l i c  through reductions i n  the. f requency o f  

attempt, i n  the p r o b a b i l i t y  o f  success, and i n .  the consequences r e s u l t i n g  ' 

from a successful perpetrat ion.  

The desiqn o f  the nat iona l  safeguards system i,nvolves the matching o f  

appropr iate p ro tec t i ve  mechani sms t o  a1 1 feasib le adversary ac t ion  

sequences, where an adversary ac t i on  sequence i s  an ordered se t  ol' steps 

which would be required f o r  the perpet ra t ion o f  an an t i - soc ia l  event. 

The t o t a l  se t  o f  mechanisms ' lega l ly ,  c u l t u r a l l y  and t echn i ca l l y  ava i lab le  



t o  a  nat ion need t o  be evaluated against  these required act ions, t o  

determine the system which provides the desired degree o f  p ro tec t ion  a t  

the minimum cost. Given the f a c t  t h a t  the r e l a t i v e  costs o f  labor, 

mater ia ls  and technology d i f f e r  f o r  each nation, and t h a t  the ef fect iveness 

o f  the mechanisms i s  a f fec ted  by the environment o f  app l ica t ion,  the 

.choices f o r  d i f f e ren t  nat ions w i l l  probably d i . f fe r .  The underlying 

ra t i ona le  I s  one o f  a t t a i n i n g  an equ i l i b r ium 'of' r i s k  f o r  a l l  the adversary 

ac t ion  sequences which could a f f e c t  the nation. This basis o f  resource 

a l l oca t i on  involves considerat ion o f  the l i k e l i h o o d  o f  the sequence 

being attempted as we l l  as considerat ion o f  the consequences r e s u l t i n g  

from i t s  completion. 

2.1 D e f i n i t i o n  o f  Risk 

The basic safeguards management problems o f  system design, resource 

a1 1  oca t i  on, and evaluat ion o f  performance requ i re  some degree o f  q u a n t i f i  - 
ca t ion  o f  the ef fect iveness o f  the safeguards system. The u l t ima te  

capabi 1  i t y  f o r  assessment' would be the ab i  1  i t y  t o  measure 

ob jec t i ve l y  the soc ie ta l  r i s k  associated w i t h  a given l eve l  o f  safeguards 

e f f o r t ,  and the re l a t i onsh ip  o f  t h i s  r i s k  t o  t h a t  which soc ie ty  f i nds  

acceptable. 

To achieve these goals i n  terms o f  the safeguards ob ject ive ,  soc ie ta l  

r i s k  was chosen as the basis for  designing and evaluat ing the safeguards' 

system. Even given severe l i m i t a t i o n s  on t h e  capabll  i Ly t o  quant i f y  the 

r i s k ,  a  more. systematic and e f f e c t i v e  approach Iu safeguards d ~ s i  gn can 

be provided by a  s t ruc tu re  which focusses the safeguards e f f o r t  on those 

immediate and long-range steps which are' more d i r e c t l y  r e l a ted  t o  the 

reduct ion o f  soc ie ta l  r i s k .  

-4- 
1 -The mater ia l  i n  t h i s  sect ion i s  l a r g e l y  abstracted from, and more 

completely considered i n  , reference [I I,., . 

. . . . . . .  . 



A d ic t ionary  d e f i n i t i o n  o f  r i s k  i s  "the p o s s i b i l i t y  o f  loss  o r  

i n j u r y . t o  people o r  property." .A more quan t i f i ab l e  d e f i n i t i o n  i s  "the 

expected loss due t o  a given u n i t  of a c t i v i t y  o r  due t o  the conduct o f  
. . 

t h a t  a c t i v i t y  over a given per iod of t ime," The technical  d e f i n i t i o n  o f  

r i s k  i s  f requent ly  given as: 

conse uence 
u n i t  t ime event ) x Magnitude ( ev:nt ~i sk (COn?equ?nce) = Frequency ( .unit time 1 

To use t h i s  d e f i n i t i o n  i t  i s  necessary t o  speci fy:  

1 )  . the  u n i t  o f  endeavor'or a c t i v i t y  t o  which the r i s k  perta ins;  and 

2)  the consequence o r  outcome t o  be measured. 

There are usual ly  many ways i n  which we can def ine intermediate 

events o r  intermediate u n i t s  o f  a c t i v i t y ,  i n  order t o  be able t o  ca lcu la te  

soc ie ta l  r i s k  o r  t o  express .d i f ferences i n  ind iv idua l  r i s k s .  For example, 

the soc ie ta l  r i s k  o f  the outcome "death" from the a c t i v i t y  "use o f  

automobiles by:r&idents o f  the U. S .  f o r  one year" i s  app+o~ ima '~e ly  50,000 
. . . . 

deathslyear. If t h i s  r i s k  were spread homogeneously over a populat ion of 

approximately 200,000,000 persons, then the chances t h a t  any ind iv idua l  

would d i e  ,dur ing a year as a r e s u l t  o f  d r i v i n g  an automobile would be 

2.5 x l o e 4 ,  o r  1 i n  4,000. If, i n  the technical  d e f i n i t i o n  given above, 

we def ine "eventv as an "accident invo lv ing  an automobile," we can a lso  

express the soc ie ta l  r i s k ,  i n  t h i s  example, as: . 

6 accidents deaths = 15 10 1 death . 
50y000 year year 300 accidents ' 

the expected number o f  accidents lyear times the expected number o f  deaths 

per accident. 

I n  the Rasmussen Study [3] . t h e b a s i c  approachS.to t h e  quan t i f i ca t i on  of 
. . 

r i s k  involved the d e f i n i t i o n  o f  ce r t a i n  i n i t i a t i n g  "accidents" whose 

frequency could be estimated; the possib le chain o f  events fo l l ow ing  these 

i n i t i a l  events; t h e i r  condi t iona l  p r o b a b i l i t y  o f  occurrence ,in the presence 

-5-  



of given safety measures; and the determination o f  the consequences of 

each chain o f  events. I n  cont rast  t o  these accidental events, the events 

of safeguards concern are  the end product o f  w i l l f u l  act ions on the pa r t  

of an adversary. The analysis proceeds from the terminal events which 

are the d i r e c t  cause of a given l eve l  o f  consequenc.es, and not  from the 
. . 

i n i t i a t i n g  act ion.  The former cons t i t u t e  the "top event" o f  a t r ee  used 

t o  analyze the possib le sequences o f  ac t ions which can produce the event under 

study. The d e f i n i t i o n  o f  r i s k  . f o r  a given terminal event i s :  

consequences attempts events consequences 
( u n i t  t ime ) = ( u n i t  t ime1 (attempt ) ( event 1 
. . 

or,  expressed i n  mathematical terms, 

where: R = . r i s k  t o  soc ie ty  i n  terms o f  consequences/unit t ime 
- . 

a = frequency o f  attempt t o  produce an event; 

p = 1 i ke l  i hood event can be produced i f  atte!;ip?.ed; and 

c = consequences of the event. 
' 

Note that '  if,' f o r  example, we def ine the 'achon  o f  safeguards concern 

. . as the d ivers ion o f  nuclear mater ia l ,  t h i s  d e f i n i t i o n  imp1 i e s  immediately 
. , 

t h a t  our safeguards system should be designed not  only .-to reduce the 

li kelihond o f  a successful d ivers ion bu t  a lso t o  reduce the frequency w i t h  

which d ivers ion might be attempted (see [4]) and ' the po ten t i a l  consequences 

t o  the pub l i c  o f  a successful attempt. 

. . The d e f i n i t i o n  o f  the safeguards problem consists o f  a determination 

of the se t  o f  events w i t h i n  the scope o f  ,safeguards concern, and the 

sequences o f  adversary act ions required t o  perpetrate these events. I n  

the example above the act ion o f  d i ve r t i ng  mater ia l  does no t  i n  i t s e l f  have 

pub l i c  consequences, bu t  i s  a necessary ac t ion  t o  a whole se t  of events 



i nvol  v i  ng v a r y i  ng degrees .of consequences whi cti i n v o l v e  the  possession 

of nuc lear  ma te r i a l .  It i s  c r u c i a l  t h a t  t h i s  s e t  o f  events be complete, 

i. e. , t h a t  i t  inc lude  a1 1 events w i t h i n  the scope o f  the  safeguards 

ob jec t i ve .  The t o t a l  r i s k  w i l l  be the  sum o f  t he  r i s k s  associated 

w i t h  a l l  events. Since an event can r e s u l t  f rom any one o f .  a  number o f  

success fu l l y  attempted adversary a c t i o n  sequences, t h i s  t o t a l  r i s k  can 

be w r i t t e n  : 

. . 
. . 

where the  summation n o t  o n l y  extends over  a l l  events, b u t  a l s o  over  a l l  

sequences o f  ac t i ons  1 eadi ng t o  each p a r t i  c u l  a r  event. The consequences, . . 

however, depend on l y  on the  event. I t  should be noted t h a t  nij and pij 

are n o t  independent. Note t h a t  i t  i s  the r i s k  t h a t  i s  added, n o t  the  

consequences:- an event w i t h  low consequences b u t  h igh  l i k e l i h o o d  o f  

at tempt and success can c o n t r i b u t e  more t o  the  t o t a l  r i s k  than an event 

. w i t h  h igh  consequences and a low l i k e l i h o o d  o f  occurrence. 

While the v a l i d i t y  o f  t he  s o l u t i o n  t o  the  systems design problem 

depends on t h e  completenesspf  t he  d e f i n i t i o n  o f  t he  s e t  if events  and 

a c t i o n  sequences l ead ing  t o  the  events, t he  a b i ' l i  t y  t o  success fu l l y  quan t i f y  

the r i s k  depends on the  degree t o  which i n d i v i d u a l  term; i n  t h i s  expression 

can be estimated. This  i nvo l ves :  

1.  denti if it at ion o f  those adversary a c t i o n  sequences by which a g iven 

event may be .  perpet ra ted  ; 

2. Est imat ion  o f  the  frequency w i t h  which these sequences w i l l  be 

attempted; 



3.  Est imat ion  o f  t he  l i k e l i h o o d  t h a t  the safeguards system w i l l  i n t e r r u p t  

any a c t i o n  sequence; and 

4. Es t imat ion  o f  t he  consequences associated w i t h  the events. 

Each o f  these essen t i a l  elements f o r  u t i l i z i n g  t h i s  d e f i n i t i o n  o f  

r i s k  f o r  systems design and eva lua t i on  i s  discussed b r i e f l y . i n  the  

f o l l o w i n g  sect ions.  

2.2 The Safeguards Problem 

2.2.1 C l a s s i f i c a t i o n  o f  events 

A general c l a s s i f i c a t i o n  o f  events o f  safeguards concern, 

r e f l e c t i n g  both the  ac t ions  requ i red  t o  the  events and conse- 

quences t o  soc ie t y ,  must s t a r t  w i t h  a  cons idera t ion  o f  the type o f  

events. Three broad ca tegor ies  o f  w i l l f u l l y  created events are  nuc lear  

explosions, d i  s'persal o f  nuc lear  mater i  a1 , and c r i t i c a l  i nc iden ts .  

Thus, the type o f  event - re, la tes t o  the  phys ica l  a,nd chemical p r o p e r t i e s  

u t i l i z e d  as the  'pr imary source f o r  damage, and the re fo re  r e l a t e s  t o  

the m a t e r i a l s  ; s k i  11 s  , resources, and ac t i ons  requ i red  t o  produce the  

event. These event types a l s o  a f f e c t  the  magnitude o f  consequences 

which depend on a d d i t i o n a l  f a c t o r s  such as the  l o c a t i o n  o f  the  event, 

i . e. , populated area versus unpopulated area. Many o the r  parameters 

w i l l  have t o  be cons idered, . fo r  a  c h a r a c t e r i z a t i o n ' o f  events s u f f i c i e n t  

t o  p rov ide  a  bas is  f o r  meaningful consequence es t imat ion .  

2.2.2 Adversary a c t i o n  sequences 

An adversary a c t i o n  r e f e r s  t o  any a c t i o n  conducted by an adversary 

i n  the course o f  perpe.l;ridting an event. Adversary ac t i ons  ma.y be roughly 

d i v i d e d  i n t o  th ree  ca tegor ies  ; prepara t ion ;  access and acqii s i  ti on ; and 

u t i  1  i . za t ion .  The s p e c i f i c  adversary ac t i ons  i nvo l ved  depend on the  

adversary a c t i o n  sequerieel.j.chosen by the  adversary. This  , i n  tu rn ,  depends 

on the  s k i l l s  and resources he, has o r  can obta in ,  h i s  mot iva t ions ,  e tc .  



Adversary ac t i ons  commence w i t h  t he  d e c i s i o n  t o  pe rpe t ra te  an event  and 

end w i t h  p e r p e t r a t i o n  07 t h e  d e s t r u c t i v e  event. Def in i 'ng a1 1  a c t i o n  

sequences t h a t  cou ld  lead  t o  an event i s  d i f f i c u l t .  However, c e r t a i n  

ac t i ons  which a re  necessary f o r  p e r p e t r a t i o n  o f  an event  a re  r e l a t i v e l y  

easy t o  - i d e n t i f y .  Some ac t i ons  are  common t o  severa l  o r  many o f  t h e  

poss ib le  a c t i o n  sequences. 

Adversary a c t i o n  t rees  are  one p a r t i c u l a r l y  . use fu l  means o f  i d e n t i f y i n g  

the  adversary a c t i o n  sequences associated w i t h  a  g iven te rm ina l  event,  

and p r o v i d i n g  a  con tex t  f o r  i d e n t i f y i n g -  app rop r i a te  p r o t e c t i v e  mechanisms 

and a  bas is  f o r  eva lua t i ng  system e f fec t i veness .  I t  i 's v i t a l  t o  i d e n t i f y  

and cons ider  t he  f u l l  c l ass  o f  adversary a c t i o n  sequences which l ead  t o  

'events o f  consequences, even.though some o f  t h e  sequences may be e l im ina ted  

a t  an e a r l y  stage o f  t he  analys is . .  The degree o f  d e t a i l  pursued should 

.be commensurate w i t h  the  degree necessary t o  assess the  e f f e c t  o f  t h e  
. . 

p r o t e c t i v e  mechanisms on each a c t i o n  sequence. 

F igure  1  i s  a  f l o w  diagram showing t h e  sequent ia l  na ture  of t h e  
. .. 

gener ic  adversary ac t i ons  requ i red  t o  produce an event. A g iven  sequence . , 

does n o t  necessa r i l y  i n c l u d e  .ac t i ons  i n  a1 1  o f  t h e  ' ca tegor ies .  I n  

a d d i t i o n ,  some ac t i ons  can take  p lace  s imul taneously  and t h e  o rde r  o f  

general  adversary ac t i ons  migh t  be mod i f ied .  Each o f  t h e  general  adversary 

ac t i ons  i d e n t i f i e d  i n .  F igure  1  a c t u a l l y  represents a  composite o f  s p e c i f i c  

a c t i o n  choices . 
2.3 The Safeguards System 

2.3.1 P r o t e c t i o n  mechanisms 

A safeguards system i s  an aggregat ion o f  t he  p r o t e c t i v e  

mechanisms which c o n t r i b u t e  t o  t h e  r e d u c t i o n  o f  r i s k .  A subsystem s t r u c t u r e  

i s  necessary t o  r e l a t e  these p r o t e c t i v e  mechanisms t o  s p e c i f i c  adversary 

ac t i ons  i n  a  manner enab l ing  i d e n t i f i c a t i o n  o f  a v a i l a b l e  mechanisms and a  

-9-' 
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meaningful eva lua t i on  o f  the  c o n t r i b u t i o n  t o  the reduc t i on  o f  r i s k .  

The term " func t i on "  r e f e r s  t o  the way a  p a r t i c u l a r  mechanism a f f e c t s  

the  adversary. A mechanism i s  "passive" i f  i t s  e f fec t i veness  i s  - n o t  

modi f ied  by the  l a c k  o f  de tec t i on  of an adversary a c t i o n  i n  progress. 

I n  cont ras t ,  an "ac t i ve "  mechanism i s  one f o r  whose e f fec t i veness  depends 

on, o r  i s ' m o d i f i e d  by, de tec t ion .  I n  general,  t he  e f fec t i veness  o f  

"ac t i ve "  mechanisms i s  dependent on t ime o f  d e t e c t i o n  and the  q u a l i t y  o f  

i n fo rma t ion  a v a i l a b l e  regarding the  adversary ac t ion .  

Funct ions o f  p r o t e c t i v e  mechanisms are  deterrence, de tec t ion ,  defense, 

and consequence reduct ion .  Deterrence a f f e c t s  bo th  the  frequency o f  

attempts ( s r r )  and the  p r o b a b i l i t y  o f  t h e i r  success (p )  ; defense a f f e c t s  (p) ; 

w h i l e  consequence reduct ion  affects (c ) .  Detec t ion  a f f e c t s  the  a b i l i t y  of 

a c t i v e  mechanisms t o  i n t e r r u p t  adversary ac t i ons  o r  t o  reduce consequences. 

The nature  o f  t h e  i nterac t i 'on  between the  p r o t e c t i v e  mechani sms cons ti t u t i  ng 

the  safeguards systems and t h e  adversary ac t i ons  they are  designed t o  

i n t e r r u p t  i s  i l l u s t r a t e d  i n  F igure  2. It i n d i c a t e s  the  r e l a t i o n  between 
. . 

t h e  safeguards func t ions"and a  general adversary a c t i o n  i n  'terms o f  

t h e  poss ib le  outcomes. An i n d i v i d u a l ,  non-spec i f i c  adversary a c t i o n  i s  

shnwn On t he  r i g h t  s i d e  o f  the Figure and the safeguards p r o t e c t i v e  

mechanisms on the  l e f t  s ide.  The poss ib le  outcomes o f  any i n d i v i d u a l  

adversary a c t i o n  along the  sequence a re  t h a t  t h e  adversary w i l l  complete 

the  ac t i on ,  o r  w i l l  be i n t e r r u p t e d ,  p o s s i b l y  by being s h i f t e d  t o  an a c t i o n  

i n  a  d i f f e r e n t  sequence. 
! ' 

While eva lua t i on  o f  the r i s k , a s s o c i a t e d  w i t h  a  pos tu la ted  o r  

e x i s t i n g  safeguards system requ i res  o n l y  a  cons idera t ion  o f  t he  p r o t e c t i v e  

mechanisms inc luded i n  t h a t  p a r t i c u l a r  system, the  design o f  improvement 

of a  safeguar*ds system requ i res  cons ide ra t i on  of a l l  a v a i l a b l e  p r o t e c t i v e  



. . Figure 2 .  Adversary i.nteraction model . 



. .  . 

mechanisms and the i r  associated technical and economic character is t ics  . 
In the context of societal  r i sk ,  safeguirds system planning requires the 

ident i f icat ion of the available protective me.chanisms and the assessment 

of the i r  a b i l i t y  to reduce the frequency of an attempt; to reduce the 

probability of completing a sequence given an attempt; o r ,  to  reduce the 

consequences of the event resulting from a successful sequence. 

One strength of a safeguards program l i e s  i n  the f ac t  tha t  the 

adversary must carry out an en t i re  'sequence of actions successfully, while 

the safeguards system need only interrupt  the sequence a t  some one point 

,prior to  sequence completion. Furthermore, i t  i s  not necessary to  rely 
. . . . 

completely on a system which must detect and react to  a single adversary 

action before i t  i s  completed, since the detection of an adversary ac t iv i ty  

a t  one point i n  the sequence can lead t o  a planned reaction a t  that  step 

or  a t  some l a t e r  s tep in the sequence. On the other hand, the adversary 

need choose only t h a t  sequence tha t  best su i t s  his purposes and capa- 

b i l i t i e s ,  while t h e  safeguards system must be designed to  cope with a l l  

credible action sequences. 
. . 

2.3.2 Subsystems of safeguards 

Examp 1 es of safeguards mechani sms are  guards, barriers , motion 

detectors,  internal control procedures, measurements, response forces,  e tc .  

These may contribute to  deterrence, detection, defense, or  consequence 

reduction; may be active or passive; ma.y influence IT, p ,  or c ,  and so 

forth.  The mechanisms of safeguards should not be considered individually, 

b u t  as aggregations which make u p  subsys tems of safeguards. 



Table 1 . A s t r u c t u r e  o f  subsystems o f  safeguards. 
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Stealth 
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Force 

Stealth 

Deceit 

ADVERSARY ACTION 

Preparation Activities 

Unauthorized Access - Fixed Site 
II II 

II II 

Diversion 
Unauthorized Removal - Fixed Site 

I 1  II 

I t  II 

Unauthorized Access - In Transit 
I 1  I 1  

I 1  11 

Unauthorized Removal - In Transit 
Smuggling of Material 
Black Market Acquisition 

Destruction or Damaging Manipulation of Equipment 
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II I 1  
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II II 

I 1  I 1  
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I 

The subsystems are  de f ined so they can be r e l a t e d  t o  a s p e c i f i c  

term i n  the  r i s k  equat ion and t o  a s p e c i f i c  s e t  o f  adversary ac t ions .  

This  f a c i l i t a t e s .  a systematic eva lua t i on  o f  the  subsystems ' i n  terms o'f 

t he  func t i ons  covered by the  mechanisms. Of course, a s p e c i f i c  mechanism 

may c o n t r i b u t e  t o  more than one subsystem. (For  example, a guard may 

perform several  d i f f e r e n t  f uc t i ons .  ) Th is  f a c t  i s  p a r t i c u l a r l y  impor tan t  

when cons ider ing  the  opera t ion  o f  t he  safeguards system under duress, when 

f a i l u r e  o f  .one mechanism may a f f e c t  several  subsystems (a "common mode" 

f a i  l u r e ) .  

Any subsystem i s  a h i e r a r c h i c a l  o rgan iza t i on  where the  h ie ra rchy  i s  

the  exp l  i c i  t choice, i n order  o f  importance, o f  the  independent parameters. 
. . 

Table 1 presents a s t r u c t u r e . . o f  subsystems which has been def ined w i t h  

the  parameters considered i n  t h e  f o l l o w i n g  order :  
. . ,  

1. Re la t ionsh ip  t o  the  a f f e c t e d  term i n  the  r i s k  equat ion, i .e., reduc t i on  

o f  f requency .o f  attempt;. r educ t i on  o f  the  p r o b a b i l i t y  o f  success; and 

reduc t i on  o f  the consequences ; 

2. Re la t ionsh ip  t o  the  a f f e c t e d  adversary ac t ion ;  

3. Re'lat ionship to, mode o f  .adversary ac t ion .  Th is  i s  app l i ed  o n l y  t o  

c e r t a i n  access and. a c q u i s i t i o n  a c t i v i t i e s  and c e r t a i n  u t i l i z a t i o n  

a c t i v i t i e s ;  and 

4. Re la t ionsh ip  t o  the  func t i ons  o f  mechanisms invo lved,  i .e . ,  de tec t ion ,  

deterrence, defense, and consequence reduct ion ,  e i t h e r  a c t i v e  o r  

passive. 

The subsystem boundaries a re  no t  w e l l  def ined,  b u t  i n v o l v e  judgment 

.and f l e x i b i  I i t y .  Refinements i n  t h e i r  d e f i n i t i b n x a n  evolve from r e s u l t s  

o f  R&D on subsystem eva lua t i on  and q u a n t i f i c a t i o n  and f rom opera t iona l  

experience. 



2.4 Eva lua t ion  o f  Risk 

2.'4.1 Frequency o f  attempt 

The t o t a l  s o c i e t a l  r i s k  was expressed i n .  2.1 a s  the  sum o f  

the  expected consequences t o  s o c i e t y  over  a l l  events o f  safeguards 

concern and a1 1 adversary ac t ions  requ i red  t o  pe rpe t ra te  these events. 

For each combination o f  adversary ac t i ons  so de f i ned  i t  i s  necessary 

t o  consider  n o t  o n l y  the  consequences o f  t h e  f i n a l  event b u t  a l s o  t h e  

frequency o f  at tempt and the  chances o f  success i f  attempted. 

The frequency o f  at tempt associated w i t h  a g iven combination' of 
. . .  

adversary ac t ions  can be considered t o  be determined by: 

- the  frequency w i t h  which the  d e s i r e  t o  cause consequences 

w i l l  r e s u l t  i n  an attempt; 
. . 

- the  l i k e 1  ihood o f  s e l e c t i n g  .nuclear~means,  g iven the  at tempt 

t o  cause consequences; 

- the l i k e l i h o o d  of s 'e lec t ing  a s .pec i f i c  nuc lear  event, g iven 
. . 

t h a t  nuc lear  ,means are  selected;  and 
. . . . 

- t h e  ii k e l i  hood o f  s e l e c t i n g  a s p e c i f i c  sequence o f  ac t i ons  

f o r  p e r p e t r a t i n g  the  chosen nuc lear  event. 

The f i r s t  two o f  these. a re  1 a rge l y  determined by the  po l  i t i c a l  , 

s o c i a l ,  and' economicenvironment and a f f e c t  dec is ions  a t  the  n a t i o n a l  

l e v e l  as t o  t h e  .resources t o  be a l l o c a t e d  t o  safeguards. Except f o r  t he  

o v e r a l l  frequency o f  attempts t o  cause. s o c i e t a l  consequences, t he  components 

o f  t he  frequency o f  at tempt o f  a p a r t i c u l a r  sequence a re  dependent on 

adversary cha rac te r i  s t i 'cs .  As cond i t i ons  change, t h e  popu' la t ion o f  p o t e n t i a l  

adversar ies changes, a n d  may i n v o l v e  d i f f e ' r e n t  ob jec t i ves ,  motives, and 

c a p a b i l i t i e s .  Among those events which would be s u f f i c i e n t  t o  cause the  

des i red  consequences, t he  dec i s ion  t o  use :a nuc lea r ,even t  w i l l  be based 

on t h e  re1 a t i v e  resources, t ime, and techn ica l  c a p a b i l i t i e s  requ l red ,  



r i s k s  o f  f a i l u r e  i nvo l ved  and the  value placed on the  event by the 

adversary, as we1 1 as the  a b i l i t y  o f  the adve rsa ry ' t o  achieve the same 

value l e v e l  o f  means o the r  than, nuclear .  

The l a s t  two are d i r e c t l y  r e l a t e d  t o  t h e  resource a l l o c a t i o n  

problems w i t h i n  the  scope of safeguards system design and eva lua t ion .  

For a g iven adversary, t he  p r o b a b i l i t i e s  o f  choice o f  a s p e c i f i c  sequence 

w i l l  be dependent on h i s  percept ion  o f  the  p r o b a b i l i t y  o f  success fu l l y  

complet ing the  sequence as compared t o  o the r  p o s s i b i l i t i e s .  Accordingly,  

there  i s  a r e l a t i o n  between frequency o f  attempts and p r o b a b i l i t y  o f  success. 

That i s ,  i f  the  safeguards system i s ,  mod i f i ed  t o .  reduce a g iven p r o b a b i l i t y  

o f  success o f  sequence complet ion, the sequence becomes less  a t t r a c t i v e  

t o  the  adversary. Accordingly,  t h e  adversary view o f  t h e  system w i l l  change 

. . and the  associated frequency o f  attempt w i l l  a l s o  be reduced f o r  t h a t  

sequence.. The . f requency of o t h e r  sequences. .may...al so be- .af fected. 
-.- 

2.4.2 Probabi 1 i ty o f  success 

The i n t e r a c t i o n  between the  safeguards system and the  ac t i ons  i t  

i s  designed t o  counterac t  i s  r e f l e c t e d  p r i m a r i l y  i n  t he  c o n d i t i o n a l  

p r o b a b i l i t y  t h a t  an attempted sequence o f  ac t i ons  w i l l  be successfu l .  

This  w i l l  have a secondary e f f e c t  on the  frequency o f  attempt t o  the  

ex ten t  t h a t  t he  adversary 's  choice w i l l  r e f l e c t  h i s  percept ion  o f  

t he  chances o f  success. The system may a l s o  have some d i r e c t  e f f e c t  on 

t h e  frequency o f  at tempt and t h e  consequences. 

Computation o f  t he  p r o b a b i l i t y  o f  successful  complet ion o f  a l l  

a c t i o n  sequences l ead ing  t o  events o f  safeguards consequences i n  the presence 

o f  a g iven s e t  of p r o t e c t i v e  mechanisms requ i res  t h a t  we be ab le  t o  def ine 

both'.:the a c t i v e  and passive i n t e r r u p t i v e  c a p a b i l i t y  o f  each p r o t e c t i v e  

mechanism w i t h  respect  t o  every requ l  red adversary ac t ion .  Computational 

models a r e  der ived i n  [I], Appendix I V .  Considerat ion o f  "common mode" 



me'asures, where the  combi-ned e f f e c t  o f  two: p r o t e c t i v e  mechanisms may no t  

r e s u l t  i n . a n  e f fec t i veness  equ iva len t  t o  the  independent p r o v i s i o n  o f  

each mechanism, a re  an impor tan t  cons ide ra t i on  analogous t o  the  "common 

mode" f a i l u r e s  o f  the  t y p i c a l  f a u l t ,  t r e e  ana lys is .  B a s i c a l l y ,  the model 

developed r e f l e c t s  the  f a c t  t h a t  we can reduce the  p r o b a b i l i t y  o f  success- 

e i t h e r  through passive mechanisms designed t o . p r e v e n t  the  a c t i o n  

o r  through a c t i v e  mechanisms designed t o  d e t e c t  an a c t i o n  and prov'ide 
. 

a  r a p i d  response. Systems design should r e f l e c t  c o s t - e f f e c t i v e  t rade -o f f s  

between these two p o s s i b i l i t i e s .  

2.4.3 Consequences 

The consequences des i red  and caused a re  a  f u n c t i o n  o f  the  mot iva t ions  

o f  t h e  adversary. Some poss ib le  e f f e c t s  o f  nuc lear  events which have 

been used t o  eva lua te  consequences i n  o the r  contexts are: 

- immediate death 'from b l a s t  o r  i r r a d i a t i o n ;  

- delayed death from blast . ,  r a d i a t i o n  damage, o r  chemical 
. . , ' .  

poisoning; . . 

- i n j u r y  f rom b l a s t ,  r a d i a t i o n  damage, o r  chemical po i s ion ing ;  

- ' p roper ty  damage f rom b l a s t  o r  cqntami n a t i o n  cleanup; and' 

- c o s t  o f  .evacuation. 

In add. i t ion,  t he re  may he i n d i r e c t  s o c i e t a l  consequences associated 

w i t h  ac t i ons  o the r  than a  te rmina l  "event" i n v o l v i n g  nuclear  m a t e r i a l .  

For example, t h e  i l l e g a l  possession o f  nuc lear  ma te r i a l  cou ld  be u t i l i z e d  

f o r  blackmai 1  purposes c o n s t i t u t i n g  a  t h r e a t  t o  na t i ona l  i n t e r e s t s .  Thus, 

a  proper  view o f  consequences as r e l a t e d  t o  s o c i e t a l  r i ' s k  might  i nc lude  

a l l  o f  t h e  s o c i a l  i m p l i c a t i o n s  as w e l l  as the  d i r e c t  measures i n d i c a t e d  

above. I n  add i t i on ,  a  cons idera t ion  o f  co'nsequences should r e f 1  e c t  t he  

poss ib le  non- l inear  e f f e c t  on s o c i e t y  o f  l o s s  as a  f u n c t i o n  o f  s i z e  o f  

loss ,  l a r g e r  iosses being more t raumat ic  t o  t he  s o c i e t y  than a sum o f  

smal l  losses of equal t o t a l  magnitude. 



The functional form of. the model includes. the possibi l i ty  

that  the losses will be dependent on the motivations and s k i l l s  of the 

adversary and the consequence reduction ac t iv i t i e s  of the safeguards system. 

The magnitude of consequences desired by the adversary will vary depending 

on his motivations, i . e . ,  the objectivz i s  not l ike ly  to  be the creation 

of maximum consequences, per se ,  b u t  ra ther ,  t o  accomplish some pol i t ical  

or personal objective. 

2.4.4 Adversary character is t ics  

The a b i l i t y  to  characterize an adversary in terms of his capabili ty 

and motivation to  carry out given action sequences i s  essent ial .  The 

characterization i s  a lso necessary to  the assessment of the likelihood . of . 

attempt, the probability of a successful completion of a chosen action 

sequence, and the resulting level of consequences. 

Two adversary character is t ics  bas i c , to  assessabi l i ty  are  the s k i l l s  

and resources of the adversary. The ski 11 s include technical ski 11 s , admi ni s-  ! ,  

t r a t ive  s k i l l s ,  and criminal s k i l l s .  Examples of the s k i l l s  are  the adver- 

sary ' s  capabili ty in the use of explosives, in by-passing of electronic 

alarms, in recruiting and uti 1 izing technical  personnel , i n  determining and  

obtaining requisi te  shlpplrly or storage information, and i,n effect ively 

u t i l iz ing  a given level of weapon or  attack. Similarly, his resources could 

be characterized in terms of technical resources, financial resources, and 

personnel resources. For example, does he have faci 1 i t i e s  avai 1 able t o  

manufacture an aerosol which would enable a sophisticated dispersal device'? 

Does he have the necessary financial resouces to  process stolen materials 

t o  the required form fo r  u t i l  i  zation, or the required resources to  organize 

an attack? 



The mathematical model as formulated ( [ I  1, Appendix I V )  considers 

o n l y  t he  t o t a l  r i s k  associated w i t h  adversary a c t i o n  sequences of which a  

g iven adversary i s  capable. A more general  approach would d e f i n e  t h e  

t o t a l  o r  expected r i s k  associated w i t h  an assumed popu la t i on  o f  p o t e n t i a l  

adversar ies.  Th i s  would r e q u i r e  t h e  de termina t ion  o f  t h e  frequency d i s t r i - .  

b u t i o n  o f  at tempts by t h i s  popu la t i on  o f  adversar ies,  and de termina t ion  o f  

t h e  p robab i l  i t y  . o f  successfu l  complet ion f o r  each o f  t h e ' v a r i o u s  c lasses . 
of p o t e n t i a l  adversar ies .  

2.5' U t i l i z a t i o n  o f  t h e  Soc ie ta l  Risk Model 

There are  l i m i t a t i o n s  on - t h e  e x t e n t  t o  which i t  i s  f e a s i b l e  t o  use 

t h e  present  model t o  produce a  numerical  q u a n t i f i c a t i o n  o f  ' the s o c i e t a l  r i s k  
. . 

associated w i t h  safeguards, o r  t o  e s t a b l i s h  a  p rec i se  dec i s i on  s t r u c t u r e  

t o  a r r i v e  a t  optimum resource. a1 l o c a t i o n  dec is ions .  The t a s k  o f  p r o v i d i n g  

t h e  d e t a i l e d  s t r u c t u r e  and necessary i n f o r m a t i o n  w i l l  be d i f f i c u l t  and 

time-consuming , p a r t i c u l a r l y  w i t h  regard t o  t h e  frequency o f  a t tempt  and 

the  magni tude o f  t h e  consequences. ~ i m i  1  a r l y  , the re  are  p laces '  where 
' 

t he  model s t i l l  does n o t  adequately r e f l e c t  r e a l i t y ,  and f u r t h e r  concep- 

t u a l  development w i l l  be necessary t o  f i l l  i n  these gaps. However, t h e  

immediate and f u t u r e  u t i l i t y  o f  t h i s  model does n o t  depend on an a b i l i t y  

t o  p rov ide  numerical  q u a n t i f i c a t i o n .  ' The framework p rov ided f o r  a  

d e f i n i t i o n  o f  t h e  scope and o b j e c t i v e s  o f  safeguards and t h e  a b i l i t y  t o  

s .ystemat ica l ly  cons ider  t h e  elements i nvo l ved  i n  an e f f e c t i v e  safeguards 

program should improve ope ra t i ng  dec is ions  even though the  i n f o r m a t l o n  

base i s  necessa r i l y  q u a l i t a t i v e  and sub jec t i ve .  . . 

I n  t h i s  connect ion use o f  s e m i - q u a n t i t a t i v e ' f a c t o r s  which r e f l e c t  

the  r i s k  cons idera t ions  o f  t h e  model can p rov ide  f o r  an I n t e r n a l l y  

cons i s ten t  system which a1loca.tes resources on t h e  bas is  o f  a  general  e q u a l i t y  



o f  r i s k s  f o r  a1 1  sequences. 'Th is  can be d,one w i thou t  knowing an .absolute 

value f o r  the  acceptable l e v e l  o f  r i s k  o r  being ab le  t o  c a l c u l a t e  the  

i n d i v i d u a l  sequence r i s k s .  A1 though the frequency o'f a t tempt and the  

consequences are  d i f f i c u l t  t o  est imate i n  an absolute sense, i t  i s  poss ib le  

t o  determine f a c t o r s  which approximate t h e i r  re1  a t i v e  importance i n  t he  

con tex t  of t he  r i s k  equat ion. ~ ~ u a l  value o f  t he  products of t he  frequency 

o f  at tempt factors,  p r o b a b i l i t y  o f  successful  complet ion, and consequence 

f a c t o r  w i  11 r e s u l t  i n  equal r i s k s  f o r  .a1 1  i n d i v i d u a l  adversary a c t i o n  

sequences. For any sequence where the  r i s k  f a c t o r  i s  a t  an unacceptable 

l e v e l ,  t he  system can be mod i f ied  t o  reduce one o r  more o f  t he  terms. 

A f t e r  a l l  a v a i l a b l e  resources have been a l l o c a t e d  i n  accordance w i t h  the 

e q u a l i z a t i o n  o f  r i s k s  p ropos i t i on ,  t he  r e s u l t i n g  maximum va lue  would 

au tomat i ca l l y  be p ropo r t i ona l  t o  the  "acceptable" l e v e l  of r i s k  which i s  

i m p l i e d  by t h e  l e v e l  o f  resources made ava i l ab le .  This  approach was 

in t roduced i n  141 and i s  more completely developed i n  [I], Appendix I V .  

The des i red  o v e r a l l  1  eve1 . .of p r o t e c t i o n  w i  11 d e r i v e  from a  general b u t  

e x p l i c i t  p o l i c y  dec i s ion  which considers o t h e r  sources o f  r i s k  i n  soc ie ty ,  

o r  a1 l e r n a t i v e l y ,  an i m p l i c i t  dec i s ion  made through the  macro resource 

a l l o c a t i o n  system by which resources a re  devoted t o  p r o t e c t i o n  according 

t o  a  general s e t  o f  p u b l i c  p r i o r i t i e s .  Whi le the  safeguards o b j e c t i v e  

u l t i m a t e l y  i s  t o  keep the  s o c i e t a l  r i s k  a t  an acceptable l e v e l ,  i t  

m igh t  be viewed as the  p r o v i s i o n  o f  t he  maximum p r o t e c t i o n  w i t h  the 

resources made avai  1  able. 



There i s  not :universal agreement on ei  ttier the f eas ib i l i t y  or 

desi rabi 1 i ty of the societal r isk approach to  the t rade-off ' s  involved 

in technological approaches to  societal  problems. The cl  ass.ic argu- 

ment in favor of th i s  approach and the f eas ib i l i t y  of establishing 

acceptable. levels of r i sk  has been presented by STARR [5]. An" 

interest ing presentation oT the counter argument for  continuing"to 

resolve public policy issues in an adversary context i s  given in [6]. 

3.  Design and Evaluation of National Systems 

3.1 System design and Evaluation. 

Safeguards sys tem' design and eval uation . i s  concerned w i  t h  the 

specification, of an overall safeguards system which provides adequate 

protection in an ef f ic ien t  manner. The societal  r isk approach suggests the 

allocation of available resources in a manner which minimizes the r isk to  

the public; o r  a1 ternatively,  the a1 location of resources in a .manner which 

most e f f i c i en t ly  provides, the protection required to  achieve a given level 

of acceptable risk.  

From the total  national perspective, the a1 location of resources 

to  safeguards should be based on the overall benefit to society. Whether 

we are  dealing w i t h  federdl resources fo r  implementation, fo r  R&D,  and fo r  

overall program administration, or with private resources fo r  implementation 

by the nuclear industry, expenditure on nuclear safeguards 'removes these 

resolrrceq from some other societal  benefit. The benefit . t o  society 

from reduction of the r isk arising from malevolent nuclear acts should be 

balanced, i n  the largest  context, against a l l  other benefits whfch cduld 

potentially be obtained from those resources. In addition t o  th i s  pol i t ica l  





respond and i n  terms o f  which i t  must be evaluated [7], w i t h  determin ing 

the general l e v e l  of t h r e a t  posed by s p e c i f i c  types o f  adversary a c t i v i t y  

[8], and w i t h  the  e f f e c t  o f  pos tu la ted  frequencies o f  at tempt on t h e  

expected l e v e l  o f  consequences [g], t o  p i c k  a  few examples from c u r r e n t  work. 

Table 2 i l l u s t r a t e s  the necessary scope o f  a  rev iew o f  t he  u t i l i t y  

and p o t e n t i a l  a p p l i c a t i o n  o f  safeguards mechanisms, based on the  s t r u c t u r e  

presented i n  Sect ion 2. I t  a l s o  i l l u s t r a t e s  the  ex ten t  t o  which t h e . d e f i n e d  

s t r u c t u r e  permi ts  a  cons idera t ion  o f  a  na t ions  p a r t i c u l a r  needs and t h e  par-  

t i c u l a r  l e g a l ,  c u l t u r a l ,  and techno log ica l  cons idera t ions  t h a t  might  a f f e c t  

the  acceptabi 1  i ty o f  the  safeguards mechanisms t o  be appl ied .  Whil e  the  

bas ic  o b j e c t i v e  o f  safeguards, t he  reduc t i on  o f  " s o c i e t a l .  r i sk , "  and the  

subobject ives and gener ic  ac t i ons  shown i n  the  Table might  remain the  same 
. . . . 

from one n a t i o n  t o  another, t he  d e f i n i t i o n  o f  these elements and the  

choice o f  mechanisms, t o  achieve ' t h e  de f ined ob jec t i ves  might  d i f f e r  f rom 

n a t i o n  t o  na t ion .  By custom o r  necessi ty ;  consequences might  be measured . , 

d i f f e r e n t l y .  I n  p a r t s  o f  Europe regu la t i ons  r e q u i r i n g  a  r e a c t o r  t o  be 
. , . . 

100 k i lometers  from a  center  o f  popu la t ion ,  o r  a l l o w i n g  waste d isposal  I . ,. 

where' t he  water  t a b l e  exceeded 30 meters, might  n o t  be f e a s i b l e  regu la t i ons  

t o  avo id  the  consequences o f  poss ib le  events. S i m i l a r l y ,  d i f f e r e n t  na t ions  

w i  11 undoubtedly have d i f f e r e n t  d e f i n i t i o n s  o f  t h e  t h r e a t .  C e r t a i n l y  the  

t h r e a t  t o  which i n t e r n a t i o n a l  safeguards i s  responsive i s  n o t  the  same as 

f o r  na t i ona l  systems.. As the  concepts o f  t h r e a t  and consequences change, 

so w i  11 . t he  requirements change. F i n a l  l y  , even though c e r t a i n  mechanisms 

may meet c e r t a i n  requirements . under very  general circumstances , the  

a c c e p t a b i l i t y  o r  c o s t  o f  these mechanisms may d i f f e r  w ide ly .  Concerns 

over such mechanisms as personnel s e l e c t i o n  and screening, mon i to r i ng  and 

scanning devices, and ac-cess t o  r e s t r i c t e d  areas .may d i f f e r  w ide l y  from 

country t o  cuunti-y o r  even p l a n t  t o  p l a n t .  Costs o f  a  g iven type o f  



Table 2.  Conceivable..Areas f o r  Appl i c a t i o n  o f  Safeguards Mechani sms 
i n  Terms o f  the  Adversary Actions t o  be Counteracted and 
t h e  Safeguards Subobjectives. 

REDUCI-ION O F  

INTER-AGENCY 
ARRANGE- 

MENTS 

X 

X 

X 

- 
REDUCTION OF 

SUBOBJE€TIVES 

ADVERSARY ACTION 

PRE-DECISION 

CONSEQUENCLS 

ERDA & NRC 
REQUIRE- 

MENTS 

X. 

X 

X 

X 

PROBABILITY 

INTER-AGENCY 
ARRANCE- 

MENTS 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

X 

REDUCTION O F  

PREPARA- 
TION 

ACCESS & 
ACQUISI- 
TION 

UTILIZA- 
TLON 

OF SUCCESS 

ERDA & NRC 
REQUIRE- 

MENTS 

X 

X 

X 

X 

FREQUENCYOFATTEMPT 

INTER-AGENCY 
ARRANGE- 

MENTS 

X 

ERDA & NRC 
REQUIRE- 

MENTS 

POST-EVENT 

DECISION 

ORGXNIZAlrION/PLANNING 

ACQUISITION OF RESOURCES 

P T 
L R 
A A 
N N 
T & S 

P 
0 
R 
T 

ACCESS 

SABOTAGE 

MVERSION 

P EMOVAL 

SMUGGLING 

B U C K  M4RKET ACQUISITION 

DEVICE CONSTRUCTION 

DELIVERY T O  LOCATION 

PERPETRATION OF EVENT 



measurement and o r  p r o t e c t i v e  devic,e can d i f f e r  widely,  and c rea te  t rade-  

o f f s  between the  use o f  personnel. o r  mechanical devixes f o r  phys ica l  

p r o t e c t i o n  o r  de tec t ion .  It was emphasized: i n  developing the basic  

s t r u c t u r e  f o r  the  eva lua t i on  o f  s o c i e t a l  r i s k .  t h a t  each p r o t e c t i v e  

mechanism needed t o  be evaluated w i t h  respect  o f  each p o t e n t i a l  a d v e y a r y  

a c t i o n  and sequence o f  adversary ac t ions .  The normal s i t u a t i o n  w i l l  be 

one i n  which a  choice o f  mechanisms t o  deal w i t h  a  g iven adversary a c t i o n  

w i l l  bepossib le,and t h i s  c h o i c e w i l l  d i f f e r  i f  e i t h e r t h e c o s t o r  t he  . ' 

e f f ec t i veness  . . o f  the  mechanism d i f f e r  from n a t i o n  t o  'nat ion. 

The s o c i e t a l  r i s k  approach, and the. s t r u c t u r e  requ i red  f o r  i t s  

u t i l i z a t i o n  enables us t o  p lace  i n  con tex t  t h e  var ious  elements o f  t he  

safeguards problem and the  design o f  na t i ona l  safeguards systems. The 

combination o f  p r o t e c t i v e  mechanisms which prov ides the  des i red  degree 

o f  p r o t e c t i o n  a t  minimum c o s t . w i l 1  depend on the  t o t a l  s e t  o f  mechanisms 

l e g a l l y ,  cul . tura1 ly, and t e c h n i c a l l y  a v a i l a b l e '  t o  a  p a r t i c u l a r  n a t i o n  and 
, . . . , .  . 

on t h a t  n a t i o n ' s  d e f i n i t i o n " o f  the. t h r e a t  and consequences associated 

w i t h  the  w i l f u l  misuse o f  nuclear  mater.ia1.. Whi le the  bas i c  elements ' 

o f  the  problem and the  .broad i n t e r n a l  concerns remain much the same from 

n a t i o n  t o  na t ion ,  i t  should n o t  be expected t h a t  t h e  cos t -e f fec t i ve  

s o l u t i o n  matching app rop r ia te  p r o t e c t i v e  mechanisms t o  a l l  f e a s i b l e  

adversary ac t i ons  w i l l  be the  same. In fo rma t ion  on the  e f fec t i veness  o f  

t he  p r b t e c t i v e  mechanisms w i t h  respect  t o  each subob jec t ive  and each 

p a r t  o f  t he  necessary a c t i o n  sequence w i l l  enable a  balanced a p p l i c a t i o n  o f  

resources appropr ia te  t o  the  na t i ona l  c i  rcumstances . 
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