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I. INTRODUCTION

Most national safeguards systems reflect similar internal concerns.
Earlier emphasis on the effective management of a valuable economic
resource and protection of the public against accidental loss or release
which might constitute a healthhazard have been supplemented by an
increased emphasis on the protection of the public against the
consequences of deliberate destructive events involving nuclear materials
and nuclear facilities. The concept of "safeguards," as opposed to
nuclear materials accounting or nuclear materials management, arose first
in connection with a specific concern over the diversion of special
nuclear materials from "peaceful" to "military" uses. The growth of the
private nuclear industry under government regulation and the transition
in the U. S. and other countries to private ownership of nuclear materials
has brought to the forefront the concomitant need for assurance that
¥ This paper is based on a study by the authors for the Division of

Safeguards & Security, U. S. Energy Research and Development Administration,
reported in reference [1].
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"nuclear materia] is not diverted from civilian industry‘to an illicit
L2, p. 121] The basic distinction between "safeguards" and -

"safety" seems now to be the concern -both nat1ona] and international,

for protecting the pub11c against willful acts, as opposed to accidents,

involving nuclear facilities or materials

An extensive U.S. study [3] has used the concept of “societal risk" "
to examine the effectiveness of reactor safety systems in terms of their
ability to achieve an‘acceptable level of protection«agafnst accidental
malfunctions of a reactor. The study'on'which this paper is based [1] has
used this concept to develop a comprehensive rationale for safeouards
design and evaluatton and a framework for continuing systematic assessment
of. the effectiveness of the system and the allocation of safeguards
resources. This use of societal risk-as a basis for systems analysis is
consistent'with'the:stated objectiverf a national safeguards system as

‘"achieving axlevel of'protection'againSt ..;'[wtllful actions
involving the possession of nuclear materials.or the sabotage -
of nuclear facilities] that insures against a significant

- increase in. the overall risk of death, injury, or property -

. damage to the public from other causes beyond the control of
- the individual." [1] ' .

This definition‘eXtends the more usual statement of the aim and
objective of safeqguards as the prevention, detectfon, and/or deterrence
of the diversion.of nuc]ear~materials to unauthorized purposes to include
both a concern over the threat and the consequences “to the public of such
diversion or misuse as well as the specific capab111ty for prevent1on |
and detection. The need to be concerned,w1th the‘threat, or frequency,
haslheen:stated ear]ier by one of the authorsl[4]. The notionhof
potential consequences has been implicit to the concept"of "graded" safe-
'guards. L R
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This paper presents a structure of the safeguards problem which puts
into context all of these changes in the objective and scope of a
national safeguards system. Within the objective of reducing societal risk
the allocation of resources to safeguards‘will be commensurate with the
nationa] priorities of a nation; The priority which a nation gives its
safequards efforts ref]ects the level of perceived threat, the perception
of the resulting consequences, as well as the naturé of competing areas
for utilization of national resources. A nation's ultimate selection of
the safeguards mechanisms which will achieve a required or"desired level of
prptectionlwfll be inf]uenced by thé legal and cultural norﬁs 6f the
nation, the relative cdst of employing the various_mechanisms,_and the

effectivehess of the mechanisms'in'thé context of the national environment.

Thé structure presented permits-all thesé‘féctors to be taken into
account in the désigh‘and implementation of a cost-effective safeguards
systemﬂ Thé4apprbach i$ COmprehen§ive in that it»cpnsiders the full range
ofAincidenﬁs Which could be of cbncern, as‘well as.éll the safeguards~,
mechénfsms which could be applied to protect agajﬁst the occurrence of
those incidehts.~ The safeguards mechanisms inc]ﬁde those actions taken
to reducc‘the risk tb the.public through reductipns in the frequency of
attempt, in the probabi]ity of success, and in the consequences resulting

- from a successful perpetration.

The desiqn of the national safeguards system involves the matching of
appropriéte prote;tive mechanisms to all feasible adversary actfon
sequences,.where ah adversary action sequence is an ordered set ufl steps
which would bé requifed for the perpetration of an anti-social event.

The total set of mechdnisms‘]ega]]y, culturally and technically available

.‘.
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to a nation need to be evaluated against these required actions, to
determine the system which providesuthe desired deoree of protection at
the minimum cost. vaen'the fact that‘the,relative costs of'1abor,
'materials and techno]ogy differ,for each natfon,'and that the effectiVeness
of the mechanisms is affected by the environment of application, the

" choices for'different nations will probably differ. The under]ying
rationale is one of attaining an equi1ibrium'of‘risk for all the adversary
action sequences which could affect the nation. This basis of resource
a]]ocation involves consideration of the 1fkelihood of the sequence

be1ng attempted as well as cons1derat1on of the consequences resu1t1ng
from its comp]et1on |

2. THE SOCIETAL RISK,APPROACH]

2.1 Definition of Risk

. The basic safeguards management prob]ems of system design, resource
-allocation, and evaluation of performance requ1re some degree of quant1f1-
‘cat1on of the effect1veness of the safeguards system The ultimate
capability for quant1tat1ve assessment would be the ability to measure
obJect1ve1y the soc1eta1 r1sk assoc1ated with a g1ven 1eve1 of safeguards‘
effort and the re]at1onsh1p of thlS risk to that which soc1ety finds

acceptable.

To achieve these goals in terms of the safeguards objective,‘societal
risk was chosen as the basis for designing'and evaluating the safeguards
system. Even given severe 1im1tations on -the capah11ity to quantify the |
risk, a more systematic and effective approach txsafeguards.design can |
be provided by a structure which focusses the safeguards effort on those |
immediate and long-range steps which are more directly related to the

reduction of societal risk.

. 4 _ |
1 - The material in this sect1on is Targely abstracted from, and more
comp]etely cons1dered in, reference [1J. - .



. A dictionary definition of risk is "the possiuility of loss or
injury'tovpeople or properfy." A more quantifiable definition is "the
expected 1ess due to a given unft~'of aetivity or due to the conduct of
that activity over a given period of time." The techuicel definition of

risk is frequently given as: -

., (consequencey _ . event y ‘ consequence
Risk (3% time ) = Frequency (v ime) X Magn1tude (event : ).

To use this definition it is necessary to specify:
1)  the unit of endeavor or activity to which the risk pertains; and

2) the consequence or outcome to be measured.

There are usua]]y many ways in which we can def1ne intermediate
events or intermediate units of act1v1ty, in order-to be ab]e to calculate
societal r1sk or to express differences in 1nd1v1dua1 risks. For example,
the societal risk of the eutcome "death" from the activity "use of
automob11es by res1dents of the U S. for one year" is approx1mate1y 50,000
deaths/year. If th1s risk were spread homogeneous]y over a population of
4approx1mate1y 200,000,000 persons, then the chances that any individual
would QieAduring a year~es’a result of driving an automobile wou]d be

“4, or 11in 4,000. If, in the technical definition given above,

2.5 x10
we define "event" as an "accident involving an automdbile,“ we can also
express the societal risk, in this example, as:

deaths _ 15 , 06 accidents 1 death
“year 4 ‘year 300 accidents ?

50,000 ————
" the expected number of accidents/year times the expected number of deaths
per acc1dent | |

In the Rasmussen Study [3] the: bas1c approach to .the quant1f1cat1on of

rlsk 1nv01ved the def1n1t1on of certa1n 1n1t1at1ng "acc1dents" whose
frequency could be estimated; the possible chain of eyents following these

initial events; their conditional probability of occurrence in the presence
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of givén safétylmeasures; and the determination of the consequences'of

_eadh chain of events. In contrast to fhese-accidenta] events, the events

| of safeguards concern are the end product of willful actions on the part

~ of an adversary. The analysis prpceéds from the terminal events which

are the_direct éause of a given,]eve1'of'cpnsequences, and not from the
initiating actioh.' The former constitute the "top event" of a tree used

to analyze the possible sequences of ACtions which can produce the event under

study. The definition of risk for a given terminal event is:

(consequences) = ( attempts ) x events) X (consequences)

unit time b unit time attempt event

or, expressed in mathematical terms, .

‘R = wpt
where: R = risk to‘society in terms of consequences/unit time
' .n = frequency of attempt to produce an‘évent; |
J'b = likelihood event can be produced if attempted; and
‘¢ ="consequences of the evént. o

© " Note that if, for example, we define the‘aétiOn of safeguards concern
as the dfversion of nuclear matekia], this definition implies immediately
that our safeguards system should be designed not‘oﬁly-to reduce the
1iké1ihnnd of a successful diyersion but also fo reduce the fkequency with
which diversion might be attempted (see [4]) and the potential consequences
to the public of a successful attempt.

| 'The definitioﬁ of the safeqguards problem consists of a determination
of the set of events within the scopé of}safeguards concern, and the '
sequences of adversary actions required to perpetrate thesé events. In
the example aone the action of diverting material does not in itself have

public consequences, but is a necessary action to a whole set of events

' , .
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invo]ving varying degreestof consequences which inVolve the possession
of nuclear material. It.is cruciaﬁ that this set of events be complete,
ie., that it inc]ude.a11 events within thelscopeJOf the safeouards
objectfve; The total risk will be the sum of the risks associated

- with all events. S1nce an event can result from any one of a number of
successfully attempted adversary action sequences, this tota] risk can

:be written:

R=2n p

T3 13RS

'nhene the summatinn not only extendsvover.all events, but a]sd over all
sequences of .actions leading to each particular event. The consequences,
honever, depend only on the event. It should be noted that Tij and pij
are not independent. _Note'that it is the risg_that is added, not the

consequences: an event with low consequences but high likelihood of

attempt and success can contribute more to the total risk than an event

‘ .w1th high consequences and a low likelihood of occurrence.

While the va]1d1ty of the so]ut1on to the systems design problem
depends on the completeness of the definition of the set of events and
action sequénces leading to the eVents, the abflity to successfuTTy quantify
the risk depends on the degree to which individualvterms in this expression
canlbe estimated. This involves:

1. Identification of those adversary action sequences by which a ginen
event may be‘perpetnated; |
2. Estimation of the frequency with which these sequences will be

attempted;



3. Estimation of the likelihood that the safeguards system will interrupt
any action sequence; and ' | '
4, Estimation of the consequences‘associated‘With the events,
Each of these essential elements for utilizing this definition of
risk for systems design and evaluation is discussed brief]y:ﬁn the
following sections. | |

2.2 The Safeguards Problem

2.2.1 Classification of events |
A general c]assificatibn of events of safeguards concern,

reflecting both the acfions required to produce the events and conse-
quences to society, must start wifh a considefation of the type of
events. Three broad categories of willfully cfeafed events are nuclear
explosions, dispersal of nuclear material, and critical incidents.‘
lThus, the type of évent-re1ates to the physical and chemical properties
utilizéd as fhe‘primary source for dahage, and therefore relates to
- the m&teria]s;~skills, reéources, and actions required. to produce the
event. These evént typés also affect the magnitude of.consequénces
which depend on additional facfors such as the location of the event,
i.e., popu]aped area versus unpopu1ated area. Many other parameters
will have to be considered, for a characterization of events sufficient
to provide a basis for meaningful consequence estimation.
2.2.2 AdVersary action sequences

.An adVersany action refers to any action conducted by an adversary
in the course of perpetrating'an event. Adversary actions may be roughly
divided into three categohie;; prepafation; access and acquﬁsitfon; and
utilization. The specificadvefsahyactions involved depend on the
- adversary action sequencedchosen by the adversary. This, in t&rn, erends

on the skills and resources he has or can obtain, his motivations, etc.
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Adversary actions commence with the decision to perpetrate an event and -
end with perpetration of thé destructive event. Defining all actioh
'sequences'that could Tead to an event is difficult. However, certain
actions which are necessary for pekpetration of an event are relatively
easy to»idenfify. Some actions are common to several or many of the
possible action sequencés.

Adversary action trees are one particu]ariy‘useful méans of identifying
the adversary action sequences associated with a given terminal event,
and providing a context for'identifying.appropriate protective mechanisms
and a basis for eva]uating system effectiveness. it fs vitq] to identify
and consider the full class of adversary actioﬁ'sequences which Tead to
"events of consequences, evén~though some of the Sequences may be eliminated
at ah early stage of the analysis.” The degree of detail pursued should
be commensurate with the degree necessary to assess the effect of the
protective mechanisms on each action sequence.

Figure 1is a f]pw diagfam showing the sequential néture of tﬁé
generic adQérsary actfons fequired to produce an event; ‘A givén sequence
does not necessarily include -actions in all of the'cafegories. In
addition, some actions can take p]éce simultaneously and the order of
general adversary actions might be modified. “Each of the genera]’adversary
actions identified in Figure 1 actually represents a composfte of:specific
actjon choices. |

2.3 The Safeguards System

2.3.1 Protection mechanisms
A safegudrdé system is an aggfegation of the protective
mechanisms which contribute to the reduction of risk. A subsystem structure
is necessary to relate these protective meéhanisms to specific advefsary

actions in a manner enabling identification of available mechanisms and a
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-meaningful eva]uafion df the contribution to the reducfion of risk.

| The term "function"?refers to the way a particular mechanism affects
the adversary. A mechanism is "passive" if its effectiveness is not
-modified by the lack of detectior of an adVersary action in progress.
1In contrast, an "active" mechaﬁism is one for whose effectiveness depends
6n, or is modified by, detection.‘ In general, the effectiveness of.
Mactive" mechanisms is depéndent on time of detection and the quality of
information available regarding the édversary action.

FUnctions of protective mechanisms are deterrence, detection, defense,
and consequence reduction. Deterrence affects both the frequency of
attempts (m) and the probability of their success (p); defense affects (p);
while consequence reduction éffects (c). Detection‘affects the ability of
active methaniﬁms to interrupt adversary actions or to reduce consequences.
The nature of the interactioh betweeﬁ the prptective’mechaniSms cohstituting
the safeguafds systems ahd-thé adversary actions they are designed to ,
fnterrupt is illustrated in Figure 2. It indicates the reTation between
the safeguards functionﬁ;éhd a generél adversary écfjon iﬁ’terms of
the possible oufcomes. An individuaT, non-speéific advefsary action is
shawn on the rfght side of tHe Figure and the safeguards protective
mechanisms on the left side. THe possible oﬁthmes of any individual
adversary action along the sequenceAare that the advgrsary will complete
the action, or wi]]lbe interrupted, posgibly by being shifted to én action
in a different sequence. | ' 7

While éva]uation of the‘risk-associated with a postulated or

existing safeguards system requires only a consideration of the protective
mechanisms included in that particular system, the design of improvement

of a safeguards system requires considefation of all available protective
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mechanisms and their associated technica]Aand economic characteristics.
In the context of societal risk, safegﬁards syétem planning requires the
identification of the avéi]ab]e protective mechanisms and the assessment
of their ability to reduce the frequenéy of an attempt; to feduce the
probability of cémpleting a sequence given an attempt; or, to réduce the

consequences of the event resulting from a successful sequence.

One strength of a safeguards program lies in- the fact that the
adversary must carry out an entire sequence of actioné successfully, while
the safeqguards system need oﬁ]y jnterrupt the sequence at some one point
prior fo sequence completion. Furthermofe, it is‘not necessary to rely
completely oh a‘system which must detect andlreact to a single adversary
action before it is.completed, since the détectibn of an adversary activity
at one point in fhe sequence can lead fo a planned reaction at that step
or at some later step in the sequence. On the other hand, the adVersary |
need choose only that sequencé that best suits his purposes'and capa-
bilities, whi]é the:safeguards systemlmust Be‘designéd to c0pe.with all

credible action sequences.

2.3;2 Subsystems of safeguards

Examples of safeguards mechanisms are guafds, barriers; motion
detectors, internal control brocedures, measurements, response forces, etc.
These may contribute to deterrence, detection, defense, or consequence
.reduétion;'may be activé or'passive; may influence w, p, or ¢, and so
forth. The mechanisms of safeguardé should not be considered individually,

but as aggregations which make up subsystems of safeguards.
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SUBSYSTEM ) ADVERSARY
REFERENCES SA}FEGUARDS SQBOBJECTIVE ADVERSARY ACTION MODE -
1 Reduce Frequency of Attempt
2 Reduce Probability Preparation Activities
of Sequence Completion

3a '." " Unauthorized Access - Fixed Site Force
3b ’ " " o Stealth
3c " " " - ' " Deceit
4 * " Diversion
5a " " Unauthorized Removal - Fixed Site Force
5b " " ) " - "o Stealth
5c " " , " , " Deceit
Ga " " Unauthorized Access - In Transit Force
6t " " " o Stealth
6c " " o i " Deceit
7 " " Unauthorized Removal - In Transit -
8 " " Smuggling of Material -
9 “ " Black Market Acquisition

10 " " Destruction or Damaging Manipulation of Equipment

or Material - Fixed Site
1" " " External Penetration - Fixed Site
12 " " External Penetration - In Transit
13 " " Post Possession Material Preparation
14 " " Delivery to Event Location

15

Reduce Consequences

Table 1. - A structure of subsystems of safeguards.




The subsystems are’defjned SO they‘can be related to a specific -
term in the risk equation and to a specific set of adversary actions.

Th1s fac1]1tates a systemat1c evaluation of the subsystems in terms of

the functions covered by the mechanisms. Of course, a specific mechan1sm

may contribute to more than one subsystem. (For examp]e, a guard may

perform several different fuctions ) This fact is‘particularly important
when considering the operat1on of the safeguards system under duress, when
fajlure of .one mechanism may affect severa1 subsystems (a "common mode"
fawlure). _

Any subsystem is a hierarchica1 organization where the hierarchy is
the explicit choice, in order of importance, of the independent parameters.
Table 1 presents a structure-of subsystems which has been defined with |
the parameters cons1dered in the following order
1. Relationship to the affected term in the r1sk equat1on, i.e., reduct1on

of frequency of attempt reduct1on of the probab111ty of success; and

reduct1on of the consequences ; _

2. Re]at1onsh1p to the affected adversary action;

3. Relationship to mode of,adversary action. This is app1ied only to
certain access and~acquisition activities and certain utitization
activities; and

4. Relationship to the functions of mechanisms involved, i.e., detection,
deterrence, defense, and consequence reduction, either active or
passive.

The‘subsystem boundaries are not well defined, but'invo1ve judgment

.and flexibility. Refinements in theirdefinitibn3can evolve from results
of R&D on subsystem eva]uatfon and quantification and from operational

experience.
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2.4 Eva]uation of Risk

2.4.1 Frequency of attempt
The tota1 societal risk was expressed in. 2.1 as the sum of
the expected -consequences to society over all events of safeguards
concern and all adversary actaons'required to perpetrate these‘events.
For each combination of adversary actions so defined it is necessary
‘to consider not only the consequences .of the final event but also the
_frequency of attempt and the chances of successlif attempted.

The frequency of attempt assoc1ated with a g1ven combination of
adversary actlons can be cons1dered to be determined by:

- the frequency with which the desire to cause consequences

will resu]t‘in an attempt; | | |
- the 1ikelfhood of selecting~nuc1ear‘means, given the attempt
to cause consequences, |

- the 11ke11hood of selecting a specific nuclear event given

that nuc]ear means are se1ected, and ' _

'-'the 11ke11hood of se\ect1ng a spec1f1c sequence of act1ons

for perpetrat1ng the chosen nuclear event. . .

The first two of these«are largely determined by the ooiitiCa1,
social, and economic environment and affect decisions at the_national
level as to the resources to be allocated_to safeguards.. Except for the
overall frequency of attempts to cause-societal consequences, the components
of the frequency of attempt of a particular sequence are dependent on
adversary characteristics. As condittons change, the population of potential
adversaries changes, and may invo}ve different objectives, motives, and
capabilities. Among those events which wou]d'be sufficient to cause the
desired consequences, the decision to use a nuclear event will be based
on the relative resources, time, and technicaT capabilities required,

-16-



risks of failure involved and the value placed on the event byAthe
adversary, as we11 as the abi]ity of the adVersary'fo achieve the same
value level of means other than-nuc?ear..
| lThe ]aét two are directly related to the resource allocation
“problems within the scope of safeguards system design and evaluation.
For a given adversary, the probabilities of choice of a specific sequence
will be dependent on his perception of the probabi]ity’bf successfully
completing the sequence as compared to bthef possibilities. Accordingly,
there is a relation between frequency of attempts and probability of §uccess.
That is, if the safeguafds system is modified to reduce a given probability
of success of sequence completion, the-seduence bécomes less attractive
to the adversary. Accordingly, the adversary view of the system will change
and the associated frequency of attempt will also be reduced for that
sequehceg The frequency of other sequences .may.also beiaffectéd.-
2.4;2 Probability of success i
The interaction between the safeguards system and the actions it
is designed to counteract is reflected primari]y in the conditional
probability that an attempted sequence of actions will be‘sdécessfu].
This will have a secondéry effect on the frequency of attempt to the
extent that the adversary's choice will reflect his pérception of
the chance; of success. The system may also have sbme direct effect on
the frequency of attempt and the consequences.
Computation of the probability of successful completion of all
action sequences leading to events of safeQuards consequences iﬁ the presence
of a given set of protective mechanisms requires that we be able to define
~ both-the active and passive interruptive capability of each protective
mechanism with respectbto every required adversary action. Computational

models are derived in [1], Appendix IV. Consideration of "common mode"

-17-



measures, where:the combined effect 6f two. protective mechanisms may not
result in an effectiveness equivalent tb the independent provisioh of .
each mechanism, are an important‘consideratién ana]ogous to the "common
mode" failures of theAtypical.fau]t,tree analysis. Basically, thé model
~ developed reflects the fact that we can reduce the probabi]ity of success:
either through passive mechanisms‘designed t0'preveht the action.
or through active mechanisms designed to detect ah action andkprOVﬁde
a rapid response. Systems design should reflect cosf-efféctive trade-offs
between tHese two'possibilities.
2.4.3 Consequences

The consequenées desired and caused are a function of the mbtivations
of the advérsafy. Some poésfb]é effects of nuc]éar events wﬁich have
been uséd to evaluate cdnsequences in other éontexts aré:

- immediate death from blast or irradiation;

- de]éyed’death from blast, radiafion damage, or chemica]

“poisoningg - o
- injdry from b]ést, radiation damage,bor chemical poisioning;
- 'bfopertyvdamage‘from B]ast or contamination cleanup; and

- cost of evacuation.

In additfon, there hay'be indirect societal coﬁsequences associated

- with actions other than a terminal "event" involving nuclear material.

For exahp]e, the.il1ega1 possession of nuclear matéria] could be utilized
for blackmail purposes tonstituting a threat to national interests. Thus,
a proper yiew of consequences as related to societal risk might include
all of the social implications as weT] as the direct measures indicated
above. In addition, a consideration of consequences should reflect the
possible non-linear effect on sociéfy of loss as a function of size of
loss, larger losses being more traumatic to the sociéty than a sum of

small losses of equal total magnitude.
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The functional form of the model ihc]udes-the possibility

that the los§e§ will be dependent on the motfvations and skills of the
adversary and the consequence reduction activities of the safeguards system.
The magnitude of COnsequenceS:desiked by the.adversary will vary depending
on his motivations, i.e., the objective is not ]ike]y to be the creation
of maximum consequences, per se, but rather, to accomplish some political
or personal objective. |
2.4;4 Adversary characteristics

The ability to characterize an adversary in terms of his capability
and‘motivation to carry outlgiven.éction sequences is essential. The ‘
characterization is also necessary to the éssessment of the 1ikelihood of
éttempt, the probability of a successful ;omp]etion.of a chosen action |
sequence, and the re;u]ting level of consequences. |

Two adversary characteristics basic to assessability are the skills
and resour;es.of the adversary. The skills include technical'ski1ls, adminis-
trative'skills, and criminal skills. Examples of the skills are the adver-
safy's éapabi]ity ih the dse of explosives, in by-péssing of electronic
alarms, in recruiting and utilizing technical personnel, in detefmining and
obtaining requisite shippiny or storage information, and‘in effectively
utilizing a given level of weapon'or attack. Similarly, his resources could
be characterized in terms of technical fesources, financial resources, and -
parsonnel resources. For example, does He have facilities available to
manufacture an aerosol which would enable a sophisticéted dispersal device?
Does he have the necessary financial resouces to process sto]enimaterials
to the required form for utf]izatfon, or the required resources to organize

an attack?
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The mathematical modé] as formulated ([]j, Appendix IV) conéiders
only the total risk associated with adversary action sequences of which a
given adversary is capable. A more general approach would define the
total or expetted risk associated with an assumed population of potentia]
adversaries. This would require the determfnation of the frequency distri--
bution of attempts by this population of adversaries, and determination of
the probability of successful completion for each of the various classes

of potential adversaries.

2.5 Utilization of the Societal Risk Model

Thefe are limitations ph'the extent to which it is feasible to uée
the present model to produce a numerical duantification of the societal risk
associated with safeguards, or to establish a precise decision structure
to arrive at optimuh resource. allocation decisions. The task of providing
the detailed structure and necessary information will be difficult and
time—conQuming, partiéﬁ]af]y with fegard to thé frequency of attempt and
the magnitudé of'fhé conseqUences. Similarly, there are places where
the mode] still doessnot adequately reflect reality, and further concep- -
tual development w111 be necessary to fill in these gaps. However, the
immediate and future utility of this model does not depend on an ability
to provide numerical duantification.‘ The framework'proyided for a
definition of the scope and objectivés of séfeguards and the ability to
systematicai]y consider the elements involved in an effecfive‘safeguards
program should improve operating decisions.even though the informaf1on
base is necessarily qualitative and subjective.

In this connection use of semi-quantitative'faétors which reflect
the risk considerations 6f the model can provide for an internally

consistent system which allocates resources on the basis of a general equality
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of risks for all seqUences..‘This can be done without knowing an‘ab§o1ute
value for the acceptab]e.léve] of risk or being able to calculate the
individual sequence risks. Although the frequency of'attempt and the
consequences are difficult to estimate in an absolute sense, it is possible
to determine factors which approximate their relative impbrtance in the
context of the risk equation. lEqua1 value of the products of the'frequency
of attempt factors, probability of successful completion, and consequence .
factor will result in equal risks for all individual adversary action
sequences. For any sequence where the risk factor is at an unatceptab]e
level, the system can be modified to reduce one or mbre of the -terms.
After all available resources have been allocated ih accordance with the
equatization of risks proposition, the resulting maximum value would
automatically be proportional tb the "acceptable" level of risk which is
implied by the Tevel of resources made available. This approach was
introduced iﬁ [4] and is more completely developed in [1], Appendix IV.
The desired overall level.of protection will defive from a'geherél but
explicit policy decision which considers other sources of risk in sbciety,
or allernatively, ah ihp]icit decision made through the macro resource
allocation system by which resources are devoted to brotection according
to a general set of public priorities. While the safeguards objeétive
ultimately is to keep the societal risk at an acceptable 1eve], it

might be viewed as the provision of the maximum protec;ion with the

resources made available.
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There is not universal agreement on either the feasﬁbi]ity or
desirability of the societal risk approach to the tradé-off's involved
~in technological gpproaches to societal prob]éms.“ The classic argu;
ment in favof of thfslapproach and the feasibility of éstab]ishing
acceptable levels of risk has been presented by STARR [5]. An
interesting presentatfon of the counter arguhent for continuing to

resolve public policy issues in an adversary context is given in [6].

.3. Design and Evaluation of National Systems

3.1 System design and Evaluation.

Safeguards system design and éva]uation,is concerned wifh the
specification of an overall safeguards system which provides adequate
protectioh in an efficient manner. The societal risk approach suggests the
a]]dcation of available resources in a manner which minimizes the risk to
~the public; or alternatively, the allocation of resources in a manner which
most efficieﬁt]y provides the protection Eequired to achieve a given level
of acceptab]e rj;k. ‘ |

.From the total hatidna]uperspective, the allocation 6f resources

to safeguérds shbu]d be based on the overall benefit toAsbciety. Whether
we are dea]iné with federal resources for implementation, for R&D, and for
overall pfbgram administrati&n, or with‘private resources for imp]eméntation'
by the nuclear industry, expenditure on nuclear safeguards removes these
rasources from some other societal benefit. The benefit-to society

from reduction of the risk arising from malevolent nuclear acts should be
balanced, in the largest context, agéinst all other benefits which could

~potentially be obtained from those resources. In addition to this political
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respond and in terms‘of which it must be evaluated [7], with determining
the general level of threat posed by specific types of adversary activity
[8], and with the effect of postu1ated frequencies’ of attempt on the
expected level of consequences [9], to p1ck a few. exampies from current work.
~Table 2 illustrates the necessary scope of a review of the utility
and potential application of safeguards mechanisms, based on the structure
presented in Section 2. It also illustrates the extent to which the defined
structure permits a consideration of a nations particular needs and the par-
ticular legal, cultural, and technd]ogica] considerations that~might affect
the acceptability of the‘safeguards mechanisms to be app1ied. Whi]e the
basic_objective of safeguards, the reduction of "societal,risk," and}the
subobJect1ves and gener1c actions shown in the Table m1ght remain the same
from one nation to another the definition of these e]ements and the
choice of mechanisms. to achieve the defined objectives mjght differ from
nation'to nation. By cus tom or necessity, consequences might be measured
differently; In parts of Europe regulations requiring a reactor to be
100 kilometers from a center of population, or allowing Waste disbbsal.
“where the water table exceeded 30 meters, might not be feasible regulatidns
to avoid the consequences of bossib]e events. Similarly, different'nations
will undoubtedly have different definitions of the threat. Certainly the
threat to which international safeguards is responsive is not the same as
for national systems. As the concepts of threat and consequences change,
so will.the requirements change. Finally, even though certain mechanisms
may meet'certainlrequirenents,under very general circumstances, the
acceptability or cost of these mechanisms may differ widely. Concerns
over such mechanisms as'personne] selection and screening, monitoring and
scanning devices, and access to restricted areas ‘may differ widely from

country to country or cven plant to plant. Costs of a given type of
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"REDUCTION OF

REDUCTION OF REDUCTION OF
SUBOBJECTIVES - FREQUENCY OF ATTEMPT PROBABILITY OF SUCCESS CONSEQUENCES
INTER-AGENCY:| ERDA & NRC | INTER-AGENCY | ERDA & NRC | INTER-AGENCY | ERDA & NRC
L ' ARRANGE- REQUIRE- ARRANGE- REQUIRE- ARRANGE- - | REQUIRE-
ADVERSARY ACTION MENTS MENTS MENTS MENTS MENTS. MENTS
PRE-DECISION X
DECISION X
PREPARA-
PARA ORGANIZATION/PLANNING X
TION _
ACQUISITION OF RESOURCES X
P T ) ' A
L R| AZCCESS , . X X X
A A
N N
T &S| SABOTAGE X X X X
S _
ACCESS & R | DIVERSION X X X
~ ACQUISK- T. ; :
TION  REMOVAL X X X
SMUGGLIKG X
BLACK MARKET ACQUISITION X
DEVICE CONSTRUCTION X
UTILIZA- DELIVERY TO LOCATION X
TION
PERPETRATION OF EVENT X X
POST-EVENT X

Table 2. Conceivable-Areas for Application of Safeguards Mechanisms
in Terms -of the Adversary Actions to be Counteracted and

the Safeguards Subobjectives.




measurement and or protecti?e device can di?fer widely, and create trade-
offs betwéen the use of bersonnel or mechanica]'deviées for physical
protection or detection. it was emphaﬁjzed:in developing the basic
structure for the eva]uatiqn of societal risk. that each protective
mechanism~needed‘to be eVa]uatéd with respect of each potential adveréary
action and sequence of advefsary actions. The norm61 situation will be
" one in which a choice of mechanisms to deal with a given adversary action
will be possible,and this choice will differ if either the cost or the
effectiveness 6f the mechanism'différ from nation to‘hatioh, -
4.0 CONCLUSIONS: | |

" The societal risk approach, and tﬁeAstructure required for its
utilization enables us to_b]ace in context the varioﬁs eieménts'of the
safeguards prob]em and the design of national safeguard5‘sy§tems, The
combination -of protective mechanisms which provideé the desired dégfee
of ﬁrotection at miﬁimum cost!wi]] depend on the tdtél set of mechanishs
legally, culturally, and te#hnjca]]y ayai]ab]e'to a paffiﬁuiar nation and
6n that ﬁatfdn'é definitfon”o% the.threaf and coﬁgéquences aésociated
with the wilful misuse of ﬁuclear material. While the basic elements
of the problem and the broad internal concerns remain much the same from
nation to nation, it should not be expected that the cost-gffective '
solution matching appropriate protective mechanisms to 611'feésible
adversary actions wi]] be theﬁsame. Information on the effectivéness of
the protective mechanisms with respect to eéch subobjective and each .
part of the necessary action sequence will enable a balanced appiication of

resources appropriate to the national circumstances.
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