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SUMMARY AND CONCLUSIONS
A methodology for estimating the relative probabilities of different

compromise paths for protected information by insider and visitor intelligence
collectors has been developed based on an event-tree analysis of the intelligence
collection operation. The analyst identifies target information and ultimate users
who might attempt to gain that information. The analys"c then uses an event tree to
develop a set of compromise paths. Probability models are developed for each of the
compromise paths that use parameters based on expert judgment or historical data
on security violations. The resulting probability estimates indicate the relative
likelihood of different compromise paths and provide an input for security resource
allocation.

Application of the methodology is demonstrated using a national security
example. A set of compromise paths and probability models specifically addressing
this example espionage problem are developed. The probability models for hard-
copy information compromise paths are quantified as an illustration of the results
using parametric values representative of historical data available in secure
facilities, supplemented where necessary by expert judgment.

The methodology in this study was developed for national security

applications, but the approach is equally applicable to industrial espionage.



Industrial facilities face insider information theft as well as compromise by visitors.
The method should be adéptable to most industrial situations with ﬁodiﬁcations to
fit the specific situation and is direct and simple to use. When historical data are not
available, expert judgment data can be used as an input. Even in the absence of

quantitative data, considerable insight into espionage risk can be gained by

developing the compromise paths and their attendant probability models. These
qualitative insights may be the greatest benefit gained when applying this

methodology.

1. INTRODUCTION

The protection of information from espionage is considered vital to our
national security interests, but the resources at the disposal of security personnel are
not unlimited. One rational criterion for allocating thesé resources is according to
the relative likelihood of different espfonage scenarios. This paper presents a
methodology for assessing the relative likelihood of espionage scenarios that
involve employees of or visitors to a secure facility who are recruited as agents by an
outside interest. The method was developed for analyzing espionage attempts on
national security information by hostile groups. An analogous situation exists in
industrial settings, where information on a product or process may be the target of
hostile interests in the form of competitors. This paper is presented in the hope that
the methodology developed for a national security setting also will find application
in an industrial setting.

An outline of the methodology is shown in Fig. 1. First, a set of espionage
scenarios, called compromise paths, are developed using an event tree. These
compromise paths are grouped into a classes that can be represented by a common

probability model because of shared characteristics. A probabilistic model is



developed for each of the classes of compromise paths using parameters that can be

estimated using historical experience or expert judgment. Compilation of historical

experience and expert elicitation provides a basis for probability-of-occurrence
calculations for each compromise path. The compromise probabilities provide a
metric for rank ordering the different paths according to relative likelihood.

The compromise probability methodology steps outlined above are explainéd
using a national security application. The compromise paths and probability
models in this study are illustrative of the process the analyst would follow when
analyzing a specific espionage situation and should be viewed as a tutorial for the

method rather than a universally applicable set of logic models and equations.
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Fig. 1. Compromise probability methodology overview

2. GENERATING COMPROMISE PATHS
Possible espionage scenarios for a given situation are modeled as discrete
event sequences that we will term “compromise paths.” The compromise paths are
specific realizations of the process shown in Fig. 2. According to this model,
protected information is held in containers within a secure facility. Access to both

the facility and the containers is controlled by clearances, physical barriers, and
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administrative controls. A compromise path begins when an ultimate user
identifies target information in a secure facility. The ultimate user and target
information largely determine the compromise paths of interest and their
characteristics. The ultimate user recruits an agent who gains entrance to the secure
facility by an entrance mode that is commensurate with his status. Once inside the
facility, the agent's freedom of movement depends on his clearance level. The
agent uses an access mode to gain access to the target information. After gaining
access, the agent completes his assignment by transmitting the compromised
information to the ultimate user using a compromise mode. The points at which
security interdiction may occur are noted using dashed lines. Security interdiction is
not analyzed in this study but is a standard subject of probabilistic analysis for

security problems.
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Fig. 2. Generic model of compromise process
The compromise process in Fig. 2 can be visualized as a directed graph with

people or objects represented as nodes and actions such as recruitment represented

as arcs. A compromise path is a cycle beginning and ending at the ultimate user
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node and traversing every arc once in each allowed direction. This generic
compromise path forms the basis for the generation of specific compromise paths.
By replacing the generic elements with possible realizations of each element, a large
number of possible compromise paths can be generated. We use the event tree in
Fig. 3 as a possibility generator for compromise paths. The generic compromise path
along the top of the event tree tells us which elements every compronﬁse path must
contain. Starting with the “ultimate user” and working right, the possible
realizations for each element in the compromise path are enumerated, with each
one forming a branch off an existing branch in the event tree. The taxonomy used
to generate the possible specific realizations for each element in the generic
compromise path is discussed below.
2.1 Ultimate Users

The ultimate user is treated as the 'initiating eveﬁt' in the compromise path.
The ultimate user is important in determining the agent mode most likely to be
used as well as the access modes that are most acceptable in obtaining the desired
information. In the national security study, the potential users of national security
information included foreign national military establishments and terrorists.
Ultimate users in an industrial setting would be competitors.

The types of ultimate users who would be interested in a particular type of

information will vary. Determining the type of ultimate user is important in
determining the agent mode most likely to be used as well as the access modes that
are most acceptable in obtaining the desired information. The probability that an
ultimate user is interested in national security information is included implicitly in
the historical data collected on the recruitment of agents. In a national security
application, these data include all known agents recruited at installations similar to

the target facility during specific time periods. We have assumed that the level of



interest among potential ultimate users for national security information is the

same as that exhibited in the historical data and that agent recruiting capabilities are

similar to historical capabilities as represented in the historical data.

The use of historical data to include interest of the ultimate user is supported
by an examination of agent occurrence data from other sites. One set of data was
collected from a facility that had a particularly high interest to ultimate users of that
| time. The agent recruit rate for this facility was almost 100 times the average rate for
secure facilities. Recruitment rate includes a component of interest as well as the
mechanics of recruiting an agent after the target is chosen.

These threats evolve with changing political conditions. Thus, some
modification of the uniformity-of-interest assumption may be justified. In an
industrial setting, historical rates of interest may be modified as new competitors

appear or as political realities bring new potential government-supported espionage

threats into the arena.
2.2 Recruitment Mode

The recruitment mode does not appear in the generic event sequence for the
event tree because no distiriction between possible modes was considered important
in the national security study.
2.3 Agent Type

For the purpoées of espionage at a national security facility, the potential
agent could be an employee of the target facility, in which case he is called an
insider. An insider can enter the facility unescorted. A visitor to an NS facility is
typically an employee of a different site, a domestic contractor, or a foreign delegate

who enters the facility under escort.
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Fig 3. Protected information compromise event tree
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2.4 Entrance Mode

The entrance mode describes the manner in which the agent gains entrance
to the facility. In the national security study, the entrance mode was considered
implicit in the agent type.

2.5 Clearance Level

Access to secure information in a facility is controlled by means of a clearance
level that determines how the agent moves about the facility and accesses the target
material. The taxonomy for clearance level includes authorized clearance with
open and free access the target material without escort and unauthorized clearance
level.

2.6 Access Mode

The access mode describes how the agent gains access to the target material
once inside the facility. For an authorized insider, the aécess mode is routine by
definition. For unauthorized agents, an opportunistic agent collects protected
material left unsecured and unattended, an aggressive agent takes larger risks in
checking for unsecured repositories, etc., and a forced entry agent could break into
repositories or forée those with access to open them.

2.7 Target Type

The target type describes the medium of the target material. In the national
security example, this includes hard-copy, electronic media, and parts .

2.8 Compromise Mode

The compromise mode is the means by which the target material is
transmitted to the ultimate user. In the example used in this study, the target

information was assumed to be too complex or extensive to be merely read and

transmitted orally by the agent.



3.0. PROBABILITY MODELS FOR COMPROMISE PATHS

Probability models were developed for the compromise paths in the event
tree shown in Fig. 3. The numerical values of frequencies used in the probability
formulae in this section were developed from historical experience, principally at
government facilities. No data existed for some of the parameters required in the
probability formulae, especially those that express the fractions of agent types. In |
these cases, estimates were generated by expert judgment elicitation (Ref. 1).

One of the major contributions of this methodology is the development of a
discrete event model for espionage. This model provides many useful insights into
espionage prevention even in the absence of quantitative data. These insights are
gained by examining of the effect of different parameters in the probability models.
These parameters correspond to characteristics of the espionage scenarios that
determine their relative likelihood. By correlating chan;ges in the parameters to
changes in security practices, insights about espionage threat reduction can be
generated without quantitative data. In our opinion, this type of qualitative analysis
is more valuable in most cases than highly uncertain probability estimates. We
have included such insights in the discussions of the probability models below.

Several assumptions underlie the models developed in this example. We
assumed that historical data on security breaches are applicable to the current
situation. We also assumed that security breaches occur at a constant rate per
person, document, or repository at risk. Thus, we can use a maximum likelihood

estimator to convert security breach data and the population at risk into rates. We
then can treat the time to first occurrence of the security breaches as exponentially
distributed. We also assumed that the facility starts 'clean' with no sleeper or other

agent already in place at time zero.



3.1 Authorized Insider Compromise Paths
Compromise paths 1 through 6 on the event tree (Fig. 3) represent

compromise paths for an authorized insider agent. The authorized insider has
routine access to the target information. In estimating the probability of one of these
compromise paths, only the probability of the ultimate user recruiting an

authorized insider agent is relevant. Once such an agent is recruited, the agent has
unlimited ability to access the information so the clearance level, access mode, and
compromise mode are not important.

An estimate of the compromise path probability for authorized insiders can
be generated by making a few simplifying assumptions so that an exponential
distribution can be used. A preliminary data survey showed that there were
potentially useful historical data at a number of secure national security facilities on

both the number of cleared people who are at risk of becoming agents and on the

actual number who do become agents as a function of time. Under a number of
standard assumptions, the data from different facilities may be pooled to estimate a
recruitment rate. The number of agents recruited is simply the total number of
known agents, and the population is the integrated number of employee-years. If
we assume a constant recruitment rate per employee-year in the candidate
population, we can make a maximum likelihood estimator (MLE) of a recruitment
rate, A, per person-year (Ref. 2). The probability of recruitment at any given facility is
an exponential distribution with the recruitment rate AN dependent on the
recruitment rate per employee-year and an employee population N at the facility.
According to this model, the probability of at least one recruit in an employee
population N during a time T can be found from

P(T)=1- W 1)
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This recruitment probability includes the effect of ultimate user interest and the

susceptibility of the employees to recruitment through the rate A. Thus the
applicability of the model is highly dependent on the similarity of the facility of
interest to the facilities that make up the data base..

Despite the simplicity of Eq. (1), a number of insights into protecting against
the authorized insider can be gained from it. One way to reduce the threat from the
authorized insider is to restrict the number of people with authorization. This
reduces the N in Eq. (1). However, complete reliance on restricted access is not a
panacea because the historical record shows that an ultimate uéer can increase the
recruitment effort when interest in a target is high and can offset the reduction in N
by increasing A. A more expensive strategy than restricting access would be to
require a “two-man rule” when accessing particularly valuable information. A
single insider now must either gain unauthorized accesé or the ultimate user must
recruit two insiders simultaneously. Limiting the time that an employee has access
to specific information [reducing T in Eq. (1)] also could reduce the risk from the
authorized insider. A final defense against the authorized insider is security
interdiction against the compromise mode in the form of exit searches. This
analysis clearly shows why the authorized insider is a very difficult threat for
security to handle.

Another aspect of industrial sabotage that is different from national security
applications is the high occurrence of criminal espoinage. We define criminal
espionage as theft of information by someone acting as his own agent who then sells
the information to another user. This type of espoinage can be treated using the
insider models below where recruitment rate is replaced by occurrence of such

criminals.
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3.2 Opportunistic Insider Compromise Paths

Compromise paths 7 through 12 on the event tree represent an opportunistic
unauthorized insider who is only willing to access information that is left
unsecured. All insider agents are assumed to be willing to engage in opportunistic
collection, but some fraction is assumed to engage only in opportunistic collection.
The compromise paths for the opporhnﬁsﬁc insider are more complicated than
those for the authorized insider. An unauthorized insider does not have free access
to the target information and so must create his own access. An opportunistic
insider will access only information that is unattended and unsecured, so he must

rely on security lapses to gain access. We have modeled the recruitment of agent

followed by the occurrence of a security lapse that allows the agent access to the
target material. The compromise probability distribution is a convolution of two
exponential distributions (Ref. 3), one for recruitment and one for a security lapse.

The compromise probability within time T is given by
ie—m M THMT 2
AN — M AN — uM

In this equation, [ is the security lapse rate per item at risk, M is the number of

P(T)=1+

protected items at risk, A is the agent recruitment rate per person at risk, and N is the
population from which the agent is recruited. We have implicitly assumed in this
model that the opportunistic insider will find every opportunity that occurs. This
assumption can be easily relaxed by multiplying the security lapse rate by a fraction f;
to reflect only those that the agent discovers.

Several limiting cases for the opportunistic insider are interesting. If the
recruitment rate is very high compared with the security lapse rate, then Eq. (2)
reduces to an exponential model of the probability of a security lapse. If the security

lapse rate is very high relative to the recruitment rate, then Eq. (2) reduces to an

exponential model of the recruitment probability. These two limits represent the
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situation when the agent appears very quickly and waits for a security lapse and

when the security lapses occur so often that one occurs almost immediately after any
agent is recruited.

The data required for this model can be taken from historical rates for g and A.
M is the number of target documents at risk, and N is the pool of employees at the
facility who do not have authorized access to the protected information but could
gain unescorted access to areas where the target information is kept.

An opportunistic insider is totally dependent on security lapses in the
protection of information outside repositories or containers to gain access to
protected information. Thus, the opportunistic insider may be combated by
adherence to good security practices among the employees of a facility. Protecting
information by maintaining control and restricting access while the information is
in one's possession will reduce the security lapse rate, p, -in Eq. (2).

3.3 Aggressive Insider Compromise Paths

Compromise paths 14 through 19 on the event tree are for an aggressive
unauthorized insider. We assumed that some fraction £,, of unauthorized insiders
will be willing to take more aggressive actions to obtain the target information. The
equation for the probability of an aggressive insider accessing information beyond
that which an opportunistic insider would get is similar to Eq. (2). The difference is
that now only a fraction, f,, of the pool are willing to be aggressive insiders, and the
items at risk are unsecured repositories, not unattended materials or computer
screens. The equation for the probability of an aggressive insider getting

information from an unsecured repository or computer is given by
MM MaNT __ MaN__ -uMT (3)
MaN - 1M MaN - uM . '

where | is the rate that repositories are left unsecured and M is the number of

P(T)=1+

repositories at risk.
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The aggressive agent is combated effectively by good individual security
practices among the employees such as securing safes or other repositories when not
attended. Watchfulness and rigorous reporting of any suspicious activities will
increase the probability of detection for an aggressive insider who is trying to get
into restricted containers. This will reduce the fraction f, of recruits who are willing
to attempt such risky behavior and turn aggressive insiders into opportunistic
insiders.

3.4 Forced-Access Insider Compromise Paths

A very bold unauthorized insider could attempt forced access to closed
containers with high-value information inside. This compromise path is number
13 on the event tree. The model is similar to Eq. (1) with the addition of the fraction
£, of the prospective agent pool who would be willing to attempt forced access. The
probability model is given by |

p(r)=1- T @)
Forced access may be combated by alarming or otherwise protecting 1;epositories to
increase the risk and difficulty in forcing access to them. Good employees practices
in reporting suspicious activities also will increase the risk to the agent. These
measures will reduce the fraction, f,, of agents willing to engage in forced-access
espionage.

3.5 Opportunistic Visitor Compromise Paths

Compromise paths 20 through 25 are for an opportunistic visitor agent. The
occurrence of an agent in a single group of visitors to a secure facility was modeled
with a binomial distribution. We used a cumulative probability of 1 or more agents
occurring among N, visitors when the probability that any one visitor is an agent is
p,. When the opportunistic visitor agent is admitted, he relies on escort and

security lapses to gain access to the target materials. The time during which these
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events occur is typically short. With this assumption, we simplify the model by
multiplying the occurrence probabilities for escort and security lapses occurring
during the visit period instead of calculating a convolution in which the security
lapse occurs after the escort lapse but within the time of the escort lapse. The
probability of one or more attempts by a visitor in a single group to access the target

material using our model is
P(>1)= (1 -(1- pa)N" ) (1 _HM ) (1 - e-aw"t) , (5)

where N, is the number of visitors in the group, M is the number of information
items at risk, p,is the probability that any one visitor is an agent, m is the rate of
material-unattended security lapses, o is the rate of escort lapses, and t is the time
duration of the visit.

In many cases, a number of separate groups may visit a facility, each
potentially including a visitor agent. The probability of one or more compromises
of the sort represented by Eq. (5) among n visits is a case of probabilities of

overlapping events and was solved in general by Poincaré (Ref. 4):

PED=2 DS, - ©
In this equation, S, is the sum of the probabilities, p; [in our case probabilities, like
Eq. () for different visits]. S, is the sum of the probabilities py where two
compromises occur as a result of two visits and so on. Higher order terms such as 5,
and S3 are important when the overlap between events is large, but these terms
usually are small.

The importance of good security practices in reducing espionage by visitors is
graphically illustrated by Eq. (5). Attention to information protection will reduce the
material-unattended lapse rate, p. Careful escort performance will decrease the rate
of escort lapses, @. Both of these rates strongly affect the compromise probability.

Minimizing the number of visitors, N,, looks like it could help, but a determined
15



ultimate user will simply make sure that an agent is among the visitors that are

admitted.

Considering both Egs. (5) and (6), an interesting observation may be made. If
the effective escort lapse rate, ®N, can be kept the same, it is better to have a few
large groups of visitors rather than an equal number spread over more visits. It can
be shown that the compromise probability resulting from a single group of N,
visitors is always smaller than that of N, single visitors groups. This is because the
exposure time during which a security compromise can occur is much larger for the
multiple visits. One way to reduce the espionage risk from visitors is to host only
one well-escorted group rather than a large number of smaller, but equally well
escorted, groups
3.6 Aggressive Visitor Compromise Paths

Compromise paths 27 through 32 are for an aggressive visitor agent. Our
model uses Eq. (5) above to estimate the probability of an attack by an aggressive
visitor agent by making two modifications. First, the security lapse rate, j,
represents unsecured repositories. Second, the probability of a visitor is multiplied
by a fraction, £, to account for potentially greater difficulty in recruiting an
aggressive agent.

3.7 Forced-Access Visitor Compromise Paths

Compromise path 26 represents a forced-access visitor agent who will gain
forced entry to his target. The probability of a visitor who would be willing to obtain
forced access to his material was estimated as the probability of occurrence in a
visitor population, N,, of an agent at a probability, p,f,, where the fraction f,
represents the difficulty in finding a visitor willing to force entry. We assumed that
such an operative will not have to wait for an escort lapse but will lose the escort as

needed. The probability model for such an attempt is
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(> 1)=(1-(1-pafa)Nv) . ?)
The main tool at the disposal of security in addressing the forced-access visitor is to
make forced-access as daunting a task as possible. This has the effect of reducing the
fraction £, in Equation (7).

4. COMPROMISE PROBABILITY ESTIMATES

Table 2 contains a set of compromise probabilities showing the types of results
obtained from this method. The compromise paths considered are those shown on
the event tree in Fig. 3 for hard-copy target types. Each compromise path is
summarized on a separate row. The event-tree path numbers are shown in column
one with the compromise paths described in column two. The point estimate of the
compromise probability is shown in the last column in each row. The columns
between the second and last columns contain parameters used in the probability
calculation. This example is based on fabricated data for security reasons and is not
meant to represent any specific facility or national security sector. Nevertheless, the
general ordering of the compromise paths is representative of actual national
security application with insider threats dominating

For clarity and simplicity, only point values are presented in this table. The
uncertainties associated with the sample size are available for historical data, and
estimates of the uncertainty in the expert judgement can be generated as well. The
calculations shown here were performed using spreadsheets, so uncertainties can be
propagated readily in the probability estimates using Monte Carlo or Latin

hypercube simulation.
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Table 2. Probability of Compromise for Any Hard-Copy ltem
H k-1
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Tand2 Authorized Insider 1.00E-05 100 250 | NA NA 100 NA NA 0.05
7and 8 Opportunisitc Insider 2.09E-05 100 | 150 | 100E+06 | LOSEGS 100 NA NA 0.02
T4and 15 “Aggressive Insider 2.09E-05 010 | 1250 | 125E+03 | SOIEG2 100 NA NA 0.003
) Forced-Access Insider 209E-05 001 | 1250 NA NA 100 NA NA 0.0003
20and 21 | Opporturisiic Domestic Visitor | LOOE-04 T00 | 12000| LOOE+06 | LOUSEUG | 274E03* | Z283E-0Z | 356E-02 | 0.0007
20and 21 | Opportunisitic Foreign Visitor | 1.00E-02 1.00 100 | 1.00E+06 | 1.05E-05 | 274E-08 | 2.83E-0Z2 | 356E02 | 0.0006
27 and 28 "Aggressive Domestic Visitor 1.00E-04 010 | 12000| 1.25E+03 | S01E02 | 274603 | 158E-01 | 3.56E-02 | 0.0006
27and 28 Aggressive Foreign Visitor TO0E-02 010 100 | 1256403 | 5.0IE02 | 274E03 | 15BE-01 | 356E02 | 0.0005
2 Forced-Access Foreign Visitor | 1.00E04 | LOOE-03 | 12000]  NA NA NA NA NA 0.001
26 Forced-Access Domestic Visitor 1.00E-02 1.00E-03 100 NA NA NA NA NA 0.001
*2.74 x 10° years is equal to 1 day.
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