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What is Planetary Protection?

Ma
rs

Forward Contamination

Backward Contamination

Why?
• How can we look for life on other planets if we 

bring our own? 
• Prevent non-terrestrial biocontamination of Earth.
• Meet NASA planetary protection requirements for 

launch approval. 
• Comply with international treaty obligations.

Planetary protection (PP) aims to: 
• Protect other worlds from microorganisms found 

on Earth.
• Prevent both forward and backward contamination.

PP requirements per NASA Procedural Requirements 8020.12D:

• For category IV missions to Mars:
– ≤5×105 total spores (colony forming unit [CFU]) at launch
– ≤3×105 total spores on the planned landing hardware
– ≤300 spores/m2 on exposed surfaces.

• For the outer planets:
– Inadvertent contamination of an ocean or other liquid 

water body is kept at a probability of less than 1 x 10-4

per mission.

• Monitoring and/or verification of biological cleanliness is 
conducted using direct wipe and swab samples extracted and 
processed via a cultivation-based technique (NASA standard 
assay) that measures heat-tolerant organisms. 

• The total number of spores/CFUs at launch is a parameter in 
PP probabilistic models.



Planetary Protection Biological Cleanliness 
Verification Sampling

Count plates – 24 h, 48 h, and 72 h

Sample with swab or wipe
(water is used as the solvent)

Clean hardware (and table or 
bag) with a solvent wipe prior 

to sampling or installation

Process swabs and wipes, 
up to 24 hours required 

post-assay

• Swabs sampled a 0.0025 m2 surface 
area maximum.

• Wipes sampled up to a 1.0 m2 surface 
area. 

• Due to the experimental procedure, the 
swabs assume a pour fraction of 0.8 and 
the wipes 0.25, representing the portion 
of the total sample solution plated and 
analyzed for CFU counts.

• Exposure is the sampled area multiplied 
by the pour fraction (i.e., for swabs it 
would be E= 0.0025 m2 ∙0.8=0.002 m2).

Spore/CFU, a heat-tolerant reproductive cell 
capable of developing into a new individual 

without fusion with another reproductive cell.



Data Generating Model and Parameter Estimators

𝑋௜ = 𝑥|𝜆௧௥௨௘
௜ ~𝑃𝑜𝑖𝑠𝑠𝑜𝑛(𝜆௧௥௨௘

௜ ȉ 𝐸௜)

𝜆௧௥௨௘
௜ |𝛼, 𝛽~𝐺𝑎𝑚𝑚𝑎 𝛼, 𝛽 , 𝑖 = 1, … 𝑁

Xi  – random variable describing the number of CFUs on i-th sampled 
component

xi  – observed number of CFUs in a sample from i-th sampled component 
Ei  – exposure for a sample, determined by multiplying the sampled area 

by pour fraction, m2

𝜆௧௥௨௘
௜ – true bioburden density for a sample, CFUs/m2

𝐺𝑎𝑚𝑚𝑎(𝜆/ 𝛼,𝛽) – Gamma prior distribution of bioburden density 𝜆௧௥௨௘
௜

α,β – parameters of the Gamma prior distribution 
𝑃𝑜𝑖𝑠𝑠𝑜𝑛 𝜆௧௥௨௘

௜ ȉ 𝐸௜ – Poisson likelihood of having x CFU counts at 
exposure Ei given 𝜆௧௥௨௘

௜

N – number of components 

𝜆௜
෡ 𝑥௜ =

௫೔

ா೔
– Maximum Likelihood Estimator (MLE)

𝜆௜
෡ 𝑥௜ =

௫೔ାఈ

ா೔ାఉ
– Conjugate prior Bayes Estimator

𝜆௜
෡ = 𝑑 – Deterministic Estimator

Exposure, 
m2

Pour 
Fraction

Area 
Sampled, m2

CFUs 
Observed

Component 
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Sample No.

0.00200.80.002511

0.00200.80.002502

0.00200.80.002503

0.00200.80.002504

0.00200.80.002505

0.00200.80.002506

0.00200.80.002507

0.00200.80.002508

0.00200.80.002509

0.00200.80.0025010

0.00200.80.0025011

0.00200.80.0025012

0.00200.80.0025013

0.00200.80.0025014

0.00200.80.0025015

0.00200.80.0025016

0.00200.80.0025017

0.00200.80.0025018

0.00200.80.0025019

0.00200.80.0025620

0.00200.80.0025821

0.00200.80.00251022

0.00200.80.00251023

0.00200.80.00251424

0.04800.80.060052Total



Integration vs Differentiation

𝑓ᇱ 𝑥 = lim
௫→௔

𝑓 𝑥 − 𝑓(𝑎)

𝑥 − 𝑎
= lim

௛→଴

𝑓 𝑎 + ℎ − 𝑓(𝑎)

ℎ

𝐹 𝑥 = න 𝐹ᇱ 𝑡 𝑑𝑡, 𝐹 0 = 0
௫

଴

𝑑𝐹 𝑥

𝑑𝑥
=

𝑑

𝑑𝑥
න 𝐹ᇱ 𝑡 𝑑𝑡 = 𝐹′(𝑥)

௫

଴


x

dttx
0

)cos()sin( )cos()cos(
))(sin(

0

xdtt
dx

d

dx

xd x

 



The Problem of Differentiation

𝑔 𝑥 = 𝑓 𝑥 + 𝑎 ȉ sin 𝜔 ȉ 𝑥 ; 𝑔′ 𝑥 = 𝑓′ 𝑥 + 𝜔 ȉ 𝑎 ȉ cos 𝜔 ȉ 𝑥

𝑔ᇱ 𝑥 − 𝑓ᇱ(𝑥) = 𝜔 ȉ 𝑎 ȉ cos 𝜔 ȉ 𝑥

𝐺 𝑥 = න 𝑓 𝑥 𝑑𝑥 −
𝑎

𝑤
ȉ cos 𝑤 ȉ 𝑥 + 𝐶

𝐺 𝑥 − න 𝑓 𝑥 𝑑𝑥 = 𝐶 −
𝑎

𝑤
ȉ cos 𝑤 ȉ 𝑥

𝐹 𝑥 + 𝜀 = න 𝐹ᇱ 𝑡 𝑑𝑡, 𝐹 0 = 0
௫

଴

ௗ[ி ௫ ାఌ]

ௗ௫
=

ௗ

ௗ௫
∫ 𝐹ᇱ 𝑡 𝑑𝑡 = 𝐹′(𝑥)

௫

଴
+

ௗఌ

ௗ௫



Naïve Differentiation of the Sampled Data

𝑡ଵ, 𝑡ଶ, 𝑡ଷ … , 𝑡௡ିଵ , 𝑡௡; ∆𝑡 = 𝑡௡ − 𝑡௡ିଵ

𝑦(𝑡ଵ), 𝑦(𝑡ଶ), 𝑦(𝑡ଷ) … , 𝑦(𝑡௡ିଵ ), 𝑦(𝑡௡)

𝑦ᇱ 𝑡ଵ =
𝑦 𝑡ଶ − 𝑦(𝑡ଵ)

𝑡ଶ − 𝑡ଵ
, 𝑦ᇱ 𝑡ଶ =

𝑦 𝑡ଷ − 𝑦(𝑡ଶ)

𝑡ଷ − 𝑡ଶ
, … , 𝑦ᇱ 𝑡௡ିଵ =

𝑦 𝑡௡ − 𝑦(𝑡௡ିଵ)

𝑡௡ − 𝑡௡ିଵ



Naïve Differentiation of the Sampled Data

𝑦 𝑡 = 𝑡 + 0.3 ȉ sin (2𝜋 ȉ 𝑡)

𝑦′ 𝑡 = 1 + 0.3 ȉ 2𝜋 ȉ cos (2𝜋 ȉ 𝑡)

න 𝑡 + 0.3 ȉ sin 2𝜋 ȉ 𝑡 =
𝑥ଶ

2
−

0.3

2𝜋

௫

଴

ȉ cos 2𝜋 ȉ 𝑥 +
0.3

2𝜋
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Naïve Differentiation of the Sampled Data
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𝐹 𝑥 = න 𝐹ᇱ 𝑡 𝑑𝑡, 𝐹 0 = 0
௫

଴

𝐹 𝑥 + 𝜀 = න 𝐹ᇱ 𝑡 𝑑𝑡, 𝐹 0 = 0
௫

଴

𝑑[𝐹 𝑥 + 𝜀]

𝑑𝑥
=

𝑑

𝑑𝑥
න 𝐹ᇱ 𝑡 𝑑𝑡 = 𝐹ᇱ 𝑥 +

𝑑𝜀

𝑑𝑥

௫

଴



Naïve Differentiation of the Sampled Data

𝑦 𝑡 = 𝑡 + 0.3 ȉ sin 2𝜋 ȉ 𝑡 + 𝜀; 𝜀 ̅ = 0, 𝜎ఌ = 0.05; 𝜎ோ௘௦௜ௗ௨௔௟௦ = 3.6;
𝜎ோ௘௦௜ௗ௨௔௟௦

𝜎ఌ
= 72
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𝑦ᇱ 𝑡ଵ =
𝑦 𝑡ଶ − 𝑦(𝑡ଵ)

𝑡ଶ − 𝑡ଵ
, 𝑦ᇱ 𝑡ଶ =

𝑦 𝑡ଷ − 𝑦(𝑡ଶ)

𝑡ଷ − 𝑡ଶ
, … , 𝑦ᇱ 𝑡௡ିଵ =

𝑦 𝑡௡ − 𝑦(𝑡௡ିଵ)
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Integration of the Noisy Data
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𝑦 𝑡 = 𝑡 + 0.3 ȉ sin 2𝜋 ȉ 𝑡 + 𝜀; 𝜀 ̅ = 0, 𝜎ఌ = 0.05; 𝜎ோ௘௦௜ௗ௨௔௟௦ = 0.004;
𝜎ோ௘௦௜ௗ௨௔௟௦

𝜎ఌ
= 0.08

𝑆 𝑛 = ෍ 𝑦 𝑡௜ ȉ ∆𝑡, ∆𝑡 = 𝑡௜ − 𝑡௜ିଵ

௡

௜ୀଵ

𝑆 1 = 𝑦 𝑡ଵ ȉ ∆𝑡; 𝑆 2 = 𝑦 𝑡ଵ + 𝑦 𝑡ଶ ȉ ∆𝑡; 𝑆 𝑛 = [𝑦 𝑡ଵ + 𝑦 𝑡ଶ + ⋯ + 𝑦 𝑡௡ ] ȉ ∆𝑡



Integration and Differentiation in Matrix Form
𝑡ଵ, 𝑡ଶ, 𝑡ଷ … , 𝑡௡ିଵ , 𝑡௡; ∆𝑡 = 𝑡௡ − 𝑡௡ିଵ

𝑦(𝑡ଵ), 𝑦(𝑡ଶ), 𝑦(𝑡ଷ) … , 𝑦(𝑡௡ିଵ ), 𝑦(𝑡௡)

𝑚 = 1,2, … 𝑛 𝑆 𝑚 = ෍ 𝑦(𝑡௜) ȉ ∆𝑡

௠

௜ୀଵ

𝑆(1)
𝑆(2)

⋮
𝑆(𝑛)

௡௫ଵ

=

∆𝑡 0 … 0
∆𝑡 ∆𝑡 … 0
⋮ ⋮ ⋮ 0

∆𝑡 ∆𝑡 ∆𝑡 ∆𝑡
஺ୀ௡௫௡

ȉ

𝑦(𝑡ଵ)
𝑦(𝑡ଶ)

⋮
𝑦(𝑡௡)

௡௫ଵ

𝐹 𝑥 = න 𝐹ᇱ 𝑡 𝑑𝑡
௫

଴

𝑦ො = 𝐴் ȉ 𝐴 ିଵ ȉ 𝐴் ȉ 𝑆

𝐴் ȉ 𝐴 ିଵ ȉ 𝐴் =

1 0 … 0 0 0
−1 1 0 … 0 0
0 −1 1 … 0 0
⋮ 0 ⋱ ⋱ ⋮ ⋮
0 ⋮ 0 −1 1 0
0 0 0 0 −1 1

ȉ
1

∆𝑡

𝑑𝐹 𝑥

𝑑𝑥
=

𝑑

𝑑𝑥
න 𝐹ᇱ 𝑡 𝑑𝑡 = 𝐹′(𝑥)

௫

଴

𝑆 − 𝐴 ȉ 𝑦 ଶ + μ ȉ 𝐿 ȉ 𝑦 ଶ → 𝑚𝑖𝑛

S − 𝐴 ȉ 𝑦 ଶ → 𝑚𝑖𝑛



Singular Vectors and Singular Values of the Differentiation 
Matrix, N=24 
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𝑦ොை௅ௌ = 𝑉 ȉ Σିଵ ȉ 𝑈் ȉ S = ෍
𝑢௜

் ȉ 𝑆

𝜎௜
ȉ 𝑣௜

ே

௜ୀଵ



Frequency Response of Integration 
and Differentiation
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Normalized frequency, rad/sample
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0.8
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Differentiation
Integration

𝑦ᇱ 𝑡ଵ =
𝑦 𝑡ଶ − 𝑦(𝑡ଵ)

𝑡ଶ − 𝑡ଵ
= [𝑦 𝑡ଶ − 𝑦(𝑡ଵ)] ȉ

1

∆𝑡
; ∆𝑡 = 𝑡ଶ − 𝑡ଵ

ℎௗ௜௙௙ = 1 − 1 , ∆𝑡 = 1

ℎ௜௡௧ = [1  1], ∆𝑡 = 1

Amplitude response is the absolute value of the 
Fourier transform of the filter’s coefficients 
(impulse response).

𝑆 = 𝑦 𝑡ଵ + 𝑦 𝑡ଶ ȉ ∆𝑡
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Regularized vs Naïve Derivatives

𝑦ොை௅ௌ = 𝑉 ȉ Σିଵ ȉ 𝑈் ȉ S = ෍
𝑢௜

் ȉ 𝑆

𝜎௜
ȉ 𝑣௜

ே

௜ୀଵ

𝐴⏟
௡௫௡

= 𝑈⏟
௡௫௡

ȉ Σ⏟
௡௫௡

ȉ 𝑉⏟
௡௫௡

் 

𝑆 − 𝐴 ȉ 𝑦 ଶ + μ ȉ 𝐿 ȉ 𝑦 ଶ → 𝑚𝑖𝑛

𝑆 − 𝐴 ȉ 𝑦 ଶ → 𝑚𝑖𝑛

𝑦ොோ௘௚ = 𝐴் ȉ 𝐴 + 𝜇 ȉ 𝐿் ȉ 𝐿 ିଵ ȉ 𝐴் ȉ S = 𝑉 ȉ Σଶ + 𝜇 ȉ 𝐿் ȉ 𝐿 ିଵ ȉ Σ ȉ 𝑈் ȉ S

= ෍ 𝑓௜

𝑢௜
் ȉ 𝑆

𝜎௜
ȉ 𝑣௜

ே

௜ୀଵ

𝑓௜ =
𝜎௜

ଶ

𝜎௜
ଶ + 𝜇

, 𝑖 = 1, … , 𝑁



Regularized Differentiation for Bioburden 
Density Estimation

𝑆 − 𝐴 ȉ 𝑦 ଶ + μ ȉ 𝐿 ȉ 𝑦 ଶ → 𝑚𝑖𝑛

𝜆መ௜
ெ௅ா =

𝑥௜

𝐸௜
, 𝑖 = 1, … n

λଵ =
𝑆 1 − 𝑆(0)

𝐸ଵ
=

1

0.0020 
; λଶ =

𝑆 2 − 𝑆(1)

𝐸ଶ
=

0

0.0020 

λଵଷ =
𝑆 13 − 𝑆(12)

𝐸ଵଷ
=

3

0.0020 
; … ; λଶସ =

𝑆 24 − 𝑆(23)

𝐸ଶ

=
14

0.0020 

Cumulative 
CFU Count, 

S

Exposure, 
m2

Pour 
Fraction

Area 
Sampled, m2

CFUs 
Observed

Component 
261

Sample No.

00

10.00200.80.002511

10.00200.80.002502

10.00200.80.002503

10.00200.80.002504

10.00200.80.002505

10.00200.80.002506

10.00200.80.002507

10.00200.80.002508

10.00200.80.002509

10.00200.80.0025010

10.00200.80.0025011

10.00200.80.0025012

40.00200.80.0025013

40.00200.80.0025014

40.00200.80.0025015

40.00200.80.0025016

40.00200.80.0025017

40.00200.80.0025018

40.00200.80.0025019

100.00200.80.0025620

180.00200.80.0025821

280.00200.80.00251022

380.00200.80.00251023

520.00200.80.00251424

-0.04800.80.060052Total



Simulated Data

𝑃 𝑋 = 𝑥 λ௧௥௨௘ =
ఒ೟ೝೠ೐ȉா ೣ

௫!
𝑒ିఒ೟ೝೠ೐ȉா, 𝑥 = 0,1,2, … , 𝜆௧௥௨௘ ∈ 0, ∞ , E∈ (0, ∞)

𝐺𝑎𝑚𝑚𝑎 𝜆௧௥௨௘ 𝛼 = 1.8, 𝛽 = 0.001 , λ෠ = 179.5

𝜆መ்ௌ௏஽ = ෍
𝑢௜

் ȉ 𝑆

𝜎௜
ȉ 𝑣௜

௞

௜ୀଵ

𝜆௜
෡ 𝑥௜ =

௫೔

ா೔
𝜆௜
෡ 𝑥௜ =

௫೔ା଴.ହ

ா೔

𝜆௜
෡ 𝑥௜ =

௫೔ାఈಾೀಾ

ா೔ାఉಾೀಾ

𝜆መ௜
஼௓ =

𝑥௜

𝐸௜
−

𝛾 + 𝑁 − 1

∑
𝑥௜
𝐸௜

+ 𝛾 + 𝑁 − 1
ȉ

𝑥௜

𝐸௜
, 𝑖 = 1, … 𝑁

𝜆መோ௜ௗ௚௘ = ෍ 𝑓௜

𝑢௜
் ȉ 𝑆

𝜎௜
ȉ 𝑣௜

ே
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0 0.005 0.01 0.015 0.02 0.025 0.03 0.035 0.04 0.045 0.05

Cumulative exposure

0

10

20

30

40

50

60

70
Raw count
Jeffreys
EB MOM
CZ
TSVD
Ridge



Conclusions

• MLE of bioburden density is a naïve derivative of CFUs cumulative count.

• There are two sources of noise: sampling noise and differentiation noise

• Regularized differentiation prevents differentiation noise amplification

• Regularized differentiation does not make any assumptions about sampling noise

• The variance of the sampling noise is a very important variable for selection of the regularization 

parameter and can be obtained from sampling efficiency studies

• The regularized differentiation approach integrates estimation and noise filtering into a single framework 

which may produce a better bioburden density estimate 

• Regularized least squares does not work if ALL CFU data are zeros.
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Learning from Noisy Data
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In 1923, the French mathematician Hadamard introduced the 
notion of well-posed problems.

According to Hadamard, a problem is called well-posed iff:

1. A solution to the problem exists (existence).
2. This solution is unique (uniqueness).
3. This unique solution is stable under small perturbations in 

the data, in other words small perturbations in the data 
should cause small perturbations in the solution (stability).
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Learning from Noisy Data
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Radial Basis Function Network and Regularization
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Ordinary Least Squares

𝐸 = ෍(𝑦ො 𝑡௜ − 𝑦௜෥ )ଶ
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Regularized Least Squares and 
Generalized Cross-Validation (GCV)
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