This presentation was produced when the laboratory operated as

the National Renewable Energy Laboratory (NREL). The
laboratory is now the National Laboratory of the Rockies (NLR).
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Solar Energy Systems
Cybersecurity Future Benefits

ﬁ Reduce reliance on centralized energy generation

== Enhance energy security by diversifying energy sources

Q. R&Dlead to improvements in efficiency, capabilities, integration with other DERs and cybersecurity

B Assessand update cybersecurity standards and establish certification programs

------ . Develop, refine, improve, and harmonize cybersecurity requirements for DER ecosystem to develop a cohesive
""" security approach across DER environments through standards



Solar Energy Systems

Cybersecurity Risks

ﬁt-?ﬁge Solar energy systems are increasingly interconnected and remotely accessible
| Data privacy for energy production, consumption patterns, and system health data

%)

Reliance on components sourced globally

L.

Lack of a universal cybersecurity standards for solar energy systems

Integration with the grid opens the attack surface and can disrupt broader energy distribution networks




Relevant Work for Solar
Cybersecu rity
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Cyber Security for Distributed Energy

Resources and DER Aggregators
NERC Security Integration and Technology Enablement
Subcommittee (SITES) White Paper

December 2022 IS

Purpose

This brief paper provides industry with information regarding activities underway to further secure the electricity
ecozystem under rapid grid transformation, smﬂullv in thv area of cyber security efforts for distributed energy
resources (DERs) and DER NERC is ing t yber sec

for BERs a5 the penetrations of these resources continise to grow ln many areas acrass North America, This paper is
informational and seeks 10 help provide clarity and guidance to industry stakebolders in this area.

Defining DER and DER Aggregator

The NERLC System Planaing Impacts from DERs Working Group (SMOERWG] defines a DER as “any source of electric
power lacated on the distrib y .”% This definition facuses on those resources in the distribution
system that can produce electric power (i.e, a generating resource) and does nat inchude end-use lads or demarnd
response as part of the DER definition. Cnmrseh‘ the deml rrwra\r Regulatory Commission [FERC) DER definition
outlined in FERC Order 22227 does ponse, energy efficiency, and electric
wehicles. The expanded FERC definition includes all DER types able o panicipate in regaonal organized wholesale
elactricity markets thraugh aggregation (DER aggragators).

This dacument will generally refer to DERs with the NERC definition while acknowledging that DER aggregatars may
include DERs [with the FERC definition) that are load slements and not generating elements where used. This nuance
does not eritically impact the key points being made in this paper,

Understanding Security of the Electricity Ecosystem

The bulk pawer system [BP5) historically only included large, ized power plants with flowing across the
transmission system, down theough the distribution networks, and then to end-use consumers. A significant portion
af this svm:m was operated aither with analog controls or very limited digital wmwcrmzy Haowevar, the powar
system of today ing a rapd base |

resources connected through inverter - Larg ites are being retired an replaced
with smaller wind and solar rescurces, battery energy storage, and hybrid power plants. BPS connected resources
are also being offset with DERs that connect 1o the distribution system, some of which are behind-the-meter and
owned and oparated by end-use consumars or third parties. Marny of these systems ame now connacted directly ta
the Internet as digitalization and Its assoclated connectivity continue to expand cxponentially. Grid planners,
deigners, and operators ane laced with managing a grid with a significant portion of the resource base connected 1o
the distribution systemn with little to no direct visibility of these resources. FERC Order 2222 introduced the DER
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UL's DER Cybersecurity
Certification Program

Outline of Investigation for Cybersecurity of
Distributed Energy and Inverter-Based Resources



Cybersecurity Certification e
Standard — UL 2941

A national or international
cybersecurity certification
standard can aid industry

stakeholders to evaluate

PRESS RELEASE

UL Solutions and NREL Announce
Distributed Energy and Inverter-Based

and validate the Resources Cybersecurity Certification
cybersecurity posture of Requirements

their DER or IBR devices 1280 the i O et oy bersaeiy of i SELERgY SR
before they are connected P e s e

operations.

to the electric grid.

* The requirements provide a single unified approach for testing and certification of DERs
 The certification is applicable to generation and energy storage technologies.

« ULis currently soliciting formal feedback through UL 2941 Technical Committee.
 Planned publication of first version is end of 2024

https://www.nrel.gov/security-resilience/cybersecurity-standards.html
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Many Standards and Guides Exist \ o

Why a New One?

The UL cybersecurity NISTIR

certification standard will: o
 Build on past work
* Map and leverage
security requirements
from industry best
practices for hardware IEEE
and Softwa re C37.240- CTA-2088

. . . 2014
*  Provide an information
hub for DER Industry oL
stakeholders Cybersecurity
! Certification

 Establish “security by i Standard
design”




Benefits of a Cybersecurity \
Certification Standard

 Ensures DER devices have all five pillars
of cybersecurity: confidentiality,
integrity,
availability, authentication and non-
repudiation

 Supports federal and state mandates

Establishes security by design in new
DER systems

 Creates an environment where the
baseline security posture of the DER
industry will be elevated

Photo from iStock, 1185245180




Research existing

standards, guides,
and competitive
technologies in
the market.

......}

Define and translate
industry needs into
requirements for
inclusion in the
standard.

Draft the Outline
of Investigation
(001).

Circulate draft

0Ol with relevant
experts; Address
technical comments
and general feedback.
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UL 2941 Development Timeline

Assemble a
balanced technical
committee to
develop consensus
for UL 2941.

\

/

UL 2941 Technical

Committee edits,
develop consensus,
and votes on the
00l draft.

.

Requesta
designation from

the American
National Standards
Institute (ANSI).

Publish UL 2941 as

a consensus-based and
ANSI accredited
cybersecurity certification
standard for solar PV.

N .>

(epes

Power & Encmv Society®

We Are Here



UL 2941 Publication S

* The standard is now published.
« Joint effort by UL and NREL (as directed by SETO/DOE).
* We are engaging industry for soliciting formal feedback. Please reach out if you are interested!
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# What's New @ UL LLC Outline of Investigation for Cybersecurity of Distributed Energy and Inverter-
Based Resources
17 View Top Sellers Outline
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[® Complete List of UL Documents © 2017 UL LLC
# Edition 1

# Published Date: January 13, 2023

(D Last Revision: June 14, 2024
& Scope
USD $225.00-$250.00 &
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& Digital View
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IEEE 1547 Updates

Standard for Interconnecting Distributed
Resources with Electric Power Systems



IEEE 1547-2018

Power & Encrgy Society®

{....( :‘...:I I E E E
\-... l

The DER Interconnection & Interoperability Standard

Requirements for DERs to
support grid stability and

A resilience, such as voltage and
frequency regulation
capabilities.

Enhanced testing and
certification requirements to
@ ensure compliance with
technical specifications and
operational standards.

Does not define requirements for
cybersecurity

Guidelines for communication

= between DERs and utility
I control systems to enable
- coordinated operation and grid
management.

Considerations for cybersecurity

to protect against cyber threats
targeting interconnected DER

systems.

Standards for cybersecurity for “smart energy”
systems including DER but not explicitly DER
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Provides guidelines for cybersecurity for one or more distributed
energy resources (DER) that are interconnected with the electric
power system

Utilities

-',‘-.-l
Fuel cells \ Enm DER
. = @) @) t
Photovoltaics e e

. . l
W!nd tu rb!nes )\‘l\ Agaregators
Microturbines l
Distributed energy sources

] ] Manufacturers
Distributed energy storage systems G

Integrators
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Motivation

Communication capabilities increase the vulnerability of the power
system to cybersecurity events

Discusses key cybersecurity issues and best practices related to DER
interconnections with the power system

Provides specific guidance on cybersecurity capabilities of the protocols
specified in IEEE 1547-2018

IEEE Std 1815 (DNP3) IEEE 2030.5 SunSpec Modbus IEC 61850
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Technical Cybersecurity Recommendations for DER
operations

Risk assessment and management

Communication network engineering
Access control
Data security

Security Management

Coping with and recovering from security events



Standards versus Certifications -

/Sets guidelines, \ / \

requirementsl or A process through which a third-

. e ) party organization verifies that a
specifications by a product, service, or system meets

recognhized authority specific standards

) Provides assurance to consumers,
Provides a framework for manufacturers, and regulators

\best practices / \ /
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Thank you
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This work was authored by NREL for the U.S. Department of Energy (DOE), operated under Contract No. DE-
AC36-08G028308. Funding provided by the U.S. Department of Energy Office of Energy Efficiency and
Renewable Energy Solar Energy Technologies Office. The views expressed in the article do not necessarily
represent the views of the DOE or the U.S. Government. The U.S. Government retains and the publisher, by
accepting the article for publication, acknowledges that the U.S. Government retains a nonexclusive, paid-up,
irrevocable, worldwide license to publish or reproduce the published form of this work, or allow others to do
so, for U.S. Government purposes.
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