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Understanding DER Systems

Graphic by NREL



Solar Energy Systems
Cybersecurity Future Benefits

Reduce reliance on centralized energy generation

Enhance energy security by diversifying energy sources

R&D lead to improvements in efficiency, capabilities, integration with other DERs and cybersecurity

Assess and update cybersecurity standards and establish certification programs

Develop, refine, improve, and harmonize cybersecurity requirements for DER ecosystem to develop a cohesive 
security approach across DER environments through standards



Solar Energy Systems
Cybersecurity Risks

Solar energy systems are increasingly interconnected and remotely accessible

Data privacy for energy production, consumption patterns, and system health data

Reliance on components sourced globally

Integration with the grid opens the attack surface and can disrupt broader energy distribution networks

Lack of a universal cybersecurity standards for solar energy systems



Relevant Work for Solar 
Cybersecurity



UL's DER Cybersecurity 
Certification Program

Outline of Investigation for Cybersecurity of 
Distributed Energy and Inverter-Based Resources



Cybersecurity Certification 
Standard – UL 2941
A national or international 
cybersecurity certification 
standard can aid industry 
stakeholders to evaluate 
and validate the 
cybersecurity posture of 
their DER or IBR devices 
before they are connected 
to the electric grid.

• The requirements provide a single unified approach for testing and certification of DERs
• The certification is applicable to generation and energy storage technologies.
• UL is currently soliciting formal feedback through UL 2941 Technical Committee.
• Planned publication of first version is end of 2024
https://www.nrel.gov/security-resilience/cybersecurity-standards.html 

https://www.nrel.gov/security-resilience/cybersecurity-standards.html
https://www.nrel.gov/security-resilience/cybersecurity-standards.html
https://www.nrel.gov/security-resilience/cybersecurity-standards.html
https://www.nrel.gov/security-resilience/cybersecurity-standards.html
https://www.nrel.gov/security-resilience/cybersecurity-standards.html


Many Standards and Guides Exist  
Why a New One?

The UL cybersecurity 
certification standard will:
• Build on past work 
• Map and leverage 

security requirements 
from industry best 
practices for hardware 
and software 

• Provide an information 
hub for DER Industry 
stakeholders

• Establish “security by 
design”
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Benefits of a Cybersecurity 
Certification Standard

• Ensures DER devices have all five pillars 
of cybersecurity: confidentiality, 
integrity, 
availability, authentication and non-
repudiation

• Supports federal and state mandates 
• Establishes security by design in new 

DER systems 
• Creates an environment where the 

baseline security posture of the DER 
industry will be elevated

Photo from iStock, 1185245180 



UL 2941 Development Timeline



UL 2941 Publication

• The standard is now published. 
• Joint effort by UL and NREL (as directed by SETO/DOE).
• We are engaging industry for soliciting formal feedback. Please reach out if you are interested!



IEEE 1547 Updates

Standard for Interconnecting Distributed 
Resources with Electric Power Systems



IEEE 1547-2018
The DER Interconnection & Interoperability Standard

Requirements for DERs to 
support grid stability and 
resilience, such as voltage and 
frequency regulation 
capabilities.

Guidelines for communication 
between DERs and utility 
control systems to enable 
coordinated operation and grid 
management.

Enhanced testing and 
certification requirements to 
ensure compliance with 
technical specifications and 
operational standards.

Considerations for cybersecurity 
to protect against cyber threats 
targeting interconnected DER 
systems.

Does not define requirements for 
cybersecurity

Standards for cybersecurity for “smart energy” 
systems including DER but not explicitly DER



IEEE 1547.3
Provides guidelines for cybersecurity for one or more distributed 
energy resources (DER) that are interconnected with the electric 
power system

Fuel cells
Photovoltaics
Wind turbines
Microturbines
Distributed energy sources
Distributed energy storage systems

Utilities

DER 
Owner/Operators

Aggregators

Manufacturers

Integrators



IEEE 1547.3
Motivation

Communication capabilities increase the vulnerability of the power 
system to cybersecurity events
Discusses key cybersecurity issues and best practices related to DER 
interconnections with the power system
Provides specific guidance on cybersecurity capabilities of the protocols 
specified in IEEE 1547-2018

IEEE Std 1815 (DNP3) IEEE 2030.5 SunSpec Modbus IEC 61850



IEEE 1547.3
Technical Cybersecurity Recommendations for DER 
operations

Risk assessment and management

Communication network engineering

Access control

Data security

Security Management

Coping with and recovering from security events



Standards versus Certifications

Sets guidelines, 
requirements, or 
specifications by a 
recognized authority

Provides a framework for 
best practices

A process through which a third-
party organization verifies that a 
product, service, or system meets 
specific standards

Provides assurance to consumers, 
manufacturers, and regulators
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