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BACKGROUND: SNL SUPPORT TO DHS
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Sandia National Laboratories (SNL) has supported the NISAC program since 2004, leveraging the lab’s 
technical understanding of risk from other disciplines, including decades of nuclear weapon research, 
to provide rigor and analysis to managing risk in the critical infrastructure and cyber domains.

Through the establishment of the 
National Risk Management Center 
(NRMC), SNL’s support has evolved to 
focus on providing risk frameworks, 
design principles, and analysis 
capabilities to assess interdependent 
risks across National Critical Functions 
and critical infrastructure.

The Risk Analytic Methods and 
Support (RAMS) portfolio performs 
this work for USG in support of 
federal network and critical 
infrastructure protection. 

The National Risk Management Center (NRMC) is 
the planning, analysis, and collaboration center within 
the Cybersecurity and Infrastructure Security Agency 
(CISA), leading strategic risk reduction efforts for the 
Nation. 

The DHS Science and Technology Directorate (S&T) 
is the science advisor to the Secretary and serves as 
the research and development arm of DHS; 
conducting basic and applied research, development, 
testing, and evaluation activities in alignment with the 
DHS mission.

S A N D I A  N A T I O N A L  L A B O R A T O R I E S  
R A M S  S U P P O R T   D E P A R T M E N T  O F  H O M E L A N D  S E C U R I T Yto



SOVEREIGN CREDIT RATINGS AND RISK

3

Credit ratings integrate quantitative and qualitative data per a unique structure.



SOVEREIGN CREDIT RATINGS AND RISK
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Credit ratings estimate the likelihood element of the risk equation.

Example Regulatory Bodies and Agencies

• Securities and Exchange Commission (SEC) NRSROs
• Fitch Ratings
• S&P
• Moody’s
• KBRA
• DBRS 
• HR Ratings

• European Securities and Markets Authority (ESMA) CRAs 
• Scope Ratings
• EuroRating
• ARC Ratings
• Nordic Credit Rating

{1,0} Default: missed payment of principal 
or interest on a contractual obligation.

Long-run observation permits derivation of 
probability of default (PD) value.



DEFAULT: GRAPH REPRESENTATION 
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Obligations being met over time...
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DEFAULT: GRAPH REPRESENTATION 
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Failure to meet obligation...
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DEFAULT: GRAPH REPRESENTATION 
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NATIONAL CRITICAL FUNCTIONS
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Continuous provision of NCFs can be represented similar to default.

“NCFs are the functions of government and the private 
sector so vital to the United States that their disruption, 
corruption, or dysfunction would have a debilitating 
effect on security, national economic security, national 
public health or safety, or any combination thereof.” 

- Cybersecurity and Infrastructure Security Agency



RESILIENCE: GRAPH REPRESENTATION
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Resilience is often measured as functional change over time.
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NCF DISCONTINUITY: GRAPH REPRESENTATION
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Continuous provision of an NCF achieves discontinuity when function reaches zero.
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NCF DISCONTINUITY: GRAPH REPRESENTATION
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Discontinuity incidents, like default, are agnostic of time and severity.

Time

Function

Discontinuity in provision of an NCF across all operations and locations.



DISCONTINUITY INCIDENTS: UNITED STATES
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Several examples from survey of cyberattacks,1997 – 2022. 

Worcester ATC, 1997

Earle Naval Weapon Station, 2002

Davis-Besse Nuclear Plant, 2003

U.S. Dept. of Commerce, 2007

U.S. Joint Chiefs of Staff, 2015

Colonial Pipeline, 2021



DISCONTINUITY INCIDENTS: EUROPE
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More examples from survey of cyberattacks, 1997 – 2022.

Hansabank, SEB Eesti Uhisbank, 2007

Volue, 2021

A.P. Møller-Maersk, 2017

Chernivtsi, Prykarpattia, Kyiv oblenergo(s), 2015

HSE National Health Service, 2021

Travelex, 2019

Steel Mill, 2014



COMPLETING THE RISK EQUATION
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Bank for International Settlements (BIS) contributes consequence element of the risk 
equation.

Elements of Risk

• NRSROs and CRAs
• Probability of Default (PD)

• BIS
• Loss Given Default (LGD)
• Exposure at Default (EAD)

     Risk = PD * LGD * EAD



COMPLETING THE RISK EQUATION
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Elements can be adapted to represent discontinuity incidents.

Elements of Risk

• NRSROs and CRAs
• Probability of Default (PD)

• BIS
• Loss Given Default (LGD)
• Exposure at Default (EAD)

     Risk = PD * LGD * EAD

Risk = Probability of Discontinuity (PD) * Impact Given 
Discontinuity (IGD) * Exposure at Discontinuity (EAD)



CONCLUSION
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Measuring continuous provision of NCFs may be valuable to sovereign-scale risk 
management of targeted entities.

Potential Value

• Integration of quantitative and qualitative data: 
varied data sources and data types combined in 
rigorous and repeatable methodology.

• Estimation of likelihood and consequence 
elements: distinct elements can be used for 
prioritization and risk treatment actions.

• Rating scales can support communication: ability 
and willingness to mitigate discontinuous function 
due to cyberattack.

Other Assessment Domains

• Climate

• Manufacturing

• Transportation Systems

• Education 

• Public Policy

• Agriculture
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