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Cross-Architecture 
Binary Code Similarity Analysis (BCSA)
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From source code to binary code
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From source code to binary code
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Source code is unavailable
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• Proprietary software 

• IoT firmware 

• Malware 



Cross-architecture binary similarity analysis
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• Plagiarism detection

• Malware family identification

• Vulnerability discovery



Current Status and Challenges

• Deep-learning-based methods have shown promise, where 
dataset matters

• However, well-labelled, high-quality datasets are precious 
or even scare in cross-architecture BCSA

• Eg. After investigating 43 papers, Kim et al. [TSE’22] found 
“only two of them opened their entire dataset”.
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Current Status and Challenges

• Dataset Construction
• Kim et al, [TSE’22]
• Marcelli et al, [USENIX Security’22]
• Song et al, [IEEE IoT Journal’22]

• Mainly focusing on function-level equivalent binary pairs

• Cannot support fine-grained analysis
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Current Status and Challenges

• Fine-grained analysis is useful for detecting subtle discrepancy
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• Eg., There are 75 basic blocks in the unlzw function, while code 
changes caused by the patch only take up approximately 5.3% 
of the entire function. 

The patch in gzip for CVE-2010-0001



Current Status and Challenges

• Unlike functions, which have names

• Constructing fine-grained equivalent binary code snippet 
pairs (e.g. basic block-level) is non-trivial

• Prior attempt [NDSS’19] relies on the annotations generated 
by the LLVM, leaving a gap in practical application
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Current Status and Challenges

• More importantly, prior work cannot well address the 
following two challenges:
1. A single line of source code may correspond to multiple basic 

blocks, causing confusion when pairing
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Current Status and Challenges

• More importantly, prior work cannot well address the 
following two challenges:
1. A single line of source code may correspond to multiple basic 

blocks, causing confusion when pairing
2. Due to compiler optimization behavior, basic blocks can be 

merged or reorganized when using different opt levels
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Methodology

• Pipeline

• BMerge Algorithm

• BPair Algorithm

• Transformer-based Similarity Detector
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Methodology

• Pipeline
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Methodology

• BMerge Algorithm
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Methodology

• BMerge Algorithm
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Methodology

• BMerge Algorithm
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Methodology

• BPair Algorithm

• Intuition: to transform the 
problem of matching 
equivalent basic blocks 
into a graph problem.
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Methodology
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Methodology
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Methodology

• Transformer-based Similarity Detector
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Dataset Composition
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• Source code of 30 binaries from 8 GNU software projects, i.e., 
binutils, datamash, findutils, grep, gzip, macchanger, tar, and which

• Involves 980,251 functions across 32 distinct combinations of 
compilers, optimization levels, and target platform
• Four different ISAs: x86, x86-64, ARM32, and AArch64
• Two representative compilers, i.e., GCC and Clang
• Four optimization levels: O0, O1, O2, O3

• Eventually, consisting of 4,426,258 equivalent assembly pairs



Application in Similarity Detection
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• Cross-ISAs & opt-levels evaluation

• Cross-ISAs, opt-levels & compilers evaluation

• Transferability evaluation



Comparison Study

• Based on the same set of source code, we apply [NDSS’19] and 
the proposed method to construct equivalent binary pairs

• More equivalent and complicated matching pairs can be found 
by the proposed method 
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Case Study

• Patch identification
• CVE-2019-5482 is a heap buffer 

overflow vulnerability in the TFTP 
protocol handler of libcurl.

• The affected versions range from 
7.19.4 to 7.65.3.
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x86-64 (GCC)



Case Study
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AArch64 (Clang) 
AArch64 (Clang) with 
bogus control flow insertion



Take-away message

• We construct BinSimDB to facilitate fine-grained 
BCSA research

• The dataset and script are available at 
https://uco-cyber.github.io/research/#binsimdb 
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https://uco-cyber.github.io/research/#binsimdb
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