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• Medical technology is rapidly evolving and 
introducing new functionality and methodologies 
that suggest a higher risk for common 
vulnerability exposures(CVE)

• Introduction of functionalities like Wi-Fi, 
Bluetooth, and internet connectivity require 
devices to be rigorously evaluated for 
vulnerabilities

• Subsequently like many other fields cell-phone 
interconnectivity suggests a significantly higher 
level of risk to critical infrastructure and data 
security

• we identified multiple attack vectors 
that can be exploited to geolocate 
wireless devices. Our analysis of 
hazardous developer trends 
uncovering various risks that allowed 
researchers the ability to reverse 
engineer several API keys, 
authentication passwords, other 
sensitive secrets, and highlighted 
significant development flaws.
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The methodology utilized for this study combined 
analyzing devices communication behavior 
combined with both thorough software and 
hardware reverse engineering to understand risks 
posed through encryption and communication 
practices, functionality, and programming practices

CT scan of medical device to analyze for 

subterfuge or other hardware anomalies

Table highlighting risks associated with some 

Software Developer kits(SDKs)[2]

Source code reverse engineered through JADX

Geolocations data extracted and mapped based on 

server ping backs within an application
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