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« SOWT analysis
— for repurposing reactor testing facilities to cyber security testbeds
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Objective

Leveraging reactor testing facilities that are mostly designed focusing safety to cybersecurity testing
o Incorporate reactor security-by-design with reactor safety-by-design principles
o Defense-in-depth principles:
= Safety focused
= Security focused

Evaluating cyber tools, models, and solutions that are applicable

Simulating specific cyber-attack scenarios using reactor simulator

Performing strengths, weakness, opportunities and threats (SOWT) analysis
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- Motivation

» Core role in energy infrastructure
o Enable safe, controlled nuclear fission for stable electricity generation
o Support national energy security by reducing reliance on fossil fuels

» Critical need for cyber protection
o Cyber compromises can lead to accidents or radioactive material release
» Threats endanger public safety, environmental health, and system reliability
» Damage to industry reputation can impact stakeholder trust and future investment
o Reactor systems are critical infrastructure tied to national security

» Economic implications of cyber attacks
o Operational downtime causes major financial losses
= Infrastructure repairs or replacements can cost millions
o Legal liabilities, fines, and IP theft increase financial risk
= Investor and stockholder confidence may be significantly reduced
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- Problem Statement

* The increasing frequency and sophistication of cyber threats targeting nuclear facilities pose
significant risks to the safety and reliability of reactor systems.

o However, current protective measures may be inadequate, necessitating a comprehensive
review of existing cybersecurity practices and strategies so that the necessary actions can be
taken to reinforce security at both operational technology (OT) and information technology (IT)
levels.

= Failure to address these vulnerabilities could compromise public safety, national security,
and the integrity of the nuclear energy sector.
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- Scope

« This report analyzes the cybersecurity needs of reactor system facilities, focusing on test
environments, cyber tools, and simulation technologies.

o It addresses rising cyber threats to nuclear infrastructure and highlights the role of facilities like
= The U.S. DOE advanced Reactor Demonstration Project (ADRP)
= Demonstration of Microreactor Experiments (DOME)
= Laboratory for Operation and Testing in the U.S. (LOTUS)
= INL’s Operation Technology Cybersecurity R&D

* The report explores tools for OT/IT protection, use of simulators for cyber-attack testing, and
includes a SWOT analysis to assess current posture.

o It emphasizes integrating cybersecurity from design through operation to meet regulatory
standards and ensure system resilience.
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Overview of the Reactor System: Safety and Security
(only focusing cybersecurity)
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- Reactor System: Security-by-Design

First Principle: Shift Responsibility to the Most Capable

Stakeholders

« Transfer security responsibility from less capable entities (e.g., customers,
government) to major tech manufacturers

» Manufacturers must be accountable for all security outcomes related to their
products

* Routinely adapt and update products to address emerging threats

Second Principle: Lead with Transparency and

Accountability

» Share insights from product deployments and discovered vulnerabilities

» Publish relevant statistics, such as the percentage of users on the latest version
* Release detailed vulnerability advisories and CVE records

» Enable other manufacturers to learn from shared data and avoid common pitfalls

Third Principle: Secure Executive-Level Commitment

 Treat security as a business priority, not just an IT concern
* Allocate resources to embed security in early design and development
* Create internal incentives to support secure software practices

* Promote a security-first culture and maintain open communication channels for
feedback

SAFEGUARDS
MODELING

Material Control and Accountability

Overall Measurement Error
Probability of Detecting Material Loss
Timeliness of Detection

Safeguards, SECURITY
Security, and s i

Force on

saf@tv b? D'eSig“ Force Modelin
SAFETY Probability ng
ANALYSIS Neutralization

Accident Sequence Timelines Attack Timelinjes
Consequence Modeling Cybersecurity
Sabotage Targets

Source: https://energy.sandia.gov/programs/nuclear-energy/safety-
security-and-safeguards-for-advanced-nuclear-power/
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- Reactor System: Defense-in-Depth

« Defense-in-depth is a cybersecurity strategy Mitigass reloase < Monitoring
that |ayeI’S mU|t|p|e tOOIS, COﬂtl‘O|S, and Confine radioactive material -
policies to prevent single points of failure. oo I o ESF actuation
o Rather than targeting specific threats, it Prevent escalation
builds a multi-layered defense to ensure E AT PG
system resilience. e
-t Control systems
* Implementing defense-in-depth involves
layering security measures like Legend
o Network segmentation, access controls, Safety
and monitoring to reduce risk and protect
|&C systems from evolving cyber threats. Safety related

Source: https://energy.sandia.gov/programs/nuclear-energy/safety-security-and-safeguards-
for-advanced-nuclear-power/
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- Reactor System: Cyber Tools, Methods, and Solutions

» Cybersecurity Evaluation Tool (CSET)

o Provides structured cybersecurity assessments £ an """""" o r‘e vigtal
o Aligns with industry standards and regulatory frameworks %o L S e
o Tailored for IT and OT systems in nuclear facilities M @/

« Industrial Protocol Simulators [ integrity e prin‘é?.ifes of B Access
o Test OT communication protocols like Modbus, DNP3, OPC UA = W oerethics Q- :
o Include fuzzing to inject malformed data and detect vulnerabilities __ ?@\’
o Help assess system resilience against protocol-specific threats A N A i

Accountability

* Hybrid Cybersecurity Integration Tools
o Combine traditional IT tools (firewalls, IDS) with OT requirements .
o Enable deployment Wlthln hybrl d teStbe dS Source: https:Ilwww.geeksle;?bﬁ'l:hci:;g;computer-networkslwhat-ls-
o Address unique challenges of deterministic, safety-critical systems

« Al and Digital Twin Technology
o Al and cyber ethics has similar core principles.
o Ensure safe, secure, and efficient integration of Al/ML in nuclear power plants by identifying cyber vulnerabilities, developing
secure integration guidelines, and creating validation standards for AI/ML models.
o Establish a continuous monitoring framework to address emerging cyber threats and maintain regulatory compliance,
facilitating the adoption of AI/ML technologies in reactor operations while minimizing risks and ensuring safety and reliability.
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- Reactor System: Cyber Tools, Methods, and Solutions (cont.)

« Simulation Limitations

o Simulations often fail to reflect real-world conditions, limiting the applicability of gathered data to
operational scenarios.

o Unrealistic scenarios and insufficient participant training contribute to confusion and reduce simulation
effectiveness.

o Many simulators have limited capabilities, reinforcing concerns about lack of realism and comprehensive
coverage.

 Facility Infrastructure Challenges
o Effective simulation and testing require robust, adaptable infrastructure.
o QOutdated or inflexible facilities hinder the ability to model diverse scenarios and evolving threat landscapes.

* Tool and Methodology Gaps

o While current tools are useful, there is a need for additional and more advanced resources.
o Physical security measures are underdeveloped, increasing vulnerability.
o Many tools lack Security-by-Design (SbD) principles, leading to long-term reliability and integration issues.
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- Reactor System: Safet-to-Cybersecurity Regulation

« The United States Nuclear Regulatory Commission (U.S. NRC) develops and enforces regulations
to ensure the cybersecurity of nuclear power plants and other nuclear facilities
— conduct regular audits, inspections, and provide guidance to licensees on implementing

effective cybersecurity programs.

/ Cyber Security \

Reactor Oversight Framework

Regulatory

Mission Requirements Regulatory Guidance — staff Guidance

R
2 10 CFR Part 50
Strategic oL
Perfor
rformance o pans
Areas coL
* ./
10 CFR73.1 ’f
e L

Nuclear Facilities
10 CFR 73.54
Cﬂrl‘lerﬁtnl‘les Protection of Digital NUREG-0800
Computer and Standard Review Plan,
Communication Section 13.6.6
Systems and Networks
RG 5.83, Rev. 0
10 CFR73.77 Cyber Security Event Notifications
Cyber Security Event \
\ Notifications /
Cyber Security requirements and guidance

Source: https://www.nrc.gov/reactors/operating/oversight/rop-description/cornerstone.html
Source: https://www.nrc.gov/docs/ML2332/ML23326A045.pdf
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Supporting Organizations and R&D
(for reactor system safety and cybersecurity)
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Il Cybersecurity and Infrastructure Security Agency (CISA)

Data Flow and Security Mechanisms

» Supports research and development of nuclear reactor FOR NUCLEAR PLANTS
teChnOIOgy Safety and secu rlty Muclear Power Plants are protected from cyberattacks using a defense-in-depth concept in
. . . . whict ered throughout the network. One part of this app
- th rOUgh fundlng and collaboration with national r'|ard-:.-ar-e. device that only allows data tnhﬂr:nw from 1higt‘u—5r3mr?t;.- Z?Puu to low-security areas.

laboratories, academia, and industry.

HIGH SECURITY
Industrial control [RE== IS Muclear
systems that are

critical to plant safety

. HARDWARE DEVICE
Optimal (E.G., DATA DIODE)
Facilitates a one-way

flow of data

Advanced

Data

Initial

LOW SECURITY

Resources that

S consolidate Management
operational data for Station

decision-makers —_—

Traditional

‘ate Yate Yo

Visibility and Analytics

Automation and Orchestration
Governance

@ HLCLEAR SECTOR
" B COORDINATING COUKCI

CISA's Zero Trust Model.

Source: https://www.sternsecurity.com/blog/category/cybersecurity-frameworks/ Source: https://www.cisa.gov/sites/default/files/publications/Nuclear%2520Sector%2520Cybersecurity%2520Infographic%25204.13.21_508c.pdf
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Department of Energy (DOE)

« Supports research and development of nuclear reactor
technology safety and security

— through funding and collaboration with national
laboratories, academia, and industry.

DOE-NE CYBERSECURITY PROGRAM KEY CONNECTIONS

Crosscutting Technology
Development Programs

Current Fleet and Infrastructure R&D LWRS Future Fleet and Infrastructure R&D

Plant Modernization

Risk Informed System Analysis

Advanced Reactor Programs (non-LWRS)
Molten Salt » Fast Reactar = HIGR
Physical Security Small Modular Reactars

Cybersecurity

Stakeholders, Peers, Partners
(Industry, Industry Associations, Universities, Regulators)
R N._.:sﬁm NEl = Exelon ©Riror. DaPs TGAIN  NEW - @'.‘:..‘:.‘::......- RGN

Cybersecurity RD&D Program crosscut connections.

Source: https://www.osti.gov/serviets/purl/1821961

Advanced Reactor Types

Energy (NE) and its national laboratories help meet the nation’s energy, environmental,

T he Department of Energy Office of Nuclear range of new advanced reactor technologies to
support research and development on a wide and national security needs.

Advanced Reactor Features

Walk-Away Safety

Requires no or minimal operator
intervention to remain safe in the

Waste Re-use and Disposal
Can greatly reduce the amount of spent

fuel requiring disposal, and some

event of an accident. technologies can re-use spent fuel.
Versatility Financeability
(an provide heat energy for industrial Can employ factory manufacturing and
processes, water desalination, and 4 he made with less capital cost.
load-following to support intermittent ‘
power sources. .

Advanced Reactor Sizes

Microreactors Small Modular Reactors Full-Size Reactors Range:
Range: 1 MW to 20 MW Range: 20 MW to 300 MW 300 MW to 1,000+MW
(anfit on aflatbed truck, and are Can be scaled up ordown by Can provide reliable, emissions-free
mobile and deployable. adding more units. baseload power.

Source: https://www.energy.gov/sites/default/files/2020/05/f74/Advanced-Reactor-
Types_Fact-Sheet_Draft_Hi-Res_R1.pdf
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- National Nuclear Security Administration (NNSA)

- Established by Congress in 2000, NNSA is a semi-autonomous agency within the
U.S. DOE that protects by designing and delivering a safe, secure, reliable, and
effective U.S. nuclear stockpile.

NAVAL NUCLEAR

LABORATO
NAVAL NUCLEAR NAVAL NUCLEAR
ol ety LABORATORY LABORATo;jx_

Bettis Atomic Power Lab  Knolls Atlomic Power Lab

B Lawrence Livermore

Mational Laboratory r e
NAVAL NUCLEAR

LABORATO? :

IKesseirin q Site

NISA

NEYALLA NATIONAL

1% Los Alamos

NS4
T Faex W #5C yiz
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- SANDIA National Laboratories

* Focuses on the development of advanced —
cybersecurity solutions for critical g riend coength o
infrastructure, including nuclear reactors. ¢ dallet Sy e Mitigative
— They work on threat analysis, secure sy Measures
system design, and advanced safety features
cybersecurity technologies to protect I TIER 1
reactor systems. Facility Level 1

(Secure-by-Design)

For all unmitigated
accident sequences

« anomaly detection

* machine learning TIER 2 (J
. ~.|, Function Level
- Developing advanced reactor safeguards and | ;. emswin (Passive DCSA Features / CSP Controls)
security (ARSS) program susceptible access
pathways 'IER 3
I_’ System Level
(Active DCSA Features / CSP Controls)

Source: https://energy.sandia.gov/programs/nuclear-energy/nuclear-energy-security/nuclear-energy-
cybersecurity-by-design/
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- SANDIA National Laboratories (cont’d)

» Advanced reactor safeguards and security (ARSS) program

— Developing Advanced Reactor Cyber Analysis and
Development Environment (ARCADE) ADVANCED REACTOR

* Analysis performed with ARCADE is used to assess the SAFEGUARDS & SECURITY
consequence and inform the risk of cyber-attack on control
system functions and network architectures.

Virtualization Environment
& 3 Switch
- r—& -

Contral Room HMIE Level 1

- =

Secw p %
Firewall Router Engineering m.':'; J}J’" %
‘Warkstation

MATERIAL
CONTROL &
ACCOUNTING

PHYSICAL
PROTECTION

\ o SECURITY

Source: https://energy.sandia.gov/programs/nuclear-energy/safety-security-and-safeguards-
for-advanced-nuclear-power/advanced-reactor-safeguards-and-security/

ARCADE EnvironmentL —
Source: https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024 FINAL.pdf I D A H O N AT I O N A L L A B O R ATO R Y

( Cyber-Physical Analysis System
|-



https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf

- SANDIA National Laboratories (cont’d)

* ARSS program

— Developing defensive cyber security architecture (DCSA)
. . Central Flow
« a method of architecting a system of systems based e e
on the functions executed by each system. A & —
Dégital Signals T
Security = Security Security Security E [umputarSecuritvlunes;Z,,.Z",Z:
Level 0 Levell Level 2 Level 3 Security Level & = WSIEI"HS:S..S:.'S:.';:
R :m::]:::-:“-mg bl = r:;m:“f:“wz = Configuration Managemaent & Verifier
Source: https://www.sandia.qov/app/uploads/sites/273/2024/08/ARSS-
Roadmap-SAND2024 FINAL.pdf
DCSA Model

Source: https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024 FINAL.pdf
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https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf
https://www.sandia.gov/app/uploads/sites/273/2024/08/ARSS-Roadmap-SAND2024_FINAL.pdf

Il National Reactor Innovation Center (NRIC)

+ Facilitates the testing and demonstration of
advanced reactor technologies, including
cybersecurity measures.

NRIC National Footprint

o They provide platforms for evaluating the
resilience and security of new reactor designs
against cyber threats.

Source: https://nric.inl.gov/partnerships/
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Il |daho National Laboratory (INL)

* Aleader in nuclear cybersecurity
research: they develop advanced
cybersecurity technologies and
methodologies for protecting nuclear
reactors.

o INL conducts vulnerability
assessments, risk analyses, and
collaborates with other
organizations to enhance the
cybersecurity posture of nuclear
facilities.

Source:https://gain.inl.gov/resources/nuclear-security-and-safeguards/nuclear-security/
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Supporting R&Ds and Testing Facilities
(for reactor system safety and cybersecurity)
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- SANDIA - Enhancing Power Plant Safety through Coupling
Plant Simulators to Cyber Digital Architecture

« The report examines how cyber events affect operator response and perception in nuclear power plants as they shift from analog
to digital systems. Using a Pressurized Water Reactor simulator, operators responded to scenarios involving normal faults, cyber-

attacks, and system malfunctions.

* Key Findings:
o Delays in identifying cyber threats
o Difficulty following procedures under stress
o Existing safety controls proved essential

+ Challenges Identified:
o Limited operator training
o Unrealistic or non-localized alarm systems
o Unfamiliar simulation environments

* Recommendations:

o Develop more realistic simulation scenarios
o Use larger operator teams and extend training duration

Pressure (psig)
g 3 B
o =] [=]

2500

2400

2300

;”l‘.”;"l‘ﬂ‘lu“f|’| ’, ‘; Iflfmlln
1

—— SNP 191 (Baseline)
----- SNP 188 (Obfuscated) -
----- SNP 189 (Obfuscated)

400 600 800 1000 1200 1400 1600 1800 2000
Time (s)

Source: https://www.osti.gov/servlets/purl/1484584

o Incorporate advanced methods like eye tracking to improve accuracy and safety evaluation
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INL- Develop and Document an Advanced Human System Interface
with Reactor Simulator

* The report outlines the development and
examination of four digital Operator Work
Displays (OWDs) recently implemented for the

Generic Pressurized Water Reactor (gPWR) ' ;T i =
simulator at INL. The redesigned displays, L ..r mr i EEE S A P .
chosen include: Charging and Volume Control o ; g | i e
System (CVCS), Reactor Control (Rx Citrl), T ”1 Irl , s H”““ [ e -
Auxiliary Feed Water (AFW), and Steam rﬁ?’ y |° , I“ SN Sl o R ORPORS |
Generator (SGN) _l:I B 'ul I !’.! : :L'I'H'. = .n.. g _hi_r=3: o-0—
| (R | TEEL
* Goals: 50 o0 & & & =14
o Designed to improve operator interaction
Wlth C0mp|eX SyStemS Source: https://www.osti.gov/biblio/1567688

o Enhance usability, especially during
emergency scenarios

o Reduce visual clutter on displays

o Enable safer and more effective operator
interactions
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Idaho National Laboratory - Develop and Document an Advanced Human
System Interface for the Generic Pressurized Water Reactor Simulator

After being tested in IFE’s HAMMLAB and INLs t ot .
Human System Simulation Lab (HSSL): D\L : ¢L ~U‘L; -

L. .
Results .:.T.: m* m*

o No negative impact on system functionality [m
o Often improved usability

Improvements Based on Feedback g &)
o Enhanced flow direction indicators '
o Added flow totalizers
) H_:% B35
Final Evaluation by U.S. Nuclear Plant Staff - g '
o Provided a balanced view between overview | I+-. j
and detailed screens f

o Enabled faster operator response and better :
decision-maki ng Source: https://www.osti.gov/biblio/1567688
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« This report investigates the integration of physical

security into the design phase of U.S. Small
Modular Reactors (SMRs). A hypothetical site
near Portland, Oregon, featuring four light-water
reactors and a shared spent fuel pool, was
analyzed. Redundant power systems included
below-grade battery/diesel generators and
rooftop backups, with 48-hour passive cooling via
Passive Safety Injection Tanks (PSITs).
Simulated attacks targeted reactor cores, the
spent fuel pool, battery banks/diesel generator
rooms, and PSITs, using tools like Blended,
Scribe3D, and PathTrace. Attack scenarios
included sequential and split attacks by
adversaries with insider knowledge.

SANDIA - U.S. Domestic Small Modular Reactor Physical
Protection System Analysis (SAND2021-0768)

System Effectiveness Comparison

100%
90%

80%
70%
60%
50%
40%
30%
20%
10%
0

4 Adversaries 5 Adversaries 6 Adversaries 7 Adversaries 8 Adversaries

=

=

= =R

B Without Hardened Fighting Positions B With Hardened Fighting Positions

Source:
https://lwww.sandia.gov/app/uploads/sites/273/2022/07/US_DomesticSmallModularReactorPhysicalPr
otectionSystemAnalysisSAND2021-0768_REV-4.pdf
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SANDIA - U.S. Domestic Small Modular Reactor Physical
Protection System Analysis (SAND2021-0768)

* Findings:
o <95% Probability of Interruption (P1) for all targets with standard Mantrap + Active D'Elay
PPS and 30-minute offsite response, indicating significant
vulnerability
+ Best-case scenarios: Battery Ban Desel

persraton Tulbines

o 78% success rate in denying sabotage (sequential attacks)
o 95% success rate in denying sabotage (split attacks)

« Hardening manned positions greatly improved system effectiveness o™

- Suggested Upgrades: T:l }— i —. ___?“““«:x
o Installation of mantraps and additional structural walls - —{ Hardened Roll-Up Doors
o Fused radar/video detection systems Lsl _/
o Internal barriers and active delay features —

Battery Bardy Dissel
prt oy Turbney

+ Strategic Insights:
o Emphasize integrating security in the design phase rather than

retrofitting
o Combine physical delay measures with active detection systems for Source:
Optlmal protectlon https://lwww.sandia.gov/app/uploads/sites/273/2022/07/US_DomesticSmallModularReactorP

. . L o hysicalProtectionSystemAnalysisSAND2021-0768_REV-4.pdf
o Effective offsite response depends on training and coordination with ysicalrrotectionsystemanalysts —P

local law enforcement
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- Reactor Testing and Demonstration at DOE INL Site

Supports research and development of cybersecurity measures for nuclear reactors through
funding and collaboration with national laboratories, academia, and industry.

« The ADRP focuses on developing and demonstrating next-generation nuclear reactor technologies
that enhance safety, efficiency, and sustainability.

*= By integrating digital ( MCRE &5
technologies like digital twins  TedaPBwer § EXPERIMENT W G”
HERMES 2

] ] MARVEL #:3 __ SMR-160
and advanced simulation tools, DOE| MICRO ——] He i Holtec | SMR
diros

ADRP aims to optimize reactor
operation and maintenance AURORA 56
Pe . . PROJECT PELE 54 ‘ Oklo | MICRO 19 -

while promoting collaboration DoD & BWXT | MICRO PN :
among government agencies, Bl Ragd NATRIUM

. . . by . aat ] TerraPowe
national laboratories, academia, & GE| SMR
and private industry.

| MMR Xe-100 & 1t
- -~ USNC & X-energy & Dow | SMR
. UIUC|TE5T REACTOR

LOTUS
NRIC |TEST BED .
DOME * ]
NRIC | TEST BED nirmes B VTR
Kairos | TEST REACTOR BOEJIEST REACTOR
EXTMSRH

MNatura Resources & Abilene
Christian University | TEST REACTOR

DOE site (at INL) reactor system demonstration projects
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- INL Demonstration of Microreactor Experiments (DOME)

- DOME focuses on enhancing cybersecurity for critical infrastructure, including nuclear reactor
systems.

o It uses advanced monitoring, real-time data analytics, and rigorous testing to detect and
mitigate cyber threats.

.,\’(l

INL/NRIC DOME facility for microreactor testing
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- INL Laboratory for Operation and Testing in the U.S. (LOTUS)

- The LOTUS facility is dedicated to advancing cybersecurity for critical infrastructure.
o It conducts comprehensive testing and evaluation of industrial control systems to identify and
address vulnerabilities, including simulating real-world cyber-attack scenarios.

S| |

INL/NRIC LOTUS facility for reactor technology testing
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- INL Operational Technology Cybersecurity

A multi-sector, interdisciplinary approach to securing digital systems and critical functions
o Consequence-Driven Cyber-informed Engineering (CCE)

= Providing critical infrastructure owners and operators a four-phase process for
safeguarding their critical operations.

o Control System Engineering

= Power, controls, electrical and systems engineering experts that incorporates experience
and application of controls in critical lifeline sectors

= OpDefender — An INL-developed device that filters out dangerous control systems
commands, preventing hackers from taking over industrial facilities.

o Cybersecurity Research and Assessment
o Hunt and Incident Response

= Malcolm Tool Suite — an open-source network traffic analysis tool.
o Cybersecurity Analysis and Controls Laboratory
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SOWT Analysis for Repurposing Reactor Testing Facilities to
Cyber Security Testbeds
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Il Generic SWOT Study for Reactor System Cybersecurity

Strengths Weaknesses Opportunities Threats

A: Integrating

#1 Designing with security in mind from Early security integration Sealed cores, passive shutdown, and Attackers increasingly combine
the start allows for improved increases design overhead, remote monitoring can make Small cyber exploits with physical
resilience and lower long-term costs. potentially delaying Modular Reactors (SMRs) and Gen IV sabotage (e.g., drone incursions,

commercialization. systems more secure by default. insider threats).

#2 Late-stage design facilitates the Mid-to-late project design Enables alignment with the most Delaying security or core design
incorporation of lessons learned, changes frequently lead to current safety, environmental, and decisions could leave the system
stakeholder input, and technological integration issues, increased cybersecurity standards, increasing vulnerable to emerging threats and
advancements. costs, delays and potential compliance and public trust. increase risks of cost and schedule

compatibility problems. overruns due to rework.
Advanced Digital Tools and Modeling vs. Minimal Tool Use (option #2
Tools such as Path Trace (focuses on Physical protection is prioritized, Digital twins can continuously  Inconsistent regulatory
identifying vulnerabilities and calculating but embedded cybersecurity in model system vulnerabilities expectations across countries or
security-related probabilities) and AVERT-PS instrumentation and control (I&C)  and train Al to detect election-driven changes in nuclear
(physical security simulation software) can systems is still developing. anomalies in real time. policy may destabilize deployment.
aid in optimizing plant layouts against
intrusion.
Easier project workflows with fewer tech Limited foresight into vulnerabilities Short-term cost savings may  Lack of simulation and Al-based
dependencies can accelerate early and inefficiencies, and lack of benefit budget-sensitive monitoring leaves systems
development and decrease initial costs. predictive modeling increases projects or developing regions defenseless to unseen risks,
design risk and reduces chances  with constrained undetected anomalies, and future
for optimization. infrastructure. compliance deficits.
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I Generic SWOT Study for Rx System Cybersecurity (cont’d)

with Regulatory Security Frameworks (option #1) vs. Prioritizing Speed and Market-Driven Securit

Security-by-Design aligns with Most evidence is simulation- Combining cyber and physical Private developers may deprioritize
International Atomic Energy Agency’s based; few full-scale deployments security into one framework security features to meet cost or
(IAEA's) INFCIRC/225 Rev.5 and U.S. have validated these models. increases resilience and time targets in a competitive
Nuclear Regulatory Commission’s (NRC) simplifies management. market.

performance-based security objectives.
Deprioritizing regulatory alignment and Failure to align with IAEA/NRC Prioritizing flexibility over strict ~ Omitting integrated cyber-physical
complex frameworks, companies can guidance can lead to licensing compliance can support more  security strategies increases
speed up development and offer an early- delays, costly redesigns, or responsive product exposure to advanced and evolving
mover advantage. project rejection. development in emerging threats.

global markets.

D: Unified Security Frameworks (option #1) vs. Decentralized or Custom-Built Systems (option #2)

Sandia’s Advanced Reactor Safeguards  Designs for pebble-bed high- Designs can be adapted to Closed-source modeling and

and Security (ARSS) program supports temperature gas-cooled reactors  protect water plants, assessment tools limit

integrated safety, security, and (HTGR) may not apply easily to microgrids, and critical transparency, collaboration, and

safeguards, reducing redundancy. molten salt or sodium fast communication hubs. adaptation by third parties.
reactors.

Independently managed safety and Disconnected frameworks can Avoiding standardized Inconsistent designs increase the

security systems can be customized for  result in duplicated efforts, higher  approaches allows for flexible  likelihood of oversights, conflicting

specific reactor designs or mission goals. costs, and complex integration solutions for experimental or protocols, or exploitable gaps
challenges. niche reactor technologies. between security domains
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I Generic SWOT Study for Rx System Cybersecurity (cont’d)

E: Adapting i . i pecific Solutions (Option #2
Leverages Designed for high-speed, data- Enables rapid deployment in Misapplication or overreliance on
technology with readily available, cost- centric IT networks, these tools may hybrid testbeds while supporting  tools not built for safety-critical
effective tools that accelerate be incompatible with legacy OT benchmarking and adaptation for systems can result in operational
implementation (e.g., firewalls, IDS, systems and ill-suited for future reactor designs. disruptions and false positives.
SIEM). deterministic environments.
Specifically tailored for deterministic, Involves higher R&D costs, Offers the potential to develop May lack the advantages of
safety-critical OT environments, extended development timelines, purpose-built frameworks broad industry testing and patch
offering greater control over behavior- and the need for a specialized recognized by regulators and to cycles, with a high barrier to
based detection for legacy protocols. workforce to build and maintain the  lead the advancement of nuclear- certification or approval due to
tools. specific cybersecurity standards.  limited precedent.

F: Converting Existing Safety Test Facilities to Cyber-Physical Environments (Option #1) vs. Building New Cyber-Integrated Facilities from

Leverages existing infrastructure Instrumentation and control Serves as a bridge between Physical layout constraints or

and test procedures, enabling systems may need substantial traditional and modern testing outdated hardware may complicate
faster, more cost-effective retrofitting, potentially causing approaches, demonstrating the retrofitting, introducing integration
implementation while maintaining operational disruptions during the feasibility of hybrid retrofits to both  risks and potential system
continuity in mission focus. upgrade process. industry and regulators. inconsistencies.

Offers full integration of safety and  Entails higher capital investment  Provides an opportunity to develop  Greenfield projects carry risks such
cybersecurity from the outset, free  and extended build time, a secure-by-design testbed free as delays, cost overruns, and

from legacy constraints and potentially requiring duplication of from legacy constraints, potentially  staffing shortages, and may face
enabling a modern architectural existing assets and capabilities. establishing a benchmark for future  funding challenges if existing
design. global test facilities. facilities are underutilized.
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I Generic SWOT Study for Rx System Cybersecurity (cont’d)

G: Building a Modular Cyber-Physical Testbed for OT/Nuclear vs. Retaining Traditional Safet Facilities (Option #2

Enables comprehensive cybersecurity Requires substantial investment in Positions NRIC as a leaderin ~ System complexity may lead to
testing alongside safety evaluations by  tools, simulation infrastructure, secure-by-design testing by unforeseen failure modes or
integrating HIL, passive monitoring, and and workforce training, with enabling proactive validation of interactions, and discrepancies
digital twins, while supporting red- potential integration challenges cyber and safety co- between simulation and real-world
team/blue-team exercises and scenario  between physical and virtual performance, while fostering conditions could undermine testbed
replays for resilience assessment. systems. collaboration across academia, validity.

industry, and government.
Simpler setups lower operational Limited capacity to detect or Maintains continuity in The growing sophistication of
complexity, while stable and well- respond to modern cyber threats, traditional safety-focused cyberattacks may render safety-
understood legacy designs help coupled with the absence of real-  testing while allowing only facilities inadequate, while
minimize the risks associated with time monitoring and emulation concentrated efforts on regulatory pressure to integrate
change. tools, hinders proactive defense physical hazard resilience cybersecurity could result in rushed

development. without added cyber and suboptimal retrofits.
complexity.
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Parameters

Strengths

Weaknesses

Opportunities

Specific SWOT Analysis for Repurposing NRIC Reactor Test
Facilities to Cyber Testbed

Threats

NRIC test
facilities

Reactor
simulator

Cyber tools

Policy and
Regulations

Facilities have already been
constructed.

INL possesses a range of both
digital and physical simulators.

INL has a dedicated cyber group
equipped with specialized tools and
methodologies for cybersecurity
research and implementation.

Policies and regulations are almost
developed, with contributions from
organizations such as SANDIA,
CISA, NNSA, and NRC.

Facility was originally focused
solely on reactor system safety.

Design changes made during the
mid-to-late stages of a project
often result in integration
challenges, increased costs,
schedule delays, and potential
compatibility issues.

Not yet been implemented in new
and advanced reactor systems.

It has not been implemented so
there is a lack of user experience
from new reactor facilities.

Can be converted into
cyber testbed.

Enables alignment with
the most current safety,
environmental, and
cybersecurity
standards.

Can be adopted to
support reactor
demonstration and
deployment.

Can be adopted
throughout the entire
reactor lifecycle.

Implementing cybersecurity
measures in the later stages of
design is both costly and
challenging

Delaying security or core design
decisions can leave the system
vulnerable to emerging threats
and significantly increase the risk
of cost and schedule overruns due
to necessary rework

No prior experience with full-scale
reactor facilities.

Modifications may be required in
response to evolving cyber
incidents and emerging threat
landscapes.
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- How to use IT for OT and nuclear reactor system

Tailored Intrusion Detection Systems (IDS): Adapt IT-focused tools like Snort or Suricata to recognize OT-
specific protocols and apply behavior-based detection tailored to industrial environments.

Network Segmentation: Enforce strict zoning and conduit policies according to ISA/IEC 62443 to limit lateral
threat movement and enhance containment.

Read-Only Monitoring: Deploy passive sensors and anomaly detection tools that monitor network traffic without
disrupting time-sensitive or safety-critical operations.

ICS-Specific SIEM: Use centralized logging platforms configured to filter for OT-relevant events and set context-
aware alert thresholds based on physical system behavior.
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- How to Convert Test Facilities and Simulator to Cyber
Testbed which are Primarily Designed for Safety

Baseline Modeling: Create a digital representation of the system architecture, including process flows
and control logic within the test facility.

Instrumentation Upgrade: Install mirrored interfaces such as SPAN ports or optical taps to enable data capture
without affecting existing safety functions.

Cyber-Physical Mapping: Integrate virtual PLCs, emulated 1&C devices, and traffic replay tools to simulate
cyber interactions and test malicious scenarios.

Data Capture and Replay: Enable time-synchronized recording of operational and network data to support
scenario replays and red-team exercises.

Controlled Injection of Faults: Introduce simulated cyber faults or anomalies to test system resiliency without
risking physical infrastructure.
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How to Connect HIL, Human Factor Engineering and CIE Within the
Simulated Environment: Integration Strategy

Hardware-in-the-Loop (HIL): Link actual control components such as PLCs and HMIs to the
simulator to enable realistic interactions with digital twin environments.

Human Factors Engineering (HFE): Implement advanced Human-System Interface (HIS) mock-

ups to assess operator behavior and response under simulated cyber conditions, such as spoofed
alarms or delayed commands.

Cyber-Informed Engineering (CIE): Embed cyber threat models and detection mechanisms into
the early design stages of the simulation to jointly evaluate both safety and cybersecurity

performance.
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How to Connect HIL, Human Factor Engineering and CIE Within the
Simulated Environment: Tooling Options

Digital Twin Platforms (e.g., ANSYS Twin Builder, MATLAB Simulink): These platforms allow for high-fidelity modeling and simulation of physical systems,
enabling real-time co-simulation with hardware-in-the-loop (HIL) components. They support scenario testing, system validation, and performance benchmarking
under both normal and cyber-compromised conditions.

Industrial Protocol Simulators and Fuzzers: Tools that simulate and test communication protocols commonly used in OT environments (such as Modbus,
DNP3, or OPC UA). Fuzzing capabilities help identify vulnerabilities by injecting malformed or unexpected data into network traffic, allowing engineers to evaluate
system robustness against cyber threats.

Cognitive Modeling Tools for Human Operator Behavior: Software frameworks that simulate human decision-making and behavior in response to dynamic
system states, including stress or deception from cyber events. These tools support the evaluation of Human-System Interface (HSI) designs and help improve
training, workload management, and situational awareness in control room settings.

Hybrid Cybersecurity Integration Tools: These solutions integrate established IT cybersecurity tools like firewalls and IDS with the specific needs of OT
environments. They enable IT tool adaptation and benchmarking in hybrid testbeds while addressing the constraints of deterministic, safety-critical nuclear
systems. Careful configuration is key to minimizing false positives and ensuring compatibility with legacy infrastructure.
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- Implementation Roadmap

System Assessment:

» Conduct a thorough mapping of existing equipment and control (1&C) systems, network infrastructure, and safety simulation
assets.

« ldentify and document critical digital assets, communication pathways, and interdependencies.

» Deploy passive network monitoring tools (e.g., Zeek, Claroty) to capture baseline traffic and detect anomalies.
* Create virtual PLCs and 1&C components to simulate and test cyber attack and defense scenarios.

Simulator and Hardware Interface
» Connect real control hardware to simulated plant environments for realistic hardware-in-the-loop (HIL) interaction.

* Integrate cyber threat scenarios into human factors engineering and usability studies, following Cyber-Informed Engineering (CIE)
principles.

Interface IT and OT Cybersecurity: }

 Design and conduct red-team/blue-team exercises in the testbed to assess system defenses under adversarial conditions.
Phase 4 « Validate detection, response, and recovery protocols within realistic operational constraints to ensure field deployment readiness.
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- Conclusion

« This study highlights the urgent need to integrate advanced cybersecurity into both new and existing nuclear
reactor systems from the earliest design stages. Various organizations and R&D initiatives are involved. A

specific SWOT analysis was performed, focusing on how the reactor testing facilities at the DOE INL site could
be repurposed as cyber testbeds.

« The specific findings from SWOT analysis (options and potential solutions) are as follows:
o Integrating Security Early vs. Later
= Early-stage integration is the best option due to all around lower costs and increased resilience;
= However, it is best to continually update security practices to prevent zero-day attacks.
o Leveraging Advanced Digital Tools and Modeling vs. Minimal Tool Use

= Utilizing advanced tools would allow for easier and more efficient ways to detect vulnerabilities, as
well as optimize plant layouts against intrusion.

= Tools used would have to comply with policies at the given time.
o Aligning with Regulatory Security Frameworks vs. Prioritizing Speed and Market-Driven Security

= To prevent unnecessary additional costs along with project rejection, it is best that reactor vendors
follows SbD with appropriate guidance from IAEA and NRC.
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- Conclusion (cont’d)

« SWOT Options and Solutions:
o Unified Security Frameworks (option #1) vs. Decentralized or Custom-Built Systems (option #2)

= This varies depending on the reactor system and the project at hand. Sometimes custom systems are
necessary to hit mission goals.

o Adapting Mature IT Cybersecurity Tools for OT/Nuclear vs. Developing Custom OT-Specific
Solutions

o This varies depending on the situation. Readily available technology such as IDS or SIEM drastically
saves time, allowing for rapid deployment. Not optimal for legacy OT systems (poor compatibility) and
not specifically tailored to any specific environment.

o Converting Existing Safety Test Facilities to Cyber-Physical Environments vs. Building New Cyber-
Integrated Facilities from Scratch

o Leveraging existing infrastructure might be the best case because there are already plans to use
decommissioned reactor facilities as test beds through NRIC. Although 1&C might need retrofitting,
this is currently the best course of action both finance-wise as well as time-wise.
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- Conclusion (cont’d)

« SWOT Options and Solutions:
o Building a Modular Cyber-Physical Testbed for OT/Nuclear vs. Retaining Traditional Safety-Only
Facilities

= Building a modular, cyber-physical testbed is the most optimal option overall

= |tis easy to implement new technology while also not having to cover costs of rebuilding

= ARDP, DOME and LOTUS, will be leveraged by several reactor vendors, supporting organization, and
stakeholders, which are mostly focused for safety; however, could be extended to cyber-physical
security as well.

« By using a SWOT analysis, the study emphasizes the advantages of early implementation over retroactive fixes
and explores technologies such as reactor simulators, Al, and digital twins for threat detection. Aligned with U.S.
NRC and IAEA guidance and frameworks, the study proposes transforming NRIC and INL into a phased,
secure-by-design cyber-physical testbed to ensure resilient, next-generation reactor operations that support

safety, sustainability, and energy sector viability.
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