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Abstract: Islanding occurs when a load is energized solely by local generators and can result in
frequency and voltage instability, changes in current, and poor power quality. Poor power quality
can interrupt industrial operations, damage sensitive electrical equipment, and induce outages upon
the resynchronization of the island with the grid. This study proposes an islanding detection method
employing a Duffing oscillator to analyze voltage fluctuations at the point of common coupling (PCC)
under a high-noise environment. Unlike existing methods, which overlook the noise effect, this paper
mitigates noise impact on islanding detection. Power system noise in PCC measurements arises
from switching transients, harmonics, grounding issues, voltage sags and swells, electromagnetic
interference, and power quality issues that affect islanding detection. Transient events like lightning-
induced traveling waves to the PCC can also introduce noise levels exceeding the voltage amplitude
by more than seven times, thus disturbing conventional detection techniques. The noise interferes
with measurements and increases the nondetection zone (NDZ), causing failed or delayed islanding
detection. The Duffing oscillator nonlinear dynamics enable detection capabilities at a high noise level.
The proposed method is designed to detect the PCC voltage fluctuations based on the IEEE standard
1547 through the Duffing oscillator. For the voltages beyond the threshold, the Duffing oscillator
phase trajectory changes from periodic to chaotic mode and sends an islanded operation command to
the inverter. The proposed islanding detection method distinguishes switching transients and faults
from an islanded operation. Experimental validation of the method is conducted using a 3.6 kW
PV setup.

Keywords: duffing oscillator; grid-following inverters; grid-forming inverters; inverter-based
resources; islanding detection; noise; PV system

1. Introduction

Renewable resources are becoming increasingly popular due to the increasing demand
for electricity consumption. This proliferation also introduces new challenges for a power
system. For example, islanding poses one of the significant challenges to the safe operation
of a power system [1]. Islanding is when a load is supplied by a generator disconnected
from the main grid [2]. The combination of the load and the generator is a microgrid.
Generally, a microgrid combines generations, lines, and loads working dependently or
independently from the main grid.

Islanding can occur either intentionally or unintentionally [3]. In an intentional
islanded operation, the goal is to maintain power flow in a part of the grid isolated from
the main grid. Some advantages of intentional islanding include facilitating recovery,
increasing system reliability, and preventing economic losses. Maintaining an island by
distributed generation necessitates fulfilling specific requirements, such as real and reactive
power controls, coordination among distributed generations to compensate for island load
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fluctuations, voltage control, and synchronization during reconnection. Unintentional
islanding occurs when a portion of the grid, due to cyberattacks, faults, protection system
errors, or switch failures, separates from the main grid and continues to supply power to
the island at a voltage and frequency different from the main grid [4]. Since maintaining
the island is not a consideration of the power system design and operation, unintentional
islanding can lead to adverse consequences for both the grid and consumers.

Throughout the islanded operation, fluctuations in distributed energy resources (DER)
output parameters can cause detrimental effects on the microgrid and the maintenance
personnel, ranging from power quality degradation, negative effects on sensitive and
important loads, life-threatening for maintenance personnel or residents, severe or slight
changes in frequency and voltage, changes in inverter-based resources (IBR) output cur-
rent [5], asynchronous reclosing, malfunction in protection relays, and the possibility of
IBR damaging when the grid returns. Therefore, an accurate islanding detection method is
important for the safe operation of a power system and microgrid. From the viewpoint of
the IEEE standard 1547, the delay of the open—close mechanism should be the only time
available for islanding detection.

During islanded operation, a microgrid can operate in one of the following three
ways: the first is to turn off the generations of the microgrid, where the IEEE standard 1547
requires islanding detection and turning off the generations in less than two seconds [6];
the second is the ride-through operation of microgrid generations; the third maintains the
islanded microgrid by balancing the generation and the load demand. For each approach,
islanding detection is necessary. Islanded operation is indeed detectable using the current
measurement of the main circuit breaker. In certain scenarios, when the current passing
through the breaker is zero, the detection of islanded operation becomes impossible solely
through current measurements. This scenario is when the voltages on two sides of the
breaker are the same, and no current passes through the breaker. Most islanding detection
methods are proposed to detect islanded operations in such situations. Although it may
seem that the most obvious islanding detection method is to monitor the status of switches,
the distribution system, unlike the transmission system, does not have a comprehensive
data collection system. Such monitoring in the distribution network would require sub-
stantial expenditures to establish this system. Therefore, alternative methods are typically
employed for islanding detection.

A simple islanding detection method uses conventional frequency and voltage pro-
tections [7]. Installing these protections is usually mandatory and is used to maintain
the frequency within 1% and the voltage around 10% of the nominal value. If there is a
significant imbalance between the real power generated by the distributed generation and
the load, the frequency falls outside the desired range, activating the frequency protection.
A similar situation may occur for voltage due to reactive power imbalance, causing the
voltage protection to activate and disconnect the generation from the grid, thus eliminating
the island. While these two protections provide a simple method for detecting and miti-
gating an islanded operation, problems arise when the imbalances are not large enough
to trigger the protections. The island can operate at different but acceptable voltage and
frequency levels in such cases. Therefore, other proposed methods have a smaller NDZ
and better operational speed.

Islanding detection methods are primarily divided into two categories: remote and
local [8]. Remote islanding detection methods are mainly based on communication infras-
tructures. An example is the power line carrier method. This method sends an islanding
signal to the control center once the main circuit breaker is disconnected. Local islanding
detection methods are generally categorized into active and passive approaches. Passive
islanding detection methods use the point of common coupling (PCC) measurements to de-
tect islanded operation [9]. These methods often have a significant nondetection zone (NDZ)
but are easy to implement [10]. Reference [11] proposed an advanced passive islanding
detection method for systems incorporating multiple inverters. Reference [12] introduced
an index for postprocessing by estimating the number of peaks and valleys within a cycle
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using a sliding window, enabling the detection of islanded operation based on the statistical
features of the square of the RMS value and the average crest factor. Reference [13] detected
islanding based on the cumulative sum of superimposed impedances. Reference [14] intro-
duced a method for islanding detection based on the long short-term memory network.
Reference [15] proposed a passive islanding detection method based on the frequency
deviations using chaos theory. This study applies a forced Helmholtz oscillator to detect
islanded operations for multiple distributed generations.

Active islanding detection methods inject perturbation into the inverter output param-
eters and detect the islanded operation based on the changes in measurement. The per-
turbation facilitates islanding detection and decreases the NDZ but causes power quality
degradation. Reference [16] employed a small magnitude current injection via a-axis cur-
rent controller. Reference [17] presented an islanding detection method using a modified
active frequency drift. This method proposes a reduced total harmonic distortion without
affecting the reliability of the active frequency drift method. Reference [18] incorporated a
frequency locked-loop (PLL) that utilizes the voltage phase and frequency at the point of
common coupling (PCC), along with a modified auto phase shift (APS), to enable decentral-
ized power generation systems for effective islanding detection. Reference [19] presented
a method for islanding detection that leverages the rate of change of kinetic energy and
the RMS value of absolute frequency deviation, specifically designed to operate effectively
under perfectly matched loading conditions. Hybrid methods combine passive and active
islanding detection methods to use their advantages and reduce drawbacks.

The noise effect is neglected in most of the mentioned passive and active islanding
detection methods. High ambient noise levels applied to the PCC point measurements can
disturb most islanding detection methods. The noise can arise from switching transients,
harmonics, grounding issues, voltage sag and swell, electromagnetic interference (EMI),
external sources of electromagnetic fields, and power quality issues. For example, a radio
frequency (RF) signal, lightning, and the corona effect of a high voltage transmission line can
interfere with islanding detection. However, it is important to detect islanded operations in
a noisy environment with a small NDZ. The main contribution of this paper is reducing
the noise effects on islanding detection. The proposed method utilizes a signal processing
approach using a classical Duffing equation to mitigate the impact of noise on islanding
detection. The main point of using the Duffing oscillator for islanding detection is that even
under a high noise, the Duffing oscillator can discern small periodic signals by altering its
phase trajectory from periodic to chaotic mode. The method is tested under different load
quality factors and switching events probable for a power system. The proposed method
has a negligible NDZ in a high-noise environment, a small detection period, and easy and
low-cost implementation. The proposed method is validated in a 3.6 kW PV setup.

Section 2 of this paper presents the study system. Section 3 discusses the application of
the Duffing oscillator in weak signal detection and its characteristics on islanding detection,
as well as analyzing the proposed method and the noise effect on the islanding detection.
Section 4 discusses the simulation and implementation results in grid-connected and
islanded operations. Finally, Section 5 concludes the paper.

2. Study System

Figure 1 shows the study system contains a primary source with a voltage-sourced
converter (VSC), main grid, and load [7]. The system can work either in grid-connected
or islanded modes when the circuit breaker is closed or open, respectively. The primary
source and the VSC are connected to the PCC point through a transformer and a series
filter which are represented by L; and R; in Figure 1. The Thevenin equivalent of the main
grid is modeled by a voltage source, the equivalent impedance R, of the power system,
and the equivalent inductance L., of the lines and loads [20]. The study system parameters
are mentioned in Table 1.
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Figure 1. Single line diagram of the study system.

Table 1. Study system parameters.

Inverter and Grid Parameters Values
Lt 2.3 mH
Rt 5mQ
Leg 0.31 mQ)
Req 12 mQ)
PV output power 100 kW
PV apparent power 120 kVA
DC bus voltage 900 V
fs 8 kHz
Sampling frequency 16 kHz
Vi_L 480V
ferid 60 Hz

According to (1), once the load reactive power supplied from the main grid Qs de-
creases, the primary source should supply the reactive power shortage of the load Q [5].
However, for the islanded operation, Qs is eliminated from (1), and the primary source
should supply the reactive power of the load solely. Thus, a proper islanding system
is necessary to control the PCC voltage before and after the islanded operation and to
compensate for the load reactive power.

Qr=0Qp+0Qs 1)

During a grid-connected operation, an islanding system regulates the output current of
the inverter. When the grid is disconnected, the voltage may exceed its threshold [21]. Once
the main circuit breaker is disconnected, the PCC voltage must meet the standard criteria.
The islanding detection system is responsible for detecting the islanded operation and must
modify the grid-following to the grid-forming inverter mode. In the grid-forming inverter
mode, the inverter injects the needed reactive power and maintains the PCC voltage in the
normal range.

3. Application of the Duffing Oscillator for Weak Signal Detection
The Duffing equation is generally based on the Rayleigh differential Equation (2):

%4 x4 ph(x, %) =0, (2)

considering x as the derivative of x with respect to time, h(x, %) is a nonlinear expression.
If h(x, %) is chosen as (x? — 1)%, (2) changes to:

itx+pu(x®-1)x=0. 3)
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Equation (3) is the van der Pol-Duffing equation. By choosing # = 1 and h(x, %) = x3 the
classical Duffing equation is obtained as:

i+x+x3=0. (4)

Equation (4) is a nonperturbed Duffing equation. By adding —&x + -y cos(t) to the right
side of (4), the perturbed Duffing equation is as follows [22]:

%+ &t — ax® 4 x = ycos(wt), (5)

which is the general form of a classical Duffing equation. In (5), ¢ controls the system
damping by dissipating energy and decreasing the amplitude of oscillations over time.
The linear stiffness of the system is controlled with «. It measures how the system responds
to small displacements from equilibrium. The restoring force nonlinearity is controlled
by —ax® + x, 7 is the driving force amplitude, and w is the angular frequency of the
driving force.

The sensitivity of the Duffing oscillator on its initial conditions is used to develop an
islanding detection system [23]. The finite cycles in nonlinear systems enable the analysis
of state variables through the bifurcation feature [24]. By increasing <y in (5), the period
(t= 117) of state variables for the Duffing system doubles. For example, it increases from 7t
to 27t or from 27t to 47t. This change in the state of the oscillator is bifurcation. Bifurcation
in the Duffing oscillator happens several times, for v = 0.25, T = 27, v = 0.35, and T = 4,
and the other bifurcation happens when ¢ = 0.5. Increasing v > 0.7 causes the state
variables of the Duffing oscillator to be in order mode in the time domain. This is the order
state of the Duffing oscillator. Increasing y > 0.83 changes the Duffing state to chaotic
mode. In two- or more-dimensional state spaces, an oscillating response is also one of the
possible system responses. The movement of state variables along a closed loop indicates
periodic oscillations within the system. When the state trajectory approaches this loop,
the system is regarded as stable; otherwise, it is unstable [24]. This paper shows that an
islanding event is detectable using the phase plane trajectory of the Duffing oscillator and
by changing the state from order to chaos under a high-noise environment.

Equation (5) presents a nonlinear elastic system with the damping ratio -, nonlinear
restoring force —ax® + x, and the driving force 7 cos(wt). The nonlinear dynamic system
has four modes, and two of the four modes, the order and chaos modes, are used to detect
the islanded operation [25]. To investigate the changes on 1, this paper considers « = 1 and
¢ = 0.5 to solve the second-order differential equation using the Runge-Kutta algorithm
with a step size of 1072, which fixes . = 0.83. Equation (6) is obtained by substituting the
constants in (5) considering the PCC voltage and the added noise as the perturbations:

% +0.5% — x° + x = 7y cos(t) + Input voltage + £(t), (6)

where v = . is the critical point of the Duffing oscillator, and the changes in y can change
the state of the system based on the bifurcation. The frequency of the driving force in (5)
under a high-noise environment is equal to the frequency of the signal to be detected. This
is characteristic of the Duffing oscillator when the frequency of the driving force is the
same as the signal to be detected the Duffing oscillator adds the amplitudes of the driving
force to the signal [26]. When the Duffing oscillator is in a critical state, minor changes in
system measurements can lead to significant state changes. Increasing -y to values more
than . changes the state of the Duffing oscillator from order to chaos. Transitioning from
an order to a chaotic state in a high-noise environment changes the coefficients of the fast
Fourier transform (FFT) of the Duffing equation output y. FFT coefficients change from
symmetrical to unsymmetrical waveforms when 7y surpasses .. The even coefficients of
the FFT(y) for symmetrical waveforms are almost zero. However, for the unsymmetrical
waveforms, the even and odd coefficients of FFT(y) have values other than zeros [27]. Using
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FFT(y) for islanding detection, the third and fourth harmonics differences are used as the
criteria to send the islanded operation signal to the inverter.

The main difficulty of passive islanding detection methods is determining the thresh-
old. Determining the threshold is important since the detection accuracy depends on the
threshold. This paper uses the Melnikov function [23] to calculate the threshold of vy as
the amplitude of the driving force [28] for the Duffing oscillator in islanding detection.
This function is a predictive tool for nonlinear dynamical systems subjected to periodic
perturbations [29]. By analyzing the Melnikov function and identifying when it equals
zero, the potential for chaotic dynamics of the Duffing oscillator is revealed subjected to
periodic perturbations [30].

Mito) = /_i V2 sech(t) tanh(£) (7 cos w(t + o) — Eyo(#))dt

B ﬁ(37‘c cos(w)y — 2%§)
3

(7)

To find the threshold, the chaotic state needs to be considered, when M(ty) = 0
and ¢ = 0.5, then the threshold for -y in (8) is obtained using residue theorem and direct
integration [24]:

~ 2cosh(7%?)
= 3v 271w ’

Equation (8) is valid for w = 1 and 0.37 < ¢ < .. Using this criterion, the amplitudes of
the driving force and the signal to be detected add to each other once the driving force and
the input signal have small enough frequency differences. The Duffing oscillator can detect
a small signal buried in the noise environment if and only if the difference between the
frequency of the driving force and the signal to be detected is almost the same (| 24| < 0.03).

(®)

4. Applying Duffing Oscillator to Islanding Detection

Islanding detection using a Duffing oscillator is based on monitoring voltage fluc-
tuations of the PCC. Disconnection of the inverter is necessary for the grid-following
inverters when the voltage is outside the normal operating range. Once the main circuit
breaker is disconnected, the islanding system should change the operation strategy from
grid-connected to islanded mode. Using a grid-forming inverter, the inverter continues
to operate in island mode when the main circuit breaker is disconnected from the main
grid and during islanded operation. The grid-forming inverter maintains the voltage and
frequency of the island and stabilizes the island for resynchronization [21]. Considering a
PV system as the primary source, the injected power from the PV system is Ppy + jQpy,
and the difference in power supplied from the main grid is AP + jAQ.

The protection mechanism detects an islanded operation through voltage deviations
beyond the standard range. Following the IEEE standard 1547, the voltage range in a grid-
connected operation is between 88% and 110% of the nominal voltage. Table 2 represents
the response of DER to abnormal voltage conditions of a power system [6]. This table
guides the appropriate setting of DER trip functions in response to abnormal voltage
conditions, promoting the reliability and security of the grid [6]. In this table, OV reflects
the overvoltage and UV reflects the undervoltage limits.

Table 2. DER response to abnormal voltages.

Shall Trip Function Voltage (pu) Clearing Time (s)
ov2 fixed at 1.20 fixed at 0.16
Oov1 1.10-1.20 1.00-13.00
UVl 0.00-0.88 2.00-21.00

Uuv2 0.00-0.50 0.16-2.00
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Three different conditions are probable for islanding detection using the Duffing
oscillator. The first condition is when the output reactive power of the PV is equivalent to
the power demand of the load. In this condition, the Duffing oscillator is accompanied by
the rate of change of voltage (ROCOV) for islanding detection. Differentiating the voltage
variations using ROCOV magnifies the smallest changes and facilitates the islanding
detection [31]. In the second condition, the reactive power is injected from the grid into
the local load (AQs > 0), whereby the PCC voltage is lower than the grid voltage during
the islanded operation. In the third scenario, reactive power is injected from the local load
into the grid (AQs < 0), where the PCC voltage is greater than the grid voltage during
islanded operation.

4.1. Analysis of the Proposed Method

In (5), the driving force frequency is w rad/s. The normal frequency of the grid is
60 Hz. The grid dynamics, including load and generation changes, change the normal
operation frequency based on Table 3 [6]. The Duffing equation frequency for islanding
detection should be compatible with the normal frequency range of the main grid. This
normal frequency is not necessarily limited to 60 Hz. To match the grid frequency with the
Duffing oscillator driving force frequency, an array of Duffing oscillators is used in this
paper to cover the whole normal frequency domain of a 60 Hz power system.

Table 3. DER response to abnormal frequencies.

Shall Trip Function Frequency (Hz) Clearing Time (s)
OF2 62.00 0.16
OF1 61.20 300.00
UF1 58.50 300.00
UF2 56.50 0.16

Based on Table 3, to ensure the synchronous operation of the detection system with
the grid frequency; it is imperative to set a specific driving force frequency range for the
Duffing array between 58.5 Hz and 61.2 Hz. A frequency transformation of the Duffing
equation driving force is indispensable to achieve this requisite frequency alignment. This
transformation is realized by substituting a time variable, ¢, related to w via the equation
t = wT and considering w = 27 f:

x(t) = x(27fT)

5 dx(2rtft

1(t) = i T 9)
2

() = e LaoOy

by substituting (9) in (6), (10) is obtained as:

1 dx*(2nfr) . 05 dx(27fT)
Qrnf2 a2 2nf  dc

—3@2nrft) + x(27fT) = v cos(27fT) (10)

Equation (10) is used to synchronize the islanding detection method with a power system
that works in f normal operation frequency [28].

4.2. Noise Effect on the Proposed Islanding Detection Method

In this paper, the noise is considered as an additional input. The dynamics of the
system are described in terms of the state variables x and y, and the input is added to the
system in (11):

{ ¥ =wy 1)
Y = w(—0.5y + x% — x + v cos(wt) + s cos((w + Aw)T + @) +&(t)),
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where ¢(t) is the Gaussian white noise with the root mean square ¢, Aw is the small
enough frequency difference between the driving force and the voltage signal, where
Aw < w, and ¢ is the primary phase difference between the driving force and voltage
signal. The above transformation led to the construction of the Duffing oscillator array to
detect islanded operations in the normal frequency range. This array comprises several
uncoupled Duffing oscillators with different frequency definitions. In this array, each
Duffing oscillator is responsible for islanding detecting in a very narrow frequency extent
Aw [32]. The Runge-Kutta algorithm is sensitive to the different step sizes, and there is a
truncation (discretization) error when using the Runge-Kutta algorithm due to the infinite
Taylor series. The truncation error causes a distinct discrepancy of the critical value 7, for
different step sizes. Changing the step size in numerical simulations does not result in
a phase trajectory transition. The only parameter that changes the phase trajectory is ..
For the Duffing oscillator, the phase transition happens if and only if the frequency of the
voltage signal and the driving force are close enough (| %’| < 0.03). The total periodic force
of the Duffing oscillator containing the driving force, the PCC voltage, and the ambient
noise is obtained using (6) as:

Total Amplitude = v, cos(wT) + d cos((w + Aw)T + @) = 7y, cos(wT) + 6 cos(wT) 12)
cos(AwT + ¢) — dsin(wT) sin(AwT + ).

Assuming the total amplitude in (12) is equal to the A(T) cos(wT + ¢¢(7)), then A(T)
and ¢;(7) are achievable using (13) and (14), respectively, [32] as follows:

A%(T) = (7¢)? + 27c0 cos(AwT + @) + 62 (13)

and
Yesin(@i(T)) = dcos (¢¢(T)) sin(Awt + @) — dsin (¢(T)) cos(AwT + ¢). (14)

In (13) and (14), there are three probabilities for the Duffing oscillator state. If Aw is
negligible, then A = /2 + 2.6 cos(¢) + 62 and the phase difference (¢) can change the
state of the Duffing oscillator. For 77 — cos™1 (zi%) < ¢ < m+cos! (21%), when ¢ < 7,
the Duffing oscillator remains in its initial state (order mode) [33]. When ¢ is not in
this range, the Duffing oscillator cannot detect the islanded operation correctly. In this
paper, the driving force amplitude is considered to be half of the voltage amplitude in
normal operation. This consideration causes a negligible NDZ resulting from ¢. For a
significant Aw, when A(T) = 7. + ¢, the Duffing oscillator is in its chaotic mode, and for
A(T) = 7. — 4, it is in its order mode. A feedback loop assesses the number of chaotic
Duffing oscillators in the array. The frequency of the Duffing oscillator is calculated using
fa = %—% and checked with the grid frequency. For a significant Aw, the ¢(7) effect is

negligible on islanding detection.

4.3. Noise Immunity of the Islanding Detection Method

In this study, the power of the noise is increased gradually to check when the proposed
method cannot detect the islanded operation through the noise. This point is considered
the worst-case signal-to-noise ratio for the proposed method. The noise in this study is the
measuring point noise. The power system is considered to work in a remote place such that
the noise cannot affect the power system stability. The SNR value represents that for 1 pu
of the voltage, the maximum noise amplitude in measurement should not exceed eight
times bigger than the voltage signal. However, the proposed method can detect islanded
operation in a real power system when the signal-to-noise ratio in PCC is not exceeded by:

2

SNR = 20log( V) —7.04dB. (15)

1207



Energies 2024, 17, 4405

9 of 20

The simulation and experimental results show that the proposed islanding detection
method detects an islanded operation in an environment with about 7.04 dB signal-to-noise
ratio in reality. The noise amplitude is almost three times smaller than a power system
voltage signal amplitude in this ratio.

5. Simulation and Experimental Results

Based on the two different probabilities for the voltage amplitude and ambient noise,
this paper considers a weaker noise power compared to the voltage amplitude. Figure 2
shows the proposed system used to validate the proposed islanding detection method.

Boost
PV panel converter VSC
Voltage DC ;
and LC
current filter
meter
DC
i Control
Measured:  signal
signal |
,,,,,,,,,,,,,,,,,,,,, DC/DC Voltage
controller meter

Main
circuit
breaker

Figure 2. The block diagram of the study system and the proposed islanding detection method.

5.1. Case 1: Normal Operation before Islanding

Figure 3 shows the flowchart of the proposed islanding detection method. In this
flowchart, the criteria are based on the IEEE standard 1547, and the measured voltage at
the first level should meet the normal criterion 88% < V < 110%. If the first criterion
is not met, the second criterion checks whether the voltage is in the 50% < V < 88% or
110% < V < 120%. If the PCC voltage violates the second criterion for t; > 1s, the system
should be checked for islanded operation using the Duffing oscillator. In this flowchart, ¢
is the delay time that the islanding detection algorithm is not activated. For the defeated
criteria for more than the t;;, islanding detection checks the islanded operation. The last
criterion is V' < 50% or V > 120% in Table 2, and if the voltage limit beyond the criterion
lasts ty; > 2 s, the system should be checked for islanded operation. The FFT of the
output signal of the Duffing oscillator is then calculated, and the difference between the
third and fourth harmonics should not exceed 0.12 for normal operation. The islanded
operation signal is sent to the inverter if this criterion is defeated. To consider the switching
transients, a t;; > 0.4 s delay is applied to the detection system before deciding on the
islanded operation.

For the noise with a root mean square of ¢ = 0.21 and the SNR = 25 dB, the phase
plane trajectory of the Duffing oscillator for simulation result with |A7‘*’| =0and ¢ = /3
is shown in Figure 4a in simulation and Figure 4b in implementation. The phase plane
trajectory of the Duffing oscillator is in its periodic state, and no state transition occurs
since the PCC voltage is in its normal operation. For |A7“’| < 0.03, the experimental results
are the same as the theoretical results. That is, for |%"| > 0.03, the phase transition due
to quick changes of y(t) is not reliable. ¢ = 0.05 and SNR = 1 dB are considered for the
weak noise and a considerable voltage signal scenario as the second probability, which is
not sensible in real power system islanding studies.
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_|Measuring of PCC|
voltage (V)

88% <V <110%

50% <V < 88% or
110% <V <120%

V <50% or V >120%

A

FFT (y) Duffing equation re—

Yes
Islanded operation

Figure 3. Flowchart of the proposed islanding detection method using the Duffing equation.

Transition in the phase plane trajectory of the Duffing oscillator happens if and only if
the driving force frequency is close enough to the voltage signal. Thus, an array of Duffing
oscillators is needed for islanding detection with a voltage signal and weak noise, which
is more probable in power system operations. In the simulation and the implementation
results, 58.5 < f < 61.2 is the normal frequency range of the power system. Figure 5 shows
the implementation testbed. ARM microcontroller is programmed to process the Duffing
equation with the input perturbations, including noise and PCC voltage. A transformer
is connected to the PCC point, and a voltage divider with an offset provider, Opamp, is
used to change the voltage level for processing in the ARM microcontroller. It is worth
noting that the internal inverter digital signal processing (DSP) could also be used instead
of the ARM microcontroller in the testbed. The only considerations for the DSP are the
digital-to-analog (D/A) and analog-to-digital (A /D) converters that are not embedded in
some of the DSP modules.
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dx/dt

dx/dt

Figure 4. Phase trajectory of the Duffing oscillator for the voltage signal and the noise with o = 0.21
and the SNR = 25 dB: (a) simulation; (b) implementation.

circuit

Figure 5. Experimental setup for islanding detection using Duffing oscillator.

The ARM microcontroller processes real-time voltage deviations from the threshold
in the Duffing equation for islanding detection. A voltage reduction is needed to utilize
the STM32f407Discovery ARM microcontroller to implement the proposed method on the
3.6 kW PV setup. It is essential to ensure that the input voltage of the ARM microcontroller
is converted to its appropriate voltage range. The voltage reduction process must be
accompanied by physical isolation between the PCC and the ARM to prevent physical
damage during faults. The transformer ensures a safe voltage reduction with mechanical
and electrical isolations, and the resistive divider after the transformer ensures the proper
voltage range for the ARM microcontroller. An OP07CP Opamp with a 1.5 V offset is used
to compatible the voltage signal with the ARM input voltage range. Figure 6 shows the
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transformer, resisters, Opamp circuit, and the ARM microcontroller programmed by Keil
uversion 5 to perform the Duffing equation in the normal and islanded operation of the
system. Figure 7a in simulation and Figure 7b in implementation shows the phase plane
trajectory of the Duffing output in grid-connected operation mode.

Input
signal

15:1 100 kQ 10 kQ 10 kQ

System
< st+art >
Measuring
input
sigha

=1
©

c

—

|

Programmed in ARM
using keil

500

dx/dt

-500

L (b)

Figure 7. The Duffing oscillator phase trajectory in order mode at the normal operation of the system:
(a) simulation; (b) implementation.
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5.2. Case 2: Islanded Operation

For islanded operation, t = 0.2 s in simulation, the main circuit breaker disconnects
the grid. The PCC voltage increases significantly since loads are mostly inductive in a real
grid. Consider the probability of the voltage signal having a larger amplitude than the
noise signal. For the islanded detection, an array of oscillators with different frequencies
between 58.5 and 61.2, with a 0.03 difference, is needed for 90 Duffing oscillators. All
these oscillators are integrated within a single ARM microcontroller. The Duffing oscillator
detects weak signals among noise based on the similarity between the frequency of the
driving force and the signal to be detected. The Duffing oscillator can detect the voltage
signal among noise when the voltage frequency signal from the driving force frequency is
less than 0.03 Hz. The Duffing oscillator array is considered as Q) = [wq, wp, - - -, wep|. This
array is an equal-ratio array made up of the 90 Duffing oscillators with:

f1 = 5850, f, = 5853, - -, foo = 61.20. (16)

The difference between the third and the fourth coefficients of the FFT, which is
calculated using the Duffing oscillator output, is considered the criteria for the islanded
signal. When islanding occurs, for 58.5 Hz < f < 61.2 Hz, the regular intermittent chaos
happens in two adjacent Duffing oscillators (1 and n + 1). The equivalent frequencies for
these two oscillators are f, and f,,11. In these two frequencies, the phase plane trajectories
of the Duffing oscillators change from order to chaos states. The even coefficients of the
FFT(y) (v is the output signal of the Duffing oscillator) change from almost 0 to almost
1. Since the coefficients are not exactly 0 and 1, the islanding command signal is sent to
the inverter if and only if ||h3| — |h4|| > 0.12, where |h3] is the absolute value of the third
harmonic extracted from the FFT(y) and |hy4] is the absolute value of the fourth harmonic.
The series filter used in the system, as shown in Figure 1, is designed to mitigate high-
frequency noise and harmonics, ensuring the system operation. The noise referred to in this
article is the PCC measurement noise. The filter is designed to mitigate the harmonics of
the PCC voltage caused by inverter switching. For the third and fourth harmonics, the filter
can effectively reduce noise and ensure clean signal input to the PCC. However, for other
types of harmonics and high-frequency noise, the filter capability cannot affect the accuracy
and response time of the islanding detection method, since the driving force frequency of
the Duffing oscillator is highly sensitive to the frequency of the signal to be detected. A
time delay of 0.4 s is considered for the proposed islanding detection method to eliminate
the load-switching effect. The phase plane trajectory of Figure 8a represents the chaos
mode of the Duffing oscillator in simulation, and Figure 8c shows the chaos mode of the
Duffing oscillator in implementation. Figure 8b shows the time and velocity diagrams of the
islanded mode in simulation, and Figure 8d in implementation. In this mode, the islanding
system sends the islanded operation signal to the inverter, and the grid-following inverter
changes its mode to grid-forming to stabilize the island by dampening the fluctuations.
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Figure 8. Islanded operation of the system: (a) chaos phase trajectory of the Duffing oscillator in
simulation, (b) x — ¢ and % — t diagrams in simulation, (c) chaos phase trajectory of the Duffing
oscillator in implementation, and (d) x — t and "% — t diagrams in implementation.

5.3. Case 3: Normal Operation after Islanding
When the islanded inverter is reconnected to the grid at t = 0.4 s, the voltage returns
to its steady state after minor fluctuations (0.1 s). During this transition, the phase plane
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trajectory of the detection system shifts from chaos to order mode. The time response of the
transient process is less than 1 cycle, which meets the IEEE standard 1547 criteria. Once the
main circuit breaker is reconnected, the detection system returns to its normal state after a
transient period.

Figure 9a,b show the x — t and ‘fi—’t‘ — t diagrams in the normal operation of the system
after the transient period in simulation and implementation, respectively. The power cutoff
time is 0.2 s and the reconnection time is 0.4 s. In this paper, the criteria for islanding
detection are based on the UL 1741 test [34]. This test specifies that the method for islanding
detection must successfully detect islanded operation for an RLC load with Qf < 1.8
within 2 s. This paper considers system switching and inverter switching as the switching
events. These switching events last up to 10~ ! s. The proposed method should distinguish
the islanding operation from faults or switching events properly. This method is valid
for islanding detection in various quality factors, load-switching conditions, and load
imbalance situations.

dx/dt

1500 2000 2500

0 500 1000

(b)

0 500 1000 1500 2000 2500
Time (ms)

Figure 9. x — t and ‘Zi—’; — t diagrams of the Duffing oscillator in grid-connected operation: (a) simula-
tion; (b) implementation.

5.4. Case 4: Normal Operation with Noise Interference

Figure 10 shows the PCC voltage interfered with noise. The noise signal in this figure
distorts the voltage signal and the phase trajectory both in simulation and implementation.
The noise cannot alter the Duffing oscillator mode when SNR = 10 dB. Figure 10a shows
the noise applied to the voltage signal for the SNR in the Duffing oscillator detection range.
Figure 10b is the distorted voltage signal with noise, which is less than the Duffing oscillator
detection limit. Figure 10c shows that the noise can distort the phase trajectory without
affecting the detection process. Figure 10d is the phase trajectory output of the Duffing
oscillator in implementation. It is mentioned that the noise power beyond the Duffing
oscillator SNR tolerance can devastate the phase plane trajectory, leading to detection
failure. The maximum noise tolerance of this method for islanding detection is obtained
using the SNR criterion.
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Figure 10. Noise effect on the proposed islanding detection method: (a) the noise signal in simulation,
(b) distorted voltage signal with noise in simulation, (c) phase trajectory of the Duffing oscillator in
order mode and normal operation of the system under the noise in simulation, (d) distorted voltage
signal with noise in implementation, and (e) order mode of the phase trajectory for the Duffing
oscillator in normal operation of the system under distorted voltage with the noise in implementation.
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6. Performance Evaluation of the Proposed Islanding Detection Method

Islanding detection methods are evaluated and compared according to several key cri-
teria. These include compatibility with the type of primary energy source, implementation
costs, suitability for systems with multiple distributed generators (DG), impact on power
quality, the nondetection zone, type of load, quality factor, response time, and vulnerability
to cyberattacks.

The proposed islanding detection method is applicable to both inverter-based re-
sources and synchronous generators. However, it is not suitable for systems with multiple
DG. A significant advantage of this method is that it does not introduce any disturbances
to the power quality of the system and has very low implementation costs. While it is
suitable for various load types, capacitive loads affect its performance. According to the
UL1741 test [34], the most challenging scenario for detecting islanded operations occurs
when Qjy,s < 1.8. The proposed method is capable of detecting islanded operations in
this condition and generates an islanding signal. However, it is vulnerable to cyberattacks,
and incorporating encryption and decryption mechanisms could improve its resilience
against such threats.

6.1. Response Time of the Proposed Islanding Detection Method

Given the detrimental effects of islanded operations on a microgrid, reducing the
detection response time is of critical importance. This section compares the response time
of the proposed islanding detection method with passive islanding detection methods in
Table 4 [35].

Table 4. Response time of the passive islanding detection methods.

Passive Methods Response Time
Rate of Change of Frequency over Power 100 ms
Rate of Change of Frequency (ROCOF) 24 ms
Phase Jump Detection 10-20 ms
Rate of Change of Active and Reactive Power 24-26 ms
Total Harmonic Distortion 45 ms
Over Under Voltage/Over Under Frequency 4ms-2s
Signal Processing Methods Response Time
Discrete Fourier Transformation 1 ms
Continuous wavelet Transformer 0.6s
S-Transformer 26-28 ms
Time-Time Transformer 255
Kalman Filter 50-70 ms
Hilbert Huang transform Less than 2 cycle
Intelligent Methods Response Time
Artificial Neural Network (ANN) 0.2s
Phase-space technique 0.24s
Signal energy using Wavelet 32 ms
Q — Qjyp Fuzzy logic 0.68 s
Adaptive Neuro-Fuzzy Inference System 0.062 s
Voltage and current RMS 0.040 s
Naive Bayesian classifier 0.12s
The proposed Method Response Time
Proposed Islanding Detection Method 556 ms

6.2. Nondetection Zone of the Islanding Detection Method

NDZ presents a range of conditions or situations where an islanding detection method
cannot recognize the islanded operation [36]. Decreasing NDZ is important to ensure the
reliability of the islanding detection method. This paper uses the real and reactive power
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mismatches to calculate NDZ [37]. For an RLC load, the reactive power of the load is
calculated as follows [31]:

3V2
Q=" —3V2w,C. (17)
wyL
For the grid-connected operation mode of the inverter and considering a unity power factor,
the load reactive power equals the reactive power mismatch [31]:

32 ) 32 w?
AQ wnL(l wyLC) wnL(l wZ) (18)

Considering w, = wy £ Aw, the reactive power mismatch is obtained as follows:

3v2 2
AQ =

_amL“"uﬁiZfﬁ” (19)

where w;, is the load nominal frequency, L is the load inductance, R is the load resistance, V
is the voltage, and Af is the frequency range based on the IEEE standard 1547. Real power
mismatch is similarly calculated as [38]:

3Vv2 1

AP =+3VAV][ = —(1— ————
3 A= Gzavy

= ). (20)

Figure 11 shows that the NDZ of the proposed method is smaller than the other refer-
ences, which can acknowledge the reliability of the islanding detection method. Simulations
show that when L is varied between 0.1 and 0.5 pu, a stiff grid (SCR > 5), the proposed
method remains robust. The method tolerates variations of up to +10% in L; and L., with-
out significant performance degradation. This demonstrates the resilience of the proposed
method under real-world conditions. Under weak grid conditions, however, the system
becomes unstable.

T T T T T
20F .
~
eé 10} .
p—
o
~10F 4
<
_20}+ 4
~30 I 1 1 1 1
30 ~20 10 0 10 20

AP (kW)

Figure 11. NDZ comparison of the proposed islanding detection method with the passive islanding
detection methods. Crimson represents the NDZ for [16], blue for [18], green for [7], red for [31], and
black denotes the NDZ for the proposed method.

7. Conclusions

This paper proposed a passive islanding detection method using chaos theory based
on a classical Duffing oscillator. The method can detect islanded operations using a signal
processing method in a high-noise environment. The basic idea of the method is to detect
a weak signal by changing the phase plane trajectory of the Duffing oscillator from order
to chaos by changing the coefficients of the Duffing output FFT. The simulation results
are carried out in MATLAB and validated in a 3.6 kW PV setup. The results show that
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the proposed method is reliable, accurate, and does not interfere with power quality,
making it a suitable solution for islanding detection under a high-noise environment.
The primary limitation of the chaos method under consideration pertains to its inability
to detect islanding events where there is no discernible difference between the primary
source output power operating in island mode and the local load power demand, which is
addressed in this paper using the ROCOV method. Moreover, simulations confirm that
the proposed method remains robust under stiff grid conditions, but may require further
adjustment for weak grid scenarios. For future work, an investigation of different noise
levels and a thorough investigation of noise effects on the islanding detection method is
valuable. This analysis includes various noise scenarios, such as high-frequency noise,
harmonic distortion, and random disturbances, to assess how these factors influence the
accuracy and reliability of the detection process. Studying these effects in detail provides a
more comprehensive evaluation of the method performance in real-world applications.
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